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ABSTRACT To i nprove a conmuni cation system i ncl udi ng

two communi cati on apparatuses in order to reduce a

possi bility of having conmuni cation thereof decrypted

by a third party. The communi,cati on system i ncludes a

first conmuni cati on apparatus and a second

comuni cati on appar at us, WhBSERAGT of the

comuni cati on apparatuses encrypts transm ssion

subj ect data to generate encrypted data and transmts
communi cat i gn a par at us whi ch then
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data. In this case, each the commun
coapyaicHtion @pparatns, agherdiend WIHE boubichSorPd pbﬁ%ses encrypts

transm ssi on subject cut data, and m xes dummy da
tragsmigsion subjedt datai fo igemarato encryptedidae Amd teh @it tdwthbiwler
argest. nunber of bits out of the nunbers of bits of

-9 faling ﬁP%?tBﬁWQ{?BJ%“é’( degmpteiegeeivechensryptesd data.  Before performing

bj ect cut data other than that of the
en{: gé@teg%u #ﬁg‘ﬁ pipmication apparatuses cuts the transmission subject data by a

~predetermined number of bits to generate transmission subject cut data. In this case, each of

the communication apparatuses varies the number of bits of the transmission subject cut data,

and mixes dummy data of a size of which number of bits matches with the largest number of

_ bits out of the numbers of bits of the transmission subject cut data into the transmission

subject cut data other than that of the Iargest number of bits.




