24 June 2005 WD 02/052575 PCTI US01/ 44876 SPECI AL PROGRAMM NG MEREIUNE 12005
EXTERNAL VERI FI CATION FIELD OF THE I NVENTION 5 The present invention
relates to the field of testing sem conductor nenories. Mre particularly,
the present invention relates to a special programm ng node for a

senmi conduc¥ePedry that helps to optimze testing ofCTESIEERISconduct or
menory. 10 BACKGROUND OF THE | NVENTI ON Over the years, different

programm ng net hods have S@ﬁ&&@ﬁﬁ@éﬁm&iw nonvol atil e menory.
Figure 1 shows prior art 0 o for a prior art

nonvol atil e erasabl e progr amBE{IERNAbLYERHACATIONory ("EPROM') that does not
i ncl ude on-chip program and erase automation circuitry. A 15 m croprocessor
coupl ed to the EPROM executes progranm ng algorithm 10. The m croprocessor
sends a 100 HEER QEJHEINVENTOIN i ng pul se to the EPROM  The mi croprocessor
t hen perf%rms a word verification to determne if the word intended to be

progranmed i nto {MHPressRONYENAQN tslates i lhe Held oF gpting spriseidNfed.  The al gori t hm
the wor . vasneiTR s P RaicHR, HePHSaR R RBI T HES e r epent o as 11

15 For . pr eporaIng gads 5 g ot FRRN i hoks BeprBERgiBEp A @ oo
) or ¢ hm 15 SepT MG el T <550t ogr ammed on & wor d-by-vor d bac .
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Over the years, different programming methods have been developed to

program nonvolétile memory. Figure 1 shows prior art programming algorithm 10
for a prior art nonvolatile erasable programmable read-only memory (*EPROM")
that does not include on-chip program and erase automation circuitry. A

15 mécroprocessor coupled to the EPROM executes programming algorithm 10. The
microproceséor sends a 100 microsecond programming pulse to the EPROM.
The microprocessor then performs a word verification to determine if the word
intended to be programmed info the EPROM has been successiully programmed.
The algorithm terminates if 25 attempts fail to program a word. On the other

20 hand, if the word was successfully programmed, then the a'lgorithm repeats as it
steps through each address.

Figure 2 shows prior art programming algorithm 15 for a prior art early-

generation flash nonvolatile memory. A microprocessor coupied to the prior art
flash memory executes programming algorithm 15. The flash memory is

25 programmed on a word-by-word basis. The microprocessor writes a program



WO 02/ 052575 PCT/ USQOL/ 44576 command to the flash nmenory with a
m crosecond time out. Thus, the programm ng operation takes 10ég June 2005
m croseconds. Fol | ow ng each programm ng operation, each word just
programmed is verified by the m croprocessor. The program verify operation
is initiatwdoimgdzhe 5 m croprocessor witing a prograpevesoidsgrsconmand i nto
a command register of the flash nenory. The program verify operation
stages the flash nmenory for verification of the word | ast programred. The
flash menor ycoammnﬂ&thaﬁashm%wﬁya 1QwirEegsadg e PY ﬂ-h%aﬁeage to the word.
The mi croprocessor then perforns a read cycle to output the word fromthe
fl ash rrem)rypfﬁgfamW@Qr?P%rﬁ@ﬁrt@@éégB'I*C"osPﬁ‘é"dfO m croprocessor then conpares the
data word read fromithe flash nmepor dg&sla word that. the

mcroproces;or i ?@W@BSaWr‘ﬂ?F@@’PQWi;WF%O"t?%hMO Wet REogEsyme thS successf ul
d..t h h
vor - as  SucEaEE e MR Rbd e Prosr s Vet SPerle TR PRI IRRL? | ) 1N
th th | i f
55 15 at er!BFE*’BE"Se%PP‘@&%n%@% G ol RE, Sbdhasauag o 5 T ng
al gor it hm 18t Ehefhoh2irRé pRGHR Ry MBoraRid fioc eﬁﬁeﬂ%@ﬁ gyfgry that includes

on-chi p progra eras CII’C rtr -chi p program and

t it
:‘{ gtsg ﬁgcﬁrﬁyg'rlf?&tt@{a§f(fﬁ5 wdrd lahg%quﬁﬁe@ Tﬁ‘eof@g@ﬁ:gmb'lg%bpﬂegbﬁfnft@ﬁéﬂ awite

a conp and a status O register he program

al gori t hm 18 hegidamanin t?m@ﬁ@m%&&&@r TRESRRIprocesspl Beh .waohh»@a rdabiash menory
writing a programsetup coimand (i.e., 40 Hexadecimal) to the comuand user

interface ofgbBe bulystt heWRAPFOM fhelibsgmbry tatns eRpsptbostdot.eTheper at i on  t hat
specifies the address and data. After successful receipt and interpretation

]9}‘ Zﬁ t hep r afRBIoBSESBY tREH GMparRe Kl dathwortl feaddonTthethsh smmonynbéhef ace of the
> data word that the micraprocessor intended to program info the flash memory. A
successful comparison between the programmed word and the time data means
that the word was successfully programmed. If the data was not successfully
programmed, then the program and verify steps are repeated with a limit of 25
15 a&empts to program the word.
Figure 3 shows a prior art programming algorithm 18 for a later-generation
prior art flash memory that includes on-chip program and erase aufomation
circuitry. The on-chip program and erase automation circuitry includes a
command user interface, a write state machine, a data comparator, and a status
20 register.
The program algorithm 18 begins with the microprocessar coupled to the
flash memory writing a program setup command {i.e., 40 Hexadecimal) to the
command user interface of the flash memory followed by a second write operation

that specifies the address and data. After successiul receipt and interpretation of

25  the requested program operation, the command user interface of the flash
2



24 June 2005 WD 02/052575 PCT/ USQL/ 44876 nenory forwards a trapgl fie 2005
signal to the wite state nmachine of the flash nenory then takes over,
controlling an internal programalgorithmwthin the flash nenory. In
particular, the wite state machi ne supervises internal programand verify
circuits tWOB¥IEBEF mthe foll ow ng tasks: (1) program pCiEwledmt rol , (2)
pulse 5 repetition control, (3) tine-out control, (4) programverification,

and (5) status register update. Assum ni%'the menor Ijéegrf tion to be witten
to had been PRRRY Iargs afraslatpd signaldo thedyr %%teQth"P%%/fit 2®nes), in order to

B o7 ogr armi BT ben takes oF SARTUPRAN B PRPTETARH VTR Bty col I hat
occurs i 1 TBREE PRl e AR R eRrg N e SRR o o 1 e

| i ¥ clogl 1 y/o0 oL b ool PETAbE e ek b BBl ok " O s
or oor am 15 TRIAEERART (e ARCGEL (bl AR TR BBES! | L Lence

anplifiers. r&%ﬁe Lt s of the sense anplifiers are then routed into a
data conparator for collation. This «collation conpares the outputs of the

sense anpl | 1 e ademinh hefiRsthPlotarRh 16e\ifeRn & Rl LBLA previlingy dadea compar at or
reports the results of its collation to the wite state 20 nachi ne, which

in turn det qfdYidi@ss &ifllogleH Sfesh, @P&HHdritd Pograf the @b ifle fidsh nidhorpr ogr am
verification operation shows that one or nore cells need to be

r epr ogr anmedyraf, s wib 9Me RAPBE 8RR RAGrEYr-ABhRT WIS bifd ReddtePRined eps are
repeated until either all the cells are verified as successfully

programeyl  Qyidtaid thode-ridthorp 6l it ndddenbeptbgramimiee freiiatdne o #7als, the wite
state machi ne sends a signal to update the status 25 register.
Program verification then occurs in two steps. A margined-sensing read
voltage is applied to the just-programmed cells. The resulting bit line currents are
then fed individually fo sense amplifiers, one sense amplifier per cell. The outputs
of factory-set program reference circuits, adjusted to Vy, {i.e., the program
15  threshold voltage), are also fed into the respeciive sense amplifiers. The outpuls
of the sense ampilifiers are then routed into a data comparator for collation. This
collation compares the outputs of the sense amplifiers to the contents of a data
register.
The data comparator reports the resuits of its collation to the write state
20 machine, which in turn determines if pulse repetition is required. If the program
verification operation shows that one or more cells need to be reprogrammed, the
above program and program vetification steps are repeated until either all the
cells are verified as successfully programmed or a time-out occurs. When pulse

repetition ends, the write state machine sends a signal to update the status

25 register.
3



3 24 June 2005 WO 02/052575 PCT/ USQL/ 44576 Bit seven of the stajugine 3005
register (i.e., SR 7) is set to zero when the wite state machine 1s busy.
Bit seven of the status register is set to one when the wite state

machi ne i s done (such as when programr ng ends) and is ready to perform
the next opepdstsdah. If bit four of the status regi st ePCHUSIB44876SR 4) i s set
to one, that 5 indicates that an error occurred in programmng the word. If

h dd j ch d i ,
e addrese o L Ched 09048 g S SRR el oot 20 ess
above ober o0k RIS ROt Yol PPA BRI Aot ooy 0

Hex program owed eration that specifies the

10 Ineremenigge agaﬁrfegéd&@qs.}cﬂ%\sg@égﬁo@ﬂaﬁ]ﬁi@%ia?)%a % reddiRo PEFERRY P ogr ans

the data wor pertornms intern ogram verification,” and updates the
status regipd rgéx?%eﬁ'ﬁ‘lﬁn.aﬁﬁwﬁu%f‘?ﬁ?éiﬁué RgitBPEAT SR.4) Bkl to3hd, tidhe data words

are progranmned. ough prior art on-chip programverification is

gener al | y5 agdy AR U8 errdrdchREAUS frofri@migtiR/ @b, m croprocessor is freed to
do other tasks, on-chip program verification has sone di sadvantages. Wth

on-chi p program y@e afidréstdt Gich el daBoRsid was Srograminied isons the 143ei ng sl ewed from
low'to high |evels and vice-versa, which generally |engthens programm ng

tinmes. Moreqidaress, tehtiaostaand nidrepra@ssoe intienmgsts treraddicse apd repeadsn and pr ogr am
verification operations are often chosen to handl e worst 20 case

condi ti ons, thdhabohe apesdtioge Navtber wordenigt hiersropessgrsenusd thg memossa 40 Fur t her nor e,
a program command precedes each data word to be programred, further
i ncreasi ng Hex@rogram seguyt domasant dollowedby swiite operativh thtd speoifies he. 4 24 June 2005
10 incremented address and the associated data word. The memory programs the
data word, performs internal program verification, and updates the status
registers. The above process is repeated until all the data words are
programmed.
Although prior art on-chip program verification is generally advantageous
15  hecause the external microprocessor is freed to do other tasks, on-chip program
verification has some disadvantages. With on-chip program verification, voliages
are continuously being slewed from low to high levels and vice-versa, which
generally lengthens programming times. Moreover, voltage and timing settings for
the program and program verification operations are often chosen to handie worst
20 case conditicns, which also generally iengthens programming times.

Furthermore, a program command precedes each data word to be programmed,

further increasing programming times for long strings of data words. -



WO 02/ 052575 PCT/ US01/ 44576 BRI EF DESCRI PTI ON OF THE DRAW NGS T %@2@05

invention is illustrated by way of exanple and not limtation in
figures of the acconpanying drawi ngs, in which Iike references indicate
simlar elenents and in which: 5 Figure 1 illustrates a prior art

progranm o 8gETs t hm for prior art EPROVE wherei n aPCRYSIEHBR
m croprocessor verifies the programm ng of each word. Figure 2 shows a

prior art 1.2, 00 hm fQhRePr i Or art early generation flash
menory V\heg&ﬁgﬁg%ﬂ Tagpr g B vet fy commands are  used; 10 Figure 3
shows a pri or a@%peﬁgﬁﬁg@}ogﬁs_i@lnﬂg{ebbﬂw&%x OA!@L&J&&%?@%W” prior art

flash menory th gramand erase au ion circuitry;

Figure 4 s r I : i menory in
accor dance%V@Hgaﬁﬂé%B%ﬁWg%%’ iﬁ%’\b’}ecﬁtk?eor%feﬁge @ﬁgtg@éeé\@héﬁ a bl o>c/k
di agr am of e?”khééhd m%y(%l atile nmenory that includes special programm ng
nmode circuitry; Figure 6 shows flash nenory circuitry associated with

programs veri f igGgfré @ﬂluﬁ%stMioﬁﬁ@Fﬂo@amﬁﬁﬁ%ﬁﬁmmr Rt EPROMEE 7

illustrates the procedures for entering, exiting, and disabling a 20

speci al  pr QaERMENSicfRMRiciRfocassbt Rsifled TREBoyrammirgr 8ach wdrd.Ust rat es t he

programm ng operation during the special programm ng node; Figure 9 shows

tzgg verificati qigupeeerdwsegioflsit pragrabringsdiReithed fod pipr aeadyg  node; 5 24 June
5

generation flash memory wherein program and program verify commands are
used,

10 Figufe 3 shows a prior art programining algorithm for a later-generation
prior art flash memory that'inc!udes on-chip program and erase automation
circuiiry;

Figure 4 shows a host processor coupled to a flash nonvolatile memory in
accordance with an embodiment of the invention;

15 Figure 5 is a block diagram of a flash nonvolatile memory that includes
special programming mode circuitry;

Figure 6 shows flash memory circuitry associated with program
verification and the special programming mode;
Figure 7 illustrates the procedures for entering, exiting, and disabling a

20  special programming mode for a flash memory; |

Figure 8 illustrates the programming operation during the special
programming mode;
Figure 9 shows the verification operations during the special programming

mode;



WO 02/ 052575 PCT/ US01/ 44876 Figure 10 shows t'he programm ng and4 June 2005
verification procedures for an alternative special programm ng node that

i ncl udes hashing; Figure 11 shows an alternative procedure for entering the
special programm ng node. 5 6 24 June 2005 WO 02/052575 PCT/ USO / 44576
DETAI LED DEGERIsEETS ON A speci al progranm ng node i s deBCFUIEEST6Oor testing a
sem conductor nenory, such as a flash nonvolatile nenory. The speci al
programming node is also referred to as the facto rogr amm ng node,

gi ven that the FigHe 10807 toe fpgranmiy %%?@%G“PWC%J‘¥%§§ Baﬁl\/ setting

involving the testing of a sem conducto mory after it had been
fabri cat ed aﬁ@raatwaék%?&éerwﬁ@"wwm“{%éh%&@ﬂ?%a“F more detail below, for one

enbodi ment a hqst uter - such as 1 C ssQl..r IS coupled to a
flash nonvol at ﬁﬁ%ﬂfﬁaﬁﬁnﬁw an‘ﬁ"f%m%qv&pf)oﬁ?@g}soé%&Q’@gﬁi@essspghgl or nore commands to
the flash nenory to enter 10 the special progranmm ng node. During the

speci al pr8ﬁw i mﬁ%ﬁe, the flash nenory cells are programmed w t hout

t he usesof internal data verification by the flash nenory. The host

m croprocessor instead perfornms the verification of the progranmm ng of the
data. The flash nenory programm ng operations are optim zed for speed. The
15 host m croprocessor can pernmanently disable future entry into the
factory progranmm ng node by sending a disable factory programm ng node
command to the flash nmenory. An alternative enbodi nent includes a dynam c
hash operation wth respect to the programed bits, and the result of the
hash operation is used



in the verification operation. 20 Enbodi nents of the invention ?gl‘mﬁ@ 2005
reduce the tinme it takes to test a flash nenory to see if the Tlash nenory
can be successfully programed. A reduction in testing tine of a flash
menory can help to increase the overall efficiency of nmanufacturing
products cwobzeseiTag flash nmenories, especially at hi gRCVBIUMEE.

Enbodi nents of the invention help to optim ze data progranm ng of a flash
25 nmenory. 7 24 June 2005 WO 02/052575 PCT/ US01144576 Figure 4 shows an

ar r angenentRETAILEBESERIPIION,, 4 special programming node operation, also

referred to as a factor rammn de_operation conputer 22 is
coupled to a no%mca{wrpéafg !Qg g@ﬁgw "?gr?esse%kgf_"i es 26 include
busses that transm.t address

can be a miM&TRY: aggggs& agh n Vﬂi@ﬁgtﬁ‘éﬁﬁ?m Hgsﬁf? ﬂ%,gér @h“%a"%‘!dg% conputer 22 5
e vor oy Slsofaret RS iRy, SR mBad S AR i s St ant . 2

Host processor

22 overges, g%ljp Eﬁéﬁ@%&%}lg fagtohy ﬁ%ﬁlﬁ% m?rgviﬁg ﬂn%‘%estlﬁdeﬁfr&%‘égﬁboﬁ fopne embodi ment  of

t he i nvent i° es of sem conduct or

menory can n%%cgg%nglhg @%ﬂ!fédr@&e%&ﬂpa@ag%&her enbodl ments of the invention,

menory 24 can evice containing other circuitry.

For exanpl e, ”EA@\M}I’b@ées%ﬁ‘tﬁbdﬁl?m@n@*@fé&ﬁ%Qownroﬁone%%b@ﬁibﬁtfkr@sphl p containing
digital and analog circuitry as well as other nenory. Host processor 22

i ncl udes pregmesel Dolichiak 8 Widrbprockdsdr Qlis shtplad toa FERR AbrAblatilp riegioamm ng node to
program nmenory 24. The special progranm ng node 15 all ows host processor 22

to send datiRe WidrSiSrode@EorREIRIBIOAETER Mgre RymRAIYtY thédlagintlemar toosmsernenory 24 to
enter a special progranmm ng node, wherein data verification is done
ext er nald y thyspaest prégratamg elodd 2DurfAgieaspetiyl pd@ranimihg siodg theciesis or 22
memory cells are programmed without the use of internal data verification by the
flash memory. The host microprocessor instead performs the verification of the
programming of the data.
The flash memory programming operations are optimized for speed. The |
15  host microprocessor can permanently disable future entry into the factory
programming mode by sending a disable factory programming mode command to
the flash memory. An alternative embodiment includes a dynamic hash operation
with respect to the programmed bits, and the rasuilt of the hash operation is used
in the verification operation.
20 Embodiments of the invention help to reduce the time it takes to test a flash
memory to see If the flash memory can be successfully programmed. A reduction
in testing time of a flash memory can help to increase the overall efficiency of
manufacturing products containing flash memories, especially at high volumes.

Embodiments of the invention help to opfimize data programming of a fiash

25 memory.



I ncludes circuits for performng external data verification d“?ﬂ%dﬂ?ZOOS
speci al programm ng node. 20 Host processor 22 is also coupled to nenory
34 for storing code and data for processor 22. The code stored in nenory
34 includes the algorithmused by host processor 22 to test nenory 24.
That nenorwobwestsal gorithmincl udes an al gorithm f orrq@rergr/&®m® ng nenory 24
that relies on external programm ng verification by host processor 22.
Menory 34 al so stores data to be used by host 25 processor 22. That data

used by host pg |- AR RS of defts A8 a sBecd prbdigna@PS WO 02/ 052575
PCT/ USOL/ 44576#%@%3%3%%#%?% rrerﬁr%?:gﬁ'g%. ﬁost Sg?ocgrsbgor Zgé)al SO uses

menory 34 rﬁo%e%lpe:%%:ﬁ’éﬁ@re%i@dE@aaﬁ@ét@ry%g?an{rﬁﬁéjmw@ﬂﬂemmrb!os34 as part of
P e

t he external ogram verification routine execut by host processor 22.

For one erap@l#aerd is cHRANY a AdhvbiBtiIORAM mdniy 2f Viglinee @bOUhesa® S, other 5
types of sem conductor nenory can be used. For yet other enbodi nents,

menory 34 jgaileGREsitine riiRind addreds, con0Y, Sndaratasianei] dosticempeten2?y. For one
enbodi ment, nenory 34 is external to host processor 22. For other

enbodi nentcan beanmitrgprockssaor fikericomputihg theass, paohtas afmitrosintrplleo@essor 22,

formng a systemon a chip, for exanple. 10 For one enbodi nent, nmenory 24
i s a fl asheronsicbapitbrea persmrl/digitabassisiant b oelesrkyrdcesson@ omati on circuitry.
Mermory 24 includes control circuitry 28 that is coupled to a flash nenory
array 20. v@zﬂmimioh,omiamailiframycaﬂputeicHa&twcsqﬁetﬂafwerspﬁ%gemﬂﬁm@i mode circuitry
32 that allows nenmory 24 to enter or exit a special progranmm ng node.

Duri ng t hdlasipmeimaty 24r 6@mghﬁ0h@erﬁﬂ@i@,dfmeﬁft(§FWamVeﬂ'fﬁ{nam@BUW@gi'Sf i cation by
menory 24 is disabled tenporarily and external data verjfication occurs
ext er nal | lasihmemgry, athes hipseofsrmiseRducior weBaY 6N bouser Baddliahdy array 20

10  other embodiments of the invention, memory 24 can be embedded in a chip or
device containing other circuitry. For example, memory 24 can be embedded ina
system-on-a-chip containing digital and analog circuitry as well as other memory.

Host processor 22 includes processing circuitry 33 for using a special
programming mode to program memory 24. The special programming mode

15  allows host processor 22 to send data words for programniing by memory 24 and
allows memory 24 to enter a special programming mode, whereln data verification
is done externally by host processor 22. Circuitry 33 of host processor 22
includes cireuits for performing external data verification during the special
programming mode.

20 Host processor 22 is also coupled to memory 34 for storing code and data
for processor 22, The code stored in memory 34 includes the algorithm used by
host processor 22 to test memory 24. That memory test algorithm includes an
algorithm for programming memary 24 that relies on external programming
verification by host processor 22. Memory 34 also siores data to be used by host

25  processor 22, That data used by host processor 22 includes data to be
8 .



I ncl udes individual flash nenory cells for nonvolatile storage

I nformation. Figure 5 shows nore details of flash nonvolatile é%%ﬁ¥§“5§p05
Flash nenory 24 is conprised of a flash cell array 20, a comrand user
interface 20 circuitry 40, a wite state nachine 28, special progranm ng
node circuwbbyosdds | nput/output |ogic 47, input buffercr/®4@8%, and 55,

out put buffers 53 and 54, output mnultiplexer 45, identifier register 85,
status register 83, data r addr ess i nput

C ggi%tﬁr 91, dat?ze conpar.at or 3§1
buffer 61, akiagrawmep R¥QReBIY 24 o BIOCERSANT%5%Uses MR *28B8uct i on cont r ol
[ it 73, X.decqd 71, Y decod 72, t itch
‘ééw us‘é r }423%;2@ a1 I et T 9o %%é_ﬁjrﬁ ?&éee%g%ﬁa' a0y 8%2&-3'!-,“ | f’l
f i des random access nonvol atile
| ar ge- scal e ‘@&F%a%g%{"gﬁ'i%é‘g grb%(g'rﬁgtyper%(s)%lrr%nt, the flash cell array 20 is

arranged as a Se?orcgne%@rbgtl}frlng W@K&B@%[ﬂ@%ﬂ Er Qfhér afibaintents, dffek | | ogyte mai n

bl ock. Block 20b I's a araneter block. Block 20c is a

ki | obyte par t toBh hd fsed P& vot dfhdr eRpdEmERs N bl ock. Bl ock
20e is a 28@%%‘@%3%‘9@5?% [ty Stk ek PG y3t diher RSSAmae.n | obyte main

bl ock. Ot herpmddrylois lcab¥dnfris@hatd BkR MemoRyfor hbeltiafefiry2 Fopsie not  shown.
Control bus 106 i's part of data lines 26 of Figure 4. Data bus 104 is al so

part of |i negmupRingdnt, reinbneadis eAGKHEIRE Roddpecdseadr 225 Fpagtherof |ines 26, al so.
Address 10 bus 102, data bus 104, and control bus 106 couple the flash

menory 24 t erfstEiimenty, AEMBH P4 cabe intiasdy avgmm oyhddlprbassar?2 dhmpnga ogr am and
erase automation circuitry that includes the command user interface 40,

wite state gyeem onea chib, flatampionparator 81, and status register 83. 15 The
command user interface circuitry 40 is a request interface for flash
10 For one embodiment, memory 24 is a flash nonvolatile memory that
includes write automation circuitry. Memory 24 includes confrol circuitry 28 that is
coupled to a flash memory array 20. Control circuliry 28 includes special
programming mode circuitry 32 that allows memory 24 to enter or exit a special
programming mode. During the special programming mode, internai data
15  verification by memory 24 is disabled temporarily and external data verification
occurs externally through the use of host processor 22. Flash memory array 20
includes individual flash memory cells for nonvolatile storage of information.
Figure 5 shows more details of flash nonvolatile memory 24. Flash
memory 24 is comprised of a flash cell array 20, a command user interface
20  circuitry 40, a write state machine 28, special programming mode circuitry 32,
inputfoutput logic 47, input buffers 51, 62, and 55, output buffers 63 and 54, output
rutfiplexer 45, identifier register 85, status register 83, data register 91, data
comparator 81, address input buffer 61, address latch 62, address counter 63,

power reduction control circuitry 73, X decoder 71,Y decoder 72, program/erase

25  voltage switch 41, and Y gating/sensing circuitry 74.
9



menory 24. The basic job of the command user interface circuitr 4%r{é?b®5
arbitrate between host processor 22 and internal device 24 funciions. The
command user interface 40 serves this role via a command register to hold
the issued request, a command decoder to interpret/translate that request,
and the 20wgaeises8 | ogic to initiate action. ActivitiBSI/Fsgidede

comuni cati ons between command user interface 40 and wite state nmachine
28, read path selection, and status register 83 checking and clearing. The
conmand user i nt'8f flasbeelarayL0inpyides FAndem peress poivolate leranReale dglgnmands ar e

i nput on dat driven |ow. The 25 commands

get | at chedS@W&'?E‘f@%%’Wﬁ%ﬂ@&%gg%’x‘%g? (P39I RAS\A 94t Of@(ff@)(;ess 1ﬁ 24

J 2005 75 PCT/ USO 876 i, i j i t

i 55 A S A MR e
e ol g . ( . :

Upor ol on ( PaameBbb BopPSRIE'a BUfor Cafameld Bk od MR GPTIROC 1 0 8 Te8

g ree" B, oiobRE iR BbY: i) 18 Ron il bR ATARBIR Y e o T 20e 10

ensures that the output nu exer gat es a ‘to the output

but fler's 53 sawladne Weih boR | Oher MBRNNLDR b RS bl bty £ e et component s

within flash nerory 24 needed to program erase, and ‘verl the array 20.
The wite sitvg. nmachine 28 conprises integrated oscillator and control
circuitry to carry out 10 program and erase operations. The wite state

machi ne 28 is acsimethl 108 &chart'd Qs GbsiZBof Figerk U0 DafBusAOPRERSOr for
perform ng program erase, and other operations on array 20. The wite

stat e nmachi peet & 8ndsrpelobiFigere 2N Adtriebd im0 isl pagioflinetl D6, talso) @Aefess pur pose
registers, a control store, and a control sequencer. The wite state
machi ne1@28 hused2, datahuse 04, @and cantrel wad 06 cauplet theeflash Mty 24518 thost
processor 22,
Flash memory 24 has on-chip program and erase automation circuitry that
includes the command user interface 40, write state machine 28, data comparator
81, and status register 83.
15 The command user interface circuitry 40 is a request interface for flash
memory 24. The basic job of the command user interface circuitry 40 is to
- arbitrate between host processor 22 and internal device 24 functions. The
-command user interface 40 serves this role via a command register to hold the
issued request, a command decoder to interpret/ranslate that request, and the
20  control logic to initiate action. Activities include communications between
| command user interface 40 and write state machine 28, read path selection, and
status register 83 checking and clearing,
The command user interface 40 resides on an internal data bus.
Commands are input on data pins DQg-DQy with CE# and WE# driven low. The

- 25 commands get latched and interpreted after WE# is returned to V. Address
_ 10 '



15 interface 40 to access the appropriate |ocation of the progrempp@oHos
execute instructions needed to perform an operation. Conmand user
interface 40 to wite state nmachine 28 signaling forwards transl ated user
requests for processing and control. The wite state machi ne 28 executes
the i npl eeabzmuszsan al gorithnms for sequencing the hi ghcWVesot/&g®s circuitry of
Y gating/sensing circuitry 74 in order to 20 apply charge to the flash

R L e
i 20, i Ji . QF, 20 . Th
oo BB B bl T
o 8L 2 assoct g s bl Toing el A B D800 2L 7

compar at o &eniiliGilid a6, Gl SaPRILRR Bl0GRNREALT Sy )ahe Lhal T equest

feedback fromt a conpar at or to determne pulse ‘repetition control

and  prow decoﬁmlddegﬁér%térf&cé heermlifds Wt RGUBLGHUTRexel g ated that dafedt € Machi ne
28 generates signals that initiate an address counter 63 for erase

precondi ti onb B dAfpubhudeR 53 an@bLfy. The Y gating/sensing circuitry 74
conprises read/wite path circuitry for accessing the array 20. Mre
particularly, the¥é sgad nagireesonigolsihe aiffefenitomdonanBoliththefasisour ce swi t ch
circuitry for applying the appropriate voltage levels to the array 20 for
an erase funsdmen24 Adedtogrddrarg,/ sasesamiovedfy tieLdrtay 20.7 Zhealvidto sfatec| udes 10
programload circuitry for driving programl|evel voltages onto the bit

| i nes of ar rmagching @8 domprisgs iptegrpteaimstitajor and sentpl decebporca@iPouteads t he array 20
by transferring addresses over the wuser address bus 102 while signaling
read cycliles poegeam afrberasseopecationg: dlhe wits st@i¢ machine 28 is a specialized

reduced instruction set processor for performing program, erase, and other
operations on array 20. The write state machine 28 includes an arithmetic logic
unit, general purpose registers, a control store, and a control sequencer. The
write state machine 28 uses information received from the command user

15 interface 40 to access the appropriate location of the program memory to execute
instructions needed to perform an operation. Command user interface 40 to write
state machine 28 signaling forwards translated user requests for processing and
conifrol. The write state machine 28 executes the implementation algorithms for
sequencing the high voltage circuitry of Y gatingléensing circuitry 74 in order to

20 apply charge to the flash cells of the array 20 and remove charge from the flash
cells of the array 20.

The write state machine 28 generates signals that initiate a strobe to bits of

array 20 requiring program or a block of array 20 fo erase. The write siate
machine 28 also generates signals to supervise strobe puise width and associated

25 timings. The write state machine 28 generates signals that control the data
11



The command user interface circuitry 40 detects the read cycl e?@déﬁ.?éj
the 15 address latch 62 to transfer the addresses fromthe user addresS bus
102 through to the X decoder 71 and Y decoder 72. The conmand user
interface circuitry 40 also causes the output nultiplexer 45 to transfer
the read omoe/dsesein t he Y gating/sensing circuitry 74poeesn1/i4de® user data
bus 104. The host _processor 22 wites data to the array 20 generating wite
cycles 20 over lines 26 tog transf 8 ram conmands and data to the
e 24

com*randf usercompﬂfaéqrﬁécgh%wgteaga (rjf9a %@?ﬁﬁﬁ:\i@'sd%lmquﬂ% erf acedci r cuijt ry
40

addr ess ;EZ tefaae %%ffﬁﬁ}?@ﬂﬁ#’%?%@{ REB{elbEinS Puperondliny frETaE  The Eﬁ. te
Spect 1 ed ddrarte oA resitsBidil 3T, R sk ke gAY 155 June
2005 VI 02 Ggi U FTI SO ABLML 1 o Shal BoGRbA, @A 5BC! udes coirouitry

32 for enabli Speci of flash nenory
24. \Wen gheveﬁ@em al programm ng node is enabl ed by circuitry 32, the
wite state hine 28 prevents the verification of data witten to nenory

array 20. Verifi ey gatingfseiRafytatdn gﬁsefsl?@admﬁ%té‘&ftﬁr&}cu fration of flash

menory 24. The normal verification operation of flash menbry 24 is

expl ai ned asaccés@inb(ﬂYtsarVMytzb VBleSyaRid@S X&e"?@ﬂﬁ@%n@n@&%uﬁy?ﬁ gure 6 shows
certain circuitry of flash nmenory 24 in nore detail. Data conparator 81 is

central to tikgudeokoite $WiB tifiry Y& mpplyifcdhk @pprofRtcioliayd 18%isfth ggh nenory 24,
Data conparator 81 is controlled by 10 the wite state machi ne 28. The

write state aagho fe ad 8ra@8fincioR, They dating/setsrigurtainoT4 ddo ifdkideBg program
verification and erase verification operations. The data conparator 81
col | at es1q ugtregoaro grad ehedirydel driging programdsvelbitagrsi antthediit Imes biarad
20 during programming.
Host processor 22 reads the array 20 by fransferring addresses over the
user address bus 102 while signaling read cycles over the user control bus 106.
The command user interface circuitry 40 detects the read cycle and causes the
15 address laich 62 fo transfer the addresses from the user address bus 102 through
fo the X decoder 71 and Y decoder 72. The command user interface circuitry 40
also causes the output multiplexer 45 to fransfer the read data from the Y
gating/sensing circuitry 74 over the user data bus 104.
The host processor 22 writes data to the array 20 generating write cycles
20 overlines 26 to transfer program commands and data to the command user-
-interface circuitry 40. The command user interface circuitry 40 verifies the
program commands, and queues the program commands, and address and data
parameters, to the write state machine 28. The write state machine 28 performs

the program operation by programming the specified data into the array 20 at the

25  specified address.
' 12



in the device data register 91. For erase verification, data coppajper
conpares erased | ocations agai nst the data val ue FFFF hexadeci mal. Erase
15 locations are cycled through the data conparator 81 via address counter
circuit 63. For programverification and erase verification, the data
conpar at orw@92/5e8ports the results of its collation tBCHERELHBI6Le State
machi ne 28, which in turn determnes if pulse repetition is required. If

| “uhi ch . fpul i 5 require

G gnal | to updat o e p gie 28 feyded S 2 b rabh S BBV, D7 O 6
gnal o _ SRR b

rar gi i ng 1 URP R oar R g e BPeeh RemB A WRH WY FRRAREIER O By dat 2

conpar at or S%Odﬁg%nm&%ﬁg}f‘l}f@éi ih%%'le%ate rrﬁHiiﬁeeﬁzpré\PeWB@'\\é derived from a

program margin bias rea colum contal ning 25 the programcell of

array 20, i SydigéhtibMbiae\Griteh td MemdP ag e Veridatiéd fipfoglahrdatd B fie 13 24 June
2005 WD 02/052575 PCT/ USOL/ 44576 (assumng a 16 bit word) with reference

current | BREprmahipeRtibisoftfbsh mehérgns, froma factory-set programreference
circuit 111. The margin current IPVMRGN is derived froman elevated read

vol tage applied tThe hdima) wsificapsrogpesaiiest flasi membry 24 BNXERInksad ess t han | PREF,
then the particular sense anplifier of sense 5 anplifiers 117a-117p

out put s a | oglovalwithmeferehts © Fignes&tand 6. Bigaerdshbas cataghircdtry of dlastt een bits in
paral l el, depending on the bus width of the program operation. The eight
bit or sixtewmemdry24 dunpetdetzihl Des cémeanatortfd iseandral tathelnofmadprograti7a- 1 17p are
sent to the data conparator 81 for collation against data stored in data
regi st er 91.vesficagoradpanation by fiashmpmand?d. Dataeimparat@ 21 éf coniraile@ébst at e machi ne
28 shown in 10 Figure 5 can disable the programverification procedure
used by WPi ttke wiitgséate maehinerB. J8e wdierstals maghireZSemplays thedatat enporari |y
di sabl e the programverification L . '

comparator 81 during program verification and erase verification operations. The

data comparator 81 collates just-programmed cells of array 20 against data stored

in the device data register 91. For erase verification, data comparator 81

compares erased locations against the data value FFFF hexadecimal. Erased

15  locations are cycled through the data comparator 81 via address counter circuit
63.
For program verification and erase verification, the data comparator 81
reports the results of its collation to the write state machine 28, which in turn
determines if pulse repetition is required. If pulse repetition is not required, the
20 write state machine 28 sends a signal to update the status register program or
erase status bit, which is reflected in status register 83.
For normai program verification, a margining function occurs just ahead of
the data comparison done by data comparator 81. For program verification,

current [pmren, derived from a program margin bias read of a column containing

25 the program cell of array 20, is fed into one of the 16 sense amplifiers 117a-117p
13 '



by wite state machine 28 or permanently di sable program verifizgtjgie PD05
wite state machine 28. For one enbodi nent of the invention, circuitry 32
conprises code stored in array 20 and associated circuitry that acts to
di sabl e the program 15 verification procedure within flash nmenory 24. The
program vewyé bdsati on  procedure can be either di sabl erCwusapes@rily for the
programm ng of certain data words, or the programverification procedure
can be permanently disabled to revent an outside user of nenory 24 from
entering thelaspatngd 16hio¥rdwithigfereRessairenlerem Yhichis tgaeal ot & gr ami ng
node, circuitry 32 disables program 20 _verificatign. Status register 83
shown in Fi gi@plaryesef %’%fﬁ'ﬁﬁf%’?ﬁ%c%ﬁ‘(%gﬂt T%‘ﬁm?'f%‘ cuﬁﬁ'fq&?’fﬁ?"i BAEMPY cuitry of

flash nmenory, 24. Status reqister 83,.is conmprised af bits that are an
interface tgfr?rﬁén 88‘(%‘?%83%"?@ %‘Pﬁﬁfqta l%%pg?"’ﬁ\ ac‘fﬁe wite state machine
28 i f eed k f. i i I CUi ; i th it
75 state. mchi ne B BRUBRT e aoa he P RGHL e BAPIER B0, "D e Commnd

user 14 24 J0ReR005 M0 0P34 PETHEOA AR TRei i Ecs 40, Sbreast,

Bit seven” of Status regrs ndi cat es Ite state machine

|'s ready t °g§i§c§§}i o il ;%ré?éugl?gep%g{ij‘iﬁ@grfm? s 4l of e R ferdlidhy Theer 0T i ng

tasks (a lo zero). he status register 83 indicates

program st at éight blt br BltdenlRpaf vatlea bt tiet@hsd Shplifiets H$7za117p@kebseht one, t hat
i ndi cates an error 1n the word/ byte programm ng. If the program status

bit four is @ phOgsmpafiid? 81 fdrRalationsliafet ®a stoted Ratarbgivier o byt e
programm ng. Status register contents are driven out on bits DQ-DQ7 of

data bus 104 at shdrl prabrainfithgaie artuileER o wrilstte mWatttiedsshoaeurs | ast in
the read cycle. Either pin nust be driven high, then | ow again, to send

updat ed qont Eigire 5@ai Hicabithe proghaf JetificatidroprbGdaredisédiby Wiite staler ocessor 22 t hen
reads the output of status register 83 over
machine 28. Circuitry 32 can either temporarily disable the program verification
by write state machine 28 or permanently disable program verification by write
state machine 28. For one embodiment of the invention, circuitry 32 comprises
code stored in array 20 and associated circuitry that acts to disable the program
15  verification procedure within flash memory 24. The program verification
procedure can be either disabled temporarily for the programming of certain data
words, or the program verification procedure can be permanently disabled to
prevent an outside user of memory 24 from entering the special programming
mode. During the special programming mode, circuitry 32 disables program
20 verification.
Status register 83 shown in Figure 5 is another component in the
automation circuitry of flash memory 24, Status register 83 is comprised of bits
that are an interface to the outside world of flash memory 24. The write state

machine 28 receives feedback from its support circuits, thereby allowing the write

25  state machine 28 to keep the status register 83 current and the command user
_ 14 _



data lines 104. Figure 7 is a state diagramshow ng the pr ocedl.%gguf 2005
entering, exiting, and disabling the special programm ng node tor ash
menory 24. Bracketed information in Figure 7 indicates the state of the
command user interface 40. 15 Information within the circles under the
bracket ed wobxsset i on i ndi cates the state of output raVusPplesser 45 of
flash nmenory 24. The special progranm ng node procedure begins at operation

ORI I T e
user i Nt e { aGigie Ao A0 0l W RSB mBlas I BGLH LAY drBky @ Sinl e speci al
progr anmi ng ode CormBnd’ i 8 nsed to SRt er 2 Pd5eC & prdgr ammi ng node.

For an al terMk?ﬂiﬁ%tgﬁfégﬂyglgg@e{oﬂegﬁ?w&%éé?at&@(e&stﬁneésaihéicé?@é ow, a speci al

sequence of conman er to cause”the commund user interface

to cause Cirghhbmbt-AR. ﬁ&it?&ﬁ@fstat&@@g%@?ﬁé@a SRR RSN 15 24 June
2005 WO 0 2105 25 75 PCTIUSO1/ 44876 At state 152, the conmmand user

i nt er f aces 40erhth BEOWEHAGe bRRyrERAIRY. 2 theRPFdYeHNREENE Bit HDAS aSdgitaBzerol NE OuUt put
mul ti pl exer 45 outputs a status s‘i;gnal. %Eﬁ state 152, the command user

i nterface 40thgtanthetesSuscessill wordddtoprogvaminthgst ate nmachine 28 to enter the
speci al progranmm ng node. In the special progranmng 5 node, circuitry 32
di sabl es i nt er naBtapus egyistencurstents aealrivanoudyn bitsealxdy-Daead tizta Bds 104MNgxt , host
conputer 22 sends a data stream setup command to the conmand user
i nterface 4Ghefalihy adde ciSES oyOBH, whichgedr otaurssastircthd fedd cfdle. Hitheepid 54, t he
command user interface 40 is in a data streamsetup state (i.e., the DS
setup st at ejust be devenahigh Ibeh lowaggotto aeridtLipfdtekemtenbtodhs mipus baffest at us si gnal .
The data 10 stream setup state 154 causes the wite state machine 28 to
prepare 10 a4 and 54. Host processor 22 then reads the output of status register 83 over
data lines 104,
Figure 7 is a state diagram showing the procedures for entering, exifing,
and disabling the special programming mode for flash memory 24. Bracketed
information in Figure 7 indicates the state of the command user interface 40.
15  Information within the circles undet the bracketed information indicates the state
of output multiplexer 45 of flash memory 24.
The special programming mode procedure begins at operation or state
150, with the host processor 22 sending a special programming mode command
to flash memory 24 via lines 26 to be stored in the command user interface 40.
20  For one embodiment of the invention, a single special programming mode
command is used to enter the special programming mode. For an alternative
embodiment described in more detail below, a special sequence of commands is
used in order to cause the command user interface to cause circuitry 32 to enter

the special programming mode.
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menory 24 for a streamof data words to be programred into fla NRIFY
array 20. For one enbodi nent, the stream of data words does n?ﬂrreqw ?905
sequential addresses. For another enbodi ment, the stream of data words is
for sequential addresses. At state 154, the command user interface 40, the
wite statWomstime 15 28, and the special programm nRCTRdB448T6r cui try 32
are all in the data stream setup nobde awaiting the input of data to be

streamed 1nto 1 ARG Bl oS HALANE b AN Bl NOXt event Lo

occur is that data is rearre rom ho roc SS data bus 104 to

flash menor ypréérgm @sf“a‘f@oﬁfgrﬁﬁg)ht Rl k%@ri é%é}%tuggiaﬁa&egp bus 104 is

16 bits w de ata wor acc I'nglya data word. The

data stream s@teas,wéc,%ﬁm%dq@ér%twcgaoms@@c;m r%é@&rwrnéaaﬂ‘el ash menmory array
20 starting with the start address. For one enbodi nent, the stream of data

words does madhifeSBub EterIRSIsROk] Sboraf g F5R8.- lnﬁﬁéspéaﬁtﬁ?@g{rarﬁm‘m@d' nent, the
stream of data words is for sequential addresses art address is

sent by hdstmade, pironitg 32 disaids inteaial pragramserifdtton 1) Aashiméh@gba.menory 24. Once
data is sent over 16 24 June 2005 WO 02/052575 PCT/1JS01/ 44876 data bus

104 to flash menbest, Hdét cofrpaieh22eands y data st@ndsaigpedomimingnd taee 40 enters
state 156, which is the data streamstate. In state 156, the output

mul ti pl exer ebincaunt pegrintérfaoe 40 at flash sieguogl 24 td\get &i sidte 184 6AL state 182, st at e nachi ne
28 and special programm ng node circuitry 32 are also in the data stream
state. 5 Durthegommanddiserdnterfacedfhisinatdaia siream setbprstole (idntthe WBsewpar e bei ng
sent to flash nenory 24 from host processor 22 via data bus 104. The wite
state machi¥RieR @\t alag 164 rautput myltigioxes 45 ewputtie sigivs sigalr Eeedaidr ds to be stored
at addresses within flash nenory array 20. For one enbodi ment, the

addr essed0 arséreﬁ'ﬁtseﬁééfﬂ@ﬂﬁﬂﬁﬁuse'ﬁﬁleWfﬁ%&tatém@i*&r%ﬂfpP"ecpﬁ@ﬂﬁlé%t processor 22

sends the various
memory 24 for a stream of data words fo be programmed into flash memory array

20. For one embodiment, the stream of data words does not reguire sequential
addresses. For another embodiment, the stream of data words ?s for sequéntial
addresses. At state 154, the command user interface 40, the write state machine
16 28, and the special programming mode circuitry 32 are all in the data stream
setup mode awaiting the input of data to be streamed into flash memory 24 for
storage in array 20.
The next event to occur is that data is streamed from host processor 22
over data bus 104 to flash memory 24. For one embodiment of the invention, data
20 bus 104 is 18 bits wide and each data word is accordingly a 18 bit wide data word.
' The data stream is a series of data words to be written into flash memory array 20
starting with the start address. For one embodiment, the siream of data words
does not require sequential addresses. For anofher embodiment, the stream of
data words is for sequential addresses. The start address is sent by host

25  processor 22 over address bus 102 to flash memory 24. Once data is sent over
16




10 addresses over address bus 102 and does not continue to sen
original address. For another enbodi nent, the address sent byd%érl:’%"-‘e 2005
processor 22 over address bus 102 remains the original starting address.
The wite state machine 28 and circuitry 32 sequentially step through
address coWIZS2388 t 0 cause the data words to be st or@EUsav44sréseri es of
sequential addresses within flash nenory array 15 20. As shown in Figure
7, the data that is sent equals data X, which indicates that a series of

data words a¥a@ s 104 talash megiopy 24s fashaamaly commapg pses interfaspfi®di ment , addr ess
I h h f the d
cquals the prgdlous RUdCeR: palheherains, Lie Shatl. adiress of he data
b t nt er f t at hi 28, d
cpeci al - pr ogPUPREEBRRTE Sah B Ghao A uig e biteld Befre BEFh ot ac o 156
until a dat?ﬁ"?é’%‘?@%ﬁ@ﬁ’g?é Hﬁrgggartea%&lﬁt%e%%té %14 @% The da_ta stream

state 156 di rogra For prior art

progranmm gg OperB@ir@%da‘f&'&%aﬁ%hé@%s%&‘ngh%%&ﬁs fx‘e%ﬁsg’mtcj or 25 every

data word in the a stream er'e Wo rograntrcommand 40 17 24

June 2005 V@sl@@/eﬂé@@ﬁ%oﬁ%é%é%ﬁ@iaQ%%ﬁ?%fwhe Wil digyed by a single

data word and address, program verification. In other words,

for the pri QﬁaahfnteZB@n@élféG&r?@éaL&%‘EMtaC@r%ém%Fdé t6be Sored@fond address,
anot her progranm ng command 40 hexadeci mal would need to be sent to flash

nmenory. The faressd vittihdasirmhemer) drrafizl o oiMibdinteat) theedaRBiesard 0 the flash

menory, and then a programverification operation woul d occur. Thus, for

the prior arrdot sdghentialc ForaenitRUIRE thidaiost-prétksdol 224dnas thec@ndRNd- dat a-
verification, command-data-verification, etc. would occur as the desired

addr esset) addresdes pparcdiesobigh02 Bod dédsaoironiinueds $end ¥ @iginech wor d was
verified as address. For another embodiment, the address sent by host processor 22 over

address bus 102 remains the original starting address. The write state machine

28 and circuitry 32 sequentially step through address counter 63 to cause the data

words to be stored at a series of sequential addresses within flash memory array

15 20. |
As shown in Figure 7, the data that is sent equals data X, which indicates

that a series of data words are being sent fo flash memory 24. For one

embodiment, address equals the previous address, which remains the start

address of the data stream. For another alternative embodiment, howéver,

20 various addresses can be sent. The command user interface 40, write state
machine 28, and special programming mode circuitry 32 remain in the data
stream sfate 156 untit a da‘ta stream termination condition Is encountered.

The data stream state 156 differs from prior art programming operations.

For prior art programming operations, such as the one shown in Figure 3, for

25 every data word in the data stream, there would be a program command 40
17



programred, the wite state nmachine would go into 'a "ready' stfjq 2005
I ndi cated by 10 bit seven of the status register being in a |ogical onée
state, assuming the data word was properly programred. In contrast, for

t he enbodi nent of the invention described with reference to Figure 7, the
wite statwomastsirhe 28 renmai ns busy at state 156 untiPCWUser/Esmi re Stream
of a plurality of data words is programed into flash nenory array 20. 15
The "busy" st.ate, of Yvr ne 28 is indjicated by a | ogical zero

stored in bileX ‘?\9@??64“%@?@%3’%&’?@%35%% Wprdgad ageresssigkrved by BFagMnmi ng node
b1 cke t hat - APREEDA BPSqHEimeh a0 SHEAT O3 ToHe] JFepagale For Tl ash
Togi cal one. Sire iRsS b dugifernohd o P ol Reckimel 3k 8 st or o a
bl ock at . tibgsenfis Mifrhorty Re'sBlorgdpi i e leB B 8 BE Bt 0 "Gt a

(hat, can. be a1 eyt RhOSH L ReALASEeugARDAEHy v (Pl o

block is nade to store gi ca or cells of flash

Menory array s, §éh -0251,m@&aaénas@orfuhamai?aevénﬁ&aﬁs&'coﬁaﬁﬁné-aﬁé-e to the
| ogi cal zero state. verthel ess, 18 24 June 2005 WO 02/ 052575

PCT/ US01/ 448 Rgrificaftiny sthadnoliatasveRfidaion, eRewRliPSH-anavaRe éhba hdifess@i cal zero
state to a logical one state. If one tries to programa bit or cell froma

| ogi cal zer o a8d @bbeti thrby. FOGhE fior 2ANHeSdaRE Qo id3QEfificaradsi ng the bl ock, the
I ndi vidual cell will sinply not respond (i.e., wll not hold the charge or

hol d t he st atpejgraniméd, gigiviitsSstat aiaBhine Wendts D a2 RAdPSERe heiheitatyd hyh the data
stream ng state 156 during the special programm ng node. At process bl ock

204, the 10 adh sevenwbihy stls registérbeing dted lagical ene statzpasbuaing @ datzom host
processor 22 while flash
word was properly programmed.
In contrast, for the embodiment of the invention described with reference to
Figure 7, the write state machine 28 remains busy at state 156 until the entire
stream of a plurality of data words is programmed into flash memory array 20.
16 The “busy” state of write state machine 28 is indicated by a logical zero stored in
bit seven of status register 83.
The special programming mode sequence described with reference fo
Figure 7 assumes that the memory blocks that are {o be programmed have been
previously erased. For flash memory array 20, when a flash cell is erased the
20 flash cell stores a logical one. When the flash cell is programmed, the flash cell
stores a logical zero. To erase flash array 20, the flash array 20 must be erased a
block at a time. In other words, a data block is the smallest unit of data that can
be erased. When a data biock is erased, each cell within that block is made to

store a logical one. Individual bits or cells of flash memory array 20 can be

25 programmed from the logical one state to the logical zero state. Nevertheless,
- 18



menory 24 is in the special programm ng node. The data sent to 44 agihd™®ORs/
24 is a data streamthat starts with a data word zero at a start address
within flash 10 nmenory array 20. At process block 206, the wite state
machi ne 28 and special programm ng node circuitry 32 cause the flash
menory ar ey oB2sto be enabled for programm ng. At preciEgssrygwck 208, the
wite state nmachine 28 begins the programmng into array 20 of the first
data word in the data stream being sent from host 15 processor 22. G ven

the nature ofdivipus hitsgsrpgtpe Pegranmeddom the logicy rerofateigieoYie 8" t hat are to

be programmed froma | ogi cal one_to i cal zero t ua
prograg’rred PhieoH onigs Bregrm A ob%@ﬁﬁoﬁga[lognqglgqggstsjadgwegqgiqal]e array 20 to

b d | .cal, FFFF
hgxagreg?;rgpm@'teasltt% %‘t'{@ﬂﬂéﬂn%&?gbflﬁg&'?@%@ap "WgFM§1@°§GBSPP%£¢% one to zero
th t [ At bl ock
508, "oty o i gk e e BT AR e e < Doca Tor Ceach cel 1” ¢ SEEZ >
programmeg. | n Okgafesvgﬁ59§pr09éﬁh}eg@oéQ&a&smﬁmerdaﬁrspg;mﬂ of mul tiple

progr anmm ng pul ses™are no 0 each ce as wou Iy occur

duri ng & nOniRhEhe RS ARARIAEORPEBILe BTN SRR o speed up e

25 programm ng o specl al progranm ng node is to be used

for 19 24 Jy @aﬁor?%?ecezm&’a?é%?éa?tébﬁ’ﬁ%tﬂ%%o@ﬂp‘%&s&mxzwnﬁb@sﬁl ash nenory 24

at the factory, l'ash menory 24 wll be newly fabricated, and thus a

singl e progragbi)24RUh &R s Péd‘dt ﬁ:_%ia?drﬂnﬂg fagdes Uk idgtagBit t6 Mashsmpmppsiul |y
programa flash nenory ce his is 1n contrast to an older flash nenory,

whi ch may r esis b@af@skrbarp that REQOFRAA2E0vEH bere 2t 4 start addredslwithimflash ful |y 5
programmed in the normal progranmm ng node. At process block 210, the wite
state maghi naemsry angy 3 ekt iprlcegsrbhigk 208Titegwrite state machine 28 and special
programming mode circuitry 32 cause the flash memory array 20 to be enabled for
programming.
At process block 208, the write state machine 28 begins the programming
into array 20 of the first data word in the data stream being sent from host
15  processor 22. Given the nature of flash memory, only those bits of the data word
that are to be programmed from a logical one fo a logical zero are actually
programmed. Prior to programming, each bit in the block of the array 20 to be
programmed is already in the logical one state (i.e., the FFFF hexadecimal state).
Those bits that need to be changed from a one to zero are programmed by
. 20 programming the respective cells.
At process block 208, only a single programming pulse is used for each cell
o be programmed. In other words, during the special programming mode,
multiple programming pulses are not sent to each cell, as would normaiiy occur
during a non-special programming mode operation. This helps to speed up the

25 programming of the words. If the special programming mode is to be used for
19



node circuitry 32 check for a data streamterm nation conditio TRirS |
done by checking the data bus 104 and the address bus 102 to gze%‘jlq“rﬁ? 2?05
proper termnation information is on those busses. If the data bus 104 and
the address 10 bus 102 continue to indicate that additional data words are
bei ng sentwbbadszsas e i ntended be programmed into fl ashcuesens4§7620, t hen
process 202 noves to process block 212. At process block 212, the wite

Step to tne Fele ae) Begavasel B ERE, s oy ph i tbes are
tial. . I t. L h o)

2%35& a1 AR Ak EIE SR i B b8 SHTRTRS, ™ 21 Tor nati ve
ntial . S 2

address 15 rsEREY FoganiatahPhohtyadl, Tk FIEAIRE. shapkPREh, )"0, (Coss

bl ock 208, ThgmBgXlneisl QI R STHR Ay DuBLOR EBNRSld Rl 1 ash memory

array 20 at the next ess as I'n y I nter address counter 63

for one 2§ esbgemiRAtn ihdREmaNRéRahmpghRdEMeNt, the next address cane from
host 22. Process flow then continues to process block 210. The wite state

machi ne 28 and apgééedh b@él@ﬂb%ﬂﬂs@&ﬁaﬁiiﬁ&#&ﬂﬁﬁ%l pogalamagai n for the
data stream termnation condition by nonitoring the data bus 104 and the

address bus méd circhitry Bhénebidfopa Bith e@eant @fnThdtieh contiieNhié is@oné By not
encountered, then the internal 25 address counter 63 is again increnented

by write st athechimrhe dstaBbs t04 gpt deeridres?bus2? daisee i2ROHropdMO 02/ 052575

PCT/ US01/ 44576 bl ock 212. For anot her enbodi nent, the next address instead
conmes from hemtinatid’ infdAmettoassorf thane Hukess. dhwt dateuies 106 apd the eddredsl ock 208 and
the next word in the data streamis progranmed into flash nenory array 20
by writel&t diue 162 ctntings REndicatedha pddiiicuial gatogordsaie bgingreehd that areui t ry 32. That
word is programmed into the 5 next address as indicated by the internal
addr ess courintendsgde pregranamest infie flash memory 20, then process 202 moves fo

process block 212. At process block 212, the write state machine 28 increments
internal flash memory address counter 63 to step to the next address. For one
embodiment, the addresses are sequential. For an alternative embodiment, the

156  addresses are not sequential and the host 22 sends various addresses. For that
alternative embodiment, the address counter is not incremented. Instead, the
next address is received from host 22. Program flow then returns to process
block 208. The next word to be programmed is programmed into flash memory
array 20 at the next address as indicated by internal address counter 63 for one

20 embodiment. For another embodiment, the next address came from host 22.
Process flow then continues to process block 210. The write state machine 28
and special programming mode circuitry 32 check again for the data stream
termination condition by monitoring the data bus 104 and the address bus 102, If
the data stream termination condition is not encountered, then the internal

25 address counter 63 is again incremented by write state machine 28 at process
: 20



embodi ment, the next address instead conmes from host 22. Procesp4fjipye poos
noves again to process block 210, where there is a check for the data
stream termnation condition. The sequence of noving from process bl ock
208 to process block 210 to 10 process block 212 and back to process bl ock
208 continuwesusers | all of the data words in the datRCRYNEBHRISar e
programmed. The special programm ng node circuitry 32 ensures that internal

RN SERE G ant ey R e LR
uri ng e . ) a Stream bel ng sen 0
flash 24 15 | i 1S s i nt ted b
o e ke o s RS s 1 | 17 1 0 by

D000 2 e K Eingh BB R0 oG R GERRd efingagh vord in the

data stream into ash nenor 4. Nor does flash nenory

24 per f or m gy, %ﬁg@ﬁgﬁ@@oﬂg@wﬂwxmﬁmaerpro@amnéaamatnéord bei ng

programmed | 20 Various data streamterm nation

condi ti ogs 3Lg AGeSd & ifdidRd bY@ﬁé iAldfal RIMRRY AR 3. Fotangther enbodi nent, t he
sane address 1's sent on bus 102 during the data streamconditions. If the

host procesgRbodiresRB 488 alidtessaskilzaeomes fitm aost 22dFkess fibutheh02 coupl ed with
a data word of FFFF hexadecimal, then that condition beconmes the data

stream t er mMeRéd QRircOMEbickstibck R10, ahbrerthare istschetier tAddata sraanst at e machi ne 28
and special progranmng node circuitry 32 check the 21 24 June 2005 WO
02/ 052575 P@hhlde8dd cbadiléh. addr ess on address bus 102 and the data word on
data bus 104, and if they see a changed address and a correspondi ng data
word of FFFF hexraashuente ofniowing fromyprocass koaki?88 tot tecedblocksd’Péam t er mi nati on
condition has been triggered. For a variation of that enbodi nent, the
changed 1addpesssyitent 212 endimck bqoemsanbleck 293 continues unfll ail of the data

words in the data sfream are programmed.

The special programming mode circuitry 32 ensures that internal program
verification is not done by fiash memory 24 during the data stream during the
special programming mode. Thus, the data siream being sent to ftash memory 24
15  over lines 26 by host processor 22 is not interrupted by any commands being sent

by host processor 22, In other words, host processor 22 does not send a

separate program command for each word in the data stream to be programmed

into flash memory 24. Nor does fiash memory 24 perform an internal program

verification for each data word being programmed into flash memory 24.

20 Various data stream termination conditions are possible for various

embodiments. For one embodiment, the same address is sent on bus 102 during

the data stream conditions. If the host processor 22 changes the address sent on

address bus 102 coupled with a data word of FFFF hexadecimal, then that

condition becomes the data stream termination condition. In other words, the

25  write state machine 28 and special programming mode circuifry 32 check the
21



5 a data word of FFFF hexadecimal to trigger a data termnatio i

For anot her enbodinent that relies on the host 22 sending vari %ﬁ?ﬂﬁ‘lé 2005
addresses with data, the data term nation condition can be the sending of a
sane address as the | ast address coupled with a data word of FFFF

hexadeci mayo od@gs7s a vari ation of that enbodi nent, thepcarel/&8@r ess need not
be acconpanied by a 10 data word of FFFF hexadecimal to trigger a data

St oam ter m aateeb A st S AL T perergegrst o suf PR bRl oG g B
22 to the i 1aeresneiese 9o oo ine Sfis Mk HEF ipdaeeh R AR, Pl RCeaaT
nvent on, - T eER By Siep EySEERCE R her telh sRSRTRIS T D oo ammi ng
That the. | astESHS 5F ok T cr BB e D e e o o ot

pur poses is FRFE AR cthdl ® tbder bAglaG@hirfdscondigan. yet anot her
enbodi nen o?dét%ﬁgéfd\r/lg\?enti on, the tetg%d specifications require 20 that the

address on addr epgr Hfhedditboafitht HatTEiRE oh R Hdet 2 sshdigpraribiecr enents for  each
menory word. In other words, the addresses increnent as new data words are

sent over dajdurdauss viftfdstd, @iddapématoreasditior?@ncthethasgpnting of ssgpets al
progranm ng node data stream condition. For that enbodi ment, the data
stream ter nigpds @8 treand bddress chepidd withgedataiwtrg obifF Frddradssingh fFddr ess bus 102
not 25 increnmenting coupled with a data word of FFFF hexadecinmal. |n other
words, the 2varidonlofriet 2BOB&EIMAND iL¢DE2EESPERANBLIY AsgPRRNGSPYS t he data
streamis indicated by the address staying the sane for the last data word
in the daba cdta wamhot SERF kakaddcintal to tdggeaa dele derenaligeendiitadeci mal . The write
state machi ne 28 and special progranm ng node circuitry 32 woul d check

For another embodiment of the invention, the data stream termination

condition with respect to state 156 is the sending of a data word that is all logical
ones on data bus 104 from the host processor 22 to the flash memory 24. In
other words, the final data word in the data stream is specified as FFFF
15 hexadecimal. For one embodiment of the invention, flash memory 24 is being
tested during the special programtning maode in the factory, so the test
specifications set forth the requirement that the last data word in the data stream
to be programmed for test purposes is a data word containing alt logical ones.
Far yet another embodiment of the invention, the test specifications require
20  that the address on address bus 102 sent during the data stream increments for
each memory word. In other words, the addresses increment as new data words
are sent over data bus 104 from host processor 22 during this special
programming mode data stream condition. For that embodiment, the data stream
termination condition is triggered by an address on address bus 102 not

25  incrementing coupled with a data word of FFFF hexadecimal. [n other words, the
- 22



for such a data streamtermnation condition. For a variation t

enbodi nent, 5 the condition of an address not increnenting V\orlcéd4tjrﬂ?{gﬁ;gpoa5
data term nation condition even if not acconpanied by a data word of FFFF
hexadeci mal . As shown as Figure 8, if the data streamterm nation condition
i s det ect &0 025233F ocess bl ock 210, then process fl ow PENES1/44876pr ocess bl ock
214. At process block 214, wite state nmachine 28 and special programm ng

vords.ar o pr eyl febetpaR i oS AR R B AER B80Tl cs T
process bl ook, 248y il it SUSR Supkl G bk wBhA PEFPAGINGPA, #s Speci al

progranmm ng node Clircurtry I sab array romrturther

pr ogr anm ng. ykE Qe htachihe 96 bAheERMBSrArimiAg RIBES Sirchlitg 85 wodid 8neckl Wi Ch poi nt
the progranmm ng of a stream of data words into flash nenory 15 array 20

ends. For ongr £iRQdhtEBREan?lerhiifion ¥ RitlohOPar dVaRatldh Of thabitbddiiehes on flash
menory array 20 do not act as data streamterm nation conditions. In other

wor ds, thg daé sondttioeManiO@EanaTineenRAMgCANE triiiger AetoRmmiBAtRAEK boundari es
within flash nmenory array 20. Therefore, progranm ng of data words can
conti nue 20 asnditdnesveniphetdicenngraniad by & dlath masivf BFBE kexadeshdaly i es, assum ng t hat
each bl ock has been previously erased. Returning to Figure 7, once the
dat a t er m nat i onAxshowh tis Biguiess, if healatacsttedny terminatidn cowdiiionyis dateclsd 24, t hen t he
process flow noves fromstate 156 back to state 152. At state 152, the
command useratpracessbiocie 216 then prdtesssfiowanarks forpoapesatrtbek @ 125Awokesst at e and t he
out put multiplexer 45 outputs a status signal. Even though 23 24 June 2005
WO 02/ 05257 3lqRKT14.)80 % stat@ mechinre2&indspetial prgiahvamindrsede grody 3dmed, the fl ash
menory 24 remains in the special programm ng node state. Neverthel ess, up
to this Poi risablaéyriberpregrameyng pulses so no additional words are programmed into

flash memory array 20. Process flow moves to process block 216, which causes

the write state machine 28 and special programming mode circuitry 32 to disable

array 20 from further programming. Process flow then moves to process block

218, at which point the programming of a stream of data words into ftash memory
15  array 20 ends.

For one embodiment of the invention, the block boundaries on flash
memory array 20 do not act as data stream fermination conditions. In other
words, the data stream programming can continue across block boundaries within
flash memory array 20. Therefore, programming of data words can continue

20 uninterrupted even across flash block boundaries, assuming that each block has
been previously erased.

Returning to Figure 7, once the data termination condition is received by
flash memory array 24, then the process flow moves from state 156 back to state
152, Atstate 152, the command user interface is in the special programming

25 mode state and the output multiplexer 45 oufputs a status signal. Even though



no internal verification by flash memory 24 of the successful pAeg D005
of the data streamsent during step 156. 5 The next operation in the
speci al progranm ng node process flowis to performprogramverification
external to flash nenory 24. This external verification process flowis
started bywotowsisesst processor 22 sending a read arrayPCT@aradd t o conmand
user interface 40 over lines 26. As shown in Figure 7, the read array

ctate 1sg. Ao daptean R beEMRimta RERER P BOPLAERERe R Dher cad
a2y State Lol rodiimDnbN oS \@ihoedl B BUASY M Y SIRT 45 outputs a

read array sign oSt processor 22 reads the data

that had b%ﬂm@ﬁ%}ﬂkﬂa{@ﬁéﬂﬂéﬁﬁ&&éﬁé@ JBFRE ¥uRbdstY prdrafitiing & tihe dat a

stream ng during sta ring state 158, the host conputer 22 reads
the data andyedichingsntkRrig@ég s, or not the stream ng data words had been
successfully programmed into array 20. Figure 9 shows the procedures 250

for extermal promiaB@eldibeRlicdpesitipraamhing mepepiotdss aow@rtanm ng node of
flash nenory 24. At process block 252, the host processor 22 issues a read

array comungkrbion rogramnvarificaion dxtztrel fodlash MEmat 20V Eris exteraal 26. The process

fl ow then noves to process bl ock 254, at which point the flash nenory 24 .
set s t he datweritaatigraproces fidveie startedby the hvst piocéssat 22mendiey @read Atrayr ocess bl ock
254, instead of data conparator 81 performng an internal program

veri fi cati orcomintand teespetsnd userinierfada tia oves tinks 26h és gavwn Inblgwrei’sthgot verifi ed
internally, even though sensing is done using a margi ned-sensing schene. 25
Process f| ovearbarsy coomgndesatsio thy fash meawry 2dicapyes #iesuogesaw 956, the host 22
will 24 24 June 2005 WD 02/052575 PCT/ 1JS01/ 44876 issue a read comuand to
command & ermovetestaigdss bt ae 1ok hespmmand bseisieiface 40 is in the read

array state (i.e., ihe RD Array state). The output multiplexer 45 outputs a read
array signal. During state 158, the host processor 22 reads the data that had
been programmed into flash memory array 20 during the data streaming during
state 158. During state 158, the host computer 22 reads the data and verifies
15  whether or not the streaming data words had been successfully programmed into
array 20.
Figure @ shows the procedures 250 for external program verification during
the special programming mode of flash memory 24. At process block 252, the
host processor 22 issues a read array command to command user interface 40
20 overlines 26. The process flow then moves to process block 254, at which point
the flash memory 24 sets the data comparison level to the verification level.
At process block 254, instead of data comparator 81 performing an internal
program verification with respect to the data word, the data word is not verified
internally, even though sensing is done using a margined-sensing scheme.

25  Process flow moves to process block 256. At process block 256, the host 22 will
' 24 o



which is the first data word in the data streamthat has been
into flash nenory array 20. Upon receipt of the read command %@%W@@gsst
processor, the command user interface 40, the wite state machi ne 28, and

the 5 special progranmng node circuitry 32 will cause the first data word
to be sentwoomess7gdata bus 104 to host processor 22. Tee/uswi/4476st at e machi ne
28 and special programm ng node circuitry 32 cause the read operation with

Vol L age fzvéészéﬁm%”‘%népﬁéioo%oa%%nhﬁa%% 6520 el HeSEAL 10 rchi ne 28
d I h
o be use, IR BALG UG Cle g S Rl oo BRI e 0 ST
Th t d of th
e ot e o SRRl AT e RSB BiBhay | [ead of the
anpl 111 er s Jdddlsdot. i Wik T8 iREF42o GBI 1hEWite bBRRachMaBbriat he cur rent

fromthe 15 or'y set programreference circuit | PMRGN is | ess
than | PREF, sﬁ)Qagl ch?amrﬁaﬁg Fn'o&élb@[mr 83 caurgalthéfrarda@fw&@m sappl i fiers of
117a-117p ou put£ zero I's greater than | PREF, then sense

amplifier Ofovgwb@rﬁ]ghlﬁh(@,fﬁoae]‘;g@:-gil7p outputs a | ogical one. These
operations occur for all the bits of the word in parallel, using each of

the sense anpli fiRngitd diF@niabiipe 2@ Ond\dpetiaiprdgeannniag eode bifotitk 3258, the host
processor 22 perfornms a verification of the first data word externally.

For one enbagigené reafl opdretionwitnéspedt io 1dsk meweryi driag 20 toovcapzéthat i on 258 is a
conpari son operation wherein the host processor 22 uses processing
circuitry 33régrars oerifiastien vblagd dvelswiing, aterebssddock 266ntid wite staleenory array 24
with a menory word stored in nmenory 34. That nmenmory word 25 stored in
menory 340 i ndchine @8 aod spicialyogranming mibdel ciopitiy @2 cagredondgied-22 to be 25 24
June 2005 WO 02/052575 PCT/ USOl / 44576 ]
sensing scheme to be used. An elevated read voltage is applied to the
programmed cells. The current Ipyran, derived from a programmed margin bias
read of the column containing the programmed cell, is fed into one of the sense
amplifiers 117a-117p with reference current Iprer, which is the current from the
15  factory set program reference circuit 111. If lomron is less than Ipger, then the
parficular sense amplifier of sense amplifiers of 117a-117p outputs a zero. If
Ipmren is greater than lprer, then sense amplifier of sense amplifiers 117a-117p
outputs a logical one. These operations occur for all the bits of the word in
parallel, using each of the sense amplifiers 117a-117p.
20 Moving to process block 258, the host processor 22 performs a verification
of the first data word externally. For one embodiment of the invention, the
verification operation 258 is a comparison operation wherein the host processor
22 uses processing circuitry 33 to compare the data word received from flash

memory array 24 with @ memory word stored in memory 34. That memmory word

95  stored in memory 34 is the original word intended by host processor 22 tobe
25



stored into flash menory array 20. Host conmputer 22 thus uses
store the data streamthat host processor 22 sent to flash nEﬂg?@Qgﬁm?gdUS
part of the data stream operation. That data in nenory 34 is then conpared
with the data stored in flash nenory array 22 in order to perform an
external dahadeyerification. The process flow t hen nevasot/aspr ocess bl ock
260. At process block 260, the host 22 sends anot her read command to the
command user interface 40 over _|Lines causes hos%g 2 to read the

Eecond dat a %t@ﬁeé"F%ﬂﬁ;'lh@eg’ﬁfya?r@ﬂ?@aH?StP?rB'?Ht?rI 3{2 HWSHEFIPSYY P43 20 over data
104. | f h
g%;ts akvvord '? 0 é’gcﬁé %‘%g?’ téeggf’%&mﬁﬁgrzzl%‘;f %%%hi@%ﬁ*éﬂgs @ggﬁesi\t Zprgcgss

260,
ol Poni s 3 oie o shart kol " St BB FEmaNty 3RRGhA conBERENATING TOde
the second d%sat &ﬁéghﬁ%n-%ﬁragﬂfggg ner é%r@ﬁ?ﬁﬁ&@erh@‘ﬂ@ﬂas and send the

second data oSt processor 15 Process flow
then noveg t@eﬁééﬁgﬁss bl ock 262. At process block 262, host 22 perforns a
verification (r ., conparison) of the second data word with respect to

the data word i ”&ﬁé‘&%@hs%ﬂoxpﬁxeﬁmé@tmm sHck 266 AlQr@etsbiédrash, whet her the
data word was successfully programed in data array 20. The process flow

continues. THg hBASh sedisRRAS rédtEcoftngnd EPtha conshdser idRriaendiong a read
command to flash nmenory array 24 along with an address. The flash nenory

24 responds fhssper Tins sdusss st BRd rédd the sEaoigl datword sthe gath evesim and  sendi ng
the read data word to host processor 22 via |lines 26. The host processor

22 then per f gsiRash rvefiorf areAtoo@nemiata bus & Shelntprdcesst ek 28@tbst@at a wor d.  The
process flow continues. Finally, at process block 270 the host 25 processor
22 r eads 1bhealk@sinds tieadivessof it dalrewatd teebestadaver adirespibos 882do fasick 270, 26
24 June 2005
memory 24. At process block 260, the write state machine 28 and special
programming mode circuitry 32 of flash memory 24 perform a read operation with
respect to the second data word using margined voltage sensing levels, and send
the second data word over data bus 104 to host processor 22.
15 Process flow then moves to process block 262. At process block 262, host
22 performs a verification (i.e., comparison) of the second data word with respect
to the data word intended to be programmed. This is done fo check whether the
data word was successfuliy programmed in data array 20.
The process flow continues. The host 22 reads the next data word by
20  sending a read command to flash memory array 24 along with an address. The
flash memory 24 responds by performing a read at a margined-sensing level and
sending the read data word to host processor 22 via lines 26. The host processor
22 then performs a verification with respect to that next data word.

The process flow continues. Finally, at process block 270 the host

25 processor 22 reads the last data word in the data streamn. At process block 270,
26



WO 02/ 052575 PCT/ USQG /44576 host processor 22 sends a read conpq
address to nenory array 24. Flash nenory 24 responds by reading 9%@?%995
data word using a nmargi ned voltage and sends that |ast data word over
lines 26 to host processor 22. Process flow then noves to process bl ock
272. At pregeFs2sd ock 272, host processor 22 5 verifimgnshedssdeast data word
by performng a conparison with respect to the last data word fromthe
data stream stored in mam)r% 34, The externg{! verification g ocedure 250

then noves thRPshprecassd 2B sende aseed commgang apd aracdgiss (MemAY afks* nr ocessor 22
hecks whet h Il th ds jnth t . full d
ur 1 ng the. RRRRITON & {Sprenis Peaio LEUS! el kS TR RUE TRd 02 “pr boessor

22. If all th da%fﬁﬁ“%ﬁ@%fﬁfﬁﬁ@é’%%‘iﬁ??s%%ﬁ&té@g&{gﬁf%t%"e@@rds i nt ended

to be progra en proc OW NDVES to process

or ocess. bi ode i HRER ialaEuEH 25 ARt R LA R ORI G001 0| ot
successf uf | yve%ﬁ%t?as@&at@ﬁffrg ggbgrg&gﬁmgétc%&g%#esg\s{ @,Epl, felsfstt 1006 1abthen process

flow 15 noves 10O process tp ock 278, host processor 22

reprograms jdiebaioRthd @i iioned irkridy gone by host processor 22

sending a data stream setup command over lines 26 to conmand user
interface 40 of fThasherh® I&i¥atidd procddlir$2808thavavves tdprbdegsibleck27ay t he novenent
fromstate 158 to state 154. The host processor 22 then sends the data
word wi th ana@afisheessiodk@74, | rastprotessur 22 Seckyeiiet!20 all ihoesrddtn thdldatm causes the
command user interface 40 to go fromstate 154 to state 156. At state 156,
fail ed data seafisuedeesitlspoapirenim®itg ithet cxteihehedficatiomprpcasssapervissd i n a
stream ng fashion. If there is only one failed data word, then only that
failed dapa bytcdt precessp R gif alhtive datamoaisfsuashsiuliy vomparad fodhe dade at t he
respective address. 27 24 June 2005 .

words intended to be programmed into flash memory 24, then process flow moves

to process block 276, at which point the external verification procedure ends.
If at process block 274 host processor 22 concludes that all the words did
not successfully compare as part of the external verification, then process flow
15  moves to process block 278. At process black 278, host processor 22 reprograms
the failed data words. This is done by host processer 22 sending a data stream
setup command over lines 26 to command user interface 40 of flash memory 24.
This is shown in Figure 7 by the movement from state 158 to state 154. The host
processor 22 then sends the data word with an address to flash memory 24 over
20 lines 26. This causes the command user interface 40 to go from state 154 to state
156. At state 156, failed data words are reprogrammed into flash memory array
20 in a streaming fashion. If there is only one failed data word, then only that
failed data word is reprogrammed into flash memory array 20 at the respective

address.

27



WO 02/ 052575 PCT/ USOL/ 44876 Host processor 22 then sends the da% fa
termnation trigger to flash nenory 24. The conmand user interface 40 the
junps fromstate 156 to state 152. The process flow for external
verification 250 shown in Figure 9 then noves to process block 280. At
process blwei/@8a the host processor 22 perforns an ET&0e#sral read and
verification of the reprogrammed words. In parti cul ar, the host processor

22 sends a 1 ead g QLo BuddiFe GATURRH LARab Db A Ref0 Via |ines

26. The command use ace t €n nbves O state 158,

shown in Fi [ ggm W th.respect
to each re%"gr“za% @gggfiéaog?%Fﬁ%?@é%fﬂqhﬁﬁm%ry arrg)%g 4 gads the 10
repr ogr anmedsgati pe&reslssﬂowfoﬁé;@emwgmea@n%@@é‘ﬁowa il BY &b o2 rAGegls those data
words to host nmenory 22 via lines 26. Host processor 22 then verifies

(i.e., conpaprosdss BRELDANEPOESE bitsk 280, the ho&GRICHESr 223% dridfmexpect ed data
word stored in scratch pad nenory 34. Process flow then noves to process

bl ock 28% sleriemal madargwesficationAl§ thellbprogramess whide.Cl paBidulal the Hastst  processor
22 checks whether any of the reprogranmed words did not verify and thus
still fail egrocessor3sendsd readairdy amimand to the ssmmébrid wasyinteffade® viz2pr ogr anmed
data words still failed, then process flow noves to step 286. At step 286
host procesdras 282 Thetasmand userioterfadetiienmespetem statet 152 to giated58ni ng of fl ash
menory 24. In other words, at step 286, the host processor 20 indicates

t hat the f| &kdwniefigusg 72 e Bt grbcedser 22ssndsioread esmipaid withfregeet tspeci al
programm ng node. For an alternative enbodi nent of the invention, if all

t he words dPechierrogrammeddain word, The fipdrmecraary prayddgeadsiteck 274, then the host
processor 22 would exit the special programm ng node and attenpt to

repr ogr dfh t FRETqoEATRRY %&Wr%?tdﬁe 'Eérgl!iﬁi‘ ﬁ@sﬁél‘erYﬂ'Ianﬁﬁél@Sélﬂﬁ%‘ fatat echni ques

involving internal verificatiaon bﬁ'
words to host memory 22 via lines 26. Host processor 22 then verifies (i.e.,

compares) each data word as it is received to the expected data word stored in
scratch pad memory 34.
Process flow then moves to process block 282 shown in Figure 9. At
15 process block 282, the host processor 22 checks whether any of the
reprogrammed words did not verify and thus still failed the external verification
test. If any of the reprogrammed data words stiil failed, then process flow moves
1o step 286. At step 286 host processor 22 notes an error with respect to the
programming of flash memory 24. In other words, at step 286, the host processor
20 indicates that the flash memeory 24 failed the test done as part of the special
programming mode.
For an alternative embodiment of the invention, if all the words did not
successfully compare at process block 274, then the host processor 22 would exit
the special programming mode and attempt to reprogram the failed data words

25  using normal programming techniques involving internal verification by flash
28 _ _ |



24 June 2005 WO 02/052575 PCT/ US01144576 nmenory 24. As part of24 U?llhe 2005
reprogramm ng, flash nenory 24 would apply multiple progranmm ng pul ses p r
each word in order to attenpt to programthose words. If for that
alternative procedure the reprogranmed words are not successfully
r epr ogr ammealg2/osisen fl ash nenory 24 woul d i ndicate i n BiTaisur448%gi ster 83 the
5 failure to reprogramthose data words. If, however, at process block 282

B B G A A RN S
I
e 0. oaial85keR: ofh REAFEE B8l ol BB oo

i ndicates t ing o respect .to the

pr ogr amed iyt GaOhala ol e 8o fAARM SHBSEERbL I Nessy | N9 the speci al

programing no any 1 nva 1 IS receive y t’he command user
interface 40repr%§}r§ﬂn¥ebﬁhé‘1pﬁmﬁénﬂﬁﬁz"4 WdtldShdiAtsn Sfdna rddstsr saives to state

158, which is't read array stat'e. Once the host processor has conpl eted

all its testmiige BUshrbParh BRs8 BEMAlds. 15 programmi ng node, the host processor
will want to exit the special programm ng node. The host processor 22 may

W sh to exit thelfSpeeicdlat Prbogss ook DER HO At corfiRitd) detemiindithatfallash nenory 24
passed or did not pass the various programmng tests done by host

processor 22he teprografietedivwordsdotrettiyarcdijpd andithaiproag fatiedriortg prapdely host processor
22 sends an 20 exit special programm ng node command to flash nenory 24
via |ines 26roghiremed tieh psqpess fiolw rpoveg teeprodesgbloak84 c Atpracass blck ecei ved by t he
command user interface 40 of flash nenory 24. The command user interface
t hen ent er s 28dadhehost pOcessor indicates th@the tediieg ofdheriast mepwary arretyavithace is in the
status state. At state 160, the output multiplexer 45 outputs a status
signal . M dJespeet tq §e pragramrhedsiieammidaty weds has engded audcessiidyl onger in the
speci al progranm ng node. Once the flash nenory
During the special programming mode, if any invalid command is received
by the command user interface 40, then the command user interface 40 always
moves to state 158, which is the read array state.
Once the host processor has completed all its testing during the special
156  programming mode, the host processor will want to exit the special programming
mode. The host processor 22 may wish to exit the special programming mode
whether or not flash memory 24 passed or did not pass the various programming
tests done by host processor 22.
In order to exit the special programming mode, host processor 22 sends an
20  exit special programming mode command to flash memory 24 via lines 26. The
exit special programming mode command is received by the command user
interface 40 of flash memory 24. The command user interface then enters state
180. In state 160, the command user interface is in the status state. At state 160,
the output multiplexer 45 outputs a status signal. At state 160, the flash memory

25  array 24 is no Jonger in the special programming mode. Once the flash memory
2 _



29 24 June 2005 WD 02/052575 PCT/ USO1/ 44876 array is no Ionge?rég 2005
speci al progranmm ng node, the flash nenory array 24 can perfo P usual
i nternal programverification operations. For one enbodi ment of the

i nvention, the special progranmm ng node can be permanently disabled with
respect taGydhashgrenory 24. For one enbodi nent, 5 thecamussideme after a
flash menory 24 successfully conpletes the progranm ng test during the
speci al programm ng node. The speci al rD o%rarmi ng, node is Asabl ed so that
a custoner paiFey i ﬁr@efwéhw&glﬁimmn pe t D OePRYAREF* the  speci al
progranm ng node. |In other words, t enb d| ment, the special

progr anmi ng $AHPETrEn fig L@%B‘iteé'f‘a'f’??éfam‘ﬂ?” % mode used excl usively for

Tode. the L?itc'eg@rw‘ P BmprDen of bBEER @"'qﬁézypegeﬁpwdaﬁ*‘%ﬁ“?ﬁm'hoﬁi cgram ng
h

ormand usert BLEASRRuy FREELE 18h ABERIRA Sl BIRIIRRL |0 (0%

Process b{'v Oci!ﬁls:lSGéCJﬁngf‘ﬁer%rff&gﬁﬁ%mglé%iéaéc@élsfﬁﬁ( Q&nélé@fﬁe'ﬁ%&?&rﬁnﬁ&m@?r nmanent |y

di sables The's ticular,” at process block

164, the W”c'id? ed@?mg%n%lﬁﬂ ‘?B&L, Sﬂ‘ﬁ@%b&ia[ piRG@AFAY hes igrode circuitry 32

set an |nterna reg ste content addréssable nenory) that prevent

the wite staleiaeMA8 caforidiPuihfiigihe F3h ReRBREINS ighblexdents theui try 32
fromever further entering the special programm ng node. Wen the speci al

progranm ng JPRES drégrRfhifgRas. i otiiér aailab g6k thdt Bbedidentstee spasdh can no | onger
enter the special programm ng node. That neans that even if a host
conput er 22 megreminthgiid ive seial fattorp pagraammingrgodemsee exdusivalydort o t he fl ash
menory 24, the wite state nmachine and circuitry 32

10 factory testing.

s

in order to permanently disable the special programming mode, the
process
flow moves to state 162. At state 162, the host processor 22 sends a disable
special programming mode command to the command user interface 40 over
15 lines 26. Process flow then moves to process block 164. At process block 164,
the flash memory 24 permanently disables the special programming mode. In
particular, at process block 164, the write state machine 28 and special
programming mode circuitry 32 set an internal register or CAM (content
* addressable memory) that prevent the write state machine 28 and special
20  programming mode circuitry 32 from ever further entering the special
programming mode. When the special programming mode is permanently
disabled, the end-user then can no longer enter the special programming mode.
That means that even if a host computer 22 were to send a special programming
.mode command to the flash memory 24, the write state machine and circuitry 32

25  woulid not allow the flash memory array to enter the special programming mode.
30



25 would not allow the flash nenory array to enter the speci al 2)499{
node. 30 24 June 2005 WD 021052575 PCT/ US01/ 44576 Wth the specia
programi ng node di sabl ed, then progranm ng of the flash nenory array
woul d occur in its normal node, which would include internal program
veri fi cat ivpmod@is7£ach progranm ng of a data word. Forp@musal/44gmsnati ve
enbodi nent, this special programm ng node can be 5 sem -permanently

di sabl ed by setting a bit in code that controls circuitr){I 2 and wite
state machi n@itgthe spesial programamingnada fisAbled HRrAEATMINGOF 538" ommand
sequences coul d be used to alter the disab|.i n% @; th& spec' al programm ng
mode.  ThoseMEBAREAEY Wek|d eseueia t5aema! ede. waich wpyd inglu %‘QGU?LL but only

known to the manufacturer of the flash nmenpry. For yet another alternative
embodi nent , ?rﬂgraweaﬁ?cgﬁ%]fgr%qclpB@pwi%qfﬁdg%s‘ﬂég%t to the special

0 091 a1, e o e 554, Rl ALy O, beaccessed

by the manufactu a eveh register is set to

per manent % S farbhf SRBE. gis&ﬁng%rbw%@g thelfB6ifrols Bl sz g s hovs

progr anmm verl ocedur es or an 15 alternative speci al

progr anmi ”gtﬂ@ggtaftéﬁéchir@fsgpﬁﬁﬁhéﬁﬁmﬂﬂe eFiBbdihER, @REHBbMEnd 320 shown in

Fi gure 10, rocess w shown 1n Figure 7 generally applies, except

for the addi {d0andak chiasht g Wda!t’éf ﬁ% 'ﬂisﬁﬁiﬁﬁgb’th@épecﬁﬂirog?&@ﬁﬁgim& 320, there

is a hash operation associated wth eac ata word rather than a

verificati onygsg e6habifsediidted Mol A8k i Bftheareh bdednly kowslto thd 20 the end
of the programmng of the data stream there is a single verification step

i nvol vi ng t hgag@s0aas ¢F @1 flakh Masslyy Bbryesanofer slfeative ambfddnene tHE0, t he program
flow 320 starts at process block 322. At process block 322, flash nmenory
array 241@nt @&dbid dreuisPain @bpdat 10 Gesgpatialgprogramming mode, although located
" in a register or CAM, could be accessed by the manufacturer and altered even
once the bit or register is set to permanently disable the special programming
mode.
Figure 10 shows programming and verification procedures 320 for an
15  alternative special programming mode that includes hashing. For the operation
320 shown in Figure 10, the process flow shown in Figure 7 generally applies,
except for the addition of hashing by flash memory 24.
For operations 320, there is a hash operation associated with each data
word rather than a verification associated with the reading of each data word. At
20  the end of the programming of the data stream, there is a single verification step
involving the comparison of hash values.
As shown in Figure 10, the program flow 320 starts at process block 322.
At process block 322, flash memory array 24 enters the special programming

mode. Thus, flash memory array 24 enters the special programming mode state

31



node. Thus, flash nmenory array 24 enters the special programm

31 24 June 2005 WO 02/052575 PCT/ US01/ 44876 152 by the host processor
sending in a special progranmm ng command to flash nenory 24. The process
fl ow noves to process block 324. At process block 324, the data stream
setup commagissrsent to flash nmenory array 24 via |ipesgusiBaaly host 5
processor 22. Thus, state 154 is entered. Process flow noves to process

bl ock 326, at which host processor 22 sends the first-data word in a data
stream to f| t2rbyieehnstprocessar sendingds 2 seeoja progiemBwIocemmagd taflesh ar ray’ 20. The
state of the command user interface 40 noves to state 156, which is the
data stream HgMe¥2fe. At state 156, the flash memory 10 receives a stream

ZITJSS? ment. the 4t %é%sgﬁivﬁéﬁ‘ﬁeﬁsﬁgp%‘é%&b?ﬁ& R detintte o 7

. F i . s f
Sequonti i R BaTCS P FHBREr sy § ISRl 28 Tt R 56 o
whi ch t he fL@ﬁ%g@rrﬁgr){.hus’lg}atg%@%ep%rrg#rms a hash with respect to the first

dat a vvord5t een ' programre he hash perfornmed at process bl ock

328 1s a dynam colRsd sl RS #;P)Jrcséssblmrﬁggﬂﬁc%&sbprﬁﬁésng to each data

word programmed I nto . array n other words, the hash is
perfor med Orgf‘en&é){hléﬂ%%da’%a&vbﬁ‘ﬁxaééta efr&g@@%am REkord BBvialiked 2eribt € state machine

28 and the special 20 programm ng node circuitry 32 performa hash by

running the fbgraimil@tifo Wedydbo. trhé Sl bf theRfmiian@usth BiRdHabd a0 inbads teli stills the
data into a snaller data word that is the output of the hashing al gorithm

The write stahte 15BN RSdAH Stredhiigbtdte yAGRate 158 PR MAsH hymeyor e t he hash
val ue produced in process block 328 at a | ocation
10  receives a stream of data words that are programmed into flash memory array 20.
For one embodiment, the stream of data words does not require sequential
addresses. For another embodiment, the stream of data words is for sequential
addresses.
The process flow moves to process block 328, at which the flash memory
15  array performs a hash with respect to the first data word that has been
programmed. The hash performed at process block 328 is a dynamic hash
because it is performed with respect to each data word programmed into flash
memory array 20. In other words, the hash is performed one word at a time.
At process block 328, the write state machine 28 and the special
20  programming mode circuitry 32 perform a hash by running the first data word
through a hashing algorithm that distills the data into a smalier data word that is
the output of the hashing algorithm. “The write state machine 28 and circuitry 32
temporarily store the hash value produced in process block 328 at a location

within flash memory array 20. Array 20 also stores the hash algorithm. For an

32



within flash nenory array 20. Array 20 also stores the hash al %%:’&RLQ 6‘@5
an 32 24 June 2005 WO 02/052575 PCT/ US01/ 44876 alternative e I n? 0

the invention, the wite state machine 28 and circuitry 32 store the hash
algorithmin mcrocode within the wite state machine 28. Process flow

t hen noveswboy@piwsess bl ock 330. At process bl ock 330pcwmusssewnd data word
is programmed into the flash nmenory array 20. This is the 5 second data

word of the data stream Process f|ow noves %er%%oceé%s I.ocli 332, at which
the flash meigngtivegmbgaimenfohihe VRRLoR. BpWHigSt hing é@gé'&‘i”' ¥o a second
data word that ha een rogr anmed i n.conjuncti.qn W t.h e hash of the
first data v%rsﬁf’."eﬁ‘ﬁ Bﬁﬂgﬁ%ﬂ%ﬂ@'mﬁ?aﬁl@wﬁ@ﬁﬂ‘legwrgeoﬂ%?H}V%crﬁla%gé]'ves as inputs

both th It of the f hashi i d d d.
The hashi ng. al oo Petinr BB eV R R RRR R I bl bdaRaag 8O\, CE1 2 er

stored in T8l RN AT Blandled iFRHAERF R0} M) 20roRkjues Tor the

next series a Wor hin ata strea data word is

progr anmegd isréf:é?]dfc!afé%mé'at@étfe%%.zo- Flash nmenory array 24 perfornms a

dynam ¢ hashi'ng wth rrespect to each programmed 15 data word. The hashing
al gorithm uses the.dAe W hiaisA PR RM Rk 98, dt ich théiBash nesntr 201 the previ ous

hashi ng operation to create a new hash value, and the result 1is stored in
array 20. ThRfihRGawSh bpedioR Jih FRPédt RLLSechRd PitDg6E thabhaxdeedS0, at  which
the last word in the streamis programmed into array 20 by the flash

menory 24. Aodtsfeesin cohj@liordbith thé Reshwr thedirssdatd @ontadrhdther vands, speci al 20
programm ng node circuitry 32 cause the hash algorithmto perform a hash
oper at i on Withdhdsaaenthmirecelvbead iapits Hath thewesuld ofthe Grstimasbidg byeratfoe f | ash nmenory
and the previous output of the hashing algorithm The resulting hash val ue
is storetb i rand #rerseyoridi@iata word. The hashing algorithm outputs a hashing intermediate

output, which is stored in flash memory array 20.

The process flow 320 continues for the next series of data words within the
data stream. Each data word is programmed into flash memory array 20. Flash
memory array 24 petforms a dynamic hashing with respect to each programmed

15  data word. The hashing algorithm uses the new programmed data word and the
result of the previous hashing operation to create a new hash value, and the result
is stored in array 20. The process flow 320 continues to process block 350, at
which the last word in the stream is programmed into array 20 by the flash
memory 24. At process block 352, the write state machine and special

20 programming mode circuitry 32 cause the hash algorithm to perform a hash
6peration with respect to the last data word programmed by the flash memory and
the previous output of the hashing algorithm. The resulting hash value is stored in
arfay 20. |

The process flow then moves to process block 354. At process block 354,

25  the host processor 22 compares the hash value stored in flash memory array 20
' 33 :



The process flow then noves to process block 354. At process blpgkjigt2005
the host processor 22 conpares the hash value stored in flash nenory array
20 33 724 June 2005 WD 02/052575 PCT/ 11S01/44876 with a hash val ue that

t he host processor 22 had stored in nmenory 34 to see if they are the sane.
The hash VP52 dred in nenory 34 is a result of a dye#¥EIE448Tashi ng of the
data streamwords stored in nenory 34 that were sent by host processor 22

for programypg, iR 9a!lfl]eltﬁ§thh F%ﬁ éorzb;ﬂFQEtEPeﬁ |ﬁ’\‘ﬁéfq§r§2m§%&ﬁ§f processor 22

execut es the sane I ng al gor m as menor respect to the

data words tigege MeQahnaMERdndsAiut LiBRE iHTREMEY 3214 2 rtaéulttd?g d val ues

stored in array 20 and nenory 34 are the sane, then process Iow noves to

process bl oclgsiR@of thddtdIstrERA Rorlid\bred AenlinA34\@EtdPeré Berft Bgnglait @ stream have

all been successfully programmed into flash nenory 24. That is because a

hash 10 opermbdesor O R frogRadimihdiffodlastbmemdiy g hidkel wbeethokhat the result of
the hash operation is a unique nunber. There would only be an extrenely

smal | pos&i hyrbdebgor hatectitee thelzash hashingestgovithon a3 flasipamery@4itht hough t he data
stream words had not been successfully programmed into flash nmenory 24. If
t he hash valrespscidoingalata vetrds tpbe prgmnimeaddnto 84k mentoey 24.i Ithehlshgh probabi lity
that the data streamwas 15 successfully progranmed into flash nenory 24.
Once the hashiusgysiored indrgy €0 3ndmemoyGrsresthe same then pprcesefiosonov@? woul d  cause
the flash nenory 24 to exit the special programmng node. If at process

bl ock 354 hdgpropessbiesk 86, phich arearnthaidhe datmwordhio theagdia stedatndwve @t e not t he
sane, then process flow noves to process bl ock 358, at which point 20 host
processor 2Xepmeliceessiby Riagrammmse lqtmﬂqshglemowﬁaﬁﬁgtngbegauqu algshnenory 24. |f

t he hash val ues are not the same, it is hly likely that one or nore of
the datal® Wﬁ@t'%e%ihaét!ﬂe@é%§ht9hF"gﬁ’"m%yfagm%ﬁwtﬁftbemmem%ry 24.

is a unique number. There would only be an extremely small possibility that the
hash values would compare even though the data stream words had not been
successfully programmed info flash memory 24, [f the hash values compare at
process block 354, there is a high probability that the data stream was
15  successfully programmed into flash memory 24,
Once the hashing technigue 320 is completed, host processor 22 would
cause the ftash memory 24 to exit the special programming mode.
if at process block 354 host processor 22 determines that the hash values
are not the same, then process flow moves to process block 358, at which point
20 host processor 22 indicates an error in the programming of flash memory 24. If
the hash values are not the same, it is highly likely that one or more of the data
words was not successfully programmed into flash memory 24,
For one embodiment of the invention, if an' error condition is indicated at
.process block 358, then the hashing process flow 320 s repeated for all the data

25 words of the data stream.,
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For one enbodi nent of the invention, if an error condition is i iﬁﬁ.}g P@ts
process bl ock 358, then the hashing process flow 320 is repeat ezc}41 or a?

the data 25 words of the data stream 34 24 June 2005 WD 02/052575

PCT/ USOL/ 44876 For an alternative enbodi nent of the invention, if an error
i s i ndi catwelodoszspr ocess bl ock 358, then the speci al mmagossasisng node i s
exited and host processor 22 attenpts to reprogramflash nenory 24 using
normal progranm ng techniques that involve internal, pgdﬁ)ogram verification

by flash memory Do angligrgativg smapdiaeni ot the BveiBadl Reier Bindgiedimyent i on,
fl 320 | [ de the hashi .St at | nf ti t d
orogess, {10 220, Kl Akt LOS DaBNIR, S0 Bk gLPr L 00 Slored
ds d ically. ~Th t i nf ti d i . St at |
Stored | n- ot apier 28 Perdils SmdtoB P e F b b e g | 0% et
2 0. 34 .. h 10 | t hat
provessor 22 ek LR B BB PR SRR 10 value thar
i nformatign fr0”Férlaﬁggerﬁﬁg%g@meigﬁtggﬂﬁEHtiBH, fdcesd ﬁ’&\n}’:?zz g'cﬁﬂlﬂr mation in

addition to data wor ow t oSt processor to check for

correct  Opeh@dded Pahihh BAatIBIRIMa16A stofed At ag ériory D& inCRIEHiSE ¢
programm ng of the data  stream For exanple, if a blocking error occurred,

|
the al ternatipyR Hagsky 6th o@éﬂﬁm@@dét@wﬁidghﬂnaﬁﬁﬁ_l%dr'ﬂwetd??ﬂs iﬁfbfnﬁﬁﬁon I f2 85t ag utsh
e wilite state nachnl ne an e

informati on and data words are hashed, t

speci al pr ogioalmclige Hedeatdamistoted i0 viatus fistdr @3 s W8Il aPothdr stde hash
algorithm Figure 11 illustrates an alternative procedure 402 for entering

t he speci al infomegoraridshgrooader. 22Ratuliestord indta mesiong3dearsaxpeiteal fepieci al
progranmm ng node 20 command sent from host processor 22 to flash nmenory 24,
t he proctdunalué@at wode sesalt romiterhdsiseopi thealata dra@bmavordsrethd espcteds unl i kely to
follow. Thus, procedure
status information from flash memory 24. The hashing of status information in
addition to data words would allow the host processor 22 to check for correct
operation by flash memory 24 in addition to the correct programming of the data
stream. For example, if a blocking error occurred, the alternative hashing
15 procedure might capiure that error. If status information and data words are
hashed, the write state machine 28 and the special programming mode 32 would
oversee the running of the hash algorithm.
Figure 11 illustrates an alternative procedure 402 for entering the special
programming mode. Rather than using a single special programming mode
20 command sent from host processor 22 to flash memory 24, the procedure 402
uses a command sequence that an end user is unlikely to follow. Thus, procedure
402 makes it less likely that an end user wouid enter the special programming

mode. A manufacturer would keep the procedure 402 confidential and use such a

procedure for factory testing of the flash memory 24, for example.
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402 makes it less likely that an end user would enter the speci
programm ng node. A manufacturer woul d keep the procedure 402 %%ﬁ?“g%%ﬂqg
and use such a procedure for factory testing of the flash nmenory 24, for
exanple. 35 24 June 2005 WD 02/052575 PCT/US01144876 The speci al sequence
402 oper atwe og@2F:9!l | ows. Host processor 22 sends a rpausar448y conmand to
command user interface 40 over |ines 26, which causes flash nenory 24 to

t tate 404. I state 404, i f i i h d
oy State and B scalsnians Aot ERolE ok BEEEAcR Jefsa 1 1 1Y TEO
tate 404, the,fl h 24 i i h i ] i de. If
the “host ' priatdaudcenment inromipepd i et A5 R fiE 2% PiAHRERE Noand user
interface 48(\asﬁ %%nﬁfyh%E%gnty e H@At/ e sk m%gcéﬁlﬁmd\’&@f ifeflaccgsmand user
s I n the program setup

interface 4 node and the output nultiplexer 45

outputs a rigﬂ%hrg&?]%g@z%@é”d'ou@gf l’ﬁﬁ[f@%}!—e}’% Yutpitd a @a@@ﬁ%ﬁsig{ﬂa@vﬁtﬁ arts at

state 404 an processor sends an erase setup command to the

comand ugergiltye) HaCksh RembyR CRITFRRSspes N prbgHiihaGRadOifrRves to state
416, wherein the conmand user interface 40 is in the erase setup state and

the output myst higbxe2248nR b HRorsm Setup ERsmEdt8heTb@@hd udest process flow
starts at state 404, then in order to enter the special 15 progranm ng

node, host PRIBESEMY thd PraseikdBwanoves lodht®d185 pRabialcopmags wemi ng  node
commands to the flash nmenory 24 on sequential bus cycles of bus 26. Wen

the first spgeifade 40MOBH OGN SBUE modeamitte bistputenttipleyerddsttppisacessor 22,
the command user interface 40 enters state 406, which is a speci al
progr anm ng resdaeaysigrak raliernativaly f prockss fiev statpattstate 404igol thedosi ndi cates a
read array signal. 20 If the command user interface 40 is in special
progr anmrihg prochssart2Atsendsranretese sdiyup edmrodndi te thercommend ke nkerfac®40 t he r ecei pt
of anot her special programm ng
then command user interface 40 moves to state 416, wherein the command user
interface 40 is in the erase setup state and the output multiplexer 45 outputs a
read array signhal.
If process flow starts at state 404, then in order to enter the special
15  programming mode, host processor 22 sends a series of special programming
mode commands to the flash memory 24 on sequential bus cycles of bus 26.
When the first special programming mode command is sent by host processor 22,
the command user interface 40 enters state 406, which is a special programming
mode number 1 state and the output multiplexer indicates a read array signal.
20 If the command user interface 40 is in special programming mode state
number 1, which is process block 408, the receipt of another special programming
mode command causes the command user interface 40 to go to state 408, which
is the special programming mode number 2 state, with the output multiplexer 45

outputting a read array signal. Another special programming mode command

25  sent by the host processor 22 to the command user interface 40 causes a jump to
36 _



node command causes the command user interface 40 to go to stats ?U
is the special programm ng node nunber 2 state, wth the output rrultl pl exer
45 outputting a read array signal. Another special progranm ng node
command 25 sent by the host processor 22 to the comrand user interface 40
causes a jwiprdsssrs 36 24 June 2005 WO 02/ 052575 PCT/ USOIVs4U8¥% state 410,
whi ch is a special programm ng node nunber 3 state for conmand user

f h th ]| d
L ornl 2% o et 41 bkt i ﬁé‘a%éwﬁ'agﬁﬁﬁ?ﬁﬁ@b%a@é B o o i ar
o1 00 amm ng 5" HeHEce AR GE o TLRie S o B el o P e by ¢ e

d f "} f
T the speci al | DFBLeGR AR BRriEme m""d”‘ e il T ey b
outputs a reag, ob%%ssﬁﬁe%rb?v com(%%%cﬁﬁs@ﬁ&rfﬁ&@m 4084 sﬁb@:@lpr@d?ﬂmﬂﬂaé the flash

menory 24 is no oweve the true special progranm ng node. \Wen

command Ugery qut @fnithfs é@sb@t ﬂaé‘staﬁuaﬁﬁsen@&jbﬁﬂé%mnﬂﬂéhua@d 412, the receipt

by command user 1 ntertace 4 a non- special programm ng rmde comand can

cause the copEmad 46.5@&sﬂai%tm,ftﬁé:&n{n@hnd@@érweﬁacsaoi§a|hthstspéoal such as a read
array state 404, a program setup state 418, or an erase setup state 416,

for exanpl e.prbdrainiiRmotemdBstatt, ad Heatipat miBipipends auipitngreaddeahas not been
entered. If, however, once the command user interface is in state 412 and
anot her speg;g.ﬁl_ progranmm ng node command is received on the nth bus cycle,
then the command user interface junps to state 414, which is the special
progranmm ng - nodat stéiés 406248, 4104 and 412, the fimsderuge B4 ismoe héweayver,ins in the true
speci al 20 programr ng node state and out put nultipl exer 45 outputs a

st at us sii@nahe true special programming mode. When command user interface 40 is in

-

states 408, 408; 410, and 412, the receipt by command user interface 40 of a non-
special programming mode command can cause the command user interface to
enter a normal state, such as a read array state 404, a program setup state 418,
or an erase setup state 416, for example. 1n other words, the special

15  programming mode has not been entered.

If, however, once the command user interface is in state 412 and another
special programming mode command is received on the nth bus cycle, then the
command user intetface jumps to state 414, which is the special programming
mode. At state 414, the command user interface is in the true special

20 programming mode state and output muiltiplexer 45 outputs a status signal.

For the process flow 402 of Figure 11, the host processor sends the
required sequence of special programming mode commands to get the flash
memory into state 414, which is the special programming mode state. Once the
command user interface 40 and the flash memory 24 are in state 414, they remain

25 . in the special programmihg mode state until the host processor 22 sends a exit
37



For the process flow 402 of Figure 11, the host processor sends%gl%ne 2005
requi red sequence of special programm ng node conmands to get the flash
menory into state 414, which is the special programm ng node state. Once
the commuand user interface 40 and the flash nenory 24 are in state 414,

t hey renmaiwo &%ststs t he speci al programm ng node st at e REWINL44BE host
processor 22 sends a exit 37 24 June 2005 WO 02/052575 PCT/ US01/ 44876

i al ] d d t f t t at
160. whi oh e Eredare SRR grend sEaRe B ety BEE 4akC R0, e e
speci al pr Ogl%@c@%ﬁﬂ%g@gﬁts%&eeof'cﬁmﬂgh&’us%nnihf:eﬁ? 4d a series of n special

pr ogramm ng are sent sequentially in the bus cycles. 5 For

one embodi ment ofud i HAKGRlk Gfberdifiod RbASSKte F iy et Whiesbr means ¢ en

speci al progranm n er values of n are possible, however.

For the al t eralligRARARY A cchls b sBhunidly i hebikastionr ocessor 22

can send a di e Speci al progranm ng node comand to flash nenory 24

after the $RE6lAMUBERBHETAIGRTSICthE #fiedeeBNisesr, Whidh eanti teabl e t he
procedure 402 from 10 ever in the future causing the flash nenory 24 enter

the speci al sFé@ab@mahmmd@cohmm@emthmmss oftrhee passtblephaeaysisor 22 can
send a di sabl e special programm ng node command that woul d permanently

di sabl e t he spedioathe apsragtivaembodimenichownth Feureatt| the hostiptdsessesPect to t he
procedure 402 are possible. Additional 15 cycling or conplex procedures
coul d be addedsénd atidaplespecia ptogeamrsiag mbdecsomitaad kd flagh memontMeftspeci al
programm ng node. Thus, further conplexity could be added to the special
progr anm ng teospecialprogeanciming moda bas hesn txitet kregisabledheproesduteAO2d@OMY j cul ty of
entering the special programm ng node. Such further secur i,é% m ght be used
i f the sieciextr ipthefiarneysingripailashaemept24satenlisSneqis) PeRgtaNIRG
mode. In other words, the host processor 22 can send a disable special
programming mode command that would permanently disable the special
programming mode.
Alternatives with respect to the procedure 402 are possible. Additional
15 cycling or complex procedures could be added to help prevent a user from
hacking into the special programming mode. Thus, further complexity could be
added to the special programming mode command sequence to further increase
the difficulty of entering the special programming mode. Such further security
might be used if the special programming mode was not permanently disabted.
20  For example, a manufacturer of flash memory 24 might not want to permanently
~ disable the flash special programming mode because the manufacturer wants o
use the special programming mode to troubleshoot flash memory 24 after fiash
memory 24 is used in the field by customers. A complex procedure for entering

the special programming mode would allow help to prevent a user from

25  intentionally or accidentally entering the special programming mode, but would still
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20 For exanple, a manufacturer of flash nenmory 24 might not wam4tRine 2005
permanently disable the flash special programm ng node because the

manuf acturer wants to wuse the special programmi ng node to troubl eshoot
flash nenory 24 after flash nenory 24 is used in the field by custoners. A
conpl ex prwoezhszesfor entering the special programm PEp/vgteseoul d al | ow
help to prevent a user from25 intentionally or accidentally entering the

speci al programm ng node, but woul d st.il]l 4 n 02/ 052575
PCT/ US01/ 445H@ &7 1"%%%{%"?%‘? af%%%ﬁ?fa%’@ﬁ? éﬁ"é"%@éﬁ’@s@fﬁ?‘%ﬁ?ﬂ%ﬂ o foll ow the
proper procedures for entering the eci al progranm ng node. In the

f or egoi ng s gcqnfeine%{hregpﬁmaﬁ Plrggrlaﬁ\mé&rp%}r%. has been described with reference

to specific exenplar cunod s WaehRAfon ot nbir dosclbamer, be evi dent

t hat various nodificat nges may be made thereto wi thout

departing f@%}&%@?@ﬂ%ﬁ@@%@%ﬁﬂ%@%i%f. Of wil, hBwévey dleviaBntas set forth

in the appen ecification and drawi ngs are, accordingly,

to be regarqgg i difidatbiet dndtchaifyet Alal 86 mab@erto iBbit ebarigy sense. 39 24
June 2005 %ﬁf%us\ﬁlgt”i sl cl al rredﬁl S: ? A met hod conprising: entering a

speci al  pr ogaHE BGader 96iritQind dcdpe s i itvaaton db Setlidriddn thatappearaled pr ogr am
verification by the nenory, wherein the nenory includes automation
circuitry f Qfaifd OtHeaPediRAtiohi apa biigs are) gecaringlyptode pégardeldiin gn of words into
the nenory during the special - progranmm ng node w thout the nenory

per form ng iinkgstiva kattier 6@ anestitivd $enadi on; having a host processor verify
external to the nenory the programm ng of the plurality of data word

39



into the nenory including having the host processor to read the#lra POOS
of words programmed into the nenory and conpare with a plurality of
respective data words stored by the host processor in a second nenory,
wherein if a word of the plurality of words read by the host processor does
not conpare with a respective word of the plurality of respective data

wor ds stored gy the host processor in the second nenory, then the host
processorgkﬁﬁl-(l) send the respective word to the nenory for

reprogrammng into the nenory as a reprogramred data word wit hout the
menory pepfafifhifed kNt ernal programverification, (2) read the reprogranmed
data word fromthe nenory, and (3) verify external to the nenory the
programed data word; exiting the special programm ng node of the nenory;
and enablti ng 4 metapthedmpisiegyr am verification by the menory. 2. The net hod of
claim1l, wherein the menory is a nonvolatile nmenory. 3. The nethod of claim

1, wherein_ the special progaramm ' I tionSEMRdi Ng a
comand t_gm?rﬁ‘gas er?{?‘rpr I'o"r]me?n (er}mﬁ cﬁ‘gnﬁ%@?ygﬁ%%?ﬁ&ﬁ%ﬁéﬁ@ﬁg@%gn g The

net hod of memgivyherel &Y inpludes galemation SFYEY IRRTEGTYSHEAIE: exited by t he
host sending a command to the nmenory for exiting the special progranm ng

mode. 5. ity 58 -8 irko NGy b EibiphogPInPEIRARSH Wt STPHE | S
ent ered bgﬁa&ﬁ@ﬁhggg‘"%&%ﬁé‘?dﬁ%g'i‘“é“e_ ué’%“c‘@“ﬁ c%%%ﬁngiogto t he mgm)ry for
ent eri ng MRBEOT PEMNg BEEg PEaRM N " 6. The nmethod of claim1, wherein
t he host processor sends the plurality of words to the nenory for

progr amm ﬁla\ginb 0605t gmgesg&q'?ﬂif%ext 41 i MBRor¢ 98 ﬁro?rzlmm-ﬂb%f e bRy of dafd v 1,
further conprising disabli fggj urther entry into thl spe@ al pro ram mode of
t he memorofie e Agudipodreagipehashpreessor [9rrers ?ﬁh‘fﬁgy OEGE SRR P m t he
host  pr obessmory bind dompanesiitd a pluradty ofifiespentiye Hatel words stbrer by the howy BIoggSAOr ina .
pr Fgr amm &g?rﬂi R P hdrdin Ph w‘ﬁflaro@lfﬁ]g Ipfatafity b \GordE BRI by thd Hobf1R8ces PEARE h&te's UIS: ng
on a single prodgranmmn se for_progra on [ re S
cor ?/ espo ncéﬂ%ﬁ)@re{\)n@h g %pﬁimq%%l ?f)’hedrilurew{)qﬁ ® pecg\m Jgg wort?s s?oredrggr the hrggt%?gcgsssp

in the second memory, then the host processor will (1) send the respective word to the memory for

reprogramming into the memory as a reprogrammed data word without the memory performing

- internal program verification, (2) read the reprogrammed data word from the memory, and (3) verﬁy_

external to the memory the programmed data word;

exiting the special programming mode of the memory; and

enabling internal program verification by the memaory.

2. The method of claim 1, wherein the memory is a nonvolatile memory.

3. The method of claim 1, wherein the special programming mode is entered by the host

sending a command to the memory for entering the special programming mode.

4. The method of claim 3, wherein the special programming mode is exited by the host sending
_ a command to the memory for exiting the special programming mode.

5. The method of claim 1, wherein the special programming mode is entered by the host
sending a sequence of commands to the memory for entering the special programming mode.

- 8, The method of claim 1, wherein the host processor sends the plurality of words to the memeory

for programming'into the memory.
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9. The nmethod of claim1, wherein entering the special programpag fseods
the menory further conprises enabling a special algorithmmcrocoded In
the nenory for controlling the nmenory during the special programm ng node.
10. The method of claim9, wherein the special algorithmdetermnes wdth
and repetition of a progranmm ng pul se to be used during the speci al
programm ng node. it. A nmethod conprising: entering a special programm ng
node of a menory that disables internal programverification by the

menory, Waer ei Thetritghod®n@Ediy 1 fatiet chesprising dsablirigduither antryintortiye spegial prog@gmam

veri ficat 'rngge of H{e%érﬁ)%g%gnqq’r}g@ ditaBtb biekiairodhirdiRg inBdeommRnd NIy hétur | Ng t he

speci al progranm n e W thout the nenory performng internal program
veri fi cat PEFPssSHiPaGeRoMost processor verify external to the nenory the
programm ng of 'the plurality of data word into the nenory including having

the host Brocegseiod of G 11 MGrdd] pogibrhrhdhg 8 bluity BiSwaRdsags BEWReholymirbier t he
menory and conpare with a %l)ural |13/ l@f i esdoectn%ir\{eong%};% We%% Lared by the
host pr oc&¥YEFesiURng oM gl PRI Y PUSE PR TS PEST AP programmi ng nmode of
t he menor ygrrespoddingtn dHel plunadity ofivendfal program verification by the nmenory,

wherein if a word of the plurality of words read by the host processor does

not conpare with a respective word .of . .the |t | dat a
wor ds st ofed b et"f?g"’%gc?a"ﬂﬂo% é"o?"geinﬁg_'thﬁgpe sébgéﬁéﬁﬁ%ﬁ%{&?ﬁgﬁwgﬁu ng the
speci al  plutker eermdrises anaklieg 8 speclakalgeEitmmyicrasodedia fgimryopHer rlEiag ihe EMaat a

word to tARingWmBSsbial PhorafRi@@6@M Ng into the nenory as a reprogramed data
word with the nenory, performng internal programverification. 41 24 June

2005 12. An apparatus conprising a nmenory conprising. automatjon circuitry
to perfor#f.i ntdemethopplriaimfh w;@rqirfthmep'a}ﬁigewth@§§fem*%eagw'détbéﬂd§°p°8 ffogpfa |

pr ogr anm pggriveRg plisedb bé Gyedidoringititahbaal patrammig npdegr am veri fication by the
automation circuitry when the special programm ng node circuitry is

enabled to allow the nenory to enter a speci al
11. A method comprising:

entering a special programming mode of a memory that disables internal program verification by the
memory, wherein the memory includes automation circuitry for program verification;

programming a plurality of words into the memory during the special programming mode without the

memory performing internal program verification;

having a host processor verify external fo the memory the programming of the plurality of data word
into the memory including having the host processor to read the plurality of words programmed info
the memory and compare with a plurality of respective data words stored by the host processor ina

second memaory;
. exiting the special programming mode of the memory; and
. enabling internal program verification by the memory,
wherein if a word of the plurality of words read by the host processor does not compare with a
respective word of the plurality of respective data words stored by the host processor in the second
. memory, then exiting the special programming mode of the memory and sending the respective data

word to the memory for reprogramming into the memeory as a reprogrammed data word with the

memory.performing internal program verification.
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programm ng node, wherein a plurality of words are programred i9490)jdE 2005
menory during the special progranm ng node and verified by a host
processor external to the menory including having the host processor to.
read the plurality of words programred into the nmenory and conpare with a
plurality of respective data words stored by the host processor in a
second nmenory, wherein if a word of the plurality of words read by the
host pr ocd%sor AYRPSHE COBERPAR BRG0P SE8pect i ve word of the plurality of
respective data words stored by the host processor in the second nenory,
then the Bashadh OREEY B perfiinlihterhd brogBRdchiddBiidn&RR&Cdidalia;Wor d to the menory
for reprogrammng 1nto the nenory as a reprogramed data word wi thout the
menory performng internal programverification, (2) read the reprogramred
dat a wor dsdecielmradrenmiegmoode, cireuitty t¢ @yatlednterhs! peogtar vesficatian by e ariemelion cireidtry

progr amregherdd sheliRpfbarahmning hisie 3R Al dAgbiad to Glicd e hdmorl tWenteps sgee@Pr i sing a
0 _ena 0 i sable . th

host processor conpr,i Si ng; ireultry t bl e .or i al

or o1 i AGSRBEROBRs AP ssfurp R Winke S porRs I Pt BOBaR b PG BRESHE | 4

pl ur al i t yprograniming mede ers! vedfied &y p hestprasayeet ekiamal to the memagyinpluding kryige thechqat

rregor y peb&f@‘séﬂr E&ebmegﬂaiﬂy &rv@ﬁfs@mtgwmteﬁlirﬁ@ﬂap fMmbiy ahd\énhbRRGiR kb pRfalgoa i ng

node circuitry i enabl ed; ‘circuitr Q [ r , nory

pr ogr amm ??8'0 “*‘8%"’1 it Wﬁf%rs lé’fe%tw%gfh Osggfeggsmsgr"aég‘lgcﬁ{%@%ﬁée&n@%lrnsf% V? ?f@ speci al

pr ogr anmi plgraftpefavords readiby thy hpg Peogeiseraiges mal commaee wWilh 3 Apspesive Werd ef the plyraisy

mer ei N. t &reesHBIIM Jatd Words A6V S tRd hdsEpréiBRE3dF . thelsacontinenpppihesihe Bosobrocdgairm 12,
ereint t SRES g node

circuitry'cgggéﬁgggé%?%gaﬁgﬁgdﬁ%%gggkﬁﬁﬁgﬁgpe0|gﬁhgg%%gﬁﬁgﬂ%% t he nmenory.

16. The afspragramired data word wioubthe Rpmers PRITMAIBS INSHSt Rrografy veriipatien igread &

Ci rcui tr yreprogréinfmiadtata word frb the neshioryy and (B vetiip@xtsipaits tb memoy tieemmgnannmside  of

the memory.ifo& di sable special programm ng node command is sent fromthe

host processor to the nenory. 42 24 June 2005 17. The apparatus of claim

12, wherein the special programmng node circuitry further conprises a

speci al alagor iTheaphdrals of elhier 12) oeisr vangtrisingabost gpetssdr canprisihg:a pr ogr ami ng

pul se to be used if the

cireuitry to enable or disable the special programming mode circuitry of the memaory,

circuitry to send to the memory a plurality of data words to be programmed into the memory without -
the memory performing internal program verification if the special programming mode circuitry is

enabled;

circuitry to verify external do the memory programming of the plurality of data words into the memory

if the special programming mode circuitry is enabled.
14. The apparatus of claim 12, wherein the memory is a nonvolatile memory.

15. The apparatus of claim 12, wherein the circuitry to enable or disable special programming
" - mode circuitry comprises circuifry for sending special commands to the memory.

16. The apparatus of claim 13, wherein the memory further comprises circuitry to disable further

~ entry into the special programming mode of the memory if a disable special programming mode
command is sent fromriha host processor to the memory. )
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speci al progranm ng node circuitry is enabled. 18. The apparat us4ofrfd 20@5
13, wherein the circuitry to verify external to the nenory conpri ses:
second nmenory coupled to the host processor storing the plurality of data
words; circuitry for conmparing the plurality of data words stored in the
second nmenory with a plurality of data words read fromthe nenory by the
host processor. 19. An apparatus conprising a nenory conprising: means for
per f or mi nd7-i nt Ererrrbarginneficlaim 12ewhdréin HeispasialpiP@aaming Biadh @guitnyinies cqmprises

di sabl i nga vsﬂssc@rawmhﬁ.rtmﬂaamm& ivfdtneaati repaiitioN ot @odimnming puleanbe weeife of an

enabl eneng el e ry to enter a special progranm ng
node, whef& i mgpr)afmur%"g a%% 't\}%gsegﬁggr)e programmed into the nmenory during

t he speci al programm ng m)de and verified by a host processor external to
t he menor ys.i nctuedippgatissficamn t3endias the praity sceriyiegenaddthe memplygpaprises  of
words programmed into the menory and conpare with a pI urality of
respective data words stored by the host processo a second nenory,

wher ei n |?3%?"0&)@%!“‘25’!“1“[‘1’@‘*I?IﬂEFr'H’FIiH’?Peﬁﬁormyerp&%tyﬁydﬁ%@”ﬁ%st processor does

not conpare W|th a respective word of the plurality of respective data

wor ds st og [chiﬁ) %ﬁﬁe M- QEFoE 885 woldD sthik inREQRsha R Mwithla PRIality P dhi@ St

processor w 4} end the respective word to the nenory for
r epr ogr anWARyepht *(hﬁé"eWB'PhS’W"eé? St AIoPESPogr anmed data word without the

menory performng internal programverification, (2) read the reprogramred

dat a vvord1g‘romﬁgbga,gﬁgg{,ﬁbns,ﬁdmmémwgﬁﬁm@m external to the nmenory the
programed data word. The apparatus of claim 19, further conprising a

host processor conpr|5|ng means for enabling or disabling the neans for
di sabl i rigméams ér performingiglesal preardnt vesificaliomuriiags diggblegenory; nmeans for sendi ng
to the nenory a pl urality of data words to be programed into the nmenory

h h
}MO'; S:Jts a b%?aﬁia o HD%L?( ?éptewg{?g%gn \!rerr{' ca{l?n%e/ i :ano n?lp\éﬁ Féoc{a gtgn@glj\ %bfeﬁ)]gﬂtgfagné]eans

verl t1on
veri f yi ngto enabiertheinemery torratens preeipl RPasyPRIRSTMAYS: Uhef?'ﬁé Ploraliy ST W5 B¢ dat a wor ds

into the prbgamndd ihh teheniBBAdisingd 1A spdtisididdratimingiihedetat vediedeenhogbprodessoat i on

Inzn\?(r;?g![ ?e?xéern%etrmhe men?oi@%éll?dt ng?'na\P ;g tﬁ(l: %s%r%gessmeégd e Bln%mWf%Hé p"o?;r%med
into the memory and compare with a plurality of respective data words stored by the host processor in

a second memory, wherein if a word of the plurality of words read by the host processor does not
compare with a respective word of the plurality of respective data words stored by the host processor
in the second memory, then the host processor will (1) send the respective word to the memory for
reprogramming into the memory as a reprogrammed data word without the memory performing
internal program verification, (2) read the reprogrammed data word from the memory, and (3) verify

external to the memory the programmed data word.
20. The apparatus of claim 19, further comprising a host processor comprising:
means for enabling or disabling the means for disabling internal program verification by the memory;

mieans for sending to the memory a plurality of data words to be programmed into the memory without
the memory performing internal program verification if the means for disabling internal program

verification is enabled,;

. means for verifying external to the memory programming of ihe plurality of data words into the
memory if the means for disabling internal program verification is enabled.

21 The apparatus of claim 19, wherein the memory is a nonvolatile memory.
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24 June 2005 22. The apparatus of claim 20, wherein the nenory2AuffheL005
conpri ses neans for disabling further entry into the special progranmm ng
node of the nmenory if a disable special progranm ng node command is sent

fromthe host processor to the nenory. 44

22, The apparatus of claim 20, wherein the memory further comprises means for disabling further
entry into the special programming maode of the memory if a disable special programming mode
command is sent from the host processor to the memory. '
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