WO 2005/ 107140 PCT/ CA2004/ 002043 SYSTEM AND METHOD FOR GENERATI NG
REPRCODUCI BLE SESSI ON KEYS Field of the Invention This invention relates to
Wi rel ess conmmuni cations devices. In particular, this 5 j N at es
to a syst & awd/1fBtthod for generating session keys for Sﬂe%(?g{o'@%'ozbﬂ
conmmuni cati ons between a nobile conmuni cati on device and a network server
or gateway. Background of the | j LT i nmuni cati on
devi ces, which can COHMYQEEMMM?&%P?%%E og enai |, phone, SMB
messagi ng, Internet and intr 3 ﬁﬁﬁmlsmgquygre wi dely used in
busi ness and personal appli cgﬁ%é ese include self-contained devices,
and w rel ess nodens which can be integrated into portable conputers. In a
typi cal busine SRV At with multiple users, a plurality of nobile
communi cat i ommm cate through a local server, which manages 15
communi cati ons tr afifd igvaidniehry o winfeniannioisatioss graces. fpylicular,

tel ecommuni cations <carrier. Security is _a major. concerg iN.s é:claI i rel ess
communi cat i OpsvenisH elmes toAcyshenl angl ethedh £01] BREPURGIGIPT f%sri% s al
messages before transmission to a nobile co | call-an Aevb&SerRndr
encrypt ed rrese:aga@lqaﬁ@rrﬁshﬁfwf’é’oﬁ@gb‘tl‘ﬁ%orﬁ%lﬂﬂcg{f%@%vg%ngi caﬁéon device are
decrypted by suitable software or hardware in the nobile comrunication
devi ce. The &a€F¥PHti on and decryption processes typically operate using a
"public key" infrastructure in which a trusted third party certifies the
aut henti ci t.VB%I:k DEnd AURL IhkeRtidvat e key pair generated by a user. The
public key i Ftoencrypt 25 nessages and verify digital si nat ur es
whil e the privat e Wigalesssnatiledonunutseatipptdeviess SaEe CBRPPIPYHELP P’%‘ gn

docunents. This conbination of public a rjvat.e ke .
10  more of email, phone, SMS glessagfng, ?nqer%e{ Y& S Based applications, are

widely used in business and personal applications. These include self-contained

devices, and wireless modems which can be integrated into portable computers. In a

typical business environment with multiple users, a plurality of mobile

communication devices communicate through a local server, which manages

15  communications traffic and relays communications signals to a telecommunications

carrier.

Security is a major concern in such wireless communications systems.

Accordingly, the local server encrypts all messages before transmission to a mobile

communication device, and encrypted messages transmitted to the mobile

90 communication device are decrypted by suitable software or hardware in the mobile

communication device.

The encryption and decryption processes typically operate using a “public

key” infrastructure in which a trusted third party certifies the authenticity of the

public/private key pair generated by a user. The public key is used to encrypt

25  messages and verify digital signatures while the private key is used to decrypt

messages and digitally sign documents. This combination of public and private keys,

comnmonly known as “asymmetric crypto graphy,” can be used to effectively encrypt

messages and create digital signatures, as ;s well known to those skilled in the art. The
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commonly known as "asymmetric cryptography,” can be used to effectively,
encrypt nessages and create digital signatures, as is well known to those
skilled in_the ar The -1 WO 2005/107140 PCT/ CA2004/ 002043 y S
conponent 8’@%%3”@7dﬁ%uni cations systemis thus secured, so t%%it%{/@lz%&ae
wireless signal is intercepted by a nalicious attacker, it cannot be
decrypted. To maxim ze security in the [ LGatdaonsaystigm a
sessi on key i%ire 5%#&%%8“@5&%9/%0%“?18%{53‘58*&%&?}g@?e commruni cati on devi ce
requests the trgnsf ' $53081f OB 4iakdr O BhnnsEby éscriped.ne nobi | e
comuni cation*d S?Scszéinaﬁ%&séﬁt%%ﬂég ?ormuni cation device may encrypt a " signed
only' nessage to generate a |link between the |ocal server and the nobile
comuni cat i on devitenmakirkiiesanfEnckamobile odmeacivatiessagem: p appsfoakes s si on,
and as part of this process the session key is generated angteencr%gtfd
with the usergeseqatddl dach kime.th¢ wseNemubjleicammmieaioR IJgvice FRAYATE HETERSTeVt e i s

at a premum and sonetines nessages are too | ar taq_c i Y
downl oad the resssigesromdbalgealiservente 'ﬁsmqbg‘e CE%]ﬁ‘i‘H?ﬁq%ggP ﬁSﬂgg\é@%@Z&de

Accordingly, the |lqcal server typica . r ak( for
exanpl e 2KB) CBW‘?%PB dl%ﬁlge WB’%}B%W@L N |?g)t%|lyg%g%g%%ctg ggit%rg%?q %nlk(rre For

SOme._MeSSagqs v tAGnd idoi schleP Gid Welhotifiottifudibatiohlekioe anthesngmandntite
HIGCS as I[Sh

sessi on t hus °& e nessage transmi ssion is conpleted. But for

| ar ger MeSsagesachMBsshedRimee sewfon; hrd anpstalybisquocess thetsesstol@Kist rom t he
mobi | e communi cation device until a MORE request for further nessage data
i s transmitt gendratetihed enasbted srithghe ussis RHAEEE, when the user scrolls

down the nmessage to the point where the nobile conmunication device nears

t he end of the downl oaded bl ock.,of data, the j j s 20
a MORE réfuest to MeBopGRdRc 8 %?Qmﬂ%’ﬁa?%%%@%gﬁg%glw é%ﬁdegs%&?&?ﬁ% next

D ock O vt Bolikel I JERIA08 dohvbdi GNRAdAad rchfrombishes watiewmblal | on

device. \heAETEE® I's received fromthe nobile communi cati on
devi ce, in OpgemunRalbEeNIbe. AXdbfdingly, thhtocdbearyqpttppicaibisscagde betekes asblncks

server needs to T . .
(for example 2KB) of data to the mobile communication device at one time. For some
messages, the first block will include the entire message and the session thus ends as

15  the message transmission is completed. But for larger messages, the remainder of the
message data is held back from the mobile communication device until a MORE
request for further message data is transmitted to the local server. For example, when
the user scrolls down the message to the point where the mobile communication
device nears the end of the downloaded block of data, the device automatically sends

20 a MORE request to the local server. Upon receiving a MORE request, the next block

of data in the message is transmitted to the mobile communication device.

Whenever a MORE request is received from the mobile communication
device, in ord;ar to prevent errors in the decrypted message the local server needs to
encrypt the next block of data with the same session key as used for the previous

25 block(s) of data. However, it is not desirable to store the session key in the local
server, both because this uses additional memory unnecessarily, and because it is

advantageous to limit the amount of secret information that must be stored on the

local server.



encrypt the next block of data with the same session key as used for the
previous 25 bl ock(s) of data. However, it is not desirable to store the
session key in the local server, both because this uses additional menory
unnecessar iwy zomnd7isecause it is advantageous to limt tH/SAI0HI0ZEP
secret information that nust be stored on the |ocal server. -2 W

2005/ 107140 PCT/ CA2004/ 002043 It woul d accordingly beg@g\éﬁnta eggs to
provide a nethod oft wagdticoelingly deudeantzasproi@ s Biies BEEY; Cﬁeégn nd a

systemutilizing such a nethod. Su ry of the.lnventi e present
i nvention pr oyéwﬁsr@rmt@we&ﬁéﬁmg@a %/)@Fenbgﬂlé?%& ‘f’ung arggkflgp'r oduci bl e
session keys. According to the invention, the session key is generated

based at |east in par n at.hash of the message itself. Since the |ocal
server storesM&Mast until the session is conplete, it can
then easily regenerate . i R0 2 keMemnnd espardsfer gereraimgh MORE
request. 10 In the FB?eé%h?é%&gﬁn%%gmnt agdi tional data is added to the
hash to ensur foibld festiSn ¥B¥sque. The additional data could for exanple be
the emai l dd{’r:)e égs]-ﬁ‘]dt t he use?j,' sonme random bytes stored in the | ocal

server, or an increasing counter (so that, for  exanple jf th ssage
is sent to the useAcamﬁiﬂgpbéletihmontﬁésgsé%ilﬁﬁl%%?f‘%t?qbﬁgé a@???gf%%? each

tinme). If no additional data is d, the sessi j L ftiedt baged
15 sol el y on an hasth effthe W@S%‘iié%%%g%ﬂ@éﬁq .chflhsgrV %?gégeﬁtmﬁg%ﬁgi on

accordingly provides a system t%gﬁiy{ Enerfte Ry abid@sdod keradespobie
sessi on key. %ﬁ@ﬁ%}mf?})é/‘pi‘?g‘%h%ggéﬁ e H?ge]?ﬁri on can be inplenented with
only the storg)deagﬂ%ﬁglr ssage, the public key, and an algorithm for
generating the Session key based on a hash of the nessage. 20 The present

invention thus provides a nmethod of generating a reproducible.
10 P In the preferred embodimerglt additional data is adBe(? tout%e Bas% to ensure that

it is unique. The additional data could for example be the email address of the user,

random bytes stored in the local server, or an increasing counter (so that, for
the session key will be

some
example if the same message is sent to the user multiple times,

different each time). If no additional data is used, the session key 1s generated based

15 solely on a hash of the message itself.

The present invention accordingly provides a system and method for

; generating a reproducible session key. Moreover the method of the invention can be

implemented with only the stored original message, the public key, and an algorithm

for generating the session key based on a hash of the message.

20 The present invention thus provides a method of generating a reproducible

session key for encrypting data in a data item for transmission to a remote
communication device during a session, wherein ifthe data item exceeds a selected

batch size a plurality of batches of data are transmitted during the session and

- - - ’ a . -t
encrypted with the same session key, comprising the steps of: a. storing the dataitem

25 in at least one memory addressable by a data processing device, and b. applying a

deterministic algorithmn to all or a portion of the data item to generate a hash of the

data item for use as a unique session key associated with the data item.
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session key for encrypting data in a data itemfor transmssion to a renpte
communi cation device during a session, wherein if the data item exceeds a
sel ected babchosiozewa plurality of batches of data are tpapgahbdsRghodyri Nng
the session and encrypted with the same session key, conprising the steps
of. a. storing the data item 25 in at |east one nenory addressable by a
data processing deW’h@?res@ﬂﬂnpentféﬂ%ﬁhé}%r@vid@%ts%t@’hﬂbﬁ %éxﬁra&in@@rr!epﬂ@ﬁu&ibleal |

or a portion of the data iItemto generate a hash of the data itemfor use
as a uni que sessic@kekdyr @arstingtiath iniatdataiten fatmnirhission {Ba WD®E05/ 107140
PCT/ CA2004/ 002043 The present invention further provides a systemfar
generating a cepnodifelith devieedwingn kasgion,orheseia ithe dalg iigay ECPFsa %Qp@di tem

for transnm ssion to a renpte %om'runifc tion device. duri n&Fa sessi on, wherein
[T the data i beh e saiEaRy< PERhEO! Gotp & HEpY Sdg}’%% 55 Bt ches of
dat t itt durj th i W ;

cesei on kel Eomr L il A B SR R e B e S RO S DB SO

| east one menpiyf0faGiPhifR%t e HRbferhdr§ToARSHHORB UbGIiRth #d RQSRSRAL T or
applying a determnistic algorithmto all or a portion of the data itemto

generate a hagfcafoi fo€ aplslymgia duerhrinistic dgastha tonllqre poessi ofthk dytaaksniol at ed
with the data item 10 The present invention further provides_a_ conputer
pr ogr am pr odugdnefade a had ofithe data itewrfornseras auméquesaprierekeynseriad pibdbect
conprising a conputer usable nedium having conputer readabl e program code
neans embodi e?ftd HeBai d medi um f or generating a reproduci bl e session key
for encrypting nessage data, said conputer program product having a.

conput er readabl e 'ﬂ{%ﬂ—%@éﬁ GRAE ST AR of ovfd%?@c@&gﬁt@?g%%rﬂﬁb?odu&%{léeom at

| east one nenory, an conput er readabl e programc means for applying
a det er m ni styn abaapiteMhd Somapiierograpoprotag cofnplibipgatbmputemsitde gener at.e
a hash of the data 1temfor use as a unique session key associated with
the data it emediBnibefinPestpupsr ireadable prégabDroepde mpens embodied in said medium for

gencrating a reproducible session key for encrypting message data, said computer

program product having a. computer readable program code means for reading the

15 dataitem from at least one memory, and b. computer readable program code means
for applying a deterministic algorithm to all or a portion of the data item to generate a

hash of the data item for use as a unique session key associated with the data item.

Brief Description of the Drawings

In drawings which illustrate by way of example only a preferred embodiment

20  of the invention,

Fig. 1 is a block diagram of a system overview of a conventional hand-held

mobile communication device.

Fig. 2 is a flow chart illustrating 2 method of encrypting and decrypting a

message using the method of the invention.

25  Detziled Description of the Invention

The system and method of the invention will be described in detail below, by

way of example only, in the context of a remote communication device such as the
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In drawi ngs which illustrate by way of exanple only a preferred enbodi nent
20 of the invention, Fig. 1 is a block diagramof a system overview of a
conventional hand-held nobile comunication device. Fig i ) chart
i |1ustrati W@ WYY of encrypting and decrypting a rreggiigjdéég@{ﬁ%&%vhe

met hod of the invention. 25 Detailed Description of the Invention The

system and nmethod of the invention wll .gde i Y i w, by
way of exanplhanddield mppilg W@Bﬁf’@&“v%f’”cgqséﬁ%ﬁr%{eggﬁ%pégﬁ‘}}gﬁl&g{gﬁége such

as the -4 WD 20051109140 .PCT, / iingbiinltee @NMuni cat i on
dZvi ce 10 il Ifﬂglflfea‘fcé’afn]l?fcﬁoé{ e%%ﬁ@rﬁ%%%%%ﬁmﬁgﬁﬂ communi cat i oln |

devi ces 10, Z%(?W%‘@A |1 KROWD . Redi 108 B Kiel rivdipler of e iaventiontdpplyvterothert wi | |
be appreci at Yhat’ 't he primnciples of the invention appl i/ t o .ot h(gr

wirel ess comynisaldoisudertionsdedod antiehsystanisingt wended tabfiigtedheerby-
limted thereby. 5 It will also be appreciated that,.the inven ior&l%()%é}ot
limted by thHewiaelsbbalapprecieted debt dife inventionrs Bl it ielie PATUS VAL GO Bhone,

SM5, MM5 etc.). In general, the hand-hel N ni cation device 10
i ncl udes a hoesimenicatipns @&-&H@ﬁagﬁ?&waﬁ"’gﬁ%ﬂ&&gw ce 16. The out put
device shown is a display 16, which is preferably a full graphic LCD.

O her types of output devi,c T Slnabivaion deidetlolihdlades Fhqusmgessor
18, which is sho &?ﬂ%‘%ﬁlﬂ}e@g ??}%Fr]%&&?%é 1, Ps contained within the

housi ng and iaﬁ(es{ggggpqq aﬁgta%a@ut hevikeyh Qe dufpht dndee stowai is pldisplay1d, The
processor 18 ‘controls the operation of the di splr(gy 16, as well as the

overal |  opergtiipR paéfetdbly st greplleLiCEy Qtber types SFENE £eYigesdB®at i on of
keys on the keyboard 14 Dby the user. 15 The .hausin . t
vertical lig, aitemativelgie ughizesk ﬁe@fogﬁsﬁ‘gslgaﬁ’_ I‘S’s‘ﬁé gt %Glh%féﬁlgﬁﬁ thgﬁg?rié%ejl I
housing structures). .the keyboard 34 dRpi1daBetwis Re BBARard 14 and the display
16. The processor 18 controls the operation of the display 16, as well as the overall

operation of the mobile device 10, in response to actuation of’ keys on the keyboard 14

by the user.

15 The housing may be elongated vertically, or may take on other sizes and
shapes (including clamshell housing structures). The keyboard 14 may include a mode

selection key, or other hardware or software for switching between text eniry and
telephony entry.

In addition to the processor 18, other parts of the mobile device 10 are shown
50  schematically in Fig. 1. These include a communications subsystem 100; a short-
range communications subsystem; the keyboard 14 and the display 16, along with
other input/output devices 106, 108, 110 and 112; as well as memory devices 1 16,118
and various other device subsystems 120. The mobile device 10 is preferably a two-
way RF communication device having voice and data communication capabilities. In

25 addition, the mobile device 10 preferably has the capability to communicate with

other computer systems via the Internet.

Operating system software executed by the processor 18 is preferably stored in

a persistent store, such as a flash memory 116, but may be stored in other types of
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sel ection key, or other hardware or software for sw tching between text
entry and telephony entry. In addition to the processor 18, other parts of

the nobi | e @ewh581059s0ar € shown 20 schematically in Fig. perdgsRchigsude a
comuni cati ons subsystem 100; a short- range conmuni cati ons subsystem the
keyboard 14 and the display 16, along with other input/output devices 106,

108, 110 and Hi&iodYieiRed. oith JIEMREY o5 MRSy HOMbEimBtiditaid ausalt het

devi ce subsyst%ef%o nobile device 10" is preferably a two- way

conmuni cati on aﬁ&\%ﬁ%)}@@)ﬂ R, %geoaﬂ@idaaéeaappnmm,maqa‘ammmhhw bées. In

25 addition, the nobi'le device 10 preferably has the capability to

communi cat e Widrhporatilydbadedriptotaerolais sterss swchas tivendom agaget mepst @MY 14§st em
sof tware executed by the processor 18 is preferably stored in ,a persj.stent
store, such a€omrhnhaisHiorsignals reasveddut thagipbe deyies Bgy lsoderstyed %@g -5
W o 2005/107140 PCT/ CA2004/ 002043 nenory devices, such as a read only
menory (RGM) d18simi | ar storage elenent. In addition, system software,
specific device applications, or parts thereof, my be tenporarily |oaded

. e ' ‘ 1
Into a volatile st g@gpro%g&%r?? L@ﬁﬁn‘tﬁﬂgﬂﬁ I@ﬁdﬁgﬁ&% £uF&Mns1dibbles

Conmmuni cati on sign recer ved devi may al so be stored to
the RAM 5 118 ..1h6n Bf 88880 kpplidations 130Ai1300No1 theidesicofér Atpredptaynsainet

functions, enables execution of software applications 130A- 130N on the
device 10. A f gppdivetionsiled certtol basic dppice oparatemms, sushas datatang[vogsi ¢ devi ce
operations, such as data and vaice conguni %i ons lg'»OA aﬁj 13013, may be
i nstal | ed on eamemyeigpiensig0odandlgoBemar Refustalier &n thedelich 19 3 DE per sonal
i nformation manager, (P | i cation . .mpy ' L}qﬂa 1iRY; TR Bet ur e.
The PIMi¥ pr‘é‘?’é‘%g‘f)’.f‘&' hé’\%dé%ﬁ?(gn’ _819‘313?%%& Zi n?%fnlggﬁér%% gi g‘#’galt 2 t_e&rrgé, such
as e-mail, calgnfgf d@@}hﬁnuﬂ&t&erﬁwmds FRROIUIY ofidiglanitiaglndt ems.  The
PI M application i's also preferably capable of sending and receiving

managing data items, such as e-mail, calendar events, voice mails, appointments, and

task items. The PIM application is also preferably capable of sending and receiving.

data items via a wireless network 140. Preferably, the PIM data items are seamlessly

15 integrated, synchronized and updated via the wireless network 140 with the device

user’s corresponding data items stored or associated with a host computer system.

Communication functions, including data and voice communications, are
performed through the communication subsystem 100, and possibly through the short-
range communications subsystem. The communication subsystem 100 includes a

20 receiver 150, a transmitter 152, and one or more antennas 154 and 156. In addition,
the communication subsystem 100 also includes a processing module, such as a
digital signal processor (DSP) 158, and local oscillators (LOs) 160. The specific
design and implementation of the communication subsystem 100 is dependent upon
the cormmunication network in which the mobile device 10 is intended to operate. For

25 example, @ mobile device 10 may include a communication subsystem 100 designed
to operate with the Mobitex™, Data TAC™ or General Packet Radio Service (GPRS)
mobile data communication networks and also designed to operate with any of a

variety of voice communication networks, such as AMPS, TDMA, CDMA, PCS,



data itens via a wireless network 140. Preferably, the PIMdata itens are
seam essly 15 integrated, synchronized and updated via the wireless network
140 with the device wuser's corresponding data itens storge r |.at ed
with a hostw@oesieerisystem Communi cation functions, i n%gﬂgi“ﬁ@?@@ﬁ?aand
voi ce conmuni cations, are perfornmed through the conmunicati on subsystem
100, and possibly through the short- range comunicati ons sub stt The
comuni cat i on GRNSats! @irerlHPes afclatacmd vai@iIcHEQIEs\heh %ér,ateaa“(dr’é?%éfﬁ ﬁngjraylw,
and one or nore antennas 154 and .152. .In addition, the communication
subsyst em 100 aBbde utilicsdiaish the pely crﬁ”&ormdul e, such as a digital signal
processor (DSP) 158, and |ocal oscillators (LGOs) 160. The specific design

and i nplenmentation_of the comrunicat| ; | lgte‘ﬂajaﬂﬁm iCHYRR
t he comuni cation m&l@c?%sWﬁugﬁqeﬁéqﬁégﬁéﬁﬁgg}%%p?gﬁs intendencli to

operate. For 25, exanpl i. b8 1RV 268 DR TIRY nétRobiudmobile davioes agait i on
subsystem 10058%?Pgﬁ§%xgpgﬁb%§?gg\€ow th the MobitexTM Data TACI T _or

General Pagket, Radicg (e hdRofRRE) a milgh pesatnl leptiheationcwmbshohe™Nwor ks and
al so desighed t™0 operate with any of a variety of voice comuni.cation
net wor ks, suchssasiafiRGth dovdeviobm, GIRSnetwgr YOS AP QF acCess 18

PCT/ CA2004/ 002043 GSM etc. Qther types .of. da i oth
separat e and isspeigtediveith 2 srbyCribsr 9bUHE OglaidFYlfg'd&gaPﬁ?&i%g&cn@B{%?%@g% ?gséglo.

Net wor k access requir.enents ry. d i , of olertoLpecas i on
system For eﬁ%?ﬁ‘l“"é‘?“g‘?ﬁ%ﬁm\é}g]ﬁi %Oér)%ﬁgﬁgjr Pg?_i&éﬁﬂi;?%%&g? mobi | € devi ces

are 5 regi Ste[;%%cﬂ‘-‘k gtwork using a unique personal identification
nunber or PIN"associated with each device. In GPRS networks, however,

network access is associated with a subscriber or user of %z?gevi ce. A GRS
device thesefore regunrequited mstibakregisratiogantact yatippaipeduEs APSPRr ef erred

to as a SIMcard, in order to operate on,a GPRS network. r ired
network regi stompletsd, Be raabilievigvice 0 praycead ARE THTAVE 0855‘51&“0&1%3%915 R

the communication network 140. Signals received from the communication network
140 by the antenna 154 are routed to the receiver 150, which provides for signal

amplification, frequency down conversion, filtering, channel selection, etc., and may

15  also provide analog to digital conversion. Analog-to-digital conversion of the received
signal allows the DSP 158 to perform more complex communication functions, such

as demodulation and decoding. In a similar manner, signals to be transmitted to the

network 140 are processed (e.g. modulated and encoded) by the DSP 158 and are then

provided to the transmitter 152 for digital to analog conversion, frequency up
20 conversion, filtering, amplification and transmission to the communication network

140 (or networks) via the antenna 156.

In addition to processing comrmunication signals, the DSP 158 provides for

control of the recejver 150 and the transmitter 152. For example, gains applied to
communication signals in the receiver 150 and transmitter 152 may be adaptively

5 controlled through automatic gain control algorithms implemented in the DSP 158.

In a data communication mode, a received signal, such as a text message or

web page download, is processed by the communication subsystem 100 and is input

to the processor 18. The received signal is then further processed by the processor 18
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conpl eted, the nobile device 10 may send and receive comuni cation signals
over the communication network 140. Signals received fromthe

communi cath&gam% 140 by the antenna 154 are routed g@rERsoieReiver
150, which provides for signal anplification, frequency down conversion,

filtering, channel selection, etc., and may 15 al so provide analog to

digital conversion. Ath'g%%;)&ri‘sggn‘ﬁ’%‘i’Bto?'alt%gﬁ%clgit@%nﬁ’éofhﬁeaﬁ%fW@ddwﬁje%@"

al | ows the DSPOREROYH re conp nmuni cat 1 on functions, such

as denodul atig LR dothirRsSEath fafis RN e ¢-niiilgnedssgedspusigs the
transmtted tétpfj%ggeﬁsgf% K :?48 gr%g processed (e.g. nodul ated and encoded)

by the DSP 15§cakshrdnl & ahdYensonps ofibdactiliany I/Qeddvianidn sucbms adoudhped. dirgeleal t o
anal og conversion, frequency up 20 conversion, filtering, anpl id&i cation and
transni ssi on tseitches thomnmieshtar somaetheotsoe of vt 8 viee (NG CREPOTIL aEems

antenna 156. In addition tqQ processing comruni cation sj.gnal.s, . 158
provi des fo6r marihenbe BrspHitcq @E‘gi%?o%ﬁmﬁﬁtboqri‘?é“’?%ﬁd %‘?’k}grco l.uﬁ)éiglro h

fos 1o o Ver iy e . ! o

Cranem ttor 159oRAGTD 0L aHt FURN G5 namRsP PR Lo FrhinlcReS) Kethohtbionm

control al gor iaﬁgﬂ%{éﬁ'f&%@&% i Ak hien PIRidBBvolvbdtrnsHiatimgempmr Riogat | on
S

node, a receive gnal, such as a text nessage or web page download, is
processed by R@h&OSIRAR Gl Hendtaiay $heech0dnaneelydranspifted tp dhe ¢ryiqerife B sor
18. The received signal is then further processed by th rqocessor 18 . -7
WO 2005/ 107 14EheREaTeEAL 0OlH OORDH the daty transmitedhiring e éuﬁi gﬁql%mf@?ﬂ’BF@d
alternatively to sone other auxiliary. |/ evice.llbol6.W A devi ce user nmay
al S0 conpdBe HHDE2COBMOD SHSHTEYe. FefleFC éﬁ&ggf uSYig the keyboard 14
and/ or some other auxiliary 1/0 device 106, such as a touchpad, a rocker

switch, a thunb- "‘“ﬁ?!x voigh SATRRLAGH nfotReoRfall ARMAtiERMiBEdevibeisconposed
en

data itens 5 may t e transmtted over the communication network 140 via
the conmuni cagiRpntislPSH e theQatakaatimetataiontrenid, sxtephtimbiaceivdd sigasls e
communi cation network 140 in an encrypted formduring a " sbessi on," which
i nvol ves transubit toragpeaker b1 0,rmodeignals for transmission are generated by a microphone
112. Alternative voice or audio I/O subsystems, such as a voice message recording
15  subsystem, may also be implemented on the device 10. In addition, the display 16
may also be utilized in voice communication mode, for example to display the

identity of a calling party, the duration of a voice call, or other voice call related

information.

The short-range communications subsystem enables communication between
20  the mobile device 10 and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-range communications
subsystem may include an infrared device and associated circuits and components, or

a Bluetooth™ communication module to provide for communication with similarly-

enabled systems and devices.

25 The invention applies to the transmission of data items, for example email
messages, over the comrmunication network 140. For efficient operation of the
network 140 the data items are transmitted in batches of data, for example in 2 kb

batches (although any suitable batch size may be selected), until the entire message
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bat ches of data until the data item has been conpletely transmtted to the
device 10. In the preferred enbodinent the data transmtted during each
such session is encrypted 1o using a common "session key," as described in
detai | belwy.20bsmoea1a00i ce conmuni cati on node, overal |l opeP&TIEGRYO0FHE
device is substantially simlar to the data conmuni cati on node, except
that received signals are output to a speaker 110, and signals for

transmi ssi on 3 8.aeRiatiad dyhadetics biytmown ag 2 Isessipr A RBEIVENBIELESr audi o
|/ O subsystens, such as a voice nessage recording 15 subsXstenl may al so be
i npl enent ed qpe e itevistrngGitted in aeenaryeiad fqrﬁléiudﬁ%gé?ea%?s% " may al so be
utilized in voice comruni cation node, for exanple to display the identity

of a calling party, the duration aof a ice c 11GS oErdrdt
rel ated infor mat i OpEOTHAS I IFPLERAG? i{%mﬁs@%%lg%rﬁgm ?5%?%‘?5% ciabl es

communi cati on be n 20 the pohi V] iR RtdTeroREdHE Abhieh Y St ens
or devi ces, M%h\gﬁg@cf”?ﬁﬁ?ge' ﬁ-é%e g‘é%??rﬂ‘%’ %g&‘sgﬁ% | ar udev?)(l‘ges. For exanpl e,

the short-ran YL G AL L8R $un B0 St ARes MRYbatdhad fiddtn zad donfprensesdit dewn ce
and assocpat e‘%ac‘l%r Cui tBt‘n%gér?g] conponents, or a BluetoothTm comruni cati on

modul e to prQyidedier, vaRfeiddagati.on with sinilarly- enabled systens and
devices. 25 The invention applies to the transm ssion of data itens, for

exanpl e emai|l nessages, over the co ni cat | on net wor 4 i ci ent
operation of the Inéhmeﬁeﬂrd@mméllﬁﬁ%%m%‘ﬁ%&%aé e&eﬁgﬁ‘s@i‘t %goan g%{:hes of
data, for exanple in 2 kp .hatche th Suj hHedeiaze may be
sel ect ed), um@cmnpbr?eh%l%taraﬂéiaﬁﬁg%’&éé‘gf’lé’r 9%%8%%5?%%%@2004/ 002043
has been tranemillad b Aaul &ead BIPSNOWoRSm S0Epsbinhod ARgnstseddid ty

t I r

pur poses, emis ansmtted 1h an encrypted formduring the
sessi on. AccQudiing ih&rbhatedheasi b?rﬂefe&nd@tcerar’xdemidsmvailoalfg@‘?tiqﬂrﬁ%gege | oyed
to generate a hash of the nessage. |n general t&rrrg, a hash icﬁ ﬁ{kﬁcfa?asuu
of processi ngoasthation tef uses a hash algorithm, along with other data, 10 repeatedly

oduce a key of a specified length) is applied to the message m to be encrypted.

the implementation of the invention will be described using

to pr
By way of example only,
SHA-256 as the hash algorithm H(), which provides a 256 bit output and accordingly

15 works well when using Advanced Encryption Standard {AES) to encrypt the message

m. The hash of a message m will herein be represented by H(m).

The session key is generated based at least in part on the hash of the message.

1t is possible to generate the session key based solely on a hash of the message itself,

however in the preferred embodiment additional data is added to the hash to ensure

20 that it is unique so that, for example, if the same message is sent twice the two

different sessions will have different session keys. The preferred embodiment of the

invention thus allows for the option of utilizing additional information » which s

added to the message m to ensure that the hash is unique. The additional data r could
for example be the email address of the user, randomly generated bytes stored on the

o5 Jocal server, or an incremental counter. In alternate embodiments, a hash of additional

data r may be combined with the hash of the message . It will be appreciated that
there are different ways in which to make use of additional data r. Since the use of

additional data r is optional, r could also be empty.
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5 data with a conpression function that takes the batch of data and
conpresses it down to a smaller, unique identifier. In the preferred
enbodi ment of the nmethod, a deterministic algorithm for exanple a hash

al gorit hm MWURA4714¢ or exanpl e, SHA-256 as defined in FE§Er&r20044Retmat i on
Processi ng Standards (FIPS) publication 180-2 published August 1, 2002, 1o
which is incorporated herein by reference) or a key derivation function (a
generic const ruct idomalipiaus ttskeravimwpnts tqdeary e Besags Mpstiiclrmae thata, to

t edl hash dat d f i fied | h) i l.i ed t
ho meesage | poisaevehe ) Bodie amglenyu Saiisrd Bhry Rl b SR ot i on
f the i ti i1, b i bed .usj . - . J,; .HQ,
ohi i’ pr ovi degamobt bprewiERS HEESHE KAkin e S0nB0a LN Ee R o SpAEMA T
Advanced ENC Yol 0l &1 R0E-ARR) sck o REY Wilicll BRnIRRSRgR bokihse Histchiaoh of

a message in wll herer'n be represented by H'M. The session key is
generat ed basgey Rlent@®Psdd with Pubertipublie eaahd dfe rhdieismastader dott ndthave
possi ble to generate the session key based solely on a bash of the nessage
itself, howeseessto thheorpspbrelingpriebbeli.nent addi tional data is added to
the hash to ensure 20. that it is unique so that, for exanple, if the sanme

message is sent twice the two .different sessions wi|l have,different
sessi on keys. The prRefwEsira e%ﬁ%ﬁ?%@ugyéfhaf @ft?lFﬁW{einﬁtﬁmiﬁggf& f or

the option of utilizing_ itional nfor i.0 I 1.Sp, ; t
nmessage in toexé’ﬁessﬁ?cgasﬁg'é?fl@h@r)hg?h&%'élsuerrﬁl q ’elfé)ﬁ}kes\é%m%}%lasla& a?daﬁgmctgﬁl d
for exanple he }séa%‘s @f’fﬁéhe@ﬁgé%Féfﬂ?fthhh,%n%%%&preﬁs%ﬂ(i@m%/H%ﬁerat ed bytes
stored on the 5 ' ocal server, or an increnmental counter. In alternate
enbodi ments, a hash of additional data r may be combined with the hash of
the nessage in. | tTiwinlthe bmsiapfee&iiatedyptbdtising Hermeds putdid feyrm thigagald n
which to make use of additional data it Since the use of additional data r
i s optional, for cenmne b soRE& kaypby an operpiipp Fok) toorredirepb PRAYRIOL FEEEI43 A

mal i ci ous attacker wants to decrypt the nmessage nust determne the
eyek=ﬁ£'2’8.

‘The message m (or a batch of data from the message m if the message m is
larger than the selected batch size) is encrypted using the session key £, for example
15 using AES, so the encrypted message e,,, becomes e,, = E,(m). The encrypted session
key e, and the encrypted message e,, are sent to the user’s mobile communication
device 10, which can then decrypt the session key in conventional fashion using the
private key that corresponds to public key p, and then thus decrypt the message data

using the session key. The session key may be stored on the mobile device 10 for the

20  duration of the session.

As shown in Fig. 2, if the message is contained entirely within the first batch
of data, the session is complete. If the first batch of message data does not contain the
entirety of the message, the mobile communication device 10 transmits a MORE
request to the local server, for example as the user scrolls down the message toward

25  the end of the first batch of message data. The process described above is then
repeated for the next batch of message data. The local server recreates the session key
from the bash of the message data (and optionally external data r, if used), re-encrypts

the session key using the public key to recreate the encrypted session key, encrypts
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session key. To do this, the attacker would have to read the original
nmessage, which cannot be done w thout the session key since the original
nessage is encrypted with the session key, or decrypt t i Y,

whi ch cann®O WaSHYA# because the session 5 key is encryp?@ﬁﬁéﬁﬁkﬂﬁﬁéguser's
public key and the malicious attacker does not have access to the

correspondi ng private key. The session key k is. created by a.hgash t he
concat enat i onthelriext batch m}/ mesfage dat@%@%%éam%e%‘@llf@% ?{% tf%ﬁsmwn g}eener E is

enpty, i.e. the session k kK is,created f,ram.t. : dhe nmessage
in only, thisbﬁéh05@“%%ﬁ?§%§§ﬁg%gaﬂ%yiﬁfﬁfggg%bggé%%?ﬂ%%ggggg%ﬁﬁﬂey kis
encrypted using the user's public key p, which could for exanple be an RSA
key, by an operation &R : i Yk et eness el beleyliek = EP
(k). The nessage iitY@r%gpgg#éaﬁé%ﬁ&ﬁ?gﬁﬁlgﬁg?he nmessage ig i_fpfyhe message
inis lar gerh{éa?&tfve%f%l Ri8shi Babadmeine)enipoyedsaydthe dnuypign pladogessi on
key k, for exanpte 15 using AES, so the encrypted nessage em becones e,,,
= Ek(m. The @mpﬁmﬂkﬂdysgﬁahdmakeymeﬁkénﬂethe encrypted nessage e,,, are
sent to the user's nobile comrunication device 10, which can then decrypt
t he session key in conventional fashion using the. priva ;
corresponds to pubMagoksegmbodimnents Weﬂ’ﬁ%nl‘dégwlﬁfl lpﬁglg eéggﬂ}gﬁg%@teda%i ng
t he session key.. The session key & : i weveeeiddy for
the 20 durat$#3#! BYW€%§§%?18H¥Wﬁ2¥%g@\ﬁ#n?&f?gllogas%f,}@? ?ﬂgﬁgﬁ nmessage i s
contai ned entj r el 15 & witadhe RepRfing 8bm the reventdss.i Te ingention
conplete. If %ﬁ§£¥§¥%@ﬂggp%ﬁﬁg%h%§isagéﬁda%a oes not contain the entirety
of the nessaggculibealmbhharieoamunt aatd beatidey acfllpithin gresseope obthyeppended
request to the local server, for exanple as the user scrolls down the
nmessage tmwardaias.t he end of the first batch of nessage data. The process
descri bed above is then repeated for the next batch of nessage data. The

| ocal server recreates the session key fromthe hash of the nmessage data
(and optionally external data r, if used), re-encrypts the session key
using the public key to recreate the encrypted session key, encrypts
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-10 WO 2005/ 107140 PCT/ CA2004/ 002043 the next batch of nmessage data using
the sanme session key, and transmts the next batch of encrypt ed rressage
data to the nobile device 10 in the sane fashion. It will be appreciated
that the pMOPHI®4Lf the invention maybe applied irredfd&aN¥/Ye04ehe
communi cati ons net hod enpl oyed, and the encryption platform 5 and public
key systemis a matter of choice. Various enbodi nents of the present

i nventi on haviwigBeet hus described in detail by way of exanple, it will
be apparent to those skilled in the art that variations and nodifications

be made without, departing fromth t [ OMad AG) Ud
311 such var | & i ond BRBOGREEHEG RIS H A The Rl o e,

appended 10 gl i ;11,90 3005 IAT140. PCHLCAZROMANAng VEcBALM 1. A

met hod of gen8ftAt iRy oL RSP GUL I S s &S Key T or encryp ing dafa in a

data item for whéﬁﬂ?ff‘tﬁ@ﬂa%‘ltéxﬁ ecdc@RE S0 BLtoh 6k b @lurdlétyiof ®amdhies ofgiate are
session, wherein If the data item exceeds a selected batch size a

plurality of Baisediasd ohrigiptha sassion ahdanawpteﬂeadﬂdthmsatge s¢psion &Sk eommistng
encrypted with the sane session key, conprising the steps of: a. storing
t he dat a it enthemsteps ofieast one nmenory addressabl e by a data processing
device, and b. applying a determnistic algorithmto all or a portion of

Secsi on ey dosoci S08E Red e st v Donk R RERS st b

wherein the d&t&ce% stic algorithmconprises a hash algorithm

b. applying a deterministic algorithm to all or a portion of the data item to

generate a hash of the data item for use as a unique session key associated with the

data item.

2. The method of claim 1 wherein the deterministic algorithm comprises a hash
algorithm.

3. The method of claim 1 wherein the deterministic algorithm comprises a key

derivation function.

4. The method of claim 1 comprising the additional step, after step a., of

concatenating the portion of the data item with additional data.

5. The method of claim 4 wherein the additional data is from a source external to
the data item.

6. The method of claim 1 comprising the additional step of c. applying a public

key to the session key to generate an encrypted session key.

7. A system for generating a reproducible session key for encrypting data in a
data itermn for transmission to a remote communication device during a session,
wherein if the data item exceeds a selected batch size a plurality of batches of data are

transmitted during the session and encrypted with the same session key, comprising a

_12 -



3. The method of claim1l wherein the determnistic algorithmconprises a
key derivation function. 4. The nethod of claim1 conprising the
additional step, after step a., of concatenating the portion of the data
itemw th additional data. 5. The nethod of claim4 wherein the additional
data is froma source external to the data item 6. The nethod of claim1l
conpri si ng t Hatapidressivgakvise spcapfimpnicalppl with gt lsagwbt inemdke fortstoringghs essi on
key to generq{g gp eqir Bteg session key. %..A %éiteanorlgen_ratLqp a

repr oduci bl e R I b TR BRGE PR anplying deteripisty pEPgF o affora
transm ssi on dodtich 6RADHS GOATY Heh@hic QAR Y] 4@ dHNitdY R 13€8Sh Offique WRSTgI N i f
the data item exceeds a sel ected batch size a plurality of batches of data

are transni tkepdsoriadgyitthideglegdicon and encrypted with the same session
key, conprising a -12 data processing device in comunication with at |east

one DY 1% 1 LGNS LA RSP AR PSR o o

applying a determni'stic

generate a haghrigim! he data itemfor use as a unique session key
associated with the data item 8. The systemof claim7 wherein the

determ nistic algorithmconprises a hash algorithm 9. The systemof claim
7 wherein thé- det dbgishitemiof clairg drvhaein demgaterseisiste Rigprithge eppBKisasH Kedinct i on.
10. The syst am.of; &l@iM.f Wherein the processor further concatenates the
portion of the data itemwth additional data. 11. The system of claim 10
wherein the additional data is froma source external to the data item

12. The syst é of Tk aydwn ofbleine 7 widien pliogesaas: fubhéhehcapmtecde poplddl i C

key to the s{essi on key to generate an encrypted session key.
of the data item with additional data.

11. The system of claim 10 wherein the additional data is from a source external

to the data item.

12. The system of claim 7 wherein the processor further applies a public key to the

session key to generate an encrypted session key.

13. A computer program product for use with a computer, the computer program
product comprising a computer usable medium having computer readable program
code means embodied in said medium for generaling a reproducible session key for
encrypting message data, said computer program product having a. computer readable
program code means for reading the data item from at least one memory, and b.
computer readable program code means for applying a deterministic algorithm to all
or a portion of the data item to gencrate a hash of the data item for use as a unique

session key associated with the data item.

14. The computer program product of claim 13 wherein the deterministic

algorithm comprises a hash algorithm.,

15. The computer program product of claim 13 wherein the deterministic

algorithm comprises a key derivation function.

-13 -



13. A conmputer program product for use with a conputer, the conputer
program product conprising a conputer usabl e nedi um having conputer
readabl e program code neans enbodied in said nedi umforﬁﬁlr)@ i/&g k!

repr oduci bM0 $WsdPBAY key for encrypting message data, sdl ‘%}%ﬁ P
program product having a. conputer readable program code neans for reading
the data itemfromat | east one nenor and b. _conputer readabl g?l_ﬁr ogram

code means forlﬁappl%%@f@%ﬂﬁ?ﬁ?’ﬁig@i}{‘&mfﬂé’mﬁﬁ?‘? S¢F COMBHICR TR0 EF on of
the data itemto generate a hash of the data ite : j:

session key as@BEﬁg’ﬁ}g{ﬂie\W’tﬁﬂs %goﬂ%?agfl‘%%e E‘éfﬁ‘ﬁé{“géﬁgﬁtt%‘é‘?‘%‘é??)%@é%%gr oduct
of claim13 \/\/{ﬁﬁin the determnistic algorithmconprises a hash

al gorithm 15. ie conputer program product of claim 13 wherein the
determnistic algorithmconprises a key derivation function. - 13 WO
2005/ 107140 PGH, CA2PQA/QH204 Broghém pFbduct oNgluinel 6 phogiratie pdditioss! dafa i ifiem 13
conpri ses conputer readable program code neans for concatenating the
portion of the sbate dxtemml va the dathdidmi.onal data. 17. The conputer program
product of claim 16 wherein the additional data is from a source external

to the data item 18. The conputer pr rafm roduct of .claimléB co i Sing

conputer readdlte W@F@H%Bﬁ@r%é’%ﬁgbﬁ’ %%Eﬂ &UF@“@'I%WIEP Eji/re?‘gg%he

session key t%rgéergl?lrc% g m%zrfns i%p Eﬁﬁi%ﬁ% p%%ﬁt? 'k%ptchﬁg ses‘sﬂaﬁ key to generate an
encrypted session key.
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