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(57) Abstract: Mobile applications running on mobile devices are continuously monitored for certain triggering events. Upon a trig-
gering event a device fingerprinting routine is run the results of which are transmitted to a risk engine running on a server where it
is then analyzed. Based on the analysis, device intelligence information is generated and transmitted back to the mobile device where
actions can be taken, depending on the potential risk and other factors.
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