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The present invention relates to methods for data encryption.

\_5 Cryptographic systems are widely used to insure the privac'y and
authenticity of messages communicated over insecure chgnne‘ls'. In many
applications, it is necessary that encryption be performed at high data
rates, a requirement usually achieved, if at all, with the help of
supporting cryptographic hardware. Such hardware, however, is not

10 available on most conventional computer systems. Moreover, even when

. cryptographic hardware is available, it has been found that an algorithm
designed to run well in hardware does not perform in software as well as
an algorithm optimized for software execution. The hardware-efficient
algorithm of the Data Encryption Standard (DES) is no exception.

18 '

Prior attempts to design encryption methods for efficient
implementation in software are known in the prior art. Several of these
functions are qesci:ibed in U.S. Patent No. 5,003,597 and in the article
entitled *"Fast 'Software Encryption'.Funé:tions' R. M:erkle, Advances in

20 Cryptoloqgy, CRYPTO ‘90 Proceedings, Spr:.nger-Verla.b‘ In general, the
Merkle techn:.que constructs a fixed length or 'block" cipher by operating
upon a data input having two halves: a left half and a right half. The
left half is used as an index to access a table. of pseudorandom numbers

to thereby retrieve a table value. That value is then exclusi.ve_]_.y ORed
25 (XOR) with the right half of the data input and the result relabeled as
1 the left half. The original left half is then rotated by a pi:edetermined
amount and relabeled as the right half. The iterative process is then
continued in this fashion until the data input is fully- ra.ndomi.zed. To
achieve high speed, in one embodiment the table of pse-udorando_m numbers

30 is precomputed.

The Merkle technique and other known software-oriented block
ciphers provide advantages over prior art hardware-based encryption

techniques. WNevertheless, there remains a need to provide ihproved

35 software-efficient encryption techniques that exhibit high speed and
computational efficiency on conventional processor platforms.
In accordance with the present invention, there is now provided a
method for mapping an index and a key to a pseudorandom bit string,
40

comprising the steps of: (a) using the index and a set of values from a

table of pseudorandom numbers to generate initial values for a set of
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har dwar e, does not performin software as well as an algorithmoptim zed for
sof fware execution. The hardware-efficient algorithmof the Data .
Encryption Standard (DES) is no exception. ~ Prior attenpts to design
encryption nmethods for efficient inplenentation in software are known in
the.prior art. Several of these functions are described in U S Patent No.
5,003,597 and in 398§ cle entitled "Fast 8oftware Encrypti on Functions",
R Merkl e, Advances in Cryptol ogy, CRYPTO '90 Proceedi ngs, Springer-Verl ag.
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pseudorandom bit string a function of the register values as modified in
step (b); and (d) <repeating steps (b)-(c) a predetermined number of
times to grow the pseudorandom bit string to a desired length.

Viewing the present invention from a second aspect, there is now
10 provided a method for mapping an index and a key into a pseudorandom bit
string, comprising the steps of: (a) pr.;eprocessing thé key into first,
second and third tables of pseudorandom values; (b) using the index and
a first set of values from the first table to map values from the third
table into first and second sets of register values; (c) nixing the
15 first set of register values by taking a current value of a register and
replacing the current wvalue with a function of the current value and a
* value retrieved fron; the third table; (d) using a first set of values
from the segond table to mask the register values as mixed. in step (c);
(e) concaténating into the pseudorandom bit string a function of the .
20 masked régisiter values; (f) repeating steps (c)-(e) using a second set
of values from the second table to grow the pseudorandom bit string; and
(g) repeating steps (b)-(f) using a second set of values from tﬁe first
table to further grow the pseudorandom bit st:r:.ng unt:Ll it reaches some
desired length.

25
| b Viewing the present invention from a third aspect, there is now

provided a method for encrypting a data string relative to an index and
an encryption key, comprising the steps of: _{(a} wusing.the index and a
set of values from. a table of pseudorandom numbers to é’enerate initial

30 values for a set of registers, the table having been precomput-ed from the
encryption key: (b) mixing at least some of the register values by
taking a current value of a register and replacing the current value with
a function of the current value énd a value retrieved from the .table; (c)
concatenating into a pseudorandom bit étring a function of the register

35 values as modified in step (b); (d) repeating steps (b)-(c) a
predetermined number of times to grow the pseudorandom bit string to a
d:,esired length; and (e) exclusive-ORing the pseudorandom bit string and
the déta. string.

40 Viewing the present invention frem a fourth aspect, there is now

provided a cryptographic system for encrypting a data string, comprising
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result relabeled as the left half. The original left half is then rotated
by a predetermi ned anount and rel abeled as the right half. The iterative
- process is then continued in this fashion until the data input is fully
random zed. To achi eve high speed, in one enbodinent the table of
pseudor andom nunb@¥s923<42pr econput ed. TRe Merkl e techni que and ot her
- known software-oriented bl ock ciphers provide advantages over prior art
har dwar e- based engféanpt foRNpreffdiBiding an dNeMBt idactegsinto tahtatde afepmeidrsragdoneed

to provide inprovggh,sof L.x\ﬁrsere% dsSL LS vBel YRtivad o6k BRL QRIS Ediogenerdtiihy t
hl gh SpEEd -and Conplé 9]1.: I & ues O II C‘I: %Qc%rg meggsvggx.t h%%llﬂr&cféﬁerscme of

pl at f or ns.
the init1a1 values of the set of words to create modified words; means

s responsive to the modifying means for repeatedly concatenating into a
pseudorandom bit string a function of the modified words until the
pseudorandom bit string reaches a desired length; and means for
encrypting the data stririg by combining the data string and the
pseudorandom bit str_iﬁg.

10

‘'Viewing the present invention from a fifth aspect, there is now

provided a computer, comprising: an operating system; a device driver
for interfacing a physical aevice to the operat;.ing system; a pseudorandom
function supported in the device driver for mapping an index to a

15 pseudorandom bit string under the control of a table precomputed from an
encryption key; and means for encrypting a data string associated with
the physical device by combining the data string and the pseudorandom bit

string.

20 In a preferred embodiment of the present invention, there is

i providdd an efficient pseuéofé.ndom function for mapping an index and a
key to a pseudorandom sequence of bits. The index is short (e.g..,
32-bits) while the output bit sequence is potentially very long. The
pseudorandom bit string is useful for constr.w_ctin} a stream cipher.

25 -

' The pseud:orandcm function is a cryptographic *"object® that
preferably maps the index "n® and an encryption key to an pseudorandom
bit sequence. The method begins by preprocessing the -gncryption key into
a table of pseudorandom values. The index and a set of values_ from the

30 table is then used to generate initial values for a blurality of
registers. Using a predetermined mixing function, the initial values of
some of the registers are then modified in part by taking a current value
of a register and f:eplacing the current value with a function of the
current value and a value retrieved from the table, the latter value

35 being determined by portions of one or more other registers. Aafter
modifying the registers in this fashion, their resulting values are
masked using other pseudorandom values derived from the table and a
predetermined masking function. The masked register values are then
concatenated into the pseudorandom bit string to complete an iteration.

40 Subsequent iterations are performed to grow the pseudorandom bit string -

to a desired length.
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2 v - _ -SUMMARY OF THE | NVENTI ON It is an object
of the present invention to aneliorate one or nore di sadvantages of the
prior art. According to one aspect of the present invention there is
provided a nmethod for transformng a table of pseudorandom nunbers into a
pseudor andom bi t 3f#PAgt2Bseful for data encriyption, the table being
preconputed froma key, conprising the steps of: (a) wusing an index and a
set of val ues from t herHeadtireanD berpsetedoim Fitie NfaBhih cissa peeugerradiat eequemnde pe

val ues for a set @led eHcSiLusetul by WHyXbfGaiblel £ASEncERNENDE diltntbRYiSir@hge
val ues by taki “gré‘xa%w €£‘L a’aQLP&QI «BodiEGh 5! Chne 10} 36d BleukibEarnGH HEO!

value with a functlon of
string is as many bits as the plaintext string is long. Thus, the

5 inventive encryption method is uniquely adapted for use in various types
of software cryptography. For example, where the application involves
encrypting messages over an insecure communications channel, the. *string*
is a particular message and the “"position® is a sequence number
identifying the message’s position in a data stream. In this

10 application, _the'encryption key is a key which protects the communication
session. 1In yet another application, disk encryption, the "string®
represents a particular sector of data to be ;vritt:en to or read from a
disk, and the "position® is an index identifying the position of the
sector on the mass storage device. In the disk encryption application,

15 the key used to generate the table is preferably derived ffom a password
entered by a user. Typically, in each application the particular
*string® involved is encrypted by XOR-ing the string and the .pseudorandom
bit stream which is output by the pseudorandom function of the invention.

i

20 . Preferred embodiments of the present invention will now be
described, by way of example only, with reference to the accompanying
drawings, in which:

FIGURE 1 is a process flow representation of a portion of the

25 inventive pseudorandom function.for mappiﬁg a 32-bit index *n* to a
pseudorandom L-bit string SEAL,(n) under the control of a set of tables
T, R and S§ generated from a key "a*; )

. .
FIGURE 2 describes the Initialize process of FIGURE 1;
30
FIGURE 3 describes the preferred embodiment'of the pseudorandom

function for generating the pseudorandom bit string SEAL,(n):

FIGURE 4 illustrates a computer comprising a system unit, a
35 keyboard, a mouse and a display, for use in implementing the pseudorandom

function and for using this function for encryption;

FIGURE 5 is an architectural block diagram of the computer

illustrated in FIGURE 4;
40
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current yalue and a value retrieved from the table; (c) concatenating into
the’ pseudorandonlblt string a function of the register values as nodified
in step (b); and (d) repeating steps (b)-(c) a predeterm ned nunber of
times until the pseudorandombit string reaches a desired | engt h.

According to another aspect of the present |nvent|on there is provided a
nmet hod for encrypﬂ g Yat a string relative®to an index and a key,
conprising the steps of: (a) preprocessing the key into first, second and
third tabl es of pseudoFIFRENE dtlivatrates ) pait D ruyotdsees Al @rd B Foamynicsting et

of values from t heoviek raat irisafilre dofimuiilpatial Wk withMMebies Rhégprdaab} €nd Nt O

first and second s&ggdoggngoggduﬁgtqgn\@l%gsmvg&% odll Xing the first set of
regi ster values by taking a current value of a register and replacing the

current value with a function of the current value and a value retrieved

fromthe thisrd tabl e: FESURES'T hﬁ.uatqaf:?%f. portion of the computer of FIGURE 5 showing
the pseudorandom function supported in the dev:.ce driver to fa.c:.l:l.tate

disk encryption; and

FIGURE 8 illustrates a portion of the computer of FIGURE S5 showing
10 the pseudorandom function supported in the file system to facilitate both

local and remote file encryption.

The inventive pseudorandom function is optimized to perform
efficiently in software and is preferably implemented on a 32-bit
15 processor of cohventional design. Such processors, e.g.. include the
Intel 3860, Intel 486@ and the Pentium@ Processor, as well as 32-bit
Reduced Instruction Set Computer (RISC) processors. While these
execution vehiclés are preferred, the invention in the preferred
embodiment detailed below is appropria.te to any byte-addressable general
20 purpose 32-bit processor. i

For convenience, the follov'ving notation is used herein. A 32-bit
string is a "word® and an 8-bit string is a "byte". The empty string is
denoted g. The bits of a length-~t string are nun;bered KoXgo o aXKeoge

25 Numbers in hexadecimal are written by preceding them with *0x" a'.—:.id then

. uging the symbols *a"-"£" to represent decimal 10-15, respectively. By

ydaat, a right circular shift of the word y by t bits is denoted; in
other words, the bit i of yadit is ¥ .. maa2- . The symbels *‘* *Q* and "&"
denote bitwise AND, OR and XOR functions. The express‘ion A+B denotes the

30 sum, ignoring carry, of unsigned words A and B; this. is the sum mod32 of
words A and B. The symbol *H" denotes the concatenation operator. The
symbol odd(") means the predicate which is true if and only if its
argument is an odd number. The designation A[i] means the i-th entry of
the array A. Further, if x is a real number, then AxA denotes the

35 smallest integer greater than or equal to x, and Ax@ denotes the lai:'gest
integer less than or equal to x.

Several variables used in the following description are referred to
as "registers.* A “register* as used herein may or may not correspond to
40 a physical register associated with the processor. It is a construct

that can be said to have a particular "value.® Some registers (n;, n,,
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set of values fromthe second table to mmask the register values as mxed in
step (c); (e) ..concatenating into a pseudorandombit string a function of
t he masked regi ster values; (f) repeating steps (c)-(e) using a second set
of values fromthe second table; and (g) repeating steps (b)-(f) using a
second set of values fromthe first table until the pseudorandom bit
string reaches a desirted | ength. According to still another aspect
of the present invention there is provided a nmet hod for encrypting a data
string relative tdsafi pereinishlized apd rotrin Sheikelplues EFany SIEREF PAFMSt eps
of : (a) using the alpskdxhmancdbthes ebgigtensalaies €+ OMmhave wdjues ghich can change
o * more frequently. Every register has a “current value® at a particular
instant of time. As will be seen, according to one aspect of the
5 inventive method, a “current value® of a register is typically modified
by replacing the current value with a function of the current value and a

value derived from a table of pseudorandom number values.

With particular reference now to FIGURE 1, a process flow diagram
10 is shown detailing a method for mapping a 32-bit index "n* to an L-bit
string y = SEAL,{(n) under the control of a set of tables T, R and S
generated from 'a key "a." The method begins by preprocessing the key "a*®
into preferably three (3) tables T,.R and S. This step is effected using
a Make Table procedure 10 which receives as an input the key "a." 1In
15 this particular example, the key is a 160-bit string that, in conjunction
with a function G described below, is used to define the three tables.
While the use of three tables is preferred, it should be appreciated that
the three tables can be thought of as merely one table or array with
three different parts. The description of three (3) distinct tables is

20 thus merely exemplary and should not be taken by way of limitation as
other table groupings or structures are useful as well to implement the
present invention.

The pseudorandom values in the tables are s:p'ecified using any one

25 or more algorithms known in the art. The particular algorithm used is
not critical to the present invention ana it is envisioned that any
secure pseudorandom genez.'ator is useful for this purpose. The
pseudorandom generator thus may be derived from a secuge hash algorithm,
a block cipher, a stream cipher, and so on. For exampie, the algorithm

30 used to génera.te the tables could be based on DES, MDS5, the Se-cure Hash
Algorithm {SHA) or even a combination of any of the above. According to
the illustrative embodiment, the function G is described in National
Institute of Standards, "Digital Signature Standard,* Federal Information
Processing standé.rds Publication XX Draft - February 1993, which is

35 ] incorporated herein by reference. The function G is based on the Secure
Hash Algorithm (SHA) described in National Institute of Standards,
"Secure Hash Standard,® Federal Information Processing Standards
Publication 180, which is also incorporated herein by reference. Details
of SHA and the particular function G can be obtained from these

40 references (v_with the notation G,(i) use;i in place of the notation G(a,i)

in the references).
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3. ps'eud@rap,go._m nunbers to generate initial values for a set of registers,’
the table hayifg been preconputed fromthe encryption. key; (b) mxing-at
| east sonme of the register values by taking a current value of a register
and replacing the current value with a function of the current value and a
val ue retrieved frﬁ?lgahgzet able; (c) concatenajing into a pseudorandom bit
string a function of the register values as nodified in step (b); (d)
repeati ng steps (b)-(c%{.a redeterm ned nunber of tines until the
pseudorandom bit stri g Ebc ks " BYOP % iF0RifgPHFina AR Ay 18N aP yBETITS t he
data string by conisiieg’hgGdiile is pstifdbitavaioen bTa copstiusy thad-abies. Faia string.
According to stillreaneker batpe GhkoOtatlB@rpdeamni0 ks \omitirodt & Tafi@ibk whose
provided a cryptoghgihite SABLERLARiBRGRYMH LddpR SRR Bhd ielbeidnOfNGI Si NY:
means for pLeprocessing vy o (i) = H'e. where HLE'HLHLE, = G,(AL/S8). Thus a table of
Q-values is a table for G-values read 1efE-to_—right, top-to-bottom. The
Make Tables procedure 10 then preferably defines the tables as follows:

T{i] = Q,(1i) for all 0<i<512;
10 S[3] = Q,(0x1000 + j) for all 0<j<256; and
R{k] =

Q,(0x2000 + k) for all O<k<4A(L-1)/8192A.

. Thus table T has 512 word entries, with each entry being 32-bits in
t length. The entries of tables S and R are also 32-bit words. Table S
15 hasg 256 entries and table R has a variable length.

Referring back to FIGURE 1, the tables "r and R are used by an
Initialize procedure 12, which also receives as inputs the index "n* and
a length control variable "1". The variable *1* is initially set to ‘50'
20 and its upper limit will depend on the ultimate desired length of the
output stream. The Initialize procedure 12 generates a set of initial
" values for the registers (A, B, C, D, n;, n,, n;, n,). The first group of
registers (A, B, C, D) have values that will be nlodified during a
pa_rticula.r *iteration" of the algorithm to l?e_ 5e§éribed, whereas the
25 .- second group of registers (n,, n,, n,, n,) havé values that remain
constant throughout the "iteration”". The method further implements a set
of mixing functions, M; ... M,, and a set of masking functions B, ... By,
with N preferably equal to 64. Each mixing .function M, has a
corresponding masking function B;, and an "iteration" generally ceomprises
30 a pair of such functions. Thus, mixing function M; and maskin-g function
B, are effected during a first iteration of the method, and soc on. The
sixty-four (64) iterations together define a *phase® of the algorithm, '
‘with each phase initiated by a call to the Initialize process 12. When

the particular phase.is complete, the value of "1* in ‘incremented.

3s
The initial values of registers (A, B, C, D) of the first group are
supplied via line 15a to the first mixing function M, during the first
iteration. Mixing function M, also receives via line 17 the initial
values of the second group of registers (n;, n,, Ny, n). As will be
40 seen, the function M, comprises a set of modification instructions which

serve to randomize the values of the registers (A, B, C, D) to generate a
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an encryption key into a table of pseudorandom val ues; neans for generating
initial values of a-set of words using values derived fromthe table;
nmeans for nodifying at |east sonme of the initial values of the set of
words to create nubigzeghgiords; means resporgive to the nodifying nmeans
for repeatedly concatenati ng into a pseudo[)andom bi t strihng a fgnctlog of
the nodi fi ed words ntlL pseudorandom bit string reaches a esire

| engt h; and neans sfgr e crreﬁ) Pifg YHEHAYR "R i35 55 “c Bhd 1% F-t 8 dat a
string and the ps‘@ﬁffemi’amhmstfwmgm B, receivee cthpef ﬁ@e‘t"éfpy’étva%t#er
aspect of the preseht apra/eett pOIvalieer from apleOy ivdedise 1£0NThet tskir@O APkt RinNQ:
means for. interfad RGed tphst 68l valis E:Rm! ALEN S AREFBEK N EheS Yd-BU8p0E refii€er
conputer; agd near»aﬂeqrfx%whxpéow&pa?ﬂag Boihd 0edS 06 @it tdled i
physi cal device omrisin mgan preprocessing an encryption e37
into a table of pseu.f’c?oranﬁ'bm

r‘r

In afidition to being supplied to the masking function B,,

preferably the pre-output values of registers (A, B, C, D) on line 15b

10 are also provided as inputs to the mixing function of the next iteration,
in this case M,. The mixing function also receives via line 17 the
initial values of the second group of registers (n;, n,, n,;, n,). As
described above, these values are initialized by the Initialize process
12 and remain constant throughout the phase. The initial values of the

15 . second group of registe;‘s are used to modify the pre-output (or perhaps
even the initial) values of the first group of régisters (from the prior
iteration) to allow the mixing function (in this case M,) to more
directly depend on information tied to the index n. The output of the

; mixing function M, on line 15c is supplied to masking function B,, which

20 receives these pre-output values as well as a nexé set of values from
table S via line 19. The masking function B, uses the set of values
from table S to "mask" the pre-output register vailues from the
corresponding mixing function to generat:e a da.ta str:.ng of pseudorandom

_ bits y,. . )

25 . _ o -

The iterations continue in this fashion. The part;.icular data
strings ocutput from each iteration are concatenated to grow the ocutput
data stream. According to the invention, th_e table S \i._s formatted to be _
of a sufficient size so that one pass through the S-table values

30 corresponds to the sixty-four (64) iterations. As noted above-, this
cycle is a *phase." 1In the event that a phase does not produce a long
enough output stream, a new phase is begin by a new call to the
Initiélize process 12 with *1* having been incremented by 1. That
Process then uses new R-values and begins the cycle again to create new

5 initial values for the registers (A, B, C, D, nm,, n,, ny, n). The
iterations of the phase are then begun again. The overall process is
stopped when the length of the output stream reaches a desired value.

The Initialize process 12 is described in one particular embodiment
40 in FIGURE 2. This routine maps *n* and "1® in a (T, R) -dependeni: way to
the firat group of registers (A, B, C, D} and the second group of
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val ues;-.means for generating initial values of a set of words using val ues
derlved from the table; neans for nodifying at | east sonme of the initial
val ues of the set of words to create nodified words; neans responsive to
t he nodi fying nean§#LQ£ repeatedly concatenating into a pseudorandom bit

string a functi of™ 2 modified words until the pseudor andom bi t string'

reaches a desired | ength; and nmeans for conbining the data string and the
pseudor andom bi t r§91’s|tﬁ§°. {n,, n,, Ny, n,}). The first execution or call to the Initialize 4

DESCRI PTI ON COF ThiEoddsERERRIEDuHENMB@DE MENEES)E n and R[0], R(1]., R[2] and R([3] in
. order to form the register values for the first phase. As noted above, -
if necessary the procedure may be run again (i.e., using R[4] ... R[7],
5 R[8] ... R[11], etec.) to generate additional sets of register values to

continue growth of the output data stream.

As seen in the first four lines of FIGURE 2, during the first phase
the procedure uses the index n and the first set of values R[0] ... R[3]
10 from the table R to Igenerate values for registers A, B, C and D. In the
next four lines, the routine performs a number of functions to furt_:her
randomize the reéist:ers A, B, ¢, D. Thus, e.g., line 5 includes the

following steps:
15 P # A & Ox7fc; B # B + T{P/4]; A # AAaan.

This notation is explained as follows. ' In the first instrqction,
the routine designates an intermediate variable P as the portion of the
value located at 0x7fc in register A. - That portion of A is thenused as

20 an index to Table T (as indicated by the expression °*T[P/4]"). The
notation P/d. is formally a d:w:.sion by 4, but in :.mplementat:.on means
only that the instruction mdexes into the array T in units of P bytes as
opposed to units of P/4 words. The pseudorandom value located at
position T[P/4] in table T is then retrieveq fand ..s'ummed, ignoring carry,

25 with the word in register B. This sum replacés the register B. " This is
the effect of the second instruction. Generalizing, the expression "B #
B + T[P/4]* thus takes a current value of a register B and replaces the
current value with a function of the current value and, a value retrieved
from the table T; the latter value is determined by another re_gister

30 value, namely, the value indicated by bits 21 ... 29 (0x7£c) of register
A. After the modifidation of register va.lt._te B caused by the second step,
the value in register A is rotated a predetermined amount and placed back
into the register A. This is the effect of the instruction *A # Adaag.*

This completes line 5 of the routine.

35
Lines 6-8 of the routine provide similar functionality. After line
8, the values remaining in registers D, B, A and C are then defined as
values n,, n,, n; and n,, respectively, as indicated by the instruction
(n,, n,, ny, n,) # (D, B, A, C) in line 9. Additional processing is then
40 carried out on the register values A, B, C and D as indicated by the last

four lines of the routine to thereby complete the randomizing process.
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Preferré&d enbodi nents of the present invention will now be described, by
way of exanple only, with reference to the acconpanying draw ngs, in

whi ch: FIGURE 1 is a process flow representation of a portion of the
i nventive pseud%%gqgoE;functlon for nappin% a 32-bit index "n" to a
pseudor andom L-b strlng SEALa(n) under t & control of a set of tables T,
R and S generated froma key "a"; FI GURE 2 describes the Initialize
process of Fl GURREYer the procefumgRps Zunjfex: khehEirst [7et §f vl no ff tenEhef

t he pseudor andomzbutiot ithne fhas gegented b rigitikle sers eflcdrotuen divm d3xch oft fhenfpur

SEALa(n); e&ddubrsla] B, US bhd DR Sand GO IGALH BF &IPS TédigtarsSy{Sin@Majlahd , a
keyboard, a nouse, . and a display, for use in inplenmenting the pseudorandom
function an for Using this function for encryption;

Referring now to FIGURE 3, it is seen ho_v)w the values for registers
(A, B, C, D) are used to map the 32-bit index n to an L-bit string
SEAL,(n). For a particular *i" value, lines 1-8 and 11 correspond to the
mixing function M;, which as will been below performs a further
10 randomizing function on the values in the registers (A, B, C, D) using
additional values retrieved from table T and other rotation and

operational instructions.

The preferred embodiment of the mixing function is now described.

1s Thus, for example, line 1 of the function performs four separate
instructions: the first instruction *P # A & 0x7fc" takes the piece of
register A located at the designated position; the second instruction "B
# B + T[P/4]" uses the piece of register A now in P as an index to table
T, with thq value retrieved from table T then summed, ignoring carry,

20 . with a current value in register B and the result placed back in B; the
third instz:uction “A # A&&éﬁ' rotates the value in register A; and the
fourth inst’ruction *B # B &8 A" generates an exclusive OR of register B
(following its modification in the second instruction) and register A
(following its rotation by the third instruc_t_:'.on)‘.. The result of the

25 fourth instruction is placed back in register B. The newly-defi;ed
value in register B is then used as the index for the next line (line 2)
of the routine by virtue of the instruction *Q # B & 0x7fc® in line 2,

and the process continues as shown. ~

30 Generalizind, it can be seen that the.second iﬁstruction_ in each
line takes a current value of a particular register and replaces the
current value with a function (e.g., +. &, etc.) of the current value and
a value retrieved from table T. Moreover, the value retrieved from table
T and useful in this function is determined by one or more values derived

35 from other registers, i.e., the first instruction in each line. Thus,
for example, a portion of the register A value is used ag an index (to
modify register B) in line 1 by virtue of instruction *P # A & 0x7fc*
whereas, in line 3, register C and register A (by virtue of P} create the
table index value. The latter index is generated by the instruction "P #

40 (P + C) & Ox7fc.*
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FIGURE 5 is an architectural block diagramof the conputer illustrated in
FI GURE 4; ' FIGURE 6 illustrates a pair of processes A
and B' communi cating over an insecure comunication |ink with nmessages
encrypted by the pseudorandom function of the |nvent|on

AT9-93-128 - 1

The particular sequence of instructions shown in lines 1-8 has been
found to be computationally efficient and produces well-randomized
register values at very high speed on conventional processor plaéforms,
especially when compared to encrypticn algorithms designed to be

s implemented in hardware.

After the process in lines 1-8 is carried out, the routine
continues at line 9 to perform the masking process. In particular, line
9 corresponds to one of the masking processes B; of FIGURE 1. 1In this
10 process, a set of values (.e.g., S{0] ... S[3], which are sequential
words) is obtained from table S and used to "mask® the pre-output values
of the registers (A, B, C, D) which exist following the running of the
respective mixing process. This *masking® is preferably carried out for
each register value (of the first set of regist_:ers (A, B, C, D)) teo
15 generate a masked register value. As seen in the illustrative
instruction, the masking of the pre-ocutput value in register B is
effected by the portion of the instruction *B-+ S{4i - 4]*. Using
sequential words retrieved from the table S, similar masking operations
are performed on the other registers C, D and A as indikated by the
20 instruction.
i
The masked register values are concatenated to form a daté. string
Y; for the particular iteration of the function SEAL,(n) defined by mixing
function M; and its corresponding masking fp.pctibﬁ B;. After generating
25 the data string y; for the particular iteration, the algorithm runs the
instructions in step 11 to use the register values (n,, n,, n,, n) to
modify the non-masked register values (A, B, C, D). prior to the next
itéra.tion. ] ~s
30 As noted earlier, when the 4-tuples from table S are exhausted, the
function réturns to FIGURE 2 and re-runs the Initialize process for the
next set of values from the R table. Once the new register values are

determined, the *for i" loop of FIGURE 3 is re-activated.

35 The outer loop of FIGURE 2 is broken by the instruction in line 10
when enough output bits have been collected for the particular
application using the pseudorandem function of the invention. As noted '
above, the variable L is the length of the output stream desired, and L
is assumed to have a large bound, e.g., L < 64 x 1024 x 8 bits. The

40 function stops generating bits as soon as it produces L‘ bits, where L
is the least multiple of 128 that is at least L. For a negsage
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SiGURE 'Z illustrates a portion of the conputer of FIGURE 5 showi ng the
pseudor andom function supported in the device driver to facilitate disk

encryption; and FIGURE 8 illustrates a portion of the conputer of

FI GURE 5 showi ng ifeeezrsgdidor andom functi on spgpported in the file systemto
facilitate both local and renpte file encryption. - The inventive
pseudor andom f unct .9 %‘on Q tlllg;tzed to ri)ﬁrf&gl[pbgfth cclaggttm ingspftware and
is preferably i rrp "8 2N 32 rocessor conventional desi g

Such processors, ¥%§ |‘H&TUH’%‘1Fh%°rI ‘H‘Fgle“%bm"lﬁ‘h’elpe’f%‘b‘ ST IP@hH um@

Processor, as melqulwbblﬁlzﬂeét}véa Instruction Set Conputer (RISC)
processors. Wiile these execution vehicles are preferred, the invention in

the preferged enbodi mtsed@tlalﬂxe@hsbﬁl gxmekal@mrmrseaﬁ Golrfd @dYrable to

byt e-addressabl e aqg%a@‘e + ndpé)%ﬁera%:.ol%lstw QI‘ OCG&%‘ 1cu ar. register 1501[10&9. ‘mc/i?m ence,
the follow ng notation i1s ,&'335% Syl 5 a>Word - and an
8-bit string is é"’“‘ﬁyf‘% JL"“"I'F'le‘“’én‘bt’ﬁg’ﬂ:?‘i Rjue ois modified tsing an + operand

whereas in line 5 the B value is modified using an & operand. It is
likewise desirable to alternate these operands across the various

10 registers during the processing of line 9. While such operations are
preferred, the particular algorithm shown in FIGURE 3 should not be taken
as limiting the scope of the invention. For example, it may be desirable
for some applica.tidns to use the same operator (+ or &) throughout. It
may be desirable to even omit the fourth instruction in each of lines 1-4

1s (the purpose of which is to more rapidly "diffuse* the information in the
higher-cxder bits of A, B, C and D); alternatively, the degree of
rotation in the third instruction in each line may be varied, or
different lines may have different rotation instructions. The particular
functions (+, &) may be re-ordered or varied in numerous ways without

20 affecting the basic purpose of the algorithm. All of these variations
should be considered well within the scope of the present, invention
wherein a length-increasing pseudorandom function maps an index to an
L-bit string under table-driven control. .

25 The software-~efficient pseudorandom Eu;n;:t:ion and its use thereof
for encryption may be carried out on a number of different computers
under a number of different operating systems. Foi.- example, a personal
computer, a mini computer, mainframe compute:; or a comg&ter running in a _'
distributed network of other computers are useful for these purposes.

30 Although specific choice of computer is limited only by disk a;td disk
storage requirements, computers in the IBM PS/2@ series of computers
could be used in the present invention. For additional information on
IBM's PS/2 series of computers, the reader is referred to Technical
Reference Manual Personal Systems/2 Model 50, 60 systems IBM Corporation,

35 Part No. 68x2224 Order Number 568X-2224 and TPechnical Reference Manual

Personal System/2 (Model 80) IBM Corporation Part No. 68X 2256 Order

Number S68X-2254. One operating system which an IBM PS/2 persocnal

computer may run is IBM‘s 0S/2 2.0@. For more information on the IBM
0S/2 2.0 Operating System, “the reader is referred to 0S/2 2.0 Technical

40 Library, Programming Guide Vol. 1, 2, 3 Version 2.00 Order Nos. 10G6261,

1066495, 10G6494.
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denot ed .
hexadeci rral
synbols "a"

The bits of a length-t string are nunbered [err]. Nunbers in
are witten by preceding themwth "0x" and then using the

-"f" to represent decimal 10-15, respectively. By yaaat, a ri

circular shift of the word y by t bits is denoted; in other words, the b
i of yaaat is [erATf"®3-%¥e synbols "'" "0" &hd "e" denote bitwi se AND, OR
and XOR functions. The expression A+B denotes the sum ignoring carry,
unsi gned words A and B théialtérpative, shencompdS? ffstevonibdt Aeaiydtih IBh8IKY MbOl

"H' denotes the GooEAlEvItk 19k OPbadRérs ili6h SRR Iche Gaké bpdfRalty &yaCen.

predi cate which ig, tv!ai’i%uhfmﬁm 8 'ub{e fsd éy%h&r/%b'&eﬂe Ae%@'ﬂeﬁ% dapgroer. Th
desi gnation Ali] r e arra X ls.a
real number, t her’l’%(‘ﬂa"cfgﬂ%t hfs??é?‘lré%‘t"n‘i ﬁ?’éﬁé 2 I

X, and Ax@denot

Several vari abl esrou%eb-nau-he. f THel mm axgrahesg:rsyqz:temaﬂ dhls::.beri efi rgjg‘aqz as

"registers.
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One such computer is shown in FIGURE 4. A computer 20, comprising
a system unit 21, a keyboard 22, a mouse 23 and a display 24 are
depicted. The screen 26 of display device 24 is used to present the
graphical user inéerface (GUI). The graphical user interface supported
by the operating system allows the user to use a point and shoot methed
of input, i.e., by moving the mouse pointer 25 to an icon.representing a
data object at a pa.rticula.r location on the screen 26 and pressing on the

mouse buttons to perform a user command or seJ:ection.

FIGURE S shows a block diagram of the cemponents of the personal
computer shown in FIGURE 4. The system unit 21 includes a system bus or
plurality of system buses 31 to which various components are coupled and
by which communication between the various components is accomplished.
The miéroprocessor 32 is connected to the system bus 31 and is supported
by read only memory (ROM) 33 and random access ;etlrmry (RAM) 34 also.
connected to system bus 31. a microprocessor.: in the IBM Multimedia PS/2
series of computers is one of the Intel family of microprocessors
including the 386 or 486 microprocessors. However, as noted above, other
microprocessors included, but not limited to', Mot:orola{"“s fanily of
microprocessors such as the 68000, 68020 or the 68030 microprocessors and
various R'ISC nmicroprocessors manufactured by IBM, Hewlett Pack-a.rd, gun,
Intel, Motorola and others may be used in the specific computer.

The ROM 33 contains among other code the Basic Input-Output system
(BIOS) which controls basic hardware cperations such as the interaction
and the disk drives and the keyboard. The RAM 34 is the main memory into

‘which the operating system and application programs are loaded. The

memory management chip 35 is connected to the system bus 31 and controls
direct memory access operations including, passing data between the RAM
34 and hard disk drive 36 and floppy disk drive 37. The CD ROM 42, also
coupled to the system bus 31, is used to store a large ;m\ount of data,

e.g., a multimedia program or large database.
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6 . n3, .n4) are initialized and retain their values for many steps of the
al'gorithm Oher registers (A B, C, D) have val ues which can change nore
frequently. Every register has a "current value" at a particular instant of
time. As will be seeng3-dg&ording to one aspecit of the inventive nethod, a
"current value" of a register is typically nodified by replacing the
current value with a fuwissd icomhebdedt RECKIEN &y86En BBl 11Ca@NChrdcusat decditerdivast:f r om
a table of pseudor %df?épbmtz}@hé*e§8, the mouse th&'bllQ@@Bl Q:HL @Edéfceéﬁlq:%}ﬁ@r
now f[O FI GURE .1’ a rocel?h,e ud:.o co t:z%{l[a m Jl. O‘Q’”y Icon@z%l?‘ern?at prov:.ées
mappi ng -a 32-bit i AdeX" 6 £
- the hardware 1nter£ace for the keyboard 22, the mouse controller 39
S ' provides the hardware interface for the mouse 23, the video controller 40
ig the hardware interface for the display 24, and the audio controller 41
is the hardware interface for the speakers 25a and 25b. An I/0
controller 50 such as a Token Ring Adapter enables communication over a
network 56 to other similarly configured data processing systems.
10
One of the preferred implementations of the present invention is as
a set of instructions in a code module resident in the random access
memory 34. Until required by the computer system, the set of
instructions may be stored in another computer memory, for example, in
15 the hard disk drive 36, in an optical.dibk for eventual use in the CD ROM
42 or in a floppy disk for eventual use in the floppy disk drive 37. As
shown in the figure, the operating system 60 and the presentation manager
62 are resident in RAM 34.

20 Although the various applications of the class of pseudorandom
functions described herein are quite varied, several applications can now
be described. It should be appreciated, however, that these examples are
merely illustrative and are not to be construe@_gg limit the use of the
inventive functions. These applications inqlpde 16ca1 area network (LAN)

25 message encryption, disk encryption, file encryption and pseudofgndom

number generation.

In typical applications requiring fast_software_sgyptography, data _

encryption is required over the course of a communication session to a

30 remote partner, or over the course of a login session to a pafiicular
machine. In either case, the key "a" which protects the session is
determined at session setup. Typically, this session setup takes at
least a few milliseconds and is therefore not a time- critical
operation. It is therefore acceptable to spend some number of

35 milliseconds at that time to map the relatively short key *a" to a {less
concise) representation of the cryptographic transformation specialized
to this key. The present invention is thus quite useful in this

application.

40 Existing LAN communication products (e.g., IBM LAN Distance, IBM
LAN Server, and the OSF DCE) are used where two entities, A’ and B*, are

This Sheet Has Been Repl

IV i




string:iy = SEAL, (n) under the control of a set of tables T, Rand S
generated froma key "a." The nethod begins by preprocessing the key "a
into preferably three (3) tables T, Rand S. This step is effected using a
Make Tabl e procedure 10 which receives as an input the key "a." In this
particul ar exanpl 89-8¥d2&key is a 160-bit striég that, in conjunction with a
function G described below, is used to define the three tables. Wile the
use of three tablBg &Sispictf £rsefsionikey HYaouheheben appise @biiived cdiab dabéwvcrlinge

tablt es C?ﬂ bg t hogiglhts qLe;afa 43;&5@4 ¥f§§g%d&g% Q"%‘é{iﬁf" si{#?&ﬂgﬁl foher ent
par S. e escr| L e% I 1 st:r:.n uoc:. a user
oxern ry and snoff B b S Gt M

i nvention. s reafitithe pith cRortard Gremyihie fasd idgsk: hithet dalbk dbexer 6i-spethd istrliing

usi Nng any one oOr HOLE rahd) Qhd held akdgpdedi vy tdReingl it. - wikthe spay i) Culaarmanl gaEs t hm
used is not Cr't'&@EEﬁOa£J1€segr§ssgmecé&vf§1§$ngn @ﬂqlahy %hsmeﬁéep&ﬁ&ntghat any

secure pseudorandongeqnene{ at o ,s,;e t:e u‘:h sectoﬁ ﬁ Q?Lg ?]wn% seu%orandom
generator thus ma erlved rroma Secure nas ord 1*8c her

a stream ci pher, SRS FW. XBoindeyithiEat (Yhe Ial"gj‘ﬁrﬂ"f‘l‘ﬁwf’%e‘d’el‘% 1Qé‘f‘?§?aﬁ"@‘t he
t abl es: coulod be baeediskwhbES coebts tre tSde ieneryvbbsih iAltper iarhmel &ibéd for even
a COfTbI nati on of <heW bk tshén @R Ro tﬁ&@@étﬂkﬂ@e&e@ve the same index.

FIGURE' 7 illustrates a portion of the computer of FIGURE 5 showing

the pseudorandom function supported in a device driver to facilitate such

1s disk encryption. As used herein, the term "device driver® also includes
terminate and stay-resident programs. In this example, the computer
supports the device driver 76 which intercepts read or write cal.lls
directed to a mass storage device, in this case the hard disk 36 of the
computer of FIGURE 5. The read/write calls are communicated to the

20 device driver 76 from the coperating system 78. The operating system
supports a login utility 80 that receives the password p, that the user
enters when he turns the computer on. The login utility hands off the
password to the key processing utility 82 that generates the tables T, R
and S. The tables are supplied to the pseuc}qra.né::;n function 84 which

25 then encrypts the disk data via the encryption function 86.

Yet another applicatior; of the pseudorandom function is file

encryption. In this case, the string is a data file agd the index is a
unique file identifier associated with that particular"file. FIGURE 8

30 illustrates a portion of the computer of FIGURE S sﬁowing the i
pseudorandom function supported in the file system to facilitate both
local and remote file encryption. In this representative example, the
files degired to be accessed by the application may reside in the local
file system 88 or a remote file system 90 accessible to the local file

35 system 88 via the communication link 92. Aas‘in FIGURE 7, the login
utility 80 collects the user’s name and password and passes these to the
key processing utility 82, which generates the tables R, R and S. These
tables are supplied to the pseudorandom function 84, which generates the
pseudorandom bit strings that are used by the encryption function 86 to

40 encrypt the data files. The file systems inclucie appropriate interface
layers to communicate the read and write requests.

This Sheet Has Been Repl

[T




-Lhe illustrative enbodiment, the function Gis described jin National
Institute of Standards, "Digital Signature Standard,"” Federal |Information
Processi ng Standards Publication XX Draft - February 1993, which is
i ncorporated herein by reference. The function Gis based on the Secure
Hash Al gorithm (SHA) described in National Institute of Standards, ."Secure
Hash Standard, " Ret@Bal28| nf ormati on Processithg St andards Publication 180,
which is also incorporated herein by reference. Details of SHA and the
particular function G GefmibAeRLAhRAtkdcifiNid BRfCpdedaantnaumbil jdhetdton,
notation G err] (ided8elri deladE Gpdl1chfiSn AR AT LLauk) deMunbhstaber ences).
7 bits. In this case, the random key *"a" is stretched to a much longer
pseudorandom string defined by SEAL,(i;) H SEAL,(i,) H ..., where (i,, i,,

[ «c..) is a simple sequence (e.g., 0, 1, 2, ...) of indices.

It should be appreciated by those skilled in the art that the
specific embodiments disclosed above may be readily utilized as a basis
for modifying or deéigning other routines for carrying out the same

10 purposes of the present invention. For examplé, it should be readily
appreciated that while the preferred embodiment implemer.ﬂ:s the invention
in 32-bit processor, the method is also applicable to other execution

} vehicles including 64-bit machines. Other parameters, like the length of
“‘n", can easily be increased or otherwise changed. Those skilled in the

15 art will recognize that such equivalent techniques and embodiments do
not depart from the spir:.t and scope of the invention as set forth in the

appended claims.

N
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t he ke e| ng a 160-bit string and i being an integer,

Blﬁ ml “I B‘lﬂ (i) 'is a 160-bit value. To construct the tables, Gis
Make Tabl e procedure 10 to construct a function whose

|rrages are 32- b|t wor ds i nstead of 160-bit ones. The function Qis defined

by Qerr](i) =[err] where [err] = Herr](A/5@. Thus a table of

Qvalues is a tabl@l‘gﬁﬁﬁr—l@val ues read | eft-tol®ight, top-to-bottom The

Make Tabl es procedure 10 then preferably defines the tables as foll ows:

T[i] = qerr](i) : for all 0<i<512; crams S[j] = Jerr](0x1000 + j)

for all 0<j<256; and R k] = Qerr](OXZOOO + k) for all

O<k<4A(L- 1)/8192A entri . each

entry being 32-bits inA%& eth‘t’%t%ﬁ'%ppelﬁ? anelgg% Jaz%l e’éq"g ahd °taafl§4mapzéto

32-bit words. Tablﬂ’rS“%ag"mES’(?l%t‘:F? &&eesrf:tabl e R has a variabl e | engt h

Rq\ferrlng back to FIGURE 1, the tables T and R are used by an

{a) using the index and a set of values from a table of
pseudorandom numbers to generate initial values for a set of registers,

the table having been precomputed from the key:

10 (b) mixing at least some of the register values by taking a
current value of a register and replacing the current value with a

function of the current value and a value retrieved from the table;

(c) concatenating into the pseudorandom bit string a function of

15 the register values as modified in step (b); and

(d) repeating steps (b)-(c) a predetermined number of times to
grow..the pseudorandom bit string to a desired length.

20 2. A method as cilaimed in Claim 1 wherein the value retrieved fxom the
table in step (b) is loca.ted-in the table using a value derived from at
least one other register.

3. A method as claimed in Claim 2 wherein p.fter. the value derived from

25 the other register is used to access into the table, the other ;égister
has its current value replaced with a circular shift of its current value

by some predetermined amount.

. ~3e
4. A method as claimed in Claim 3 wherein after the circular shift of
30 the other register value, the current value of the register of step (b)

is replaced with an exclusive-OR of the current value and the

circular-shifted value in the other register.

S. A method as c¢laimed in Claim 3 wherein aﬂ:er the circular shift of
35 the other register value, the current value of the register is replaced
with a modulo sum of the current value and the circular-shifted value in

the other register.

6. A method as claimed in Claim 1 wherein the step of taking a current

40 value of a register and replacing the current wvalue with a function of
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Initialize rocedure 12, which also receives as inputs the index "n" and a
Ilmﬂu IM’““ m!mm'l able "1". The variable-"1" is initially set to "0" and
depend on the ultimate desired | ength of the output
stTedm “Thé Ihitialize procedure 12 generates a set of initial values for
the registers (A B, C D nferr], nferr], nlerr], nferr]). The first
group of registers (A B, C D have values t hat vm'II be nodified during a
particular "i ter &PoR 1% the al gorithmto B8 described, whereas the
second group of registers (n[err], n[err], n[err], n[err]) have val ues that -
remai n const ant tihectgheagt valhe and taoraiup gutrievdctmptthe fabier iheepdahpl eniomt s a
“set of mxing funetswaseyMerr] ... Merr], and a set of masking functions
-Blerr] ... Blerr], with N preferably equal to 64. Each m xing function

Merr] has a correspogqj o0 BP0k UAOLLONG ThBIHEL Bl £0unak! PLI0N oo

generally conprises a pair uncti on err|
and maskllng) f unctSt8h ¢ B{) é"P?]f“&?"‘éméf"Fe’d‘t S RITT ARG a&dﬂ‘f’é‘F 3 oot i iGRFGEt R
met hod, and so orfteHE) $hetfpdtdar igcxpoduieswe-i ons t oget her define a "phase"
of the algorithm wth each phase initiated by a call to the Initialize

process 12. Wen g he DQJeEﬁ&UL@ElﬁmQMC&aﬁpmhﬂh@r 1h&iRaMR! tpeMing Ltepd
| ncr ement ed. (d;r ué:m crt%er éo? a?t{eﬁ I rs tablgpko r];owct D) of the

first groyp are suppll mXin unction Merr]
during thé&’first PPEP5teH b‘T\/I“)'EF’d’@ tuRRA FSHE BPPR-al so recel ves via line
17 the initial

9. A method as claimed in Claim 1 wherein the function of the register
. values in step (c) is derived by masking the mixed register values with
values retrieved from the table.
1s
10. A method for mapping an index and a key into a pseudorandom bit
string, compr:':sing the steps of:
i

(a) preprocessing the key into first, second and third tables of

20 pseudorandom values;

(b) using the index and a first set of values from the first
table to map values from the third table into first and second sets of

register values;

-

25
() mixing the first set of register values by taking a current
value of a register and replacing the current value with a function of
the current value and a value retrieved from the third,table;
30 (d) using a first set of values from the second table to mask the

register values as mixed in step (c):

(e) _concatenating into the pseudorandom bit string a function of
the masked register wvalues;
3s
‘ (£) repeating steps (c)-(e) using a second set of values from the
) seéoné_.t;a?_p_le to grow the pseudorandom bit string; and

(@) 'repea.ting ~sf:.eps (b)-(£f) using a second set of values from the

40 first table to further grow the pseudorandom bit string until it reaches

some desired length.
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val ues of the second group of registers (n[err], n[ferr], n[err], nferr]).

e function Merr] conprises a set of nodification
ﬁﬂimuuulﬂjmlmmmrserve to random ze the val ues of the registers (A B, C
D) to ‘geferlte®a ™ - 8 set of
"pre-output” values for these registers on |ine 15b. The correspondi ng
maski ng function B[err] receives these pre-output values as well as a set
of values fromtaBfE98-3%8a |ine- 19. The nmasRkPng function Blerr] uses the

set of values fromtable S to "mask"” the pre-output register values from
the correspondi ngim Xi T} heth6d adtlbnegCiACERALE 10 Wiatedn Sefdragsted (§5amdor andom

bits Y[ er I’] . second set of register values are used to modify the register values

generated in step {(c).

S 12. The method as claimed in Claim 10 wherein the key is preprocessed
into the first, second and third tables using a pseudorandom generator

derived from a secure hash algorithm.

13. A method for encrypting a data string relative to an index and an

10 encryption key, comprising the steps of:

{a} using the index and a set of values from a table of
pseudorandom numbers to generate initial values for a set of registers,
the table having been precomputed from the encryption key:;

15 '

{b) mixing at least some of the register values by taking a

current va.lue of a reg:.ster and replacing the current value with a

function of the current value and a value retrieved from the table;

20 (c) ' concatenating into a pseudorandom bit string a function of

the register values as modified in step (b):

(d) repeating steps (b)-(c) a predetermingd number of times to
grow the pseudorandom bit string to a desired; length; and
25 ;
(e) exclusive-ORing the pseudorandom bit string and the data
string. '
. ~
14. The method as claimed in Claim 13 wherein the dai:a. string is a
30 message to be communicated over an insecure channel and the index

corresponds to a sequence number for the message.

1s. The method as claimed in Claim 13 wherein the data string is a data
block to be stored in a mass storage device and the index specifies a

35 physical location of the data block within the mass storage device.

16. The method as claimed in Claim 13 wherein the data string is a data

file and the index is a unigue file identifier associated to the

particular file.
40
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In addition to being supplied to the masking function Blerr], preferably

t he |8fs of registers (A, B, C D) on |line 15b are al so
prol/m}mmmsmn\umumo.the m xi ng function of the next iteration, in this
case*M &rrj. "Thé nmi'xing function also receives via line 17 the initial

val ues of the second group of registers (n[err], n[err], n[err], n[err]).
As descri bed above, these values are initialized by the Initialize process
12 and remai n cons®®®31R% oughout the phase. %he initial values of the
second group of registers are used to nodify the pre-output (or perhaps
even the initial) val ueschiptédrepticrist@r tatperairyprdny stdars sffinomebiveripinigor
iteration) to all oMéahbEofipebfiBcddiind bR enbivBe il Gy CiAES aM B lof dsBudPRbfion

di rectly depend onwhg%é).r mation tied to the index n. The. output of the

m xing function Merr] on line 15c is supplied to masking function B[err],
whi ch receives these pre-output values as well as a next set of values from
table S viadine 19. Theansasssperpife fot vadvesBleritedsinonths ciebls ferapenesatingm
table.S to "nmask" idieifir exloed pHta B&gbsiwvetdsyal ues fromthe correspondi ng

m xing function to generate a data string of pseudorandombits y[err].

The iterations conti nu?ne;nns %orll:'i %ogigfirr]xigoare:' 1ea1 %olpeag it é’”ig{tigﬁtvglues of the set
of words to create modified words;
10
means responsive to the modifying means for repeatedly
concatenating inte a pseudorandom bit string a function of the modified
words until the pseudorandom bit string rea'.ches a desired length; and

is5 means for encrypting the data string by combining the data string

and the pseudorandom bit string.

18. A computer, comprising:

20 an operating system;

a device driver for interfacing a physical device to the 6perating
system; T s
25 a pseudorandom function supported in the device driver for mapping
an index to a pseudorandom bit string under the control of a table
precomputed from an encryption key; and
~
means for encrypting a data string associated wi{:h the physical

30 device by combining the data string and the pseudorandom bit string.
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strijgs’ eut.put fromeach iteration are concatenated to grow the output data
stream According to the invention, the table Sis fornatted to be of a
sufficient size so that one pass through the S-table values corresponds to
the sixty-four (64) iterations. As noted above, this cycle is a "phase." In
the event that a jphase,goes not produce a | ggg enough output stream a new
phase is begin by a newcall to the Initialize process 12 with "1" having
been incremented by 1. That process then uses new R-val ues and beugl ns the
cycle again to create n@W"P?I‘E‘F?% FOETITE AP oPE L TTE TPEYOE(ROR SNFRFTEN ¢ D,
nferr], nferr], nlerr], n[ferr]). The iterations of the phase are then
begun again. The overall process is stoppassmémn the |-ength of the out put
streamreaches a desired value. - The Initialize process 12 is
descri bed fn one particul.a wafemegmlgq__n%seh? I.ng.llﬁnj%ngtlon-rhlssax[ ou‘;l naen(drralps

and "1" in a (T, R)-dependén Ir st group 0 |sf‘ers A~ B, C
D) and the. s econcfnazfy@gﬁ:no ey to a pseudorandom bit string useful for constructing a

stream cipher. The method begins by preprocessing the encryption key

into a table of pseudorandom values. The index and a set of values from
the table is then used to'generate a set of'initial values for the

10 registers. At least some of the register values are modified in part by
taking a current value of a register and replacing the current value with
a function .of the current value and a value retrieved from the table, the
latter value being determined by the values in one or more other
.registers. After modifying the register values in this fashion, the

15 values are masked using other wvalues from the table and the results then
concatenated into the pseudorandem bit string. The modification step is
repeated and a new masked function of the register values is then
concatenated into the pseudorandom bit string. The modificétion and
goncatenation steps are, repeated to continue growing the pséudcrandom bit

20 string until the string reaches some desired length.
. i
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9 .g,;‘gﬁsj,érﬁs (n[err], n[err], n[err], n[err]). The first execution or
call to the I'nitialize process is run usihg the values of n and R 0], R 1],
R[2] and R[3] in order to formthe register values for the first phase. As
noted above, if necessary the procedure may be run again (i.e., using R 4]
R7], RI8] ... R 11], etc.) to generate aggitional sets of register
val ues to continue growh of the out put dat & &fream As seen in the
first four lines of FIGURE 2, during th f[i st zhase t he procedure uses the
index n and the first set of wval ues R[O?r R[8] fromthe table Rto
generate values for[regiflers A_R Capd D lp the next faur lines the

routi ne performs a hMAKEe Rof furlctions fo further ranglom ze the regi slters

A, B, C, D. Thus0—#14BLES| ilncl udes| t he foll owi ng}steps:
| 10 |S f =
17
t—1s 4
INITIALIZE . :
. 12 y A 4 1
N——————eeeel-tf - Fq M1 \ M2 \ M3 e MN
150 15b 15¢
. v B
| ¥ Yo
FIG. 2
procedure Initialize; o (n4 ABCD, n,.ﬁz.n3.pa:) N
| A—n@®R[4); B
2 B—(a)})8) @R{4+1};
3 Ce(n)})16) ® R[4+2);
4 D-(n)))24) ® R[4+3); : e

for je—1 to 2 do

P—A & Ox7fc; B=—B + T[P/4]; A—A)})9;
P—B & 0x7fc; C-—C + T[P/4]; B-B})9
P—C & Ox7fc; DD + T[P/4; C-—CW)9:
Pe-D & Ox7c; A=A + T[P/4}; D-—D})9;

] (ni.nz.ﬂs,ru.)“'(ou B- A, C);

10 P—A & Ox7fc; B—B8 + T[P/4]; A—AN;
11 P+—B & OxTic; C—C + T[P/4]; B-B))S;
12 P~—C & Ox7fc; D=0 + T[P/4}; C—CW9;
13 P—D & Ox7fc; A—A + T[P/4); D—DW;

o~ oo




P,f’#-v A& OXT7fc; B# B+ T[P/4]; A # Aaaa9. . This notation.is ~

expl pilned as follows. In the first instruction, the routine designates an

interrediate variable P as the portion of the value |ocated at Ox7fc in

register A. That portion of Ais then used as an index to Table T (as

I ndi cated by the expression "T[P/4]"). The notation P/4 is formally a

division by 4, but in inplenmentation neans only that the instruction

i ndexes into the array, T in units of P lpyges as opposed to units of P/ 4

wor ds. The pseudorandom val ue | ocat ed‘@[ﬁosi yon T[P/4] in table T is then

retrieved and summred, ignoring carry, ‘wrthet word in register B. This sum

repl aces the rfegrster | 'S Lhe erTect ol tne second tnstructl

Gener al i zi ng, thﬁ@iﬁ?g%ogﬁ)sB # B + TP/ 4]" thus takes a current value of

a-register B gnd rep] aces the current value with a function of the cufrent

~value and a Jal de“r&trieved fromthe table T; the latter value is .

determ ned by [angbhges-pagiesder val ue, nanely, the value indicated by bits

21 ... 29 (Ox{fc) of register A After the nodification of register value B

caused by the |seconlitigize pp (nth &BGD.u Momzngli ster A is rotated a

pr edet er m ned {anou d back into the register A This is th

ef fect of thel|inst %&?iﬂ?)r%péoﬁg%aaa& This conpletes line 5 of the rofitine.
1 P-—A & Ox7fc; B—B + T[P/4); A—A))9; B—B@®A :

Q—B & O0x7fc;  C—C@®T[Q/4]; B—B)}))9; C—C + B;

P—(P + C) & Ox7fc; D—D + T[P/4]; C—C}))9; D—DDC;

Q—(Q + D) & Ox7fc; A—ADT[Q/4); D—D))9; A—A + D;

P—(P + A) & Ox7fc; B—B@T[P/4; A—A})Y:
Q+—(Q + B) & Ox7fc; C+C + T[Q/4]; B—B))S;
Pe(P + C) & Ox7fc; D—D @ T[P/4}; C—C})9;
Q- (Q + D) & Ox7fc; A=—A + T[Q/4]; D—DW)9;

y—y || B + S[4i~4] | c@®S[4i-3] | 0 + S [4i-2] | A®S[4-1):]
10 if [yl 2L then return (ygyq eaayg)i i
11 if odd(i) then (A, C) «— (A + n;, C + n,)
else (A, C) (A + n3, C + n,);
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Limtes 8-8 of the routine provide simlar functionality. After line 8, the
values remaining in registers Db B, A and C are then defined as val ues

nferr],
instruction (n[err],
Addi ti onal

nferr],

nferr]

and n[err];
nferr],

nferr],

respectively,
nferr]) #(D, B, A O
processing is then carried @tk on the register values A, B, C

as indicated by the
in line 9.

and D as indicated by the | ast four S the routine to thereby
conpl ete the random zi ng process. IEIGE Q;

10
thg

After f

ne procedure is run for the first set of values R O] R 4],
OPERATING |~ 60
SYSTEM
I 56
/
PRESENTATION Ak
MANAGER | _
: 62 34 DIGITAL
SIGNAL
| PROCESSOR
2 35 32 33 50 TN
/ / / N\ 43
MEMORY ~ MICRO- ROM 1/0
MANAGEMENT 3 PROCESSOR CONT.
/
42
N
0 39 40 41
36 37 ROM 38 .
N\ N\ / / / / -'
HARD | |FLOPPY] | KEYBOARD MOUSE VIDEO AUDIO
oisk| | Disk | | CONTROLLER| |CONTROLLER| |CONTROLLER| |CONTROLLER
KEYBOARD | |  MOUSE GRAPHIC
DISPLAY 258
25 2§ A m——
R
o SPEAKER SPEAKE
FIG. 6
A £ B
74 I 74 ™
(TRS) ¥ (TRS)
| {8 —® ,
a 12K 70 Y . 72 | o
CLIENT SERVER



rout | ri?t-’hUs has generated an initial set of values for each of the four o
registers A, B, Cand D, and for each of the four registers n[ferr], n[err],

nferr] and n[err]. Referring nowto FIGURE 3, it is seen how the
val ues for registers (A, B, C, D) are used to map the 32-bit index n to an
L-bit string SEAL[err](n). For a parti ﬁ]l?r "i" value, lines 1-8 and 11

correspond to the m xing function %TG ?}ich as will been bel ow perforns
a further random zi ng function on alués in the registers (A B, C D

usi ng additi onal Mﬁmﬂ&fﬂw at7 on and
oper ational i nstr}ictQRERATING The prefer 80 br éhe m xi ng
function i s now dpscr¥BEM  Thus, for exanple A o LISERO N
perfornms four sepprate instructions: the fir [ 'P # A & Ox7fc”

t akes the piece of reglster A P£ d at the .tion; the
" .

second instructioh "B # B + T[} es the er A nowin P as
an index to tablefT, with the pepgagigpetrieve [ hen summed,
ignoring carry, Wth a current| SgtteRsi n regi Fesult pl aced
back in B; the thjrd instructipn "A # Aaaa9" a'ue in register
A; and the

86
A\ KA
. | st —e==
oevicE | [} @ It (TRS) » - 3
{ | .
DRIVER 1 = § / —
< DISK PHYSICAL
| 8 s CONTROLLER DISK
3
< 1 SYSTEM BUS ‘ 5 o
wrucsion  FIG. 8 | "
woon %
| . U ‘
| FILE SYSTEM INTERFACE oy e USR
8 | PASSHORD
FILE e ————— 2l KEY
SITEM | |1 g 1 LIRS penceeing
(LOCAL e J < yTiLTY e -82
MACHINE) .
< )
I 84 |88
FILE SYSTEM INTERFACE
(BOTTOM)
92
FILE RVER INTERFA :
oILE [ FILE SERVER INTERFACE " 35
(LOCAL OR o ~90 ——
REMOTE) . . . DISK PHYSICAL
- 3 | CONTROLLER DISK
DEVICE DRIVER 3 '
< i SYSTEM BUS . -,
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(foll ow it fi.cat nkt i
SEIERHE ﬁ%%;n@%nm okl et sl B e&ha@aﬁm’
ifistruction is shacleapsf fegi @tF@Ee ---'Th sNnew @E‘e t’f"fét’ %9 """""

regi ster B is t{i®Dransreyls)apapéeb..iTidexpaged ~t.he| next | |

routine by virt e . ueti gﬁ_fﬁ_&Ox? in line 2, and. h
process conti ndgAggtr%homﬁgéé férbag eraliktng, |DAEEnOEeR§§EH’T ha12 Eﬁv 1996

second instruction in each |ine takes a current value of a particular
regi ster and repl aces th@SEmRPRAICY FONCATON\ANDTHE PFnTHEREQY FQR ECRYRTION et c.)
of the current value and a value retrieved fromtable T. Moreover, the

val ue retrieved from t &Rl G-JeedRdatisieldl rdiRedsicS nbdhoes ieom ahéa Gk@puTbREd by

one or nore val ues derived from:other reglsters i.e., the first
I nstruction in each line. Thus, for exanple, a portion of the re€| ster, A
val ue is used as an i n(‘fé‘f?t(’?‘ii“’h’(?d1’1fs§°‘?se§‘ies‘f’€F1YB)‘s‘idnt‘T R AR TR e e o

instruction "P # Auth@ne¥¢ity afhesseages jommynigpsed overnndnapcwre chanprlsi edhdteey A
(by virtue of P) cappaicatidae, tifbiscndcaskaxy \tabtlencribidoh et irformekd st ildgh data

generated by the instd UgtdeQilireden® ushiiidy dehic¥edX (£ Ge"all, with the help of
supporting cryptographic hardware. Such hardware, however, is not
available on most conventional computer systems. Moreover, even when
cryptographic hardware is available, it has been found that an algorithm
designed to run well in hardwidre does not perform in software as well as
an algorithm optimized for software execution. The hardware-efficient
algorithm of the Data Encryption Standard (DES) is no exception.

Prior attempts to design encryption methods for efficient
implementation in software are known in the prior art. Several of these
functions are described in U.S. Patent No. 5,003,597 and in the article
entitled "Fast Software Encryption Functions”, R. Merkle, Advances in
Crvptolegy, CRYPTO ‘90 Proceedings, Springer-Verlag. In general, the
Merkle technique 'constz"\.lcts ja fixed length or *block® cipher by operating
upon a data input having two halves: a left half and a right half. The
left half is used.as an index to access a table. of pseudorandom numbers
to thereby retrieve a table 'value. That value is then exclusi.va_]_.y ORed
{XOR) with the right half of the data input and the result relabeled as
the left half. The original left half is then rotated by a pi:'edetermined
amount and relabeled as the right half. The iterative process is then
continued in this fashion until the data input is fully. randomized. To
achieve high speed, in one embodiment the table of p_se‘v'..xdorandq‘m numbers

is precdmputed.

The Merkle technique and other known software-oriented block
ciphers provide advantages over prior art hardware-based encryption
techniques. Nevertheless, there remains a need to provide improved
software-efficient encryption techniques that exhibit high speed and

computational efficiency on conventional processor platforms.

In accordance with the present invention, there is now provided a
method for mapping an index and a key to a pseudorandom bit string,

comprising the steps of: (a"') : using the index and a set of values from a

table of pseudorandom numbers ‘to _generate initial values for a set of

\ " |REPLACEMENT SHEET|
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The particul ar sequence of instructions shown in lines 1-8 has been found
ta be conputationally efficient and produces well-random zed register

val ues at very high speed on conventional processor platforns, especially
when conpared to encryption algorithns designed to be inplenented in

har dwar e. After the process inlines 1-8 is carried out, the
routine continues at line 9 to performthe gasking process. In particular,
l'i ne -

registers, the table having been precomputed from the key; (b) mixing at
least some of the register wvalues by taking a current value of a register ~
and replacing the current value with a function of the current value and

. a value retrieved from the table; (¢) concatenating into the
pseudorandom bit string a function of the register values as modified in
step (b); and (d) repeating steps (b)-(c) a predetermined number of

times to grow the pseudorandom bit string to a desired length.

Viewing the present invention from a second aspect, there is now
provided a method for mapping an index and a key into a pseudorandom bit
string, comprising the steps of: (a) preprocessing th.e key into first,
second and third tables of pseudorandom values; (b) using the index and
a first set of values from the first table to map values from the third
table into first and second sets of register values; (c) mixing the
first set of register wvalues by taking a current value of a register and
replacing the current value with a function of the current value and a
value retrieved fron; the third table; (d) using a first set of values
from the second takle to mask the register values as mixed. in step (c¢);
(e) concatenating into the pseudorandom bit string a function of. the .
masked register values; (f) repeating steps (c)-(e) using a second set
of values from the second table to grow the pseudprandom bit string; and
(g) repeating steps (b)-(f) using a second set of values from tﬁe first
table to further grow the pseudorandom bit string until it reaches some
desired length. o . .

Viewing the present invention from a third aspect, there is now
provided a method for encrypting a data string relative to an index and
an encryption key, comprising the stel;s of: (a) using.the index and a
set of values from. a table of pseudorandom numbers to éenera.te_ initial
values for a set of registers, the table having been precomputed from the
encryption key; (b) mixing at least some of the register values by
taking a current value of a register and replacing the current value with
a function of the current value and a value retrieved from the table; (c)
concatenating into a pseudoi'andom bit string a function of the register
values as modified in step (b); (d) repeating steps (b)-(c) a
predetermined number of times to grow the pseudorandom bit string to a
d_,esired length; and (e) exclusive-ORing the pseudorandom bit string and
the data string.

Viewing the present invention from a fourth aspect, there ié now

provided a cryptographic system for encry'pting‘a data string, comprising
REPLACEMENT ;fipz’i"*
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9" corresponds to one of the masking processes Blerr] of FIGURE 1. In this
preocess, a set of values (e.g., S[0] ... §[3], which are sequential words)
is obtained fromtable S and used to "mask"” the pre-output values of the
registers (A, B, C, D) which exist following the running of the respective
m xi ng process. This "masking" is preferably carried out for
value (of the first set of registers (A B, & D)) to generate a masked"

regi ster value. As seen in the illustrative instruction,

each regi ster

t he maski ng of

t he pre-output vakesnsi forr @gpsdcessibly ias enefvbeizhddybintt hve tgdetafopsayfiorapdom
instruction "B + Ghfles; nédne rddpbdigve $€QuRRAL iddkiveBIH6n cRE chBlsL Eoxf G@Rritiag

table S, similar TRAKLDGAOREIALL AL ordiLadlOidhel FBe noBieh IS gs%hgﬁc;ﬁleifg;s

C, D and A as indicated i NStruct

val ues are concat SRArBHEh PO YL Bt ?fts?fr Y’?f& VPeF1e% OF !

i

?I cuTar

iteration of the FesRoRtign SSERGS RAdLIYIRG meare foE FeBFaLer R ﬁ@f“’FEﬁﬁ‘é ’r"@nm‘:R/[aerr]
and its correspondssagormsd hir beried ia0funBfien rof. theAidddfiedowedaintid thee dat a

string y[err] for pbdi@cRabdd SiH Btring Gesdned R, adsiteadl GGEn;t &0 6dans fohe
Instructions in sStg %,,&Jm&%g ek Qﬁm‘EGAySLoﬁL;W\{RJ léﬁé aﬁ&[ @&&Lg b ghL], nferr],

nferr]) to nodify t
next iteration.

register va

ues (A, B,
seudorandom :|.t str:.n g.

D)

prior to the

Viewing the present invention from a fifth aspect, there is now

provided a computer, comprising: an operating system; a device driver

for interfacing a physical device to the operating system; a pseudorandom

function supported in the device driver for mapping &dn index to a

pseudorandom bit string under the control of a table precomputed from an

encryption key; and means for encrypting a data string associated with

the physica.l' device by combining the data st;ring and the pseudorandom bit

string.

In a preferred embod:.ment of the present invention, there is

providdd an efficient pseudora.ndom function for mapping an index and a

key to a pseudorandom sequence of bits. The index is short (e.g..,

32-bits) while the output bit sequence is potenually very long. The

pseudorandom bit string is useful for construct:.ng a stream c:.pher.

The pseudorandom function is a cryptographic *object® that

preferably maps. the index "n" and an encryption key to an pseudorandom

bit sequence. The method begins by preprocessing the \gpqryption key into

a table of pseudorandom values. The index and a set of values from the

table is then used to generate initial values for a blurality of

registers. Using a predetermined mixing function, the initial values of

some of the registers are then medified in part by taking a current value.

of a register and replacing the current value with a function of the

current value and a value retrieved from the taﬁle, the latter value

being determined by portions of one or more other registers. After

modifying ‘the registers in this fashion, their resulting values are

masked using other pseudorandom values derived from the table and a

predetermined masking fuhction. The masked register values are then

concatenated into the pseudorandom bit string to complete an iteration.

_ Subsequent iterations are performed to grow the pseudorandom bit string-

to a desired length. _
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As noted earlier, when the 4-tuples fromtable S are exhausted, the
function returns to FIGURE 2 and re-runs the Initialize process for the
next set of values fromthe R table. Once the new regi ster values are
déterm ned, the "for i" loop of FIGURE 3 is re-activated. The outer
| oop of FIGURE 2 is broken by the instruction in line 10 when enough out put
bits have been collected for the particul ar abplication using the

pseudor andom function of the invention. As noted above, the variable L is
the | ength of the out plite stucemgeaastedkih thizdidshion iessnFeforandpmseauentarge
bound, e.g., L < GAtX tAdk24s Xsdubdi BySway[BE ekdtBld E& eidrPPing@nElatiiiery "BiiingaS

soon as it prOdUCG‘:%lJ:uv@'tL% pRELR ok podiRidnRe MRASIngERIoE | Ak Gs@bdot&fioh AL 1S

at least L. For a srtIE:’.SnSg g as many bits as the plaintext strlng_ is long. Thus, the

inventive encryption method is uniquely adapted for use in various types
of software cryptography. For example, where the application involves
encrypting messages over an insecure communications channel, the "string"
is a particular message and the "position" is a sequence number
identifying the message’s position in a data stream. In this
app_licai:ion, the encryption key is a key which protects the communication
session. In yet another application, disk encryption, the *string*
represents a particular sector of data to be ;written to or read from a
disk, and the "position” is an index identifying the position of the
sector on the mass storage device. In the disk encryption application,
the key used to generate the table is preferably derived fx;:om a password
entered by a user. Typically, in éach application the particular
*string® invelved is encrypted by XOR-ing the string and the .pseudorandom
bit stream which is output by the pseudorandom function of the invention.
i

Preferred embodiments of the present invention will now be
described, by way of example only, with reference to the accompanying
drawings, in which: I

FIGURE 1 is a process flow representation of a port:.on of the :
inventive pseudorandom function for mapping a 32~bit index *n* to a
pseudorandom L-bit string SEAL,(n) under the control of a set of tables
T, R and S generated from a key "a"; )

~.7

FIGURE 2 describes the Initialize process of FIGURE 1;

FIGURE 3 describes the 'preferred embodiment of the pseudorandom
function for genergting the pseudorandem bit string SEAL,(n):

FIGURE 4 illustrates a computer comprising a system unit, a
keyboard, a mouse and a display, for use in implementing the pseudorandom

function and for using this function for encryptidn;

~ FIGURE 5 is an architectural block diagram of the computer
illustrated in FIGURE 4;

fiEPLAch ENT SHEET

" This Sheet Has Been Re | L 02 MAY 1996

HllllllIIIIIHHIIIHIII - —

s e
———,
e Uy, s i o, "




12 .encryption application, it will often be the case that L is less than
4096 x 8 bits, while for disk encryption on a personal conputer, L wll
typically be 512 x 8 bits. As seen in FIGURE 3, generally it has
been found desirable to alternate + and e operations when a particul ar
register is nodified. Thus, inline 1 the B register value is nodified
using an + operand whereas in line 5 the B value is nodified using an e
operand. It is |likew se desirable to al ternat e these operands across the
various ‘registers during the processing of line 9. While such operations
are preferred, the partF¥EURRE Hilgghratdsm Shbwef PreREERE 8ndk R gPrhunbtatibeg
taken as limting toleer ssdpgechte chwuhivdeithi Rk wEcH messag®dd egcribtedtty e

desirabl e for sone pggpbldndbh @Rscidh UBRnd RRveadidy; Operator (+ or e)
t hroughout. It may be desirable to even omt the fourth i nstruction in each

of lines 1-4 (the purpose of which is to nore rapidly "diffuse" the
information in the hi ghBFFY%t det*ipitategsa Rortion efé‘ﬁﬁ Beutar £8 TSRV RISoVirfe
degree of rotati onths Peénsordnden] fiunesioneurperted rincthedevigredrizgr Ise Spailisate or

disk encryption; and

FIGURE 8 illustrates a portion of the computer of FIGURE S showing
the pseudorandom function supported in the file system to facilitate both

local and remote file encryption.

The inventive pseudorandom function is optimized to perform
efficiently in software and is preferably implemented on a 32-bit
processor of conventional design. Such processors, e.g., . include the
Intel 386€@, Intel 486@ and the Pentium@ Processor, as well as 32-bit
Reduced Instruction Set Computer (RISC) processors. While these
execution vehicles are preferred, the invention in the preferred
embodiment detailed below is appropriate to any byte-addressable general
purpose 32-bit processor. i

. . I

For convenience, the following notation is used herein. A 32-bit
string is a *"word®" and an 8-bit string is a "byte". The empty str:f.ng is
denoted g. The bits of a length-t string axe nun;bered KoKy o o o Xpug o
Numbers' in hexadecimal are written by preceding them with *"0x*" ;r-xd then
using the symbols ®"a"-"f" to represent decimal 10-15, respectively. By
yadat, a right circular shift of the word y by t bits is denoted; in .
other words, the bit i of yadat is ¥(..cjuear2- . The symbels *’* *Q" and “&*
denote bitwise AND, OR and XOR functions. The expre_ss:':;.on ‘A+B denotes the
sum, ignoring carry, of unsigned words A and B:; this is the sum mod32 of
words A and B. The symbol "H* denotes the concatenation operator. The
symbol odd(*) means the predicate which is true if and only if its
argument is an odd number. The designation A[i] means the i-th entry of
the array A. Further, if x is a real number, then AxA denotes the
smallest integer greater than or equal to x, and Ax@ denotes the largest
integer less than or equal to x.

Several variables used in the following description are referred to
as "registers.® A “"register" as used herein may or may not correspond to
a physical register associated with the processor. It is a.'construct

that can be said to have a particular "value "  Some rjlsters {n;, n,,
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different lines may have different rotation instructions. The particul ar
functions (+, e) nmay be re-ordered or varied in nunerous ways W t hout
atfecting the basic purpose of the algorithm All of these variations
shoul d be considered well within the scope of:the present invention wherein
| engt h-i ncreasi ng pseudorandom function maps an index to an L-bit string
under table-driven control. The software-efficient pseudorandom
function and its use thereof for encryption may be carried out on a nunber
of different conputers under a nunmber of different operating systems. For
exanpl e, a personaPcBipfeetnitiplited andorpsatreFhelaPHicF oiPE BFGERSY °bithe
conput er running i Rlgerdtst r icbhkredegietanera, ¢f Gt Piehaveordudseyisichraan behad f or
t hese purposes. Al hbflghegG@Ray S | Bveali GefRee n&DAPent FalueMatedl pRrdi¥uliy

di sk and disk stor ag&aaﬁqqulﬁanW1ﬁogpuLe¢.r SacLJLdE tA BM E&%@&e&l es of
conput ers coul d be useg‘7 t e, present |nvent| ‘g‘l‘l

i nformation on PS5 néeer?és of"rrﬁ%u?é’Fs° t°h’éegr‘ eﬁe’rs ’?1? L Pgfied
Techni cal Refer encBY WEPLFSErapERSs SYrFentSyatue i FD aNbietion Pf e Aysénplrspnd a
Cor poration, Part KelueGBx2@EA4f10m e talilg MfcpseEGE3tRR 2dmzendraTeshni cal

Ref erence Manual Personal Systeni2 (Mddel 80) |IBM Corporation Part No. 68X

2256 Order Number S68X- Vagé%argéglaqugfg{éngg n§vy %L %%M@' 1C ha oc!e@M fli)§v %:Lagr

. _For ormation ont e
ngkﬂSOﬂal conputer ma'yhgwunndetalimg a mgog for ma.pplng a3 b:.t m ex "n*" to an L-b
' string y = SEAL,(n) under the control of a set of tables T, R and S

generated from'a key *a.* The method begins by preprocessing the key “a*”
into preferably three (3) tables T, R and S. This step is effected using
a Make Table procedure 10 which receives as an input the key "a." In
this particular example, the key is a 160-bit string that, in conjunction
with a function G described below, is used to define the three tables.
‘While the use of three tables is preferred, it should be appreciated that
the three tables can be thought of as merely one table or array with
three different parts. The description of three (3) distinct tables is
thus merely exemplary and should not be taken by way of limitation as
other table groupings or structures are useful as well to implement the
present invention.

The . pseudorandom values in the tables are épécified using any one
or more algorithms known in the art. The particular algorithm u;ed is
not critical to the present invention and it is envisioned that any
secure pseudorandom genei'ator is useful for this purpose. The
pseudorandom generator thus may be derived from a secuge hash algorithm, .
a block cipher, a stream cipher, and so on. For example, the algorithm
used to generate the tables could be based on DES, MbS, the Se-cure Hash
Algorithm (SHA) or even a combination of any of the above. According to
the illustrative embodiment, the function G is described in National
Institute of Standards, "Digital Signature Standard,*® Federal Information
Processing Standards Publica..tion XX Draft - February 1993, which is
incorporated herein by reference. The function G is based on the'Secure
Hash Algorithm (SHA)} described in National Institute of Standards, -
"Se_cure Hash Standard,® Federal Information Processing Standards
Publication 180, which is also incorporated herein by reference. Details
of SHA and the particular function G can be cbtained from these
references (with the notation G,(i) used in place of the notation G(a,i)

in the references).
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5/ 2 2.0 Qperating

System the reader is referred to OS/2 2.0 Techni cal

Li brary, Programi ng CGuide Vol. 1, 2, 3 Version 2.00 O der Nos. 10G5261,

1036495, 10C§QA94
Im:the alternative,

13
t he corrputer system m ght :be in the I BM Rl SC

Systen? 6000@ 1| i ne of conputers which run on the Al X@operating system The
various nodels of the RI SC Systenf 6000 are desgribed in many publications
of the I1BM Corporation, for exanple, RI SC Systeni 6000, 7073 and 7016

POVERst ati on and PQ/\ERs%rver eH’ﬁlI’ dwar e Technical referen

th th *a* being a 160-bit string ané: 1 belng an integer,
0<i<2%, G,(i) is a 160-bit value. To construct the tables, G is
re-:i?ndexed by the Make Table procedure 10 to construct a function whose
images are 32-bit words instead of 160-bit ones. The function Q is
defined by Q,(i) = Hi, ., where H'H!H'H'H! = G,(Ai/5@). Thus a table of
Q-values is a table for G-values read left-to-right, top-to-bottom. The
Make Tables procedure 10 then preferably defines the tables as follows:

Ti] = Q,(i) for all 0<i<512;
S{j] = Q,(0x1000 + j) for all 0<j<256; and
Rfk] = Q,(0x2000 + k) for all 0<k<4A(L-1)/8192A.

Thus table T has 512 word entries, with each entry being 32-bits in
length. The entries of tables S and R are also 32-bit words. Table S
has 256 entries and table R has a variable length.

Referring back to FIGURE 1, the tables .T and R are used by an
Initialize procedure 12, which also receives as inputs the index *n* and
a length control variable "1'. The variable "1" is initially set to '!0"
and its upper limit will depend on the ultimate desired length of the

output stream. The Initialize procedure 12 generates a set of initial

" values for the registers (A, B, C, D, n;, n,, n,, n,). The first group of

registers (A, B, C, D) have values that will be mod:.f:.ed during a
partxcula.r *iteration" of the algorithm to be descr:.bed whereas the

‘second group of registers (n,, n,, n,, n,) have values that remain

constant throughout the *iteration®. The method further implements a set
of mixing functions, M, ... M,, and a set of masking functions B, ... By,
with N preferably equal to 64. Each mixing _function lg,”has a
corresponding masking function By, and an "iteration® generally comprises
a pair of such functions. Thus, mixing function M; and maskin;' function
B, are effected during a first itération of the method, and so on. The
sixty-four (64) iterations together define a *phase” of the algorithm, .

"with each phase initiated by a call to the Initialize process 12. When

the particular phase.is complete, the wvalue of "1" in incremented.

The initial values of registers (A, B, C, D) of the first group are
supplied via line 15a to the first mixing function M, during the first
iteration. Mixing function M, also receives via line 17 the initial
values of the second group of registers (n,, n,, h,, n,). As will be
seen, the function M, comprises a set of modification instructions which

serve to randomize the values of the registers (a, B, C, D) to generate a
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No. - SA23- 2644-00. The Al X operating systemis described in General Concepts
and . Procedure--Al X Version 3 fior RISC System 6000 Order No. SC23-2202-00 as
wel | as other publications of the |IBM Corporation. . One such
conputer is shown in FIGURE 4. A conputer 20, :conprising a systemunit 21,
a keyboard 22, a nouse 23 and a display 24 are depicted. The screen 26 of
di-spl ay device 24 is used to present the graphical user interface (GU).

The graphical user swto@r-fpageo&wwag@eq P&é éhase e eées% syat g, ald,ows the
user to use a point_and ey novi n th nmuse

pointer 25 to an i CCC’)T’]reF n élggemnihrgg 5\1:55:(0& b]jegﬁq[ve%lt thes re —out ues

rircarar roeati on
on the screen 26 aHﬂ“pF%§s?‘ﬁg°%Ha%‘ﬁé frem Sabls g f’bﬁﬁé“teolger"f”ﬁrﬂ‘ﬁshmﬁs@-}“°“°“

command or sel ecti @nuses the set pf GREesSirshraBleas [vb CoRsidi Biygr prw-oftpoth@egister
conponents of the pereenmbm GRS sp&GROW niAnd EGIIREBMto ThRrssssh edatalBkiingl

i ncludes a system RES,sQfaoRhddeRdity yOf system buses 31 to which various
conponents are coupl ed and by whi ch comuni cati on between the various

conmponents is acconplished. The m croprocessor 32 is connected to the

system bus 31 and is suPpBfiEirnple Peing BRPYieddAT "eRAVW B8cHAR Brandom
access nmenory (RAMpr&4raily d-heammesttpdt talusy of engisasrs30A. B @1 O G Dig@SE® | n
the | BM Mul ti nedi aaRRSkPso provided as inputs to the mixing function of the next iteration,

in this case M,. The mixing function also receives via line 17 the
initial values of the second group of registers (n,, n,, n,;, ng}. As
described above, these values are initialized by the Initialize process
12 and remain constant throughout the phase. The initial values of the
second group of regist:e:s are used to modify the pre-output (or perhaps
even the initial) wvalues of the first group of registers (from the prior
iteration) to allow the mixing function (in this case M;) to more
directly depend on information tied to the index n. The output of the
mixing function M, on line 1Sc is supplied to masking function B,, which
receives these pre-output values as well as a next set of values from
table S via line 19. The masking function B, uses the set of values
from table S to "mask" the pre-output register values from the
corresponding mixing function to generate a data. str:.ng of pseudorandom
bits y,.

The iterations continue in this fashion. The part;.icular data
strings cutput from each iteration are concatenated to grow the output
data stream. According to the invention, the table s_&g formatted to be
of a sufficient size so that one pass through the S-table values
corresponds to the sixty-four (64) iterations. As noted above, this
cycle is a "phase.” In the event that a phase does not produce a long
enough output stream, a new phase is begin by a new call to the
Initialize process 12 with *1" having been incremented by 1. That
process then uses new R-values and begins the cycle again to create new
initial values.for the registers (A, B, C, D, n,, n,, n,, n. The
iterations of the phase are then begun again. The overall process is

stopped when the length of the cutput stream reaches a desired value.
The Initialize process 12 is described in one particular embodiment

in FIGURE 2. This routine maps *n" and *1* in a (T,R)-dependent way to
the first group of registers (A, B, C, D) and the second group of
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series of conputers is one of the Intel family of microprocessors including
the 386 or 486 m croprocessors. However, as noted above, other
m.croprocessors included, but not limted to, Mdtorola s famly of

M Groprocessors such as the 68000, 68020 or the 68030 m croprocessors and
vari ous RI SC m croprocessors nmanufactured by 4 BM Hew ett Packard, Sun,
Intel, Mdtorola and others may be used in the specific conputer.

The ROM 33 cont ai t her code the Basic.l. 5 Qut Y, LR
which control s basmlgggﬁg%\f\g?'&’bpé'r g’?i'oﬁg s%%ih éég?ﬁ% %ﬁ%g §§|%‘%?&%&i%%?
di sk drives and t FE°REJISaFE “RE RANPEES ¥ B RES Rl W@ 1 #PD ¢h the
operating system &AfeapplirEathoAepebey suenfer Fombbdt FiRe -neiforSFeRuPatenent
chip 35 i s connectigdndcesdalie By ireradbresndylbameh egrinr @l s., Gine®RI4NBADME7],
access operations giacl.udirpgr], pates) kg qdadracdeidseeinal RecROMr3disans vhfled b Sk

drive 36 and fl oppy,digk gg&lt\éeo@Znﬁ JNSuClZN,44,. al so coupled to the

systembus 31, is used to store a large anount of data, e.g., a multinedia

program or | arge dat abase.
As seen in the first four lines of FIGURE 2, during the first phase

the procedure uses the index n and the first set of values R{0] ... R[3]
from the table R to generate values for registers A, B, C and D. In the
next four lines, the routine performs a number of functions to further
randomize the registers A, B, C, D. Thus, e.g., line 5 includes the

following steps:
P#AS&OXIfc; B # B+ T[P/4]; A # A3aan.

This notation is explained as follows. ' In the first instru_ction,
the routine designates an intermediate variable P as the portion of the
value located at 0x7fc in register A. - That portion of A is thenjused as
an index to Table T (a..s indicated by the expression "T[{P/4]"). The
notation P/4 is formally a division by 4, but in implementation means
only that the instruction indexes into the array T in units of P bytes as
opposed to units of P/4 words. The pseudorandq_?. Jvalue located at
position T{P/4] in table T is then retrieveq .And ..s.ummed, ignoring carry,
with the word in register B. This sum replaces the register B. --‘I'his is
the effect of the second instruction. Generalizing, the expression *B #
B + T[P/4]"* thus takes a current value of a register B and replaces the
current value with a function of the current value and a value retrieved
from the table T; the latter value is determined by another re_gister
value, namely, the value indicated by bits 21 ... 29 (0x7fc) of register
A. After the modification of register value B caused by the second step,
the value in register A is rotated a predetermined amount and placed back
into the register A. This is the effect of the instruction "A # A33a9."

This completes line S of the routine.

Lines 6-8 of the routine provide similar functionality. After line
8, the values remaining in registers D, B, A and C are then defined as
values n;, n;, n; and n,, respectively, as indicated by the instruction
(n;, n; ny, n,) #° (D, B, &, C) in line 9. Additional processing is then
carried out on the register values A, B, C and D as indicated by the last

four lines of the routine to thereby complete the r;ndomizing process.
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14 . °  Also connected to this systembus 31 are various 1/0
controllers: the keyboard controller 38, the nouse controller 39, the
video controller 40, and the audio controller 41. The keyboard controller
38 .provides the hardware interface for the keyboard 22, the nouse
controller 39 provides the hardware interfacg for the nouse 23, the video
controller 40 is the hardware interface for the display 24, and the audio

controller 41 is the hardware interface for th rs 2 and
/0 controller 5CSHER g e tEieer® NI AIMHIE" enab?afkvalues i%] i éat %gﬁ oV er

a network 56 to dteHEinesthye|hee| denerated garisirighteat O oresS Y §§%‘t fyhe four
One of the preferredisteps dneht atandris ol tcheeaph @Scihe fopy enrvistars B a. o et
of instructions ima code nodule resident in the random access nenory 34.
Until required by the conputer system the. set of
Referring now to FIGURE 3, it is seen how the 'values for registers
(A, B, C, D) are used to map the 32-bit index n to an L-bit string
SEAL,{(n). For a particular "i" value, lines 1-8 and 11 correspond to the
nixing function M;, which as will been below performs a further
randomizing function on the values in the registers (A, B, C, D) using
additional values retrieved from table T and other rotation and

operational instructions.

The preferred embodiment of the mixing function is now described.
Thus, for example, line 1 of the function performs four separate
instructions: the first instruction "P # A & O0x7fc" takes the piece of
register A located at the designated position; the second instruction "B
# B + "r[P/4] * uses the piece of register A now in P as an index to table
T, with the value retrieved from table T then summed, ignoring carry,
with a current value in register B and the result placed back in B; the
third instruction "A # 2AA43a9" rotates the value in register A; and the
fourth instruction "B # B & A" generates an exclusive OR of register B
(following its modification in the second inst:zjgcht.ién) and register A
(following its rotation by the third instrui:‘t:i.on)..'. The result of the
~ fourth instruction is placed back in register B. The newly-defi-r;ed
value in register B is then used as the index for the next line (line-2)
of the routine by virtue of the instruction "Q # B & 0x7fc” in line 2,
and the process continues as shown. N ~
Generalizing, it can be seen that the second iﬁstruction- in each
line takes a current value of a particular register and replaces the
current value with a function (e.g., +, &, etc.) of the current value and
a value retrieved from table T. Moreover, the value retrieved from table
T and useful in this function is determined by one or more values derived
from other registers, i.e., the first instruction in each line. Thus,
for example, a portion of the register A value is used as an index’ (to
modify register B) in line 1 by virtue of instruction "P # A & O0x7fc"
whereas, in line 3, register C and register A (by virtue of P) create the
table index value. The latter index is generated by the instruction *P #
(P + C) & Ox7fc."

f ""‘""*-‘-—-....
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i-nstructions may be stored in another conputer nenory, for exanple, in the
hard di sk drive 36, in an optical disk for eventual use in the CD ROM 42 or
in a floppy disk for eventual use in the floppy disk drive 37. As shown in
the figure, the operating system 60 and the presentation manager 62 are
resident in RAM 34. Al though the various applications of the class
of- pseudorandom functions described herein aré'quite varied, several
applications can now be described. It should be appreciat ed, however, that
these exanpl es are nereffe pritisilpatseqenand: dne rngtiodso sigem CiaNbinesiads thes | Hegh t
the use of the inveotid e beneip@EGondIN@SRrARPIY 6 pRAGcdsNEd1¥dBnddagadq ar ea

network (LAN) nessag lseapwmeg%v %‘iﬁ@ Je\épJAQ eddibf1 CAGEYRLS Taé}”Qms,
pseudoragldom nunber, §ecne < SHioff 35 ‘n‘l’v IC%%I ons ?’equf’

|
fast software cr ypto ﬁatcé’mpeaﬁﬁdr §|%t°|“6’ﬁ'p¥ au’f’}"'g'ﬁf BPAPIENE Bdur se of
a communi cation ses‘g‘%(fﬂ 154 dorestHEepart ner, or over the course-of a login
session to a particular nmachine. In either case, thhe key "a" which protects
the session is deternm negteatths @36deds iseiidis 1T/ Rk Gakdika dub) SnS SRR set up

takes at least a fQuadlhidsi £6ON0S BN risint RS RERLE N8esd. t L BarGllidiCdine
9 corresponds to one of the masking processes B; of FIGURE 1. In this
process, a set of values (e.g., S[0) ... S[3], which are sequential
words) is obtained from table S and used to *mask" the pre-output values
of the registers (A, B, C, D) which exist feollowing the running of the
respective mixing process. This *masking® is preferably carried out for
each register value (of the first set of regisgers (A, B, C, D)) to
generate a masked register value. As seen in the illustrative
instruction, the masking of the pre-output value in register B is
effected by the portion of the instruction *B + S{4i - 4]}*. Using
sequential words retrieved from the table S, similar masking operations
are performed on the other registers C, D and A as indicated by the
instruction. .
i

The masked register values are concatenated to form a daté string
Y; for the particular iteration of the functioq_sguuhﬁn) defined by mixing
function M, and its corresponding masking functi;h B;. After generatxng
the data string y; for the particular iteration, the algorithm runs the
instructions in step 11 to use the register values (n,, n,, n,;, n,) to
modify the non-masked register values (A, B, C, Df prior to the next
iteration. ~

As noted earlier, when the 4-tuples from table S are exﬂgusted, the
function returns to FIGURE 2 and re-runs the Initialize process for the
next set of values from the R table. Once the new register values are
determined, the "for i* loop of FIGURE 3 is re-activated.

The outer loop of FIGURE 2 is broken by the instruction in iine 10
when enough output bits have been collected for the particular
application using the pseudorandom function of the invention. 2As noted

- above, the variable L is the length of the output stream desired, and L
is assumed to have a large bound, e.g., L < 64 x 1024 x 8 bits. The
function stops generating bits as soon as it produces L’ bits, where L‘~
is the least multiple of 128 that is at least L. For a message
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eperation. It is therefore acceptable to spend some nunber of ni I I'i seconds
at .that tine to map the relatively short key "a" to a (less conci se)
representation of the cryptographic transformation specialized to this key.
The present invention is thus quite useful -in:this application.

Exi sting LAN communi cation products (e.g., |BM LAN Di stance, |BM LAN
Server, and the OSF DCE) are used where two entities, A and B, are

15 trying to commma@n \Aﬁsﬂcmsn,aquﬁr o&\éﬁrqeaﬁe'él§§(i:ﬂ£@LC:{LaE£L%| enasl GURE

6 illustrates a pa e ' and B Lng over the
i nsecure conmuni ca'%olron % 78{,‘1‘; For SR t1°n"°€‘ ersr°('=,"’slen e T

adversary who wit n"é@é‘éaéhf ﬁ’é %rﬁnﬁn’i"é‘at i on over the i nk 70. According to

t he | nventl on, nessages transm tted_ _
As seen in FIGURE 3, generally it has been found desirable to

alternate -+ and & operations when a particular register is modified.
Thus, in line 1 the B register value is modified using an + operand
whereas in line 5 the B value is modified using an & operand. It is
likewise desirable to alternate these operands across the various
registers during the processing of line 9. While such operations are
preferred, the particular algorithm shown in FIGURE 3 should not be taken
as 1i:iu'.ting the scope of the invention. For example, it may be desirable
for some applications to use the same operator (+ or &) throughout. It
may be desirable to even omit the fourth instruction in each of line_s 1-4
(the purpose of which is to more rapidly *diffuse" the information in the
higher-order bits of A, B, C and D); alternatively, the degree of
rotation in the third' instruction in each line may be varied, or
different lines may have different rotation instructions. The particular
functions (+, &) may be re-ordered or varied in numerous ways without
affecting the basic purpose of the algorithm. All of these variations
should be considered well within the scope of the present invention
wherein a length-increasing pseudorandom function maps a.n index to an

i L-bit string under table-driven control.

E
o

The software-efficient pseudorandom fun;:tion and its use thereof
for encryption may be carried oﬁt on a number of different computers
under a number of different operating systems. Fo:f example, a personal
computer, a mini computer, mainframe compute:': or a comg&ter running in a _'
distributed network of other computers are useful for these purposes.
Although specific choice of computer is limited only'by disk a;xd disk
storage requirements, computers in the IBM PS/28 series of computers
could be used in the present invention. For additional information on
IEM’s PS/2 series of computers, the reader is referred to Technical
Reference Manual Personal Systems/2 Model 53, 60 systems IBM Corporation,
Part No. 68x2224 Order Number S68X-2224 and Technical Reference Manual

Personal System/2 (Model 80) IBM Corporation Part No. 68X 2256 Order

Number S$68X-2254. One operating system which an IBM PS/2 personal

computer may run is IBM‘s 0S/2 2.0@. For more information on the IBM
0S/2 2.0 Operating System, ‘the reader is referred to 0S/2 2.0 Technical

Library, Programming Guide Vol. 1, 2, 3 Version 2.00 Order Nos. 10G6261,

1066495, 10G6494.
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between the entities are encrypted with the pseudorandom function descri bed
above to facilitate secure comuni cati ons over the |ink. At the
béegi nni ng of their comruni cation session, an entity authentication protocol
I's :executed which distributes to A and B -a fresh and random sessi on key
"a". According to the present invention, thi $3 key is used as the key "a"
for SEAL. In particular, key "a" is mapped by"A and B to T, Rand S, are
t hese tables are suppli ed to the pseudor andom function 72. The function 72
generates the pseudor afrdghe biteraatilngthenpimetrer SYEHRENTIGRE § pitethe TR REFC
message (x| or vyj systes/ 000w il i@nof 4ofydris odlidhy ram o hd/ALXR aparrhiggasysbemt er
on the nunber of FRsSALREs 3BAL1stE LRERACNBEL P08 are Ales@ibedin WAils USE
these three tabl e%uﬁﬂc%% %Q tLQ%BgPC%gp%ggﬁ%oXmexheMlea ﬁ%&t%ﬁzemt/%o‘ 7073
communi cati on session which gun. ust [ve et al LS
process are set f&RHH HepfYFRstat] RSl e digE o RO T S
nunbered n[err] f &e- tsh%é* ?$4r4s?° ne'%@a@‘é °m2atf-'e9r s!(sr‘iem §écf’6ﬁ‘fflh%é‘a§é‘ﬁ:2énd o)
forth. Messages seg 8 R VatHibe ! y 6040 eoxfierr &b
nmessage, nferr] f@523t-bﬂ}25ﬁpg§1qyem3§§aﬂﬁer éuwms@;a‘ner&fhthel feMl Gorbéda@Idnant t hat
nferr] @n[err] for all 1 @j. In other words, no party may use a sequence
nunber tw ce. I's equally necessary that n[err @ nerr] for all and j.
Thus, no sequence nunb®F TEBEBEHERT feSPoR & FEEHdad H§BHCer zonu?ﬁg'gf’rsr’iﬁg
schene neeting the wisesreuidnefi t # dugborsd 32 nplrgugep23 and a dlsplaY 24 are

depicted. The screen 26 of display device 24 is used to present the

graphical user interface (GUI). The graphi_ca.l user interface supported
by the operating system allows the user to use a point and shoot method
of input, i.e., by moving the mouse pointer 25 to an icon representing a
data object at a-particular location on the screen 26 and pressing on the

mouse buttons to perform a user command or selection.

FIGURE 5 shows a block diagram of the components of the personal
computer shown in FIGURE 4. The system unit 21 includes a system bus or
plurality of system buses 31 to which various components are coupled and
by which communication between the various components is accomplished.
The m:.croprocessor 32 is connected to the system bus 31 and is supported
by read only memory (ROM) 33 and random access memory (RAM) 34 also.

{ connected to system bus 31. A microprocessor in the IBM Multimedia PS/2
series of computers is one of the Intel family of microprocessors
including the 386 or 486 microprocessors. However, as noted above, other
microprocéssors included, but not limited to, Motorolq;s family of
mlcroprocessors such as the 68000, 68020 or the 68030 mlcroprocessors and
various RISC microprocessors manufactured by IBM, Hewlett Packard, Sun,

Intel, Motorocla and others may be used in the specific computer.

The ROM 33 contains among other code the Basic Input-Output system
(BIOS) which controls basic hardware operations such as the interaction
and the disk drives and the keyboard. The RAM 34 is the main memory into
. which the operating system and application programs are loaded. The
memory management chip 35 is connected to the system bus 31 and controls
direct memory access operations including, passing data between the RAM
34 and hard disk drive 36 and floppy digk drive 37. The CD ROM 42, also

coupled to the system bus 31, is used to store a large amount of data,

e.g., a multimedia program or large database. REP LACEMENT SHEET
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eonstruct. A mght use even sequence nunbers n[err] = 0, n[err] = 2, |
nferr] = 4, and so on., reserving for B the odd ones nferr] =1, nk= 3, nB
=5, and so on. Wen A" wants to send her 1-th nessage x[err] to B' she
conputes the first Ax[err]A bits of SEALa(nl); which is denot ed denote
pad[err] Then A sends to B' (n[err] pad[err] & x[err]), which is her
.encryption of x[err]. Simlarly, when party B' wants to send his j-th
nessage y[err] to A, hels bénnserd HonfIRE Iystepadis' 31€ane| @irtidys, I A0N&nerdla6sar I']
i's the first Ay[err i hiybsar@fcoSEALRk ),  relobbi® chitbidiel Yo LRI 1 4ddalonk ASH &;
shoul d be so MaNy MRS@RCHeSERle MnGOITE: A2 {ind Rakodld ) éroglee% 3201 E s ace

sequence - nunber s get Uha wa.rQ Lnter%ace gSI on must e ctlve ar e

over. In this case a new SessT6A Bt A YR %t e“h‘v“\n“l"H SAFEEFTET 23n of a
new and random sessFBiREyRe é’ard"“e m““““ﬁﬁ?ﬁt“l‘?ér‘“°&i?p?3'c§ﬁ vitepfcoptyoller 40
present invention i% thedeardearedintentacy lient ther dirppar 2ht dnd SRCiNdDd Softtrdol ThirSkl
accesses. In this ajpltieChdrid@dte interface for the speakers 25a and 25b. An I/O

controller 50 such as a Token Ring Adapter enables communication over a

network 56 to other similarly configured data processing systems.

One of the preferred implementations of the present invention is as
a set of instructions in a code module resident in the random access
memory 34. Until required by the computer system, the set of
instructions may be stored in another computer memory, for example, in
the hard disk drive 36, in an optical disk for eventual use in the CD ROM
42 or in a floppy disk for eventual use in the floppy disk drive 37. As
shown in the figure, the operating system 60 and the presentation manager
62 are resident in RAM 34.

Although'the various applications of the class of pseudorandom
function§ described herein are quite varied, several applications can now
be described. It shouldl be appreciated, however, that these examples are
merely illustrative and are not to be construe@_;g limit the use of the
inventive functions. These applications inqlpde 16ca1 area network (LAN)
message encryption, disk encryption, file encryption and pseudofandom
number genergtion. .

In typical applications requiring fast software gryptography, data
encryption is required over the course of a communication segssion to a ‘
remote partner, or over the course of # login session to a paféicular
machine. In either case, the key "a" which protects the session is
determined at session setup. Typically, this session setup takes at
least a few'milliseconds and is therefore not a time- critical
operation. It is therefore acceptable to spend some number of
milliseconds at that time to map the relatively short key *a" to a (less
concise) representation of the cryptographic transformation specialized
to this key. The present invention is thus quite useful in this
application. '

Existing LAN communication products (e.g., IBM LAN Distance, IBM
LAN Server, and the OSF DCE) are used where two entities, A’ and B’, are
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16 _key a is not a session key but rather a string derived froma password
p[err], that a user u enters when he turns his machine on. As an exanpl e,

one nright select a = SHA(p[err]) e Klerr], with Klerr] a 160-bit string
associ ated to user u and stored on the machijge' s di sk. Wien the operating
systemtries to read the i-th sector fromthe hard disk, the data there S x
(i.e., the string x).is read and then decrypted by XOR-ing it with
SEAL[err](i). Adryingty chinyniofte Sithlone peothes over ag inseciee¢hannel.s FIGIRE 6

Simlarly, when tﬁx%tr%f&?&& Hﬂsuéﬂﬁfo%@sésrA%dtB@c&ﬁﬂlﬁtﬁcattlﬂégﬁfttlgarlrﬁiEﬁ@r |tn htehe
(1)

data to be witten 1s st encrﬁ%& 'éﬁ -|g%

event that there Bmygicationdink 79, J hgidesisngtion; & F@Hﬁséh%ﬂd@e’f‘ﬂy é‘H‘E‘Fsg?fﬁ ed, -
i ndi ces, are sel echesbniminicfiehovir e 181kCH0. tﬁkbaérdmstdmmmmc fhefseges inafsniiled

sane i ndex. eﬁ%RE 1 1lus

t.es I of th ter. of
FIGURE 5. show ng e B8 s tn b infohshdsPliod Bof SRl i Riosp o
facilitate such d'acsmiersmuyq:mnummoﬁmmdrﬂlehd{n the term "device driver"
al so includes term nate and stay-resident programs. In this exanple, the
conput er

At the beginning of their communication session, an entity authentication
protocol is executed which distributes to A' and B' a fresh and random session key "a".
According to the present invention, this key is used as the key "a" for SEAL. In
particular, key "a" is mapped by A' and B' to T, R and S, are these tables are supplied
to the pseudorandom function 72. The function 72 generates the pseudorandom bit
string, which is then encrypted to the message (xj or yj) via function 74 (typically an &)
Maintaining a counter on the number of messages sent to the other so far, A' and B’
thus use these three tables to encrypt the messages which are a part of the
communication sessnon whlch has just begun. Illustrative details of this process are set
forth below.

f i .

Messages sent from A' to B' are numbered np for the first message, ny for the
second message,. and so forth. Messages sent from B' to A' are numbered my for the
first message, my for the second message, and so forth. It is important that n; @ n; for
all1 @ j. In other words, no party may use a sequence number twice. It is equally

- necessary that nj @ m; for all 1and j. Thus, no sequence number used by A’ may ever
be used by B'. A numbering scheme meeting the above conditions is simple to
construct. A' might use even sequence numbers ny = 0, np = 2, n3 = 4, and so on.,
reserving for B' the odd ones m; = 1, mp= 3, m3 =35, and so on. When A' wants to
send her 1-th message xj to B' she computes the first AxjA bits of SEAL,(nj), which
is denoted denote pad; Then A’ sends to B' (n1 padq & x1), which is her encryption
of x1. Similarly, when party B' wants to send his j-th message y1 to Al , he will send
(my, pad;’ e ¥j), where pad; is the first AyjA bits of SEALa(mj). In the unlikely event
that there should be so many messages sent by some party that all his available
sequence numbers get used up, the session must effectively be declared over. In this
case a new session is set up, complete with distribution of a new and random session
key, a' '

Another application of the present invention is a device driver that
transparently encrypts all disk accesses. In this application
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supports the device driver 76 which intercepts read or wite calls directed
to.a mass storage device, in thi's case the hard disk 36 of the conputer of
FIGURE 5. The read/wite calls are communicated to the device driver 76
fromthe operating system 78. The operating system supports a login utility
80 that receives the password p[err] that the user enters when he turns the
conputer on. The login utility hands of f the password to the key processing
utility 82 that generates the tables T, Rand S. The tables are supplied to
t he pseudorandom f Gegtal N n8d avdiseiont gt Nkt § sthimgieskvedatram\d padshérd p,
encryption functi ORhéSa user u ente¥&lwndd I@@fnsaﬁglﬂaeﬁing%.OfAstahleei&ﬁgmoéﬁndom

function is file ewﬂepgﬁlgg.; D hgpg,rgchem&a aStlgd-'Qgt isggggda%L&LeJIaetoauser

the index is a uni Sue f socl at'ed

file. FIGURE 8 ill s?"tdafté’é'e%%(ﬁhﬁ"&ﬁh‘&f s figkc ofpiit B1F SR EURES S SHIRF (T

t he pseudor andom f @fet Flem istipprstee drémthehkarflidiek.s fha dahat thekadill 4 -t athe $rotiho

| ocal and renpte fixhelsereanypii than deBrypbddShy BOR-E5C Nt &iith/ esRERAND] eas e, bidses
desired to be aCCeS?@iAb)é.ré hGedBP!d Sakb:0Rs TBYy. re_ﬁhfh@rm {Hae dhg%hraftuh@

system 88 or a remg;a{n 480G ROB2E5E5ALELe 59 Lbe toqgexﬁlu SRl 88

via the conmmuni cat i on

collects the user’ a'??’dxf}%lég?/\ﬁ?ﬂ‘ %ﬁ?ﬁ-‘b’assﬁ’s”ﬁ‘é‘? B2t ﬁéerl?etl" more than
processing utili ty°8?dlwwweg@ne?né§ @se tth et epigkpseRR, iigerda® sqliegtad for

each disk such that no two sectors receive the same index.

FIGURE-7 illustrates a portion of the computer of FIGURE 5 showing
the pseud.orandom function supported in a device driver to facilitate such
disk encryption. As used hérein, the term "device driver" also includes
terminate and stay-resident programs. In this exeample, the computer
supports the device driver 76 which interxcepts read or write ca..lls
directed to a mass storage device, in this case the hard disk 36 of the
computer of FIGURE 5. The read/write calls are communicated to the
device driver 76 from the operating system 78. The operating system
supports a logi:i utility 80 that receives the password p, that the user
enters when he turns the computer on. The login utility hands off the
password to the key processing utility 82 that genera.tes the tables T, R
and S. The tables are supplied to the pseudorandom function 84 which

-

then encrypts th_e disk data via the encryption function 86.

Yet another applicatioﬁ of the pseudorandom function is file
encryption. In this case, the string is a dgta file agd the index is a
unique file identifier associated with that particularffile. FIGURE 8
illugtrates a portion of the computer of FIGURE 5 shbwing the-
pseudo;andom function supported in the file system to facilitate both )
local and remote file encryption. In this representative example, the
files desired to be accessed by the application may reside in the local
file system 88 or a remote file system 90 accessible to the local file
gystem 88 via the communication link $2. As-in FIGURE 7, the login
utility 80 collects the user’s name and password and passes these to the
key processing utility 82, which generates the tables R, R and S. These
tables are supplied to the pseudorandom function 84, which generates the
pseudorandom bit strings that are used by the encryption function 86 to
encrypt the data files. The file systems include appropriate interface

layers to communicate the read and write requests.
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.tables are supplied to the pseudorandom function 84, which generates the
pseudorandom bit strings that are used by the encryption function 86 to
encrypt the.-data files. The file systens include appropriate interface
layers to communi cate the read and wite requests.

17 A still further application is fast pseudorandom nunber
generation, useful for software applications requiring a source of

unpredi ctable bits. In this case, the randontkey "a" is stretched to a nuch

| onger -
A still further application is fast pseudorandom number generation,

useful for software applications requiring a source of unpredictable
bits. In this case, the random key "a" is stretched to a much longer
pseudorandom string defined by SEAL,(i,) H SEAL,(i,) H ..., where (4,, i,,

...} is a simple sequence (e.g., 0, 1, 2, ...) of indices,.

It should be appreciated by those skilled in the art that the
specific embodiments disclosed abovée may be readily utilized as a basis
for modifying or designing other routines for carrying out the same
purposes of the present invention. For example, it should be readily
appreciated that_while the preferred embodiment implemeﬁts the invention
in 32-bit processor, the method is alsc applicable to other execution
vehicles including 64-bit machines. Other parameters, like the length of
*n", can eagily be increased or otherwise changed.  Those skilled in the
art will recognize that such equiv&lent techniques and embodiments do
not depart from the spirit and scope of the invention as set forth in the

appended claims.

T
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.'pseudorandom-string defined by SEAL[err](i[err]) H SEAL[err](i[err]) H i..f

wher Llerr LLer ..) is a simpl e sequence (e.g., 0, 1, 2, ...) of

i ndil% H‘MI“@'M B houl d be appreci ated by those skilled in the art that
-t he | iatent s di scl osed above may: be readily utilized as a basis
for nodifying or designing other routines for carrying out the same
purposes of the present invention. For exanple, it should be readily
appreci ated that while the preferred enbodi mett inplenents the invention in
32-bit processor, the nmethod is also applicable to other execution vehicles
I ncluding 64-bit machi nes. O her paraneters,cthidge the | ength of "n", can
easily be increased or otherw se changed. Those skilled in the art mﬁll

recogni ze that such equi yal,ent.techni gues; and iy &%“L%SQ\QOD%OQ%Q
fclrgimrrtshe spirit ang ;slgg'pgori{fs:lsjgg thﬁ'i’/step; gn as setq%L rth e appeng

{a) using the index and a set of values from a table of
pseudorandom numbers to generate initial values for a set of registers,

the table having been precomputed from the key:

(b) mixing at least some of the register values by taking a
current value of a register and replacing the current value with a

function of the current value and a value retrieved from the table;

(c) concatenating into the pseudorandom bit string a function of

the register values as modified in step (b); and

(d) repeating steps (b)-{(c) a predetermined number of times to
grow. the pseudorandom bit string to a desired length.

2. A method as claimed in Claim 1 wherein the value retrieved from the
table in step (b) is located-in the table using a value derived from at
least one other register.
3. A method as claimed in Claim 2 whereliq .after' the value derived from
the other register is used to access into the table, the other ;égister
has its current value replaced with a circular shift of its current value
by some predetermined amount.

’ . 1
4. A method as claimed in Claim 3 wherein after the circular shift of
the other register wvalue, the current value of the register of step (b)
is replaced with an exclusive-OR of the current value and the

circular-shifted value in the other register.

5. A method as claimed in Claim 3 wherein after the circular shift of
the other register value, the current value of the register is replaced
with a modulo sum of the current value and the circular-shifted value in

the other register.

6. A method as claimed in Claim 1 wherein the step of taking a current

value of a register and replacing the current value with a function of
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18 CLAIM5S 1. A nmethod for
transformng a tabl e of pseudorandom nunbers into a pseudorandom bit

strin l Il ﬂ m encryption, the tabl e being preconmputed from a key,
_cqrrprﬂ“‘mnmn ﬂm E of : (a) using an index and a set of val ues
fromthe tal e "of Spseéudorandom nunbers to generate initial values for a
set of registers; (b) mxing at |east sone of the register val ues by
taking a current value of a register and req%_aci ng the current value with
a function of the current value and a value “Tetrieved fromthe table;
(c) concatenating into the pseudorandombit string a function of the
regl st er val ues &ge Forkent %lqmam ep’aq.ltﬁ ,retaj:ﬁyed from the table is repeated prior

to step (¢).

7. A method as claimed in Claim 6 wherein during a first iteration of
step (b) the function is an exclusive-OR and during a second iteration of

step (b) the function is a'modulo sum.

8. A method as claimed in Claim 1 further including repeating steps
(a) -(d) using another set of values from the table to grow the

pseudorandom bit string to the desired length.

9. A method as claimed in Claim 1 wherein the function of the register
values in step (¢) is derived by masking the mixed register values with

values retrieved from the table.

10. A method for mapping an index and a key into a pseudorandom bit
s;ring, comprising the steps of:

(a) pfeprocessing the key into first, second and third tables of
pseudorandom values; _

(b) using the index and a first set of values from the first
table toc map values from the third table into first and second sets of
register values; - '

(c) mixing the first set of register values by taking a current
value of a register and replacing the current value with a function of

the current value and a value retrieved from the third.table;

{d) using a first set of values from the seéond table to mask the

register values as mixed in step (c¢);

(e) concatenating into the pseudorandom bit string a function of

the masked register values;

(£) repeating steps (c)-(e) using a second set of values from the
segond.ggp}e to grow the pseudorandom bit string; and
- To{g) 'repeating.steps (b)-(£f) using a second set of values from the

first table to further grow the pseudorandom bhit string until it reaches
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.(d). _repeating steps (b)-(c) a predeternined nunber of times until the
pseudorandom bit string reaches a desired length. 2. A net hod for
encrﬂmmﬁumlmltluuﬂ |ng relative to an index and a key, conprising the
steps eprocessing the key-into first, second and third
t abl es” of* pseu dor Andom val ues; . (b) using the |ndex and a first set
of values fromthe first table to map values fromthe third table into
first and second sets of register val ues; (c) mixing the first set of
regi ster values by taking a current value of ®register and replacing the
current value with a function of the current value and a value retrieved
fromthe third tab]lb; The method as claimed in Claim 10 wherein before step (f) the

second set of register values are used to modify the register values

generated in step (c).

12. The method as cldimed in Claim 10 wherein the key is preprocessed
into the first, second and third tables using a pseudorandom generator

derived from a secure hash algorithm.

13. A method for encrypting a data string relative to an index and an

encryption key, cb:_nprising the steps of:

(a) using the index and a set of values from a table of
pseudorandom numbers to generate initial values for a set of registers,

the table having been precomputed from the encryption key;

(b) mixing at least some of the register values by taking a
current value of a register and replacing the current value with a

function of the current value and a value retrieved from the table;

{c) concatenating into a pseudorandom bit string a function of

the register values as modified in step (b);

- {(d}) repeafting steps (b)~-(c) a predetermined number of times to
grow the pseudorandom bit string to a desired length; and

(e) exclusive-ORing the pseudorandom bit string and the data
string. '
~:
14. * The method as claimed in Claim 13 wherein the data string is a
nessage to be communicated over an insecure channel and the index

corresponds to a sequence number for the message.

15. The method as claimed in" Claim 13 wherein the data string is a data
block to be stored in a mass storage device and the index specifies a

physical location of the data block within the mass storage device.

1s6. The method as claimed in Claim 13 wherein the data string is a data

file and the index is a unique file identifier associated to the
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(d) ‘using a first set of vaI ues fromthe second table to mask the register
val ues as "mxed in step (e) concatenating into a pseudorandom

bit st the masked register val ues; (f) repeating
steps l“mmu m“m}&“ cond set of values fromthe second tabl e; and
€g) ‘rebeat i dg steps (b)-(f) using a second set of values fromthe

fII’St table until
21

17. A cryptographic system for encrypting a data string, comprising
means for preprocessing an encryption key into a table of pseudorandom

values;

means responsive to values derived from the table for generating

initial values of a set of words;

means for modifying at least some of the initial values of the set

of words to create modified words:

means responsive to the modifying means for repeatedly
concatenating into a pseudorandom bit string a function of the modified

words until the pseudorandom bit string reaches a desired length; and

means for encrypting the data string by combining the data string
and the pseudorandom bit string.

18. A computer, comprising:
i R

an operating system;
i
a device driver for interfacing a physical device to the operating

system; S

-

a pseudorandom function supported in the device driver for mapping
an index to a pseudorandom bit string under the control of a table
precomputed from an encryption key; and

' ~

means for encrypting a data string associated wiéh the physical

device by combining the data string and the pseudorandom bit string.
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t’he pseudorandom bit string reaches a desired length. 3. The net hod as
described in claim2 wherein before step (f) the second set of register

val ues are used to nodify the register values generated in step (c). 4.
The” met hod as described in claim?2 wherein the key is preprocessed into the
first, second and third tables using a p@eudorandom generator derived from
a secure hash algorithm 5. A nethod for encrypting a data string
relative to an index and an encryption key, conprising the steps of:

(a) using the index and a set of values froma table of pseudorandom
nunmbers to generate initial values for a-.set of registers, the table

havi ng been preconputed fromthe encryption key:
aving PSEUDORANDOM FUNCTION AND THE USE THEREOF FOR ENCRYPTION

ABSTRACT

A software-efficient pseudorandom function maps an index and an encryption key to a
pseudorandom bit string useful for constructing a stream cipher. The method begins by
preprocessing the encryption key into a table (10) of pseudorandom values. The index and a
set of values from the table (10) is then used to generate a set of initial values for the
registers. At least some of the register values are modified in part by taking a current value
of a register and replacing the current value with a function of the current value and a value
retrieved from the table, the latter value being determined by the values in one or more other
registers. After modifying the register values in this fashion, the values are masked using
other values from the table and the results .then concatenated into the pseudorandom bit
string. The modification step is repéated and a new masked function of the register values is
then concatenated into the pseudorandom bit string. The modification and concatenation
steps are repeated to continue growing the pseudorandom bit string until the string reaches
some desired length.

Fig. 1
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(b)a- X ng at |east some of the register vl D@ﬁ,m@ﬁoiakég&g"@:/ﬁy téava ue
of a register and replacing the current \ﬁajzdgsn\m{sly a. élgxgt/@ E

current value and a value retrieved from age %
concatenating into a pseudorandom bit strijng ﬁbéﬂ*‘f& é Pg sJEEr
as nodified in step (b); ad) repeatlng ps (
predeterm ned nunber of tinmes until the ps

val ues
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Cryptographic systems are widely used to insure the privacy and authenticity of
messages communicated over insecure channels. In many applications, it is necessary
that encryption be performed at high data rates, a requirement usually achieved, if at all,
with the help of suppoi'ting cryptographic hardware. Such hardware, however, is not
available on most conventional computer systems. Moreover, even when cryptographic
hardware is available, it has been found that an algorithm designed to run well in
hardware does not perform in softwafe as well as an algorithm optimized for software
execution. The hardware-efficient algorithm of the Data Encryption Sﬁndmd (DES) is
no exception.

Prior attempts to design encryption methods for efficient implementation in
software are known in the pribr art. Several of these functions are described in U.S.
Patent No. i5,003,597 and in the article entitled "Fast Software Encryption Functions",
R. Merkle, Advance .

0 o5, Springer-Verlag. In
general; the Merkle technique constructs a fixed length or "block" cipher by operating
upon a data input having two halves: a left half and a right half. The left half is used as
an index to access a table of pseudorandom numbers to thereby retrieve a table value.
That value is then exclusively ORed (XOR) with the right half of the data input and the
result relabeled as the left half. The oriéinal left half is then rotated by a predetermined
amount and relabeled as the right half, The iterative process is then continued in this
fashion until the data input is fully randomized. To .achieve high speed, in 'one
embodiment the table of pseudorandom numbers is precomputed.

The Merkle technique and other known software-oriented block ciphers provide
advantages over prior art hardware-based encryption techniques. Nevertheless, there
remains a need to providé improved software-efficient encrjption techniques that exhibit

high speed and computational efficiency on conventional processor platforms.
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7. ., The nmethod as described in claim6 wherein after the val-ue-deriyved

fromthe other register is used to access into the table, RE'RLA@ L
register has its current value replaced wth a circular sh Eﬁ;ff‘lﬁ SHE ET

current value by sone predeterm ned anount.
20 8. The nmethod as described in claizn7 wherein after ft &iQ BGT 1997
shift of the other register value, the current value of tlh gister of

step (b) is replaced with an_excl usive- rrent] val ue and t he
circular-shifted value in tmﬁaﬁ@wlﬁﬁhe MeTHod—as—deseri-bed
'noclaim7 WneI{ $ an a{)t erotI ttl]lg presen }n%nt%oql' {otan?gllog'ﬁg ot B€'more disadvantages of

~ the prior art.

Accofding to one aspect of the present invention there is provided a method for
transforming a table of pseudoran(_iom numbers into a pseudorandom bit strinQ useful for
data encryption, the table being precomputed from a key, comprising the steps of: (a)
using an index and a set of values from the table of pseudorandom numbers to generate
initial values for a set of registers; (b) mixing at least some of the register values by
taking a current value of a register and replacing the current value with a function of the
current value and a value retrieved from the table; '. (c) concatepating into the
pseudorandom bit string a function of the register values as modified in step (b); and (d)
repeating~ steps (b)-(c) él predetermined number of times until the pseudorandom bit
string reaches a desired length.

According to another aspect of the present invention there is provided a method for
encrypting a data string relative to an index and a key, comprising the steps of: (a)
preprocessing the key into first, second and third tables of pseudorandom values; (b):
using the index and a first set of values from the first table to map values from the third
table into first and second sets of register values; (c) mixing the first set of register
values by taking a current value of a register and replacing the current value with a
function of the current value and a value retrieved from the third table;. (d) using a first
set of values from the segond table to mask the register values as mixed in step (c); (€)
concatenating into a pseudorandom bit string a function of the masked register values; (f)
repeating steps (c)-(e) using a second set of values from the second table; and (g)
repeating steps (b)-(f) using a second set of values from the first table until the
pseﬁdorandom bit string reaches a desired length.

According to still another aspect of the present invention there is provided a
method for encrypting a data stfing relative to an index and an encryption key,

comprising the steps of: (a) using the index and a set of values from a table of



regi ster: value, the current value of the register is replaced with a nodul e
sumof the current value and the circular-shifted value in the other
register. 10. The method as described in claim-5 wherein the step of
taking a current value of a register and replacing the current value with
a function of the current value and a vaBue retrieved fromthe table is
repeated prior to step (c). 11. The nethod as.described in claim 10

wh d [ ' .

oxcl s ve ksl %Qwﬁ'ﬁg‘b%fe Rt é@p&ﬁ?%rf%fsi'éﬁ“( fesisir B Ao havine, |
dul t : |

?ﬁeur:g?gt er \lxé'I ues %@gpt@ ESEE@EBQ?%\%@) H%%‘t% ﬁg&% {)}g ;Je%%%gro

val ues W tghiydl bﬁﬁal&ﬁé 3 8ifcht FVaiB bPQ refRfk eand replacing the current value with a

function of the current value and a value retrieved from the table; (c) concatenating into

a pseudorandom bit string a function of the register values as modified in step (b); (d)
repeating steps (b)-(c) a predetermined number of times until the pseudorandom bit
string reaches a desired length; and () encrypting the data string by combining the
pseudorandom bit string and the data string. |
According to still another aspect of the present invention there is provided a
cryptographic system for encrypting a data string, comprising: means for preprocessing
an encryption key into a table of pseudorandom values; means for gene;ating initial
values of a set of words using values derived from fhe table; means for modifying at
least some of the initial values of the set of words to create modified words; means
responsive to the modifying means for repeatedly concatenating into a pseﬁdorandom bit
string a function of the modified words until the pseudorandom bit string reaches a
desired length; and means for encrypting the data string by combining the data string and
the pseudorandom bit string.
| According to yet.another aspect of the present invention there is provided a
computer, comprising: means for interfacing a physical device to an operating system of
the computer; and means for encrypting a data string associated with the physical device,
comprising: means for preprocessing an encryption key into a table of pseudorandom
values; means for generating initial values of a set of words using values derived from
the table; means for modifying at least some of the initial values of the set of words to
create modified wdrds; means responsive to the modifying means for repeatedly
concatenating into a pseudorandom bit string a function of the modified words until the
pseudorandom bit string reaches a desired length; and means for combining the data

string and the pseudorandom bit string.
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13. The-method as described in claim5 wherein the data string is a nessage
to be communicated over an insecure channel and the index corresponds to a
sequence nunmber for the nessage. 14. The nmethod as described in claim5
wherein the data string is a data block to be stored in a nass storage
device and the index specifies a physica# |ocation of the data block
within the mass storage device. 15. The nethod as described in claim5b

vhereln, e date S hkSBRrPriONTDR, HgkprEfekien shiSODIRYIN LS L1
for encrypti n@@fe?%ﬁ%@cghﬂgmf P 't hresél - invention will e bl QEso?fb@ﬁ’,rﬁf‘%?a@' g9 an
encryption key Tnto a table of pseudorandom val ues; means T or

gener at i NGxhpipld Gily Y ¥t §efefince t6 fe REotiPaing draithgé2in/RhicHer i ved from the

FIGURE 1 is a process flow representation of a portion of the inventive

pseudorandom function for mapping a 32-bit index "n" to a pseudorandom L-bit string
SEAL,(n) under the control of a set of tables T, R and S. generated from a key "a";

FIGURE 2 describes the Initialize process of FIGURE 1;

FIGURE 3 describes the preferred embodiment of the pseudorandom function for
generating the pseudorandom bit string SEAL,(n);

FIGURE 4 illustrates a computer comprising a system unit, a keyboard, a mouse
and a display, for use in implementing the pseudorandom function and for using this
function for encryption;

FIGURE 5 is an architectural block diagram of the computer illustrated in
FIGURE 4;




t abl e; B 21 means for

nodi fyi ng he initial values of the set of words to create
nodi fi ed H“mﬂmu“ﬂmgm responsive to the nodifying neans for

repeatedly concatenatingy into a pseudorandombit string a function of the
modi fi ed words until the pseudorandom bi®® string reaches a desired |ength;

and means for encrypting the data string by conbining the data string
and the - CLAIMS

1. A method for transforming a table of pseudorandom numbers into a pseudorandom
bit string useful for data encryption, the table being precomputed from a key, comprising
the steps of:
(@) using an index and a set of values from the table of pseudorandom numbers
to generate initial values fér a set of registers;
~ (b) mixing at least some of the register values by taking a current value of a
register and replacing the current value with a function of the current value and a value
retrieved from the table; |
(c) concatenating into the pseudorandom bit string a function of the register
values as modified in step (b); and
(d) repeating steps (b)-(c) a predetermined mumber of times until the
pseudorandom bit string reaches a desired length.
2. A method for encrypting a data string relative to an index and a key, comprising
the steps of:
(@) preprocessing the key into first, second and third tables of pseudorandom
values;
(b) using the index and a first set of values from. the first table to map values
from the third table into first and second sets of register values;
() mixing the first set of register values by taking a current value of a register
and replacing the currenf value with a function of the current value and a value retrieved
_from the third table;
(d) using a first set of values from the second table to mask the register values as
mixed in step (c);
(¢) concatenating into a pseudorandom bit string a function of the masked
register values;

(f) repeating steps (c)-(e) using a second set of values from the second table; and
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pseudor andom bi t string. 17. A conputer, conprising: means for

i nf erfaci niumnmﬁmﬂu‘mm‘"cé to an operating systemof the conputer; and
means for string associated with the physical device,
conpri si ng: méans for preprocessing an encryption key into a

t abl e of pseudorandom val ues; 19 neans for generating initial
val ues of a set of words using values derived fromthe table;

{rganir feg[ emnglcffgyl ngpat | ea(%ts (%5)?6 usmgt:r gec'o?u'i tsé:tackf vaehlleusetsror(r)lf the r]Fiersts t?ai)leo{cmt\ﬁo rds
the pseudorandom bit string reaches a desired length.
3. The method as described in claim 2 wherein beforé step (f) the second set of
register values are used to modify the register values generated in step (c).
4. The method as described in claim 2 wherein the key is preprocessed into the first,
second and third tables _using a pseudorandom generator derived from a secure hash
algorithm.
5. A method for encrypting a data string relative to an index and an encryption key,
comprising the steps of:

(a) using the index and a set of values from a table of pseudorandom numbers to
generate initial values for a set of registers, the table having been precomputed from the
encryption key;

(b) mixing at least some of the register values by taking a current value of a
register and replacing the current value with a function of the current value and a value
retrieved from the table;

(c) concatenating into a pseudorandom bit string a ﬁmctipn of the register values
as modified in step (b); .

(d) repeating steps (b)-(c) a predetermined number of times until the
pseudorandom bit string réaches a desired length; and

(¢) encrypting the data string by combining the péeudorandom bit string and the
data string. |
6. . The method as described in claim 5 wherein the value retrieved from the table in
step (b) is located in the table using a value derived from at least one other register.

7. The method as described in claim 6 wherein after the value derived from the other
register is used to access into the table, the other register has its current value replaced

with a circular shift of its current value by sonie predetermined amount.
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means responsive t o the nodifying nmeans for repeatedly concatenating into a
pseudor and | ' | unction of the nodified words until the
pseudorandﬂnlm m"mllwmmﬂaches a desired length; and nmeans
for conbining the ddtasstting and the pggudorandom bit string.
8. The method as described in claim 7 wherein after the circular shift of the other
register value, the current value of the register of step (b) is replaced with an exclusive-
OR of the current value and the circular-shifted value in the other register.
9.  The method as described in claim 7 wherein after the circular shift of the other
register value, the current value of the register is replaced with a module sum of the
current value and the circular-shifted value in the other register.
10. The method as described in claim 5 wherein the step of taking a current value of a
register and replacing the current value with a function of the current value and a value
retrieved from the table is repeated prior to step (c). _
11. The method as described in claim 10 wherein during a first iteration of step (b) the
function is an exclusive-OR and during a second iteration 6f step (b) the function is a
module sum. _ ’
12. The methbd as described in claim 5 wherein the function of the register values in
step (c) is derived by masking the mixed register values with values retrieved from the
table. i
13. The method as described in claim 5 wherein the data string is a message to be
communicated over an insecure channel and the index corresponds to a sequence number
for the message.
14. The method as described in claim 5 wherein the data string is a data block to be
stored in a mass storage device and the index specifies a physical location of the data
block within the mass storage device.
15. ‘ The method as descr:ibed in claim 5 wherein the data string is a data file and the
indéx is a unique file identifier associated to the particular file.
16. A cryptographic system for encrypting a data string, comprising:
means for preprocessing an encryption key int6 a table of pseudorandom values;
means for generating initial values of a set of words using values derived from the

table;
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means for modifying at least some of the initial values of the set of words to create
modified words;
means responsive to the modifying means for repeatedly concatenating into a
pseudorandom bit string a .function of the modified words until the pseudorandom bit
string reaches a desired length; and
means for encrypting the data string by combining the data string and the
pseudorandom bit siring. '
17. A computer, comprising:
means for interfacing a physical device to an operating system of the computer;
and
means for encrypting a data string associated with the physical device, comprising:
means fo; preprocessing an encryption key into a table of psel}dorandom
values; ' .
means for generating initial values of a set of words using valdes derived
from the table;
means for modifying at least some of the initial values of the set of words to
create modified words;
méans responsive to the modifying means for repeatedly concatenating into a
pseudorandom bit string a function of the modified words until the pseudorandom bit
string reaches a desired length; and

means for combining the data string and the pseudorandom bit string.
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