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THE FOLLOWING SPECIFICATION PARTICULARLY DESCRIBES THE

INVENTION AND THE MANNER IN WHICH IT IS TO BE PERFORMED

FIELD OF INVENTION
This invention relates to a method namely ISO data system which provides a
protection mechanism to safeguard the data generated by any software, using

iso data system, from unauthorized usage.
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is unique and exclusive to the software installed on a particular computer. Data can be
used only on the computer that has created it. To use this data on another computer,

sufficient access permissions must be given to the data by the owner.

BACKGROUND OF THE INVENTION:

Many a times, data is confidential in nature. Data misuse can lead to serious losses
due to which protecting it is very important. Data protection comprises of three main
clements, Confidentiality, Integrity and Accessibility. Confidentiality means
protecting the data from unauthorized access. Integrity means data can be modified
only if appropriate permissions and authorization are given by the data owner.
Availability simply means that the data must be available when it is required.

Current available solutions on data security are using passwords, hardware locks,

encryptions and similar kind.

PRIOR ART:

US patent application number 20090259512 describes a method of controlling access
to a media storage device for storing a plurality of media objects wherein the method
includes receiving first data identifying the media storage device and second data
identifying a list comprising at least one authorized recipient of the media storage
device; storing first data in association with the second data; issuing the media storage
device to at least one recipient on the list; using a delivery session identifier to
establish a delivery session for the issued media storage device with a user
identification system corresponding to recipients associated with the second data; and

then updating the second data on the basis of data received from the user



In particular, iso data systemis a nmethod in which data created using the
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2011/ 0013?&%& Jo%zt@i%q{sp%z%%ided. Said device issuing system is arranged to create a

delivery session identifier to establish a delivery session for the issued media storage
device with a user identification system corresponding to at least one recipient
associated with the second data, and a storage system is arranged to update the second
data on the basis of the delivery session and data received from the user identification
system, thereby to modify the list of authorised recipients of the issued media storage

device.

OBJECTS OF THE INVENTION:

Data misuse means unauthorized access and usage of data. When data is made
unusable for unauthorized recipients, its security no longer remains a problem.
Current systems do not have comprehensive and foolproof methods to protect data.

It is an object of the present invention to provide a foolproof method to protect, access

and usage of data by unauthorized recipients.  Even if the data accidentally reaches
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The registration system of the software and the iso-data system go hand in hand for
data security. After successful registration of the software with the vendor’s online
server, a unique, permanent, customer id is issued to every registered software. This
customer id is unique and important and is used to identify the user of particular
software installed in a particular computer. During the software activation, a file is
generated by the server. This file is sent to the software. This file is unknown to user
and contains keys R1 and R2. The server generates these keys and permanently stores
it. The function of these keys is to protect software data from unauthorized usage.
These keys are used for encryption and decryption at required stages. Both R1 and R2
are permanent keys, unique to each registered software and are associated with a
particular unique customer id with the vendor’s online server and with the particular
unique installed software. R1 key is used to protect data of the software installed in
that particular computer that is owner’s data. R1 key is not shared with any other user.
By default, the data created by the particular software is always encrypted and stored

with R1 key in the computer in which the software is installed. It is a private key. R2

is the key that can be registered with other users on other computers, if needed, with



4 unaut hori zed access, it cannot be used and processed. The data created on
a particular conputer cannot be used on any other conputer, unless the data
owner haswgranted7he required perm ssions to each conpeCeEnBmno/edEh he
wants this data to be shared. The pre§ent invention also provides an
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reci pient, respectively. The public keys and private keys are confidenti al
and will Hotope. Jdedseoyer shidlr sef ngodhihatreaipppnt pasemispandooisiele gendstagi st er
his R2 key with as many recipients as he needs to. These nmay be recipients
t o whom oaweer’ RY kopegitacd et adatrtacularecpigntt. y. The data owner will send an
instruction to the server to register his R2 key with the recipients, by

entering tihga sEefoPin@AdBcredd WAMB lusing tige soTtwase. IThS tsb Mk hieQRatadahlbeGRAE@I N t he
data owner's customer id as well. en the recipient is connected to the
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The server will not need the recipient's perm ssion to revoke the data
owner' s RPCIRESFIGNSGIOE (CEpBAleW IEY- &cqdadrinbutaye and Grpsingnt The control of data

remains with the data-owner, even after sharing it with other users. Each time
authorized recipient accesses shared data, the status of the access permissions will be
checked with the online server, if needed. Only if the access permissions are still
active, can the recipient access the data else the recipient will be alerted that the data
access permissions are no longer valid. Data owner can also send an instruction to the
online server to delete the data, he has shared, from the authorized recipient’s

computer, if needed. Process and storage of original data and data which is received



Data is information created while using the software. The software data can
be shared by using any external storage device or by uploading data online
to the vewoaniigosziver from where the recipient can dowrCoas2010/052€ner can
set full or partial access perm ssions for exanple view, read, print, save
and anend,. The .control of ta remai with the data-ower, even after
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access petorhts@isoinstharsemaaconqruges sysadr desplettivalypwikata cam balsotested draan
instruction to the online server to delete the data, he has shared, from
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the data owner's Rl key, it is decrypted by the Rl key and then it is
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data. Accgsfic ReKI, 364 es iBRENCHHERASRARAHE R Kyt idaf Gined@anpaterof dat a
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the data owner’s system. The said data id will determine uniqueness of each set of

data sent to be shared and also will help in the management of the said data. Access

permissions and corresponding information of each set of data are associated with its

data id. Server will keep a log of all data sets/packets, all attributes associated with

their corresponding data ids. This data is then uploaded to the online server where it is

again decrypted using the data owner’s R2 key and converted into normal/original

form. This data is then encrypted with the recipients Rb key. The online server sends



an alert to the recipient that certain data is waiting to be shared. The
reci pient then downl oads this data and decrypts it using the data

reci pi entwe 2R/doe371 The sanme data can be given via an erCenpziio/sioesage
device to the recipient. In this case7the recipient will upload this data
to the online seryer. .The igrver.mﬁll.check if the data owner, has set the
per ni ssi oA Alsrt torfhe PeRiFRDAY Coriain Bitarit Wading Onksr Shogedu e HoHREN B aded ¢ he
data and only if the permi ssions are set the data will be processed and
sent backdewnlpads thisalata andfdepnptspepsig dicslatr geipsnipRbdernt ed by the data
owner, the online server will delete the data fromthe recipient's

conput er . TWhemmaidea capbogissn viiah cdatreal soridealcoitk it éhesecipent. théhideseypt i on
and encryption take place as expl ai ned above and when the recipient is
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reci pient already has the data owner's r2 regi stered, the said data can be
decr ypt edoulgienggricnevihvedate sheRiatk dsprathg ngsipicnt’s cempnter.f Whire uskatupleadsi dent |y
reaches unaut hori zed software which has the data ower's R2 key, the data
wi || not Hes detaasskdonlnd feevee hé dodkptich ofd tieymeht take elace awkkglhinkthe dat a
is being opened will differ with the customer id instructed in the

aut hori zahpRR-and Wiktd HOX Gl domRRtRg0 YREHIMe! 2rRPhY chRBoRHIcAgAhY cat i on
of the server and stored in a |location separate fromoriginal |ocation. The
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full or partial access to use or change the data. The data wi |l behave only
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owner. For exanple, the data can be used for x nunmber of days, x nunber of
hours, x mepbar. lnfthtsicaesthe dnaypted datasy decaymat udne hosade R, kisitaad egain or

cannot be saved, data can or cannot be printed. In case the recipient

anends t hendadtad atide Wandfa bnsharekéy ThaGkciplehticdngthdaidwMonethis the sanme
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converts it fromR2 key to RL key in order to use it. The recipient can
adopt a s&zond theddadcadengiyviadcs heauthurzecd neltyprechioh hds thh dkteypwnsr’be shar ed
on an external storage device. In this case, the data owner wll receive

t he ext er Ralkes} ihe age widviiot e ancksigal patle ichitsmeekiad fitke sefaw @re tio whidhi the ser ver
where the server will convert the data fromRb key to R2 key and the data
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use e al a.

The shared data can be used with only the authentication of the server and stored in
a location separate from original location. The recipient will download the data and

import it into the software. Data can be used as per the access rights given with the



In method 2, consider the recipient has the R2 key of the data owner; in
this case again the recipient can send the anended data back to the data
owner vi averroewoesTmal st orage devi ce or via upl oadi ng tireTdR20a0/0%329%e shar ed
to the onl i ne server. In both cases tBe data is encrypted using the data
owner's and .sent ta_.owner can downl oa is data via the online
server or ‘I‘tF‘ Eherightt 8‘?%5%6&%‘?’%@@6%&9?&“% eWp?rﬁéher ?&f@?ﬁ OMxs sent
it and convert the data fromR2 to Rl and use the it.
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owner, only if he accepts the amendnent, the data will be inported and
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has been amended by the recipient. The data that is to be shared, anended
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keep the ori g| n copy if Trequi red ore anmal gamati’'ng/ i ntegration of the
recipient's Sane rocege re will be applied if data owner wants to
share dat &\ ’t %’B OTCHANP ﬁ@r g’l pient. In case a need arises for the user
to reinstall the softvvare a reinstallation wzard will_ open. This w zard

wi Il t akelt eascithfpigeipismt agspdssthg dafa) andgvantsfor dhara,ib bpgly with |ﬂéf‘ndat% RE¥Ng count
details will be fetched fromthe server and the software will be
r ei nst al | 8. safieecagdrevdsmeviiyl fous erethaals cnnethpdtli, sonsidey, the redipicots did' mot

registered email id. The confirmation key is valid only for one particul ar
transact i baveathe R2kegosoled ditedwher. The radiitntatill@ncifypt e@atd theic ssaftiasar e. The
user has to enter the confirmation key sent to the registered email id,

into thisiagbiokakt Qﬂth%gﬁbcke?f TRIS dah &iﬁc@"da@ﬁ& kMAtd R ddtd Bwher SEM ot O the
software fromthe server. InCase the notherboard id' s of the conputer

at ohes Wk ol IR AR ALl BOLRESHEH M Il 0L DR WRERSE When e

software was r e restore e server

into the software, e .user Wl o send are ack to the other
users to ?%V?recgflgmtﬂ? H@tﬁﬁnﬁzpﬁ@eyeﬁwﬁ‘e Koits aéao?mrq%ﬁ?%%ﬁ S this

not herboard id of the conputer differs during the time of reinstallation,
the sof t waite taithe det pyseranpasahis ronpersiorotokidy onbine wrigs| Yha dypsaverced wi t h
the server will not be registered again due to the discrepancy found in the
WO 2011/ 004 37ibREBTThiB204 0hd5B8%Its it from R2 key to R1 key in order to use it. The

recipient can adopt a second method of giving the data encrypted with Rb key to be
shared on an external storage device. In this case, the data owner will receive the
external storage device and upload this received data to online server where the server
will convert the data from Rb key to R2 key and the data owner can download this
data and convert the data from R2 key to R1 key and use the data.

In method 2, consider the recipient has the R2 key of the data owner; in this case
again the recipient can send the amended data back to the data owner via an external
storage device or via uploading the data to be shared to the online server. In both
cases the data is encrypted using the data owner’s R2 key and sent. Data owner can
download this data via the online server or from the external storage device however

the recipient has sent it and convert the data from R2 to R1 and use the it.



10 not herboard id and the software will also alert the user to send request
again to the various data owners for re registration of their R2 key with

t he sai d wof2zowenoez7iEach tine the software opens, an aut IRCTiTBZM0/032980NMpPoONnent
mat ches the notherboard id enbedded if the software with the notherboard id
of the computer. Incase a discrepancy in the notherboard id is found; the
software will get blocked and alert the user to validate wth the online
server. Once the user validates with the online server, a confirmation key
will be sémenggenhel dusewils be shoven & defa emaicr, ondy Hiheeaccerts &w anppadREnBnd R2
keys will be sent and restored to the software. The software will al so
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registration of their R2 key with the said software. Only after data
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again. Each tinme the conputer is connected to internet, the server wll

check the, gt S REpid 19%58%@/ To¥Ho rfrérﬁ thé 91‘1 f‘lglr lggathtJf thd§o fﬁ%r%‘%ﬁee N Al

the server notes t key o a partic ata owner, has
revoked, i,t will. voke t he reggﬁ&ratlon of .this e reC|p|ent

Sinmlarl yd???enqié‘&te Fént *Can <l v t%eﬁ?réi? r°£ ﬁ‘nuSst &°pdftPcul ar R2

key by informng the server. In this case the data ower wll be alerted

about ~ hi sUR KeynsHEFtiRN i BREN SPefRdoblala PR el keepr tisi grisdval CORDVANTAGES
AND APPLI CATI ONS Present invention nethod |Iso data system hel ps the

sof t war e ovmieed befopr anegemating/wtfgratmnefdbe eecipiontisiohangdsobime dromedss. The
sof tware owner can set restrictions on data usage by the recipient. Data

can be shaiigte byplRrayf ¢xd ewnal wakits weshare daya wioh areé thgn ohe teigidie. onl i ne
server. In view of the wide variety of enbodinments to which the principles
of the present WO 2011/001371PCT/ 1B2010/ 052959 11

In case a need arises for the user to reinstall the software, a reinstallation wizard will
open. This wizard will take the input of user’s email id.. After verification, the
account details will be fetched from the server and the software will be reinstalled.
The server will send a confirmation key to the user’s registered email id. The
confirmation key is valid only for one particular transaction and is associated to the
activation file of that software. The user has to enter the confirmation key sent to the
registered email id, into this activation wizard after which an activation file is sent to
the software from the server. Incase the motherboard id’s of the computer matches
with the mother board id registered with the online server when the software was
registered, the keys R1, R2 will be restored by the server into the software, The user
will have to send a request back to the other users to re register their R2 keys with his
software. Incase the motherboard id of the computer differs during the time of
reinstallation, the software will be installed but the R2 keys previously registered with

the server will not be registered again due to the discrepancy found in the



exenplary only. The illustrated enbodi nents should not be taken as limting
the scope of the present invention. Wile various elenents of the preferred
enbodi mrenwe 2baveiizeen descri bed as being inpl enment ed, otrhenBETwoIOFENL S
implications nmay alternatively be used, and vice-versa. BRI EF DESCRI PTI ON

OF THE DRAWNGS: Figure la and Ib. jllustrates the process of Software
regi st rat ezt Bty VB Bihho akrb@P&S%atoaﬁag SHIUCH 488 191188 t he
procedure for sharing of data online Figure 3a and 3b illustrates the
process ofarghadaigvarerdigt & iesistigtiemolatheis Radicy grithtde paid sowasnpact Di sk.
Figure 4a and 4b illustrates the process of software reinstallation and

r eassi gni Baclofimk elys so fvaraopeits, ianh lauthbriadtent doenponocasstchds thbaratingbadrd R2 key
with various potential recipients. Figure 6 illustrate the process of

revoki ng RRckeyddedom pet ftiad wieCtiRi fothRrbdat@id &f thé IcbHphicat mchdeea process

of authorization.
discrepancy in the motherboard id is found; the software will get blocked and alert the
user to validate with the online server. Once the user validates with the online server,
a confirmation key will be sent to the user’s registered email id after which the R1 and
R2 keys will be sent and restored to the software. The software will also alert the user
to send request again to the various data owners for re registration of their R2 key
with the said software. Only after data owner’s confirmation, their R2 key will be
registered with the recipient again. Each time the computer is connected to internet,
the server will check the status of the R2 key which is registered with the software. If
the server notes that the R2 key of a particular data owner, has been revoked, it will
revoke the registration of this R2 key with the recipient. Similarly the recipient can
also remove the registration of a particular R2 key by informing the server. In this
case the data owner will be alerted about his R2 key being unregistered by a particular
recipient.
ADVANTAGES AND APPLICATIONS
Present invention method Iso data system helps the software owner to protect his
software data from unauthorized access. The software owner can set restrictions on

data usage by the recipient. Data can be shared by any external drive or by uploading

it to the online server.

In view of the wide variety of embodiments to which the principles of the present

invention can be applied, it should be understood that the illustrated embodiments are



DETAI LED DESCRI PTI ON OF THE | NVENTI ON: The 1 SO data system programis a
byte code programwitten in Mcrosoft .NET programm ng | anguage. The

descri ptiwo2gawenzhil y provi des nmet hod of protecting theprasaB2mo/ozvs from
unaut hori zed access. A nethod for rengtering a user to the onl i ne server

I ncl udes receivin I.tial ac s.to de p soft by. ective
user and a&r%nlwngﬂ " e 0SBt BRIt ety o Timithe THE
scope of the present invention. While various elements of the preferred embodiments

have been described as being implemented, other embodiments implications may

alternatively be used, and vice-versa.

BRIEF DESCRIPTION OF THE DRAWINGS:

Figure la and 1b illustrates the process of Software registration and use of data by
owner.

Figure 2a and 2b illustrates the procedure for sharing of data online.

Figure 3a and 3b illustrates the process of sharing of data using an external drive like
a Compact Disk.

Figure 4a and 4b illustrates the process of software reinstallation and reassigning of
keys.

Figure 5 illustrate the process of sharing of R2 key with various potential recipients.
Figure 6 illustrate the process of revoking R2 key from potential recipients.

Figure 7 illustrate the process of authorization.

DETAILED DESCRIPTION OF THE INVENTION:
The ISO data system program is a byte code program written in Microsoft .NET

programming language.

The description generally provides method of protecting the user’s data from
unauthorized access. A method for registering a user to the online server includes

receiving an initial access to desktop software by a prospective user and determining



whet her the user has provided valid user identification information.
Referring to Figure la, User installs the software on his conputer by
execut i ngvbancidoos1101, upon successful installation usecTiiB2n@egtys4 o use
the software. User clicks on the soft\are executable for first time to run
the software, nmethod 102 is jnyoked. Wien owner uses the software for first
time, sof MaMer fheghe | RVPh Aol nesr gt ﬂ%]ai‘n%?rénart’éﬁi BELP to
vendor's online server fromdesktop software. Omer enters registration

i nf or mat i Biguyd ke, 104r ingtalls thegoSwviers ¢ohis epmarigr bpgxecpfing finetioig 1 @brpest i on i s
avail abl e 105 verifies the integrity of the 105 nethod associated with each
| oaded obpwectssfillfindthiativetiiadis 104y © weabe ssfiwheyUsaredicke dn tthe sefevdrod 107
val i dates user information upon successful invocation of 108, user is

regi st er egkdcftabltefoy 81 BmeTo @M thB 8o BRANEMIBd 110Y BkinAekaEWRE ok aRd t he
server issues unique custoner id to the user and enbeds custoner id in the

:SOf tware [y ds%)ﬁ%% Td}gf'ngpﬁ&gpso@v@dre Q%iﬁfﬁ(gioﬁ ind&% l"()gfvg"’llrﬁg.ehlntolzllegﬂ{e? | ) IS
i nvoked to display activation w zard, user chooses subs Iption~option i.e.
trial or subsgri%hjqn n?Ihod 112.i s éngoked 0 send confjrmati.on key to
user's reli<&t'8r EdICRAI ITNE. SCBRh OB SF PRI Trat MOHT KBY™ A& HEPRvati on
w zard by executing function 113, software executes intern& connection
avai | abi | ifgrmeatigaovia 194 o spgistkationevigpidelOds, K dntgewt coertion i BiHakle s
avai l abl e, then function 116 execute to validate the confirmation key with
t he onl i né0datrabashe byegsite olithen®Simethodh &saviaicd aboih ¢ach leddad obiee if thpon
successful validation server sends activation file with encrypted custoner
id 118, t hicthodclOibviabudgBssiillyeex@ksted eloninaihod 10Wealidvtciigsck @yfsrniitioango2 f or
encryption and decryption of software data, installation id, period of

aut hori zeg,sqeR hiansbR Irefbs rRE ANkdNBersEY Bhe hRNUGE oRliNBGHVEELRNd Sstore
users notherboard id to onlinée database. Software creates database

encrypt edin\Qfj Hﬁé B%etﬁoe&/ 1(?8 an%wpﬁ Eervg%el S LRgud ug‘f&g&r id tg the ds{er %A&een%tdé‘ owner

wi shes to shar iS data w another registered recipirent by executing

met hod 201, Since the data is. originall ncrypte :

2011/ 00139 Bat P 0aB08t s curaunrig i Bt AT BRGNS K esyelret e of
data creation, software data is decrypted with data owner's Rl key and then
encr ypt edFiggrhgb)diatiavadeade ' dspRy desiyatign wizardalsgraghpostinebs@itienppiopasswor d
and customer id is entered by perform ng nethod 202; owner sets the data
access peraitsal onsybssyipticemmet®idgh® & iomelkgdetodahd codfitnmtiohi leystet usef’s dat a by
executing function 203. User needs to choose the nethod of sharing of the

dat a, 2041qﬁ&m@&aﬁmﬁhQ&SQﬁw&%emﬁ&%!&ﬁﬁﬁﬁkﬂoﬁh@ﬁiﬂﬁonaﬂhﬁﬂnbywﬁﬁﬁfﬁpﬁ?ng
net hod 205, and If intern& connection is avail able, the software verifies

the integri : i ; i - ORY j If the
met hod 20?%%“@%%%2@%%8%’58 %@g%uetag , &210??%§%ﬁﬁ%8§§g@‘{ag9@ﬂ§gﬁg§]h§? tﬁ%r owner
have recipiepts Rh key If owner.have recipients. Rb_key. t function 208 is
exoout ed PUBBF gheEh et s IO AR SN BT uPe i ioB B EHEL 4B ver

el se nmethod, 209 is executed to store the data on the online server with the
R2 key, oitigsts < eontiayiappisy t withgthea opiing, dgtabascokiie Fxesufne kiglerghd
encrypts the data again with Ro key of recipient. If intern& connection is
avai | abl eawolabibgy elagerdil7.i Epor acogesfulf vadilatipre semer gnids acovationefi2 1@ithret hod
associ ated with each | oaded object, If the nmethod 210 is successfully
verified 2dctyptsd cistokedidt d 8atisy hctivatiopifibnils@bonthing heo aaigae kRECR piaadt

downl oads the data of owner through server by perform ng nethod 212. If the
met hod 2142itsr SleeGRDATHY ¥erygiidd dREAdAR RS ifefIRFbLH, pBribd SEURhAREdI S

i nvoked to decrypt the data’with receivers Rb key and inport it into
recelver g a%g.ft}a}ﬁ\?fgﬁed frofh cﬁﬁiﬂgrsgtrv?r Joolfs@lt’%]ﬁﬂ&hiﬁ'@}ﬁa"%% eI hdilinghg jghecks
the data SH ring permssion, software checks It recipient 1S having

perm ssion tq. anend th ata b erformng 217; if thod 217 is

successf uf9 ?}S’é‘ﬁgg@g%ﬁ g‘ﬁg‘ﬁarﬁﬂ%ffg dstpgascentiypidanith B RECYAS: dat a
according to perm ssion set. If permission is denied to anmend the data,

reci pi ent Re@irigghitg Kigusgy Jahdf dhe datp 1@vneaf vishesc phase jlon dafa with anedlisdnent  of

t he data; Function 220 verifies to check whether recipient have owners R2
key if 22@gissersdiceogssditutyl gxcentaggitrethodel(o8in22 thd dat¥\@ originally encrypted

2011/ 001371PCT/ 1B2010/ 052959



14 envoked to encrypt the data with owners R2 key and upload it to the
online server, else anended data is encrypted with recipient's Rb key and
upl oad t hwocdatiaobsrek to the server by perform ng net hodP2ZaB20Ab/0Reswver ,
data is decrypted with recipient's Rbi3key and again encrypted with data
owner's ke perfaqrm met.hod 223. After this the. owmer wll| get the
alert of a%@%gﬁaawaeﬁyﬁ}%@%ma%af i oretiORrOf agm B 13 GRIPCHYER P abl
software verifier 224 verifies the integrity of the 224 net hod associ at ed
wi t h eachditaadeyr'st}ekey and thanecnepytiest uPng deticewet’ st B2 e rafter e datmer

met hod 226 is invoked to downl oad the data. Software checks if user is

i nt ended oeacpents Hpagperoldrand nystoaichad 1R 2Ataad bl f ponfoeminge methoda2(2on i s
correct then verifier 228 verifies the integrity of the 228 net hod

associ at edwnbrt fet£6 Hlalaorded REhBSbyS, !s§stérhasn%rs§1@dmaa§ dits i@ Us aRssdt il y
verified 230 is invoked by owner to inport the data into the software at a

separate hggap] %Q%c%gi g i?férbc‘t’lﬁfifzﬁ)h.cﬁéér%eﬁéld %oﬁ%ﬁ%a@g&lgd lo? sﬁ’éfrgl%fnéfdtﬁg by

perform ng the ne owner accepts t y per ng met hod

231, meth i;pvoked tao rge the data int he ori gi nal t eferring
o i gar odga 217 545 fodids T fint Oa B Mot B o o RE BT H0G: st er ed
reci pients by executing nmethod 301, Since the data is originally encrypted
with the & ﬁf@ww-cgmp@ft%ys availaples ther sodiavase ¥eialigsi 9 inteety\edrtaC 488 r ypt s
the data using the R1L key and then encrypts the data using key R2 by

per f or m ngetedhagogaRd withseasbclondedmbyechf tethet hsthgdt A0umencessielly a
password to execute this transaction. Owmer sets the perm ssions to anend
the data at@duedupiTieindakal iodchesk asiftigneaviicd hild FeciBénto R bdiadyal flaywexecut i ng
function 303. Owner chooses the nethod of sharing of the data 304 i.e.

t hrough ophien@ciFRhfioth REy tHah SRR ORKS BXRRleddb kNG ypt the dataavilYREkeghOOSES
the data sharing nethod through external drive by perform ng nethod 305,

d
Functi on is . h reciple Rh, key |f
ouner  havat ssfes; D4R SRt RaSOPE: EAREDOCYCR:ORYGo SRl BB SRNSTY the
data with key and stor it on WO 2011/001371PCT/ 1B2010/ 052959 15 onli ne
server el SBToRTYE ST ICRkBE RS £V Geppes the b a{%owrkse@% and
receivers details. Omer sends encrypted data to recipient through external
drive by pe¥ fet aigigptidhhdatazmain rebdily key o€ ceqirignt: heingeing yng@ionds mi ng
met hod 310. Software checks the validity of the user by cross checking with
cust oner havdhibblepoftivarawendicr2t hoaif®k thsmnfdgway ef the 210 nmethodk@socertéd web t he
integrity of the 312 nethod associated with each | oaded object, If the

met hod 312adhSlosdeacagst, Uifkbe Methbliized iBdkcéRfullyefeific@d 1i Ns fivBkERto3Mdrt i S
i nvoked to decrypt the data and inport it into receiver's software.

Verifier Jl4;Ghepls: {hgeda%rﬂgcﬁ?%&rahﬁgﬁ%o{dgrthé R&ta rH‘JIO%_%h ts&%itg% ?f L

receiver 1S having perm ssion e data by perforntng 3

met hod 315 i.s successf y ecut.e en neth 316.. 5 ~i.pyoked t q.decrypt
The dat a RPFTRES TRERdd gL S RHRH AL oAl S8R red an D LR Elteted Ry LY B
the data by perform ng nethod 317. Wth this recipjent updates the data of
owner accbR¥HOR B lﬁé‘%?ﬁds@i SPE g gata syt FerrYgSiRb ey 239 gmpagty i into

conpl etion of the anendnent of the data; Function 318 verifies to check
whet her resepeentsoftears owaerepaRE keptiof. SufBvire wuidicr 946 uthegksefhwc dated
updated data is encrypted with owner's R2 key by perform ng nethods 322.
Reci pi ent shupingaasmiskiendssfavdrackedks if hecigxites akhindr peymidsipnper dnagndi thg t he
function 323, the owner will get the external drive of the updated data by

net hod 324,ta BySRrHehiiger 1€, eNspl 2 171e seaka iyt BxdeeelRh&nhRtigh Xeyis and
upl oad back to external drive by perform ng nethod 319, owner receive the

data and ' e r e g O - nd of
server onﬁﬁﬁg&gg%ég%&%g%?g%g2¥§%d§%ﬁ§ %%?%ﬁhgqu?Egﬁgngég?Q%?ﬁéggégain W th
R2 key and se it to the owner, by performng nethod 321. Software checks
if user i%H?ngﬁd%@°F@HF%V@W?O%Ww%ﬁYﬁﬁﬁﬁVﬁggnethod 325 and If recipient
verification is correct then verifier 326 verifies the integrity of the 326

net hod aséder spswlsiionofetiehameieant gj et dats; f Fyngomel2Qowerdms tosCheck

successfully verified 328 is invoked by owner to inport the data into the
sof t war e avhdthief reegriéntt iheet ownerk &2 sy 1\ A0 204k OB A IRETUtdABRR)IIIR2959



16 the data is discarded by performng the nethod 327. If owner accepts the
data by perform ng nmethod 329, nmethod 330 is invoked to nerge the received

dat a i nt ovownawdos37er i gi nal data. According to this scenacraBih@oipsen dat a

is protected from unauthorized accessl4 Referring to Figure 4a, |f user

needs to reinstall the software due to_any reaso thod 401 is invoked.
User rei nSTQKFS 1 RRoraRy el wifh opdet Rﬁéyey FRELPBHI 408 91&/&"#86 SO s
executed while user clicks to start the software, software registration

wi ndow 404lseiamendgsipdads 1s enseyptechwethgeeipigns &bdeyeandi upload thadapsakpskded and
clicks next, to proceed by executing function 405. If intern& connection is
avai | abl ethéG6rweeby pedsrniihg nictoel222t nt edrvert datd @6davetthatiwib sadpiattésdRv t h each
| oaded object, if the nethod 407 is successfully verified, 408 is invoked
to check R&y giesbaiCOnE{tad Wah dabd SR AELY Iy N2 bY pYEBERInS nRihd A2 35 Nfeer

dat abase. If registration information is validated successfully, 409
verifies pts 4 | tY:11@2sS06G|.a f l.pa I i - t hod
409 is sut:%iég%]tl?l%\?%f vvglrul %&egi%%%gi }ss\f:aﬁlveg ed dta% ?g?%lﬁmgﬁrhlshfﬂgrﬁﬁ%ﬁﬁ of
custonmer who has alre regi stered t nlihe servyer. h 411 . reinstalls
The sof t wbn e PbBRae ERHEh SHEDel R Pt ASrey SRS b Eeng
confirmation key to user's registered email id, nmethod enters confirmation
key and cRisekiaisaxyithhgache fopdsdPhigcidt Hisamethed Kgf sugescd t9atlerydbe gwner,
confirmation key 415 with online database if key is validated by 416 then
di sabl es slcthodr 6 susvolstt wl Hewnload ithks détar Splwaiccaicass Uswser anthteelaér at es
new uni que installation id, store machine code to online database by

execut i ngrdcipiaitignpedfofmirfpoficad 2 27hackes wiet haifivadod id doresddebgedkrifier sof t war e
wi th machi ne not herboard id by executing nmethod 418. Verifier 419

successf ubby vueidsithemtddify BPIHRENRGALHod SsbUmet vath 420 IGNBE BbRS:, [thassi gn
new keys Rl an to user and alert user to send request again to the

d R2 I
2011/ 0013 tREN Tg0 1630086 FR Pl Bk Miichu® oo B o e o

confirmation, .their R2 ke i1l be registered with the recipient ain.

Fof er 1 ngIEORNGT & Becnite raoramt £ YeBHEERd e ey Safcn Bergrd Plg o er ed
users 501 nmethod is invoked. W=zard 502 appears to enter customer id of

reci pi ent Berfaines thenmethodi329. duewaererccrrfs dhe datei by perfarmuipg mofilsniHe want to
share his data by performng function 503, If intern& connection is

avai | abl enctrde3Rimwokeérd e thddaty ano theewidileéd datat egrity of the 505 net hod

associated with each | oaded object, If the nethod 505 is successfully

verified ROfriify tOVigkRdA34, af ghtareviid2 washeswb tsharc e dvarsitlc Ueiep M®iistérddt o t he
online server. |If intern& connection is avail able connection verifier 507

f
verifies | - . ; i b : C i : t hod
507 1 & sulERieitt BP\okEdipiAgh 01 Whi: BRCh RAGIRANAR) Athypdd wlBRHE
regi ster

Functi on_ 806 o0k 1Y o Gt o BRE Bt Richn T ES iRiab I Rl e FRBL 7 o

511 verifies the integritﬁ of the 511 nethod associated with each | oaded
obj ect, |¥eX #¥ thsp kaeryBit1hs dataysingssydid Py werfprmiag meetbod 307 dliglseure o al ert
owner about registration of R2 key with recipient. If user does not accept
510, the Rely afisr thotdataaqyimsy enterh. a password to execute this transaction. Owner sets the

permissions to amend the data and a unique data id is assigned to this set of data by
executing function 303. Owner chooses the method of sharing of the data 304 i.e.
through online method or through an external drive. If data owner chooses the data
sharing method through external drive by performing method 305, Function 306 is
invoked to check whether owner have recipients Rb key If owner have recipients Rb

key then function 307 is executed to encrypt the data with Rb key and stores it on



Referring to Figure 6, if data owner wants to revoke, R2 key shared with

ot her users 601 nethod is invoked. Interface 602 appears with |ist of

cust oner wa'2simioidrtiwhom t he data owners R2 key is regi sPeraB201@052e59 sel ect s
the customer id of recipients fromwidm he wants to revoke his R2 key and
sends this request to onljn rver b erformng fynctign 603, If intern&
Connect | oATHIS 3PN SN SR ﬁégrl%c?ﬁ‘fﬁ%?ff £ CBIRYDt B dhmh Fonkeend or 604
verifies the integrity of the 605 method associated with each | oaded

obj ect, | fecetyersrstailsdOs@BT sends waewptetudata toseeipins dhreogh exteingl dedibyo revoke
regi stered R2 key fromintended recipient fromonline server. If intern&
connect i operifemavairhahbd 308. tReecidat acaepretie daapbyt eerfooningciethodverd.fi er 607
verifies its integrity WD 2011/001371PCT/ 1B2010/ 052959 18 associated with

each | oadggf@Riceeteckd thd RGLdTBL BPEhOLri 15y SrE6s @psdkind Witk bhstdmel RO8yi s
executed to alert owner about successful revoking of R2 key fromintended

reciplen elﬁﬁhﬁﬁ h{%ﬂleotr(]i% l_}bs%ﬂ(;v%re eg%g??y gérlﬁ&eché 9{%&%’1\@9 ofk d%lggtg?tﬂog of t war e

aut hori zati on co%rpo chec not her boar enbe

wi th machine's t.herboard id,.F ion 70 ecks her .t h her boar d
s haverSRSGRQ I HER ARt orisRt Foder o B eSS Y Skt e ver o and
alert user to validate with online server. |If internet connection is

avai | abl e'dgfstett Fignrs, db) 1 Brokslato, degryntede gt pnsk BRRQTE J B0 {¢6681V2DS net hod
associ ated with each | oaded object, If the nmethod 705 is successfully
verified @8virs. Vanokedll4 cheek$ thtapeamiss®nssst tiathe anneridment ohéhesdataerl and
send confirmation key to user's registered email id. User enters

confirmat r@Bivkel Haring gehfisgioh ity atead th dad By byrfepnaag Bl Higf hedetd 35 i¥07. | f
verifier 708 validates confirmation key with online server, then function

709 i's exgrddbRfifyOeNcB@d tRin ReWOLTS ReE RGN itd deblyPt BRY vfs \Xﬁﬂ]ldké-a}jgﬁt ify the

software with thi's notherboard id. Function 710 executes to sen d
restore R . : 4 ' f r i i ]| u alert
owner to %53%3%? X’gl%%gercg%g{ %ﬁ%\?\%g%v\é@tc %ﬁ Pgl iq(sd\%‘!é&ﬂ? éé%rb\y&r{?gléﬁ% I{I]gth%ﬁe sai d

sof t war e. ly . after data owner's confirmation, their R2 key. will be

r egi st o eal i Wik b REBIBH SRPAEy Hicndeth OF RS S4coriNirdp HSEMBHOBGHR PYI 1 i ng
usage of data and prevent unauthorized usage of data which is generated by
sof t war e, Peréraung sisthpgh 316 Afiagompletion of the amendment of the data; Function

318 verifies to check whether recipient have owners R2 key if 318 is successfully
executed updated data is encrypted with owner’s R2 key by performing methods 322.
Recipient uploads the data back to the external drive by performing the function 323,
the owner will get the external drive of the updated data by method 324. Else software
encrypts the data with recipients Rb key and upload back to external drive by
performing method 319, owner receive the data and upload it to the server by
performing method 320, at the end of server online server decrypt the data with Rb
key and encrypt it again with R2 key and send it to the owner by performing method
321. Software checks if user is intended recipient by performing method 325 and If
recipient verification is correct then verifier 326 verifies the integrity of the 326
method associated with each loaded object, If the method 326 is successfully verified

328 is invoked by owner to import the data into the software and if verification fails,



2. A nethod of claim1 wherein data can be used only on the conputer which
WO 2011/ 001371PCT/ 1B2010/ 052959 19 owner nust authorize a recipient, using
t he sane weaodaw#7syst em on anot her conmputer. 3. A net hedTaB2oab/es20%591,
conprising: selecting the data to be whared and enbeddi ng data owner's

custoner id; identjfying and authorizing a t one recipien L th whom
the data IS 440 BodisHlet bR PesRTBREyS tfﬁf‘ghqié?ﬁ?@rﬂwngr SHSTBE dip by

i dentifying each set of data being shar ed §¥ a unique data id generated by
the data bewemisg syethadrddhemetiod IXeisatvekyl premmrresilmscceiycalor dve of data

are associated with each particular data id ;
owner’s original data. According to this scenario the given data is protected from

unauthorized access.

Referring to Figure 4a, If user needs to reinstall the software due to any reason
method 401 is invoked. User reinstalls the software by executing function 402.
Method 403 is executed while user clicks to start the software, software registration
window 404 will appear, user enters registered email id and password and clicks next,
to proceed by executing function 405. If internet connection is available 406 verifies
the integrity of the 406 method associated with each loaded object, if the method 407
is successfully verified, 408 is invoked to check entered registration information with
vendors online server database. If registration information is validated successfully,
409 verifies its integrity associated with each loaded object, if the method 409 is
successfully verified 410 is invoked to fetch all information of customer who has
already registered to online server. Method 411 reinstalls the software and invokes
method 412 (as referred in Figure 4b) to send confirmation key to user’s registered
email id, method enters confirmation key and click next by performing method 413.
Software validates confirmation key 415 with online database if key is validated by
416 then disables all previous installation ids for particular user and generates new
unique installation id, store machine code to online database by executing function
417.  Software checks motherboard id embedded in software with machine
motherboard id by executing method 418. Verifier 419 successfully verifies the
motherboard id function 420 executes to assign new keys R1 and R2 to user and alert

user to send request again to the various data owners for re registration of their R2 key



i ssuing required access perm ssions to authorized recipient to use the
data; using appropriate data sharing nethods i.e. sharing via uploading the
data to tweeonldiomgiserver or by copying the data to anyPpextiBzmebs29i0r age
device. 4. A rrethod of cl ai ml wherei¥, during software activation t he

vendor s e ds keys nanel he si ware Key
Rl is use&’f'ﬁ‘ Q@ M 'age’déilmé‘ Panfr%tCQ%fflrr’ilattloflr 6%%&&%&‘?’ “usage of

this data on an other conputer. Wen data in created in the software it is
aut onat i cmglsyere%mtyﬁhe@cquhag% Rl key and stored in this encrypted form
Key R2 is used to protect the data that is to be shared with one or nore

i nt ended Refrpmgetot Bigamr K, iedwnar oty ©rshsyesR2hey With antickr Ripigtered tukers poi vat e and
public keys of the recipient. 5. A nmethod of claim3, wherein data owner

can shar enjehiy ddidtiavoMct N Wib&dr 0! fipeils 141 dhtatnduRRhdndd tdTacéipledtst @vdee online
server or by transferring data to an external storage device and sharl ng

this devi e W R &L\t}\ﬁorﬁéarcid)'o?rfgmpﬁm %%%99&%&%% 1820104 9529 2

met hod of ~clai m 3 ere 1 ncase e reci p| ent has not yet registere the

dat h ded t t h ,
data is f ??f %ma%%%ﬁ? 5§Z1 frEnT R Bin oS a LR B R G miien Yeahe BT oo
with the data owner' key. This data is uploaded to the server where it
is decr ypveéﬁ% fhp %gratyo%@ﬁ WVSppethed aémfwé@cg“ﬂthew@hygwé tedh Hiide

recipient's Rb key. Recipient dowl oads this data and uses it with his Rb
key. method 505 is successfully verified 506 is invoked to store R2 key with receivers

customer id to the online server. If internet connection is available connection verifier
507 verifies its integrity associated with each loaded object, If the method 507 is
successfully verified 508 is invoked to alert the recipient to register the key. Now if
user accepts to register the key by executing function 509 then If internet connection
is available connection verifier 511 verifies the integrity of the 511 method associated
with each loaded object, If the method 511 is successfully verified 512 is invoked to
alert owner about registration of R2 key with recipient. If user does not accept 510,
the key is not registered.

Referring to Figure 6, if data owner wants to revoke, R2 key shared with other users
601 method is invoked. Interface 602 appears with list of customer id’s with whom
the data owners R2 key is registered. Owner selects the customer id of recipients from
whom he wants to revoke his R2 key and sends this request to online server by
performing function 603, If internet connection is available on the recipients computer
connection verifier 604 verifies the integrity of the 605 method associated with each
loaded object, If the method 605 is successfully verified 606 is invoked to revoke
registered R2 key from intended recipient from online server. If internet connection is

available on the data owners computer connection verifier 607 verifies its integrity



7. A nethod of claim3 where incase the recipient has not yet registered
the data owner's R2 key and data to be shared is sent to the recipient via
an ext er nab 28tiowazye devi ce, data is first decrypt ed usi rgTHBRB10/B3295%WNer "' s
Rl key and then encrypted with the data owner's R2 key. This data

transferred to the ext d hared with t t
The T ect phEAtSRNDAIS PG G EHOMBPHAD o YEF Ay 1RSI dat

owner has given sufficient perm ssions, the server decrypts this data with
the data evassicddo Rertieayncaabpussesopystidl revakingiofi B2 bigst fiomtieicndaditpeipisns Rb key

after which recipient can downl oad and use this data with his Ro key. 8. A
nmet hod of claim 3 where incase the recipient has previously registered the

dat a owneRecfritZ loefyoiand, Wakacwce thessosthareid dpSnddip hodeghtiod cohpondtlti7oe server,
data is first decrypted using the data owner's Rl key and then encrypted

W th the glRs MBhtREFArk sy em-Blaﬂéeddﬁ&t o fhwar Rl PR AREn e st ABtHRAIURS id.t he
reci pient downl oads this data fromthe server and decrypts and uses the

T hed o IR AN R BT T LR ©

nethod of ncase he rec as registere

owner's R2 and d red via an extern storage . device, data is
first decW&‘Eteg%F“l&F% o3 2 Buer e YORUSRIP ¥ ek giih i Py SERA Wit h t he
data owner's R2 key. This data is transferred to the external storage

devi ce anthteyhetr edmogtion isHeaildde speipctiomaeiifi¢re 4 Haischedntesity afdhe f rom
the storage device and decrypts and uses the data with the data owner's R2
key. 10. Adhmidtiod afsochtaid miitwharhelonded sbjedatl fitleymteiod cdh beuosssfutlp pr ot ect
any data on the data owner's conputer/system 11. A nethod of claim3

wher ein, thefidiatos dpwihvererdo byl aidt bofhzedwandodlaRi ghatednd eehpi ent is
bound by certain access rights issued by the data owner; said data can be

used by tReyfiRR1iBh §BY (PRI sA%aRETed RuiPREERS: 5ﬂt9§tc%nﬁﬁﬁatlomemt%aﬂhg set

access rights are view ng, Ing, printing and savi ng

activation wizard by executing function 707. If verifier 708 validates confirmation
key with online server, then function 709 is executed to register new motherboard id
with server and identify the software with this motherboard id. Function 710 executes
to send and restore R1 R2 keys to user’s software. Function 711 will execute to alert
owner to request other data owners to register their R2 key with the said software.
Only after data owner’s confirmation, their R2 key will be registered with the

recipient again.

I claim;
1. A method of controlling usage of data and prevent unauthorized usage of data

which is generated by software, using iso data system.

2. A method of claim 1 wherein data can be used only on the computer which

has created it using iso data system; to use said data on another computer, data



12. Method of claim 3 wherein, the authorized recipient can anend the data
and send it back to the data owner if needed. This anended data wll be
recogni zewtousimgizxinew data id. The data is encrypted wprCh/iBRmikes2Isnd

upl oaded to the server where it is derypted with the Rb key and again
encrypted with the data owner's R2 key. Omer can downl oad this data and
convert it bacRVDY MHY NGRS 2oiSEIPIFEE Ysing the SaIRe fsqr ARfey SHFCTRIO% 4ACHET wher ei n
reci pient can anend the data shared by the WD 2011/001371PCT/1B2010/ 052959
22 via upl oadi Agnpwer-data to the online server or by transferring data to
an external storage device and sharing this device with the data owner. 14.
A nethod of claim 12 where incase the recipient has not yet registered the
data owner's R2 key. Amended data to be shared is encrypted with

reci pi ent' s Rbakaythaddf HRi®20@EndrRirdghe online server, where it is decrypted
with the recipient's Rb key and | ater encrypted with the data owner's R2

key. Data ownet.qeudlRadia I{bedihidnd MehEGMNL il onel § O fHReitig, i s K1 key

and then uses aim ere incase the recipient has
not yet registered.the data owner's key and anended dat 0. be.shared is
sentto t he. datieni ] oA arlgit oB SrdREn R aBOniBh Jelods &5 0F ot e
using the recipient's Rb‘keﬁrtransfgrred to.the external storage device and
shared with thehaged By SHpdne e reeiRigntss GWesr il oads this data to the online
server and incase the recipient has given sufficient perm ssions, the
server decr ypt glenhfysngieach soi ofdathbeing shapedhy asimiucikdeta dragnemtedypttbet hi s
data with the data owner's R2 key after which data owner can download this
data, convert Hitafowart’s Restbd Wwiedre i tHdladceys ponthisyB@s it cach set of data are

associated with each particular data id ;

issuing required access permissions to authorized recipient to use the data;

using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

4. A method of claim 1 wherein, during software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically
encrypted with the R1 key and stored in this encrypted form. Key R2 is used
to protect the data that is to be shared with one or more intended recipients on
their computer system. Ra and Rb are the private and public keys of the
recipient.

5. A method of claim 3, wherein data owner can share the data with the recipient
via uploading the data to the online server or by transferring data to an

external storage device and sharing this device with the recipient.



16. A method of claim 12 where incase the recipient has previously

regi stered the data owner's R2 key and anended data to be shared is

upl oaded wo 2hoesthi ne server, data owner downl oads thi ecaiaBzienztosbecr ypt s
it using his R2 key. Said data can beoconverted fromthe R2 key to Rl key
and then used. WD 2011/001371PCT/ 1B2010/ 052959 23 17. A nethod of claim 12
where incase the recipient has previously registered the data owner's R2
key and shares the anended data via an external storage device, data owner
downl oads t Hi-sAdaethod ebekima vehaese igescdbe irewpianichagset yeitregipteredghndathi s R
key. Said data can be converted fromthe R2 key to Rl key and then used.
18. Met hod of olvaers B2\khenad datace ds shardd st wyrlegled ad tlar ordinnabrvdgtdataand dat a
which is received for sharing, are processed through two different and

nutual Iy excl Uﬁt@(@e&%’teé){@h%ﬁfe @toRh& AR 1 k¥PasEMSs 8h@ypte dlithaRs dith t he
sanme conputer/ system 19 met hod of claim 12 wherein, the data owner is

al erted about phe.ampaqqe nfhlgammb%plssq%dg&m%e ?Me?ecw&rzagypkiamﬁ shar ed

data and can nerge it e orl ata 1 reqU|re nmet hod of
clai m1 wherei t he an re |ste hi s

reci pi ents forggtgc%‘?’%% Sdgga %%aﬁ“ nPpur BB@'B thl'%' bﬁycfm%l?e e eyan

instruction to do so and entering both custoner s as well as data owner's
cust oner id. TﬁémP@QF@PW&PWEﬁhﬁﬂwPﬁméuﬁﬁvtBﬁhhﬁ@ﬂ?kqbked at any time by
either parties, by sending an instruction to the vendor's online server
about the sane. 21. A nethod of claim3 wherein, the data owner can bl ock
the access rights to the data shared with a recipient, by instructing the
server to block methdébetiairh Bevithat tcaenthe recipibit Hag @bpi@tgistered the data

owner’s R2 key and data to be shared is sent to the recipient via an external
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.

8. A method of claim 3 where incase the recipient has previously registered the
data owner’s R2 key and data to be shared is uploaded to the online server,
data is first decrypted using the data owner’s R1 key and then encrypted with
the data owner’s R2 key. This data is uploaded to the server, the recipient
downloads this data from the server and decrypts and uses the data with the

data owner’s R2 key.



WO 2011/ 001371PCT/ 1B2010/ 052959 24 22. A nethod of claim 3 wherein, even if
the data fromthe recipients conputer, is used on any other conputer, it
cannot bewecomsmexfi used or processed, due to |ack of pecwiBIIENRIFY om t he
data owner. 23. A nmethod of claim1l wilerein, in case the software is

required to be reinstalled, an easy nmethod. of reinstallation is provided to
e sof tuar & udureinor HEm R Biadhs Reinge L%ﬁegﬁwr%ﬁ%‘e JREYBEr dn Kkeys
again to the software after activation. It also sends the previously

regi stered R2 Reysyend dethay shasedrvig an pxternehgorge dowiee datpgs fipst dearbipigd of ¢l ai m
16, wherein incase during reinstallation or each tine the software is

opened, it is dehgdchcedhts bamet h®ekdysarniddnhemohdrgptodavith thd dafa dweertoRPpuUt er has
changed, then the software will have to be revalidated with the server and

al so the R2 keysy wihlid dhakardngfched teWr! dxéahadtARgal dbvity dnbghstald avidwner s only
then the data sharing fromthese owners can occur. 25. A nethod of claim1

wher ei n, the | 8 iakar SYSLAMAlTo s SRis ML REH (S sBRhek HIPRE AP BLerSHIGT YPLT 0N

nodul e to secure data storage.

and uses the data with the data owner’s R2 key.

10. A method of claim1 wherein, iso data system can be used to protect any data

on the data owner’s computer/system.

11. A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.

12. Method of claim 3 wherein, the authorized recipient can amend the data and
send it back to the data owner if needed. This amended data will be recognized
using a new data id. The data is encrypted with Rb key and uploaded to the
server where it is decrypted with the Rb key and again encrypted with the data
owner’s R2 key. Owner can download this data and convert it back to the R1

key and use it.

13. A method of claim 12, wherein recipient can amend the data shared by the

data owner, if needed, and send amended data back to the data owner either



WO 2011/ 001371PCT/ 1B2010/ 052959 25 | claim 1. A nmethod of controlling
usage of data and prevent unauthorized usage of data which is generated by
sof t war e, woannigixe data system 2. A nethod of clai m 1pcmaBmimoztatea can be
used only on the conputer which has cx2eated it using iso data systen1 to
use said data on anot her conputer, data owner aut or.i ze reci pi ent,
using the same'is A @%tdé% #h then8RIHSY SE¥THB 0 &y SRR B! Oofm(F:)I aimi,
conprising: selecting the data to be shared and enbedding data owner's
customer id; i eeamafspiage devdcaandrbaiing Has davideasish tf@rdétar@criepu ent with whom
the data is to be shared by entering the recipient's custoner id;
identifying each set of data being shared by a unique data id generated by
the data owner's systemwhere in the access perm ssions to each set of data
are associated with each particular data id ;

14. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key. Amended data to be shared is encrypted with recipient’s Rb
key and uploaded to the online server, where it is decrypted with the
recipient’s Rb key and later encrypted with the data owner’s R2 key. Data
owner downloads this data and converts it from R2 to his R1 key and then

uses it.

15. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s
Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it.

16. A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and amended data to be shared is uploaded to the online
server, data owner downloads this data and decrypts it using his R2 key. Said

data can be converted from the R2 key to R1 key and then used.



i ssuing required access perm ssions to authorized recipient to use the
data; using appropriate data sharing nethods i.e. sharing via uploading the
data to tweeonldiomgiserver or by copying the data to anyPpextiBzmebs29i0r age
device. 4. A nethod of claim1l wherei23, during software activation, the
vendors' online server sends two keys nanely RL and R2 to the software. Key
Rl is used to encrypt owner's data to protect it from unauthorized usage of
this data on any other conputer. \Wen data in created in the software it is
aut onmat i cal |y &naetipd eficlaim A2 trherRmepssythe e ingem rhagl prayiquslysregisrsdohed f orm
Key R2 is used WD 2011/001371PCT/1B2010/ 052959 26 to protect the data that
is to be shar edataidvncolReRDrkeping dhatesntle dhmeadedidetat wa am Eheinal storagat er
system Ra and Rb are the private and public keys of the recipient. 5. A

net hod of cl ai fdee, WRRIRIMRr e AloBIATs daddfrsMaREstbRGe davide Md d[bcbgﬁs iteci pi ent
via uploading the data to the online server or by transferring data to an

external storagg,dau 1€£ kAN SaNakth 38 b0 cSn et ot R4 REy R Ke§ Bhd

then used.

18. Method of claim 3 where process and storage of original data and data which
is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

System.

19. A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original data if required.

20. A method of claim 1 wherein, the data owner can register his R2 key with
other recipients for secured data sharing purpose by sending the server an
instruction to do so and entering both customer’s as well as data owner’s
customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.

21. A method of claim 3 wherein, the data owner can block the access rights to the
data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.



6. A nethod of claim3 where incase the recipient has not yet registered
the data owner's R2 key and data to be shared is uploaded to the online
server, dabaoiiwoiimst decrypted using the data owner's RELTHB31enzIthen
encrypted with the data owner's R2 key. This data is uploaded to the server
where it is decrypted with data owner's R2 key and again encrypted with the
recipient's Rb key. Recipient dowl oads this data and uses it with his Rb
key. 7. A nethod of claim3 where incase the recipient has not yet

regi stered tHeAdaethodahelping 3 Rehekay, eyad iidhe datedrasethshagipignissoswtertis t he

reci pient via an external storage device, data is first decrypted using the
data owner's Riisddeyn arndothtrecongnitery gtoagnot Hehactéssed]atsad ompecessedRlukey. Thi s
data transferred to the external storage device and shared with the

reci pi ent. ThelaReF pé@iisidRl R thetdatSowhadra to the online server and incase
t he data owner has given sufficient perm ssions, the server decrypts this
data with the data owner's R2 key and encrypts this data wth the

reci pients Rb key after which recipient can downl oad and use this data with
his Rb key. 2011/ 001371PCT/ 1B2010/ 052959, 27 8. A .nethod of clajm 3

wher o i noaset ReoPEET B SR haapoadr St e sy Se st ROt s ro
key and data to be shared is‘uPI oaded to the online server, data is first
decrypt ed usi nd £3¥ reeihed fisEwstadlatien B ayodded orbh sy pecsandihersef e dat a
owner's R2 key. This data is uploaded to the server, the recipient

downl oads t hi ssaids athtr omrypteons end edecayntiode keyptagaiantd ubessaftverelatfierwi t h t he
data owner's R2 key. 9. A nethod of claim3 where incase the recipient has
regi stered theaddhationWwneako seifdd thkepreaivdsgatgisictedskakegh off @hanusext ataal
storage device, data is first decrypted using the data owner's Rl key and
then encryptedipighhwhire data owner's R2 key. This data is transferred to
the external storage device and shared with the recipient. Recipient

downl oads this data fromthe storage device and decrypts and uses the data
with the data owner's R2 key. 10. A nethod of claim wherein, iso data

m can r ot. . n r' r m
system ca bZ%l xsr%gthtog 0‘% c e}lr?lcf6,%v%rglal'tlgcage dhrqgg geairtlsafal?a\{\fgg orseaglgtl %tt e/ syste

software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

25. A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.



11. A method of claim 3 wherein, the data downl oaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; sawv0datmizan be used by the recipient only as pecTubmieci2ess rights
set, where said set access rights aresview ng, anending, printing and
saving. 12. Method of claim 3 wherein, the authorized recipient can anend
the data and send it back to the data owner if needed. This anended data
will be réé@ﬁﬁlzed using a new data id. The data is encrypted with Rb key
and upl oaded to the WO 2011/001371PCT/1B2010/ 052959 28 server where it is
decrypt ed wil hAthethh ok egntemdlingagrage o dan ppd erbveitt inantheridat esagownedats R2 key.
Owner can download this data and convert it back to the RL key and use it.

13. A met hod ofvhihdk gerkZatedbgsEtwart asing ismtlate 3ystanend the data shared by

t he data owner, if needed, and send anended data back to the data owner
either via uploading the data to the online server or by transferring data
to an external storage devi ce and sharing this device with the data owner.

14. A net hoc& Of &f@l g]o:k%laA & gleha&gtg?gta CQE breet?s &“0%5; 01@% quggl stered

the data ownér's ato be s ar i'S encr

reci pient's Rb, ke upl oaded to the onllne erver ere |t i decrypted
with the reci pP%Sn%e e‘getﬁ 186 1503t SYSEMIEA LSS G at@mﬂtlﬁ‘n? ‘EP&H&I?{ ' s R2

key. Data owner downl oads thls data and converts it fromR2 to his Rl key
and t hen uses pwner must authorize a recipient, using the same iso data system on another

computer.

3. A method of claim 1, comprising:
selecting the data to be shared and embedding data owner’s customer id;
identifying and authorizing at least one recipient with whom the data is to be
shared by entering the recipient’s customer id;
identifying each set of data being shared by a unique data id generated by the
data owner’s system where in the access permissions to each set of data are
associated with each particular data id ;
issuing required access permissions to authorized recipient to use the data;
using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

4. A method of claim 1 wherein, during software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically

encrypted with the R1 key and stored in this encrypted form. Key R2 is used



15. A method of claim 12 where incase the recipient has not yet registered
the data owner's R2 key and anended data to be shared is sent to the data
owner vi averroewesTmal st orage device, data i s encrypt ed PASITRZY10/0F2959
recipient's Rb key transferred to themexternal storage devi ce and shared
wi th the data owner. éﬁ a omn upl pad E this data to éhe.online server
and incase t he'd eI afid atglm o] Witk gpe BEFRFS i ed rqoHicpPY er
decrypts this data with the recipient's Rbo key and encrypts this data with
t he data owner theirRpomRpuferapystam R cind didle dra dive privadn a@émbgaoketymoi that a,
convert it fromthe R2 key to Rl key and use it. WO

2011/ 001371PCTtpr@it0/ 052959 29 16. A net hod of clain112 where incase the
reci pient has previously registered the data owner's R2 key and anended

data to be shapedethsd dptiaasledwheinh@itDoWh&Cah 8hMBlihe G4 VitAWREFecHMAl oads
this data and decrypts it usrng his R2 key. Said data can be converted from

the R2 key to Bl . And dbanugedh. &&M%&e%h&db { BRI 2uUNRS 6y noase

t he recipient has usly reglstere at wner ey and shares
t he anmended datq an e terna tora evrce,t glta .omner downl oads this
data fromthe §t'674 3%0@%% RECHHY 88?% $Aqce N ICAF PR ey, Sai d data
can be converted fromthe R2 key to Rl key and then used. 18. Method of
claim 3 where process and storage of original data and data which is
received for sharing, are processed through two different and nutually
excl usi ve sub sdywetbnd ofnldinaBeviztre ingascstbp agcapient| lns ant peigcgistetedehs date
conputer/ system 19. A nethod of claim 12 wherein, the data owner is

al erted about bhacrhRDdERANd dataco By shdred aulpgiedded a6l thicesilPk 8aitvet, atahie shar ed
data and can merge it into the original data if required. 20. A nethod of

claim 1 wherei g GYGyHRY AsiAYRRS dFROWhEH R REy MEhER eﬂf&ﬁﬁgt@ﬁ Wihahd@4ta
recipients for secured data sharing purpose by sending the server an

I nstruction to,dg.sopaRdy fiehiR % BAbIGIS HRREvE Wk R ddPyptaf QiR Wner” s

data owner’s R2 key and again encrypted with the recipient’s Rb key.

Recipient downloads this data and uses it with his Rb key.

7. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is sent to the recipient via an external
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.



WO 2011/ 001371PCT/ 1B2010/ 052959 30 custoner id. The registration of this
key can be revoked at any tinme by either parties, by sending an instruction
to the vewdaniigomsthi ne server about the same. 21. A netrot/iBio1wbzosn 3
wherein, the data owner can bl ock the&7access rights to the data shared with

a recipient, by instructing the server to bl ock or delete the data sent to
the recipiert. Az@.e&lﬂd ﬁé@h&% %WE%TF:;}P%S% thehse gt hé%WV}OPSkVH@gIafgf% fom t he

reci pients conputer, is used on any other conputer, it cannot be accessed,
used or procesd&d ovigestia keckndbflatpde bicshigAgs tploatachty datomliowsenver, 23, A

met hod of claim1 wherein, in case the software is required to be

rei nstall ed, adateasfirstdtdrgptedisingitiesdab baneidn Ril kepraad itidacericoyptdiewsbf t war e
user and the server sends the encryption and decryption keys again to the

sof tware aft er tRCddty dtwinePs Rt k&, SIhis andsis tupoaBEE Yo @S betvire theStRipecht R2 keys
of other user's into the software. 24. A nethod of claim 16, wherein incase

during reinsta I : i t i Ak o tected
that there is %i {Zu\gﬁlhg{&hfeﬁ?sbgégg Er OlE%mgef &Fﬁg%@%ﬁ%ﬁf trS gglggﬂg[%g%%% V&{lﬁetﬁgt he
software w | | ve to.,be. revalidated with the server and al so the R2 keys
will have to b a?@@@?ﬁﬁ&?éﬁyagain by the data owners only then the data
sharing fromthese owners can occur

9. A method of claim 3 where incase the recipient has registered the data owner’s
R2 key and data is shared via an external storage device, data is first decrypted
using the data owner’s R1 key and then encrypted with the data owner’s R2
key. This data is transferred to the external storage device and shared with the
recipient. Recipient downloads this data from the storage device and decrypts

and uses the data with the data owner’s R2 key.

10. A method of claim1 wherein, iso data system can be used to protect any data

on the data owner’s computer/system.

11. A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.

12. Method of claim 3 wherein, the authorized recipient can amend the data and
send it back to the data owner if needed. This amended data will be recognized

using a new data id. The data is encrypted with Rb key and uploaded to the



25. A nmethod of claim1l wherein, the iso data system can al so be used as an
I ndependent encryption nodule to secure data storage.
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server where it is decrypted with the Rb key and again encrypted with the data
owner’s R2 key. Owner can download this data and convert it back to the R1

key and use it.

13. A method of claim 12, wherein recipient can amend the data shared by the
data owner, if needed, and send amended data back to the data owner either
via uploading the data to the online server or by transferring data to an

external storage device and sharing this device with the data owner.

14. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key. Amended data to be shared is encrypted with recipient’s Rb
key and uploaded to the online server, where it is decrypted with the
recipient’s Rb key and later encrypted with the data owner’s R2 key. Data
owner downloads this data and converts it from R2 to his R1 key and then

uses it.

15. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s
Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it.
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A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and amended data to be shared is uploaded to the online
server, data owner downloads this data and decrypts it using his R2 key. Said

data can be converted from the R2 key to R1 key and then used.

A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and shares the amended data via an external storage
device, data owner downloads this data from the storage device and decrypts it
using his R2 key. Said data can be converted from the R2 key to R1 key and

then used.

Method of claim 3 where process and storage of original data and data which
is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

System.

A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original data if required.

A method of claim 1 wherein, the data owner can register his R2 key with
other recipients for secured data sharing purpose by sending the server an

instruction to do so and entering both customer’s as well as data owner’s
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customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.

. A method of claim 3 wherein, the data owner can block the access rights to the

data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.

A method of claim 3 wherein, even if the data from the recipients computer, is
used on any other computer, it cannot be accessed, used or processed, due to

lack of permissions from the data owner.

A method of claim 1 wherein, in case the software is required to be reinstalled,
an easy method of reinstallation is provided to the software user and the server
sends the encryption and decryption keys again to the software after
activation. It also sends the previously registered R2 keys of other user’s into

the software.

A method of claim 16, wherein incase during reinstallation or each time the
software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.



