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CONTROL APPARATUS, TERMINAL APPARATUS, POSITION VERIFICATION 

SYSTEM, COMPUTER PROGRAM, AND POSITION VERIFICATION METHOD 

 

 

BACKGROUND 5 

 

[0001]  (i) Technical Field 

[0002] The present invention relates to a control apparatus, a terminal apparatus, a 

position verification system, a computer program and a position verification method. 

[0003]  (ii) Related Art 10 

[0004] JP-A-2009-159336 discloses an action range recognition method for 

recognizing an action range by using radio waves that a ubiquitous wireless device 

transmits, and the action range recognition method discloses a configuration 

including: step of receiving radio waves that the ubiquitous wireless device transmits 

in a position where an action range recognition subject is present and detecting 15 

features of the position from the received radio waves; step of storing the features of 

the position which is detected in the detecting, as history data; and step of estimating 

a topology of an action path of the action range recognition subject from the history 

data which is stored in the storing. 

[0005] JP-A-2008-199360 discloses a position estimating system which estimates 20 

a position of a mobile terminal in a partitioned space, based on identification 

information of the mobile terminal, which is transmitted through one antenna included 

in the mobile terminal, with one or a plurality of mobile terminals being present in the 

space.  The position estimation system discloses a configuration including: plural 

identification information reception processing units which are respectively disposed 25 

in appropriate points in the space, includes plural antennas for receiving identification 

information from the mobile terminal and extracts identification information having a 

maximum received signal strength, among plural pieces of identification information 

that are received through the respective antennas; and an information processing unit 

that extracts identification information having a maximum received signal strength, 30 
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among the plural pieces of identification information that are respectively transmitted 

from the plural identification information reception processing units and retrieves an 

identification information reception processing unit , which is a transmission 

destination of the extracted identification information, to estimate a position of the 

mobile terminal in the space, based on a disposed position of the retrieved 5 

identification information reception processing unit.  

[0006] JP-A-2008-175734 discloses a configuration including: a wireless mobile 

terminal; plural fixed position estimation nodes which are provided in each of two or 

more stories of a stories structure, and measures a received signal strength of a 

position beacon signal which is transmitted from the wireless mobile terminal; and a 10 

position estimating server which estimates the position of the wireless mobile 

terminal, based on information about the received signal strength which is measured 

by the plural fixed position estimation nodes, in which the plural fixed posi tion 

estimation nodes for each story are disposed in substantially the same plane position 

of each story. 15 

[0007] JP-A-2003-166835 discloses plural terminal apparatuses which are 

provided to be movable, and each of the terminal apparatuses includes position 

detecting unit that receives a GPS signal and detects a current position where the 

terminal apparatus is positioned based on the GPS signal; a first communication unit 

that directly communicates with another terminal  apparatus by wireless 20 

communication without passing through a relay station; an output unit that is capable 

of outputting at least any one of an image, light, or sound; and a control unit that 

transmits and receives transmission information containing position information on 

the current position, which is detected by the position detecting unit with another 

terminal apparatus by the wireless communication through the first communication 25 

unit, and outputs the current position where the other terminal appara tus is positioned, 

based on the position information contained in the received transmission information, 

through the output unit. 

  

 30 
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SUMMARY 

 

[0008] There is a case to limit transmitting of data by the user who uses a terminal 

apparatus in indoors, depending on a place or time.  In such case, it is important to 

detect whether the user is in a location capable of transmitting data or whether it is in 5 

time where transmission is available.  In order to detect the position of the user, it is 

possible to extract information by communicating with a terminal apparatus owned by 

the user, by using a beacon which is a radio beacon provided indoors. 

[0009] However, with respect to detecting the position of the user, in a case where 

a beacon is carried away without the authentication and used in a separate place, there 10 

is a problem with guaranteeing the authenticity as to whether or not the position 

which is estimated from the beacon information is correct. 

[0010] An object of the present invention is to provide a control apparatus, a 

terminal apparatus, a position verification system, and a non-transitory computer 

readable medium, to transmit and receive data, while guaranteeing the authenticity of 15 

position information. 

[0011] A control apparatus according to a first aspect of the present invention 

includes a detection unit that detects a position of a terminal apparatus, based on 

position information acquired from a radio beacon by the terminal apparatus; an 

acquisition unit that acquires position verification information indicating that a 20 

position of the terminal apparatus is verified by communications with an other 

terminal apparatus; and an approving unit that approves a transmission request 

transmitted from the terminal apparatus, in a case where the acquisition unit acquires 

the position verification information. 

[0012] In a second aspect, the control apparatus according to the first aspect 25 

further includes a schedule information detection unit that detects schedule 

information including time information, position information, and terminal 

information, which are associated with an event, wherein the approving unit approves 

the transmission request transmitted from the terminal apparatus, in a case where the 

detected position of the terminal apparatus is coincident with the position information 30 
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of the schedule information which is detected by the schedule information detection 

unit. 

[0013] In the third aspect, the approving unit approves the transmission request 

transmitted from the terminal apparatus, in a case where terminal information which 

is acquired as the position verification information is included in terminal information 5 

of the schedule information which is detected by the schedule information detection 

unit. 

[0014] A terminal apparatus according to a fourth aspect of the present invention 

includes: a first transmitting unit that transmits position information which is 

acquired from a radio beacon; a second transmitting unit that transmits position 10 

verification information indicating that a position of the terminal apparatus is verified 

by communications with an other terminal apparatus; and a reception unit that 

receives data, transmission of which is approved based on the position verification 

information that is transmitted by the second transmitting unit.  

[0015] A position verification system to a fifth aspect of the present invention 15 

includes: a radio beacon; a terminal apparatus; and a control apparatus, wherein the 

terminal apparatus includes: a first transmitting unit that transmits position 

information which is acquired from the radio beacon; a second transmitting unit that 

transmits position verification information indicating that a position of the terminal 

apparatus is verified by communications with an other terminal apparatus; and a 20 

reception unit that receives data, transmission of which is approved based on the 

position verification information that is transmitted by the second transmitting unit, 

and wherein the control apparatus includes: a detection unit that detects a position of 

the terminal apparatus, based on position information that is transmitted by the first 

transmitting unit; an acquisition unit that acquires the position verification 25 

information that is transmitted by the second transmitting unit; and an approving unit 

that approves a data transmission request transmitted from the terminal apparatus, in a 

case where the acquisition unit acquires the position verification information.  

[0016] A computer program to a six aspect of the present invention causes a 

computer to execute a process including: detecting a position of a terminal apparatus, 30 
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based on position information that the terminal apparatus acquires from a beacon;  

acquiring position verification information indicating that the position of the terminal 

apparatus is verified by communication with other terminal apparatuses; and  

approving a transmission request transmitted from the terminal apparatus, in a case 

where the position verification information is acquired.  5 

[0017] A position verification method a seventh aspect of the present invention 

includes: detecting a position of a terminal apparatus, based on position information 

that the terminal apparatus acquires from a beacon; acquiring position verification 

information indicating that the position of the terminal apparatus is verified by 

communication with other terminal apparatuses; and approving a transmission request 10 

transmitted from the terminal apparatus, in a case where the position verification 

information is acquired. 

[0018] According to the first aspect, it is possible to provide a control apparatus 

which transmits data, while guaranteeing the authenticity of position information.  

[0019] According to the second aspect, it is possible to transmit data, while 15 

guaranteeing the authenticity of position information, based on position information 

in a schedule. 

[0020] According to the third aspect, it is possible to transmit data, while 

guaranteeing the authenticity of position information, based on terminal information 

in a schedule. 20 

[0021] According to the fourth aspect, it is possible to provide a terminal 

apparatus which receives data, while guaranteeing the authenticity of position 

information. 

[0022] According to the fifth aspect, it is possible to provide a position 

verification system which transmits and receives data, while guaranteeing the 25 

authenticity of position information. 

[0023] According to the sixth aspect, it is possible to provide a  computer program 

for transmitting data, while guaranteeing the authenticity of position information.  

 

[0024] According to the seventh aspect, it is possible to provide a position 30 
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verification method for transmitting data, while guaranteeing the authenticity of 

position information. 

 

 

BRIEF DESCRIPTION OF THE DRAWINGS 5 

 

[0025] The foregoing and additional features and characteristics of this disclosure 

will become more apparent from the following detailed descriptions considered with 

the reference to the accompanying drawings, wherein:  

[0026] FIG. 1 is a system diagram illustrating an entire configuration of a position 10 

verification system 1 according to an exemplary embodiment of the present invention;  

[0027] FIG. 2 is a block diagram illustrating a hardware configuration of a 

terminal apparatus 10 according to the exemplary embodiment of the present 

invention; 

[0028] FIG. 3 is a block diagram illustrating a functional configuration of the 15 

terminal apparatus 10 according to the exemplary embodiment of the present 

invention; 

[0029] FIG. 4 is a block diagram illustrating a functional configuration of a server 

apparatus 12 according to the exemplary embodiment of the present invention; 

[0030] FIG. 5 is a diagram illustrating an example of information which is stored 20 

in a schedule storage unit 52 of the server apparatus 12 according to the exemplary 

embodiment of the present invention; 

[0031] FIG. 6 is a flowchart illustrating an overall operation of the position 

verification system according to the exemplary embodiment of the present invention;  

[0032] FIG. 7 is a flowchart illustrating the details of a data transmission 25 

approving process of step 108; and 

[0033] FIG. 8 is a diagram illustrating operations of terminal apparatuses 10a, 10b 

and 10c, and a beacon according to the exemplary embodiment of the present 

invention. 

 30 
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DETAILED DESCRIPTION 

 

[0034] Hereinafter, exemplary embodiments of the present invention will be 

described in detail with reference to the drawings.  5 

[0035] FIG. 1 is a system diagram illustrating a position verification system 1 

according to an exemplary embodiment of the present invention.  

[0036] The position verification system 1 according to the exemplary embodiment 

of the present invention, as illustrated in FIG. 1, includes a portable terminal 

apparatus 10 such as a personal computer, a smart phone, and a tablet terminal 10 

apparatus, a server apparatus 12 which is a control apparatus, and a beacon 14 which 

is a radio beacon. 

[0037] Any terminal apparatus is applicable to the terminal apparatus 10 of the 

present invention, as long as the terminal apparatus can be connected to the server 

apparatus 12 through a communication network. 15 

[0038] The terminal apparatus 10 and the server apparatus 12 are connected 

through a wireless LAN terminal such as a Wi-Fi router, or the Internet 

communication network, and thereby transmit and receive information. 

[0039] The beacon 14 includes a device of generating radio waves such as Wi-Fi 

and is provided in a place for which position information is desired to be acquired .  20 

The beacon 14 is provided, for example, indoors such as in each conference room and 

always transmits radio waves (beacon information) about an ID for identifying the 

beacon. 

[0040] In the indoor space where the beacon 14 is provided, the terminal 

apparatus 10 recognizes a distance from the beacon 14 based on the received signal 25 

strength indication (RSSI) of the radio waves transmitted from the beacon 14 and then 

transmits beacon information which is the acquired position information to the server 

apparatus 12 to acquire its own position information.  The terminal apparatus 10 is 

able to perform short-range communication with other terminal apparatuses which are  

located within a short distance.  The terminal apparatus 10 is able to receive data 30 
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from the server apparatus 12 or receive a decryption key to decrypt the encrypted 

data. 

[0041] The server apparatus 12 is used as a control apparatus that controls the 

terminal apparatus 10 and detects the position of a user using the terminal apparatus 

10, based on the beacon information that is acquired by the terminal apparatus 10 .  5 

Specifically, the server apparatus 12 acquires a beacon information output value that 

is received from the terminal apparatus 10, calculates a distance between the terminal 

apparatus 10 and the beacon 14, and specifies a beacon which is located at the nearest 

location so as to detect the position of the user using the terminal apparatus 10 .  

Further, the server apparatus 12 transmits data to the terminal apparatus 10, encrypts 10 

and transmits data, limits the viewing of data by setting a disclosure period of the data, 

or controls the decryption of data and the disclosure of data in the terminal apparatus 

10. 

[0042] In the position verification system 1 according to the present exemplary 

embodiment, the terminal apparatus 10 acquires the radio waves of the beacon 14 15 

provided indoors, and the terminal apparatus 10 transmits a beacon output value 

(received signal strength) as beacon information to the server apparatus 12.  The 

server apparatus 12 calculates a distance between the terminal apparatus 10 and the 

beacon 14 based on the acquired beacon output value, specifies the beacon 14 which 

is located at the nearest location, and thus detects the position of the user (terminal 20 

apparatus 10).  Further, based on position verification information which is acquired 

from the terminal apparatus 10 through short-range communication with other 

terminal apparatuses, the server apparatus 12 transmits data to the terminal apparatus 

10, transmits a decryption key of the encrypted data,  or approves the viewing of data 

by determining encryption and decryption of the data and the disclosure period of the 25 

data,. 

[0043] As illustrated in FIG. 2, the terminal apparatus 10 includes a CPU 16, a 

memory 17 capable of temporarily storing data, a storage device 18 such as a flash 

memory, a wireless LAN interface (IF) 19 that performs wireless communication with 

wireless LAN terminals to transmit and receive data, an input device 20 such as a 30 
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touch sensor, a display device 21, a microphone 22, and a short -range communication 

device 23.  Those components are interconnected through a control bus 30.  

[0044] The terminal apparatus 10 according to the present exemplary embodiment 

is provided with a touch panel, in which a touch sensor for detecting the touch 

position on the display device 21 is provided as the input device 20, and input by the 5 

user is performed by the touch panel with displaying. 

[0045] The CPU 16 controls the operation of the terminal apparatus 10 , by 

executing a predetermined process based on the control program stored in the memory 

17 or the storage device 18.  Further, the control program can be obtained by 

downloading through the Internet communication network or a mobile telephone 10 

network and be provided to the CPU 16, or the control program can be stored in a 

recording medium such as a CD-ROM and be provided to the CPU 16 by stored. 

[0046] The short-range communication device 23 transmits and receives terminal 

information by performing short-range communication with the terminal apparatuses 

10 which are located within a short distance and transmitting and receiving data .  As 15 

the short-range communication device 23, an infrared communication device that 

performs communication by using infrared, Bluetooth (registered trademark), a 

non-audible sound communication device using the microphone 22 and a speaker, or 

the like are used. 

[0047] The terminal apparatus 10 according to the present exemplary embodiment 20 

performs an operation as described below in response to the execution of the control 

program, and enables, for example, the reception of data required for a conference, or 

the viewing of data. 

[0048] FIG. 3 is a block diagram illustrating a functional configuration of the  

terminal apparatus 10 which is implemented by the execution of the control program.  25 

[0049] As illustrated in FIG. 3, the terminal apparatus 10 according to the 

exemplary embodiment includes a position information acquisition unit 32, a terminal 

information transmitting and receiving unit 34, a control unit 36, a storage unit 38, a 

display unit 40, and a communication unit 42. 

[0050] The position information acquisition unit 32 acquires beacon information 30 
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of the beacon 14 which is provided in the proximity of the terminal apparatus 10.  

[0051] The terminal information transmitting and receiving unit 34 communicates 

with other terminal apparatuses which are within a short distance, by using the 

short-range communication device 23, and transmits and receives each terminal 

information. 5 

[0052] The storage unit 38 stores various types of data which are received from 

the server apparatus 12. 

[0053] The display unit 40 performs display of various types of data, based on the 

control by the control unit 36. 

[0054] The communication unit 42 performs communication with the server 10 

apparatus 12 which is an external device.  

[0055] The control unit 36 transmits the position information which is acquired by 

the position information acquisition unit 32 to the server apparatus 12 through the 

communication unit 42.  Further, the position verification information, which is 

acquired by the terminal information transmitting and receiving unit 34  that found 15 

other terminal apparatuses within a short distance from the terminal apparatus 10, is 

transmitted to the server apparatus 12 through the communication unit 42.  

[0056] Further, the control unit 36 performs control so as to display the position 

information and the acquired position verification information on the display unit 40. 

[0057] Next, the functional configuration of the server apparatus 12 according to 20 

the present exemplary embodiment of the present invention will be described with 

reference to the block diagram of FIG. 4. 

[0058] According to FIG. 4, the server apparatus 12 according to the present 

exemplary embodiment includes a communication unit 44, a control unit 46, a 

position information storage unit 48, a position information detection unit 50, a 25 

schedule storage unit 52, a schedule information detection unit 53, a determination 

unit 54, and an approving unit 56. 

[0059] The position information storage unit 48 stores information about the 

output values (received signal strengths) of plural beacons 14.  

[0060] The position information detection unit 50 calculates a distance between 30 
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the terminal apparatus 10 and the beacon 14, based on the beacon output value 

(received signal strength) that the terminal apparatus 10 acquires, and specifies a 

beacon 14 which is located at the nearest location among plural pieces of beacon 

information which are stored in the position information storage unit 48 to detect the 

position (place) of the terminal apparatus 10. 5 

[0061] As illustrated in FIG. 5, the schedule storage unit 52 stores plural pieces of 

information such as dates and times, locations, participants, and distributed materials .  

The date and time is stored as time information, the place is stored as position 

information, and the participant is stored as the terminal information of the terminal 

apparatus 10 that the participant uses.  10 

[0062] The schedule information detection unit 53 detects schedule information at 

a date and a time at which the terminal apparatus 10 accesses the server apparatus 12, 

based on the time information (the date and the time in FIG. 5) which is stored in the 

schedule storage unit 52, from the date and the time. 

[0063] The determination unit 54 determines whether or not the position 15 

information (the place in FIG. 5) of the schedule information, which is detected by the 

schedule information detection unit 53, is coincident with the position information, 

which is acquired from the terminal apparatus 10.  Further, the determination unit 54 

determines whether or not the terminal information of the terminal apparatus 1 

acquired as the position verification information is present in the terminal information 20 

(the participant in FIG. 5) of the detected schedule information. 

[0064] In a case where the determination unit 54 determines that the acquired 

position information is coincident with the position information of the schedule 

information or determines that the acquired position information is coincident with 

the position information of the schedule information and a case where there is 25 

terminal information of a terminal apparatus which is verified based on the position 

verification information, among plural pieces of the terminal information of the 

schedule information, the approving unit 56 approves the transmission of data of 

schedule information.  The approving unit 56 approves the transmission of a 

decryption key to decrypt the encrypted data and approves the viewing of data having 30 
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viewing restriction. 

[0065] In addition, although the present exemplary embodiment has described an 

example in which data is stored in the schedule storage unit 52 as schedule 

information, it is not limited thereto.  A data storage unit may be provided in the 

server apparatus 12, plural pieces of data to be transmitted to the termina l apparatus 5 

10 may be stored in the data storage unit, and the transmission of data which is 

requested from the terminal apparatus 10 may be approved.  In addition, plural 

pieces of data include encrypted data.  

[0066] In a case where the position information is acquired from the terminal 

apparatus 10, the control unit 46 controls to calculate the position information based 10 

on the plural pieces of data which are stored in the position information storage unit 

48, detects the position of the terminal apparatus 10, and thus transmits the position to 

the terminal apparatus 10 through the communication unit 44.  Further, the control 

unit 46 controls the approving unit 56 to permit the transmission of data, based on the 

acquired position information or position verification information, and controls to 15 

transmit data to the terminal apparatus 10 through the communication unit 44, 

transmits a decryption key of the encrypted data, or releases the viewing limit of data 

to enable the viewing of the data. 

[0067] Next, the operation of the position verification system 1 according to the 

exemplary embodiment of the present invention will be described in detail .  20 

[0068] FIG. 6 is a flowchart illustrating the operation of the position verification 

system 1 according to the exemplary embodiment of the present invention .  FIG. 7 is 

a flowchart illustrating the details of a data transmission approving process of step 

108.  FIG. 8 is a diagram illustrating the operations of terminal apparatuses 10a, 10b, 

and 10c and the beacon 14 in the conference room A.  In the present exemplary 25 

embodiment, the operation of the position verification system 1 will be described, 

with a case of respectively transmitting data 1 which is distributed material in a 

conference, which is held at the conference room A, 2015/12/25 15:00-16:00, 

participants a, b, and c, among schedule information of FIG. 5 from the server 

apparatus 12 to the terminal apparatuses 10a, 10b, and 10c of the participants a, b, and 30 
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c, as an example.  The beacon 14 is provided in the conference room A.  In addition, 

FIG. 6 is focused on the operation of the terminal apparatus 10a, and since the 

configurations and operations of the terminal apparatus 10b and the terminal 

apparatus 10c are those of the terminal apparatus 10a, the decryption thereof will be 

omitted. 5 

[0069] In step 100 (S100), the beacon 14 always transmits radio waves (beacon 

information) about an ID for identifying the beacon.  

[0070] In step 101 (S101), the terminal apparatus 10a transmits the beacon 

information which is acquired from the beacon 14, to the server apparatus 12.  

[0071] In step 102 (S102), the server apparatus 12 calculates the position 10 

information based on the beacon information which is received from the terminal 

apparatus 10a, detects the position of the terminal apparatus 10a by using the position 

information detection unit 50, and transmits the detected position to the terminal 

apparatus 10a.  The schedule information detection unit 53 detects schedule 

information, based on the time information (2015/12/25 15:00-16:00 in the present 15 

exemplary embodiment) which is stored in the schedule storage unit 52, from a date 

and a time at which the terminal apparatus 10a accesses the server apparatus 12.  

[0072] Next, in step 103 (S103) and step 104 (S104), as illustrated in FIG. 8, the 

terminal apparatuses 10a, 10b, and 10c in the conference room A perform the 

short-range communication by using the respective short-range communication 20 

devices 23.  Specifically, the terminal apparatus 10a transmits its own terminal 

information to the other terminal apparatus 10b and terminal apparatus 10c in the 

conference room A (S103).  The terminal apparatus 10b and the terminal apparatus 

10c transmit a notification that the terminal information of the terminal apparatus 10a 

is recognized (S104). 25 

[0073] In step 105 (S105), since it is recognized that the terminal apparatus 10a is 

located within a short distance from the terminal apparatus 10b and the terminal 

apparatus 10c w in the conference room A, the terminal apparatus 10a transmits 

position verification information to the server apparatus 12.  

[0074] In step 106 (S106), the server apparatus 12 acquires the position 30 
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verification information from the terminal apparatus 10a. 

[0075] In other words, after the server apparatus 12 acquires the beacon 

information and the schedule information of each of the terminal apparatuses 10a, 10b, 

and 10c which are in the conference room A, the terminal apparatuses 10a, 10b, and 

10c, which are used by the participants a, b, and c included in the schedule 5 

information, perform the short-range communication such as infrared communication 

to transmit and receive the terminal information with each other, and exchange data 

with each other, such that it is verified that the terminal apparatus 10a is close to other 

terminal apparatuses which are used by participants of a conference in the conference 

room A, and the position information which is acquired from the beacon 14 is verified 10 

to be correct.  In other words, the position information of the participant which 

receives the terminal information in the conference room A is specified by performing 

short-range communication, and the authenticity of position information is 

guaranteed. 

[0076] Then, in step 107 (S107), the terminal apparatus 10a makes a request for 15 

transmitting the data which is distributed material for a conference stored in the 

schedule storage unit 52, to the server apparatus 12.  

[0077] In step 108 (S108), the server apparatus 12 determines whether or not the 

transmission of the requested data is approved.  Step 108 (S108) will be described in 

detail. 20 

[0078] In step 201 (S201), it is determined whether or not the position information 

detected in step 102 (S102) is coincident with the position information (the 

conference room A in the present exemplary embodiment) of the schedule information 

detected in step 102 (S102).  If it is determined that the position information are 

coincident with each other, the process proceeds to next step 202 (S202); and if it is 25 

determined that both of the position information are not coincident with each other, 

the process is ended (the transmission of data to the terminal apparatus 10a is not 

approved). 

[0079] In step 202 (S202), it is determined whether or not the te rminal 

information of the terminal apparatus 10b, which is acquired as the position 30 
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verification information in step 106 (S106), is present in the terminal information of 

the schedule information which is detected in step 102 (S102) .  In a case where the 

terminal information of the terminal apparatus 10b is present in the terminal 

information of the schedule information, the process proceeds to next step 204 (S204), 

the transmission of data is approved, and data is transmitted to the terminal apparatus 5 

10a.  In a case where the terminal information of the terminal apparatus 10b is not 

present in the terminal information of the schedule information, the process proceeds 

to next step 203 (S203). 

[0080] In step 203 (S203), it is determined whether or not the terminal 

information of the terminal apparatus 10c, which is acquired as the position 10 

verification information in step 106 (S106), is present in the terminal information of 

the schedule information which is detected in step 102 (S102).  In a case where the 

terminal information of the terminal apparatus 10c is present in the terminal 

information of the schedule information, the process proceeds to next step 204 (S204), 

the transmission of data is approved, and data is transmitted to the terminal apparatus 15 

10a.  In a case where the terminal information of the terminal apparatus 10c is not 

present in the terminal information of the schedule information, the process is ended 

(the transmission of data to the terminal apparatus 10a is not approved). 

[0081] In other words, if the position information are coincident with each other 

and if the terminal information is present in the terminal information of the schedule 20 

information, the transmission of data is approved.  The transmission of a decryption 

key to decrypt the encrypted data is approved, or the viewing of data having viewing 

restriction is approved. 

[0082] In step 109 (S109), the terminal apparatus 10a receives data which is 

approved based on each of position verification information. 25 

[0083] In addition, although the exemplary embodiment has described an example 

in which data is transmitted from the server apparatus 12 to the terminal apparatus 10 

in a case where the transmission request is approved, it is not limited thereto. A 

decryption key to decrypt encrypted data which is already transmitted may be 

transmitted, or the viewing limit or the editing limit applied to the data in the server 30 
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apparatus 12 may be released. 

[0084] It should be noted that the present invention is not limited to the above 

exemplary embodiment, and various modifications are possible.  

[0085] The foregoing description of the exemplary embodiments of the present 

invention has been provided for the purposes of illustration and description. It is not 5 

intended to be exhaustive or to limit the invention to the precise forms disclosed. 

Obviously, many modifications and variations will be apparent to practitioners skilled 

in the art. The embodiments were chosen and described in order to best explain the 

principles of the invention and its practical applications, thereby enabling others 

skilled in the art to understand the invention for various embodiments and with the 10 

various modifications as are suited to the particular use contemplated.  It is intended 

that the scope of the invention be defined by the following claims and their 

equivalents. 

 

15 
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What is claimed is: 

 

1. A control apparatus comprising: 

a detecting unit that detects position information of a terminal apparatus based on 

radio beacon information acquired from a radio beacon by the terminal apparatus; 

a schedule information detection unit that detects schedule information including 

time information and position information of an event, and terminal information of a terminal 

apparatus used by participants of the event; 

an acquisition unit that acquires terminal information of an other terminal as position 

verification information by a communication between the terminal apparatus and the other 

terminal; and 

an approving unit that approves a transmission request from the terminal apparatus, 

wherein the approving unit approves the transmission request from the terminal 

apparatus in a case where the position information of the terminal apparatus is coincident with 

the position information of the schedule information detected by the schedule information 

detection unit, and the terminal information acquired as the position verification information 

is included in the terminal information of the schedule information detected by the schedule 

information detection unit. 

 

2. A position verification system comprising: 

a radio beacon; 

a terminal apparatus comprising: 

a first transmitting unit that transmits radio beacon information acquired 

from the radio beacon; 

a second transmitting unit that transmits terminal information of an other 

terminal as position verification information by a communication between the own 

terminal apparatus and the other terminal; and 

a reception unit that receives data approved based on position information 

transmitted by the first transmitting unit and the position verification information 

transmitted by the second transmitting unit; and 

a control apparatus comprising: 

a detecting unit that detects the position information of the terminal 

apparatus based on the radio beacon information transmitted by the first transmitting 

unit; 
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a schedule information detection unit that detects schedule information 

including time information and position information of an event, and terminal 

information of a terminal apparatus used by participants of the event; 

an acquisition unit that acquires the terminal information of the other 

terminal transmitted by the second transmitting unit as position verification 

information; and 

an approving unit that approves a transmission request from the terminal 

apparatus,  

wherein the approving unit approves the transmission request from the terminal 

apparatus in a case where the position information of the terminal apparatus is coincident with 

the position information of the schedule information detected by the schedule information 

detection unit, and the terminal information acquired as the position verification information 

is included in the terminal information of the schedule information detected by the schedule 

information detection unit. 

 

3. A program causing a control apparatus by a computer to execute a process 

comprising: 

detecting position information of a terminal apparatus based on radio beacon 

information acquired from a radio beacon by the terminal apparatus; 

detecting schedule information including time information and position information 

of an event, and terminal information of a terminal apparatus used by participants of the 

event; 

acquiring terminal information of an other terminal as position verification 

information by a communication between the terminal apparatus and the other terminal; and 

approving a transmission request from the terminal apparatus in a case where the 

position information of the terminal apparatus is coincident with the position information of 

the schedule information, and the terminal information acquired as the position verification 

information is included in the terminal information of the schedule information. 

 

 

 


