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Description 

System for connecting smart devices in a building 

5 The present invention relates to a system for connecting 

smart devices in a building. More specifically, 	the present 

invention relates to the provision of connections between 

smart metering devices arranged within a multiple dwelling 

unit. 

10 

The United Kingdom (UK) 	have mandated the rollout of smart 

gas and electricity meters and in-home displays 	(IHD) 	to all 

households. These devices are to be linked together at a home 

using ZigBeeTM 	(in the following referred to as ZigBee) 	radio 

15 (operating at 2.4GHz), 	utilizing the Smart Energy Profile 1.x 

through a device called a communications hub 	(CH). The Medium 

Access 	(MAC) 	and Physical Radio 	(PHY) 	layers of ZigBee are 

defined in the IEEE 802.15.4 standard. 

20 An example of the envisaged typical configuration is given in 

FIG 1, 	taken from "Smart Metering Implementation Programme: 

Prospectus", 	27 July 2010, published by ofgem, 	ofgem E-Serve 

and the Department of Energy & Climate Change 

(http://www.ofgem.gov.uk/e- 

25 serve/sm/Documentation/Documentsl/Smart%20metering%20- 

%20Prospectus.pdf). 

Ofgem's proposal is based on smart metering components such 

as the above mentioned gas and electricity meters, 	in-home 

30 displays as well as other smart devices, 	for example provided 

by energy suppliers 	(energy providers, 	utility) 	to the 

individual household. The energy provider or utility will 

most likely also provide a communication hub to which the 

smart devices are either directly connected using wires or 

35 through a wireless home area network 	(HAN) using the ZigBee 

communication standard. 	The communication hub, 	referred to as 

WAN Module in FIG 1, 	also provides access to a wide area 

network 	(WAN) 	to which the energy providers as well as other 
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authorised parties have access. The wide area network is 

planned to be managed by a central data and communications 

entity 	(DCC). 

5 This approach should be suitable for the majority of 

households where gas and electricity meters as well as in-

home displays are all within a limited distance or radio 

range of the communication hub. The UK Smart Metering 

Programme assumed that individual networks can be installed 

10 separately by energy retailers each time a smart meter is 

installed in a building 	(in line with assumptions for 

"normal" houses). 

However, 	this approach will not be suitable for Multiple 

15 Dwelling Units 	(MDUs) where a larger number of dwellings 

reside within the same building, 	and where physical distance 

between smart devices, building material, 	interferences or 

physical space render individual setting up of home area 

networks required for every dwelling difficult. 

20 

A proposal addressing the issue of providing a system that 

enables the implementation of smart metering in multiple 

dwelling units is disclosed in patent application no. GB 

1411267.6. 	The present invention is based on the disclosure 

25 of this patent application and specifically develops the 

operation of the ZigBee bridge ZBR with the business control 

centre BCC further. 

According to the present invention, 	a system for connecting 

30 smart devices in a building is provided, wherein the system 

comprises at least two bridging devices, 	each arranged in 

relative proximity of at least one of at least two smart 

devices arranged at different locations within the building, 

wherein the at least two bridging devices are connected to 

35 the smart devices via a wireless connection and to each other 

via a broadband network, and wherein the bridging devices 

each use a list of addresses of smart devices and associated 

personal area networks to determine if a packet received from 



3 

a smart device is to be transmitted over the broadband 

network or to be discarded. 

Preferably, 	a list of addresses of smart devices and 

5 associated personal area networks is created and maintained 

by a building control centre of the system. 

Preferably, 	a separate list is created and maintained for 

every bridging device. 

10 

Preferably, 	the list comprises addresses of source and/or 

destination smart devices. 

Preferably, the broadband network is a power line 

15 communication network, a fibre optic network, an Ethernet or 

a Wireless Local Area Network. 

Preferably, 	the broadband network supports Internet Protocol 

based communication. 

20 

Preferably, 	the wireless connections between the at least two 

bridging devices and the at least two smart devices are 

realised using protocols defined in the IEEE 802.15.4 

communication standard. 

25 

Preferably, the at least two smart devices are smart meters, 

especially electricity and/or gas meters, 	and/or in-house 

displays and/or consumer access devices and/or prepayment 

meter interface devices. 

30 

Preferably, when the received packet is determined to be 

transmitted over the broadband network, the bridging device 

having received the packet generates a MAC level 

acknowledgement to the smart device from which the packet has 

35 been received. 
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Preferably, the packet to be transmitted over the broadband 

network is wrapped by the bridging device with the address of 

the building control centre as destination address. 

5 Preferably, 	the building control centre, 	on receipt of the 

packet, 	removes the address header, 	reads the header of the 

original packet to determine the address of the destination 

smart device, 	and determines if the address of the 

destination smart device is comprised in a list of any of the 

10 bridging devices. 

Preferably, 	the building control centre, 	if the address of 

the destination smart device is found, 	determines the address 

of the bridging device associated with the destination smart 

15 device, wraps the original packet with the address header of 

the bridging device and transmits the wrapped packet over the 

broadband network to the addressed bridging device. 

Preferably, 	the addressed bridging device, 	on receipt of the 

20 packet, 	removes the address header and transmits the original 

packet to the destination smart device. 

Preferably, 	on receipt of the packet, 	the destination smart 

device generates a MAC level acknowledgement to the bridging 

25 device. 

An example of the system and processes according to the 

present invention will now be described with reference to the 

accompanying drawings in which: 

30 

FIG 1 illustrates the typical smart metering configuration as 

mandated by ofgem, 

FIG 2 illustrates an exemplary embodiment of the system, 

35 

FIG 3 depicts the conceptual component model for the ZigBee 

bridge, 
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5 

FIG 4 illustrates a flowchart comprising the wrapping and un-

wrapping of a ZigBee packets when sent from a source ZigBee 

device to a destination ZigBee device, 

FIG 5 illustrates a flowchart of MAC level acknowledgement by 

the ZigBee bridge and handling of application level 

acknowledgements by the source ZigBee device, 	and 

FIG 6 illustrates the exemplary format of a white list 

10 realised in a ZigBee bridge. 

FIG 2 corresponds to FIG 5 of the above mentioned patent 

application no. 	GB 1411267.6. 	FIG 2 illustrates a possible 

configuration of the system for connecting smart devices in a 

15 typical multi dwelling unit MDU. 	In this example, 	connection 

to the wide area network WAN is realised through 

communication hubs CH1 to CHn, wherein a router device R 

connects to the communication hubs CH1 to CHn via a ZigBee 

bridge ZBR. The communication hubs CH1 to CHn in turn connect 

20 to the wide area network WAN wirelessly, using for example 

well known radio communication standards such as the above 

mentioned GPRS or UMTS. Furthermore, 	connection to the wide 

area network WAN is realised via a gateway device GW and a 

WAN modem WM. Connected to the WAN modem is also a building 

25 control centre BCC which, however, may also be realised as a 

centralised building control centre BCC connected to or 

integrated in the gateway device GW. Further details of the 

proposed system and individual components shown in FIG 2 can 

be found in GB 1411267.6. 

30 

A ZigBee bridge ZBR as disclosed in GB 1411267.6 acts as an 

interface between a broadband power line 	(BPL) 	router R and 

ZigBee devices IHD, 	GM, 	EM, 	CH, 	located within its RF range. 

Typical responsibilities of a ZigBee bridge device are the 

35 provision of an interface through which ZigBee messages can 

be transferred between a BPL router and multiple ZigBee 

devices, 	the provision of MAC level acknowledgements for 

sleepy and non-sleepy devices within its radio frequency 	(RF) 
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range, 	the provision of a storage mechanism for sleepy 

device, to expose a set of configuration APIs for remote 

network management system, to allow local hardware 

configuration through a local device interface, 	for example 

5 via an USB 	(Universal Serial Bus) 	or Ethernet cable, 	and to 

provide and manage a white list, for example a list of 

approved ZigBee devices within its RF range. 

According to the system as proposed in GB 1411267.6, 	the 

10 ZigBee bridge interfaces with a RPT, router and the network 

management system NMS. The connection between ZBR and BPL 

router is realised for example via an Ethernet cable. The BPL 

router is thereby responsible for exchanging network data 

packets between power line and ZBR, but not for changing any 

15 features of the ZigBee bridge. The remote network management 

system in turn is for example responsible for configuring 

ZBRs present in the network as per installation requirements, 

viewing and clearing logs collected by ZBR, upgrading the 

firmware of the device and querying the device status if 

20 required. 

Individual sub components reflecting the main requirements of 

the ZigBee bridge are illustrated in FIG 3, 	corresponding to 

FIG 7 	of GB 	1411267.6. 

25 

Interact with ZigBee devices. All ZigBee devices are 

connected to the backbone network via ZigBee bridges. A 

ZigBee bridge is responsible for sending messages received 

from ZigBee devices over the IP based backbone network. 

30 Within the backbone network, ZigBee bridges do not join 

ZigBee networks and remain invisible to ZigBee devices. 

Manage MAC level acknowledgement. 	In the situation where all 

ZigBee devices are in the same RF range, each device sends a 

35 MAC acknowledgement for every received data packet. If the 

sending device does not receive MAC acknowledgement it 

assumes that the receiving device has not received the 

packet, which causes the MAC layer in the sending device to 
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repeat the sending of the same packet. In the MDU solution 

proposed in GB 1411267.6, 	the network range is increased by 

the use of an internet protocol 	(IP) based backbone network 

to which all ZigBee devices are connected via ZigBee bridges 

5 ZBR. Once a message is received at a ZigBee bridge ZBR via 

its RF interface, it generates a MAC acknowledgement for the 

same to avoid retransmissions in the ZigBee network caused 

for example by delays in providing such acknowledgement from 

the receiving device. The ZigBee bridge ZBR thus acts as if 

10 it was the receiving ZigBee device of the packet. 

Remote Firmware Upgrade. Ideally, while installing the 

network as described above, every ZigBee bridge ZBR and BPL 

router it is connected to remain invisible to the user. 

15 Because it might be difficult for the field engineer to 

update the firmware on every Zigbee bridge ZBR following 

completion of the installation, a remote update of the 

firmware and thus features of ZigBee bridges is required. 

Such firmware update may be initiated and controlled from the 

20 NMS. 

BPL router interface. As shown in FIG 2, 	a ZigBee bridge ZBR 

is connected to the backbone network via a BPL router R 

through the router's IP interface. This interface enables the 

25 ZigBee bridge ZBR to transmit packets received via the ZigBee 

RF interface over the backbone network, and the same 

interface also enables the ZigBee bridge to receive messages 

generated by other ZigBee devices which are connected to 

other ZigBee bridges. 

30 

Log Management. The ZigBee bridge ZBR maintains an activity, 

exception and event log for example for maintenance purpose. 

APIs for network management system. All devices present in 

35 the MDU network may be managed via network management 

interface. Any interaction with the NMS is realised via a set 

of exposed APIs on each device. 
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Local device configuration. 	In case of for example a failure 

of ZigBee bridge ZBR and requirement for replacing it, 	this 

interface allows the field engineer to configure the new 

device before placing it to the network. 

5 

RF device list management. The ZigBee bridge maintains a list 

of devices it is connected to and which are in its RF range. 

This helps to avoid that a ZigBee device located in the RF 

range of two or more ZigBee bridges is addressed by all of 

10 these. 

The MDU high rise solution as disclosed in GB 1411267.6 

provides a communication infrastructure to be used by smart 

energy devices and by energy suppliers through external WAN 

15 interface. 	The solution provides an illusion to all the 

ZigBee Smart Energy (ZSE) 	devices and ZigBee home automation 

(ZHA) 	devices arranged in a building that the devices they 

need to communicate with are within its own RF range, whereas 

they are in fact out of RF range. The RF range is extended 

20 over an IP backbone, 	this includes but is not limited to the 

use of the existing power lines within the building. The 

interface to the IP back bone is through an IP interface 

device or gateway whereas the interface to the ZSE and/or ZHA 

devices from the IP interface device is realised via the 

25 ZigBee bridges ZBR. 

One responsibility of the ZigBee bridge is to provide an 

interface through which ZigBee messages can be transferred 

between the IP backbone and ZigBee RF. The exemplary 

30 flowchart in FIG 4 shows how ZigBee packets are wrapped with 

IP and sent over IP interface as well as how an IP wrapped 

ZigBee message is received from IP interface. 

The process starts at step 301. 	In step 302, 	the ZigBee 

35 bridge ZBR, 	after powering on, 	activates its ZigBee and IP 

interfaces. 	In step 303, 	ZigBee bridge ZBR received a ZigBee 

packet from the ZigBee interface. 	In step 304, 	the ZigBee 
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bridge ZBR reads the IEEE 802.15.4 header from the received 

ZigBee packet. 

Subsequently, 	in step 305, 	the ZigBee bridge checks the 

5 source address comprised in the IEEE 802.15.4 header. 

Assuming the ZigBee bridge has stored a white list of 

supported ZigBee devices, 	it checks if the source address is 

a valid address according to the list. 	If this is not the 

case 	("No"), 	so the ZigBee bridge does not support the ZigBee 

10 device from which it has received the packet, 	it discards the 

packet in step 306 and the process is stopped in step 307. 	In 

addition or alternatively, 	the ZigBee bridge may also check 

the destination address comprised in the header to determine 

if the destination address is a valid address according to 

15 the list. 

If the source address comprised in the received packet is a 

valid address according to the white list 	("Yes"), 	the Zigbee 

bridge generates and transmits an IEEE 802.15.4 MAC level ack 

20 (acknowledgement) 	to the source ZigBee device over the ZigBee 

interface, 	step 316. 	In step 317, 	the ZigBee bridge wraps the 

received ZigBee packet with an IP header using the BCC's IP 

address as the destination address. 	It then sends the message 

to its IP interface. 	In step 318, 	the ZigBee bridge passes 

25 the IP wrapped ZigBee packet to the BPL router via its IP 

interface. 	In step 319, 	the wrapped packet is sent by the 

router over the broadband power line 	(BPL) 	communication 

backbone network to the building control centre BCC. As the 

BCC as well as all BPL devices are part of the same local 

30 area network 	(LAN), 	the wrapped packet reaches the BCC based 

on the destination IP address of the BCC. 	In step 320, 	the 

BCC removes the IP header from the received wrapped packet 

and reads the IEEE 802.15.4 header to determine the 

destination address of the ZigBee device the original packet 

35 is intended to be sent to. 

In step 321, 	the BCC checks if the destination ZigBee 

device's IP address in the white list of all ZigBee bridges. 
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Additionally, 	the BCC can also check if the personal area 

network identifier 	(PAN IDs) 	is comprised white list. If the 

destination ZigBee device cannot be found in any of the lists 

("No"), 	the BCC discards the received packet in step 322 and 

5 raises an exception as this packet has already been MAC 

acknowledged by the receiving ZigBee bridge, step 316. The 

process then ends with step 323. 

Instead, 	if the BCC finds the IP address of the destination 

10 7,1gRee device in the white list 	("Yes"), 	it determines in 

step 332 the IP address of the ZigBee bridge which is in RF 

range of the destination ZigBee device. The BCC then wraps 

the received ZigBee packet with an IP header and puts the 

ZigBee bridge's IP address as the destination IP address. 	In 

15 step 333, 	the wrapped ZigBee packet is received by IP 

interface of the addressed destination ZigBee bridge via the 

BPL backbone network and associated router. In step 334, the 

destination ZigBee bridge un-wraps the received wrapped 

ZigBee packet and determines the destination ZigBee device IP 

20 address from the IEEE 802.15.4 header comprised in the ZigBee 

packet. The ZigBee packet is then sent to the destination 

ZigBee device via the ZigBee bridge's ZigBee interface, 	step 

335. 	In step 336, 	the destination ZigBee device generates a 

MAC level acknowledgement to the destination ZigBee bridge. 

25 If the acknowledgement is not received at the destination 

ZigBee bridge, the ZigBee bridge sends the packet again. 

Should the MAC acknowledgement not have been received at the 

ZigBee bridge from the destination ZigBee device after a 

maximum number of transmissions, 	it raises an exception and 

30 discards the packet. The process then again ends with step 

323. 

Another responsibility of the ZigBee bridge is to provide MAC 

level acknowledgements for all authorised ZigBee devices 

35 within its RF range. The exemplary flowchart in FIG 5 shows 

the instances at which the ZigBee bridge issues MAC 

acknowledgements. 
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The MAC acknowledgement timeout defined by the IEEE 802.15.4 

standard is nearly 864 micro-seconds. 	In the system proposed 

in GB 1411267.6 	and especially in large MDUs, 	if MAC 

acknowledgements were to be issued by the remote destination 

5 ZigBee device, 	the period to transmit such acknowledgement 

would exceed the defined timeout period probably fairly 

often. This in turn would increase retransmissions of the 

ZigBee packets in the IP based backbone communication 

network. 	In order to reduce such retransmissions, 	it is 

10 proposed for the ZigBee bridge first receiving a packet from 

the source ZigBee device to generate the MAC level 

acknowledgement. For application level acknowledgements, 

however, 	the proposed system setup allows sufficient 

turnaround time for a ZigBee packet to reach its destination 

15 ZigBee device and for the source ZigBee device to receive 

application level acknowledgement from the destination ZigBee 

device. 

The process of FIG 5 starts at step 401. 	In step 402, 	after 

20 powering on, 	the ZigBee bridge activates its ZigBee and IP 

interfaces. 	In step 403, 	ZigBee bridge ZBR received a ZigBee 

packet from the ZigBee interface. 	In step 404, 	the ZigBee 

bridge ZBR reads the IEEE 802.15.4 header from the received 

ZigBee packet. 

25 

Subsequently, 	the ZigBee bridge ZBR checks the source address 

comprised in the IEEE 802.15.4 header, 	step 405. Again 

assuming the ZigBee bridge has stored a white list of 

supported ZigBee devices, 	it checks if the source address is 

30 a valid address according to the list. 	Should this not be the 

case 	("No"), 	i.e. 	the ZigBee bridge does not support the 

ZigBee device from which it has received the packet, 	it 

discards the packet in step 406 and the process is stopped in 

step 407. 	In addition or alternatively, 	the ZigBee bridge may 

35 also check the destination address comprised in the header to 

determine if the destination address is a valid address 

according to the list. 	Steps 401 to 407 may be realised 

identical to steps 301 to 307 in FIG 4. 
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If the source address comprised in the received packet is a 

valid address according to the white list 	("Yes"), 	the Zigbee 

bridge generates and transmits an IEEE 802.15.4 MAC level 

5 acknowledgement ack to the source ZigBee device over the 

ZigBee interface, 	step 416. 	This MAC level acknowledgement is 

received by the source ZigBee device in step 417. 

Subsequently, 	after having received the MAC acknowledgement, 

the source ZigBee device waits for a response ZigBee packet 

10 issued by the destination ZigBee device, 	step 418. 	The source 

ZigBee device thereby waits until the received packet timeout 

as defined by the ZigBee protocol stack has occurred. 

In step 419, 	the source ZigBee device checks if the packet 

15 response timeout has occurred. 	If this is not the case 

("No"), 	the process is stopped, 	step 422. 	If instead the 

timeout has occurred 	("Yes"), 	the source ZigBee device checks 

in step 420 if this has happened for n consecutive times, 

step 420, wherein n is defined by the ZigBee protocol stack. 

20 If the timeout has indeed occurred for n consecutive times 

("Yes"), 	the process is again stopped in step 422. 	If the 

timeout has not yet occurred for n consecutive times 	("No"), 

the source ZigBee device retransmits the same ZigBee packet 

to the ZigBee bridge in step 421, 	and the process starts 

25 again at step 402. 

A further responsibility of the ZigBee bridge is to provide a 

storage mechanism for messages waiting to be sent to a sleepy 

ZigBee device, 	i.e. 	a ZigBee device in a sleep mode and 

30 therefore unable to receive new messages, wherein the ZigBee 

bridge may support sleepy as well as non-sleepy ZigBee 

devices. Depending on the type of ZigBee device in its RF 

range, 	the ZigBee bridge either stores incoming messages for 

the device and waits for the device to wake up and collect 

35 the stored message, 	or it delivers the messages directly to 

the device. 
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A responsibility of the ZigBee bridge is also to support a so 

called white list. 	This is a list of identifiers of Personal 

Area Networks 	(PAN) 	PAN ID and addresses of ZigBee devices 

associated with the specific ZigBee bridge, 	that is devices 

5 for which the ZigBee bridge will forward messages over the IP 

backbone network and transmit messages to via its ZigBee 

interface it has received from other ZigBee bridges or ZigBee 

devices. 

10 An exemplary format of such a white list is shown in FIG 6. 

This white list keeps the EUID 	(Extended Unique Identifier) 

of ZigBee devices along with their PAN IDs for which it 

should forward messages over the IP backbone network. The 

identifiers of the ZigBee devices can be those of the source 

15 and/or the destination ZigBee device. The white list helps 

the ZigBee bridge to accept ZigBee messages only for ZigBee 

devices that need the messages sent over IP, 	thus avoid 

flooding of the IP backbone network with ZigBee messages from 

unknown ZigBee devices, 	that is messages from ZigBee devices 

20 not known to the ZigBee bridge. 

During the ZigBee device joining process, 	that is when a 

ZigBee device first establishes connection to a ZigBee 

bridge, 	the beacons initiated from joining ZigBee device are 

25 not filtered by the ZigBee bridge using such a white list. 

Instead, 	the ZigBee bridge transfers these beacons to IP 

backbone. Whenever a known ZigBee device leaves or a known or 

unknown ZigBee device joins the ZigBee network in a building, 

it is the responsibility of the building control centre BCC 

30 to update the white list of the respective ZigBee bridge 

associated with this ZigBee device. 

The ZigBee bridge may also provide configuration 

functionality to be accessed remotely by for example an 

35 engineer through the network management system NMS, 	thereby 

facilitating central configuration and management of ZigBee 

bridges in a building, 	for example using a remote graphical 

interface. For example physical and logical devices within 
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the network may be grouped graphically. The NMS may be 

connected to the building control centre BCC via a dedicated 

NMS WAN modem. 	It may also provide basic information on the 

status of the building control centre BCC as well as the 

5 ZigBee bridge and components of the backbone power line 

communication network such as routers. The NMS may also alert 

and inform engineers of any issues with the individual 

components, 	thereby enabling basic diagnosis and fault 

management 

10 

The building control centre BCC physically connects to the 

NMS WAN modem WM as disclosed in FIG 2 and acts as a support 

system for all ZigBee bridges present in the network. As soon 

as each ZigBee bridge is connected to the infrastructure 

15 network, 	it receives 	its IP address, 	finds the BCC and 

connects to the BCC's routing server. 	The white list stored 

by each ZigBee bridge is provided by the BCC and is 

maintained as part of the installation and commissioning 

process. 

20 

The BCC usually only operates at the IP level and does not 

become part of any ZigBee network formed by the ZigBee 

enabled smart energy or home automation devices. 	In order for 

the network management centre NMS to manage the building 

25 control centre remotely, the BCC supports SNMPv3 and also 

exposes a set of APIs 	(Application Programming Interfaces) 	to 

be used by the NMS. 

Exemplary responsibilities of the building control centre BCC 

30 are as follows. The BCC dynamically builds and updates the 

white lists for all ZigBee bridges present in the building. 

The BCC further only sees the MAC packets but does not 

decipher any of the encrypted ZigBee messages for Network and 

Application layer. 

35 

The BCC also formats and transmits NMS service responses. The 

BCC is the single point of contact for all required 

configuration for the ZigBee bridges present in the building. 
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The NMS initiates all ZigBee bridge configuration requests to 

BCC. Based on the received request type from the NMS, 	the BCC 

then requests and collects the data from the ZigBee bridges 

present in the building. 	Furthermore, based on the responses 

5 received from ZigBee bridges, 	the BCC formats response 

packets and the reply back to the NMS. 

The BCC also provides an interface for an external 

administration of configuration data, 	for example providing a 

10 configuration interface for configuring ZigBee bridges in the 

building and also for configuring the BCC itself. 

The BCC also routes IP wrapped ZigBee messages through the 

building's IP backbone network, 	see the above example of FIG 

15 4 describing how ZigBee messages are wrapped over IP and 

routed in the IP backbone network. 

The BCC may also provide a single point of control for the 

firmware update of all ZigBee bridges present in the 

20 building. The BCC should thereby have sufficient storage 

space to keep firmware images of all ZigBee bridges. The BCC 

may thereby update a group of ZigBee bridges present in the 

network or only single ZigBee bridges. 	It can also schedule 

such a firmware update process, 	for example taking into 

25 account the current traffic on the IP backbone network. 

The BCC may further be responsible for shaping the IP traffic 

over the building's IP backbone network. 	This is realised for 

example by mandating that all IP messages from devices 

30 attached to the IP backbone network, 	i.e. 	for example routers 

and gateways according to FIG 4, are being sent to the BCC 

and from the BCC forwarded to the addressed end device. 

Furthermore, 	the BCC may be responsible for prioritising and 

steering IP messages to the correct network segment to 

35 conserve bandwidth. 

The BCC should also be capable of creating a backup of its 

configuration and constant data and storing this backup in 
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for example a remote backup at the NMS server, while it is 

then also capable of restoring its configuration data from 

the stored backup data at the NMS server. This feature may be 

used when the BCC is replaced in the field. 

5 

Following the above, 	the ZigBee bridge is used as a 

transparent bridge for connecting multiple ZigBee 

systems or devices via a non ZigBee intermediary data network 

which previously have not been able to communicate with each 

10 other. The ZigBee bridge is thereby termed as transparent to 

the existing ZigBee personal area network PAN because it does 

not join any ZigBee network, 	and the individual ZigBee 

devices are also not aware of any ZigBee bridge in the 

network. Typically, 	a ZigBee bridge just listens and forwards 

15 ZigBee packets received from in-range ZigBee devices over IP 

backbone communication network. As discussed above, 	the 

ZigBee bridge is also responsible for providing MAC level 

acknowledgements to in-range ZigBee devices, 	to provide a 

source ZigBee device with an illusion that a sent packet has 

20 been successfully received by the destination ZigBee device. 

Such ZigBee devices can be smart energy devices like in-house 

displays 	(IHD), 	electricity meters, 	gas meters and 

communication Hubs. However, 	any device supporting the ZigBee 

standard may make use of the provided services. By using 

25 ZigBee bridges connected to each other using an intermediary 

data network, 	groups of ZigBee devices can form personal area 

networks even though these devices are not actually in the 

same RF range. The intermediary data network may for example 

be realised using known power line communication equipment. 

30 

The intermediary data network does also not need to have any 

knowledge of the contents of the encrypted messages sent by 

35 

ZigBee devices. The ZigBee bridge forwards packets of in-

range ZigBee devices over the intermediary data network but, 

while doing so, 	the ZigBee bridge does not decrypt the 

messages. 
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According to the invention, multiple ZigBee personal area 

networks PAN may be connected via a non ZigBee intermediary 

data network. The intermediary data network thereby requires 

knowledge of the PAN and ZigBee device mappings but, 	as 

5 mentioned above, does not need to have any knowledge about 

the contents of the encrypted ZigBee messages. A single 

ZigBee bridge can support more than one ZigBee device, 

wherein each ZigBee device can be part of a different PAN. 

This means that a ZigBee bridge does not work with only one 

10 PAN but can support multiple PANs. The intermediary data 

network only requires knowledge of PAN IDs and ZigBee device 

IDs for mapping individual devices together. 	It does, 

however, 	not require any knowledge of the contents of 

encrypted ZigBee messages. 

15 

Greater system efficiency can be achieved if the ZigBee 

device and PAN sub mappings are maintained by a central 

ZigBee network co-ordinator device. 	Such co-ordinator, 

however, would require privileged access to aspects of the 

20 ZigBee data payload to be able to effectively map systems. 
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Claims 

1. System for connecting smart devices in a building, 	the 

system comprising 

5 at least two bridging devices, 	each arranged in relative 

proximity of at least one of at least two smart devices 

arranged at different locations within the building, wherein 

the at least two bridging devices are connected to the smart 

devices via a wireless connection and to each other via a 

10 broadband network, 

wherein each bridging device uses a list of addresses of 

supported source smart devices and associated personal area 

networks to determine if a packet received from a smart 

device is to be transmitted over the broadband network or to 

15 be discarded depending on whether the source smart device is 

supported or is not supported by the bridging device. 

2. System according to claim 1, wherein 

a list of addresses of smart devices and associated personal 

20 area networks is created and maintained by a building control 

centre of the system. 

3. System according to claim 2, wherein 

a separate list is created and maintained for every bridging 

25 device. 

4. System according to any of the preceding claims, wherein 

the list further comprises addresses of destination smart 

devices. 

30 

5. System according to any of the preceding claims, wherein 

the broadband network is a power line communication network, 

a fibre optic network, 	an Ethernet or a Wireless Local Area 

Network. 

35 

6. System according to any of the preceding claims, wherein 

the broadband network supports Internet Protocol based 

communication. 
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7. System according to any of the preceding claims, wherein 

the wireless connections between the at least two bridging 

devices and the at least two smart devices are realised using 

5 protocols defined in the IEEE 802.15.4 communication 

standard. 

8. System according to any of the preceding claims, wherein 

the at least two smart devices are smart meters, 	especially 

10 electricity and/or gas meters, 	and/or in-house displays 

and/or consumer access devices and/or prepayment meter 

interface devices. 

9. System according to any of the preceding claims, wherein 

15 when the received packet is determined to be transmitted over 

the broadband network, the bridging device having received 

the packet generates a MAC level acknowledgement to the smart 

device from which the packet has been received. 

20 10. System according to claim 2, wherein 

the packet to be transmitted over the broadband network is 

wrapped by the bridging device with the address header of the 

building control centre as destination address. 

25 11. System according to claim 10, 	wherein 

the building control centre, 	on receipt of the packet, 

removes the address header, 	reads the header of the original 

packet to determine the address of the destination smart 

device, 	and determines if the address of the destination 

30 smart device is comprised in a list of any of the bridging 

devices. 

12. System according to claim 11, 	wherein 

the building control centre, 	if the address of the 

35 destination smart device is found, 	determines the address of 

the bridging device associated with the destination smart 

device, 	wraps the original packet with the address header of 
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the bridging device and transmits the wrapped packet over the 

broadband network to the addressed bridging device. 

13. System according to claim 12, wherein 

5 the addressed bridging device, on receipt of the packet, 

removes the address header and transmits 

to the destination smart device. 

the original packet 

14. System according to claim 13, wherein 

10 on receipt of the packet, 	the destination smart device 

generates a MAC level acknowledgement to the bridging device. 


