RDP BITMAP HASH ACCELERATION USING SIMD INSTRUCTIONS BACKGROUND OF THE
INVENTION [0001] Although computers were once isolated and had minimal or little interaction with
5other computers, today's computers interact with a wide variety of other computers through
communications networks, such as Local Area Networks (LANs) and Wide Area Networks (WANS).

With the wide3pypash gropal ¢4 KsHNAERRE ERACPIORCUSINGWRGIDCPNIDYIR(GSTRENQRNING more

important and has opened up many new applications and technologies. The growth of large-scale
networks, and the wide-spread 10 availability of low-cost personal computers, has fundamentally

changed thgswasiBaRIAQY RS A R ABlgFaes\communicate, and play. [0002] One increasing

popular form of networking may generally be referred to as virtual computing systems, which can use

protocols sUep0ak [5E1REIS"® MIeH ONER ESPItAYANSERIEm A it HbeArigisstanavic A), and
others o shaiR Rt ARROARRRIIGAHIVRS With 8 WAFRAIS RIS RHENERRPRiINg Systems

typically transmit the keyboard presses and mouse clicks or selections from the client to a server,

relaying thelBEeehGARMAHEE0BHERS NEHEOBKE U aetleRsRhvAFea NsiweFksdrbieliand Mide heea

INIERNET) Mb&3#RE (DRNSEr Matiie RrBeKsREE sl thel mantineris prevatipgRsiRal of a LAN,
when in reality the client device is only sent screenshots of the applications as 20they appear on the

server side. JOWES] FABRYEPHNSAIEVHHIG R ¢d BEALAN AN ESTRRENRS AR FB#1YaP8ending graphic
primitives aggafi¢eioRR 8RR AIGHTEs tefira QP&Mﬂlﬂmﬁr%MBﬁ&H@m&%@ yaahane deoyprigdraw

something, and sending a bitm;goimage to the client for display. When sequences of primitives are too
Wi'ﬁ%

compl&q, it AYRY R Hi¥Gh Y aREPRTSRBS SATP L EL MaS T widARIs By et s AU IRalMAdre simply

be displayegespib@idhamtemaotantiatiniens arapenee of other more complicated primitive operations.
However, it may be too expensive to continually send full bitmap representations of the screen

because of AREIAS BTN & B RFINEHE Haweinstehnhe SeHItRHIR Bariith. [0004]
To alleviatedhippatingLssictni antchadiube e eens KushAieREfsoteDasI@sh IRBrRRUFqREIPYVindow) may

be subdivided into tiles. Those tiles are then cached on the client side, and when a tile is repeated

between twéHRASAPLT SABPHHRY AYLURGHEHE BePRAENGRS thehatsadlegkionaat 98 uction for the
client te displaitaa siRchRe Slenddiiscma. QS‘QQH%WMV@@%Q‘%Q%H9?¢F§r@f1ﬂt|ﬂ{ép session,

especially where tiles are frequently rgfeated. However, in doing this, processing resources must
i

then be deR¥PPRERETHES HMSTRIGE ﬁ'ﬁ%ﬂe??lﬁ?é'?mﬁ&%mﬁ PR Ora SR IMESISRTRARSHRS such a way
as to maximjzednesdiasescRiin e dIRhidirddiercordia iRaraalebnhdtap R (eajtethehance that it will be

used INTERNET). As such, the user has the experience as if their machine is operating as part

of a LAN, when in reality the client device is only sent screenshots of the applications as

20  they appear on the server side.
[0003] Two common technigues to send graphics data to a client are sending graphic
primitives and other operations, which tell a sub-routine on the client side what and how to
draw something, and sending a bitmap image to the client for display. When sequences of
primitives are too complex, it may sometimes make more sense to send a bitmap

25  representation that can more simply be displayed, rather than the potentially long sequence
of other more complicated primitive operations. However, it may be too expensive to
continually send full bitmap representations of the screen because of the limitations of
most bit stream compressors as well as limited network bandwidth.
[0004] To alleviate these issues, a frame that is being sent to a client (such as an

30  application window) may be subdivided into tiles. Those tiles are then cached on the
client side, and when a tile is repeated between two bitmaps, rather than re-sending the
client the tile, the server sends an instruction for the client to display the cached tile. This

may greatly reduce the bandwidth costs of a RDP session, especially where tiles are



5twice (either within that frame or in a future frame). There is often a minimum useful tile size as well,
because where a tile is too small, only a small benefit is received from a cache hit between two tiles.
[0005] These RDP bitmap caching algorithms and detecting of the difference between tiles ("tile
differencing”) are critically important to reducing the bandwidth of a RDP 10 display stream to levels

that are accrpgabifljoicpansissioeye irpdofly tMA D edevsiiRiassoaeab aigs fHrivslévdiedis These
caching algorithms typically trade-off processing time (frequently of the central processing unit (CPU))

on a server {ASBKhHHSe for a decreased amount of bandwidth required for that server to transmit the

information fgoes¢lienktaerase ainefwigdtithrlGOefbAmepnirteatairios I aas2iNg ¢ostsafitiethbitmap

caching is the hash algorithm used - an algorithm that transforms the larger image data into a smaller

data that m&)WESAF 52°8R HueWhs's adtets sRellshritchiane BeltsT shannehaly bY' PediSe&bme

hashing algegitysiinepleitrantRaciphae blogkaohtindeathd CTinéao s brers M ivaaiie0sepanir CBC
algorithm. However, ri processigg time ysed on tihe h shing} lgorithm can inhibjt the scalability of
20the servet ZEiAcd/all AFSAURSDRIR AL G 1R85k AN A S I AL D8 HB BRI F B &fore any other

resource - stighakithetgeerefgongbyork bandwidth - becomes exhausted. This processing time also
increases the time_required to encode an image frame, the rate at which these frames may be
rotuoed ol 0P S A DA R I 400 Ot B St o2t BB g
algorlithrrr\] wﬁilg@@ffﬂ@ﬂgwgdmﬁgopm” ﬁd&l%ﬁlﬁl@ﬂ” | i Hmth@%ﬂﬁ&é@&l@Bﬁqh!ﬁﬁilﬂﬁmmiS typilcallly
serial, which does not lend itself well to parallel progessing, such as on a single jnstruction, multiple
data, (SIS SR L5 IGB B EIhOFS Ein G SeBIARE 3P LR EUTHOR A AN AN SE AL hat have
SIMD instrugiiansrisa Hgivdns (WLIN) satrreehiteaitea(tB Al G sl iy T ek igrosisin3mte) 30 such
as the SSE ?.2 insttr&cti]pns in some INTELTm x8ng§‘@?orocessors,.like t MTm processor

S

e NEHAL
are a form df TSI SIADIRSHUILHONECFIULE Y Oﬁr%sngértH‘se&&Bﬂ“% fot %%ﬁﬁ@*‘g{ certain

types of datanimeausdihewickin regeieiefonthdesgeatonkandrdathairfonaafiar tostatiest aghsxe an
image is beirﬁ?grocessed, instead of operating on a single pixel at a time, a SIMD processor may
operate on 8 \%ﬂrbixels in parallel with a single instruction. Not only does this improve the

perforaganceoodara@essingdincajos irstssingedsto of RDRY deareamhitpisite sgtrdlfeidtiingudeda from
Yypes of procAUAUH0 SN UTBee S T Ag B o BT (e B R niques
requi_red to hnpmlmem ah;enw@cﬁ%mma,sédememlymm@@iﬁm&ethSnmdﬂmmh@a@mmmocessor.
S A R e B e
parallelism iddveshinghippradssmgnRiRdden e FAIMNARY DA Thil ehitrie tensdalabiliguef for
accelezr& tior%h@%'e‘re\)/eur?gi r?gé:) aaﬁ%l\lleall REYE %%(':Q%% resources may be used by RDP sessions before any
other resource — such as the server’s network bandwidth — becomes exhausted. This
processing time also increases the time required to encode an image frame, the rate at which
these frames may be produced and sent to a client (the frame-rate (FPS)).
[0007] Increasing the speed of the hashing algorithm with current parallel processors is
25  difficult, because the CBC hash algorithm is typically serial, which does not lend itself
well to parallel processing, such as on a single instruction, multiple data (SIMD)
processor.
[0008] There exist a class of processors known as vector processors that have SIMD
instructions in their instruction set architecture (ISA). Streaming SIMD extensions (SSE)
30  such as the SSE 4.2 instructions in some INTEL™ x86 ISA processors, like the
NEHALEM™ processor are a form of these SIMD instructions. These processors are able
to speed up processing of certain types of data because they can operate on a large chunk
of data at once. For instance, where an image is being processed, instead of operating on a

single pixel at a time, a SIMD processor may operate on several pixels in parallel with a

-2-



computing the hash algorithm in parallel on a multiple of bits as the serial algorithm operates, and then
combining these separately computed hashes to determine a hash for 15 the image. This produces a
large reduction in CPU time required for processing, without increasing the collision hit rate - the rate

at which two different inputs to a hash algorithm will produce the same output - only a small amount. In

many RDP §iggiaphingesisHationseijuioendndnaiprse thahereaisinechyt pérdssagrertable. [0010] The
present technigues are useful in scenarios beyond RDP tile classification, so 20 long as they may

benefit from B HEUQLLEE RUSHiMHeegarm e Airee shrry L3Rng dAte SOt MRI%Yision hit rate. This
collision hit faéedn aigARCIRAVYBInETIGTo RPPFRXIBRBER Y kit R/ RIL BV in b Heltopiantel e f

embodiments of the present disclosure, a method, system and computer readable storage medium are

provided for ¥R AP ARy SHAASRIOSRSEAD MR g3 B IREERTIAILASE FIBY3M e present

techniogies gfi@teatFaibispstiugri o mmRment W preess histoasids RHIashoratiffiiamtan4RBC-type
hash algorithm may be used to compute a hash of a bitmap tile. If the bitmap tile is encountered again,
the hash fuNEOR UAIFSFSI Y GRESClm SRS AR OB B S B SRR Bl 3ificth by avoiding

resending thegaiiiviag. BGA L3tISeeanmeintibei cany v eserREoisifupadieLSTOtRArensckRemR Scraping
(extracting the i e data from the display output of another progr g this same hash function may

et 10 corRHE B BAAEP T GG B G bl P DIESPAT BT FEFAIRGBI of winch
tiles have charrpeH firrgie to frame. [0014] Both of these cases mean that the hash function is typically
one of the highest CPU costs of the RDP stack and since RDP is in some cases CPU limited, reducing

cPU st may allow one to increase the throughput of RDP. [0015] It can be appreciated by one of
skill in the agtURgit/RYr more various aspects of 5the disclosure may include but are not limited to

circuitry and/or. programming for effecting the herein-referenced gspects of the present disclosure; the
circuitry andfEYoTPRTHG Lo ELRF L 1 CURPTRRTso HAFCHIEL Lty B ando frmware
configured tepaffetindehbarsinaigéerencad Repkitadepantplg ofisits Wetitesigal chgucieisnof the system
designer. 10[0016] The foregoing is.a syummar ané thus contains, by necessity, simplifications,
generalizai GRS ARt BIHILIEB O RPN FRG SEPaidlrlY S0 TRIGA I R eI A L mary s
ilustrative othlyiaregds Maispieddess ol beyén iy tioayihiDrRID QiR Hgki & & IBETEKIINGOWi thiolit
DRAWINGS 15[0017] The systems, methqds, and cgmputer readable. media for hash acceleration in
acoordance IHHAEH oAU i e HOSeh BT i I PL R Lo AT Trawings
in which: [O08]drdcuce ilhetaaie D @nexeonhier grgalhanad it phsmaonRD AN emahdmysenbiiomghich in
which the hgsh acceleration deL:t ribeﬂ.hereb?tné?é.be emtzgciied. 20[0019] FIG. 2 illustrates exemplary
operational %.’88%'&‘8%2%?%%% cEReratbn! f 6]‘9!9?59 Nfustrates a client and server
communicafotg OficTae enestatdesiioq e ate skt iy divalr ot e tteRibP vide atassidicdont ik
differeﬂ?ing techniques. . . . . . . .

long as they may benefit from an increase in hashing speed while accepting some increase

in the collision hit rate. This collision hit rate increase is very minor, approximately

(100/27192)%.

[0011] In example embodiments of the present disclosure, a method, system and computer

readable storage medium are provided for RDP bitmap hash algorithm acceleration using

25  SIMD instructions.

[0012] The present techniques offer a significant gain for RDP in two cases. First,a CBC

hash algorithm or CBC-type hash algorithm may be used to compute a hash of a bitmap

tile. If the bitmap tile is encountered again, the hash function will produce the same cache

keys and the server can save bandwidth by avoiding resending the bitmap.

30 [0013] Second, in the case where RDP is running using pure screen scraping (extracting
the image data from the display output of another program), this same hash function may
used to compute hashes of the image tiles on each new frame to perform a quick

comparison of which tiles have changed frame to frame.



DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS 25[0021] FIG. 1 is a block diagram of
a general purpose computing device in which the techniques described herein may be employed. The
computing system environment 120 is only one example of a suitable computing environment and is
not intended to suggest any limitation as to the scope of use or functionality of the presently disclosed

subject matjgps Neitoes shetekst BecarmaHtiAg: envHAMReRbANLg IENDTete b AHAAKREsROPU
dependency 30or requirement relating to agr(ldﬁo_ne_ or combination of components illustrated in the

exemplary GEhieRRfoRR&ATELENGR BHRdSdmBIamTarts i\ imdas. defietea CEMsaEhg

elements maynilgdecsiscyithe easdiciereftdagnstaptiapmspecific aspects of the present disclosure. For
example, the term circui r%/ used in the disclosure_can include sgoecialized hardware components

configured t@%‘éﬂfdﬁﬁ%h ABRES B HANREF O bPKUWRINE ST MBHARE KN f LHRAERAER R the term

circuitrg cantieelisdpsueenaiaine WINOBEt RFO RSNt e BiRIIaRy aifor pRodiariedngyfsoftware
instructions that embodﬁéﬂ? ic operable to perform functiongsa In examﬁlrp: embodiments where

circuitry incfRldRI A BRTEHRSHE 6 SR ASPE G A LB FREREN i.?ﬁ%B?HFﬁ'e FIRSHUYAR QS urce code
embodying plegieramehteafWerofrtoaly aandambiadiedfintdnasinsfieadable ceditiarean be

processed by tae eneral purpose processing unjt. Since one skilled in tkbe rt can reciate that the
Ctate of the SHNBY B BNRLFES HRHR IRERPere Ss SrenEHEE BBRBE ASHHBA AP S Bware, or =
combinationief djeteiwarsigaivare, the selection of hardware versus software to effectuate specific
functigns is a desigg choice left to an 10im&Ieme ter. More s;rf?ecificall%_J one of\ﬁkill in the art can

apprediate 1318 sHRGVQFEIHHBLEE UM DAY ARLUIALANIRID P L AEFSSEN: HARMWYR SR cture, and a

hardware sigostvilizegionts@itikgniansiooneetiiltoTvaskiide saftare IPeppessatthibiat the selection
of a hardware implementation. vers s%ﬁ)oftware im%[%ei?ger@talion IS one, of design choice and left to the

implementewqg'féaéf]' BﬁYgrofTM féaﬂﬂ} IRE0 gt'féﬂ%f’\@ynl]'wfér}greadable media.

Computer readable media can be any available media that can be accessed by computer 141 and
includes bo Vﬁ%’ja_.[ibe (%i il ia, nd non-removable media. The system
memory 12?% d Eaégﬁ%%?glr ﬁégﬁﬂ%ﬁ“ﬁ% of volatile and/or nonvolatile memory such
as reatbonlyomemndrye(§61bis] 2% tiody ardiccoracses seatkivio meiiRéiaskoas cAl @atieniivput/output
system 124 ?8‘1

BIOS), containing the basic routines that help to transfer information between elements
it comptaP THCCQULH HRSRHHL COAR 6 TR Ly SRETR T St Lo oM 160 typically
contains datecuneidanyirepdeawinmgdnleshitiat are immediately accessible to and/or presently being
operated or@ r sing unit 159. By way of example, and not limitation, FIG. 1 illustrates operating
Poeystom 1 A G oH HSgE AL AN S5 e e egira Rl Ehe.

in which the hash acceleration described herein may be embodied.
20  [0019] FIG. 2 illustrates exemplary operational procedures for hash acceleration.
[0020] FIG. 3 illustrates a client and server communicating via a remote desktop protocol

(RDP) that utilizes the above accelerated tile differencing techniques.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

25 [0021] FIG. 1is ablock diagram of a general purpose computing device in which the
techniques described herein may be employed. The computing system environment 120 is
only one example of a suitable computing environment and is not intended to suggest any
limitation as to the scope of use or functionality of the presently disclosed subject matter.
Neither should the computing environment 120 be interpreted as having any dependency

30  orrequirement relating to any one or combination of components illustrated in the
exemplary operating environment 120. In some embodiments the various depicted
computing elements may include circuitry configured to instantiate specific aspects of the
present disclosure. For example, the term circuitry used in the disclosure can include

specialized hardware components configured to perform function(s) by firmware or
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[0023] The computer 141 may also include other removable/non-removable, volatile/nonvolatile
computer storage media. By way of example only, FIG. 1 illustrates a hard disk drive 138 that reads
from or writes to non-removable, nonvolatile magnetic media, a magnetic disk drive 139 that reads
from or writes to a removable, nonvolatile 30magnetic disk 154, and an optical disk drive 140 that

reads from eineHes thatRmevanifed @Rvetak eneplicakeliskilitBpeihandudOaRed arnines@ptical

media. Other remaovable/non-removable, volatile/nonvolatile computer storage media that can be used

in the exemPiarsSSISr4B g RFRBAFIEN CRTTIHEEdRY SPENMaERRIRE tONRhghemed¥do8issettes, flash
memory carsisoreligited perratiershiskioncitited vidpeplaremrnlithatedovhad/birsolie) Siatr@OM, and the

like. The hard djsk drive 138 is tg'pically connected to the system bus 121 through an non-removable

memory intéRROANEHIER ENARNWAIGARS A0UNA"R A BIRICRER G 46 '5‘?1%?551‘?629%§W899¥"1910 are

typicallg consgictendtehts sistessdusmilchn gilemaebiememeniadbie tiarehat elnaseinterface 135.
5[0024] The drives and %Beir associated computer storage media disc[Tsse_d aé)ove and illustrated in

FIG. 1, proRCEESrAY BiecOrRpa UL BIAGRRSRHBHs ngs QrrullIed iy A aRodules and other
data for the gpmpidertddihbshicofiHonexagyelvears dipkidtivididdnsrélissitatedifisratosing operating

system 158, application programs 157, other program modules 156, and program data 155. Note that
s omp AR DM RRY AR A T o G D BRI B SRRSO Lo oation
programs 1Rgrdwary wiggsaattnaduiestictiuanddemticaimasaslisd. desigradingcayisters 458, application
programs 157, other program modyles 156, and program data 155 are given different numbers here to
e BB e e o0 LR A G g S T AR information
into the conppoitessicih By aupbfonpat dew caeguinalastadtieybeaudtlbd antareining deaviceuts2,

ly refer, , trackball ar touch pad. Other i [ t sh includ
A microphotB JOYA0e CANTE Mg CEt AU LT BPHE ke, B RUGUAL) kPt covices

are often cannewiad iopheneraeatssing sikia sofwareugiplernsetiiupLisiotertdersigo chaictsapaupled to the
system bus tﬁj% magl.bei:onnicted by other interface and bus structures, such as a parallel port,
20game p0|l{3 r%tn VBPSENEBITA bus (USB). A monitor 142 or other type of display device is also

connetied tobe] sgstapulend 42fypieady inttutice, writyasfaomiandntestitde Ideditn @iahtporeto the
monitor, compyters may also jnclude other peripheral output devices such as spegkers 144 and printer
45, wihch R RI CO it PON A e TER I DREYAT e SR seray SALOu0e, e Cempurter 141
may operaténitlaleshotbrisetittie\dndnroevilatie gniedjcak cwvab tians tonerenovab iy eneglinot€heomputers,
such as a remote com utei%fﬁ. [i&e remote cont}gruter 1%? ma¥ b<=Z aﬁerfsor}ahfomayter, a server, a
router, a netWork Pe., OBé LSS GRS R8RS barwnggl orhd tyﬁé Eﬁiﬂ Bdes many or all
of the elemeiots/dizsitei nesinabp vectetatieadtorthentamupytdr AR, B ouglamidin acoesionnsioyage device

remol AR S HRE e S PR TS SN BRI i
networking kelpitorirapsfts arfcoatiomo betaeeni eloffies vathergosesueld 4D rayeiies detwgritartntranets
and the Inte&B’eltg typically stored in ROM 123. RAM 160 typically contains data and/or program
modules that are immediately accessible to and/or presently being operated on by
processing unit 159. By way of example, and not limitation, FIG. 1 illustrates operating
25  system 125, application programs 126, other program modules 127, and program data 128.
[0023] The computer 141 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, FIG. 1 illustrates a
hard disk drive 138 that reads from or writes to non-removable, nonvolatile magnetic
media, a magnetic disk drive 139 that reads from or writes to a removable, nonvolatile
30  magnetic disk 154, and an optical disk drive 140 that reads from or writes to a removable,
nonvolatile optical disk 153 such as a CD ROM or other optical media. Other
removable/non-removable, volatile/nonvolatile computer storage media that can be used in
the exemplary operating environment include, but are not limited to, magnetic tape

cassettes, flash memory cards, digital versatile disks, digital video tape, solid state RAM,
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[0026] When used in a LAN networking environment, the computer 141 is connected to the LAN 145
through a network interface or adapter 137. When used in a WAN networking environment, the
computer 141 typically includes a modem 150 or other means for establishing communications over
the WAN 149, such as the Internet. The 5 modem 150, which may be internal or external, may be

connected tepffipstastRONUSHHAhIRkEheTHE RaRIKIHB iateslidqy picayalonReERIIrtatthenechanism. In
a networked environment,@ogram modules degicted relative tg the computer 141, or portions thereof,

may be stord MRS Aot AYSMEN SR rega\GalEBe By ST asespies AR el a8t FIG. 1
illustrates renagieadlHedererrsgenmsptitdlafdesiiiaa an arewincdl hoesieedd o fadlsagappreciated

that the network connections shown are exemflary and other means of establishing a communications

link betweeR4h&CoRYREERONALIRETYY IBB2955: RICH A3dpiRtedRtlary operational procedures for

hash agcelquaian. PhéariabsanhitngipEsasiatsao e A eI {dnstiis suaisbve arany system
architecture,? this isgz E:lljt?é) of image data at a time, starti%g at the front of the image and working to

the back. 13 HHAESHRPUR dnBRUIF R OROMOLGaMAHIER RICRRIS A B Ee O A SR YEHEB WORD of

the image tiabisapionessrd alitl eandrastathe HesempaxepiarnOPEs alinBIPERESE Ssapaiiie on a
plurality of DWORDS aﬁ Ia time. In an embodiment where a DWORD c_om\ﬁyrises 32 bits apd the

processor nfYo e NI Ed §HHE LN GREFLDGSY SR Ty ABR RO RIeHRIS &P ('S he
procedures jxegpafauigriésllseyarfaniogrinegss B8 Abeotiespendingrisoaant EWERE poerated

' llel - and th tial keys. b ined. Il of the i has b
AR e e R T R G S
number anOba)gmmrmbt&rwtomnlaﬁdagrogkmﬁie&taaaeoromaﬂngrs%‘ﬁ@ﬁr!@&@piptmw@co?d ral?dom ;
rﬁ a first key and 25

number. [0031] Optignal operation 204 depicts seiting each of a checksum, a dat
2 Second ke BT T BRD ATSRHER S CERBTA Rt TGS T Eebnd ey equal
zero beforeibmipsssent opédiations begiat sminisnuot, nkegasadifforset dbpies torzaser aalienpaint. Where
the techniques use these four numbers to keep runni ms, they may be initialjized by setting them
(0 7610, The SRR A e LR ) e P h St VB B e BT 8 1o determine
the firgbkeylaytdhel s6¢amd keintdg T di36Reycamaidhiy sefeored keysmayotes)priskbalbig key for an
image, the big key later used to look.up the image or a reference thereto, such as.for a server to look
U whether UENGEn QARG AER G RS ARkt PR ER SIET i 0By SR BT an image it
has alreadypat;gatellittaliclokscyntiee, nagelikeelThese tastetieor éac lddeithe drigdfan asntizessl two
component -tbhe first key and tgg s%:ong%keﬁ){ - and#;e? c[ombigg m than Iitést t% calcutlate a
monolithic By Sﬁrféﬁ%ﬁ@w ton SBRMehTEE YNGR A0 8 Thiy A RSB A 55 each
group comprisniguamayrizecapihbdizdbihetheragedacmand tus htustoiés, Suphases paraltelyporierate Son
more than one bit of data at a time. For inst a 128-bit processor may opegate qn 128 bits of data
i TR GO TP L i Bt 2 A o D BUME S EBE B e
same data straistucensertbcbt® tmestissamapre $2bivéa A9 face) bech Rathedah aitdd8cbiiS 2nay comprise
multiple piecga.{)f d?ta{ such as four disgrete 32 l?it-intel%rs or eight ﬂisc[ete 1q-g)it integers. In such a
o addition o the moni DI, SRAIQUISES may algo nchade other peripheral outpu evices S .

situation, instructions exist'such 1 when ah operation’is performed ona group of four 32-bit
integers, theyegedkersthéd ape r@afidar (S4@hwdbsch maytipdesonnectedittabsbif) dokpsitrmdripheribw into an
adjoining inte%e][ in %128 bits.

Interface 133:

25  [0025] The computer 141 may operate in a networked environment using logical

connections to one or more remote computers, such as a remote computer 146. The

remote computer 146 may be a personal computer, a server, a router, a network PC, a peer

device or other common network node, and typically includes many or all of the elements

described above relative to the computer 141, although only a memory storage device 147

30  has been illustrated in FIG. 1. The logical connections depicted in FIG. 1 include a local
area network (LAN) 145 and a wide area network (WAN) 149, but may also include other
networks. Such networking environments are commonplace in offices, enterprise-wide

computer networks, intranets and the Internet.



[0030] In an embodiment, the image comprises a screen scrape. A screen scrape comprises taking
data from the display output of another program. Since this data was 15intended by the other program
to be displayed on an output device, it typically lacks documentation or structure to aid in parsing it.
[0031] In an embodiment, the image comprises a tile in a Remote Desktop Protocol (RDP), the tile

comprising fodi¥NahéntilecmayCoMRirewbAdRgEhOfrariifene tReltampuitep iItallYs GomRtsag AN
application window. In a typical embodiment, a frame is divided 20into a pIu,raIitngof rectangular tiles,

and only thd8e Nt HEKORRAIRE KB TR 08 SHPREETHE LMD %] 1A aMVéihbodiment, where

the image iseWalianefean amakanmrRidaReRIM 1R ftanPitk RdEe IMERPIRY & deefirst bit
boundary are hashed with a serial cipher. block chaininp é\%BCﬁlalgorithm to é)roduce a_pre-first key and
a pre-secor@988 . TRLESIROAg EQWMWB%@,@M% A0S A&DSUFLRS SRE1DEIEL i PBrallel, and

the image isnyealignsd amizH Adpidiatsrdaryr witerh8l bitayobdhenmagel esensripadnione the first
128-bit boundary in the image, those 56 bits are hashed with a serial CBC algorithm, and the resulting

pre-first key 4htHHSES BB MEY 3R TS AL AT EAR I8 AT BoNS ke WY ékey,

respectivelysrivfithenieHo wiograperaifunes \dapicael iRl BB E1alteribmp 302320 QpetiatiothaRdkepicts,
for each group, erform'n@%hash coréllgrisirsg: setting the checksum %?GJ t(i the checksum plus the
group; settiffh ecféﬂ[ﬁ‘d VERGE 239505 ARG tHY WaA1 FAMP F'e&rﬁi/n[% first random

nurgber agdiﬁutzmgl MYEh ghﬂmmﬁimmd@agmwm;m%iaplmmgi@tri@ﬂﬁﬁgeéumlath@rﬁrr]st key
modifi y the datum; an tting the second key tg equal the second key modifie the datum.
1003310h oy NS Lo GO 5 Ak L7 B e By BB N e RN 28
operation onttie iitairse)f aseiihishitatdvoranditicsesonakkeanirenatifieshiputie Aaiube byegerforming

lusive- ti th d k d the datum. A lusi IS a bitwi ti
where the Ui bF e iR AT P BREPEGPPARLPARAR B56F tREARHE TR B0 2 R instance,

Wherg Ah deastis mj(?ssluﬁym%ﬁ@fWDR?mwﬁm, iﬂn’}g.aﬂy ayuﬂﬁilﬁ‘&ﬁfhim&é]; Tmfe ikmaglle]c
cach group S DRLPLEFHR A H0TEr s LRI oG oA ST A K R AT sHormed for

each gup havid oomnpligsche egrigetioimask, Whitraisspthectebhstidve paccaedsa@RDtEly through

the image, taking one, graup of bits at a time and processing. it before doing the same for the next
grou of bl U RUTRABAE B SREom ol CoTEAehOE RS AR A R R HAU Somprises a
cipher bloclopbaiteing §RE)| itpsih JUCSRIDStieN@ne panadiveniddicegpictsheetttnD W ORIDRD first key
based on each 15 Q\%?EP Siz tof bitscof thre first keé'}ﬁndoseﬁﬁgga[\ D%Vﬁl'RD seqon }<e based on
each DWORBDESriS BANL LB BN TEh SPF R AR A TR ST TR S Na Y each
comprise fepecfobit OIVDRDS bitdatd!HTdkethm prones seeppitighdtivs leeys daldhbiedg¥Vheneall of the
S ARG T R EREHE (S AR Sar R eIRTRRRG s kg and the
may be combined once all of the image has been processed to produce a final key.
[0028] Optional operation 202 depicts selecting a first random number and a second
random number, the first random number differing from the second random number.
[0031] Optional operation 204 depicts setting each of a checksum, a datum, a first key and
25 asecond key equal to zero. In any embodiment, the checksum, datum, first key and
second key equal zero before the present operations begin, so it is not necessary to set
them to zero at this point. Where the techniques use these four numbers to keep running
sums, they may be initialized by setting them to zero. The checksum and the datum may
be used as internal variables that are used to determine the first key and the second key.
30  The first key and the second key may comprise a big key for an image, the big key later
used to look up the image or a reference thereto, such as for a server to look up whether it
has sent a client the image, or for the client that receives the big key in lieu of an image it

has already received, to look up the image itself. It is faster to calculate the big key as



20 the embodiment where the first key and the second key each comprise 32 bits and the bit width is
128 bits. In this embodiment, 128 bits of the image are processed simultaneously, producing four
32-bit partial first keys and four 32-bit partial second keys. When the entire image has been
processed, then each of those four partial keys is used to determine the full key, or DWORD first key

and DWOR&eaamponeO38hdiad repedinestctin ey partiahbrstdaymatadmeeshiridetermine
the DWORD first key by exlusive-or'ing (XORing) them together. Where the four partial first keys are

expressed 48 REHGBIRARPTPIRRIC B3 KEYd Key' [3], this operation may logically be expressed as

Key' [0] A K26l &peeatidR] @it gte0giah!hemembriinaetashentogionp!éatigiokgys are used to
determine the DWORD 30 first ke%/gb comb_inin%them using a serial CBC hash algorithm. In an

embodimentPREPSIAPia BEWS LRt RhdhedrgeeqHal fadik B WGLR 1S\ CEREESRHEANAREREY [2], the
result of whighrisofeEtamanb et vitthtsel d 3imk)Ord intiesa 0B aiosr adedsde Maisopenan dhe image

size divided ?é the bit width has a remainder number of bits other than zero, hashing the remainder

number of bitSWiA &f LAt ABh DD BRsERY b basirstWEy Wl 2 hbet- Bt orddiassy! dotermining

the first keydigse@dndise Reg tir fieeymatstasteoninng thesese tthkey Resecharghsifost-second

key. Where the image has a numper.of bits that is evenly divisible by the bit width, a series of parallel
operations AUTLEEr BT BB dGa A SRR OO TRa 1IN B B L IR, SHTIGP I GG However,
where the irBag&-hasgemusnkeelRitsdiaatohnaheyenly mhvsthie siyuthiomiiwidibtienserigrtional serial
hashing of those final bits may take place, as opposed to the ahove parallel hashing. The resulting

post 12 kel o BBLGE RO RO CUSE TR A HEAVR b B Arab ) oS BBy such a5 by
setting the fusérsayiqsinh resuthoftiptefomai ngr At GRes hasovenrtbe il keydjomhifg post-first key,
and by 10settin§ the %%%key to the result of performing a serial CBC hash on the second key and

the post—seé%tr‘? %9. Hn embodiment, the image has an end, and no part of the image is
nearer the gookt)am theembaiimiart nhenbesagef ditspisrtasctbenrsarpinder ditsewitizpeonsidered to be

the final bits of the i t Il d, ial fashi I ding 15bit
nave been GBS L A1 AMIGh AP T S HER e FOORa sFembocimen,
the firgbkeyiateddbe Ipetanstikeptbgtaniachécdigikryddom dhiswplindprivee fising @iléydackbined with the

first key and,the second key calculated from the abaye parallel processing, such as through a serial
CBC hash oq%m%ﬁ%ﬂ\?g ?ﬁ[gt':%)% Pa?é&\'/éﬁ%ré'ggs' rial CBC hash of the respective second keys, an

XOR operafioostyf thead @raispeiotivrer, firet ikeyge esnwpeitasattie iaspRethsesbeskidieistodd39] Operation
T R AR e R A B o
the datum isyjieal lyssrtorzoaesas dpplivadge wideviocatioty pictl e miriongradal fesae odivistaihce,
Where2 N any O ﬁmgf%yséﬁ-”r%%%é%éﬁllérs ﬁijefs, and only those tiles that have changed need to be sent
to the client.
[0035] In an embodiment, where the image is unaligned on an alignment boundary, the
first bits of the image prior to the first bit boundary are hashed with a serial cipher block
chaining (CBC) algorithm to produce a pre-first key and a pre-second key. For instance,
25  where the present operations operate on 128 bits in parallel, and the image is unaligned on
a 128-bit boundary, with 56 bits of the image occurring before the first 128-bit boundary
in the image, those 56 bits are hashed with a serial CBC algorithm, and the resulting pre-
first key and pre-second key are combined with the resulting first key and second key,
respectively, of the following operations via a serial CBC algorithm.
30  [0032] Operation 208 depicts, for each group, performing a hash comprising: setting the
checksum equal to the checksum plus the group; setting the datum to equal the sum of the
group and the datum multiplied by the first random number and summed with the second
random number; setting the first key to equal the first key modified by the datum; and

setting the second key to equal the second key modified by the datum.
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25the datum may serve as an index to that array, and the image is stored at the datum-index of the
array. [0048] Where each key comprises 32 bits, the big key comprises 64 bits, so there exist 264
possible values for a big key. In an embodiment, while the possibility of a collision (two different image
tiles correspond to the same big key) the odds of that occurring are so 30small (approximately 1 in

2764 as betjyges) anyafvepnbisiifays), thatfiRe Ikp eesrRIobi canHIester iR adadiRiRe aollisions greatly
outweigh the benefit of detecting one and identifyigﬁ the correct tile image that collisions are ignored

and an incofEYTHEGE PRETAHRNRILIE By PaT 4B H84E RS RS epRBIt AR TAGIGE RYan

embodimenthdhistGenppiReR ANRYIARIRRIINALR YR AtbIENYtheRearinke(RInd e amembadiment, this
may comprise encoding diff_ere_g%lgortions of the imalge with different codecs. For instance, where part

of the imag&fAUSHELEIS ALY BEGHEE WhaTRy e eH LT REMORHES L)1 Q8% physician,

it may Ige engpdedaviiir iapsless Aeslea. Anathrtpak ahikie imagetiaythe Maekitexorn a white
background, and encoding it with a RLE alﬁ%orithm would reduce its 5 space by the most amount (as

well as be 1G98 {79 k& kb &5t dotidc@may be used on the appropriate parts of the
image. Indamoem@oug@ﬁéaagltm?ob?rmbagmedg ﬁbﬁiaeima@%ﬁrwﬁdedlmarﬁﬁaaﬁmg@@ .
separated into its individual fe reen (G), blue (B) and a A) color channels, and each o
those chan B O B B G STO0 A AP L HBTAR B GISURAETRSIE 12 len
computer agtgsgar Whieanmmupicationspeefuraréd Tdrisdshngronpeessain winelgytbesinreg imsdalready

b t tq the client, and.the client hes i that jt ived, In thi , lient
pe senltthe DGy S BHEHG LG R e N AR LG A B e Hleh tabr

maintained byitieaappaoatsing ifaeting dbia preseaneder atonsxd griip stbatamtivieneiidegeives the
big key, the client may use the big key as an index to its 15hash structure, receive the corresponding
image, and RS a’Fﬁﬁ%@ as it would if it had received the image rather than the datum. [0042]

FIG. 3 iIIust[ames]a|nIm¢mbq(ﬁﬁrm(mma@h@mﬁn’ge\gia ap‘mﬁbtecﬁeﬁmmrma{gl ERP) that utilizes
atabase 3000 R LRk A AR AR 008 DL AN ebAL MGt oast one te”
310, etgh tipWoRDrisirgoh hitsrphe fisssesy earDs v nDVICARD vetbral kkgriasdd aceass a
and 1 comEARD S SBIAy L EE S6EE94] In a RDP session between the cliont 314 and the
server 302, mﬁemmemmésste@@rAMtﬁamgeﬂmw@mmmmﬁewmetbiwtkaﬁ]tﬁe birverionding to
processing g}%éhﬁocessor, partial keys are calculated. When all of the image has been processed,
these partial keys are then used to determine the full first key and the second key. Take
20  the embodiment where the first key and the second key each comprise 32 bits and the bit
width is 128 bits. In this embodiment, 128 bits of the image are processed simultaneously,
producing four 32-bit partial first keys and four 32-bit partial second keys. When the
entire image has been processed, then each of those four partial keys is used to determine
the full key, or DWORD first key and DWORD second key.
25 [0038] In an embodiment, the four partial first keys are used to determine the DWORD
first key by exlusive-or’ing (XORing) them together. Where the four partial first keys are
expressed as Keyl1[0], Keyl1[1], Keyl[2], and Key1[3], this operation may logically be
expressed as Keyl1[0] * Keyl1[1] ® Keyl1[2] ~ Key1[3].
[0043] In an embodiment, the four partial first keys are used to determine the DWORD
30  first key by combining them using a serial CBC hash algorithm. In an embodiment,
Key1[0] is CBC hashed with Key1[1], the result of which is CBC hashed with Key1[2],
the result of which is CBC hashed with Key1[3].
[0044] Optional operation 212 depicts, when the image size divided by the bit width has a

remainder number of bits other than zero, hashing the remainder number of bits with a
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server 302 is executing. For instance, the client 314 may have a RDP session where it executes a text
editor on the server. The client 314 sends commands to the server 302, such as inputting a series of
characters into the text editor at the current editing position, or opening a new file. Those commands
are processed on the server 302, and the resulting 30display output is sent back to the client 314 for

display on disfayIgdeMieenI3Pridsech prRemaaedi @it athesteame Ry RIS ehENRriext editor's
application window at a given paint in time. If the user is adding new text near the bottom of the

application WiXAGRFARBNG RG] KB, BRHEEpPIRNAGIRa A5 FRuPFEH Qrahg @ MteReE AR  future.
So, the image\30fyaaytheitHuifashi o tieses bO brs thasi adveHBlitivasitRage tha R inisemntdo the client

314 over time, each ima?e 308 sent as a plurality of tiles 310, only. those tiles 310 that are different

from all preCBdfSQ tiRAEAEh QRS LA BRSASHESEHEE LS BPONE PREIEHSIERS HRHE PLASS POFYREY 310 in a
tile cache 3bfi, cEnRevithase. aHibvalél isvirpeateinte Res\enrRBenERbRefhthe aiviedhA an indication

of that tile rather. t the tile 308 itself. 5That first tile that is now cached in the tile cache 318 need not
MRl A Rt e T P A A e I e el
fsesslilonf, raca%tdﬁpasemltbm@wﬂn MBM@T'itﬁf§lﬁ)ﬁi@.€,'ﬁﬂa¢@®I@W@g%ﬁﬂiﬁrﬁi&@y%@ﬁdﬁ%dc?hdti@? times

or all of those pure white tiles, [0044] The first {ime the server receives a reguest for an image
308, Tl Y G CEOR VO e A o B T S oy g VT EdR R Kb et
the tile 3k10 ﬂt@qfeﬁdimgﬂpetﬁertﬁn’@mﬂa' ' m@tcmmbﬁmze ﬁrihljee&emdrtw p@m:ﬁr@&é%dﬁ?lbkey arr:d the
second key. It will then use the RDP server 304 to send the tile tgo the RDP client 316, along with an
e ont i SE AT ST T b 0 S P B A1 R R T e
key databasre3sit-Sewkekalatabase may comprise a variety of 15data structures for storing integers,

h tree. [0045] F h ive tile 310, th 302 wil| determi big key for it, and
then cheal T gt TRPR LY ol 6 hr B R0 AN RGP R AR Sos,

indicating thiaha thierepiiesieniinghbee siivite. iIMagead) s nonaretko bty Witkbhesontidetbe Wibatidl4, the
sever 302 will send the tile to the client 314 and store the big ke it in the 20key datahase 306, as
pefore. The TS CLH e TRGE RN D6y FS B N B YPR ATE L KRR alon with
the big key.biflsehbig kesnipryddsedsatasikekéeshitolncaibit thizlimageaber thiebile atadies318, such as by
serving as an index to a hash table. [0046] \Where there is a match to this tile jn the key database 306,
that moans UEAind"SH1SETR0 TG B I CHH L e e A AR USRS 2t the, S0
rather 25thasrstnpildtesditig S tdntbintitevdiiiHe fiay keyedndtherssonctkey dadcabtnedrfaiia thél send the
client 314 the correspponding big key, which comprise a ler amount of data. Where the first key
and e sect AT BUEPERIIG ST VA A s e R T e 314
receives thiaskeylbhagladatishCB eaRDdT tterespddiversd dved RB3, clieXIGH dpesatsatineflitge key to locate
the co%espondinc?htile in the tile cachIe 3%9. 30 0047& Whetgt-i-(r the RDP client 314 received the tile

1V wellas Vi eys.

itself & recévad eeg'c{?llesegéh%%ng € respective secon
[0039] Operation 214 depicts storing a big key comprising the first key and the second

key in a big key store. Once hashed, the image may be stored at a memory address and in
a data structure, such as a tree, and the datum is then used to access the image at the
location of the memory address. For instance, where an array memory structure is used,
25  the datum may serve as an index to that array, and the image is stored at the datum-index
of the array.
[0048] Where each key comprises 32 bits, the big key comprises 64 bits, so there exist
2764 possible values for a big key. In an embodiment, while the possibility of a collision
(two different image tiles correspond to the same big key) the odds of that occurring are so
30 small (approximately 1 in 264 as between any two big keys) that the processing resources
required to detect collisions greatly outweigh the benefit of detecting one and identifying
the correct tile image that collisions are ignored and an incorrect image may be used.
[0040] Operation 216 depicts encoding the image. In an embodiment, this comprises

encoding the image via run-length encoding (RLE). In an embodiment, this may comprise
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big key and looked up the tile in the tile cache 318, it now has the tile. Along with the tile or the big key,
the RDP client 316 will receive an indication of which part of the image 308 the tile 310 comprises. The
RDP client 316 will then display the tile 310 in the appropriate part of the image on client display
device 320. Sample Instructions [0057] The following comprises sample pseudo-code in a high level

programming A BHAGEr&FeRtiiR RIGHE URRLI WAGNVENe BifRFeANCO MRS IOF B ARESREY, WiHkRDEIAtBfON an
image in the manner of an embodiment of the present disclosure, similar to as described in 5the

detailed dedBRpMGRCITETENIIFRIALHN RIS ONRHAG BB ASE  ATHBRHUESb LY HSBELXt, UINT32

*pData, unsigiyeidibhmBANR BiRJegks i & IdERL(aaeksunotiegiptet btHE FAdatway begister
UINT32 Ke£' 15register UINT32 Key2; UINT32 numQuadBlocks; const UINT32 CBC AB[2] ={ CBC b,

CBC bx0oRPFCK ARt WA Mo asekerBiibfl-2p e nead RS ARGRELE 299 tRISWRRPE Itks 1= 0) {
Checkssim spagionyaKt-niobegkdunt; (as wePatUie dfess)teli-thiatam; tha tvpcomiexinalieyl; 25Key?2

- pContext-Eslég)éZn; the appropriate parts of the image. In an embodiment, the color channels of the
image are separated — a RGBA image is separated into its individual red (R), green (G),
blue (B) and alpha (A) color channels, and each of those channels is separately encoded.
[0041] Operation 218 depicts sending the image to a client computer across a

10  communications network. This is not necessary where the image has already been sent to
the client, and the client caches images that it has received. In this case, the client may be
sent the big key. The client may maintain a hash table of received images similar to the
hash table maintained by the apparatus performing the present operations. In this
situation, when it receives the big key, the client may use the big key as an index to its

15  hash structure, receive the corresponding image, and process that image as it would if it
had received the image rather than the datum.

[0042] FIG. 3 illustrates a client and server communicating via a remote desktop protocol
(RDP) that utilizes the above accelerated tile differencing techniques. A server 302
comprises a RDP server 304, a key database 306, and at least one bitmap image 308. The

20  image 308 is divided into at least one tile 310, each tile comprising a bitmap. The server
302 communicates with a client 314 across a communications network 312. The client
314 comprises a RDP client 316, and a tile database 318, and is connected to a display
device 320.

[0043] In a RDP session between the client 314 and the server 302, the server sends the

25  client image information across the network 312, corresponding to processing that the
server 302 is executing. For instance, the client 314 may have a RDP session where it
executes a text editor on the server. The client 314 sends commands to the server 302,
such as inputting a series of characters into the text editor at the current editing position, or
opening a new file. Those commands are processed on the server 302, and the resulting

30  display output is sent back to the client 314 for display on display device 320. In such an
embodiment, the image 308 may comprise the text editor’s application window at a given
point in time. If the user is adding new text near the bottom of the application window,
then the top portion of the application window may not change in the near future. So, the

image 308 may be divided into tiles 310, and as a plurality of images 308 is sent to the
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INT iterStart = NumDWORDBIocks % 8; if (iterStart) { SONumDWORDBIlocks -= iterStart; do {
Checksum += *pData; Datum = CBC RandomOddAlpha * (*pData + Datum)+8 35CBC RandomBeta;
31)); 40 31]); Keyl A= Datum; Keyl = (Keyl << 1)A(CBC CD[(Keyl&0Ox80000000) >> Key2 A= Datum;
Key2 = (Key2 << 1)A(CBC AB[(Key2&0x80000000) >> pData++; iterStart--; 1 while (iterStart); 45

client 314 over time, each image 308 sent as a plurality of tiles 310, only those tiles 310
that are different from all preceding tiles 310 need be sent. The client 314 may cache
previously received tiles 310 in a tile cache 318, and where a tile 310 is repeated, the
server 302 may send the client 314 an indication of that tile rather than the tile 308 itself.
5  That first tile that is now cached in the tile cache 318 need not be in the same location as
the repeated tile. For instance, with a new document in a text editing session, most tiles
will be nothing but whitespace, so one pure white tile may be used multiple times for all of
those pure white tiles.
[0044] The first time the server 302 receives a request for an image 308, it will take the
10  first tile 310, and hash it to determine a big key. Where the server 306 hashes the tile 310
according to the techniques depicted in FIG. 2, the key may comprise the first key and the
second key. It will then use the RDP server 304 to send the tile to the RDP client 316,
along with an indication of where in the image the tile 310 belongs, and will also store the
big key to the tile in the key database 306. The key database may comprise a variety of
15  data structures for storing integers, such as a tree.
[0045] For each successive tile 310, the server 302 will determine a big key for it, and
then check this against the key database 306. Where there is no match in the key database
306, indicating that a tile representing the same image has not previously been sent to the
client 314, the sever 302 will send the tile to the client 314 and store the big key to it in the
20  key database 306, as before. The client receives the tile at the RDP client 316, and caches
it in the tile cache 318, along with the big key. The big key may be used as a key to locate
the image in the tile cache 318, such as by serving as an index to a hash table.
[0046] Where there is a match to this tile in the key database 306, that means that the
server 302 has previously sent a tile representing the same image as this tile. So, rather
25  than send the client 314 the tile 310, to save network resources, the server 302 will send
the client 314 the corresponding big key, which comprise a smaller amount of data.
Where the first key and the second key each comprise 32 bits of data, the big key will
comprise 64 bits. The client 314 receives this key and datum at the RDP client 316, and
the RDP client 314 uses the big key to locate the corresponding tile in the tile cache 320.
30 [0047] Whether the RDP client 314 received the tile itself or received the corresponding
big key and looked up the tile in the tile cache 318, it now has the tile. Along with the tile
or the big key, the RDP client 316 will receive an indication of which part of the image
308 the tile 310 comprises. The RDP client 316 will then display the tile 310 in the

appropriate part of the image on client display device 320.
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m128i xmmRawData; m128i xmmChecksum; m128i xmmDatum; 50m128i xmmCBC RandomAlpha;
m128i xmmCBC RandomBeta; m128i xmml; m128i xmmKeyl; m128i xmmKey2; 55

xmmChecksum = mm set epi32((int)Checksum, (int)Checksum, (int)\Checksum, (int)Checksum);
xmmCBC RandomAlpha = mm set epi32((int)CBC RandomOddAlpha, (int)CBC RandomOddAlpha,
(int)CBC RangapiOnifiabaetint) CBC RandomOddAlpha); xmmCBC RandomBeta = mm set
epi32((int)CBC RandomBeta, 5(int)CBC RandomBeta, (int)CBC RandompBeta, (int)CBC RandomBeta);
xmmDatum[20f1h $BEAAPYAEEERMPrisesaMRRIG Pseyd cadedpis HiaRdfvel PrariREYnE BC
RandomOdgipihge @) ¥yrEGHRangdem Belouttn bk aylecBpRrepsomBiptapetaspadkey2 = mm set
epi32((int)Key2, (int)Key2+CBC RandomQddAlpha, (int)Key2+CBC RandquetaS,<gnt)Ke 2-CBC
RandomBetd)2BUINRSI IS A e RhBE AMSTL s oF e Fh a4 B%Sé&%g@da) {
xmmRa&vDaka gefaiTedodd G828 pData);

__inline void _ fastcall NextCBC64 SSE(
CBC64Context *pContext,
UINT32 *pData,
unsigned NumDWORDBlocks)
10 ¢

UINT32 Checksum;
register UINT32 Datum;
register UINT32 Keyl;
15 register UINT32 Key2;
UINT32 numQuadBlocks;

const UINT32 CBC _AB[Z2]
const UINT32 CBC CD[2]

{ CBC b, CBC bXORa };
{ CBC d, CBC dXORc };

20
if (NumDWORDBlocks != 0) {
Checksum = pContext->Checksum;
Datum = pContext->Datum;
Keyl = pContext->Keyl;
25 Key2 = pContext->Key2;
INT iterStart = NumDWORDBlocks % 8;
if (iterStart) {
30 NumDWORDBlocks -= iterStart;
do {
Checksum += *pData;
Datum = CBC_RandomOddAlpha * (*pData + Datum)+\
35 CBC_RandomBeta;
Keyl ~= Datum;
Keyl = (Keyl << 1)"(CBC CD[ (Keyl&0x80000000) >>
311);
Key2 7= Datum;
40 Key2 = (Key2 << 1)”(CBC_ABI[ (Key2&0x80000000) >>
311)
pDhata++;
iterStart--;
} while (iterStart);
45 }

_ ml28i xmmRawData;
~ ml28i xmmChecksum;
~ ml28i xmmDatum;
50 ~ ml28i xmmCBC RandomAlpha;
~ ml28i xmmCBC RandomBeta;
~ ml28i xmml;
~ ml28i xmmKeyl;
~ ml28i xmmKey2;
55
xmmChecksum = mm set epi32((int)Checksum, (int)Checksum,
(int) Checksum, (int)Checksum);
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pData += 4; xmmChecksum = mm add epi32(xmmRawData, xmmChecksum); 20xmml = mm add
epi32(xmmRawData, xmmDatum); xmml = mm madd epil6(xmml, xmmCBC RandomAlpha);
xmmDatum = mm add epi32(xmml, xmmCBC RandomBeta); xmmKeyl = mm xor si1l28(xmmKeyl,
xmmDatum); xmmKey2 = mm xor si1l28(xmmKey2, xmmDatum); 25xmmRawData = mm load
si128((m128i*)pDatapcpDatantisrd; xmmEheeksam spirem @ddepid2 (ummRawRataxmmChecksum);
30xmml = mm add éQi@ZG@ﬁn@a@v@@@dAkmDaMDCﬁmﬁﬁrﬁm@ﬁﬁﬁé@@ja@pim(xmml, xmmCBC

RandomAIth)tWﬁ}lﬁég@@gdﬁﬁﬁ%d ‘epi32(xmml, xmmCBC (I?andgnm%et xmmKey1 =
i Xog 128Ky XA, 3By T X6 51 28R Ky ymDatum):

PUINT32 pQua KQM;,EDa{B{JLI\IT%Z)é@mg%eyllzﬂ@BUINTBZ pQuadKeyZ = (PUINT32)&xmmKey2
PUINT32 pQuadDatum = (PUINT32)&xmmDatum; #define BLEND QUAD(quad) (quad[0] A quad[1] A
quad[2]quad%’% 4515@6?iféxf >CheeRSurR = Cheeksliry lpCoritextDatilin 2 patiRf A BrEND

QUAD(pQuatDatiini): flonxi=Keyd = | f ey1). pContext>Key? = Key2
o LGN CL LG s erd s

PUINT32 pDataEnd = pData +numQuadBlocks*8;

15 while (pData < pDataEnd) {
xmmRawData = mm load si128((_ ml28i*)pData);
pData += 4;

xmmChecksum = mm add epi32 (xmmRawData, xmmChecksum);
20 xmml = mm add epi32 (xmmRawData, xmmDatum) ;
xmml = mm madd epil6 (xmml, xmmCBC RandomAlpha) ;
xmmDatum = mm add epi32(xmml, xmmCBC RandomBeta) ;
xmmKeyl = mm xor sil28 (xmmKeyl, xmmDatum) ;
xmmKey2 = mm xor sil28 (xmmKey2, xmmDatum) ;
25 xmmRawData = mm load sil128((_ ml28i*)pData);
pData += 4;

xmmChecksum = mm add epi32 (xmmRawData, xmmChecksum) ;
30 xmml = mm add epi32 (xmmRawData, xmmDatum) ;
xmml = mm madd epil6 (xmml, xmmCBC RandomAlpha) ;

xmmDatum = mm _add epi32 (xmml, xmmCBC RandomBeta) ;

xmmKeyl
35 xmmKey?2

_mm_xor sil28 (xmmKeyl, xmmDatum);
~mm_xor sil28 (xmmKey2, xmmDatum) ;

}

PUINT32 pQuadKeyl (PUINT32) &xmmKeyl ;
40 PUINT32 pQuadKey?2 (PUINT32) &xmmKey?2;
PUINT32 pQuadDatum = (PUINT32) &xmmDatum;

#define BLEND QUAD(quad) (quad[0] "~ quad[l] *~ quad[2] ~ quad[3])

45 pContext->Checksum = Checksum;
pContext->Datum = Datum * BLEND QUAD (pQuadDatum) ;
pContext->Keyl = Keyl ~ BLEND QUAD (pQuadKeyl) ;
pContext->Key2 = Key2 ~ BLEND QUAD (pQuadKey2) ;

}
50

CONCLUSION

[0048] While the present disclosure has been described in connection with the preferred

aspects, as illustrated in the various figures, it is understood that other similar aspects may
55  be used or modifications and additions may be made to the described aspects for

performing the same function of the present disclosure without deviating there from.
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[0048] While the present disclosure has been described in connection with the preferred aspects, as
illustrated in the various figures, it is understood that other similar aspects may 55be used or
modifications and additions may be made to the described aspects for performing the same function of
the present disclosure without deviating there from. Therefore, the present disclosure should not be

limited to anphgiatieeagRasedRHE dribIBERRRBHURING BEaaditeans SsoRRgR agsaidanermih the

appended claims. For example, the variqus procedures described herein may be implemented with

hardware o SBFHFSFNG SAEHHABMSERRE 47 BOtATCRAER IR e ARBERCSH §1a1R% r Al P R it osed

embodimenigrieudpestatiu ASRRCEF iBEPREHEASIAE ROMmPIaNate! NRHRTIARRT 08 T eaded £
instructions) emhbodied in tangible media, such as flopﬁgadiskettes, CD-ROMs, hard drives, or any

other machfRNUAAAHICERA L e P ifimMARAs #e! gragratvs QI dRe dREeRed RIEDAHIENSREed by a

maching, sught£i aspecrpsitebriithMmacker Pegeire sHT@RPEf ey ean otk gNdoNRIAMiRING the
disclosed embodiments. In (flditio to th% sp%cific implementations 10 eﬁ%)rlic%{r set forth herein, other
aspects andogR 'ﬁ&éﬁ!&%m LSS Eh PRy, K d A -RQMR foht CORS o2l Bfthe

specificationndisinseddidieisotaigintedided thateihehspesifisationtand didstr ates dnepirseatiations be
considered as examples only. What is CIairBﬁed: 1.A method for classi?/in% anﬂ%m%ge n a parallel
processing Sy ATH1%) HEUiAR LB RHER BRMAHNS PRTOBIGH R 2RRAIAYUR GBATANRHE and a second

random nurpketidineg tiistdiscidest ambpmdifteringdiomdheostespecifivdopldamenteiomnd a checksum,
a datum, 5a first key and a second key, comprising:. rouping the jmage into at least one group,
caon Qb IR P T b BPRRE A el TP AT N IS 165 R grou,
performing skikkehinaheplicingn{2083i deting Glatehgwicificatkadistioded hbeeKsuNishtsrdel group;
10setting the datum to equal the sum of the group and the datum muyltiplied by the first random
number and T aRPGFel D Aol e a ALl A6 eSSl 0L st key
modified by the datum; and setting the second key to equal the second key modified by the datum;
and storing a big key comprising the first key and the second key in a big key store (216).
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152.The method of claim 1, further comprising: sending the image to a client computer across a
communications network. 3.The method of claim 2, wherein sending the image to a client computer
across a communications network occurs after: determining that the big key does not match any other
big key in the big key store; 20 4.The method of claim 3, further comprising: sending the client the big
key. 5. The wpriapscihglaimn 4, further comprising: sending the client computer an indication to use the
big key to retrieve a second image from a client hash, and tog:)rocess_ the second image as if the client

had received it 25ifsTREAASY WHCIARRLIRhAS IM#RE QIR AL RIPSESSHREIUB HiRG B8R doding the

image beforgitSRRrANghmémhageniothmglientseeampoie humBbdreretbashbad esator iurber eamprising:
setting each of a checksum, a datum, a first key and a second key equal to zero 30 before performing

operations SHSLLGTOIEMREr ARG S Br BRserandviRBHom v RBY ACHEGHHEY By Hatum by

perforngng afigxWelsietarsepsiatien eoriigidiigg:key and the datum, and wherein the second key is
modified by the datum b%é)é rfarming. an exclusive-or operation on the second keﬁ and thecgatum. 9.

The method of claPh®P ARSI 1RASt QR HOLRG GREHGUR S T P AR HebattSed for

each group gfrendinish R teiimed tae Biewigiyaosyrest to the start for which the operations performed for
each group have ntc&))t alr agf/ been ﬁerforme . 10. The methgd f claim 1, further comprising: Swhen
the image size divitPE§35) $184R: BAHAT ALY 2 RER-ABMY ISR SEY! bits other than zero, hashing the

remainder number of bitssetiting:taeiaboigber dojogkeliriring:kStREpIus the group;
10 setting the datum to equal the sum of the group and the datum multiplied by
the first random number and summed with the second random number;
setting the first key to equal the first key modified by the datum; and
setting the second key to equal the second key modified by the datum; and
storing a big key comprising the first key and the second key in a big key store (216).
15 2 The method of claim 1, further comprising:
sending the image to a client computer across a communications network.
3. The method of claim 2, wherein sending the image to a client computer across a
communications network occurs after:
determining that the big key does not match any other big key in the big key store;
20 4. The method of claim 3, further comprising:
sending the client the big key.
5. The method of claim 4, further comprising:
sending the client computer an indication to use the big key to retrieve a second
image from a client hash, and to process the second image as if the client had received it
25 instead of the indication.
6. The method of claim 2, further comprising:
encoding the image before sending the image to the client computer.
7. The method of claim 1, further comprising:
setting each of a checksum, a datum, a first key and a second key equal to zero
30  before performing operations on each group.
8. The method of claim 1, wherein the first key is modified by the datum by
performing an exclusive-or operation on the first key and the datum, and wherein the
second key is modified by the datum by performing an exclusive-or operation on the

second key and the datum.
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algorithm to produce a post-first key and a post-second key, determining the first key based on the
post-first key, and determining the second key based on the post-second key.  11. The method of
claim 5, wherein the image has an end, the reminder number of bits 10 and no part of the image is
nearer the end than the remainder number of bits. 12. The method of claim 1, wherein the hash

comprises aciphemhiogiceal BndaFBCIwRrEaAthd itnddeenmetbar ahalainerb, whtetlén the image
comprises a screen scrape. 14. The method of claim 1, wherein the image comprises a tile in a

Remote DeSRESRIPERRSISRUNERINE FAAEIRUR Ate A # PRIEEISAHG RS ALY BRALERAINA Htkessing

system havifg wHishwitepthgioietpeddrvelvios cadiisiroapdrane Membeaaydaseeaoehiandom number,
the first random number differinTg from the second random number, and a checksum, a datum, a first

key and a stfond k8§ RERHLNRRIIbE: SHERELSOMAEENY  circuitry for grouping the image into at
least ome group, eagib@at NGBS HN/RIEVHYAE OithiRIOT HAS dMaas R ALIatBedPibe dth«206);
circuitry for, for each group, performing a hash comprising (208): calculati running referepce to the
mage. the HARTESSehErEIR S TRTGHG RS G A RE i Rk RITNEY, e
datum, and glglsritiateth proesten PostrEirnikg,raierepost-sbsoainyy, theetaidmg the first kepdom number
d th d rand - and ircuitry for stori big k ising the first k d th
o e Ol s oS U SEC 2] B SR8 S gty ane the
11.  The method of claim 5, wherein the image has an end, the reminder number of bits

10  and no part of the image is nearer the end than the remainder number of bits.
12.  The method of claim 1, wherein the hash comprises a cipher block chaining (CBC)
variant.
13.  The method of claim 1, wherein the image comprises a screen scrape.
14.  The method of claim 1, wherein the image comprises a tile in a Remote Desktop
15  Protocol (RDP).
15.  Asystem for classifying an image on a parallel processing system having a bit
width, the method involving a first random number and a second random number, the first
random number differing from the second random number, and a checksum, a datum, a
first key and a second key, comprising:
20 a processor (159);
circuitry for grouping the image into at least one group, each group comprising a
number of bits of the image equal to the bit width (206);
circuitry for, for each group, performing a hash comprising (208):
calculating a running reference to the image, the running reference
25 comprising the checksum, the first key, the second key, and the datum, and
calculated based on the running reference, the group, the datum, the first random
number and the second random number; and
circuitry for storing a big key comprising the first key and the second key in a big
key store (214).
30

-17 -



