- 1 DATA PROCESSI NG APPARATUS, PROGRAM FOR USE THEREW TH, AND METHOD FOR
USE THEREW TH BACKGROUND OF THE INVENTION 1. Field of the Invention The
present invention relates to a data processing apparatus for witing data
into a nenory in response to an access request, a programfor use
therewith, and a nethod for use therewith. 2. Description of the Rel ated
Art For exanple, a data processing apparatus for providing various kinds
of services to a conmmunication party after nutual authentication is
performed with the comrunication party is known. Such a data processing
apparatus has stored .therein varioosisetting data used for processing for
the nutual authentication and services described above; for exanple, the
above-descri bed setting data is witten into a plurality of managenent
appar at uses. DATHERROGESNG ARFAGATTISNJPRPFAAAL BSR TSE OFlREw e, t he
witing of the above-nentioned setting data froma plurality of nmanagenent
appar at uses do not confl i B¥DWERR@RCFPRtUHET THIRENIZHW i ting request is
received fromone nanagenent apparatus, the connection with the other
managenent apparatuses is disconnected, and the connection is established

only “jthBAEEERSE@@QﬁF%ﬁ&:%ﬂﬂ%&ﬁ&%& of the transm ssion source of the

1. Field of the Invention

The present invention relates to a data proéessing
apparatus for writing data into a memory in response to an
access request, a program for use therewith, and a method
‘for use therewith.
2. Description of the Related Art

For example, a data processing apparatus for providing
various kinds of serviqes to a communication party after
mutual authentication is performed with the communication
party is known. Such a data processing apparatus has stored
.therein variéus setting data used for processing for the

mutual authentication and services described above:; for

example, the above-~described setting data is written into a

plurality of management apparatuses. In such a data
pfocessing apparatus, in order that the writing of the
above-mentioned setting data from a plurality of management
apparatuses do not conflict with each other, when a writing
requeét is received from one ﬁanagement apparatus, the
-conﬁection with the other management apparatuses is
~disconnected, and the connection is established only with

the management apparatus of the transmission source of the



2 - witing request. However, in the above-described system the data
processi ng apparatus di sconnects the connection with the other nanagenent
appar atuses when the connection is established with only the nanagenent
apparatus of the transm ssion source of the witing request. Therefore,
when a request is received thereafter fromthe ot her managenent
apparatuses, it is necessary to establish a connection again wth the

ot her managenent apparatuses, presenting the problemin that

responsi veness i s poor. Another problemi#is that, when the data processing
apparatus i s nmanaged from nanagenent apparatuses that are disposed at a
plurality of locations, in reality, however, only the nanagenent at one

| ocation can,ps igdaragiead unless there is a guarantee for sinultaneous
witing. SUMVARY THE 1 NVENTI ON Enbodi nents of the present invention seek
to provide a datawprecessi njcapparvatdsscapal eyetegy attié niptarite

aut hori zation to a maxi mum of one access request source when conmunication
i s perfor ne@TRAFERSHDIERPArREYS ol sreest sy Bapesnnssiiieaswakl hfer easi ng
responsivene%aﬁgf communication with tggaother access reguest sources that

do not hav8 T (P IARHGFT 2 8PP O U8 SSr 8P RNTFOrCUNELHh8Petw th, 3 -

established with only the management apparatus of the
transmission source of the writing request. Therefore, when
a reguest is received thereafter from the other management
apparatuses, it is necessary to establish a connection again
“with the other management apparatuses, presenting the
problem in that responsiveness is poor. Anocother problem is
that, when the data processing apparatus is managed from
management apparatuses that are disposed at a plurality of
locations, in reality, however, only the managesment at one
location can be guaranteed unless there is a guarantee for

simultaneous writing.

SUMMARY OF THE INVENTION

Embodiments of the present invention seek to provide a
data processing apparatus capable of granting write
authorization to a maximum of one access request source when
communication is performed with a plurality of access
request sources and increasing responsiveness of
communication with the other access request sources that do

not have write authorization, a program for use therewith,




and a nethod for use therewth. According to a first aspect of ‘the present
invention, there is provided a data processing apparatus in which data is
accessed in response to an access request froma plurality of access
request sources, the data processing apparatus conprising: storage neans
for storing data; assignment neans for assigning a connection having wite
aut hori zation to the access request source in response to a connection
request in which the wite authorization is specified, which is received
fromthe access request source, so that3a nmaxi mum of one connection from
anong connections that are sinultaneously assigned to the plurality of
access request sources becones a connection having the wite

aut hori zati oMt ReEESREE) 1 Ret PBasLP@ge means; and control neans for
permtting witing into the storage neans in response to an access request

on condition thakcthedis@niect irakshaysperd i Whiet ragéheriahit@Bni
assigned to the access request source when the access request associ ated
with witingheheols hrstigiedge deempicasedegvedpdirams He whtclesdtraequest
source via the connection assigned to the access request source by the
assi gnment ABaRSCeIFRd HE dSPROPTDCES SINgCappart e sitn faeBor dance with the
first aspect OﬁafﬁF present inventiqgn, the assi Si mul t aneousl y

: 1u access r st s gﬁﬂF neang
may assign 2 connect ionfaving Wite -adthidrsz foPTRe" 3t EESs request

source in responsE;d Qdhprising: storage means for storing data;
assignment means for assigning a connection having write
.authorization to the access request source in response to a
connection request in which the write authorization is
specified, whiéh is received from the access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to the plurality of access
request sources becomes a connection having the write
authorization with respect to the storage means; and control
means for permitting writing into the storage means in
response to an access request on condition that the
connection having the write authorization is assigned to the
- access request source when the access request associated
with writing into the storage means is received from the
access request source via the connection assigned to the
access request source by the assignment means.
In the data processing apparatus in accordance with the
first aspect of the present invention, the assignment means
simultaneously may assign a connection having write

authorization to the access request socurce in response to a




4 connection request in which the wite authorization is specified, which
is received fromthe access request source, so that a naxi mum of one
connection from anong connections that are simultaneously assigned to the
plurality of access request sources becones a connection having the wite
authorization with respect to the storage neans. The control nmeans may
permt witing into the storage neans in response to an access request on
condition that the connection having the wite authorization is assigned
to the access request source when the access request associated wth
witing into the storage neans is received fromthe access request source
via the connection assigned to the access request source by the assi gnnent

means. AcColdhAgct ford ¢ a8PGel ciPtehG - REESEMhdveRt LN, s there is
provi ded a program executed by a data processing apparatus 1n which data

i s accessed spacacted dandenwi khréde i vReC E8sm I el el ko it gudd tlsdhirky, of
access request sources, the programconprising: a first procedure for
assi gni ng asocthaec? inaxivaw ng ome tenmechiophz atdrorarangt kenaecessis equest

source in response to a _connection request in which the wite
aut hori zat i GR2Fs2EpetiMilddneqhs th 45510866 fedtlhe gmundd Itacetsaceasfuest
source, SO E@ Lo tnaxinunl f _one connect.i froma

. pximim of one n connections that
are simultaneousty assigred o %ﬁ%cﬁpﬁﬁﬁgﬁ?Q v ng@g Feduest sources
beconmes a cQuBESEiLtion with respect to the storage means. The

control means may permit writing into the storage means in

response to an access request on condition that the

connection having the write authorization is assigned to the

access reguest source when the access request associated

with writing into the storage means is received from the

access request source via the connection assigned to the

access request source by the assignment means.

According to a second aspect of the present invention,
there is provided a program executed by a data processing
apparatus in which data is accessed in accordance with an
access request from a plurality of access request sources,
the program comprising: a first procedure for assigning a
connection having write authorization to the access request
source in response to a connection request in which the
write authorization is specified, which is received from the
access request source, so that a maximum of one connection

from among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage

means; and a



having the wite authorization with respect to the storage neans; and a
-s- second procedure for permtting witing into the storage neans in
response to an access request on condition that the connection having the
wite authorization is assigned to the access request source when the
access request associated wth witing into the storage neans is received
fromthe access request source via the connection assigned to the access
request source in the first procedure. In the programin accordance wth

t he second aspect of the present inventig- the first procedure nmay assign
a connection having wite authorization to the access request source in
response to a connection request in which the wite authorization is

specified, whicehd proes@irMedir gALHDE 1 RF GRS 1 hEAULSS SRULEEragQ that a
maxi num of one connection from anong connections that are sinultaneously

assi gned tomehe phuredpdnseoftoast esscdequesticSOUSICe®nEEE PR StitatC @haect i on
having the wite authorization with respect to the storage neans. The
second proceEPBnechagn pEHNg whit vagtd mudhohézasiar dge apeaosed rta édponse to
an access request on condition that the connection having the wite

aut hori zati GYFSS A89PEHe PV ChENERcERS 3 fFSs eBaFE 2 TR atRE access

[pdUost S2oakAL B LD LI LB LOLO oL 205, SRR SuckSERL Vel rom
access request source via the connection assigned to the
access redquest source in the first procedure.

In the program in accordance with the second aspect of
the present iﬁvention, the first procedure may assign a
connection having write authorization to the access request
source in response to a connection request in which the
write authorization is specified, which is received from the
access request source, so that a maximum of one connection
rfrom among connections that are simultaneously assigned to
the plurality of access request sources becomes a connection
having the write authorization with respect to the storage
means. The second procedure may permit writing into the
"storage means in response to an access request on condition
that the connection having the write authorization is
assigned to the access request source when the access
request associated with writing into the storage means is
received from the access request source via the connection
assigned to the access request source in the first procedure.
In accordance with a third aspectof the present
invention, there is provided a data processing method

executed by a data processing



assigned to the access request source in the first procedure. In accordance
with a third aspectof the present invention, there is provided a data
processi ng nethod executed by a data processing 6 apparatus in which data
is accessed in response to an actess request froma plurality of access
request sources, the data processing nethod conprising: a first step of
assigning a connection having wite authorization to the access request
sour cepparaiespaons ehti ghadgionnec it oas sed)ubs trdsponbé Ctb tdie aceekke

authori zation is specified, which is received fromthe access request

sour cEST8BSt WO Snik ik of WneceonneEeerst fsoumcasonthe slaiect i ons t hat
are sjml taneousleyégaasi ned. t.0 theFEI urality of access request sources

beconBs~ @ conneltion. RAWNG e Gr FLE5huttdt iPfaPFoto™th & espect to a
St o7 A ABANSN 8t RY KL JARRBELESPONG ARRA BLUS: . aNd, A gecond step of
fhe ~ storage ¥4

permtting witing 1hto neans i n response access request

on copslitdedrint habpbhge CONNE GohBBCHRYL NBodiie tWi ht §h ALl RQyd zation is -
assigned to the access request source when the access request associ ated
wi t h weritte @gtherozahecmcicespeandied equeisth dssestatiwst wirddm whieti ng i nto said
storage neans is received fromthe access request source via the
connetdGHF TaSEPGhedOREF e hSoakbatsa rpgxieun \gf raesoonrectprt he first step.

In t data processi met hod i n accordance with the third aspect of the
pr es et ARHEI DT e Fior SHaGI B il tancotsly assigned to ° '

the plurality of access request sources becomes a connection

having the write authorization with respect to a storage

means held by the data processing apparatus; and a second step of permitting writing into the
storage means in response to an access request on condition _

that the connection having the write authorization is

assigned to the access request source when the access

request associated with writing into the access and

request associated with writing into said storage means is

received from the access request source via the connection.
assigned to the access request write source in the first step.

In the data proéessing method in accordance with the
third aspect of the present invenﬁion, the first step may
assign a connection having write authorization to the access
request source in response to a connection request in which
the write authorization is specified, which is received from
thg access request soﬁrce, so that a maximum of one
connection from among conﬁections that are siﬁultaneously

assigned to the plurality of access request sources becomes



assign a connection having wite authorization to the access request
source in response to a connection request in which the wite
authorization is specified, which is received from the access request
source, so that a maxi mum of one connection from anong connections t hat
are sinmultaneously assigned to the plurality of access request sources
becones 7 a connection having the wite authorization with respect to the
storage neans. The second step may pernit witing into the storage neans
in response to an access request on condition that the connection having
the wite authorization 1is assigned to the access request source when the
access request associated with witing into the storage neans is received

fromthe accesgohgEMEsIn $QWIEE VhE & LCANRREEL AN i AsHigReHeiQdiha Access
request source in the first step. According to enbodi nents of the present

i nvention, ithei stpossi Meento pTiowi deccnddatap prog essimig appatad usteapabl e

of granting wite authorization to a maxi num of one access request source

when comuni ¢8€i BRCTRIPECRSFNEH YRINPISe SPupBl 2¢5LF regUest eequest sources
ss _of communj cation . wth,fhe other access

en_communi |
Foquest sour CoREERY dBat B e e abT ROl e BRitE ASAL e use
therewi th, and asoriped Lornlse-Ldey eW s BRIER %@@Eﬁg' s THE

DRAWNGS Fig. ‘1 1s a block diagramof a card system according to
request associated with writing into the storage means is

received from the access request source via the connection
assigned to the access request source in the first step.
According to embodiments of the present invention, it
is possible to provide a data processing apparatus capable
of granting write authorization to a maximum of one access
request source when communication is performed with a
plurality of access request sources and increasing
responsiveness of communication with the other access
request sources that do not have write authorization, a

Program for use therewith, and a method for use therewith.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a card system according to
a first embodiment of the present invention;

Fig. 2 is a block diagram of a SAM shown in Fig. 1;

Fig. 3 illustrates functions realized by a. CPU shown in
Fig. 2;

Fig. 4 illustrates an initial state of the connection

between the SAM and management apparatuses shown in Fig. 1;



a first enbodi mrent of the present invention; Fig. 2 is a block diagramof a
SAM shown in Fig. 1; Fig. 3 illustrates functions realized by a. CPU shown
in Fig. 2; Fig. 4 illustrates an initial state of the connection between
t he SAM and managenent apparatuses shown in Fig. ‘1; - 8 Fig. 5illustrates
a case in which a strong connection request is transmtted fromthe
managenent apparatus shown in Fig. 1 tothe SAM Fig. 6 illustrates a case
in which a reset request is transmtted fromthe SAMshown in Fig. 1to

t he managenent apparatuses 132, 133, and 134; Fig. 7 illustrates a case in
whi ch a strong connection is forned-bétween the SAM and t he managenent
apparatus 131; Fig. 8 is a flowhart illustrating an exanple of the
operation when the SAMreceives a strong connection request SCR fromthe

managenment appasgt ug iﬁiuéfkéé&%'é“d&s%‘l§t§B§ch550¥9réﬂbF@dhné%tlghg 9is a
flowchart continuing fromFig. 8 illustrating the exanple of the operation

when the SAMueseceisvegahbRistedndront WHE GlandgemefUesppotiiis WAL
managenent apparatus 131 in the initial state shown in Fig. 4; Fig. 10 is
a flowcharimn Filgustr &pi hyeadAixanpl e of the

Fig. 6 illustrates a case in which a reset request is
transmitted from the SAM shown in Fig. 1 to the management
apparatuses 13 2, 13 3, and 13 4;

Fig. 7 illustrates a case in which a strong connection
is formed between the SAM and the management apparatus 13 1;

Fig. 8 is a flowchart illustrating an example of the
operation when the SAM receives a strong connection request
SCR from the management,appaiatus 13 1 in the initial state
shown in Fig. 4

Fig. 9 is a flowchart continuing from Fig. 8
illustrating the example of the operafion when the SAM
receives the strong connection request SCR from the

management apparatus 13 1 in the initial state shown in Fig.

4;

Fig. 10 is a flowchart illustrating an example of the
operation when the SAM receives an access request from the
management apparatus shown in Fig. 1; and

Fig. 11 illustrates a case in which one access request
is formed by a plurality of access requests COM, which are
continuously transmitted from the management apparatus 13 1

to the SaM 1i2.



operation when the SAM receives an access request fromthe nanagenent
apparatus shown in Fig. 1; and Fig. 11 illustrates a case in which one
access request is formed by a plurality of access requests COM which are
continuously transmtted fromthe nanagenent apparatus 131 to the SAM 12.
- 9 - DESCRI PTI ON OF THE PREFERRED EMBODI MENTS A card system according to
an enbodi nent of the present invention will be described bel ow First
Enbodiment Fig. 1 is a block diagramof a card system 1 of a first

enbodi nent of the present invention. As shown in Fig. 1, the card systeml
i ncl udes, for exanple, an I1C card 10- & ~conputer 11, a SAM ( Secure
Application Mdule) 12, and nanagenent apparatuses 131, 132, 133, and 134.
The nunber of managenent apparatuses may be any nunmber as long as it is

plural. HemscrliberSAVbLE2TERT PRSBONGS EMpRDIMERTSPr OCessi ng apparatus of the
present invention. Each of the managenent apparatuses 131 to 134

corresponds toRavandcepsten egquestdisguroeanf ehhedphesendt | theeninedend n t he
card system1, for exanple, after an IC (Integrated Crcuit) 15 of the IC
card 10 addvenhsisawil2l berdesenmidgchéetliowati on via a conputer 11, they

perform processing for gredeternined services in cooperation. The

Fig. 1 is a block diagram of a card system 1 of a first
embodiment of the present invention. As shown in Fig. 1,
the card system 1 includes, for example, an IC card 10, a
computer 11, a SAM {Secure Application Module) 12, and
management apparatuses 13_1, 13 2, 13_3, and 13 4. The
numbér of management apparatuses may be any number as long
as it is plural. Here, the SAM 12 corresponds to a data
_processing apparatus of the present invention. Each of the
management apparatuses 13_1 to 13“4'corresponds to an access
iequest source of the present invention.

In the card system 1, for example, after an IC
.(Integrated Circuit}) 15 of the IC card 10 and the SaM 12

perform authentication via a computer 11, they perform

processing for predetermined services in cooperation. The
SAM 12 has stored therein various kinds of setting data,
such as key data, used for performing authentication between
the IC card 10 and the IC 15 and for performing processing
for the above-described services. The management
apparatuses 13 1 to 13_4 write the various kinds of setting
data to the SAM 12, and read the setting data from the SAM

12, so that the operation of the SAM 12 is managed. The
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SAM 12 has stored therein various kinds of setting data, such as key data,

used for perform ng authentication between the IC card 10 and the IC 15
and for performng processing for the above-described services. The
managenent apparatuses 131 to 134 wite the various kinds of setting data
to the SAM 12, and read the setting data fromthe SAM 12, so that the
operation of the SAM 12 is managed. The - 10 <card system 1l of this

enbodi nent has features in the conmunication nethod between the SAM 12 and
t he managenent apparatuses 131 to 134. Each conponent shown in Fig. 1 is
described below. [IC card 10] In the 1€ €ard 10, the IC 15 is
incorporated. The IC 15 is an anti-tanpering electronic circuit having,

for exanple, an incorporated nmenory, and an interface, and a CPU (Central
PVOC9$S'”Qaya'E}st&ﬂ'fhofsthfé”gdﬂﬂﬁﬁﬂédt”h%%C?eQEHgQQe%nt@ﬁé data stored in
the incorporated nenory and data being processe y the CPU cannot be

ext er nal | yofifidhi 6&€do®rmé eHge edwedrd fineulstmt 02 LAAPERS . mdM@gdkerkd perforns
mut ual authentication with the SAM 12 via the conputer 11, and after the

nut ual vakpgetraessasel3 cbnfa rifedt. the | C 15 perforns processing for
predeterm ned services in cooperation wth the SAM 12.

Each component shown in Fig. 1 is described below.

[IC card 10]

In the IC card 10, the IC 15 is incorporated.

The IC 15 is an anti~tampering electronic circuit
having, for example, an incorporated memory, and an
interface, and a CPU {Central Processing Unit), which is
'configured in such a manner that data stored in the
incorporated memory and data being processed by the CPU
cannot be externally monitored or tampered {(difficult to
‘tamper) .

The IC 15 performs mutual authentication with the SAM

12 via the computer 11, and after the mutual wvalidities are

confirmed, the IC 15 performs processing for predetermined

ggv services in cooperation with the SAM 12.

[Computer 11]

The computer llihas an interface forrexchanging data
with the IC 15 of the IC card 10, and an intefface for
exchanging data with the SAM 12.

[5AM 12]

Fig. 2 is a block diagram of the SAM 12 shown in Fig. i.
‘As shown.in Fig. 2, the SAM 12 has, for example, interfaces.

12 1 and 12_2, a memory 12_3, and a CPU 12 4, these being



[ Comput er 11] The conputer 11 has an interface for exchanging data wth
the 1C 15 of the IC card 10, and an interface for exchanging data with the
SAM 12. [SAM 12] Fig. 2 is a block diagramof the SAM 12 shown in Fig. 1

As shown in Fig. 2, the SAM 12 has, for exanple, interfaces 121 and 122, a
menory 12-3, and a CPU 124, these being - 11 interconnected with one
another via a data line 120. Here, the nenory 12 3 corresponds to the
storage means of the present invention, and as will be described |ater,
assi gnment means and control mneans of the present invention are realized
by the CPU 124. The SAM 12 is an anti-tanpering electronic circuit, which
is configured in such a manner that data stored in the nenory 12 3 and
data bei ng processed by the CPU 123 cannot be externally noni tored or

tanper ed (dldd e ckQal IPET bno ThELOLETSACE, 12,1 BT Lo gBqdat a

i nput/output wth the via the conp shomn in~Frg. 1. The

interface 12_2eperf grasmddad '1@L§/<£B£r@é owdght&hﬁhm@%&@@ Afpar at uses
131 to 134 shown in Fig. 1 J%g a het wor k %%he network is a né?%ork based

on, for exafmpihe pEbhenneinvéﬁtfmﬁymﬁﬂa,adlﬂalanbvaésaklﬁéﬂlaétéﬂﬁ), or | EEE
(Instltute of Electrical and El ectronics Engi neers) 1394.

assignment means and control means of the present invention

are realized by the CPU 12 4.

The SaM 12 is an anti-tampering electronic circuit,
which is configured in such a manner that data stored in the
memory 12 3 and data being processed by the CPU 12 3 cannot
be externally monitored or tampered (difficult to tamper).

The interface 12_1 performs data input/output with the
IC 15 via the computer 11 shown in Fig. 1. The.interface
12 2 performs data.inputfoutput with the management
apparatuses 13_1 to 13_4 shown in Fig. 1 via a network. ‘The
_ﬁetwork is a network based on, for example, Ethernet
(trademérk), USB (Universal Serial Bus), or IEEE (Institute

of Electrical and Electronics Engineers) 1394,

The interface 12_2 receives, from the management

apparatuses 13_1 to 13 4, a connection request such as a
étrong connection request SCR and an access request COM (to
be described later). rFurthermore, the interfaée 12_2
transmits the data used for mutual authentication, etc.,
'AWhich is output by the CPU 12_4, to the management
apparatuses 13 1 to 13_4.
The memory .12 3 has stored therein various kinds of

setting data SD, such as key data, used for authentication
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The interface 122 receives, fromthe nanagenent apparatuses 13 1 to 13 4,
a connection request such as a strong connection request SCR and an access
request COM (to be described later). Furthernore, the interface 122
transmts the data used for nutual authentication, etc., which is output
by the CPU 124, to the managenent apparatuses 131 to 134. The nenory .12 3
has stored therein various kinds of setting data SD, such as key dat a,
used for authentication 12 between the 1C card 10 and the 1C 15 and for
processing for the above-described services. In this enbodi nent, the
managenent apparatuses 131 to 134 witez(set) the setting data SD to the
menory 12 3. Furthernore, the nenory 12 3 has stored therein a. program
PRG that is read and executed by the CPU 124. The CPU 124 executes the

program PB@t&%@%eftggnt&hEargef@ré’néZt—ﬁé S& A% ta%dp%roﬁoé%Eééé Klds of

processes (to escribed |l ater I'n response to the execution of the

pr ogr am PRGe Egbvéxaﬁ’ﬁbﬁlbéﬂesmide%‘l r egd it28% Teﬂ@)odﬁﬁ@ﬁtloﬂﬁe of a
connection assignnment section 21 and an access control section 22, as

shown i n Fagag@meher eppthatesnnell ibrrads gnmerttesdebipntRd sotrtigponds to
t he assignnent neans in accordance with the first aspect of the present
i nvent i ond2&Ad SPhécathesBereny rbd_Secthiugrihprmore, the memory 12 3

has stored therein a program PRG that is read and executed
by the CPU 12 4. |

The CPU 12_4 executes the program PRG read from the
memory 12 3 so as to perform variqus kinds of processes (to
be described later). In response to the execution of the
program PRG, for example, the CPU 12 4 realizes the
functions of a connection assignment section 21 and an
access control section 22, as shown in Fig. 3.

Here, the connection assignment section 21 corresponds
to the assignment means in accordance with the first aspect
of the present invention, and the access control section 22
corresponds to the control means in accordance with the
second aspect of the present invention.

Furthermore, based on the setting data SD stored in the
memory 12 3, the CPU 12 4 performs authentication with the
IC 15 of the IC card 10 and processing for services in
cooperation with the IC 15 via the computer 11. ‘The
functions of the SAM 12 will be described in detail in
association with an example of the operation of the card

~system 1 (to be described later).

[Management Apparatuses 13_1 to 13 4]



corresponds to the control nmeans in accordance with the second aspect of
the present invention. Furthernore, based on the setting data SD stored in
the menory 12 3, the CPU 12 4 perforns authentication with the 1C 15 of
the IC card 10 and processing for services in cooperation with the IC 15
via the conputer 11. The functions of the SAM 12 will be described in
detail in association with an exanple of the operation of the card system
1 (to be described later). [Managenent Apparatuses 131 to 134] 13 For each
of the managenent apparatuses 13_1 to 13_4 shown in Fig. 1, a connection
with the SAM 12 is assigned by issut B a connection request to the SAM 12

" (a connection request of the present invention). Then, each of the

management apparatuses 131 to 134 i ssues an access request _(an access
request of theppresel daUs HERhgkRchPCaM didisad a 3 he rassbgned
connection. Wen the connection with the SAM 12 is nmade, each™of the
managenmentshappaiat B5¢s 131a tennhd4tikansiiths tAEPAARL LB id ssidakd BED

-indicating its own type (the data indicating the type of the access

request soopuingfatbenpeesont deagwestt ¢r) the 8AY BAM A X orffeetdgpar at us type
data ASD is verified together with the nmutual authentication with each of
t he manag&RBReshpphr Bhesese SR (& VEsEipR) t heTAM 193¢h of the

management apparatuses 13 1 to 13 4 issues an access reguest
(an access request of the present invention) to the SAM 12
via the assigned connection.

When the connection with the SAM 12 is made, each of
the management apparatuses 13 1 to 13 _4 transmits appara;us
type data ASD indicating its own type (the data indicating
the type‘of the access regquest source of the present
invention} to the SAM 12. The apparatus type data ASD is
verified together with the mutual authentication with each
of the management apparatuses 13 1 to 13_4 in the SaM 12,
énd is used to define the execution authorization for the

processing, which is granted in response to the access

g?j request from the management apparatus.

A description is. given below of communication between
the SAM 12 and the management apparatuses 13 1 to 13_4 in
the card system 1 with emphasis on the operation of the SAM
12 shown in Figs. 1 to 3.

For example, a case is considered in which, as shown in
Fig. 4, as the initial state, the SAM 12 assigns a weak
connection W C, in which write authorization is not assigned

© to the SAM 12, to each of the management apparatuses 13 1 to
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and is used to define the execution authorization for the processing,
which is granted in response to the access request fromthe managenent
apparatus. A description is. given bel ow of comunicati on between the SAM
12 and the nanagenent apparatuses 131 to 134 in the card system1 with
enphasi s on the operation of the SAM 12 shown in Figs. 1 to 3. For
exanple, a case is considered in which, as shown in Fig. 4, as the initial
state, the SAM 12 assigns a weak connection WC, in which wite

aut horization is not assigned to the SAM 12, to each of the nmanagenent
apparatuses 131 to - 14 134. Here, eath of the nmanagenent apparatuses 131
to 134 <can transmt an access request COMrequiring read authorization to
the SAM 12 via the weak connection WC, but cannot transnmt an access
request OQM pequybi8g ¥ih &f AU WA Z e LBphhScakate1show itz Hg. 4,
as shown in“Fig. 5 the nanagenent apparatus I12)3_1_ transmTs, to the SAM
12, a streag teensRttion dasestrfRSALQOM irdguaRifyclesive access to the
SAM 12 (the obtainnent of the wite authorization wwth respect to the
menory 123ubhotrheaSivh 119 . thdp FHRM elckiwiianghieh@eskr ongneohhertW.oby reruest
SCR, the SAM 12 performs nutual authentication with the nmanagenent

appar dat us Ce3Ret (ReRshHe AnIFHASP iRePEFE FRYdregReRingherite

authorization.

In the state shown in Fig. 4, as shown in Fig. 5, the
management apparatus 13_1 transmits, to the SAM 12, a strong
connection request SCR requiring an exclusive access to the
SAM 12 (the obtainment of the write authorization with
respect to the memory 12 3 of the SAM712).

Upon receiving the strong connection reqﬁest S5CR, the
SAM 12 performs mutual authentication with the management

. apparatus 13 _1. When the validity is confirmed, then, the
SAM 12 determines whether or not the strong connection 5_C
has already been assigned to the other mahagement |

~apparatuses 13 2, 13 3, and 13 4.

_;;) When it is determined that the strong connection S C

has not already been assigned to the other management
apparétuses 13 2, 13 3, and 13 4, the SAM 12, as shown in
fig. 6, transmits a reset'request CRE for resetting the
‘authorization assigned to the other management apparatuses,
-to the other management apparatuses 13;2, 13_3, and 13_4 in
the sfate in which the weak connection W_C with the other
management apparatuses 13_2, 13_3, and 13_4 is maintained.

As a result, the authorization for the procéssing that can
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SAM 12 determ nes whether or not the strong connection S C has- already
been assigned to the ot her managenent apparatuses 132, 133, and 134. Wen
it is determned that the strong connection S C has not already been
assigned to the other managenent apparatuses 132, 133, and 134, the SAM
12, as showmm in Fig. 6, transmts a reset request CRE for resetting the
aut hori zation assigned to the other managenent apparatuses, .to the other
managenent apparatuses 13 2, 133, and 134 in the state in which the weak
connection W-C with the other nanagenent apparatuses 13.2, 133, and 134
is miintained. As a result, the authortzation for the processing that can
15 be perfornmed on the SAM 12 by the managenent apparatus on the basis of
t he access request COM which has been assigned to the other managenent

appar at usggs, %%éf%gﬂj\[}]é%zogn&el Y12 tlﬂﬁ M lragletich€S8hpatl-8thdi &n

enbodi nment, resets e aut orlzatlon assighed to the associ ated

Wanageﬁentttﬁo%rsafsusfwahé &aé&&s cesessi @ow) thithehaanbgeneass appat at uses
132, 133, and 134 is nmintained. For this reason, when the nmanagenent

appar at usas 132, otB3r madadSdernt anratatdmesadSegs A8gldesandCi) 4 &Y he SAM
12, it is not necessary to performa re- connection operation with the SAM
12, and t lder &8oAsi venessset s good.

In this embodiment, the SAM 12 resets the authorization
assigned to the associated manageméent apparatus while the

connection with the management apparatuses 13 2, 13_3, and

WA

13 4 is maintained. For this reason, when the management
apparatuses 13 2, 13 3, and 13 4 transmit the access request
COM to the SAM 12, it is not necessary to perform a re-
connection operation with the SAM 12, and the responsiveness
is good.

Then, as shown in Fig. 7, the SAM 12 assigns the strong
connéction S C to the management apparatus 13_1. As a
result, the strong connection S_C is assigned to a maximum
of one management apparatus from among the management
ﬁ% apparatuses 13 1 to 13 4 by the SAM 12, and it can be
‘ guaranteed that writing based on the access request COM is
-perférmed to the memory 12 3 of the SAM 12 from only a
single management apparatus.

A description will now be given below of an example of
the operation for performing communication between the S5AM
12 and the management apparatuses 13 1 to 13 _4 in the card
system 1 shown in Figs. 1 to 7 with emphasis on the

6peration_of the SAM 12.
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Then, as shown in Fig. 7, the SAM 12 assigns the strong connection S -Cto
t he managenent apparatus 131. As a result, the strong connection S Cis
assigned to a nmaxi rum of one managenent apparatus from anong the
managenent apparatuses 13 1 to 13 _4 by the SAM 12, and it can be
guaranteed that witing based on the access request COMis perfornmed to
the menory 12 3 of the SAM 12 fromonly a single managenent apparatus. A
description will now be given bel ow of an exanple of the operation for
perform ng comuni cati on between the SAM 12 and the nanagenent appar atuses
131 to 134 in the card system 1l showngén Figs. 1 to 7 with enphasis on the
operation. of the SAM 12. 16 - [Exanple of First Qperation] In this exanple

“of the operation, a case is described in which the SAM 12 receives the

strong connecti[gﬂ%rﬁﬁaﬁﬁﬁég} bé%%%gggﬁmnagerrent apparatus 131 in the

initial state _ and 9 are flowcharts illustrating
an exanpl e of 1#henDpesadiOr WreRhehepsiWtidn| esetyes th@isHdramaaconnection

request SCR fromthe managenent apparatus 13 1 in the initial state shown
in Fig. 4inEablchtepeshranvild neddegsresd thed sBrbagpeshneaetobyrddiestconnecti on
assignment section 21 of the CPU 124 shown in
SCR from the management apparatus 13 1 in the initial state
shown in Fig. 4.
Figs. 8 and 92 are flowcharts illustrating an example of
the opeiation when the SAM 12 receives the strong connection
request SCR from the management apparatus 13 1 in the
- initial state shown in Fig. 4.
Each step shown in Figs. 8 and 9 is performed by the
connection assignment section 21 of the CPU 12 4 shown in
Fig. 3. BEach step shown in Figs. 8 and 9 is written within
a program PRG, and this constitutes the first procedure in
raccordance with the second aspect of the present invention.

Each step shown in Figs. 8 and 9 constitutes the first step

in accordance with the third aspect of the present invention.

ﬁﬁﬁ In step STl, the CPU 12_4 of the SAM 12 determines

whether or not the strong connection reguest SCR requiring
an exclusive access to the SAM 12 (the obtainment of the
write authorization to the memory112_3 of the 8aM 12) is
received from the management apparatuseskl3 1 to 13 4 via
the interface 12_2. When it”is determined that the strong
connection request SCR is received, the process proceeds to
step ST2.

In this example of the operation, a case is described



Fig. 3. Each step shown in Figs. 8 and 9 is witten within a program PRG
and this constitutes the first procedure in accordance with the second
aspect of the present invention. Each step shown in Figs. 8 and 9
constitutes the first step in accordance with the third aspect of the
present invention. In step STl, the CPU 124 of the SAM 12 determ nes

whet her or not the strong connection request SCR requiring an exclusive
access to the SAM 12 (the obtainnent of the wite authorization to the
menory 123 of the SAM 12) is received fromthe nmanagenent apparatuses 13 1
to 134 . via the interface 122. \Wen 1t 4s determ ned that the strong
connection request SCR is received, the process proceeds to step ST2. In
this exanple of the operation, a case is described 17 below in which, as
~shown in Ej 5. the:. SAM | V. . st g NRect.L on: t SCR
fromthe %%gge%n?ﬁﬁﬁghr%%u%ﬁ&%lﬁlfﬁ%gt e5|6 %‘%% Sgﬁeﬂ%ggh‘;%] the SAM 12

“performs mutual cayhbenibsatigied t9t he BRAGCHBAL gBRABAE AdMSarddds Whi ch is
a transm ssi on source of the strong connection request SCR in step ST1, in

order to agnfi.rmthe nutual validities. In step ST3, when the CPU 124 of

the SAM 12 confirns the mutual validities in step ST2, the process
proceeds to simeptSH, SThd WirefE6t RELdi 08, thaeSP ot sxepiateedrituelst ep

authentication with the management apparatus 13_1, which is
a transmission source of the strong connection request SCR
in step ST1, in order to confirm the mutual validities.

ih) o In step ST3, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step 8T2, the process proceeds to
step S5T4, and when otherwise, the process proceedslté step
STS.

In step ST4, the CPU 12m4.of the SAM 12 determines
whether or not the strong connection S_C has already been
assigned to any of the management apparatuses 13_2, 13 3,
and 13 4 other than the management apparatus 13 1. When it
is determined that the strong connection S C is not assigned,

the process proceeds to step ST6. When it is determined

that the strong connection S C is assigned, the process
proceeds to step ST5.

In step ST5, the CPU 12 4 of the SAM 12 ﬁransmits, via
the interface 12_2,.an error notification indicating that
the strong connection S_C cannot beraséigned to the

management apparatus 13 1.
In step ST6, the CPU 12_4 of the SAM 12 transmits the

reset request CRE for resetting the auvthorization assigned



STS. In step ST4, the CPU 124 of the SAM 12 determ nes whether or not the
strong connection S -C has already been assigned to any of the managenent
apparatuses 132, 133, and 134 other than the managenent apparatus 131.
Wen it is deternined that the strong connection S -Cis not assigned,
the process proceeds to step ST6. Wien it is determned that the strong
connection S Cis assigned, the process proceeds to step ST5. In step ST5,
the CPU 124 of the SAM 12 transmts, via the interface 122, an error
notification indicating that the strong connection S _C cannot be assigned
to the managenent apparatus 13_1. In-sigp-ST6, the CPU 124 of the SAM 12
transmts the reset request CRE for resetting the authorization assigned
1s to the other managenent apparatuses via the interface 122 to the

rranagerrenttoagggr %EHéESméﬁgger&éﬁz Ahrkhded tHe thbaigedPradi oy he weak

connection W-C t he nanagenent apparatuses 132, 133, and I34 is

mai nt ai nedo A&eaméﬁagéﬁentté‘ﬁa@t&meszaﬂ en fier 3t hawrme&amg:mhat can be
performed on the SAM 12 on the basis of "the access request COM by the
associ at ectr@ragenehichpple atesk ddmeanitiloor Wz 8t wohhbehegnarmssingardd to t he
managenent appar at uses 132, 133 and 134 by “the SAM 12, is reset. As a
resul t, tW@PSAWFTEEHOéé_%Ot13 , and 13 4 is maintained. As a result,

the authorizaticon for the processing that can be performed

| on the SAM 12 on the basis of the access request COM by the
associated management apparatus, the authorization being
assigned to the management apparatuses 13 2, 13 3, and 13 4
by the SAM 12, is reset. As a result, the SAM 12 does not
disconnect the weak connection W C with the management
apparatuses 13 2, 13 3, and 13 4, but maintains the weak:
connection W C as is.

In step ST7, the CPU 12_4 of the SAM 12, as shown in
Fig. 7, assigns the strong connection §_C to the management
apparatus.13_l. As a result, the strong connection S _C is
assigned to a maximum of one management apparatus from among

5$) the management apparatuses .13 1 to 13_4'by the SAM 12.

In step 8T8, based on the apparatus type data.ASD
received from the management apparatus 13 1 via the
interface 12_2, the CPU 12_4 of the SAM 12 grants an

. authorization for processing that can be performed on the
SBM 12 by the management apparatus 13 1 by using the access
| request COM.

For example, the CPU 12 4 specifies as to whether or

not the management apparatus 13 1 can issue the content
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di sconnect the weak connection W-C with the nanagenent apparatuses 132,
133, and 134, but naintains the weak connection W-C as is. 1In step ST7,
the CPU 124 of the SAM 12, as shown in Fig. 7, assigns the strong
connection S -Cto the nanagenent apparatus 13 _1. As a result, the strong
connection S Cis assigned to a maxi rum of one managenent apparatus from
anong. the nmanagenent apparatuses.13 1 to 13 4 by the SAM 12. In step STS,
based on the apparatus type data ASD received fromthe managenent
apparatus 131 via the interface 122, the CPU 124 of the SAM 12 grants an
aut hori zation for processing that can bg perforned on the SAM 12 by the
managenent apparatus 13_1 by using the access request COM For exanpl e,
the CPU 12 4 specifies as to whether or not the managenent apparatus 131

can iSSUej&ﬁﬁg@?”BE”Ehé9?rééé§§%ﬂgfﬁféﬂ“%ﬁ£ﬂ$§%§SE” refQfctxpile, a
predeterm ned” request of a managenent systém to the SAM 12 by-using the

access reagegabsCOF &mshepertshd, dharpbUtk24hef shlel3Ab 1i2s pey fiiers nut ual
aut hentication with the managenent apparatuses 132, 133, and 134 via the
i nterfaceat22ss| negbept STAWD, when the CPU 124 of the SAM 12 confirnms the

mutual validities in step ST9, the process groceeds to
In step ST%, the CPU 12 4 of the SAM 12 performs mutual

authentication with the management apparatuses 13_2, 13 3,
and 13_4 via the interface 12 2.

In step ST10, when the CPU 12 4 of the SAM 12 confirms
the mutual validities in step ST9, the process proceeds to
step STl1l. When otherwise, the processing is completed.

In step ST1l, based on the apparatus type data ASD
received from the management apparatuses 13 2, 12 3, and
12 4 via the interface 12 _2, the CPU 12_4 of the SAM 12
grants an authorization for processing that can be performed
on the SAM 12 by the management apparatuses 13 2, 13_3, and
13 4 on the basis of the access request COM. For example,
the CPU 12 4 specifies the content (range) of the processing
that can be requested to the SAM 12 by the management
épparatuses 13_2, 13 3, and 13 4 by using the access request
COM. - |

[Example of Second Operation]

A case is described below of an example of the
operation in which the SAM 12 receives the access request
COM from the management apparatuses 13 1 to 13_4.

Fig. 10 is a flowchart illustrating an example of the

‘operation when the SAM 12 shown in Fig. 1 receives the



step ST11. Wien otherw se, the processing is conpleted. In step ST1ll, based
on the apparatus type data ASD received fromthe managenent apparatuses
13 2, 123, and 124 via the interface 122, the CPU 124 of the SAM 12

grants an authorization for processing that can be performed on the SAM 12
by the managenment apparatuses 132, 133, and 134 on the basis of the access
request COM For exanple, the CPU 124 specifies the content (range) of the
processing that can be requested to the SAM 12 by t he nanagenent
apparatuses 132, 133, and 13 4 by using the access request COM [Exanple
of Second Operation] A case is descr+ l»d-bel ow of an exanple of the
operation in which the SAM 12 receives the access request COMfromthe
managenent apparatuses 131 to 134. Fig. 10 is a flowhart illustrating an

exanpl e OLCEQ?SC£§§§égﬂ(EbMM¥?$ﬂ:Q%esﬁyhégeﬁgﬁﬂmaﬁﬁbfﬂﬁhsé% recai ves the 20

access request rom t he managenent apparatuses 13_1 to 1I34. Each step
shown in kBgs. 10sd&h peidorsmambyin F@gaceesss penfonheddnt itdre 22cebst he CPU
124 shown i Fig. 3. Each step shown in Fig. 10 is witten within the
progr am PRt asll sddiiisorc afstdft uthes GPife 18edoadoprotedii®. of- t B&SHr ogram i n
accordance with the second aspect of the present invention. Furth%r nor e,
each stepssepwhown Ry Fixp dédhdts fipiésephwithin the program PRG, an

this constitutes the second procedure of the program in
accordance with the second aspect of the present invention.
Furthermore, each step shéwn in Fig. 10 constitutes the
second step in accordance with the thirxrd aspect of the
present invention.

In step ST21, the CPU 12 4 of the S5AM 12 determines
whether or not the access reguest COM is received from any
of the management apparatuses 13 1 to 13_4 via the
connection assigned to the associated management apparatus
(the strong connection S_C or the weak connection W_C}.
When it is.determined that the access request COM is
‘received, the process proceeds to step STZ21.

In step ST22, the CPU 12 4 of the SAM 12 performs
mutual authentication with the management apparatus of the
transmission source of the access request COM received in
step ST21, and determines whether or not the assoclated
management apparatus has the authorization for the request
specified in the access reQuést COM.

'In step ST23, when the CPU 12_4 of the SaM 12
determines in étep $T22 that the associated management

apparatus has.the above-described authorization, the process



second step in accordance with the third aspect of the present invention.
In step ST21, the CPU 124 of the SAM 12 determ nes whether or not the
access request COMis received fromany of the managenent apparatuses 131
to 134 via the connection assigned to the associ ated managenent appar at us
(the strong connection S C or the weak connection WC). Wen it is

determ ned that the access request COMis received, the process proceeds
to step ST21. In step ST22, the CPU 12 4 of the SAM 12 perforns nutual

aut hentication with the managenent apparatus of the transm ssion source of
the access request COMreceived in step S$T21, and determ nes whet her or
not the associated managenent apparatus has the authorization for the
request specified in the access request COM In step ST23, when the CPU
124 of theAMlE tdebebpl 88541 N FhEP Arkadilal the asseekat pdoppaggenent
appar at us "has. t he above-described aut horization, the process - 21 proceeds
to step STXl.st@pesTather ntsehis heims Poaseh HRCerdesst deglieptSEaH. At this
time, when the access request COM requires wite authorization, the CPU
124 det er mawps rielsawritheaashori ad etomandge it 12pgadatesmiiasst hieaspeci fi ed
request -only when the access request COMis received from the nanagenent
appar at usdd®1 3pspgizsgd\ranagemnart pprparatus has the specified

request only when the access request COM is received from
the management apparatuses 13 1 to 13 4 via the strong

connection S _C.

>

Furthermore, for example, when the access request COM
that does not require write authorization is received from
the management apparatuses 13 1 to 13_4 via the weak
connection W_C, the CPU 12 4 determines that the associated
management apparatus has an authorization regarding the
specified request on condition that the associated
management apparatus has a predetermined authorization with
regard to the request specified by the access request COM.

In step ST24, the CPU 12 4 of the SAM 12 performs

processing specified by the access request COM received in

step ST21. When the access request COM is, for example, a
reading request, the CPU 12 4 reads the setting data SD from
the memory 12 3 shown in Fig. 2. When the access request
COM is a writing request, the CPU 12 4 writes the setting
data SD into- the memory 12 3.

In step ST25; the CPU 12 4 of the SAM 12 transmits, to
the management apparatus of the transmission source of the

access request COM, an error notification indicating that



connection S C. Furthernore, for exanple, when the access request COM that
does not require wite authorization is received from the managenent
apparatuses 131 to 134 via the weak connection WC, 'the CPU 124 det erm nes
that the associated nanagenent apparatus has an authorization regarding
the specified request on condition that the associated nmanagenent
apparatus has a predeterm ned authorization with regard to the request
specified by the access request COM In step ST24, the CPU 124 of the SAM
12 perforns processing specified by the access request COMreceived in
step ST21. When the access request Covkiss for exanple, a reading request,
the CPU 124 reads the setting data SD from the nenory 123 shown in Fig. 2.
When the access request COMis a witing request, the CPU 124 wites the

setting dafaeSRd ﬂboahQEOQEEQEYoﬁzgorIEhé”ﬁﬁ%é%E%%n heeEPK; dd4pf the SAM

12 transnits, to the nmanagenent apparatus of the transm ssi on source of

the accesthe egiest €OMuean eomor notification indicating that 22 there is
no aut hori zation for the processing specified by the access request COM
As has thus be&m Hescthbedveem ddwmcmidred, syat eéheleattiesySidh 12, dds gns the
strong connection S C to the managenment apparatus 13_1, and assigns the
weak conned¥y 3+ %P@lﬂﬁseﬁéﬁ strong connection S _C to the’ management

apparatus 13_1, and assigns the weak connection W C to each
of the management apparatuses 13 2 to 13 4.

The SAM 12 accepts the access request COM fequiring
write authorization into the memory 12 3 from only the
management apparatus 13_1 to which the strong connection s C
is assigned, and accepts the access regquest COM that does
not require write authorization from the management
apparatuses 13 2 to 13_4 to which the weak connection W Cis
assigned.

For this reason, according to the card system 1, when
the SAM 12 réceives the access request COM requiring write
‘authorization from the management apparatus 13 1, it is not

necessary for the SAM 12 to disconnect the connection with

'the management apéaratuses 13_2 to 13_4, and the weak
connection W C can be maintained.

As a result, thereafter, it is'possible for the SAM 12
1mmed1ately to receive the access request COM that does not
require write authorization from the management apparatuses
13 2 to 13_4, gnd thus, a high responsiveness can be
obtained.

Furthermore, in the card system 1, for example, when



of the managenent apparatuses 132 to 134. The SAM 12 accepts the access
request COMrequiring wite authorization into the nenory 12 3 fromonly
the nanagenent apparatus 13 1 to which the strong connection S C is
assigned, and accepts the access request COMthat does not require wite
aut hori zation fromthe nanagenent -apparatuses 132 to 134 to which the weak
connection W-Cis assigned. For this reason, according to the card system
1, when the SAM 12 receives the access request COMrequiring wite

aut hori zation fromthe nmanagenent apparatus 131, it is not necessary for
the SAM 12 to disconnect the connecttddB with the nanagenent apparatuses
132 to 134, and the weak connection WC can be nmintained. As a result,
thereafter, it is possible for the SAM 12 immediately to receive the

access requeska@OMt Hati §loestiots t FRQUichBn¥EL E Bnayt BOF z@td on from the
.managenent apparatuses 13 2 to 13 4, and thus, a high responsiveness can

be obt ai negnagEnehheapmaestus the dar despshem to the examp e, when 23 the
SAM 12 assigns the strong connection S -Cto the nmanagenment apparatus 13_1
in responsenpgcthensregurst cithdodmitheeganageBSORt f appatdicundiFadenent

apparatus 131, the SAM 12 nmmintai ns_the weak, connection W-C with the
the 8AM 12 maintains the weak connection W _C with the

management apparatuses 13_2 to 13 4, but resets the
authorization granted to the management apparatuses 13 2 to
13 4.

As a result, it is possible to newly grant an
authorization to each of the management apparatuses 13 2 to
13 4 so that the security when the management apparatus 13_1
issues the access request COM to the SAM 12 wvia the strong
connection S _C is ensured.

Furthermore, according to the SAM 12, based on the
apparatus type data ASD received from each of the management
apparatuses 13_1 to 13_4, an authorization matching the type
of the associated management apparatus can be granted to the
?§> associated management apparatus.

Second Embodiment
A case is described below in which one access request
is formed by a plurality of access requests COM transmitted
continuously from the management apparatuses 13 1 to 13 _4
to the 8AM 12. The SAM 12 of this embodiment is the same as
the SAM 12 described in the first embodiment except that the
~ processing described below is further performed.

Fig. 11 illustrates a case in which one access request



managenent apparatuses 132 to 134, but resets the authorization granted to
t he managenent apparatuses 132 to 134. As a result, it is possible to
newy grant an authorization to each of the managenent apparatuses 132 to
134 so that the security when the managenent apparatus 131 issues the
access request COMto the SAM 12 via the strong connection S -Cis
ensured. Furthernore, according to the SAM 12, based on the apparatus type
data ASD received fromeach of the managenent apparatuses 131 to 134, an
aut hori zation matching the type of the associ ated nanagenent apparatus can
be granted to the associated nanageneht# apparatus. Second Enbodi nent A
case is described below in which one access request is forned by a
plurality of access requests COMtransmtted continuously fromthe

MANagenent; ARPARAHUSYS al31ndat O dtt adde 416 3ML2. ChieLBAM d2e of this
enbodinent is the sane as the SAM 12 described in the first enbodi ment

except thajontheuocpstgessangmilesed | fisth Hdlcowarsdamehitenpperfonsets Fig. 11
illustrates a case in which one access request - 24 is fornmed by a
plurality tef thec68¥ f8quests COMthat are continuously transmitted from

- the managenent apgaratus 131 to the SAM 12. )
, - In this embodiment, for example, one access request is

formed by access reqguests COMl, COM2, and COML shown in Fig.
11. Since an access request is useful when writing into and
reading from the SAM 12 cannot be performed by one access
request. In this embodiment, a description is given below
of a case in which, in such a case, an access requést COM11
is transmitted from the management apparatus 13 3 to the SAM
12 at the stage where responses by the SAM 12 to a2ll of the
plurality of access requests COM1l, COM2, and COML are not
completed.
In step ST31, the management apparatus 13_1 transmits
the access request COM1 to the SAM 12.
In step ST32, the CPU 12 4 of the SAM 12 shown in Fig.
i 2 enters a locked-on state when the first access request
COM1 is received via the interface 12 2 in step ST31.
In step ST33, the CPU 12 4 of the SAM 12 performs
predetermined processing, for example, reading of the
- setting data SD from the memory 12 3 or writing of the
 $etting data SD into the memory 12 3, .in response to the
- access request COM1 received in step ST31, and transmits a
response R1l, which is a response of the above processing, to -

the management apparatus 13 1 via the-interface 12 2.



In this enbodi ment, for exanple, one access request is forned by access
requests COML, COMR, and COM. shown in Fig. 11. Since an access request is
useful when witing into and reading fromthe SAM 12 cannot be perforned
by one access request. In this enbodinment, a description is given bel ow

of a case in which, in such a case, an access request COML1 is transmtted
fromthe managenent apparatus 133 to the SAM 12 at the stage where
responses by the SAM 12 to all of the plurality of access requests COM,
COVM2, and COWL are not conpleted. In step ST31, the nanagenent appar atus
131 transmts the access request COML2B0-the SAM 12. In step ST32, the CPU
124 of the SAM 12 shown in Fig. 2 enters a |locked-on state when the first
access request COML is received via the interface 122 in step ST31. In

step ST33, theIf;Pyté84s@£4,th&é%bérﬁa?geq@ritora%gara&ﬁgewriﬁ Pegh HQGessi ng,
for exanple, reading of the setting data SD fromthe Tenory 12_3 or

witing oftHehacceskt kagudatacSie i e ocidhesmemy.y 12 3, in response to the
access request COVL received in step ST31, and transmts a response R1,
whi ch is a responsetepfSThe, abovwegpoces sionghet eccesheraanagfe @Ml appar at us
131 via the interface 122. 25 1In step ST34, the nanagenent apparatus 131
transni tsrepﬁévaécégsSr‘-eaué"s:%cdwe‘ﬂ?ﬁ{ he2_gamf1zhe SAM 12 shown in

Fig. 2 performs predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into the memory 12 _3, and
transmits a response R2, which is a response of the above
‘processing, to the management apparatus 13_3.

In step ST36, the mahagement apparatus 13 3 transmits
the access réquest COM11l to the SAM '12.

In step ST37, in response to the access request COM11
received in step ST36, the CPU 12 4 of the SAM 12 determines
whether or not the CPU 12_4 is in a locked state. Since the
CPU 12 4 is in a locked state, an error notification ERR
indicating that the access request COM11l cannot_be accepted
{f) is transmitted to the management apparatus 13_1.

In step ST38, the management apparatus 13 1 transmits

the access request COML to the SAM 12,
| In step 5T39, in response to the access request COML
transmitted in step ST38, the CPU 12 4 of the SAM 12 shown
 in Fig. 2 performs predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into memory 12 3, and

transmits a response RL, which is a response of the above



In step ST35, in response to the access request COML received in step
ST34, the CPU 124 of the SAM 12 shown in Fig. 2 perforns predeterm ned
processing, for exanple, reading of the setting data SD fromthe nmenory
12 3 or witing of the setting data SD into the nenory 12 3, and
transmts a response R2, which is a response of the above processing, to

t he managenent apparatus 133. In step ST36, the managenent apparatus 133
transmts the access request COML1 to the SAM 12. I n step ST37, in
response to the access request COML1 received in step ST36, the CPU 124 of
the SAM 12 determ nes whether or not ghe-~-CPU 12 4 is in a | ocked state.
Since the CPU 124 is in a |locked state, an error notification ERR _

i ndi cating that the access request COML1 cannot be accepted is transmtted

to the MaRAYeERAL3PPRLALHS radagdie st 1t he gapageprpt apparatus 131
transnits@ﬁ?he acggss request Cfifﬂ%o %ﬁggg%%Ffz_ M step ST39, in response

to the acgessrirageest £OM. transmtted in step ST38, the CPU 124 of the
SAM 12 shown in Fig. 2 perforns predeternined processing, for exanple,
readi ng of theIsestemgsTil,a 3 fARIMIZhd wEmbhy EAM312rshowntimgriaf. t he
setting data SD into nenory 12 3, and transnmits a response RL, which is a
response &f JeRerRBBPE PRt phhr aasioniates! Hrcemanagenest apphakat fsnall via

t he , .
one on the basis of predetermined identification data within

the access request COML, and‘turns off the locked state set
in step ST32 so as to enter a locked-off state.
- - In step ST41l, based on the error notification ERR
received in step ST37, the management apparatus 13_3
transmits the access request COM1l again to the SAM 12.
In step ST42, in response to the access request COM1l
received in step ST41, the CPU 12 4 of the SAM 12 shown in
Pig. 2 performs.predetermined processing, for example,
reading of the setting data SD from the memory 12 3 or
writing of the setting data SD into the memory 12 3, and
transmits a response R1I, which is a response of the above
5i> ' processing{ to the management -apparatus 13 3 via the
intérface 1z 2. |
As has thus been described, in this embodiment, the SAM
12 does not accept the access request COM11l when the access
request COM1l is transmitted later to the SAM 12 from the
management apparatus 13_3 at the stage where the responses
by the 5AM 12 to all of the plurality of access requests
. COM1, COMZ,.and COML forming one access regquest are not

completed. For this reascon, the responsiveness to one



interface 122. In step ST40, the CPU 124 of the SAM 12 shown in Fig. 2
determ nes that the associ ated access request is the final one on the
basis of predetermned identification data within the access request COW,
and turns off the | ocked state set in step ST32 so as to enter a

| ocked-off state. In step ST41l, based on the error notification ERR
received in step ST37, the nanagenent apparatus 133 transmts the access
request COML1 again to the SAM 12. In step ST42, in response to the access
request COML1 received in step ST41l, the CPU 124 of the SAM 12 shown in
Fig. 2 perforns predeterm ned processing,-for exanple, reading of the
setting data SD fromthe nenory 12 3 or witing of the setting data SD
into the nmenory 12 3, and transmts a response Rl1l, which is a response of

t he above roces t S 3 he interface
122. As hgggt%% %8ﬂgs eg% (ig%p ﬁ gu%%g%gahgnfﬂg %&%aéﬂ 12 does not

accept thecaeeass b@ﬂye%o@\/ﬂéncwwnﬂ hameeessproegaest COMLL is
transmitted later to the SAM 12 from t he managenent apparatus 13 3 at the

stage where thgcetespingeass s kebSAVInEAL] owhkh ofie t decadaunalduestof access
requests COML, COWR, and COML form ng one access request are not
conpl et ed foEmedt hiystheasbaraltity rafh Jdies ianeiesss requepss 2G0ML, Ccomz,

-and COML is a request for reading the setting data SD and
the access reguest COM11l is a request for writing the
setting data SD, it is possible to prevent the setting data
= - 8D of the memory 12 3 of the SAM 12 from being changed in
response to the writing request while the reading request is
being processed.

Third bodi

In the above-described first embodiment, as shown in
Fig. iO, after the SAM 12 performs mutual authentication
with the management apparatuses 13 1 to 13_4 of the
transmission source of the access_request COM, the SaAM 12
determines whether or not the associated management
{?3' : apparatus has an authorization regarding a request specified
A by the access request COM.

In this embodiment, before the access requesf COM 1is
trénsmitted to the SAM 12; each of the management.
apparatuses 13_1 to 13_4 transmits, to the SaM 12, an
inguiry as to whether or not the above-described execution
authorization as a result of the mutual authentication,

- which was performed previously by the management apparatus

on its own with the 8aM 12, is held as is.



access request formed by the plurality of the access requests COMVL,
and COML can be inproved. According to this enbodi nent, when one acce

r equest

formed by the plurality of the access requests COML, COwWw,

COML is a request for reading the setting data SD and the access req
COML1 is a request for witing the setting data SD, it is possible t
prevent the setting data SD of the nenory 123 of the SAM 12 from bei ng
changed in response to the witing request while the readi ng request
bei ng processed. Third Enbodi nment In the above-described first enbodi
as shown in Fig. 10, after the SAM4d2gerforns nutual authentication
t he managenent apparatuses 131 to 134 of the transm ssion source of

access request COM the SAM 12 determ nes whet her or

management  appar A USoAas @ it hekiZatl opnkegandi Ao A eauURsts specif
by the access request COM In this ‘enbodi nent, before the access requ

COMis

t raRpBhtbedntoch benPAM ihereanh nofc the empagenemt appar at use

to 134 transmts, to the SAM 12, an inquiry as to whether or not the
above- deseanithediereiahi grantad Hor itiet iees oad agedenahagefenheaprasius
aut henti cation, which was perfornmed previously by the managenent app
on its owdswiet KeFHetSpf e nutued gudepdication,” that is, &

P

O

response indicating whether or not the process of step ST6
shown in Fig. B is performed.

Based on the response received from the SAM 12, each of
the management apparatuses 13 1 to 13 4 transmits the access
request COM to the SAM 12, as is performed in step ST21
shown in Fig. 10, when the authorization is not lost.

According to this embodiment, each of the management
apparatuses 13 1 to 13_4 can transmit the access request COM,
as described in step ST21 of the Fig. 10, only when its own
execution authorization is not lost. As a result,.it is
possible to prevent the SAM 12 from unnécessarily performing
the processes of steps ST21, ST22, ST23, and ST25. In this
case, each of the management apparatuses 13_1 to 13_4 does
not enter an unwanted waitin§ state from when the access
request COM is issued until an error notification is
received in step ST25.

If the data processing apparatus is provided with a
function capable of obtaining a mutual authentication state
so as to operate in synchronization with the management
apparatuses, an unwanted wait state can be avoided.

The present application contains subject matter related
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28 In response to the inquiry, the SAM 12 transmts a response indicating
whet her or not the execution authorization granted to the associ ated
managenent apparatus as a result of the mutual authentication, that is, a
response indicating whether or not the process of step ST6 shown in Fig. 8
is perforned. Based on the response received fromthe SAM 12, each of the
managenent apparatuses 131 to 134 transmts the access request COMto the
SAM 12, as is perforned in step ST21 shown in Fig. 10, when the
authorization is not lost. According to this enbodi nent, each of the
managenent apparatuses 131 to 13 4 &P tvtansmt the access request COM

as described in step ST21 of the Fig. 10, only when its own execution
authorization is not lost. As a result, it is possible.to prevent the SAM
12 from ueeeg §ﬁégéyp@:%mprplpmgcatﬂl%npm@cesseso@& ot £954 F2lad SF22, ST23,
and ST25. t case, each of the managenent apparatuses 131 to 134 does
not enter taa uammﬁeaiamﬁy iy sttdide frhemewhemnet bentewes sof ndugudst COM i s
issued until an error notification is received in step ST25. If the data
pr ocessi ngeappatatosp e o vicdwpyivbivh rgfefrgncet on capabl e of obtaining a
mut ual authentication state so as to operate in synchronization with the
managenent apparatuses, an unwanted wait state can be avoi ded.



The present application contains subject matter related 29 to Japanese

Pat ent Application No. JP 2004-004824 filed in the JPO on January 9, 2004,
the entire contents of which being incorporated hereby by reference. 30 -
WHAT IS CLAIMED 1S: 1. A data processing apparatus in which data is
accessed in response to an access request froma plurality of access
request sources, said data processing apparatus conprising: storage neans
for storing data; assignnent nmeans for assigning a connection having wite
authori zation to the access request source in response to a connection

request

in which said wite authorizati®h-+s specified, which is received

fromsaid access request source, so that a nmaxi num of one connection from
anong connections that are sinmultaneously assigned to said plurality of

access

r equast rsodr.segebepones a connection having said wite

aut horization with respect to said storage neans; and control means for
permtting witing into said storage fl neans in response to an access
request on condition that said connection having said wite authorization
‘i's assigned tolthe® atdesproeggesngsappatapenisaibd cicdess iequest
associatedamﬁth wwitirg%i nto said storage neans is received

ccessed 1in sponse to an access request from a %lurality

of access reqguest sources, said data processing apparatus
comprising:

storage means for storing data;

assignment means for assigning a connection having
write authorization to the access request source in response
to a connection request in which said write authorization is
specified, which is received from said access request source,
s0 that a maximum of one connection from among connections
that are simultanecusly assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

control means for permitting writing into said storage
means in response to an access request on condition that
said connection having said write authorization is assigned
to the access request source when said access requeét
associated with writing into'said storage means is received
from the access reguest source via said connection assigned

to said access request source by said assignment means.

2. The data processing apparatus according to Claim 1,

Wwherein sald assignment means simultaneously assigns a



fromthe access request source via said connection assigned to said access
request source by said assignnent neans. 2. The data processi ng apparatus
according to Claim1l, wherein said assignnment neans simultaneously assigns
a 31 connection that does not have said wite authorization and that has
read authorization fromsaid storage neans, to a single or a plurality of
sai d access request sources other than said access request source to which
a connection having said wite authoriﬁ?tion i s assigned, and said control
means permts reading of data from said”“storage neans when said access
request associated with reading fromsaid storage neans is received from
the access request source via the connection having said read

aut hor i zat i GEsEiigRedheb dard 2rledsave egueh Wrdser esthyriapeionssidnment

neans. 3. The .data processjng apparatus according to Claiml or 2,
wherein, ba Sd%?ﬁgiﬁﬂﬁggf+£%%%?Ra'?%%Eﬁ?LRﬁgorﬁaﬁe§§a?%qdééﬁisource,

which is recejved tr I e eguest _source aid contral, means
grants, to%ﬁﬁgﬁgcggsgnb?%%]ég§s%€rscéél,(ggér? Sithseiys }S'oﬁo‘fl%?esbrogtcheesrsi ng that
can be perdRnTed i HShBGe SR L RELRSS I BAEED, wANGh WIEL AL AGCHS Raviiguest 1s

received fromthe access request source via the connection assigned to the

access requedd s@titeealiyheai fhtagsiig et gieansangai d control neans

perfornms processing
said control means permits reading of data from said

storage means when said access request associated with
reading from said storage means is received from the access
request source via the connection having said read
authorization assigned to said access request source by said

assignment means.

3. The data processing apparatus according to Claim 1
or 2, wherein, based on data indicating the type of the
access request source, which is received from said access
request source, said control means grants, to the access

request source, an authorization for processing that can be

&fj performed using said access request, and when an access

request is received from the access request source via the
connection aSsigned to the access request source by said
assignment means, said control means performs processing
specified by the access request on condition that an
authorization for processing specified by the access request

is granted to the access request source.



specified by the access request on condition that an authorization for
processi ng specified by the access request 1is granted to the access
request source. 32 4. The data processing apparatus according to Claiml,?2
or 3, wherein said control neans grants an authorization for processing
that can be perfornmed using said access request to the access request
source after the validity of said access request source is authenticated.
5. The data processing apparatus according to any one of the preceding
clai ms, wherein, when said assignment n8dns assigns a connection having
said wite authorization to said access request source, said control neans
resets the authorization granted to said access request source to which
anot her connecti®n iT8eadatiyypeacoriing epeaithier acomkani 6n Classi §ned by said

assignment neans Ls nmaintaiped. 6. The data processi ng apparatus_according
to any one of & eﬁ?é%e%l?lrfg GPEF RS, DSHET &1 t?na?e%‘bt%’r? 286130 rffuest from

i d e id r.ansmi t access
sal d accesSpf SGQeShgSPHLE %alné%e R%Q%érﬁ d ;H%?%? §L30SHLESs s LR GuEDE

request source, a réeply i1ndicati authorization granted to

the access teqRShcsoss Caduestakbircd .afthe dhé avdIrieEessbngsappar at us
according to claim1l1l, when a request conposed of a plurality of access
requests s&FResfr oATsedd wecessis expldshtsouresbs i s received, said control
nmeans accepts anot her access request after the

5. The data processing apparatus according to any one of
the preceding claims, wherein, when said assignment means
assigns a connection having said write authorization to said
access request source, said control means resets the
authorization granted to said access request source to which
another connection is assigned while the other connection

assigned by said assignment means is maintained.

6. The data processing apparatus according to any one of
the preceding claims, wherein, in response to a request from
said access request source, said control means transmits, to
the access request source, a reply indicating whether the

authorization granted to the access request source is valid.

7. The data processing apparatus according to claim 1,
when a request composed of a plurality of access requests
sent from said access request sources is received, said
control means accepts another access request after the.

processing for said plurality of access requests.




|

processing for said plurality of access requests. 33 8. The data
processi ng apparatus according to claim7, wherein, when said other access
request is received before the processing for said plurality of access
requests is conpleted, the other access request is rejected. 9. A program
executed by a data processing apparatus in which data is accessed in
response to an access request froma plurality of access request sources,
said program conprising: a first procedure for assigning a connection
having wite authorization to the access request source in response to a
connection request in which said wite authorization is specified, which
is received fromsaid access request source, so that a maxi num of one
connection from anong connections that are simultaneously assigned to said

plurality of access T&gqggﬁtp§9g£%§§?b $u8 &&QﬂﬁghgoQDQQ%gﬂg7said wite

aut hori zation with respect to sal orage neans; a second procedure
for permttiwngretihfiwigen MaGdsatier HodeRgeraBais: iR FESPONSE HeGoaB access
request on condition that said connection having said wite authorization
is assignedheorrhecatives foreqagdtpbowldéywhénaseh aeqessts riequest
associated wwth witing into said storage neans is 34 received fromthe

access requésTPLghrde TS O5hRY RGTfiTscEPgRest s rejected.

9. A program executed by a data processing apparatus
~in which data is accessed in response to an access request
from a plurality of access request sources, said program
comprising:

a first procedure for assigning a connection having
write authorization to the access request source in response
to a connection request in which said write authorization is
specified, which is received from said access request source,
'so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
request sources becomes a connection having said write
authorization with respect to said storage means; and

a second procedure for permitting writing into said
storage means in response to an access request on condition
that said connection having said write authorization is
assigned to the access request source when said access

request associated with writing intc said storage means is



assigned to said access request source in said first procedure. 10. The
data processi ng nethod executed by a data processing apparatus in which
data is accessed in response to an access request froma plurality of
access request sources, said data processing nethod conprising: a first
step of assigning a connection having wite authorization to the access
regquest source in response to a connection request in which said wite
authorization is specified, which is received fromsaid access request
source, so that a maxi nrum of one connection from anong connections that
are sinultaneously assigned to said plural¥4ty of access request sources
becone a connecti gn_havi said wite authorization with respect. to a

storage nelfS§ShEFA LYPThE™® RS FE&EShg SAppaFal be; Sand &° ISt ep of
perm L 11 N0 YELLRDG LO10, PRI L AL 0% IRARY AT ERPONSS Lo an access
request on condition that sai connection having sal wrTte aut hori zati on
i's assignedrbBetiiecaccess request source when said access request
associated with witing into said access request associated wth witing
into said storage neans is received fromthe access request source via

sai d connection assigned to said access request wite source in said first
step. 35 DATAlPROZESSHERG: APPARATHS!Y PRIGRAM FERUWISE PHMEREWE &I,

processing apparatus in which data is accessed in response to
an access request from a plurality of access request
sources, said data processing method comprising:

a first step of assigning a connection having write
authorization to the access request source in response to a
connection request in which said write authorization is
specified, which is received from said access request source,
so that a maximum of one connection from among connections
that are simultaneously assigned to said plurality of access
.request sources become a connection having said write
authorization with respect to a storage means held by the
data processing apparatus; and

a second step of permitting writing into said storage
means in response to an access request on condition that said
connection having said write authorization is assigned
to the access request source when said access request
associated with writing into said access request associated
with writing into said storage means is received from the
access request scurce via said connection assigned to said

access request write source in said first step.



AND METHOD FOR USE THEREW TH ABSTRACT OF THE DI SCLOSURE A data processing
apparatus is provided which is capable of inproving the responsiveness of
comuni cation in which only a maxi mum of one access request source has
wite authorization and the other access requests do not have i wite

aut hori zati on when conmmuni cation is performed with a plurality of access
request sources. A management apparatus? transnits, to a secure application
nodul e (SAM, a strong connection request requesting the obtai nnent of
wite authorization into the SAM Wen it is determned that the strong
connecti on has_not alreadéﬂbeen assigned to the other managenent

appar at uses, PHEA FRPEESFENS RRBARATYHg PRERRBY: FOR F§Etﬁ§Ed ﬂ&@ﬁnent
apparatus in a state in i ak co cti i.hg read authorization
with the managenent appgﬂﬁﬁ£§§§”¥§)ﬁﬁﬁhggﬁhéﬁﬁﬂgﬂéﬁ%P

ABSTRACT OF THE DISCLOSURE

A data proéessing apparatus is provided which is
capable of improving the responsiveness of communication in
which only a maximum of one access request source has write

L authorization and the other access requests do not have

iﬁD write authorization when communication is performed with a
plurality of access request sources. A management apparatus
transmits, to a secure application module (SAM), a strong
connection request requesting the obtainment of write
authorization into the SAM. When it is determined that the
strong connection has not already been assigned to the other
‘management apparatuses, the SAM assigns the strong
connection to the management apparatus in a state in which a
weak connection having read authorization with the

management apparatuses is maintained.

Fig 1



