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401 ~

Provide a file and call a
signature request function
with respect to the file in a

rich execution environment

A\

402 —

Call a hash request
function with respect to the
file in a first trusted rich
execution environment

Y

403 —

Compute, in a first trusted
execution environment, a
hash of the file in response
to the hash request function

Y

404 ~

Generate a first signature
of the hash in the first
trusted execution
environment
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The customer subsystem
transmits the hash and the
first signature to the signer

subsystem

Y

The signer subsystem
verifies the first signature
in a second trusted
execution environment

Y

The signer subsystem
generates, in the second
trusted execution
environment, a second
signature of the hash after a
successful verification of
the first signature

Y

The signer subsystem
transmits, in a third trusted
rich execution
environment, the second
signature to the customer
subsystem

The customer subsystem
generates, in a second
trusted rich execution

environment, a file blob

according to the second
signature of the hash and
the file in response to the
signature request function
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