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Aggregator node generates aggregator
node public/private key pair
{305}

y

Aggregator node broadcasts message to
all participant nodes with aggregator
node public key on plain channel
{310}

!

Participant nodes each generates
participant node public/private key pair
{315}

!

Each participant nodes encrypts its local
ML model using its participant node
private key
{320}

v

Each participant node encrypts
encrypted ML model and its public
participant node key with collaborator
node public key and sends to aggregator
node on encrypted channel
{325}

y

Aggregator node receives encrypted
messages and decrypts with aggregator
nade private key
{330}
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Aggregator node performs federated
machine learning on nodes” ML models to
produce aggregated ML model
{335}

v

Aggregator node encrypts aggregated
ML model with each participant node’s
public key
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v

Aggregator node communicates
encrypted aggregated ML models
to all participant nodes on
encrypted channel
{345}

!

Participant nedes decrypt encrypted
aggregated ML model using their
respective participant node private keys
{350}

v

Participant nodes modify local ML model
using aggregated ML model
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v

Each participant nodes removes its
participant node key pair
{360}
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