METHOD AND SYSTEM OF PROVI DI NG | P- BASED PACKET COVMUNI CATIONS I N A
UTILITY N@WGWG?QJND Field of the Invention 5Thepé{,,§§2§08?]{011t69¢
ell

invention relates generally to systens for controlling and vering
commodities, and nore particular to ]P-based packet conmmrunication
systens for nonitoring, controlling, and delivering commodities.

Rel at ed Background 10Autonmated Meter Readi ng (AVR) systens and

Aut omated Meter Infrastructure Systens (AM) provide services and
capabilities to nMETHORANDSYSEEY OF RROYIBING(BBASERRASTKER) of a
comodity, such as wat &FQMMENICATIONS Idos UBILLTYNERWORKens provi de
comuni cati on between a commobdity neter and one or nore systens to
report, bill, etc. Commodity nmetering information, as well as other
15i nformation, is typically reportBAGCKGRAWNEDnet wor k devi ces

associ at ed W gibatheBi&kis,t 0 the reporting and billing systens.
The present i—F—%nven i on see to overcone the limtations of

conventi orfal uti | ihe fiedd efshkmvertoBREIERs DESCGHYRT bySInGHoT ¢dmtie|  BigRES
Figure 1 is i .bl ock di aqr am of ut er -hased system
that ey be (eBARA R o BT o SRR Bt BB RIS "o ne
enbodi ment ofsysthms foreentitoing, controlling, ahd geliveridg cemaodjeaer al i zed bl ock
di agram of a conputer-based systemthat nay 25 be used to inpl enent
the prsent invention,according to one enbodi nent of the invention.

Figure 3 is rgabeBadkigzreldf | ow diagramillustrating a process for
provi di ng network addresses for nodes in a |ocal area network,

accordi ngd% o one FHEPHPEMetasSerdtan{AMR) systems and Automated Meter
Infrastructure Systems (AMI) provide services and capabilities to monitor and/or

report the usage (or consumption) of a commodity, such as water, electricity, gas,
etc. Such systems provide communication between a commodity meter and one or
more systems to report, bill, etc. Commodity metering information, as well as other
15  information, is typically reported from the network devices associated with the
meters to the reporting and billing systems,
The present invention seeks to overcome the limitations of conventional

utility networks.

20 BRIEF DESCRIPTION OF THE FIGURES
Figure 1 is a generalized block diagram of a computer-based system that may
be used to implement the present invention, according to one embodiment of the
Invention.
Figure 2 is a generalized block diagram of a computer-based system that may
25 Tbéuséd to implémeiit the presetit invention, according to one embodiment of the
invention.
Figure 3 is a generalized flow diagram illustrating a process for providing
network addresses for nodes in a local area network, according to one possible

embodiment.



WD 2008/ 097454PCT/ US2008/ 001166 Figure 4 is a generalized

comuni cat{@n3.ddopy; di agram of illustrating registeri ”gp@m?ﬁﬁ 001166
device with an access point, according to one enbodi nent of T1he
invention. Figure 5 is a generalized block diagramillustrating
regi stering a rechargeabl e 5hybrid car with an access point,
according to one enbodi nent of the invention. Figure 6 is a

general i zed bl ock diagramof a node as may be found in comunications
net wor k, accor di nFigure 9iea gereeulize®edmdbnititonk N@Hid@an oFi1fidiring 1 S a
general i zed bl ack .di agram_of. an_access point as may be found in a

communi cat i onESHETRp? Rodah gevssivilly2p aCcsHie odHpASAPTINS: to One embodimpaefthn.
10Fi gure 8 i sp@nfiener al i zed bl ock di agram of back office system as

may be found in a_conmunications network, according to one enbodi nent
of the invention. Figure5 iy generaliged blogk diagramaillisteating registeritigapealmrgeable

illustraticng - Elm[ Wt L] 0 cprding .t o _one.

possi bl e Ignb(%lg}n?rgg%r% I guir%gggi;@%fng’ agk(gg%lég%gﬁez%lﬁg%ﬁrgg% Ggiﬂgagl%?ﬁ rom.
illustrating a netfiprkswhegmenidedBloti¥idgramnuialnodeanmay e &midfv6 LAN
to and |1 Pv6 back offi.ce system accordi ng@taggﬁne enbod] ment of the

i nvention.  COMMYAIGIHPNS nEYWOr, accprding 19 0n BIeRt ofjthgnygation.

i|lustrating pack@igiié Py besnerdned lBlScl@&iQ%ﬁﬁh dT9h R3S FARI AlURE W folind he
| Pv6 LAN and the BOS through the | Pv4 WAN, according to one

embodi ment  ofid @ REMIM¥PEAT s Metvoaks agoerding o pre embpstimentl of hediniénsiok.

di agram iyhl ustratt Whes ugh
an | Pv4 \}\RN, accor rﬁgst%g% %‘%&ﬁgosmIETﬂegg%gggﬁﬁgﬁféﬁhgﬁ@%m&{)g
general i zed tf¢lmdkndicagnamdatibnsstet\acnrkrga:cardh@tmmnkemVoedi_mg{lﬂ:h/féthqﬂhm&atoai
are passed through.an LPv6 LAN.,. or.di.ng to.one.possibl e enbodi nent.
25SUMVARY The pr e?kﬁ%‘ ‘3%We%"t’lF@HZ%f@%??l‘o‘k%gqémﬂWéHﬁ%ﬁEi‘_“?ﬁ’é‘_itH’BHP‘f‘gﬁ”qﬁ“y
| P-based comiudd, agdordifg toome postibletonboeinvwat k. A node within the

utility network o, through a discovery process to identify its
nei ghbgr s and t hg%t/gu &]Qisa genppgabzedleck diagram illustrating a network wheére and

15 IPv4 tunnel connects an IPv6 LAN to and IPv6 back office system, according to one
embodiment of the invention.

Figure 11 is a generalized block diagram illustrating packet flow between the
access point associated with the IPv6 LAN and the BOS through the IPv4 WAN,
according to one embodiment of the invention.

20 Figure 12 is a generalized block diagram illustrating a network where IPv6
packets are passed through an IPv4 WAN, according to one possible embodiment.

Figure 13 is a generalized block diagram illustrating a network where IPv4

packets are passed through an IPv6 LAN, according to one possible embodiment.

25 SUMMARY
The present invention provides a system and method for [P-based
communication in a utility network. A node within the utility network may go
through a discovery process to identify its neighbors and the wireless LAN access
points that can provide egress from the LAN. The node then establishes a set of
30  optimum routes to the preferred access points for egress via next-hop neighbor
nodes that offer the lowest path cost. The node may send a registration request to

one or more access point devices. An IP network address prefix of the network
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poi nts that can provide*egress fromthe LAN. The node then

establish 30 optimumroutes to the preferre ints
for egres§®9?%aﬁ%§§ihop nei ghbor nodes that offer the ﬁ“%@%?aﬁgpﬁﬁg
cost. The node may send a regi stration request to one or nore access
poi nt devices. An IP network address prefix of the network address
of the access point device received fromthe one or nore access point
devices is used by the end node to programmatically generate a unique

net wor k addr @8&refsdf thdecedsigoirt MeviedifeceiVeRfrothithd éné d106lRe k@BbSHcIRS Wi th
a DNS server. Messages sent to the utility node are routed through

the access pélFYﬂﬁcscléP?@é’ﬁdﬁﬁ?@fb“@ett%ﬁorg@“ﬁf@fcﬁuy GYBERLe eu@anép%rweﬂf he
network addr g§g-efOfy Eh@%tlﬂi;,’ﬂddEYTHQQf’r‘lnPfﬁBﬁe &ggwmtﬂq N?%rté}r the

utility node and access pdi resses an net wor k
addr ess pref iMesszgps bant &nthe mﬁtyp]oge ave. ToDET Airough tDESCRIsDirdidokespoading
pr esent vent j,.an i i bed the context .of, a specifi

rbodt ment . - P PreelsRE S kettud B piet R ad o fufl Rpod hgnstvork
f eat ures and aaﬁnemfoplmsmnfy rtdale a@di mmpmm\nﬁytbeqnv@mhrmes friahendtwork
i nvention isﬁ3$ t ed odinent. In particular, the
present i nveRPYEH Hr heay Pﬁ‘é rPr? context of a systemfor
renotely reading, controlling and managi ng el ectronic devices in a

utility network. The 15present invention is applicable to other
systens for network-based nana@@ﬂ@ﬂllaiDEEéEHPEWDE devi ces and

comodi tyymet ers. {Fgﬁpres%i{l[- ﬁé%mgtd%mm {f)g'f B DY %\f%.gf ffciot%nrl]tgodément.

net wor k- based sys oring an con
utility metefThiss domﬂﬂolfadﬂytate&hamderstﬁdgigrcﬂ" tHe festuges gad priadiplzedf the ock

di agram of a utili.t etwork 100 that may. be 20.used, o i Jene
oot o afSseardhrBEL AR e peet Bavenlipy oy, SRES B ol ZEtORE A et e
one or nore ghﬁﬁmraﬁrﬂme:pré@m meentilis ddsbriBedin Bhedonstt mgdtem?m rerhdi€ly
el ectroni c devices 101 _pmay he connected qver ,a wirel ess Iocal ar ea

networ k ( LANfeafling, conirolliig @Qm@néﬁlesﬁmw Aevices i Wok Wy nebwrsky ARE nay
be a nei ggborhqad lﬁJe%aornﬁt ﬁ&&b(ewéwihep ste’?ﬁs%f‘ﬂétﬂ'grl&‘i’as@d &%Qé&ﬁﬁﬁh&lﬂd

or service area for the utility. shown 1 n the exanple
enbodi nent , nhxtwmtéet¢mgmdawmb®dU3ew&ﬂmhlch may or may not overlap,

such that a givengal gfw er%bcgi ﬁt p[irg\?igesbi% & Rglfw% aseq,%}é"ﬁ e%cf Illlgm ¢

of) only one wireles Wi ef 88%
devi ces may bénmngmhmpmd@bne¢mngaaﬁhquamunaunﬁgaﬁWWQk of electronic

devi ces include utility. nodes i ncl.ude .a uti

Ty connect Lo a EEU i BRI Gipe Sgamat BR08 Hebvardbo Mt Raben

i s capabbe omsémasmpleﬂﬁmaerﬂwd%ads BERB bickont inweRliSR| Uilitg neQromR dod ay

like electricity, water, natural ga etc. Uility nodes which
Cffgel"l?ﬂ%

connect to alf§deiang ofmIOEs elpritpn] Q1. eppsefRredersbgdimentethed (NI C)
for communi Cfelfghi®BedcddQ DR ASbe@Bfinected over a wireless local area network (LAN)

102. In the example of a utility network, the LAN may be a neighborhood area
network (NAN) corresponding to a neighborhood or service area for the utility. As
25  shown in the example embodiment, multiple LANs may be used, which may or may
not overlap, such that a given electronic device can be connected to (or be part of)
only one wireless LAN or multiple wireless LANs. The electronic devices may be
any type of electronic device. Examples of electronic devices include utility nodes,
which may include a utility meter or may connect to a utility meter. A utility meter
30  is adevice which is capable of measuring a metered quantity, typically a commodity
like electricity, water, natural gas, etc. Utility nodes which connect to a utility meter

may include a network interface card (NIC) for communicating on a network, and
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WO 2008/ 097454PCT/ US2008/ 001166 nmay i ncl ude one or nore RF
transcei ve{vﬁ P&pwpgmrum cating on one or nore wreless JANs., (X ber.
0

exanpl es ectroni c devices include conmuni cation deV|ces such as
set top boxes (as may be used in cable tel evision or satellite

tel evision delivery), household appliances (e.g. refrigerator,

heater, light(s), cooking 5appliances, etc.), conmputers or conputing
devices (e.g. gane consol es, storage devices, PCs, servers, etc.)

net wor ki ng dewdydasludmm’(e @sndre RF\trangadienafor c@ﬁﬁmﬁﬁatmg' ot onefPuiceé , Of
ot her networKki.n Vi hones, or .cel |l phones, ttery storage
devi ce, transp Be?‘? Sat g’ amples 85@5@?‘1"%‘%&?%% ude semprugicaiaihnp| e

an electric %whyéo&m ARt 18 b&xels%is M8l in GBIAETMs/UMRR batlGYd Ces
(e.g. Tvs, DVD players, set top boxes, 10gam ng consoles, etc.), or

ot her devi se telAvieinn dakyons, hanseheld apriianessée. o 1rafigaestar, heatrackighy(sp cooking
par ki ng | 0, 0

bet ween e ect % @rg&gé@l)c(gozﬁdfgéfs oﬁgjlnﬂ%%ng\;lﬁ XVIP&EQ gfﬁ? % M%trs'!og%garrpl e,
a rel ay coul depresy Ple scomsuctnz)aeﬂ“@mklbgﬂm shidleasaklagf gaeway, stevdsg@iand
t he |nfrastrucHure oL ‘ﬁ%mk ljIgss nef wor k. l.ess ot herw se gpted

ot her devi ced®'f'H> PHENFEFK NS SERICE, Phels PEF! Phopes, PRttty Slomegidedce,
gat eways, et Grandpaytaidrsdeviek, frehpcratise vt des bRbRY 8n BRdMrib8f f%,ﬁfrﬂil dahe
functions of other devices or software on t netvvork

wirel ess LANCIBPCH¥gMGlR), %{H‘}ﬁ%‘%@fé‘ﬂlﬁﬁ%@{ge&s,rl%‘{@mlwemaﬁfatcrm'gpxgse any
frequencyy CQERHY GRtdIaNStcS VIR d8%isCHRITH R ng%te'f&ﬂﬁl iR Oi)ussu%%% -

LANs 102 are typically connected to one or re access pol ht
103. A gi venreadNajgy pirEingdetnetcetbet lpeation) thysmaghmdéﬂomumgnobe

connected t ObEé@@eREleE@cgﬁc 5&3@%%0?%&‘&1 w1r e%s ?ngpl nt 5 ]1 ”P?{O

connected to one or € area ne
may be connectwd ptmudmmnnnummnen tbendeemfh‘el etr@trsmstdeme (nBQfE): idfstruckine of
i si ness or rmanagenent

back office ste eavrlet

tasks, inclu ‘&Ir‘%]]%ﬂzm%ﬁt Ssr?f Pies crtﬂtqdee FotePvies Hithe petygrk such as
25i nf or ma$ i OetdiGRABIBRIC a&h@ésl Batewlp)si &@Snaysﬁ%érfo\‘mfa@rrelﬁl%iaﬂﬂewg K,
or other functions as nay be desired in an AM networ Kk anpl es of

back of fice Sy¥PeHRm the fierdions pf other dewigesercotivearany thy sewiork. proxy
servers, outage de}eghlREs SXR l%ﬁﬁnz( @X@%fﬁﬁf‘e%sb ﬁet@voﬁz AN }n\ég use

net wor k) data storage systens, I'n the cormuni cati ons
net wor k, whi ey ﬁ’ﬁgﬁleb@',aomm\lnmtl@nsmmmeB@r mnraumcaﬂonmp]tolaml of bot h,

IR o CaL © VB0 0 SRl USRS G B,
nodes mag0 beléhl & gmndmwmrymatcemreago bRy G, sipBP [ BELCRRAGI @ tof
two or more access pomnts. The access points 103 may be connected to one or more
wide area networks (WAN) 104. The WANs 104 may be connected to one or more
back office systems (BOS) 105. The back office system may handle a variety of
business or management tasks, including participation in the collection of metering
25  information, managing metering devices, security for the network, or other functions
as may be desired in an AMI network. Examples of back office systems include
billing and accounting systems, proxy servers, outage detection systems (as may be
used in a utility network), data storage systems, etc,
Nodes within the communications network, which may be a LAN or a WAN,
30 oracombination of both, may communicate using one or more protocols. Nodes
may include an electronic device, a relay, an access point, a router, or a BOS. Some

nodes may be able to communicate using IPv6, some may be capable of
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conmuni cating on | Pv4, while some may be capabl e of comunicating on
ei ther 1 Pvg [ , Sone nodes may be capabl e of enca I 6
packet s inwgﬁbqsg\/%gﬁacket. Addi tionally, sonme nodes may é azg'f%gloilgy
establish an I Pv4 tunnel through an I Pv6 network. The conmuni cati on
bet ween nodes is described nore fully below. 5 ASSI GNI NG AND

REA STERI NG NETWORK ADDRESSES | N COVMUNI CATI ON NETWORKS Figure 2 is a
general i zed bl ock di agram of a communi cations network including a LAN

200 and LAN 28@municerihg’NsIFGAWEild soriasy BOpahld oPEsRSEnitRimddd ithe? 01
As shown, LAN 200 _has two access points, and LAN 206 has once access

poi nt. A dondit QidRES-sBmeRoqeerEy besapable ofsnrmpstleting B VO ARCIRtDingndP 14N
206 through BRARE AR alﬁpéon;&%ﬁ%&ggpeme dgﬁ%u&?w&a n%g}%i thrughe

presently preferre odrnent, ver 203 I's capable

recei vi ng andn fvdowbzdrkg Ty camiminisptiat exwednmodeis desctibad) merafubly ieow.
DNS servig:e. Dynam ¢ updating of 15 DNS is done according to | ETF RFC
2136. Contruni cati ons network 204 may be any type of communi cations

net wor k i ncl udi ng, ASSIGNING WND REGISTER NG AETWARK ADDRESSES IN xed
|l ine, private network, virtUﬁI private network, etc. In the presently

preferred enbodi nent the co WIQQ{%TW%ESi S a wide area

network, and may pgaroNg en@i@ﬁ@edqgmm%%%io?ﬂéorﬂﬁﬂhﬁﬁﬁ&% @w&%cﬁz

| Pv4 or 1 Pv6, One or nore 20 conputing vi ces 205 connect to

comuni cat i oliludang ok AN and 20@ eThaol ANportmectoRdéy U anderccess
co ting,deyi: 5 S I [ r the
mput 1 Ngy ?ﬂnéﬁ e(i)' Aﬁﬁg‘gﬁn%@qtggtig#;& aacQ&E wggh%?aﬁ%@?rgé d 5 Qnece.

node. Conputfn vi ce evice evi ces,
net wor kK manageessioigy 3t éomais @ame servadONS) 208 dssconyatein®d 1(ABOSP) and LAN

conputers, n rk devices,. c ni cati ons .devi ces f re
et Ton 200 Rhshsl RS RoinE e N P e 2D, LI RS an
access poi nt pRferftd@bedandnfeDNS BEREY 103lis SdpaBte bRicKivahndHreReens LAN

206 may al so _be connected to the DNS server 203 and the. )
conmuni cat i of"3HEE KRfatesp s ProVINRE & dynasic RAP ssiete P rmigupdatiag 6f ngl e

LAN, or {30 PNSTRUSndANSdNYoIherREE IS, %:%ﬁl\ﬁﬂfmcaﬁanéﬁé%%ﬁ< 2040

and LAN 206 do not overlap, in that none of the nodes, and none "o
access poi nt enystypawf comemagcationd aetyodf inbluting] with@ linarat on, AN.2F6W AN,
Alternate e j hay, n r..nore.LANS whi.ch oyerl| a i th
one or nore nﬁ’g{gfgé@ g%%} gﬁé( &¢ g%tg g Qt;‘)“g)lﬂ?itvén%ag RFGHE PEWEHG ot Ynn%‘? Bpeif%\l,\t\b'.

Al t er nat e enpeflineg rirbodimyenh heeoathtlinidatiomd nekvidsk 20WAY £Hideayea etwofkyandot

overlap with each other. In the resentlﬁwgref rrﬁd entfgdé)r@_gt, t he
net wor kaddr B8¥ U oy §igire campiipleations PrsResitigy 25 I Wi Iy Qe r more
descri begh i ncmmﬁgtdbmemdﬂoﬁhgﬂ (Ethd chRhRANcattdNG neOFoHR 20£ 03 ni¥BiaBt & 1S
net wor k addresses for the nodes of the LAN 5 network that it is

associ at ed wieds.203dtom degenpytingetrice A5 beserarsinganuodeddisafoed
W th one or Rkl ANSaREhaTRIYE 308 nid) e MR, A R838 50 ey OgeS

Wi thin one or nore LA@ n one pr enbodi nent, a no
regi st er ed wietivoskomanagemantcystempsrrvirsbach pfffvavestans (BAS), caspurarsy

et 2 SR8 T B RHBLERR o P B R TR whic

25  iscapable of communicating with an access point or node via the communication
network 204. A second LAN 206 may also be connected to the DNS server 203 and
the communications network 204. A DNS server may be dedicated to a single LAN,
or two or more LANs may share a DNS server. As shown, LAN 200 and LAN 206
do not overlap, in that none of the nodes, and none of access points shown are

30  members of both LAN 200 and LAN 206. Alternate embodiments may have one or
more LANs which overlap, with one or more nodes and/or access points common to

one or more LANs. Alternate embodiments may have additional LANSs, which may
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10 Additionally,

i nformati

preference i ndicator).

3y

the DNS server may al so maintain address allocation
node address allocation indicator ( a%(mlms
Tabl e 1 bel ow shows sone of the]R:rf/'H]!9

or ma

whi ch may be included in maintaining network addresses for nodes |n a
LAN. The resource records maintained in the DNS server nmay include:
15 Table 1 Resource Record Type Node Network Address Node Nane Node

Addr ess Preference |ndicator

10

15

20

25

ADDR1 50 AAAA ADDR2 MACI 30

or may not overlap with each other. In the presently preferred embodiment, the

network address of a node is obtained according to the process described in

connection with Figure 3 below.

DNS server 203 maintains network addresses for the nodes of the LAN

network that it is associated with. As discussed above, a DNS server may be

associated with one or more LANs and maintain the network addresses of nodes

within one or more LANs. In one preferred embodiment, a node registered with

several access points may have at least as many network addresses. The network

addresses for the nodes may be included in the DNS server, or node route registry.

Additionally, the DNS server may also maintain address allocation information such

as node address allocation indicator (or node preference indicator). Table 1 below

shows some of the information which may be included in maintaining network

addresses for nodes in a LAN. The resource records maintained in the DNS server

may include:

Table 1
Resource Node Address
Record Type Node Network Address Node Name Preference Indicator
ADDR1 50
AAAA ADDR2 MACI1 30
ADDR2 10
AAAA ADDR4 MAC2 20
ADDRS5 44
AAAA ‘ADDR6 MAC3 20

As illustrated in Table 1, in the presently preferred embodiment the node

name is the MAC address of the node. However, other embodiments may use other

names for the node, which may or may not include or be based upon the MAC

address. Further, the Resource Record (RR) Type in table 1 may be an IPv6 type.

Information in the route registry may be updated according to multiple

criteria, inciuding periodically or in the event one or more criteria are satisfied.

For illustration purposes only one DNS server is shown and discussed below.

Alternate embodiments, however, may use multiple DNS servers.
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ADDR2 10 AAAA ADDR4 MAC2 80 AAAA ADDR5 ADDR6 MAC3 44 20 As
Il lustrat e\g'o'zﬂos)—(ﬁﬁiﬁ 1, in the presently preferred em%}%ﬁus}uﬂﬁsﬁ
ot her

node 20 nane MAC address of the node. However,
enbodi ments nay use ot her nanmes for the node, which may or may not
i nclude or be based upon the MAC address. Further, the Resource
Record (RR) Type in table 1 may be an IPv6 type. Information in the
route registry nmay be updated according to nmultiple

Alternate embodiments of the DNS resource records may include additional

information or may exclude some of the information included in Table 1.
Additionally, while Table 1 includes information on only three nodes, alternate
embodiments of a route registry could have information on more or fewer nodes.
5  While Table 1 includes up to three network addresses for a given node, alternate
embodiments of a route registry may have any number of addresses per node.
Figure 3 is a generalized flow diagram of a process 300 for obtaining a
network address of a node. At step 301 a node intending to send a packet or a
message to a node makes a DNS resolution request to a DNS server. The DNS
10  resolution request includes a node identifier, typically the node name. The node
identifier may be any combination of letters, numbers, symbols or characters. As
described above in connection with Table 1, in one presently preferred embodiment
the node identifier is the MAC address of the intended node. As shown in Table 1,
the source or requesting node includes information specifying the node’s identifier,
15  the node’s network address, network address preference, etc. At step 302 the DNS
server receives the DNS resolution request for the intended node. At step 303 the
DNS server responds with a network address for the node associated with the node
identifier. .In the presently preferred embodiment, the network address is an IP
address. In one presently preferred embodiment, the resource record AAAA relates
20  to an IPv6 address. IPv4 resource record (RR) may be A, PTR, CNAME type. The
DNS server may have more than one network address for a given node. For
example, multiple IPv6 addresses may be associated with a given node (or access
point, or BOS, or any other device on a network). If multiple addresses are
associated with a given node, at step 302 the DNS server may provide all available
25  network addresses for a particular RR. Alternatively, the DNS server may select a
subset of the network addresses associated with the intended node. For example, the
DNS server may choose one network address to include in the response to the
electronic device. If a subset of network addresses associated with the intended
node is selected the selection may be based upon a connection cost, upon a preset
30  selection criteria, upon a policy (for example, the electronic device intending to
exchange messages with the node, the type, size or priority of the message, some

aspect of the use of the message by the node, or the nature of the network device
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criteria, including periodically or in*the event one or nore criteria
are sati sf,ggq vossiRy 11 lustration purposes only one m%&%éé%smbﬁsﬁ
shown and di'scusse beI ow. Alternate enbodi nents, however,

mul ti pl e DNS servers. Al ternate enbodi ments of the DNS
resource records may include additional information or may excl ude
some of the information included in Table 1. Additionally, while
Table 1 includes information on only three nodes, alternate

enbodi ment s efg.:a dePik, HebWbrktnianagandr syHene, almnmg@?ettérﬁrmmt re or
fewer nodes. 5Wiile Table 1 includes up to three network addresses

for a given H%?&ége‘%‘?“[t Ystein.@ WikiSnmeRass {n§n‘o‘3ﬂ’5tﬁmr #60 6T kRl some,othprifiaige
any number ofry ﬁgﬁbmorﬂ{%ﬁdﬁ%gare prov1ded:1h91lrhr]§N§ rbsdItiod %E)ﬂée' ffed

fl ow di agram of a process 300 for obtalning a networ ess of a
node. At st epespouscanaycleo mnluémﬂnpﬁgrrcswos@nanqdqyaldt@@se pmfermcne@saag@stéta
node makes a BE%

10r esol ut|§on r ues Qr%olrz%lr& lgse?gllé‘ri%& }eg %tl °“S°f‘y5’i%% ﬁeﬁ‘éer‘néae
nane. The noéep BGE kel Hade sentda yts bessagy uﬁﬁgf‘@ naaxotlomcbéss kr&feived Sronhe DS,
symbol s or characters. As described above in connection with Table 1,
in one preseftSt preferred enbodi ment the node identifier is the MAC
address of the intrgpd@dteRQd&) toASnEME WEsidie AR Be gaodéﬁ}ﬁ/o‘%%re%treﬁic
requesting node includes information specifying the node's
identifier, detiprtofbentendadpodsa clegipris devipemap prrestondiopngoeforence,

FLo- B T4 PadiB 0RO SERU PR e HE BN BRRLUN A TS be

net wor k addr es &vbcaddtdse Imdtlee\eessﬂlcreas porahtin orhetmceusqbeinitﬂhn[ﬂvﬁl peefix dfh

t he presentl referr et wor k addr e

e pee e Yoot o reS RCb Rt BiR sl o PRE S Mg e

AAAA el at esm eowak alifhebs adlilssa givenécde@aslﬂmrtae;e me&ptbdrahﬁﬁ?i)t anay be
he DNS erve have nore than one network

A, PTR, CNAME t t}%

address for ﬁ’eé%la&%FP 6&@“’”0!5‘6 BS&‘R%H’&% a Refdeds el APVBIthEipieEsestay be
associ at gl V‘b&lﬁtsaﬂ@n%@@nﬁ?ﬂ@ve(xﬁéreaﬁzﬁ'ﬁﬁ}% IPGY Atidres@ %ssﬁEi@ted%trﬁtﬂx newer
devi ce on a network). mul tiple addresses are assocl ated

gi ven node, at step 302 the DNS server may provide all avai I abI e
25net wor k addr I I t he DNS
server may sel g’ltsa légbs@tungﬁét ﬁég 1?15(531% rVQ%%ﬁngégéFAaS§I§SC| ated with

t he i ntended node. ForTbmmﬁrmmgexantpéem&ge&mmﬁemt)ha:m«amemémem\ork

address to includ el ect.ronic.,devjce. If a
Sohsetof Cnet uor ket tetwl TERORE ok dgitfeeR Rt rarIE o e quterretstry
sel ect ed2¢ he sel egithofor Madeb@apased upon a connection cost, upon a
pr eset

DDNS Route Registry
Node Resource Node Network Address Node Address
Name Record Preference
Type Indicator
MACI1 AAAA 2001:2105:20ae:1:225:3400:208:aa03 50
2001:2105:20a€:2:225:3400:208:2a03 30
25 Nodel connects to a communications network through two access

points: AP1 and AP2. AP1 is associated with IPv6 prefix



30sel ection criteria, upon a policy (for ‘exanpl e, the el ectronic
device intgn %&?ﬁhq (exchange messages with the node, ltléfﬁﬁusmﬁh%
0

or priority e nessage, sone aspect of the use of t'he rressage
t he node, or the nature of the network device WO

2008/ 097454PCT/ US2008/ 001166 e.g.. a server, a network nmanagement
system a billing system an outage nanagenent system a utility
managenent system etc.) or upon sone other criteria. If nultiple

networ k addr esses,qe, fs0¥baled. | kst i AMSisTesl 1l ok RsRRisE, the
response may al so_include the correspondlng node address preference

i ndi cators. At 5 ¥t%p254283f62hd@é- recei ves the DNS resol ution

response fromthe DNS seemtik ddfices fdRxafpletaickotiRe spNids wlﬁénﬂmgéwe
usi ng a network address received fromthe DNS server.

address used to stegctdstechen dnigading orseatha meswee Eniipdsl aay @p@m m@hcr c
device tos the intgades aﬁ&%@s %Eoc%tgfwtﬁﬁl{o%efiﬁ\ﬂhﬁﬁe f%Y/ g{&ﬁﬁt%ﬁﬁl%%Ng

one or nore 10 access polnts exa net wor k
address woul d t ypﬁlewr (o iy reeeivFygh act&hmds&ldh'ﬂsesmeAemsaztgetshﬂrfmm ghenor e

f. t dd
ascociated with Sute st Aol obbpblofiod Reipkite REKHBAIRE VR aroTet wor

address may al | ovmoalg:tmnzﬁécsssrs@l\ﬂéulﬂBe&ﬁltétﬁtﬁﬂ)ugﬁmamsmeésa%e sent
nmessage to the nefwork destl(ﬁatlon If a_node is in a LAN wit

mul tipl e access HECPpreRU2EedsteclizywsieaytoNrds! woing thernetiverkaddmeswith
addr ess gssoci at gfefd $ b1t heNFE. . 1EXPs@p{v€ulﬁber3ML& {hrév.[@r,ﬁlslz Usi ng

| Pv6 Networ k Addressing he present exa a given
node with a node nane of Nodel. Nodel has two IPv6 netvvork addr esses

associ ated with 'ﬁl%urﬁggség e?al Ic 1‘}11[1'1 mln_:\,gggfgr cgggram 1ﬁustrrr?¥g Ir)l%%ess

DDNS Rout e .Regi st'r esource
400 for registering a nodal device with an access point. Registering a nodal device

to obtain a network address may apply to any format or protocol of network

15  addresses. In one presently preferred embodiment, the LAN may be using IPv6
protocols (exclusively or in parallel with IPv4 protocols). For discussion purposes,
process 400 will describe nodes of a wireless LAN using IPv6 network addresses.
In a presently preferred embodiment, Node M initiates a discovery process and
identifies its neighbor nodes and the access points of one or more LANs which

20  provide egress and ingress. Node M may further initiate a routing analysis to
identify a preferred set of one-hop neighbors who provide egress via one or more
access points at the lowest path cost. It may then commence registration process
with one or more APs and the affiliated DNS servers. At 401 node M sends a layer 2
registration message to an access point AP. At 402 the AP responds with a layer 2

25  acknowledgement message including an IPv6 prefix which is associated with the
AP. Additionally, the acknowledgement message may include configuration
information. In a presently preferred embodiment, the configuration information
includes information which allows node M to register with a DNS server. In
Another embodiment the AP may proxy the DNS request on behalf of node M. At

30 403 node M receives the layer 2 acknowledgement message and sends a layer 3 IPv6
registration message to the DNS. In one presently preferred embodiment, the IPv6

registration message to the DNS includes the TPv6 address for node M, which
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Node Networ k Address Node Address Preference: | ndi cator -
MAC1L AAAA : 5: 20ae: 1: 225: 3400: 208: aa03
S atghn3

2001: 2105

10

15

20

25

30

L. 3400: 208: 2aa03 50 30 PCT/US2008/001166

utilizes the IPv6 prefix received from the AP and a unique TPv6 “suffix”, to
complete an [IPv6 address for node M. This is done consistent with stateless
autoconfiguration steps of RFC 2462. In one preferred embodiment, the IPv6 suffix
is based upon thelMAC address of the node M. Alternate embodiments may use
other suffixes not based upon the MAC address to create a unique IPv6 address for
the node M. Note, the IPv6 address for node M need not be globally unique.

At 404 a layer 3 acknowledgement message is sent from the DNS to the node
M and received by the node M at 405. The layer 3 acknowledgement message may
include confirmation of the registration of node M’s registration with the DNS
server, and may include additional information.

While process 400 only shows the registration of one node with one access
point, in the presently preferred embodiment all nodes would register with at least
one access point. Additionally, in one presently preferred embodiment nodes would
register with more than one access point on their LAN in the event there is more
than one access point on the LAN associated with the node. A node may even
register with all the access points on the LAN the node is associated with.

In the presently preferred embodiment, a given node may have more than
one unique IPv6 address associated with the node. If, as described above, a node’s
IPv6 address is determined from the IPv6 prefix of an access point and a unique
component (e.g., the MAC address of the node) then if the node registers with
multiple access points the node will be associated with multiple unique IPv6
addresses. In this manner nodes may be multihomed.

Node M may send a layer 3 SNMP TRAP or INFORM message to a back
office system BOS at 406. Alternatively, the DNS server may signal the BOS via
SNMP. Preferably, the SNMP TRAP or INFORM message will include at least one
IPv6 address of the node M (and may include multiple network addresses associated
with node M). At 407 the BOS receives the SNMP TRAP or INFORM message and
replies with a layer 3 message such as a GMI (Generic Management Interface) data
query. GMI data query message may request information on node M. For example,
if node M is a meter in a utility network, the GMI data query message may request
information on the configuration settings of the meter, status of the meter,

information on the metered commodity, etc. At 408 node M receives the data query
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25Nodel connects to a communi cati ons network through two access

poi nt s: APl is associated with | Pv6 prefi
Do0L: 5105 BEAMmEIE B L Ao TS acaon ated with | Py & R GppypuvT6s
2001: 2105: 20ae: 2: : 164. A network device, for exanple a back

of fi ce system whi ch manages outage detection, intending to send a
nmessage to Nodel may receive either 5network address associated with
Nodel fromthe route registry of the DNS server (or may receive both
net wor k addr @8s:age andseiBssagLresfdtise ieoiike.NAL 404 RO BObHeES Vs S5t €M
to Model using the network address with prefix 20 o :23.05: 20ae: 2: :
/64 woul d bereFRAMERMCERED EM 189 M.A nessage sent fromthe out age
detection s stem fi o]
o 250 b g e BOY G R D ey Rl 0 B Rbdghe P! Fof
Figure 4 is %Kagmﬂﬁeuﬁhc Bex wo mimec o wtd a)msssﬁgeoﬁ\mdmage hhwhéd amibssags wap

0 d
Regi ot r g -2 PRBREGEGS o DeBpidleMEt BT RIS R AR R 5 1o

any format ofetpoitaddadss 6f node yairkaskh oﬁdﬂfe%ﬁl@@re&ﬂﬂeﬁﬂadﬁiﬁ&ﬁﬂﬂb&
preferred enbodi mant be us | Pv6 pratacol s

he LAN ma
(excl usi vel ybyoRkqs %ﬂfl reeé‘|t°ﬁq11ﬁé/t|wz~$ K} @e%ﬂtg*}ess thsBQS sagsponding to
pur poses, pr@ﬁ@&ﬁgéﬁ@el‘%d lthe@@s Eﬁ%eﬂeﬂﬁalwkua (. aﬁw&s&ﬁ%ﬁlr‘ﬁgg&t)

1Pv6 network addresses. I'n preséntly preferred enbodi nen

initiates a WitkgeJaNg S@‘V@eé’sﬁélﬁrﬁ@ B@8 sendsiandPv( eetwetkgidbtess lookiers and
the accegs gﬂbﬁ%ﬂ%” 9 afEBRs saber, MY 44 tl%e%ﬂ'é%%fv%fg&?%%f?etﬁfzggﬁ .

i ngress. Initrate a‘routing ana
preferred sewitlpn ﬂ-‘né alddlps&nbr gbdxoisto viteoB QS Gif itlebeD NG sarver hés a netveorRr  nor e

egistrati orfgRon BEoir Vh SeBRb] oM sekeltiy RERARA FiaEctet e o

servers. At r{bﬂiorﬂt&d&reﬁé pencde M).| TYEIPvE aB@@hsSfof AddeaV Im‘éaa&ﬁatmzan
access point AP. 402 the AP responds with a | ayer

t
25acknow edgene nt]jﬁ\rﬁlé%"é,"ziﬁtetEie Redeia PAregistenady er i et BQS ﬁmsmt Fegeive a
associ atigd Wehborkh@dAR fsgdietﬂoeél qhd BOStIﬁ'z?y Alkhew Q%‘ignﬁhcé[gﬁé&% HERY

i ncl ude configuration information. a presentl
enmbodi ment , PHéddresndr mar temph ta gﬁneratmn Fradidress. uH@sBﬁ)ﬁﬁrwmatm aghliach

al | ows node [ % er, e di ment
the AP may p%‘?(gd&rﬁ ugﬁgﬂgégh%gslﬁ on gﬁ% Ehenoﬁoaw ag&lre 4203 node
Mrecei ves tdeecritagebo). aEkmB@Serd:g.eaimﬁenmm@eneasﬁgestelﬂmmqayﬁrng
1Pv6 registr ssage to the S. 0 resent | eferred
erbodi ment , PHAL IR ARG BERaET brithele et poRiE e alvikd R g e Tvo
addr ess 200r riodele uMquwazQﬂ identifier. Alternatively, the BOS may request the AP ping the

node to determine the network address of the node and/or inquire into the resuits of
the registration process.
In the event node M encounters a problem, for example loss of power, a
security incident, a problem with its hardware or software, a network problem, etc.,
25 node M may send a message indicating a problem to the BOS (or to any device
reachable by node M) such as an SNMP TRAP or INFORM message. In the event
of a loss of power, the node M may send a “last gasp” message. At 413 node M
sends a last gasp message to the AP. Typically, the later 2 last gasp message is very
short with only the essential information to conserve node’s and network’s
30 resources, so the message is received reliably by other neighbor nodes and the
corresponding AP. At 414 the AP receives the last gasp message from node M, and
in the presently preferred embodiment packs an SNMP TRAP or INFORM PDU
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uti l'izes the | Pv6 prefix received fromthe AP and ‘a uni que 1Pv6
“suf fix" ﬁﬁ}g Lgye an Tve address for node M This 3
consi st ent vm t tat el ess autoconfiguration steps of RF%%@%QU /001166
preferred enbodi nent, the IPv6 suffix is based upon the MAC address
of the node M Alternate enbodi ments may use 5 other suffixes not

based upon the MAC address to create a unique |IPv6 address for the
node M Note, the [Pv6 address for node M need not be globally

uni que. (PrétocdMata Un&}tesmmpkdk@tbﬁvﬁﬂgle‘ﬂﬂgdt SRS RGeS alﬁﬁﬁrwirﬂﬁm
the DNS to the node M.and .received b e node M at 405. The | ayer 3
acknowl edgenﬂmﬂ fﬁéﬁ%ﬁ@g VHhigh indicpiss ghe &ﬁ?%fﬁ%&lmﬁ It gﬁ%mrsﬁggesﬁw)étnp%
of node Ms ngegistration with the DNS 10server, and nay i nclude

addi tional information. Wi | e process 400 onl y shows the
regi stration of one node with one access point, in the presently

preferreds e”boit le§' Heﬂ%ﬁ&&‘ﬁ’%kﬁn%?&'f}aﬁ ﬂma& Ode%aSt one

access point ionall'y, in one presen Ferred Bnbodi nent
nodes woul d regi st er V\ﬁrhélpmmneexdnqﬂehm;a@cmﬂmle}ﬁmt ida wanspbreitionldéNee n

ascoct ot ed it t FRARBRN TR oAl o dt Srad DG A e gy have

access points on fwipatlefith &MiesedFritn hﬁel@@tﬁ@%hat @gowﬁm@gmg Node H fhtd &€

presently preferred enbodinment, a given node may have nore than one
uni que |i Pv6 addr 8§rigaoutstnode Batempisie csablish Cpmm'@scaa@% withisad

above, ajmode’s | fuGiad luﬁlg%seémea%é mmmnﬁea ?7%3 flémo&f

an access point and a uni que 20 conponent (e. ess of
t he node) then i thlhmﬂmﬂée ctegr@mr& OHILAN-TLA WIFPIICEB mmcqfomnmnawbﬂce

node will be assogi t| ni gue, Tv6., addr esses.

manner nodes may &gw“m%% PPd%I_KE) gs Rravsl? Lefrye o?éeﬁg?mgleﬁﬁﬁ
TRAP or | NFORM rremmsﬂmleac&bastmm‘\mtmﬁ LANG7e BN ﬁceék%mt with LAN-7
Al ternatively, the

Preferably, the SNEEQ“%FN*‘ gg&?%ﬁﬂ‘%@ﬁ%&e‘“ﬁfcﬁ ‘%{‘?ﬁlué‘?fet fecf*ié’ﬁét one

| Pv6 addiess of thefik@de Ab( anstedtBY uhitab Bolgs dildlesd. PNEIE W& tKe MAC
addresses associated with node M. At 407 the BOS recei ves the SNW

TRAP or | NFORM nedldlsess ohn actvepf ¢asd iniNede H, alengvitis thedBebprefis from ABl.a
GM (Ceneric Managenep! qmERh Léﬁ%)adg%é RE&L I%fgexgglg 1&%&%5%1% jofessage

may request information on de M For exa I's a
meter in a utilitmesseganoradING herv@Mssabadted 'qubLy\NrﬁssahgaeeiNag/m equest

o ormt o0 on DR RIS s8R PSR N B R
recei ves2 he dat aacgerppint on LAN-7 called AP2. AP1 and AP2 are both capable of
communicating with BOS-HB through a communications network. AP2
sends Node-H its IPv6 prefix of 21ff, which Node H uses to create a second
unique IPv6 address associated with AP2. Node H then sends an SNMP
TRAP or INFORM message to BOS-HB indicating that it is on LAN-7.

25 Additionally, the message to BOS-HB includes information to alert BOS-HB
that Node H is currently connected to the electrical grid and receiving power
to recharge the batteries of Node H. BOS-HB sends Node H messages to
inquire into the electrical usage of Node H and also sends messages to check
if Node H is still on the network. Prior to sending a message to Node H,

30 BOS-HB performs a lookup of Node-H’s network address with the DNS
server. The DNS server, in responding to lookup requests corresponding to

Node-H, may determine which of the two unique IP addresses associated
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nmessage and sends a data response nessage. At 409 the BOS receives

the data r Jessage from node M The BOS WC’IGE#&?E%HE&

net wor k ad ess o? a given node at any tine. For exanple

has not received a nmessage fromnode M when a nessage was 5 expected,
the BOS may query node M [f the BOS does not already have the
network address of node M or, as in one presently preferred

enbodi nent, if the network is configured to request a network address

unl ess the BOS Ismmmc}[ f@rmdanaBg% RS &laib erhthiRliBEXS, 1B Youte
performa | ookup (i DNS resolution request) with the DNS ser ver .

At 410 the BOS serfcsésfla{rpflﬂltﬁ/%Nﬁéﬁw wclﬁe%ﬁae@gqqedm%&n&@mﬁﬁs@ag&sowéﬁcd
node Mto the DNS I

with an I'l'v6 add@@stﬂ(?gpr%%&d{é ;SIJ\:/IS %@%S@lﬁélg{oﬁdet}ﬁm&s%@\?ér as a
net wor k addr ess f epecrid ¢hat/AP3tihprefirsd overcATINGs aF2\hes a mye refisiplond t hat
it does ngt have a_network..a va6adr for
node M sg)recel ve80miaCtélc’fz\’vlﬂ‘ll ﬂg?ﬁlianw@'h{\ﬂf zh%gjgg}gs RO TRy cé?

or if the BOS doefiBwith [}eﬁﬁt\v&kadtlifésmidméﬁ \ﬁdldness C]igglg-HBhﬁerﬂﬁéethet he
BOS nay attenpt to pragramatical rive the rp address or m
attenpt to gener aF%‘R’é?F}Q? %aa%sgsléte%mgl %51 t@?‘é&ugsé‘?@%ﬂh@ﬁ?qﬁw
address using t hepRichch AY6. addoRsenand illee RAURVE MAGsA G BARAR

descri bed above). The may al so send an 1Pv6 nessage the AP

requesting the APtq]HodeoH\AhpéglaAﬁﬁs%@%B trrichetheroigeiclh o ¢t nevyarkd hay
node accggding to, etqﬁﬁ‘%élq’(%\%ggge ﬁae‘iﬁkﬂﬂg%%?eﬂregier[%%ﬂ{%ddﬁeﬁﬁ &s‘?&{‘zﬁéd }((/ﬁhy’

the BOS nay request rmne
address of the noNedeahlAnd rese)rqluhe ﬁlﬂlemhmsst.ageusleg;tﬂemxmost peeferred

regi stration pr ocess, % node M e er s r obl

for example |oss Bf Bf}mjmaf%fé\i%ﬁ }Fyﬁfh}?’ﬁé?ﬁmﬂé’m& d’l’eﬁ%t%r
har dwar e or SOftWb&e-PEcdﬂ&Eﬁ@ﬂktcpABmtmar?Toﬁthe faa?ednﬁekeag\:’hgr&sﬁtéaetﬁﬂ;ugh
nmessage i ndicatin (or to_any device reachabl e

a problemto th
oy rade M suan a8PL KR T AP BB AGEY esazR o BoaRtvaF
| 055 of pover .t higiadas M fir WENPS did B 4RPmaERIAT e o b3, node

M sends a | ast gasp nessage to the AP.” Typi cal | the ™ at
gasp nessage is vmd;camwowwchwethloye Dmom%mmaﬂdmmaamﬂaf@th“ﬂﬂ)

conserve node’s a&gd@ ?];'%%({r #ﬁ l?a%ggg Cée %efePGRCé 11’1310 I'S Oaf%%lell' i?&fief%%ll ;/ﬁ(ej

reliably by other nerg corres ona
AP receives the | asbrdiasip dmess&@ee friterin qe(gjprd‘ﬂmmymb Nmﬂd—H,ed@emm by

it “or S\P. packBE): HPPREE: of NEte Yot Thectagato aninee iy eAehom -
to the B@S which indtbataithe DIENARIGS BRI diffle oy oﬁ@&pNﬂ@eSHaﬂﬁ :
from node M 5ExaEBI ?HEZS APNelt wor k Addressing for Transportation Nodes
Node H responds to the request from BOS-HB received from AP2 by
sending a packet including the network address of Node H. If the included
network address includes the prefix of AP1, the pack may be routed through
25 AP1 to BOS-HB, thus allowing a network address to determine which access
point, from among multiple access points, to use in egressing from LAN-7,
Node H may select which of multiple network addresses associated with
Node H to include in packet’s header sent from Node H. By routing packets
based upon the access point prefix included in the Node H, the egress point
30 of the LAN may be selected, allowing control of egress in multi-egress

embodiments.
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The present exanple has a given node that is a transport-ation device
as shown ip.Fi 5. Specifically, Node His a hybrid i y
have its b‘grptzlg%‘s?ﬂgharged froman electric grid. Upon {)ﬁal{ﬂ%gga?dﬁéﬂﬂo&ge
Hinto an electrical outlet node H attenpts to establish

conmmuni cation with an 10 electrical utility billing BOS called
BOS-HB. In the present exanple Node His wthin the coverage area of
LAN-7, a wireless comuni cati ons network using the | Pv6 protocol.
Node H sends a | ayer 2As@widsH iakiniibile addesdpable $$ a00inkdrddt ohERELH0ANE
access point within LANN7. API, an access point. with LAN-7 responds
with its |Pv6 preffothergpiich may rasiltdn maying qut gEdisect pentach with\eegiven AP,
15prefix from API j i MAC
address of a net Wgér,d%%éﬁfh&%@ﬂaeéﬁﬁégﬁﬁé?%&gp%gk%?@?’lr&( 1reom
AP', to create theodsaimjydeldrregistegert i€ they hpeiuoteseind®mamirggation Yith the

regi stration nmess Y associ gt ed w .LAN- 7 _and

recei ves %n ackno%ggg’%%?r%%e?y??c’(s)n%{g? ﬁaéIEDRéwsde%gW %c{citéoqﬁhg’l %o
registers with a slemniteB)mobissodesimaly sonl infANnitieado e oAdre AP n&nd
AP2 are both capa?l e .of conmmuni ¢cat i n%évmﬁﬁlh B?ﬁp{l_;lg t hrough .a .
communi cati ons nefXBFRCT BpsH, & 1e € /by ey 19F Ex degegiterpgiyen

whi ch Node H usesmbBil€h&Ribasc 1|pes @RE otbRUSalENAsRddr ess associ at ed
with AP2. Node H then sends an SNVP TRAP or | NFORM nessage to BCOS-FIB
indicating that it is on LANN7. 25Additionally, the nessage to BOS-HB
 ncl udesy4 nf or ey & PR CoMPINERFPRTRUPIIR TSP it LETa SBLIORKS
connected to the electrical grid and receliving power to recharge the
batteries of NodeUHlityB@Bvdis sapabls oReppoHingessmymécation usiogive dddtessihdre

el ectrical u e of Node H and.al sp.sends sages _to.check if de H
TS ot 11 o TREPRBFASTIEY v F opridhy S CAsion GoraD g ager iR &rsferabl:
30BCS- HB per fignigrPva. [0tk peeseritlyNaeried smbedimenk stk esfpiMchid shéteastNS
server. The DNS server, in responding tqo_ | ookup requests

cor r espondi ntf % "REHED BECCTRERP Rt hh Atk offifecisiem wawd bajs IBW? Guetirl
addr esseps assppbaifebratedi o MRdespettive spEeMi I8 pBRSt HBrark eé@f&e@‘aml e
enbodi ment, the route registry of the DNS sefver includes a unique
pref er ence i Fabements aEBY6capablp systemschapans asel shovasad desribed pondi ng
to Node H T, enee J.ndi specifies that AP2 is preferred
over API, as%g&ﬁgghg{%?ﬂggrgbﬂ%ﬂ'e 5 connection with AP2 than with
APl . Thus, the DNSgwerbven gemgrilized blook BESH of 4 odel6®0ne mag bk faddries s
associated with AR2.. BOS- HB .t uses .t he network addres soci at ed
o apo. i eioRoti bors, ABieE e 5BRsadh At pre g e R ke
event of2@ fe0d magintldeelevies inforiRE6RaenhtiolIeNs BB, 562, Naderadio

t hrough AP2, BOS- HB 8or§r§not her device on the network) may 10request
and recei ve TaRFolenand ipentacs 008 prpvals radio\wenikolica andinterfise 604, aneser apilt h

Node- H, d i i d
e and &eseNdataftefadd tﬁ%é &ﬁﬁ@ﬁrdﬂ&oﬁ‘%ﬁt%ﬂef‘&ﬁ elga%xt arﬁre‘iﬁe%dfle

network address for Node-H. e next nost preferr net wor
address for dariatefageOmpp perneeigo ARlave dedce €46; yowd miekee ditaiihterdace 607,

o vary ety shlcPbaftr ach e NACITE blertelle, (BIRRARG | PortiRen ey
DNS servdr myeciehanigpend Ry6packers, and may alib crhatrs nasmami IRV & thinnéls br one

or nore network addresses associ ated with Node-H, and may al so change
t he preferen%aqsﬁg?eé‘gef%}cgp%‘fa%%l"'ﬁg?tsﬁ%ﬂ"eﬁg%n according to one or nore

criteria (e.g. prwkiléniHe¥xhaphiodae bbo 4R asdANGE: PhefPZor HEAGNAENCE ON
Node-H, etc.). The request to change the preference
commodity, alternate embodiments may include metering capability.

While the example node 600 does not include radios such as a private

30 network radio or LAN radio, alternate embodiments of the node may include one or

more radios.
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20i ndi cator in the DDNS registry may originate from any one of

Node-H, t - (AP-1, AP-2. Node H responds t t
from BOS- Dgor%g@g?\%gé from AP2 by sending a packet inclu |1?1€592?[[?§gﬂg§
networ k address of Node H |f the included network address includes
the prefix of APl, the pack may be routed through 25AP1 to BOS- HB,
thus allow ng a network address to determ ne which access point, from
anong nultiple access points, to use in egressing fromLAN- 7. Node H
may sel ect whi ch Whikiekimmpleaodetd®is deattcdssednge dodiqRemuket h Node H
to include in gg{ﬁket' s header gﬁnt from Node H Béi routiqr}g packet s
based upon t FBOYEEERIS MY Ue MIHIRE SOMPRFTHEFIPAICIFRICRAEAI0Ss e egr ess
poi nt 300f t hgplbNBhiBYExRApRE8ELEE, al | owing control of egress in

mul ti-egress enbodi nents. . As Node His a nobile node capable
of novi ng from onBiguschisiadeneralized plorkrdiggrm ehameseessawinti70p as moy beig
out of digec W AGhm Wik i he. AR .

der egi st ej; a%orlrlgg?f e no%%gf—oglﬁ g%%g%p@g), dﬁaﬁpgg%ﬁﬁccﬁ%sf%ﬁémwmm
der egi st er edmiay alsheyt dsa\gatenay thaedes ima agmksuch s owirsidshLANenapP f or

a preset or copfiiqurable, .period of ti i tionally, .

21 Pernat i vel Fanis it peRinShlphabinonirner Al iorPos Whes AN ratues
not to deregyas, efpritie Mireldss R@id SdtR6rkadontrbifer AB4 Ry ireless I0EN Ratio Eéhtroller
deregi ster a given_nobile node based upon one or nore

char act eri st f¥sinterpey i ppiriperEr SP Yapratgppigrmtrofien 1966 Ty petwpyk IDs
NETWORKS g 1pv6kdtbéd1 oINPT ES mﬁ?gﬁg b &nRfe 2SHRRPHIKPI OP? fﬂgﬁéigl! trdler ON

using LPv6 addréssing and protocols nmay use a variety o Vi ces
capabl e of cweyhairshided gepapataly droabibhy routeriang 6timviclormaiter freerpbekments y

preferred e i conponents such as a utility node, an
pLh e

access point, an ack ofTice system woul d have | Pv6 functi onal
15support i nt egr aWahile ithet exainble acesp point V&0 does henincladpmdan suchRsaiivate

preferred enbodi nents | Pv bl e systens gonponents are shown
and descri be’&e(%?"ﬂ&g"éﬁt’fﬁegﬁ%ﬂr W&Pg& t%‘?ml?Odé‘ﬁg'Pt ."?the accesFpRLRYG
i s a gengy al nZrde bhoskméelieadgdiggn of a node 600 as may be found in
comuni cati ons network 600 described above. I n one preferred

enbodi ment, node Yileths sxayplerncpassaoiat R0 distinettfenmametst ot other daviasr
601, ; ' | ' 0r
menor yO@Q n angh{ (g.%'. 2 Fg@g%g@ ju%fna%%‘i’nﬂoﬂgﬁénft@&%laﬁ%%opd?& fhgate

radio controller an ter neter and external data Interface
605, and | Pvinghiamabiyolf agwde,modtersrel §0r arybitear davide exsystenain thabetwork.
interface 605 nay. nnect to l.aye devi ce 60 | ocal,, net er data

i nterface 607, anw%g?a%ﬁss&qllgﬁggllséeéﬁ@%etdaagﬂncggd%eﬂ'fcﬁu?ne %rface.

| Pv6 pr ditoc odmismiivhents raly ubO@uiiie dmpuess icleetramid dswos dricsfioiacket s,

and may al so, create, or nmaintain W6 tunnels or

encapsul at e/ TPIERTRRE AFSELPPELIY s as needed.

Figure 8 is a generalized block diagram of back office system 800 as may be

found in communications network 500 described above. Back office system 800
may include a communications server 801, a wireless private network

25  communications controller 802, a router and 6-in-4 formatter 803, an application
server 804 and a database server 805. Wireless private network communications
controller 802 may communicate with a private wireless network. The router and 6-
in-4 formatter 803 may communicate with the WAN. The router and 6-in-4
formatter may also include a tunnel broker, or a tunnel broker may be included

30  separately from the router and 6-in-4 formatter in embodiments utilizing a tunnel
broker. The WAN may be the internet, an intranet, or any other type of wide area

network. Alternatively, the formatter may be a 6 to 4 formatter for IPv6
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Wil e the exanpl e node 600 does not include a neter for netering a

comodi ty, “@Jbﬁ%ﬂapg enbodi ments may include netering %%%H@ﬁ&#%n6

Wi | e the exanpl e node 600 does not include radios such as prlva
30 network radio or LAN radio, alternate enbodi nents of the node nay
i ncl ude one or nore radi os. Wi | e exanpl e node 600 is

descri bed as a single device, alternate enbodi nents may use nultiple
conputers, electronic devices or radios in inplenenting exanpl e node

600. Figure ¢ndapsidat@Rnespplicafmh éammagltba%afyget)fﬂﬂ)he@tﬁﬁ&vﬁma%ﬁ& bé00
as may be 5 found in conmunications network scri bed above.

Access poi nt usegon awifithnatwgrka Bxemates, witheat haitatipny inchudedéilling appligations,
net wor k such

ot ormat  on 2ocopi pliERRnt; ko cBRURAH G AaBERRRS Al Blons,
private w r etedguradhandet mwisimmgapplit@ibnﬂ ﬁiél;woak wpplichtbas shé\agrautboy
controll ey and int C 5, and net rotocol controller
o e o me BN RS 3B B etk o b o0 ey SERLEEO &1 Ll
a tunnel broketom@rin@rfhesupplicdioakfr eﬁﬁﬂplb%hﬁl@ﬁh&%{épﬁ&ﬁ@h% ghotv hirom
the router and 6-in-4 fornatter in enbodinents utilizing a tunnel

br oker . customgpdp pentfo] @snekis ppiosiatadeithsa prdedr tozcmltr@bessvewépf ? Aedehcte
radi os such ﬂédeqnﬂ{alg&aa%o&eﬁtwﬁa &ﬂeht%r d%&ﬁ JystefiNa "c&mmc%@%aﬁ&g&

enbodi ments of the access point one or nore ra
Wil e the exam%nwnwmwﬁygppunﬁngim@umBOMst|nct froma neter or other

device ifythe netwark (8. G 9€)§;5‘?411?§00 gg%c)nb%‘é%ersr}%,%lglegg?%ggnagﬁg ot her

coul d conbi ne the func |ona
devi ce or systEemented beomednnote coibiless, &g eranplpoh Riulifile sérserd @58 dithed

Comut e 9, ol By Ol BB e soPa A Bk Gk BRI Y b B g

700. Fd)lgdlﬂfﬁrs%t b@mﬁut&@ N6ty FeSichpMrdikeddicARs ﬁmtﬂa‘le bagkuakf i ce
system 800 as nay I n conmuni cati ons network 500 descri bed

above. Back ﬁfiﬁlp%al%é%férﬁfﬁm)sw $G0anudes implemented acsass ondtigler ver
801, a Wq el &Sk Yrﬁﬁaﬁltf[b‘?‘é Mdsn@ép&mpf fetle OO Rs CBAGS &}Jgg e )g.ﬁegx?sao@

router and 6-in-4 fornat ,an app Pcati on Server
dat abase sermay alsgsgmmozemslum muitipde applivagiois. cBmmamphx a back office

controller 8 n t rlvate rel es rk. The
router and 6- %e% ?g}%t Itbérﬁ”%‘(ﬁ? untmég e 'K cflﬂ%r%ﬁg SW
router and 6As ancthdrexamplcchackmyfil s@ﬁemnﬁdyldeluae & LIl syBteAkaid, a f26x3R

tunnel broker may i ncl uded 30 separate fromthe router, and
6-in-4 formatT e ﬁ%g’é%?}cﬁ"wg’magoﬂﬁ ‘?fipaini’ W@’Lé A FRRgatigRRAY be ingldghig

may be tie |qddarceibl al®fndidéhBat®hent®r any other type of wide area
network. Alternatively, the formatter may be a 6 to 4 formatter for
| Pv6

UTILITY NODE SUBNETWORKS
Figure 9 is a generalized block diagram illustrating a utility node sub-

network 900. Network 900 may include a utility node 901. The utility node may
25  include a commodity meter, or may interface with a commodity meter. Utility node

901 is capable of communicating with a communications network 902. In one

preferred embodiment, utility node 901 includes a wireless radio capable of

communicating with a wireless LAN using IP protocols (IPv4 or IPv6). Utility node

901 also includes an in-premise device interface 903. In-premise device interface
30 903 connects to in-premise devices 904 to provide a communications link between

the utility node and the in-premise devices. Additionally, the utility node may
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encapsul ation. Application server may be any type of application =

whi ch may in a utility network. Exanples, wtho i.m ion,
i ncl ude bi%ﬁizﬁ%%gﬁiﬁfi cations, accounting applications, %{{Rg%gﬂs%ﬂhsg
detection and/ or managenent applications, configuration and or
provi si oni ng applications, network applications such as a proxy 5
server, a DNS or DNS server, a storage, back-up and or recovery
application, a custonmer interface application (for exanple, an

i nterface appldvidild @mrhshicdtbAMifk GVEQTRE if PremRideRleLFRCRE e
associated wth a node or to control aspects of a node), a node
manager, a c6EfmEnncATagetnoik 904 cenmkstodtothg yilitymoder communi cati on
manager or conmuni ' .6 ' [ : 1L.OWhi

of fice system SOOhf(g{el eé&g?t{l%é%?ég%ﬁ §ﬂ'f5%{8h%‘?e§£etﬁ‘{]ﬁ“{1§§ ﬁ?qe 1§5P§é'181§e H%ge

i npl ement ed orterfase 903 asvigne acetwiuk eddressitoin premisgldevioes whikh itps eapaeleoér s

in a data.center. .The descrj bed components. of Qack offi syst.em 800
my b | | oRENPLBCATEN R clPdiE POTHIE COPLTBR, Ay epierk Emant gepd by
across mul ti peénpediped €dvice iN@ebdd T3ak hiy IP BiBdss 0P feiz So15 MAL BEWBHOadHREs
be inpl enented, across nmultiple 15conmputers in multiple | ocations or

on nmul tiple ABERET Ks3n BRERMISE fipties s patasmvadi srayneniecdionyrteget Wor
i nclude mul tirpl §-gBRideGRYCOMRerfdce @0?&%}3'5@%@3,%%50\9%&&% ??’ 1?1% gw

include both an accounting systemas ) as a custoner
system As andsdréssessignedi en insprekissfdevice ostyisie efithemybricheiithihetha plentisd. ng

system apd arpro Lver. . Lt onal conbi i ons, of any.numbe f
appl i cat ?‘gnsTﬁ&asyﬁ%%élg]ﬁsgﬁ%&lg%d%ﬁ%Eﬁaglaac?ﬁﬁs% gﬁaﬁ%f’gﬁsﬁﬁt@e %‘lrl?b‘}?g“l'b ?’fér?? S.
UTI LI TY NODEthS\pBMEsMORKStility nodefprgrieeth® absigitd GP aédradsicaddhilf 6Cte
diagramillustrati a utiljty node subnetwork, 900. Network 900 may
include a ut F‘rffﬁsef‘)fﬁ%tﬁemgmmmr gigk pllovipeciee nodsy ImtheicApmytsagion
conmodi ty NMeh@ivorkOto cBRYnunitafy Wile theih bienfis QTR s nY 1HPsSiened KP dddbeds.
node 901 is capable of communicating with a communi cations network
902. In one Br&pRiepddusiiiss thindreuehene ppisiblaemeodiment ncl udes a

W rel essyqadi o capabl e of communicating with a wireless LAN using LP
protocols (IPv4 or 1Pv6). Uility node 901 al so includes an

i n-preni se devikxanipi¢ 2 -ladtyredid. Communénation WWing IPe6 NetwoflaaddBesing 3
connects to in-prem sendevices 904.t0 prov.de [ofa) ni,cations..| in
between the utility nots BRG ?fé"‘“}ptlﬁlﬁrpgﬁugiétydlggf B’étg]_%ﬂﬂﬁﬁff’ﬁﬂgw?éﬁ%ﬁ
the utility node @adar Apeolode3hCedarmseiic déployed ih h RsideatiMeRn (4 AemeN
prem se devi ces 904 .and H%e conmmunj cati ons. network 902 connected to
the utility node.3and s capaplgof gampppicating V‘téﬂréPféP?s&cﬁeéﬁ?ﬁ%@FWé?ﬁ",Vlﬂ‘tﬂﬁéhe
utility zpde in- plde)Srol@YmERipld ¥refokels and BinRasib Abhs fechRSIVEEK For
address to in prem se devices which it is capable of 5 communicating
with. In one possPBMlerbblyingdns! Cedar Anempt fonyaerieatswil devinesdising t he
i n-prem se devi ce. : i . : -

net wor k addr ess aggé}tgﬁ{élgéigsg pgﬁg?dr%-%f)e?gl %@éggg\?@ OIIE Elﬁ%?%ﬁ'te{b%wf %lil Y
conmmuni cat i ons ne€aoeR co@Mmunitagonsiwvigh BhCsepatipderizes cimmeétad & 180 Bommals

al so share, or al quvw sk} 'rir : of .the network.address. assi.gned to an
i n-prem se devi ce”out &f ge g’? ?WIEB%IH%PCWF%PW ’PFPée'B}SgaF%' es, 4
25 thermostat communicating via WPAN, a pool pump communicating via
WPAN, a freezer communicating via PLC, and a home entertainment system
comimunicating via WPAN,
The WPAN may be any one, or any combination, of network
technologies or standards including, without limitation, Bluetooth, ZigBee (
30 IEEE 802.15.4), I'DA, UWB (IEEE 802.15.3), Dust TSMP, Insteon, other
technologies based upon IEEE 802.15, etc.
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10Thus, in-prem se devices are directly addressable from outside the

sub- networ{,;, f"””f"P%’ rem se. The utility node proxies t%ﬁ@ﬁar&&gﬁgéP

address on be the corresponding in-prem se device

ot her nodes in the comunication network to conmunicate with the
i n-prem se device using the assigned | P address. Exanple 3
illustrates this through one possible enbodi nent. 15 Exanple 3 -
I n-Prem se Commruni cation Using | Pv6 Network Addressing The

present exanple is of ®tilifyiNdde)31rCeder avé boramigid@edaiFEleaiy MaEa udlity
Cedar Ave. Node 31 Cedar Ave is deployed in a residential unit (a

home) and is capaBft&oBsusksRYf F%‘ﬁﬂuﬁ’ﬁa‘é&nts RretAcqly- ehesiligpengtyask includes
(devices within t&ﬁezﬁmyﬁadeg bhPutqBasibihd dcBLs pefn@tag%h Sisabs for

conmmuni cati ons technol ogi es. For exanple, utility node 31 Ce
may conmuni cat e wrehagigiaies ] dsdmgAesher a wirel ess personal area

networ k (MPAN) or usi nﬂnﬂg&%ﬁ?ﬁeﬁé} RGe %fud!ase ar) elgc??nﬂc::ﬂérmszrﬁet Ilngt)?g “rrilé'icé

PLC capabl e devices conne hone"'s  power
hone i ncludes fi vmonmrpaﬁdnepmﬂthveteemcalalsagﬁckmhémc&hatAdmtmmmlyprdmgl

via WPAN, a pool pu co cating_vi a freezer co ni cating
Vi PLC and a holEIBAVE eI SE S GETaRmOdY s AR, - The
WPAN nay be any Ogfine@Ed &WnabRiialMdi@whidf mBBtAMPhkd Eeﬁ&*fmle E
standards including, without Iimtation, Bluetooth, Zi gBee ( 30l EEE

802.15.4), |rDA WagepflBghome2. 15.3), Dust TSMP, |nsteon, other
technol 096 es based uDOlQo&eFﬂEIEC A%éassﬁé'ng“an IP\{G a%ddresy[d éa'c{}%fﬁ’lgge%n

Cedar Ave communi cates wrelessly wth a uti network using | Pv6
conmuni cat i ons prprcmmldswc@né\‘adel?:lli@eﬁmvmkesithméw@ed B’tvbeaﬂdmtq forty

nodes and at |eas ne access.,poi nt nagi ng
node 31 Cedar Aveﬁjegrﬁf?’f’?%f’typ%ggmgiﬁﬁ%ﬁraq’n ﬁ\?&eﬁa}?ﬂeﬂ%@ Th"Blectricity
usage neter whi chediimiiniOatnanetwb Sesifichley, Bleatiworkaldresrgef Bk it-he
honme. Additi onal IB/ Node 31 Cedar Ave includes an interface faor other
commodi ty net er s, PIRRISeeYisesam shacedbwith an H-pramiseananggement pertal prhighyis

PSRBT NS 8, B OO i
and control the in-premise devices. The network addresses of one or more
in-premise devices may also be proxied by Node 31 Cedar Ave within
communications network or which may communicate through the
communications network with Node 31 Cedar Ave.

20 Through the in-premise management portal the homeowner (or
others) may communicate with the in-premise devices using the assigned IP
address. Node 31 Cedar Ave receives packets intended for in-premise
devices, identifies the intended device according to the assigned IP address,
and forwards the payload of the packets to the intended device over the

25 appropriate in-premise communication system (WPAN, PLC, etc.).
Similarly, communication signals from the in-premise devise received over
the in-premise communication system is input into the payload of a packet(s)
and send to the in-premise management portal, including the network address

assigned to the in-premise device,

30 The in-premise registry entry for the in-premise devices may read:
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preni se devices. Node 31 Cedar Ave shares the assigned W6 address ]
for the t , ool punp, freezer and entertainne

comruni ca?@g@&?{gi%ﬁ)k. Sgeci fically, the network addr%cﬁgﬁg@@#g&

i n-prem se devices are shared with an in-prem se managenent port al
whi ch is 15connected to the utility network and which all ows the
honmeowner to nonitor and control the in-prem se devices. The network
addresses of one or nore in-prem se devices may al so be proxied by
Node 31 Cedar IMwRremiseRegistymuni cati ons network or which may

comuni cat e through the comunications network with Node 31 Cedar

Ave. 20Through thg in-pren se|[managene portpal the heseow)er (or
ot hers) may (:orr#ﬂ%e%ﬁégb%ﬁ'?eh tthe ’%g'g e d

Y deviemmunisimg the Naive
assi gned | P address"“fRi6de 31 Ced]g‘?mﬂg‘ X&Si ves Pedielogyi ntendéde¥or

i n-prem se devi cesy,, I TTeg T he JjpfEnfed devi Ce agcording 1o, The
assigned | P M—s—éue»pa;&-oad ketls to~the
i nt ended device ovdfreease 25appr opr AddEsy hi- prepi se & ni cat i ofLCy

system (WPAN] PLCpogfump Si M|l arl ygdeegmuni cpt i orziglg&nal S fronzz'f he
i n-prem se de¢vise Tecerved over—the fn=prense—comnteatign—system
is input int %’HE“*B%‘?F’H SR & pacz‘gfh?\e and lsend 4'8P%he i n- prefi se
managenment portal, including the network address assigned to the
i n-prem se device. 30TQhe.in-prem,se registry entry for..the inspremse
devi ces may read: WO Qﬁ%@?ﬁ%ﬁ‘ﬁ&’l‘f% ﬁ%%ﬂﬁgﬂ%éqkrﬁdﬁeé?ﬁsﬁd e
Regi st ry 3 n- Pr em membe\comenuiNivatioeshigies th Bio® chieimibidatiAeiBét@Sen the in-

| n- Prem se Conmuni cation . : . L
premise d%wces and outside of premise communications networks.

7

In one preferred embodiment the utility node may also maintain an access

control list (ACL) for in-premise devices. Using the ACL, the utility node ailows

10 access to an in-premise device according to the ACL. For example, the ACL may
specify that a home security system may only allow access from a security portal.
Any device or system attempting to communicate with the home security system
will be denied access unless it provides the appropriate verification information
specified in the ACL as corresponding to the security portal.

15 The utility node ACL may also specify service ports or network daemon
names which are allowable for either, or both, inbound and outbound traffic.

In one presently preferred embodiment, the utility node may assign routable
network addresses to in-premise devices. In premise devices may not be capable of
using the network address, as in Example 3 above, where WPAN and PLC devices

20  use their own network address and have assigned an IP address. Thus, the network
address assigned the in-premise device is proxied by the utility node. In
embodiments using IPv6, an access point may assign a portion of its allocated IPv6
addresses to the utility node. In turn, the utility node may allocate addresses to in
premise devices from the IPv6 addresses assigned the utility node. In one preferred

25  embodiment, the AP may allocate a block of continuous addresses to one or more
utility nodes. The utility nodes may then assign any of the allocated addresses, or

portions of them, to in-premises devices.
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Technol ogy Native Address Thernostat Address 1 ZigBee Zi Freezer

Address 2 RBlGyidlgetssPool Punp Address 3 Zi gBee Z2 Enter t gl in®Bhlsoeisd €M
Address 4 Zi gBee

The network address assigned a device may be, partially or entirely, based
upon the MAC address of the utility node communicating with the device, an access
point, or the device itself.

Additionally or alternatively, rules or policies may be used to determine the

5  allocation of addresses to in premise devices. Rules may be based upon the device
type, device attributes, network technology or network protocol used by the device,
the device’s commodity usage type (e.g. electric, gas, water, etc.), the device’s
commodity usage history or characteristic (e.g. high usage, moderate usage, etc.),
the premise or section of a premise the device is physically located in, or assigned

10 attributes of the device (e.g. the importance of a device, the use of a device such as
medical equipment, fire suppression equipment, security equipment, emergency
response equipment, etc.), or upon attributes assigned by a user of the device or the
owner/operator of the premise. Rules may also combine multiple factors listed
above, for example considering the type of device, the physical premise, the

15 electrical power consumption, and whether the device is related to security or
emergency response.

Additionally or altemnatively, some network addresses may be set aside for
particular devices, uses, users, etc. For example, certain network addresses may be
set aside for emergency personnel or their equipment. Thus, a mobile in-premise

20 device of an emergency responder which appears on a given in-premise subnet may
be assigned an address from a set-aside group of addresses for such devices of
emergency responders. The address given from the group of address set aside may
also be allocated according to a rule, for example assigning an addresé based upon
the type of responder (police, fire, EMT, etc.) their affiliation or organization

25 (department, precinct, etc.) the device type, or any other attribute of the
organization, purpose, device, etc.

Example 4 illustrates one possible embodiment for implementing allocation
of addresses to utility nodes and the assignment of allocated addresses to in-premise
devices using utility nodes.

30
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Z3 Node 31 Cedar Ave uses the assigned network addresses and the in

Sprem se c&,@(};g@ylmg%j‘on technol ogy to all ow comruni cati %19%?@@?}(@6

i n- prem se ces and outside of prem se comruni cati ons née

In one preferred enbodiment the utility node may al so nai ntain an
access control list (ACL) for in-prem se devices. Using the ACL, the
utility node allows 10 access to an in-prem se device according to
the ACL. For exanple, the ACL may specify that a hone security system

may only allow Bes@pk 4 L ARigniHE THPremiseAPVENetw Tk Lfires@s OF System
attenpting to conmunicate wth_the honme security systemw || be

deni ed access unl ess i t PilEYpadswitha nadgpnasps ofdviatedM Hideployeshin 2
o & oos P _ ; - o
i nformation speci fri&gbntin ﬁn?ﬁa'ﬁgnegﬁéﬂl%Eﬁp%ﬁ@%ﬁgb%uhﬁaﬂgﬁggﬁﬁgﬁ%%ﬁse

portal. 15The utility node ACL nw S0 specify servic
net wor k daenon namMesiceshideticerveittan Heiminiesor hoighboridparomesy thbmigh miltiieund

and out boynd traffic, In one. presently.preferred. enhodi t
the utilify node l%é}o%oslsé%ncomlf%‘baltlgn%%m:k%%d??‘@ét?élgl%g@?tﬁﬂgﬁgﬂ%‘%e
devices. |In prem seleiyheesnisdity ittter MhicanaBliseh®flctfitifBuded én Hehemek
address, as in EX%E%| e%gfsgbove, wher e WPAN and PLC devices 20 use

r

thei r own networ k “ad¢h PhePrpmyRIcae v euiceisineriRan VESN e, witle

network address apsicangsbit BevitddcBRAAG0 HRMoRRd fovR: R4l eFhbYohbe
utility node. In enbodi nents usin Pv6, an access poOint may assign a

1
portion of its al ﬂm@mé@xjw&r@a@g@é@emqhmmmmﬁwewdhédetexrfmuan,
h ili d ' i se devj.ces.

the utilipy node %%Ltoc%gﬁﬁng&g@g%&eﬁpm 'a?re?fe?%l%gmlm%ggrggﬁzla%gpa

the 1 Pv6 addresses assigne 'ty node.” Th one pre
enbodi nent, the ARommylaahlsgsteheomnmbinGakng®bver WP ANUD visle@ can@s Sbscht O

one or nore utilit odes. The iJity nodes may t hen si_gn any. of
the all ocated addpé’élgg’;f,apSFtlodlo?#f‘%fﬁ%m%?“dtCr?éqﬂ’u“c“)c/?t‘?s‘ﬁ’-vﬁg’fﬁ"g\gsa healh ces.
The networ k addr essnasSh@ednowhiRE s idhitobthe HealtH éBinl eldeRly BREVE &ldY
based upon the MAC a(i!1 ess of the utility node comrunjcating with the

dr
devi ce, an access VRANfOMIgIGatEs oyex, VEAN, 28 p homagaicttriamant sysism
alternatijyely, ruk&amdhicR@ld %hePpARY be used to determ ne the

Meter HM communicates wirelessly with a utility network using
IPv6 communications protocols. The utility network includes other utility
nodes and at Access points AP214, AP137 and APS8, as well as a BOS for
managing Meter HM. The BOS also includes a customer portal whic‘h
20 allows the homeowner to either monitor or control, or both, some or all of
the in premise devices.
Access points AP214, AP137 and APS each have a /64 allocation of
IPv6 addresses. Access point AP137 has allocated a /125 of IPv6 addresses
to utility node Meter HM. Meter HM selects addresses from its /125
25 allocation of IPv6 addresses to assign addresses to the in-premise devise
which register with it. Meter HM assigns addresses to the thermostat
communicating via WPAN, the freezer communicating via PLC, the home
alarm system communicating over WPAN, the video camera communicates
over WPAN, the health monitoring system communicating over WPAN, and
30 the home entertainment system communicating via WPAN. In the event one

or more in-premise devices is removed, or unregistered from Meter HM then
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5al | ocation of addresses to in prenm se devices. Rules nay be based
upon the i , device attributes, network techn

net wor k p?%tbgggﬁ’&%%gd by the device, the device's comrgﬂng@%g“
type (e.g. electric, gas, water, etc.), the device's combpdity usage
hi story or characteristic (e.g. high usage, noderate usage, etc.),
the prem se or section of a prem se the device is physically |ocated
in, or assigned 1l0attributes of the device (e.g. the inportance of a
device, the use OMefer@BMintA reakeiinale MERWb&kaAIRM4sBIFRAT to th fehoved or
suppressi on equi pment, security equipnent, emergency response

equi pnent, etc. ), UHERiSisEd iapremiptifeviceds anefherdn plemisadaviceof t he devi ce
or the owner/operator of the prem se. Rules may al so conbine nultiple
factors |isted above, for exanple considering the type of device, the
physi cal preni se, Allheatibbef blocks afaddpseses fo wiity nodesinoay, beaagregited her t he
device is.related to security.or-energenc espanse. o

Addl ¢ 1 onat | yeapled 8RR blid EEEHERRGY RGPS of iy negpork
asi de for pagddgedphivallgderiogRally,usfshave G€drss bhdcks alfstatcdXadiph eubseedit ai n
net wor k addresses may be set aside for energency personnel or their
equi prent . TR782blg addngss Rlogks. preni se 20 device of an energency
responder which appgRife MdveenyAehBodihen A5 fYRBlenBYalfeassi gned
an address from a set-aside _group of addresses for such devices of
emer gency r espumdeicae withe uitidy wiclels asgignedite forgnsalipdat) thelshmess set
asi de may al | C | . . I .

assi gni ngo anﬁlg re@éﬁﬁ%ggﬁ%bgﬁ{rﬂgg%ggdlﬁf ﬁtrgéga Bti'%ggrlg' g‘t’%ﬁ%‘é‘?‘”‘%"? rt%,
EMI, etc.) témmmuastdte viaattilionnates fogansighhbrionp2hisdepar t nent, preci nct,
etc.) the device g%‘@ethorb any other attribute of tge organi zatign,
pur pose, devi ce, & Hie above ¢ useq cpptniops Wogks of a8iysrSigesegerding

enbodi ment  f RrCIDR{CERRES RgeralohRGiondis) Hotalidfl SEHAR dnsbddithéitd YoulPGRs
and the assignnent_ of allocated addresses to in-prem se devices using
utility node¥drespblogks,ofany sige, Whafher sRPGRHIONE OIRWNGORENRMSS Net wor k

Addr essefs A utility node with a node nanme of Meter HMis

deployed in a residential unit (a honme) and is capabl e of
communi cat i ngTRANSIT RFRAGKEES FRGNM 8N RiGWGPE THROUGH Ry4NEERWORK

nei ghboring horresﬂ)etgx%iﬂyt% Mﬁeﬁ@r f use 6 to 4” or “6 in 4” communication through

an IPv4 network may be made by the access point, the back office system, or

another component of the system. Communication between an IPv6 node in the

20  utility network through an IPv4 network may be through either “6 to 4” or “6 in 4”
communication, according to the type of node, the type of network, the selected
access point, the back office system, the type of message, the contents of the
message, the desired security level, etc. For example, for increased security “6 in 4”
communication may be used. Note, “6 in 4” communication is often referred to as

25  tunneling, whereas “6 to 4” communication is often referred to as network address
translations (NAT) or packet encapsulation.

Figure 10 is a generalized block diagram illustrating a network 1000 where

an IPv4 tunnel connects an IPv6 LAN to and IPv6 back office system. Network
1000 includes two local area networks 1001 and 1002. LANs 1001 and 1002

30  include nodes 1003. In the presently preferred embodiment, nodes 1003 are utility
nodes. LAN 1002 is connected to access point AP1 1004, LAN 1001 is connected
to access points AP2 10035 and AP3 1006. Access point AP1 1004 and access point
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5protocol s and comruni cations technol ogies. Additionally, Mter HM

al so incl Hpmdit meter which neters the el ectrjl LN
t he hone. Uﬂg)tslg‘?s@ ?my cgmmni cate with devices using e%%%%o‘&@iﬁ%r
PLC, with PLC capabl e devices connected to the hone's power grid. The
honme includes six in-prem se devices which may conmmuni cate with Meter
HM a 10t hernostat conmmuni cating via WPAN, a freezer comunicating
via PLC, a hone al arm system comuni cati ng over WPAN, a video canera

whi ch moni t oP2a 0P ténrebt 18 fcofffinRATBNAREVGRTIDN| AedeSSpanreAPIRAN a
heal th nonitoring systemwhich nmay nonitor the health of an elderly

rel ative andCOHIcE! [ ermmIARicaions nefwork V9N In Hicpresendaretyted opbiodinsat.
system 15conpufhGaichiiths hefvoff o7 and.lOOQ?’E%i%é’Ms&HémHﬂésp PLER office
wirelessly with a utility network using I'i Pv6 conmuni cati ons
protocol s. Thtam BKS:Y 16 aeonécts tocWARRI0Gt Barck offick isysem &2 A0 at

et or > Tngoriees &t WA o TR @8 Mk e Tyt 2000 vl orihe

homeowner toweWANeroeNitor or control, or both, sone or all of the
in prem se devices. Access points AP214, Al1P137 and AP8 each
have a /64 al | ocallt Bf cxmplpgabedigient LANs 180E aad 1B qommupmente ysing the

al | ocated a fFd%rebcdll SyRiIANIVEERGDOS Qrilidd the IPL6RBHENIMELEEndIbtolEL er

HM sel ects addresses fromit's /125 25allocation of I Pv6 addresses to
assi gn addr essesss peint AB3 il i0 cenrestngibANSKHOMY BEAN 0% tusitizesi IPHO.| Back
Meter HM@ss|ERs sﬁ&%?%%%?l § 6od, %@s‘-?%ﬂﬁ&%%o@%%i“aﬁ%{iiii‘egth}ét@vs"‘PAN’
the freezer comuni cating via PLC,~ The hone alarmsystem

comuni cat i ngommenicRAblprdtbel.vi deo camera communi cat es over WPAN, the

heal th nonitoring co nj cat i over WPAN, an Ot ,he hone
ent ert ai nment Sys}@%’ﬁ éﬁ%ﬁiﬂnﬁﬂ ’?19&“'9{?%3%? nphFuppt &ngAcBﬁsé PSPtpr e
i n-prem se deguaced 1085 WABRREnecO LA (E2 268 @ 08 réspedtivivRi &7 WIAY 1 6®Nare

Met er HM may reassi gn the, network address assigned to the renpved or
unr egi st er ed°aPabisEFPeBILgTiIREUsing N6 pRG N RagliGipating dpa meghagdsm that

Al'locati pn OfchitRedSamift o B6ERERIs Lol W:AtN 16@4@%6@1’0@%@%&@%}3“

Saccording to various criteriia. For exanple, different sections o
the utility WeeWere&, geographically or logically, nmay have address

bl ocks al T ocated Lrom.a 5t ¢hodd 1043n' 1304 065 i ¥i¥568:1 1009 or

BOS-2 1010, is sent using and IPv6 address and packet format to access point AP1
1004. AP1 1004 creates and uses an IPv6 tunnel (dynamically or manually
20 configured) through WAN 1007. An IPv6 packet from a node 1003 on LAN 1001
to BOS-2 1010 may route the packet through WANI1007 or through WAN 1008. If
the IPv6 packet is to be routed through WAN 1008, AP3 1006 is used and as WAN
1008 is an IPv6 network , no tunneling, translation or encapsulation need be
performed. However, if the packet is routed through WAN 1007, then AP2 1005 is
25  used an the IPv6 packet from node 1003 will either be passed through a “6-in-4"
tunnel, as described in Figure 10, or may be encapsulated in an IPv4 packet for
transit through WAN 1007 in a 6to4 virtual tunnel, as described below in connection
with Figure 12.
As shown in Figure 11, packet flow between the access point associated with
30 the IPv6 LAN and the BOS is through the IPv4 WAN.
' Figure 12 is a generalized block diagram illustrating a network 1200 where
IPv6 packets are passed through an IPv4 WAN. Network 1200 may include two

-23 -



Wil e the above exanpl e enbodi nents had the in-prem se devices

commruni cat Jatility node which is assigned to i

at) the soﬁ’gvyf 6?2%’! se 01}/ the utility node, gl t er nat é%éc%ﬁc;ké!)@@hﬁgﬁ
may all ow i n-prem se devices to communicate via utility nodes from
nei ghbori ng prem ses. Wi | e t he above exanpl e used conti nuous
bl ocks of a given size according to CIDR (C assl ess Inter-donain
routing) notation, alternate enbodi nents could use address bl ocks of

any size, Whe$daPire£ AdtivoridQe] Bd 1X02: CANY IM00Usd 1362 ThEONShdde 2PAARETS
FROM AN 1Pv6 NODE THROUGH |i Pv4 NETWORK Det erm nati on of whether to

use "6 to 4" typressnilypipfered prrbrpinant.aivdenk2Oa gre wHity pRdesnEARNSIROMaYd be
made by the QQ%éo?mHQﬁi@&te Wit SoRECK 08 ubing TP v/ tbRbLs Rhd leﬂéé(gfn@. LAN

conponent of the system Communication between an | Pv6 node”in the 20
utility net wd2@2 isleponegteddn adcRssipommitAddlr 120da A3 12(Hrip nopimeetied heaccts t o

4" or "6 kn 4". co jcat o or di.n f .nod t e
of netvork, PRESCTLIEH ks BRE0UCphie BT 1HP Lo RS BB 193 1ot
type of nessagmecttbeomanintationsafetwdrk 1002 sAGss pdist ARS 1 Z0Bdoafety ot Y

| evel , etc. For exanple, for i.ncreased secyrity "6 i "

communi cat i oﬁoﬂﬁ?‘n‘ﬁgg‘ﬂ’éé’&?‘”%t@q&%ﬂi’?lpr&senﬂﬁﬁf%‘m@aﬁn?%ﬁ_@@tpf ten
referred to 3smemhiBiGsinBEvork1E0935d 1804 Seid CABTHHVEAL W S Of ten
referred to as network address translations (NAT) or packet

encapsul at i ogommunicatemsigg ARvARyotogols ané addregses dinclsloffide sustergBS-1 1209
illustrathng Rk WLk Rel LAN
to and Ilty\)/G Bgng{%&g\f@i ce ggngem ﬁgﬁﬁgﬁ%o%gg:}ﬁglgg@g}%ﬁs\go I%@?‘:Igﬁ\ég%ea
net wor ks 100 Bacinafffit®O@tenh BRS-3 0D @ndectOo2WABDIA08c| ude nodes 1003. In

the presently preferr og' n 1003 are utility nodes. .LAN
1002 is connect edAt%’dgg%@s@n %ﬁﬁ?blﬁf(?g@%%.nglﬂgﬁlnieéﬁafeit%o%%ﬂﬁ’élé’feeﬂf to
access poi nt sheARek 43126 sﬁﬁdnsA}E’GSJIQQ@S-A%SRSJQhﬂlEt past thiSlh cAB @r BRELSS
poi nt  AP2 1005 e t o communi cati ons network 1007. Access poi nt
AP3 1006 con Vcd'_t‘g’m lgh?rﬁhh?(@ati ons network 1008. In the presently
pref erregs embodi nRBle 1203URMKING2D1 91 B2 NAENRHMIPIOPLKaNEinkORE 1BYs W de
area networks. Back office system DOS-1 1009 connects to N 1007.

Back of fice 3J8esh? O@PPropualy ageesbprivicle sommunsate igTtha intendafbagodfice
Back office §9§§etn‘? MinB6Sevint B COMIGE IR ihiRndtaNadiPffice system, AP1 1204 may

be used to connect to WAN 1207. AP1 1204 receives the IPv6 packet from node
1203, and may encapsulate the received IPv6 packet in the payload portion of an

20  IPv4 packet. AP1 may have or acquire a global IPv4 address for itself for this
purpose. The [Pv4 header with Protocol 41 is prepended to the IPv6 packet. An
[Pv4 address associated with BOS-1 is used in the IPv4 packet with the IPv6 packet
as payload (the IPv6 packet is a datagram within the IPv4 packet). The IPv4 address
of BOS-1 for the prepended packet header can also be derived from the IPvé6

25 .. destination address of the encapsulated packet by extracting the 32-bits following
the IPv6 destination address’ 2002:: prefix. In such an embodiment, the IPv4 source
address in the prepended packet is the IPv4 address of AP1. The packet IPv4 packet
is then t;ansn_;_itted to BOS-1 1209 through WAN 1207. BOS-1 1209 receives the
IPv4 packet, and extracts the encapsulafed IPv6 packet. The payload of the IPv6

30  packet is extracted by the BOS-1 1209, In this manner AP1 1204 and BOS-1 1209
use a “6 to 4” tunnel translation though IPv4 WAN 1207 without establishing an

explicit tunnel.
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In the exanpl e enbodi nent, LANs 1001 and 1002 communi cate using the

| Pv6 pr ot og@lspsaofsh arly, WAN 1008 utilize the IPv6 corpwﬁ;_ |
pr ot ocol . Agcesg‘é'?jbpo?h nt AP3 1006, connecting LAN 1001 to ;s %{5@1{1‘%

utilizes IPv6. Back 10 office Systenms BOS-1 1009, BOS-2 1010 and
BOS-3 1101 all utilize the IPv6 comunicati ons protocol. WAN
1007 is an I Pv4 network, and does not support |IPv6. Access points
1004 and 1005 which connect LAN 1002 and 1001, respectively, to WAN
1007 are capabl e Aftemotivaly)iARit 120g receivivgy thEPy Gapedketfrqpanddeci20afdndg i n

a nmechani smthat 15 ilitates, tr it of |Pv6 packets_t VAN
007 o o Sabsite skl Gy dl padhs o VansRRS RS BN P Ak by
node 1003 onwAN 12002As hdvenidakis hnn&X&P 111 202084 BOPCP26 4848l ths sent

using and | Pv6 address and packet format to access point APl 1004.

AP1 1004 cr e&f@3ngeilvepeckesihepgleBva AN Y28 nani cal Iy or manual Iy 20
conf i gur ed) thrOUEbsViAi\éobq{?tEndiﬁ%thA%}{ aRRCKEL «f {ﬂ&%%fggggu 0894 WARAN

1001 to BOS-2 1010 nmay route t packet throug t hr oug
WAN 1008. | f achi@vb PAN pag ketd andPy4 pirdet toudRId] 206 rtreggh WANN 1008, ARP3

1006 i s used d_as_ WAN ,10 is an.l net wor k no _tunnelin

transl ation bgdhelﬂﬁya%rga?ngﬁ“gﬁv%@gﬁxB%F%Zﬂ o?m s of fhzdg et racplv ‘ﬁgom
packet is roBOSdl 1309cingintdiiNd ¥ohbde tl DE3) aRRRInbARSIFVE adBresisi0 beaffetthely
| Pv6 packet from %ﬁ%e 1003 wil] either be passed through a "6-in-4"
tunnel, as deXVFIELET rANBRfiRedhe ey paghetipyeiivadi¥ 4¥d in an EPv4

packet fqay transi Eﬁehﬁﬂﬂﬂé?_a%%t%%%lﬂoﬁirﬁ‘e&}ﬁ@% kLpikit Edﬁ%sa@hayao%_

descri bed bel ow in connection wth Figure . shown in
Figure 11, pereited throush dvernswre vé VadNe for merethanpne dByGatuanelsinal bg0

the LPv6 LA | . Flgure.12 is
a general i 22%rg %P%%‘E&ﬁlﬁ %lg% ]I&>P|Efl?gt r H'%Sgé ‘iigﬁlé%/é\%g}) EVTE(S’SI‘D\,\%C%?%% 6
packet s are Fassed. tHor exaphplaiNddev20ANLANEL 20drde 120D Eendmyn | padiest t wo
| ocal area networ 1201. an 202. LANs 1201 and 1202 incl ude nodes
1903, 't noSHEEEIPYE A ERde PEGormBit aties PABUe o RaRE e ! 1y
nodes. LANs iheddedibatk b2fck sso8H Th Galeenti BOSNAd6s ishRO itétded BadkPDifice
prot ocol s and addressi n%. LAN 1202 is connected to access point AP

1204. LAN 129810 ASdride mey beagsebiosennast iso Vs 1452 Ao 04rerensos thez 06,
Access poi nt E@giaaéiégﬁﬁﬁl?g)ggq 965 SnPHaD bseablih LA PV ERARE Cor thy access an

conmmuni cati ons networ . Access point AP3 1206 connect’s

communi cat i otséablisheddPr6 tupod) threnghHBvHMeSNARIT Hriwinst brolerdmbiotiowaht |
conmuni cati o ' rea networks which
communi cat e WY R4 pra AP e 08 S B07 18, U] FRERB N
BUS-1 12110 1@cfenedhmcisSitdotuddl) WRAE theBendfic bétiveerensigs be pitiROSid2 int&idad

connects to 1 ack.offjce system BOS-3 1211 connects to. WAN

1208, RO a8 AEasdeti L e SebEh Henred embp i ABeYah® 5 one,
or nore, of fubgelbAckn®hiratied sehiptBaFbdBhdngeB68iwéen RGBS pSntdfihe Pass
t hrough one or, nore W4 WANs 1207 or 1208. 15Node 1203 on LAN 1201 or

1202 sends atfithy Betygekend algek §ifigssystemdn establishing the tunnel through the wide
area network. In one preferred embodiments, AP1 1204 establishes the [Pv6 tunnel

25  to BOS-1 1209. However, alternate embodiments may have one or more back office
systems establish a “6 in 4” tunnel through a WAN to one or more access points.
6ind tunnel is a configured tunnel. In alternate embodiments, UDP encapsulation of
IPv6 packets may also be used, for example to prevent the transiting packet through
WANI1207 is not blocked by any NAT (Network address Translation) device that

30  may be present in WAN1207.

The IPv6 packet IPv4 received by AP1 1204 is transmitted to BOS-1 1209
via the “6 in 4” tunnel through WAN 1207. BOS-1 1209 receives and processes the
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address to the appropriate access point to communicate with the

i nt ended b@(&k office system In the event BUS-1 1209 is the intended
back offic &%UéFﬁ"APl 1204 may be used to connect t o REAKYSEANFPOIIAGH
1204 receives the 1Pv6 packet from node 1203, and nmay encapsul ate the
received | Pv6 packet in the payload portion of an 20 |IPv4 packet. APl
may have or acquire a global W4 address for itself for this purpose.
The 113v4 header with Protocol 41 is prepended to the | Pv6 packet. An

LPv4 address i at i { i 1 he
TPvo packer  Beaska Sl BPESL TootmiPls i MEkall b AR Co ol |
packet). TheAPP204dsing e “6fin BOBmbelfthrough® ¥ dpéhded packet header
can al so be derived fromthe | Pv6 25desti nati on address of the
encapsul at ed packet by extracting the 32-bits following the |IPv6

destinati on arRIANSSI 020924 PADKETSTHROUSK ANaIPvE I TEMAN NETWORK
source agéjress in_the IDr_epended,packet is the LPv4 address of API.

The packet |Pva pBERE 3 is 2grasialized blgskdiagiam Hlugrgting ametork 360 yhesaan
1207. BOS-1 JROYFEEEIN AR WEHL T .

encapsul ated | P\%1 packe? _ﬁssgﬁgu%%ﬁaggg&gg@he I W%lggﬁgg&gﬁudestwo
extract ed bylachlerg@ustworks 380! and 1302s Ladisridf1 arl 13020x4cladeinddes] 3031469
use a "6 to 4" lL.ation though WAN.. 1207, Wi | S

est abl i shi ngﬂlgr?%eég%ﬁ %rﬁeagﬁr?ﬁ%f)&mm{] RofEs lﬁﬁ?greﬁggll{%(/neqdﬁ' ;‘g%u]f'%lls
recei vi ng t heorinPutéd peackess pbind P dde4.1RARY 13806k @naepsdioakceesEpviits AP2
packets w thin UDP nackets for transmssion to DOS-] 1209 using WAN
1207. As bo@SW‘”&?ﬁ{;’%ﬁarﬁ%?ssRﬂm 19 desoersiit BSOSt Bl o t o
exchange | Pvéomatkieitfonk RE@aN 130 4508 pbaR 13008 Recks *2RQPrhiiendheig to
send a nessage to node 1203 through | Pv4 WAN and Tv& LAN may send an
| Pv4 packet Pgwarkl3P80in thepaesgntlwprfersd ymbagiment commpapicpiiensasavaks W6
prefix to th : Kk I } d
i nt ended for %ndg(?\élallgg%?&yflgé\ﬁe%g%g&f %ﬁi ggﬁ:'?\égsgerpwe ﬁgﬁ? %%%%\gléf ;ﬁ/.)n
converted foWANAMH BackmdficehsystemcBOSEd 3pa ctomtecimve WATNGOT A W20 .

10 I n yeis; an en ' L, ent n, | p licit tunnel”
may be cfrseat gﬁf ﬁa@%éﬁfc%%&ét%xﬁ%%’-gq;)g&o% to(@ﬁ?r&?@?t han one | Pv6
tunnel s may be cri¥edesd3thooldiN B30JiavelPvi RodesWiikh esmmbisieatd usiay SEey
above in connecti i Fi.gur .. For anpl e, Node 1203_on_ LAN
1201 or 1202% f‘efﬁ%f?ﬂ]%ﬁ"_ lﬁﬁbé“%%éﬁ%‘f%q&‘%ﬂ%gwiﬁa%m TefiRests BQS { HY:
appropri at e ahkigResnieeisié LIAO I HRLERIFS6WANsEAE acckss hdiheNHASAvdack
office system In_ the event BOS-1 1209 is the intended back ‘office

system APl aseplighed by ngde b3 i2sending ar P ve packston 2N 138 1204
i he W6 f.Lom; , i
oL yer e 1V a0t 05 A0 KGRI SR T gy

tunnel (or nmay access an establish
1207. A tunniéls d9se |8 hap dte cahabilnty toreead det debtiinasinn ApadePintthe [wdadacket but

t hrough | Pv4 This. ihS..a confiqured tu ef as
6i n4 tg unnel )d(%%gl?é%ﬁzxgap?%aﬁ ?‘%k%t’g}éet%avg%er%% 0des t%%?g'% ﬁg& iy %ééiigﬂrﬁﬁded
BOS and AP nodePwi WAN 1307 BOSp! e309ndnkdyB@8-2f1810 beth@aboie drpHbilitatoray s
use this tunqelt ﬁgc nf i gur at,i on Scri'rﬁ% may be exchapged 8 tween the
access poi nt>'gf e V‘ﬁ?‘i'cllkg?{/eaﬂél?ev\i?l“?eé méat%’é}@Ederfﬁaé’ ag'y% §$5W9 and

est abl i sis NgBOBL 110AG0L dehérledPvd R k¥ fifterRic® Bor'TPLARSdE 1318 M Baverse
preferred enbodi nents, API 1204 establishes the 1Pv6 tunnel 25 to

BOS-1 1209. thesweh &Y AN 308 andfervesding ioade d 3hhy ARd36he or nore back
of fice systens e LSt Al 354" t N to..one or
nmore access poi n?@%%?ﬁ%l%ﬂg&e 2R1lv§ egt]%g@n |t§1&?’28‘%tg gﬁ%eﬁy}jéﬁal%al%fhg}’ﬁja?zép
enmbodi ment s, andpPnearicthp Sendaaddonss avd hdadés palPkétand aRy rekdsad bepuseshyldadr

le t t iting’ t h WAN12Q7, i i
bl ocked by SoRAe PREeCPRR S BRE S aal o R O AN 39858 oy
be presadt i6oddiNGROTnnels like alTbthet Pw6 ppéleisado; BOSH J00GRAH BTk 131 0ABkive

1204 is transmitted to -1 2{%(3)9 via the "6 in 4" tunnel through WAN
and process the reformatted IPv6 packet, and also generate an IPv6 packet in any
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| Pv6 packet. Sinilarly, BOS-1 1209 may send | Pv6 packets to Node 1203
t hrough AP, ing the "6 in 4" tunnel through WAN e FIRANS| T
OF | Pv4 PA éﬁ‘%ﬁfl"f AN | Pv6 UTILITY LAN NETWORK 5Fi"3fF?‘£522‘§’“|"":1§%
generalized block diagramillustrating a network 1300 where Tv4
packets are passed through an I Pv6 LAN. Network 1300 nmay i nclude two
| ocal area networks 1301 and 1302. LANs 1301 and 1302 include nodes
1303. In the presently preferred enbodi nent, nodes 1303 are utility
nodes. LAN 12Qgonse t&&rumﬁﬁmcmnaﬁmengmwmemkﬁﬁﬁ pa@lt 33Qhvireq
connected to access points AP2 101305 and AP3 1306. Access point 1304
and access pbagito ogpriycAP? BWdmferaitdaforoagedtanasie31307. Access

P erertod enbod: mine: GBEBERL SRS, W ibvd e il PEESCTL
gr eE gfe]E :/vo(ra kheadtB@tb gﬁs ltlé) cs%)EKDSEHIr};] Eeigwa nivmmmgmo dtcomlfl«él‘ﬁginggg.
Pack of f1te ab2ah oRPS 1idh and Binacke « oA d SodosNaaLeh s siagren an
1301 are IW&na@deﬁmmhngﬁmmga;@ou@upg | Pv4, whereas LAN 1301

utilizes IPv6. Node 1312 sending a nessage to BOS 1310, which
connects to LAN 1301 through I Pv6 WANs and access points, nmay be

acconplished by n : : i ZNpde
1312 sends its |P%'B%%§Jk%tn ﬁﬁggiéégde?éhb%ﬁw b i‘eﬁ%@to a!é@héf%ls

this case, AH2whess, it wall bepradily apparant to bast *ﬁbddeﬁielanahatotus Ipemtéc tq n

tr aver ekt oo psebiths BRI shEAS Biss b AL o0 a8 s 1 1300
and BOS-2 13dfibdibinkntsdeeribbdateapalhisiniay Healoat witholthizpiriing foactke bpirit

read the souﬁgﬁ L nf or mation and t he payl oad; BOS-1 1309 and 25BCS-2
1310 al so gePEPaiWeRi 4 packets intended for |Pv4 node 1312 for

traverse through WAN, #3Q eferaflerhbydRERtiNtetet NASRtLS 2Rd BbufPior 305

I n one possibl e, al ter native enbodi nent, AP2 1305 has the capability
to map and cepsiserediesirigtvipan away s Thmeropeakibe Mventiondy givandyaheso read

and map e t r acket
traver setsfht h&?él\j/\%ﬁ%i%glg I?tr?ea %@ﬁgﬁ%wmﬁdﬁ%@ ﬁ’ﬂﬁﬂéﬁl g aili@%gatiﬁgn her
1Pv6 packet seqmvalmll@@ GalbwithiBOS: h3gOof tbe elaines e thtgided ésise ¢rhieraced

reformatted Vs packet and al so generate an | Pv6 packet in any
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response to or comunication with node 1312. The return 1Pv6 packet
is converted back to IPv4 format by AP2 1305 before it is forwarded
to node 1312. In yet another possible enbodinent, the | Pv4 packet
from node 1312 heading to BOS 1310 or BOS 1311 via IPv6 WAN i s
converted to IPv6 format by 5 AP2 1305 or AP3 1306, and forwarded to
BOS 1310 or BOS 1311 (in this manner, 6in4 or 6to4 tunneling need not

be i nv@lxiad) . The invention has been described with reference
to particular enbodi nents. However, it will be readily apparent to

those skilled in the art that it is possible to 10 enbody the
inventijon i i $RAsbmnfEBoPHRRI ddMtistdiose of the preferred

{
enbodi nents described above. ?ﬁl s may be done wi thout departing from
the spirit ablurddy phvidiy notes capabés ofirpesipngéenmedityemtiedinfemations theaytdity
illustrative. an houl.d_not. gpsidered restrictive in any way. The
scope 8§&?s\rf?§ln§ﬁ\grél?\etcl%§ﬁg?élgfgljtly\%ﬂp&gg’ at"%e 15appended cl ai ns, rather than
t he precedi aglulsig bl piceBmoindeviedslcomtdeiedttd dizutitintneeworky thl @Biess pdintch
fall within the range of the clains are i,ntgtn(g, d to be enhraced
dl

t her ei ASVICREPATYIdnG OmmugcpMmielv egtuipli ey Sfrtidipsradss Bshagilrast opg: wide

a plur @ldatiyeRfi;uti ity nodes capable of receiving conmodity meter
information, the utility nodes being connected in a utility network;
and awhriginaat laagt afe of headditypeides isgenfigwed wonnected to the

utility network, S j evice (ovi di ng conmmuni cati on
bet ween the pl ur%e%{gfe;ﬁgﬁeaﬁ?lﬁﬁyy%tfﬁgc 355}906{%5851 | east one w de area
net wor kendidpargistiatmn rhaasks oeaidyflutliny aftacdess pyoinaidees, anéonf i gured t o:

o0 gt A R RLNERLY Ly oL SCeess BN S0 Nl o, SRl ELLALN,
by the one node, obtaining a unique network address of the node corresponding to that access
point device in response to receipt of the acknowledgement, to thereby obtain a plurality of
unique network addresses that are concurrently available for communications via the respective
access point devices with which the node is registered,;
generate a message intended for a network destination accessible though the at least one wide
area network connected with one of the plurality of access point devices with which the node is
registered; and

send the generated message to the intended network destination via said one of the

plurality of access points by utilizing the unique network address obtained for said access point.

2. The wireless communication system of claim 1, wherein the intended network destination
is associated with a global network address, and wherein the global network address associated

with the intended network destination is used by the utility node to send the message.
3. The wireless communication system of claim 1, wherein at least one of the multiple

unique network addresses associated with one of the access point devices includes an address

prefix corresponding to the access point device with which the utility node is registered.
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for each of the a plurality of access point devices that acknow edges
a registration nessage sent by the one node, obtaining a unique

net wor k address of the node corresponding to that access point device
in response to recei pt of the acknow edgenent, to thereby obtain a
plurality of unique network addresses that are concurrently avail able
for conmmunications via the respective access point devices with which
t he node i s Thegiistesy @nmgeaagivatsestan veslsmg @, wintrein dechdtiress prefie ismmrPve
destination accessi bl e though the at | east one w de area network
connect’ %ﬁﬁﬂ? Yne of the plurality of access point devices with

whi ch the node is registered; and send the generated nessage to the

i ntended network destination via said one of the plurality of access
poi nt s by uty Methpdhef eomEnymealing Imenepik. gelpesing obt ai ned for said

access poin . . LI A j - f j. )3

ahor o n tho iRt GRS EAMTUAL ERbAER SNh IS GrPhelo aregy o
net wor lat ekl bes scespainiidevied that grevigésodaihtenfetalmtweaadhle efslessdocd sk @dlity
wi th the intended net%ork(gfstination is used by the utility node to
send t REMYRE | extepnal pRVARFr el ess communi cation system of claim 1,
wherein at kgasth GMehlityuT abddss pdthEliEhet ﬁ%MEK%e@QQEﬁﬁﬁﬁ%n message
associ ated with one of the access point devices includes an address
pref i x SeBbY&g98i ng to the access point device with which the

Gl ! : S . . ;
R e
met hod rezkipe ofitim n¢loawilaigementaamiet wor k, conpri si ng: sendi ng

regi stration nessage froma utiljty . node in a wireless |pcal .area

U Pl Tty et RS miqe Ak evotthaddsts (3RSl Radh FebeTHim AS RovPHE gk
i nt er f 386@<H9H¥RE o thBRbWobineSsludaRgaf uﬂi’cﬁ@@ néiisioklt 43Aré3dsWRAt laredddc@diently
ext ernal network; for, each of a p f access point

urality o
devi cedviilshle farsamynprensions wa thegraneptivs a&ﬁﬂ%@%é@l@é wtithpyyhighhde nadrsis
recei Vidgdepehyor k address prefix corresponding to that access point
device I'n response to recei pt of the acknow edgenent, and
gener at i ng zegindrggéhaginatinkofanitue sstwiook addressest wikh 4 fymodedrasiedamp server
t he receiv§% ne%ggrktadqreﬁs Erefix, to thereby obtain a plurality of
uni que “HETRISH YV Wdhy BYEBY PRI ar e concurrently avail able for
comuni cations via the respective access point devices with which the
node is registered; and. registering the plurality of unique
net wor K- add FE%@@ 09\10? Rlaim gy bgssia %?fdJrPé‘i‘W nRYREk dddrgises a8 i%\tﬁ agidesgsen 4rg
the extgkial the SdcbRel netwlrk dddfesiBlefiRds A 1Pk BkdRxf s MRIdEk RadiB§ Jetai que
networ k addresses are | Pv6 addresses, and wherein the received
net wor korehtiprding prreadfithe plurality dfRe@sppeifii devisks.a net wor k address of a
correspondi ng one of the plurality of access point devices. 7. The
met hod of claim®6, further conprising: routi ng nessages to the
utility. nod€hasetodiofgaingd6adaghafcoinpasiigi que net wor k addr esses t hat
i ncl udes the received network address prefix received fromthe
cor r espondi FR}A8 EEEREFIP e Hiify E‘é‘{e H’é‘g 10 PRl B PG Rs ek eddigpgs
rout ed fhiRHABs B SecRREE AStwRAl fHdrdeYIA] rERIV-ATRANGE B8rdsBoldify ARYE point
prefix. 8. The nmethod of claim?7, wherein one of the nultiple unique
net wor Rederi mdsristhe souted medskges pravouied ithroegiobe accgssamindidagice eorsespestding iR

addre3ﬁmﬂﬁggs&%gpe i ndi cat or.

8. The method of claim 7, wherein one of the multiple unique network addresses for a utility

node is chosen according to a network address preference indicator.
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9. The nethod of claim8, wherein the network address preference
indicator is stored in a DNS server associated with the wirel ess

| ocal area utility network. 10. A wireless comruni cation system
conpri si ng: a plurality of utility nodes capabl e of receiving
commodity neter information, the utility nodes connected in a utility
network, the utility nodes including an in-prem se interface;

wher ei 9. t he Thaaptediof elaimBewhaeia tiod ndtherkutiticsd prefeesiec adiami & ®&edin a
net wor dress with an_.in-prem se device conmunicating over an

o pr eSS ekt i P el S Bakon. syat em of ¢l ai m
10, wherein the utility node proxies the associ ated network address
to the utility network. 12. The wi rel ess communi cati on system of

cl ai m 168 wheVslpssccrBmymiqation sysisere CPBPURRS | Pv6 data packets to a
back office kN e ' - [ N-Rrem se...
dovi co. t hr ot gt P Rg el RikFIRRA AR, LA AL QLA AR AR REE Bty
c omunnoddsi connesyedtie mudfityaleaiork lthe viilitgmedes iadludieasi ingprembaditerddde] ce
systemin co nication with the utility nefwork, receives, t :
o200t at od NOFIH Be Rt Hettedl t i heHa P s et 4 dreih an
| east oNPreiBSSRIRe LOMIMBickidsRILSH-SeMisefetv@ing t he associ at ed
networ k address. 14. A nmethod of communicating on a wireless utility
network, conprising: receiving an indication of the existence of at

| east e i ' We = . | LANS,:

et vor BT ashey S R AR ACN S o BPRaIT RIS AETMILARS Blles e
and associgted cietvriaaddrendite dieivdifityafetwdrk. associ ati on of the network
address with the in-prenm se device to at | east one other node in the
utility network. 15. The met hod of claim 14, wherein the other node
in theiptil Thy witlewédmmsni@dion §GR&S oPELIAL 10, Wheroth Weh@liBSfode forwards IPv6
conmmuni cati gn system cgonpri sing: - 30- a plurality of utility
nodes EaB3RBESITP abagkepilice sysianirgasnopsaipdate reseivse fipm emin-nrpmisadeyieg y
nodes gﬁ&ﬂﬁﬁhgqy#@mﬁwQEkﬁ&ky network, the utility nodes including an
in-premse Interface; at | east one access point connected in
the utility network, the access point providing a block of network
addressegs tg,at.lgast one.utility node in the utility network;

ther o1 151 he TPh VP B coaRiith phctsla PEfab AT A st iabn A Rk Oftie gyprem
i N- pr emd sendeMtaRn A hilad ineGyodl fci@ts the agibeEiRles Qeti@iaddesk pXiddns
bl ock of networ a&dresses received fromthe access point. 17. The
wirel el c@nt pos 8l/lspst Anomesspag ththsn-Ripaise dpviehesingahgasspeiated
addr esge@lokoshi-&d to the in-premse device is shared with at |east
one additional node in the utility network. 18. The w reless

comuni cation systemof claim17, wherein the additional node in the

utilit Y4 et W)I{]gthé)(? otac%m%:t?nei"csa%ng 8}1 gt\vireless utility network, comprising:
receiving an indication of the existence of at least one in-premise device over a non-IP
based communications network;
associating a network address with the in-premise device; and
sending an indication of the association of the network address with the in-premise

device to at least one other node in the utility network.
15.  The method of claim 14, wherein the other node in the utility network is an access point,

16. A wireless communication system comprising:
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19. A nmethod of comunicating on a wireless utility network,

conpri si ng: receiving an indication of the existence of at
| east one in-prem se device over a non-IP based comuni cati ons
net wor k; receiving a block of network addresses from an access

point in the utility network; allocating a network address to the

I n-prem se device fromthe received bl ock of network addresses; and
sendi ng an apilirgéty obumilih nbds caﬂadbdmaﬂrb@mrlmg cdri@odiet meekinddthagss thd dthity
t he in-g&en1se devi ce Eo at E ﬁt one other nade in the ut|I|ty

net wor ROdessgnnepicd ipa ity nsivarked Wtiléty f&r%‘f 1N BrINERISS JYETIGS: t he

utility net WOEHst bifle RReAPORT SorfbRd in thé hilithBReEk NREa QbssHofit Broking a
further g?r|5|n recei ving a nessSage fromat | éast one o

the i nbblcb seiwaekaddeassasio aldestioneortilisy nedtan o uthisy netwbilt y net wor k,
wherein t hevﬁlgl%ﬁ{ t}{lg% Ex%ﬁl%%qgteyfgcse allggeﬁés a I?etveas HI%SS t%rgmll ?e%uge eﬁqce

comuni cat i ons one pac

utilit yomeimmionlngoicr asﬁqﬁemmemhmdrlnfremdhdblbddef watwbikerddiesdek toteived from
networ?i wherein the packet sent includes the associated network
addr es&FCBRETh- premi se devi ce associated with the received
nessage.

17.  The wireless communication system of claim 16, wherein the network address allocated

to the in-premise device is shared with at least one additional node in the utility network.

18.  The wireless communication system of claim 17, wherein the additional node in the

utility network is an access point.

19. A method of communicating on a wireless utility network, comprising:

receiving an indication of the existence of at least one in-premise device over a non-IP
based communications network;

receiving a block of network addresses from an access point in the utility network;

allocating a network address to the in-premise device from the received block of network
addresses; and

sending an indication of the allocation of the network address with the in-premise device

to at least one other node in the utility network.
20. The method of claim 19, wherein the other node in the utility network is an access point.
21.  The method of claim 19, further comprising:

receiving a message from at least one of the in-premise devices intended for a node on

the utility network, wherein the received message was received via the non-IP based

communications network;
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sending at least one packet on the utility network addressed to the intended node on the
utility network, wherein the packet sent includes the associated network address of the in-

premise device associated with the received message.
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