| MPLI CI' T CERTI FI CATE VERI FI CATI ON FI ELD OF THE | NVENTI ON [ 0001] The present
invention relates to public key cryptography. SUMVARY OF THE | NVENTI ON

[ 0002] Publ i c key cryptography is used to pernmit secure conmuni cation
between a pair of correspondents and to permt authentication of a nessage
originating at one of the correspondents. In a public key cryptosystem each
correspondent utilizes a private k%{ arid a public key related to the

private key by a mat hemadMPAIAT (ERBFICARE YERHAGHIION function presents

a "difficulg ﬁLﬂ%ﬁﬁ!@W@Tﬁﬁ@bl emto ensure that a private key of a party
cannot be obtal ne romthe correspondi ng public key. Such problens include
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Key contributions. Each party randonly generates a short-t%{m (epheneral)

publ i c key,fadtersg the prpiuch petwiedgree pames, as wsef RS MenmloasyismsA Beseed point to
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ephener al yS it recelv rom party an ed on the static and
epheneral rpfieiredioas kBiptic tirvgenptostecthsi(EEE), offehigh tevels hEsepyurap et smpadler kty t he
elliptic curve, bottth atrFti es arrive at the sane shared key. Key

aut hent i cats%6h™ME] ﬁr%é ¥ verifies the authenticity of the long-term

static key he her party, 1q obtain evidence that .onl ty that
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key agreenent protocol or subsequently through the use of the shared keys.
steps:

e Key contributions. Each party randomly generates a short-term (ephemeral) public
key, from a private key that is a random integer and a seed point to provide a point
representing the ephemeral public key and communicates the corresponding
ephemeral public key to the other party (but not the private key). In addition, it may

communicate its long-term static public key.

e Key establishment. Each party computes the shared key based on the static and

ephemeral keys it received from the other party and based on the static and ephemeral



[ 0005] The key authentication step is typically carried out independently of
the ot her protocol steps described above and usually invol ves checking the
validity of a certificate that vouches for the authenticity of the binding
between a party and its private key by nmeans of the correspondi ng public

key. The separate key authentication step allows nore flexibility (e.g., in

the use of a certificate), but co at significant , cost, sinc he _onl i ne
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the cost of thekR¥ a4t BemddherRliken step and the cost of the key conputation
during the key establishnment step. 100061The certificate is essentially a
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[0006] The certificate is essentially a trusted party’s signature of the public key of the
correspondent together with the other information such as the name of the issuing party and
the name of the certificate holder. In an ECC system, signatures are usually performed and
verified using the ECDSA protocol although other signature protocols may be used. By way
of example, ECDSA signature generation operates on the domain parameters of the ECC, a
private key d, and a message m which, in the context of a certificate, will include the public
key of the correspondent. The outputs are the signature (r,s), where the signature

components r and s are integers, and proceeds as follows.

1. Select a random integer k €, [1,n —1], n being one of the domain parameters.

2. Compute kG = (x;,y1) and convert x; to an integer X, where G is a point on an

elliptic curve E and is one of the domain parameters.

3. Compute r = X, mod n, wherein if » = 0, then go back to step 1.
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2. Conpute e = H(rn). 3. Conpute wrod n. 4. Conpute ul = ew nod n and u2 =
rwnod n. 5. Conpute R=uG+ u2Q = (eG+rQ (from3 and 4 above) 6. If R
= 00 then the signature is rejected. 7. Convert the x-coordinate x) of Rto
an integer 1,; conpute v =i nmbd n. 8 |If v =71 then the signature is
accepted, if not then the signature is rejected. 100081lt wll be

appreci ated that other signature generation and verification steps

3 b
used such as ECESAMaH eﬁﬁﬁm)c@h?faﬂrﬂ%‘?téiﬁcwoE‘@H‘P’F bashipRetiph WRGTERUPUST ¢ ﬁe
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public key of the correspon I.e. the nessage m which contains the
public key of thetmuyofdbporbdénncagdd ot her information it is necessary to
verify the signature on the certificate. 100101Subsequent to . :
aut henti cation, §.Coimpuigsuat’(¢ b ccomiddmwheran iskhdonaiprm privaichkey9hhepignsr-i ndeed
the sane. Duri ng execution of a key agreenent protocol between two parties
A and B, p?rty establishes the key Kt while party B establishes the key
Kg. Key confirmatign, consis f evi denci ng knowl edge of ICAto B b
conveyi ng sone qua ttp?%o(%%'?ﬁ%?“\%?eﬁefi s some publicly known function, %/o B,

who w Il conpare this to his own d. val uef (KB ccept only if

t hese val ues nnt?:f?“_(‘%ﬁ’e\}’lalfzr’é)earsg%)gg#% s%%g{%oggh§$?s§%£ h that if

(K =F (KB goghfen disS s QuStaSLAR AfoRE AR dnf Vertinth ARhRurE ATBRNeAEY has
public key O where Q = aG , the message m, and the signature (7, s) derived above. ECDSA

signature verification outputs a rejection or acceptance of the signature, and proceeds as

follows.

1. Verify that r and s are integers in the interval [1,n-1]. If any verification fails

- then a rejection is returned.
2. Compute e = H(m).
3. Compute w=s"' mod .
4, Compﬁte u; = ew mod » and u, = rw mod n.
5. Compute R =u;G + u,0 = s (eG + rQ) (from 3 and 4 above)
6. If R = oo then the signature is rejected.
7. Convert the x-coordinate x; of R to an intéger X,; compute v = X; mod .

8. If v = r then the signature is accepted, if not then the signature is rejected.

[0008] It will be appreciated that other signature generation and verification steps may be
used such as ECGDSA and that certain steps to confirm the integrity of the signature are

sometimes omitted.

[0009] Therefore, to authenticate the public key of the correspondent i.e. the message m
which contains the public key of the correspondent and other information it is necessary to

verify the signature on the certificate.

[0010] Subsequent to authentication, it is usual to confirm that the key of each party is

indeed the same. During execution of a key agreement protocol between two parties A and
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established. 100111As noted above, the key authentication step adds
significant conputational |load to the key agreenent protocol. It is
therefore an object of the present invention to obviate or mtigate the
above di sadvantages. SUMVARY OF THE | NVENTI ON [0012]In general terns, the
Applicant's have recogni zed that by conputing conjointly a conbination of
the shared key and the certificate verification, an inplicit verification
of the cer B, pircah estitdishdsttbe keydkd whildyearty Foestabliehies th@évygﬁf?yr‘i?ﬁﬁ"%ﬂﬁmgt ep.

[ 0013] Pref er abl t he.signature.verificati 8ee is
verificati Gﬁnség&%daft‘éi %Vﬁ?enfﬁéﬁn%‘?\lgd%ehog ”é?q%tg ggmtégﬁ%sa’gggﬁ%tg hat '?’Z?lllleaerfe to
verify the seme pitlicanewwifidctios saiBf whawalncomperpthis ite his ben empitediealisgbipt ed

val ues of the shared key. 014]] n,one.aspect .t here | i a met hod
of conputi #§d éccél?tfﬁ{ydg&‘ﬁ??n‘!a R théa g 1°§h"§¥sg)d TBCth m@@%ﬂjzs %%??ﬂag?d
corres pondﬁ%j?ﬁmi@ﬁmagg”m,mg BRBaBRGLLEKE ihe dgbmmon kyypias heaphi ¢

o)

system on e correspondents receiving a certificate of the other

cor r espondestablishetbl i ¢ key information to be conbined with private key
informati on of the one correspondent to generate the_key, the net ?og
conpri si ng [60#d] st efssnotdd aboves theikay amth@tlkwntssﬁp@émlmlﬁt?ﬂ{ soEpytapRal 19ad o
informatio nd the private. k { t P el udiongioh o §gate or
conput at i oRh‘gkeélc?%gﬁgrﬁtpr(ggcrorl'e@;YJSoth%Ffr%g%odb@éeef ?ﬁ‘}?ecgl{élgégﬁglgggltohgb certificate,
such that fraitipate the@boveldisadeatdgts.cate to verify results in a key at the one
correspondent that is different to the key conputed at the other

cor r espondesSyMMAIOA BF I THEINNN EETIOM pect , there is provided a conputer
readabl e nedia, a cryptographic unit and a system configured for_ perforning
the steps qborie abgeserareérhedhe BRpIEEnDRGOR IO DRt DYECDRANENESONYY 26] An

222 g(rjr;)gﬁglt rfg;n&%ngaﬁ)%%\égg ;ﬂa%aik\é\% l.allld tﬂg X\érggcagee\%%rﬁicgtleo%, W; {Trq)li'él‘? f«Sﬁf‘c@&& §9nd he

certificate is obtained in the subsequent key confirmation step.
[0013] Preferably, the signature verification uses a homogeneous verification equation,

i.e. one that equates to O, such that failure to verify the certificate will result in an inequality

between the computed values of the shared key.

[0014] In one aspect, there is provided a method of computing a cryptographic key to be
shared between a pair of correspondents communicating with one another through a
cryptographic system, one of the correspondents receiving a certificate of the other
correspondents public key information to be combined with private key information of the
one correspondent to generate the key, the method comprising the steps of computing the key
by combining the public key information and the private key information and including in
the computation a component corresponding to verification of the certificate, such that failurg
of the certificate to verify results in a key at the one correspondent that is different to the key

computed at the other correspondent.

[0015] In another aspect, there is provided a computer readable media, a cryptographic

unit and a system configured for performing the steps of the above method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] An embodiment of the invention will now be described with reference to the

accompanying drawings in which:



100171Figure 1 is a schematic representation of a data comunication
system 100181lFigure 2 is a representation of a first key agreenent
protocol. [00191Figure 3 is a representation of a further key agreenent
protocol. DETAI LED DESCRI PTI ON OF THE | NVENTI ON 100201Referring therefore
to Figure 1, a cryptographic communication systemis generally denoted by
nuneral 10. The system 10 has a first correspondent 12 and a second
corresponddR®1714 iigrerhis ashrdicdsrrescHpE YRRt OREBUNRIRT YSEBnmuni cat i on
channel 16. The communi cation channel 16 may or may not be secure. Each
cor r esponddP18has Eigws 9 it axsprspimiations it key agramon idelcti vel y, for
perform ng cr E)to raphi ¢ operations operating on the elliptic curve E

def i ned ovdpoé ch &lﬁe?P%QWPTW“@PQB%@&P%Fd?‘?b’égrﬁﬁtaﬁﬂtéml@oﬂﬂy be har dwar e,
conput er readable software instructions or a conbination of both that is
conf i gur ed RBIAREPIPESCRPFLOY QUpHilE IYENZIONns such as those descri bed

bel ow. 100211The correspondent 12 has a long termprivate key "a" and a
cor r espondi[AG0 onRefesring thatsifore taddigurn 12 GEpRBFEpc comMBUBCHRBEYHER 1§t on t he
curve specif.| I I I Q24 t jjcat e
the public gfggg'y%ggétaﬁg?g‘%%%ggn gﬁ%ﬂf;,w g&cert |({‘a|ng%tq§&e}rlf6\p% %Moart}?gti;ﬂged from
a trusted aotrbspondent 14TWko mey térfunumtate witle bastiesher heer gicgmanunicetiapfchenns! 1¢.ust ed

authority t he public ke ich can erifi i st ed
authority's 68?1{:{;5111‘%@)1/0:165&%&@&%%}{' %T%qog,ge %/fﬁgref:(])ir% g‘e@?&%@%‘l{mﬁ{ as a | ong
t er m pri vateeypteraphic rasdhlal Caidr2osppadivaly, fooperfdrming qrybbdgdraphkegpefdtiondG and a

certificate TB of its public key. The certifi B may have be j gned
by anot her PFEEREY %EF]‘?‘?t“b?mﬁ"sg H@ﬁ‘&HBY W@rcmBi?Bﬁ%iféS?ch}éWWégc Iﬁ%@ge fgo
obtai n cer tihiy yeafaRiwhfs, cdiiPddlrdadabie d8btyare BRGICtRAE Hresqaibiieribn dhotH thacian

enerate a rapndom i nteger X, :
g configured to perfgnn crypto%/raphic operations such as those described below.
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[0021]  The correspondent 12 has a long term private key “a” and a corresponding long
term public key 4 = aG where G is a base point on the curve specified in the domain

parameters.

[0022]  In order to authenticate the public key A to the correspondent 12, a certiﬁcate Ta
is obtained from a trusted authority. The certificate includes the signature of the trusted

authority on the public key 4 which can be verified using the trusted authority’s public key

0.

[0023] Similarly, the correspondent 14 has a long term private key b, and a corresponding
long term public key B = bG and a certificate Tp of its public key. The certificate Tg may

have been signed by another trusted party or using another public key than was used to obtain

certificate Ta.

[0024] Typically, each correspondent 12, 14 can generate a random integer X, y
respectively for use as a session or ephemeral private key that will generate corresponding
ephemeral public keys xG, yG. However, for clarity, a first embodiment will be described in

which a common key is established using the long term keys of each correspondent.

[0025]  In a first key agreement protocol shown in Figure 2, an static elliptic curve Diffie

Hellman (ECDH) key generation is employed with certificates Ta, T, signed using ECDSA.



respectively for use as a session or epheneral private key that wll
generate correspondi ng epheneral public keys xG yG However, for clarity,
a first enbodinent will be described in which a comon key is established
using the long term keys of each correspondent. [0025]1In a first key
agreenent protocol shown in Figure 2, an static elliptic curve Diffie

Hel | man (ECDI—2|) key generation is enployed with certificates TA TB, signed
usi ng ECDSA0026} 00 Zwplhy. thegogspopdsatsddy %e@&ﬁbq%%we@wfz}'s AdB andhaFrgeechtbl i ¢

keys A B B@stH& T.LGPEPhd Ynh& ity fid RABE, Yhich L belEMoaphRAITBIbabieyarlySFrdfn =
abG which can be conputed for each party fromthe public information
recei ved arif public pfdrmatien jepdivadrand therprivate mfermatiny i heg, Ehug KagmaP K Ks DA,

[ 0027] To venify the authenticity of the key, it is normal to verify the
certificates TA and TB. However, in the present enbodi nent, the key

eneration aut-hent.l.cat i r L1QL 0oLk i
gf fici ency.le‘%g] nobg’ egb'ot\ﬁgé?&pﬁnew%f%é% %éyg@?s egrq%ﬂﬁb P%Ijég\}%e?ﬁep ?f%\éftelggﬁartl%at R =
s4 (eG + r Qp. Haeewdrdinnig pressht dnt6dimenQyheRey gEneratdniahd aikthentieationfarec at e

verifies. The value .of R can Qe recovered fromth j ture. conponent r by
Vaking r t SRR Gou S e ooy eeoEng: dinats 2pve fs HeRRk Pafiakp e

X- coor di natygrifié-0h ggs two possible y values and, to resol ve the anbiguity,
an indication of the correct value is included in the signature or there is
a pre- agr eqd €6 4905 ehe®tdifn g sOfed hMVREUE S @§f thd\eerefivateatified) eTheRalie
allows R to be conputed. Additional techniques for recoveri n&m%ﬁre

di scl osed i9GRIEN bpiseovesad fsm fis sigratprggmporent § bntaking ¢ Enpestheyaligeidhe Xy e

i ncor por at ! < SViESROP H6RIbIA) sAudlasd i Rssivenat ur e
(r,9) from%tg%lgﬂlg{g?%@f'eﬁ)gg?g 'F%?%%@%wggnﬁut e tﬁe kef/‘& K, ucorrespSndent 12

conput es t Hee &eyguda. dryindioatisinrif thy cotrect yelbe isdnglededam thesigngtatecor kesye a8 mat i on

Thus: Kn = Bived npiRARE Hne 82t SRRNT itoh o ORE 3l ARRA & NUhbLEET | be 1
sB ar e t he sidgivatitecnzpepbnenteriog Rtanedisdosed in dStAgplicition No. 11/333,296, the

contents of which are incorporated by reference.

[0028] Each correspondent also has the signature (r,s) from the certificate T, Ts. To
compute the key K, correspondent 12 computes the key K by combining the public key and
private key information and including a component corresponding to the signature

verification. Thus:
Ka = abG + Ai(ss ™' (eaG + 1305) —Rs)
where
A1 1s arandom value
I, Sp are the signature components of the certificate Tg.

ep is the hash of the message m in the certificate, which includes the public key B

of correspondent 14 and;
Rgp is the value recovered from rp.

[0029] It will be recognized that the signature verification component sg”! (esG + 10p)-
 Rp) should be zero if the certificate authenticates the public key of B and therefore the

computation should yield the key K = aB.



ebis the hash of the nessage in in the certificate, which includes the
public key B ofcorrespondent 14 and; RB is the val ue recovered fromrB.
[0029] 1t will be recognized that the signature verification conponent(esG +
riiOa)- RB) should be zero if the certificate authenticates the public key
of B and therefore the conputation should yield the key KA = aB.

100301Sim |l arly, the correspondent 14 conputes KB = abG + 12(%}-%{k AO +
rAQA) - RA0GHIET e Sidaryathgseresporpant igcompriss Ka=ab0at k(fro(epfie vémt iFcate TA.

Again, if ifigat|o t ' ; IS, Gk t¥é &r@iidalien key KB =
bA. 10031i%3 eéﬁ?%%%%og%, %Aég%cgﬁﬁ%%é{f%?}égﬁu?léaag%o%%?{ed tt he rtlaspecti ve keys

KA, KR, t hetheitivplesnignthoulieyidéthekenKistehi on step to exchange information
that is a function of the common key. If the information received does not
mat ch t hat{oasairputittr eschenrrespenderty]2, 34 hay wopeigd tHeoeetos&eysdasd: heY t he

common keys fo differ is that the value Y Sesddd i cate
verificat i’@ﬂfeB‘S?tttI‘% eyicgnmaﬁg%?t? 9% #%ﬁ??’trf]%lntg ﬁ(g}%étﬁgag%rg?l <|5cat e has not
aut hent i cabféhonRyy.i HEeSihfongatidn reeietndvalnoemitch thaeexiputednthen theikenis whi ch
will usually be different for each the correspondents 12, 14, the efficacy

of the auttfiEfttd-cation process is enhanced. [0033] Thus, by conjointly
conputing the value of the common key and, a relationship corresponding to
0, if the [BGAi fiQl&réasaﬁf%é*rﬂqow@gfe¥%t°rdé%d%' E}r’iﬁl%ifﬁ‘f%%t@'é% Héﬁ’l%on is

obt ai ned. LORRAL Ded hlaliBEFor8OPRHBIRIY, idicaBROWME: thécdriifdkehas nbruudientidatedn MV

key agreenent protocol is conbined with authenticati op of ,&erti fi caﬁ es
si gned wi tBy iBgem@)g a random value A in each computation, which will usually be ditferent for eac

the correspondents 12, 14, the efficacy of the authentication process is enhanced.

[0033] Thus, by conjointly computing the value of the common key and, a relationship
corresponding to O, if the certificate authenticates, a reduction of the computation is

obtained.

[0034] A further embodiment is shown in Figure 3 in which an MQV key agreement

protocol is combined with authentication of certificates signed with ECDSA.

[0035] In the embodiment of Figure 3, correspondent 12 and 14 have respectively long
term private keys a, b, long term public keys A, B, short term private keys x, y and short term

public keys X, Y. In ECMQV the common key is of the form:
K=cX+dB
where
¢ =x + ag(x) (mod n) and
d =cg (Y)(mod n)

where g is publicly known representation function that maps elliptic curve points

toa suitable integer.

[0036] Assuming each correspondent has the certificate Ta, Tp of the other, each

correspondent sends the short term public key X, Y, respectively to the other correspondent.

[0037] The correspondent 12 computes s1, = (x + ag(x)) mod n. Correspondent 14

computes s14 = (y + bg(y)) mod n. The common key K can then be computed as
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[0035] I n the enbodi ment of Figure 3, correspondent 12 and 14 have
respectively long termprivate keys a, b, long termpublic keys A B, short
termprivate keys x, y and short termpublic keys X, Y. In ECM) the comon
key is of the form K =c¢X + dB where ¢ = x + ag(x) (nmod n) and d = cg

(Y) (mod n) where g is publicly known representation function that
maps el liptic curve points to asuitable integer. [0036] Assum ng each
correspondent has ¥he: Qet eiB)catdXT20M of the ot her, each correspondent
sends the short termpublic key X, Y, respectively to the other

correspond&B8] | Od"g?imfhhlélcé'sﬂhee‘?plothﬁ efrtifigze eighpeprsapondents lone term gubligkeyny .

Co d
h ; rn € E g 0 2 o r%g%tt b’ée uﬁlgfﬁpéé{eﬂ S A\'E,’éo?dm g_lg/y as eQQ’ﬁo}éa ébfg(g gi(hé"cogr]n}{i(k)ﬁxAlge? [I%nggl ?ﬂte&b? an

aut hent i caterrdshendentyl?2 ashe certifi cate of t he correspondents long term
public key nmust be authenticated. Accordingly, as descrl bed apove, the
common key KK = s, GOngG)BF b €Ox tegindentz(DB) Aéuesss”) G+ (A tasp’ )O + MRz

and by correspondent 14 as
Kg=s14 ( X+ g(X)A) +AX = ( y+ bg(y)) ( X+ g(X)A) + 0\.2 CASA_]) G+ (7\.2 I‘ASA_l)QA + ARa

[0039] For each correspondent, A is a random integer and X is the signature verification

relationship s (eG + rQ)-R for the respective certificates.

[0040] Assuming X = O, the keys will match and the certificate will be authenticated
implicitly.
[0041] The efficiencies obtained may be attributed to savings on point doubling

operations and the possibility to use multiple point multiplication strategies.

[0042] From a security point, the random values of A should be chosen from a set of size

O( Jn ) since this corresponds to the workload of solving the ECDLP problem. The set from
which A is chosen may be varied, with consequent variation in security. IfA is drawn from a
set of size 2, where t < (log; n),, the key authentication strength may go down to t bits. With
such a choice of A, computing aB + AR involves wty(a) point additions involving B or B-R,
where wty is the Hamming weight of the binary representation of the value a. This is the

same number of point additions involved in computing aB.

[0043] The quantity (Aes” )G +( Ars™) O can be computed using non-adjacent form (NAF)
as described more fully in Guide to Elliptic Curve Cryptography, Vanstone et al., Springer, at

pages 98 to 101, the contents of which are incorporated by reference.

[0044] The workload is evaluating K in this way is approximately m point additions and

m doublings, where m is the bit size of the curve.

[0045] By comparison, evaluating K, = aB and verifying the ECDSA signature
separately has a workload of 5m/6 additions and 2m doubles. |



KA =si2 (Y+g(y)B) + XE=( x +ag(x)) ( Y+ g(y)B) + (kleB sB-1) G +
(X1 rusn-1)Q + Xi Rn and by correspondent 14 as Kg = 514 ( X + g(x)A) + XE
=(y+ bg(y)) ( X+ g(x)A) + (A 2 eAsA-1l) G+ (X2 rAsA-1)ai + X2RA [0039] For
each correspondent, X is a randominteger and E is the signature
verification relationship s-1(eG + rQ-R for the respective certificates.

[ 0040] Assuning E = Q, the keys wi]l tch. and e certificate wll, be

aut hent i cat®f6] np| 4 éP¥erigpproy eeert sthereiors atainablei L‘Eheo%fséi" feabries 29 but ed
t o savi ngs jRsnHakd APRIEBlidnNG. AP AL MSted ABbVeNRe REEShddishvihys ih helsi@ermal ti pl e
point nmultiplication strategies. [0042] From a security point, the random
val ues of X0¥hwapdrimdleehosen froma set of size 0() since this corresponds
to the workload of solving the ECDLP problem The set fromwhich Ais
chosen may BN ar i @k camrtal%e futherdguervemeats by eonsideripg kwith integers ipftheir NAF gy awn

froma set of si 21 ere <. (log 2 n)/[2 the k U L catian
strength rréﬁprasc?nég% r%tlb%a&"f é’?‘r.\‘?\haﬁg%ﬁ%ﬁgng%g TR Wo%/(aﬁf ;"Zg%%ﬁ?sr@ "aB + AR
i nvol ves WaFICaNnRRitthafddhies @i 1 ¥ A MARGoth, @6 aBuliqueihenreying blitiasirile

Hanm ng wei ght of the binary representation of the value a. This is the

same nunberanglysipas aoveditiappionch givspdicrereldnarpsvinetEh ¢ maBadds godi iy dpHbleg dant ity
(Xes-1) G +(u:XL.Sc ' hARCIEm 4425 With N

descri bed r%%l%(ggsfei]ﬁjf %pﬁﬁdﬂ%ﬁﬁ%ﬂ%%ﬁﬁl?ﬁﬂi&%ﬁ@%@%@&% aphy,1 Yansl?%?le et

al ., Spri ngeproacit dgsariped a9 tthusiididing e effprenenimprofemehi &f122%s eesprYGr por at ed
by reference, 100441The rkload..i s ' i i N

appr oxi mat el &“Pﬁ%egé? t#f: S%Pa’\éﬁﬁ‘”&lﬁ ga%g%s (%nglgéﬁpi, geg‘%léﬁ%#g%é&n?? Wﬂgﬁbﬁ\r?e si ze of
t he curve. thatin this case one might write: aB - A R = (a-A" + A7) B- A" (R-B) - A~ (R+B); where A =

AT+ A" and A" and A and denote those components of A with either the same or different

sign respectively as corresponding components of a.

[0048] One can further generalize this towards w-NAF representations described in Guide
to Elliptic Curve Cryptography, Vanstone et al., Springer, at pages 99 (w >2). Then ILI=q,
where ¢:=2""'+1 and t:=wry(a) (all integers are in w-NAF form, so are unique). If one
assumes wi(a) ~ m/(w+1), one obtains L=(2""'+1)™™*D > 2™2 5 \n. A more detailed analysis
yields that the additions in aB+AR can be computed at the same cost as those in aB (using the
same method), except for the latter having far larger pre-computation cost approx. (wHhw-2)2
rather than 2"~ Storage cost is as follows: 1 vs. 3 (w=2), 2 vs. 8 (w=3), 4 vs. 24 (w=4), 8 vs.
64 (w=5). Hence, if storage cost is the metric of choice, comparisons are somewhat
misleading: if one stores 8 points and uses w-NAF techniques only, then one can compute aB
using a 5-NAF or use a 3-NAF computation to compute aB+AR, with cost 0.166m additions
vs. 0.25m additions with the present technique. Thus, the present technique can be thought of

as saving m doubles in the evaluation of the ECDSA signature at the expense of 0.083m

additional additions in the evaluation of aB+A R.

[0049] This approach basically removes the doubling operations from the ECDSA
verification procedure, i.e., the incremental cost of ECDSA verification becomes m/2 adds
only, rather than (after scaling) 0.85m adds (Fast Verify), resp. 1.02m adds (ordinary ECDSA
verify), i.e., presenting a 70-104% efficiency improvement of the ECDSA verification



[ 0045] By conparison, evaluating KA = aB and verifying the ECDSA signature
separately has a workload of 5m 6 additions and 2m doubles. 100461A 30%

i nprovenent is therefore attainable. If the "fast verify" techni ques shown
in US Patent Application No. 11/333,296, noted above, are used than savings
in the order of 10% are attai nable. [0047] One can make further inprovenents
by considering X. with integers in their NAF representation, rather than in
their bipasetuicepirtemimbieatents Siaybe obtaingd py Rore fullg exmdeiengths repertoined >411

(note that _all integers . in L _are in NAE for . N ~Carrying out
a sim | aulplepemt mulipli ?ﬂ??é?eﬁfcﬂ%mb%‘bsé{]@h‘%a%vgﬁg ﬁrgdr% I\{/}%ﬁeﬂg@&g’ppr oxi mat el y
5m 6 adds and uples. In this case h I &txen here yields |

. 52m addi905¢lat Hg}rj‘&ttﬁ%ﬂnwd%‘?ﬂtt 8%%?"\% t“;ﬁw{w"}gg EI gar%sézg%%?)o(ach descri bed above,
thus yielding an efficiency inprovenent of 22% . AT7% conpared to the
separate comput Kvi:o“nng(dFBaégalé'rci’%,drg'&’sﬁfr(éﬁlfﬂr?a(?ﬁ@ébééﬁleri fy). Note that
inthis case one mght wite: aB - X R = (a-X+ + 2(%0(&8 - X+ ;?{FELB) - X
(R+B); WH8FH X Eetle={ntsuppid CeupaEH HEPHAY - FERGIRCEHoEEC LB of A
with either the sane or. dif.feren e l=Ny A ondi ng
conpone n{}‘ﬁ‘a‘gfr ep&‘."sef“gg%?f&aé’d gg? n lfntt?r@ %r?: %éﬁ%ﬁgﬁttl})g’gh‘%ﬁhﬁﬁg hgsgg\}\llgg(d%&w NAF

repr esenighi{HNas WagR Redwhéte tasiog ) QsoffL ||t Wath @his vieicrof ptcogipaiiri®/, Vanst one
et al., Springer, at p_aq%is 99 (w _7: 2% Then where q[ :évvlﬂ and t:=wtn(a)
(al | i nt BgekR imolyes presisekapf oo addifiens hisghiesen syqh B SefORafes w (a)

m (w+1), one obtains.,L=(2' 1+1)" " & ifetyat hedwamal ysi s

yi el ds tﬁ‘g?p(%nﬁ%sgecfa?fthl%%ée %%&%%?Aﬁkgi%oﬁ&cngﬂnrglﬁ%t lt he same cost as
those i Nraafect Sir@gorhRedoifs Hek, HoB) Y+ XTepensuos thahell ) ate; wdcqdaviiag-X ar

| ar ger pre-conputation cost approx.ixw,2y2 rat t b e cost
is as foﬁP,cﬂHs‘?O’T’P“‘@E‘?“SI?a’QH‘?é"Pf)"?VO V‘%gﬁeé%{mﬁﬁé’? ‘?’ﬁg g?f%%%ﬁzwﬁwvs 64
(W=5). 0§z (i oty RO pdists)t MEe aBhlyqALRfs'vbai @e,s rOrpabé sons are
sonemhatﬁm'@?fg!éth?ﬁg: x?‘?ﬁroﬂ[rilée) sl': 5rsé)ts 8 di%i njtyg and uses w NAF techni ques only,
t hen onecoaputebming ajonBNAF fogn, ans: Nisletrrmingd agindicpiagtaboypptitedetlon to conput e

aB+XR, with cost Q.166m additi . VS, :0 - it itiBnd HA Pp&SENt

t echni qu@’."%‘,’v"?ﬁé IBF\?@ g{<2’3 ‘ﬁ?‘?ﬁ‘&és %ég%rg‘qglktg;ug t a\g?l_lag savi gg m
doubl es  igpublings. ©baioudty] ifpravemeite ale GoSvls ibyreaploiting die repretog pbmykiplf 0. 083m
additional additions 1n the eval uati an, of. aB+ Thi nproach

basi cal | pointmsliplicatina mefigds fpyPRE I PERL S ?’b‘ﬁ?"ﬁ‘ﬁeﬂ %%g%k J\i/‘ié%fn ication

pr ocedur ¢y novément [H3G el 3Gk BEBIHe bmBiasd coiputtiohafiesihd pesptetor dfecones i 2
adds only, rather than (after scaling) 0.85m adds (Fast Verify), resp.

1. 02m addens{dsrabiysavips PTBSHLPEOPIHYONS e, , presenting a 70-104% effici ency

s Oven?g(}SZ]C)f tTrllli agggiﬁ a\lgg\tel Jaln %gtulse?inso as to yield a simple side channel attack
resistant implementation. Details are as follows. Let L:={x | supp(x) © supp(c)}$, where we
consider all integers in binary representation. Since wt(c) = m/2, one has IL| ~ Vn. Now, let A
=A"+ A", where A" is a random element of L and where A~ is set to 1 for all positions outside
supp(c) and to 0 otherwise. The computation of ¢ Y +d B + A* R can be carried out using the
5 pre-computed points Y, B, Y+B, B+R, and Y +B+R. The quantity A" R+ ((A e sHG+(Ars
') Q) can be computed, once A is determined as indicated above using the 7 nonzero partial
sums involving R, O, and G. By pre-computing 22 = 5 x 3 +3 +4 points, one can compute K4
using multiple point multiplication, using exactly m+22 point additions and m point doubles.
The choice of A~ ensures that each step in the binary method for point multiplication involves
an addition. By taking A™:=0, it would have been possible to pre-compute only 19 points, but

then it would not have been possible to enforce one addition per iteration round and so 2 side
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procedure. Further inprovenments nmay be obtained by nore filly exploiting
the repertoire of multiple point nmultiplication nethods and by using

wi ndowi ng and w NAF net hods. 100501Wth the enbodi nent of Figure 3

i nvol ving MV and ECDSA: K4l=cY+dB+XE = ¢ Y+ dB- A | + ((X e s-1) G+ r
11) 0. [0051]Let L:={x | supp(x) c supp(c) u supp(d)}, where integers x are
represented in binary representation. If ¢ and d are in their

JSF- r epr es ehael asiack mhghavgibecripessisle pﬁblé yowld pgus)beprmenswied ipicking a’(‘%‘@ he

m =l 0g2 n), ves
precisely W ﬁf uLﬂ—% condi nt i %bg\!{' dohgswes’ %&%’sgﬁﬁ(?g%%%épg ?lﬁ? non 2%/3?
conponent s ’ﬂhelambaohabevetﬂae amasvasuegnheaﬂnterwstcaslheewmﬁcfpr@emebm picdimeple i n
cY+ dB with. ect t re-conp 0 hi s ensures
that all figéﬁap“f‘ ﬁ?ﬁd(ﬁ’ﬁé ‘;lm%g“n%w Pmélb?%iﬂﬂoé'tolp Srﬁéorg dﬁmﬁé-ﬁaone i nvol vi ng
the 8 poi nTcSmi(utatB)n &Hﬁ, b&(—aanede’ECDRAﬁagn&hYe"&nﬁBdﬁénBsWeHITlﬁfs EGRSAT equi ring
12 points). The quantity (X es- G+ (%r 11)Q can be conputed using a
joi nt NAF fstﬁ“ﬁ‘}’red’ﬁegc%‘(‘op§°’aé%‘é¥t't‘ﬁ“ﬁéﬁf fige Widhis#P¥82thove. The total workl oad
involved in evaluating KA” this way is_approxinmately in point additions and

in point ddOi§idi ngdt lswmémayz llpwﬁm@ge@p@g@@ggqngqa@d by kphogld i ng t he

t 1N d
A e e e s S R

conput at i ororfifié is eidig cﬁ@icéd)%CéHeM@n@fhal@DR&U;i%ab Ihyis ha ¢o-figtaarf dewbiveng
operations. [0052] The approach above can be used so as to yield a sinple

si de channqhosa] t acmeraggrbﬁdh&ﬁ&cﬂbaa)b&vemaad fo@RrforReingd Infprévements, duehd eivngs Let |
supp(x) c¢ supp( ere we consider_all |nte ers i.n bin aiéqa
repr esent atf’in(S‘ﬁ“bl@igr?B%faW’(S@)“#?ﬂ‘—e PHspectsf X plgging ppu tlnlﬁpmmdwlhp e = A+ X,

where At i §yegia AL 'imé"ﬁppgacﬁ-ls%@fjre%@lreg tdYonibinifi€keyt dihbnfi@tiofthhd key
posi ti ons outside supp(c¢) and to O otherw se. The conputation of c Y+dB+

, Z#R can beésteblishingef staps duryigrtge meut@nwf a ke pgreanect profogels it van begappleddo apy R
and Y+B+R. ( e X
o ot or i o] IHERhE Koot ot Sk i Dend e el i B SR BBCE. Fng
R, Q and e 8y npednat @mmelsngetZth teing s8idyte-agprpavhnis mostesefulcinnettngsput e KA

b1, Tl BODL AL RLASR! Ly SIS A o2, dbydiida g one

met hod for vgRihet thehbibgnkGatellpic citvobyiREoRE =ﬂdﬁblﬂ$)0'[lhusl3mc hpcoatl wATks=0, |t
woul d have been g’osmb e to pre-conpute only 19 Eﬁdl nts, but then it would

not have b&&Fctysydnplt éetfuéﬁsé’ﬂﬁ‘&r@él ed adrnepsdmoplades oidhasqmptsdifid and so a

side [0055] The method for combining verification with key computation works in more
general settings than described above. Verification of multiple ECDSA signatures (certificate
chains) may be obtained by using combinations of computation and verification equations
with a different A for each verification. Similarly, verification of any elliptic curve and batch

verification of multiple elliptic curve equations is possible.

[0056] Key computation with ECDH-schemes in ANSI X9.63, NIST SP800-56a
(including ECIES, Unified Model, STS, ECMQV, ElGamal encryption) is also possible. '
Computation of non-secret ECC point provided correctness can be checked for example in a
PV signature with an ECDSA certificate. Similarly, computation of multiple ECC points

provided correctness can be checked.

[0057] It is also possible to apply such techniques to operation in other algebraic

structures (including hyper-elliptic curves, identity-based crypto systems, etc.).
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channel attack may have been possible. This could have been ensured by

pi cki ng another until such a condition is obtained, however, this m ght

| eak side channel information by itself. The approach above has
approximately the same cost as the nmethod for prevention of sinple side
channel attacks based on addi ng dunmy point addition operations during the
conmput ati on of ETA, but achi eves ECDSA signature verjflcahi?n as wel | .
Thus, ECDSAO0S8hnatlbeaseeflte proatdesimule pee chanpel gesistapes 1§ pyally Ififier ¢ hi s
approach. [00531It is assuned that E lies in the Prinp order subgroup

gener at ed HY0S@l | tAldwugl e Abave hayjeen dessrbadyin foamg el (SFgRXePPIayY ¢ or r esponds
to an ECDS el ' ] L& hid | SosGiBRIWIhiE e 6kopd obY
checki ng tﬁg%ﬁﬁh&h@%?%ﬁﬂ%ﬁ@ﬁﬁk&%ﬁp&@b%g@?ﬁ%?%f&ggé?ﬁg curve. 100541The

appr oach debcdaibedvhadbdvidow.eads t o performance i nprovenents, due to savings
on doubling operations and the prospects of exploiting nultiple point

mul tiplication strategies. Mreover, this approach is not restricted to
conbi ni ng key aut hentication and key establishnment steps during the
execution of a key agreenent protocol; it can be applied to any setting
where one has to conpute sone keys and verify sone elliptic curve equations
(in fact, the key need not even be secret). This being said, the approach
is nost useful in settings where one can verify whether the conputed key is
correct (since this would yield a verdict on whether the honbgeneous
elliptic curve equation E = 0 holds). Thus, the approach works effectively
in all settings where one indeed evidences knowl edge of the conputed key.
100551The method for conmbining verification with key conputation works in
nore general settings than described above. Verification of nultiple ECDSA
signatures (certificate chains) may be obtained by using conbinati ons of
conputation and verification equations with a different for each
verification. Simlarly, verification of any elliptic curve and batch
verification of nmultiple elliptic curve equations is possible. 100561Key
conmputation wth ECDH schenes in ANSI X9.63, N ST SP800-56a (i ncluding
ECIES, Unified Mdel, STS, ECMY, ElGamal encryption) is also possible.
Comput ati on of non-secret ECC point provided correctness can be checked for
exanple in a PV signature with an ECDSA certificate. Simlarly, conputation
of multiple ECC points provided correctness can be checked. 100571lt is

al so possible to apply such techniques to operation in other algebraic
structures (including hyper-elliptic curves, identity-based crypto systens,
etc.). [0058] The use of X to provide sinple side channel resistance is
virtually for free. [0059] Al t hough the above has been described in terns of
certain exenplary
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enbodi nents, it will be appreciated that variations thereof are possible
within the scope of the clainms which follow CLAIMS: |I. A conputer

i npl enented net hod of conjointly conmputing a cryptographic key and

i ncluding a conponent in said key for authenticating said key, said key to
be shareeL gijeeen a pair of correspondents conmmuni cating with one anot her
t hrough a cryptographic system one of said correspondents receiving a
certificat e\ edmpurer ieiphfiental hehpd o€l estjSinfhy bbputkya érpptopriphickiey and be
conbined wi.ith private key information of the one corres%ondent to generate

said key, d2Aleringe ROMPRUHHI Widley Reawhepisatone wuhisut Fag kenfabadyredy
conbi ni ng %@&v&ée?gwﬁg%f%s&%ap%@én@@é&mme& Rifh Bd afdlifer Kiftbydilf O MRLI ON anc

including in sa sal d conponent correSponding to veri tion of said
certifi cat erypsegripHihisststehaiont o€ sdid coreespdydents rdcaieng iafcetdicetetdfdlieedtbere resul ts

in a key at said one cqrrespondent. that is different.to the key conputed at
<2 d ot her ceURPRLTBIvEE KoY TROTRHiRgdo 2eCOmBIG W RMARAeY BRI Tai
verificati gme ¢e dobrR§onBertitd Balctsts sSARERI ARMAnERoS 8biHpEEhs ieistpb6r 3. A

met hod according to claim 1 or claim 2 wherein said conponent equates to

zer o when sainguierg said keyayecanabiningesid pbligkepeiniierthation endisaid ptivatakgy one of

claims 1 tg erein.a.randomelenent. is included in .sai.d co nent. to
ek ver i 1 TUATTErgPadhARER T R estdiut s dab i VG PBR AT m 4
wher ei n saisghdlcan@iRMeCduR ARt fAifuré &) RELFP aill Qerpifioite digcréPREekiltsvift alke@bdaidNS 1N
verification of said signature and thereby inhibit side channel attacks. 6.

A met hod a®BeFFesgordsnhingt isslifferent:th shejreycomputpdat spidothen epraespordany
cryptographic systemis an elliptic curve cryptographic system 7. A nethod
according to claim6 wherein said conputation is perforned using nultiple
poi nt mua.t iAphiethat iacdisding §o clainie tWwiegkiac4id vatificatioa utilisésm Hgeiture lcantainéd wher ei n
said certificate includes a signature perforned by an elliptic curve
signature pHBCEificateg A nethod according to claim8 wherein said signature
protocol is ECDSA. 10. A nethod according to claim®6 wherein said public
key information is representative of an elliptic curve point and

conbi nat3.or wethpdbtdordikgyo tlainpd mwatlaom 2amltbreiaisei dpoimpahent legyatestoaerrawhem

i ncl udes a ﬁgint.nultiﬁbication. 11. A method according to claim 10 wherein
verificati 6HISPTdiSp VETHR%t ure requires multiple point multiplications.

4. A method according to any one of claims 1 to 3 wherein a random element is included in

said component to mask verification of said certificate.
5. A method according to claim 4 wherein said random element is selected to provide
repetitive iterations in verification of said signature and thereby inhibit side channel

attacks.

6. A method according to any one of the preceding claims wherein said cryptographic

system is an elliptic curve cryptographic system.

7. A method according to claim 6 wherein said computation is performed using multiple

point multiplications.
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12. A method according to claim 1l wherein said conputation is perforned

using multiple point multiplications.

13. A nethod according to any one of

the preceding clainms including the step of confirm ng the keys generated by

system f T

sai d one correspondent conforns to that of the other correspondent 14. A
ARUBL AN TP UDE o Gl BLARKARILS LR ARG ALk UL BB
insal r au en |ca ing sai sal ar ed

corrponen

bet ween a paifbmtﬁdhyczmralsptmdﬁﬁﬁgxmtpmwaﬂj ng vvrth one anot her thr ough a
cryptographi c system one of said correspondents receiving a certificate of

t he ot her

correspondent’'s public key information to be conbined with

private &ew yBfgh TBld@Rg B clbiie s Mrd 5%&%%9&8%0&9019& ReAe said key,

system conpri sing neans"to conpute sal

sai d

conbi ning said public key

information and said private key |nfornat|on and including in said key said

conponen

corr ondi to verification,of, s rtificate h t hat
o om e, Aok e L sk b avtierdih g pUbIE TYdGRFEhion & st Of one
correspondgp taufptiat;uﬂvé peint HEd 8Sthbih@tidd 6 pidYc kYRS Rthtidh aR@sdd PHR&E key

correspondent .
|nstructlomdbsnﬁnmdndhéﬁ@dwnﬂmmﬂenb@mpnon on a processor of a computing

onput er readabl e medi um hayi ng conput er executab

e

system so as to cause said conputing systemto inplenent the steps of the

met hod of

11.

12.

13.

14.

15.

any one of clainms 1 to 13.
A method according to claim 10 wherein verification of said signature requires multiple

point multiplications.

A method according to claim 11 wherein said computation is performed using multiple

point multiplications.

A method according to any one of the preceding claims including the step of confirming

the keys generated by said one correspondent conforms to that of the other correspondent.

A system for conjointly computing a cryptographic key and including a component in
said key for authenticating said key, said key to be shared between a pair of
correspondents communicating with one another through a cryptographic system, one of
said correspondents receiving a certificate of the other correspondent’s public key
information to be combined with private key information of the one correspondent to
generate said key, said system comprising means to compute said key by combining said
public key information and said private key information and including in said key said
component corresponding to verification of said certificate, such that failure to verify said
certificate therefore results in a key at said one correspondent that is different to the key

computed at said other correspondent.
A computer readable medium having computer executable instructions stored thereon for

execution on a processor of a computing system so as to cause said computing system to

implement the steps of the method of any one of claims 1 to 13.
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