FO0492/ 31534483 /3612005 1 DESCRI PTION METHOD AND APPARATUS FOR LI M TI NG

CALL ORI G NATI ON ACCOVPANI ED BY EXECUTI NG APPLI CATION 5 Technical Field

- The present invention relates to a nmethod and an apparatus for IH‘[”IJ nz%
call originations acconpani ed by executing an application at a z L 2005

communi cation termnal. a o Background Art Advancenent of portable

t el ephones is accelerating. Recently, it 1is possible to access servers on

the Internet through a portable DESOFIETION downl oad a variety of
contents and applications. Such applications that are downl oaded from a

net wor k aMETOD ANDIA PPAR ARBHHFO R ADINETIMNG iCALIOORIGIBUATIO N
Appl et" described in the Java (registered trademark) programm ng | anguage.

Open networ ks, i n&lGdONMBANIED BrhhEXECUTINGYARRIdQABIONcurity, and
hence, Java Applets distributed through such an open network are not
necessarily reliable. C Accordingly, it is necessary to exclude accesses to

net wor ks staah]fsh by an illegal Java Applet. In response to this
demafd, Tﬁ d€Hken proposed an access limti ng technique called

oo Tode) i BRGBTHRBAIRS1 e O of U o SRR és“)"r‘lbih
Furt nor Hiping, ERICSFeinelohS ARAMPRAIES Y tned iy ?&%%8# (ot 2 one

cases ar&mhhlgicatich fapmea) where applying the existing access limting
techni que nentioned above I's not adequate.

10 Background Art

Advancement of portable telephones is accelerating. Recently, it
is possible to access servers on the Internet through a portable telephone
to download a variety of contents and applications. Such applications
that are downloaded from a network and used include, for example, an

15 application called "Java Applet" described in the Java (registered
trademark) programming language.

Open networks, including the Internet, generally have poor security,
and hence, Java Applets distributed through such an open network are not
necessarily reliable.

0 Accordingly, it is necessary to exclude accesses to networks
established by an illegal Java Applet. In response to this demand, there
has been proposed an access limiting technique called "sandbox model."
The sandbox model allows communication terminals, which perform as
clients, to access only a server from which a Java Applet is downloaded.

25 However, it is anticipated that network resources will be further
integrated or distributed in the future. In such situations, some cases are
likely to happen where applying the éxisting access himiting technique

mentioned above is not adequate.



F0492/ 3151 ﬁé rLtJL 2005 2 Disclosure of Invention Accordingly, it is an

obj ect of V¢ /3 8dent invention to propose a new nmechanismfor limting
net wor k accesses gai ned by executing applications on a comunication
termnal. 5 To this end, the present invention provides a call ogilgilibdff5on
limting method including a conparison step for conparing, when a call
origination is perfornmed froma comuni cation term nal acconpani ed by

execut i ng).arh aBFl i(ﬁjt{li on,t. a tel ephone nunber of a comunication node, for
whi ch a tAPHOSPIGIatVEH U t o be inplenented, with a tel ephone nunber ,lo

A R s S
deter m GELCRERRI S 95t Cf LAY HORORE OceSR ey obyshoulg be,
present h}?%dﬁﬁ&ﬁ@ﬁs artoAnfldicafiogi tepfdifl].of a 15 predeterm ned

communi catl on node i s acconpani ed by executing an application, it is

det ersmi ned wheTbethishenck! ther pgisent i Divaitdon d?b@v'ﬂie%nfaed:alproﬂ(gﬁnQMon
checki ng the tel ephone nunber of the conmunication node to be one of the

t el ephonkamtmige nsethiod 11Evdibg en conaparsion rstep Viarceomflarmg peviran @ caflr oved
security to be achieved. o In a preferred form the storing neans is a
nenory -foFigaeaiiongs penfepmedeToim ¢ commuaicatiandermipal ascompaniedpbyne
nunber of the. communi ¢cation node , tqQ be called with the tel ephone nupbers

i ncl udedeXCULRE 3tk m@%r@aﬁﬁr&m Aumben of cd HRmmenicatign nade,

hi st ory B uiiEa o ReigtRoRecls CoEiiRsmed ot o RgrBRod bl o
the ) GoMmypi £atd ARG doh Hodd! WhichM fds P \IBFed YIPY Sstoring means
beforehand and for which a call origination has been granted, and a
determination step for determining whether the call origination should be
granted or not on a basis of the result of the comparison.
According to the present invention, when a call origination of a
15 predetermined communication node is accompanied by executing an
application, it is determined whether the call origination should be granted
or not by checking the telephone number of the communication node to be
one of the telephone numbers that have been granted in advance. This
permits improved security to be achieved.

10 In a preferred form, the storing means is a memory for storing
telephone directory data, and compares the telephone number of the
communication node to be called with the telephone numbers included in
the telephone directory data in the comparison step.

In another preferred form, the storing means is a memory for

25  storing a history of outgoing/incoming calls, and compares the telephone

number of the communication node to be called with telephone numbers

of at least either the outgoing calls or incoming calls in the history of
outgoing/incoming calls in the comparison step.

In still another preferred form, the storing means stores plural



of at |east either the outgoing calls or incomng calls in the history of
outgoingfpﬂga 'ﬁalcalls I n the conparison step. In still another preferred
form the storing nmeans stores plural F0492/3151 21 JUL 2005 3t %ﬁ ?ﬁ

t el ephone nunber groups, and conpares, in the conparison step, t i L 2005
t el ephone nunber of the communicationsnode for which the call origination
Is to be inplenmented with a type of tel ephone nunber groups correspondi ng
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operation Instructing the call origination 1o performed by the user

and car F&bﬂ%s?ﬁhdﬁﬂg 6t appligatiahitorbe exeeacdd.f orm described above, the
call origination is a processing for line connection for voice

conmgni cat i onJpra prsfercedrionng dhé call dhigipadenrimitingnmeshodds provided
i npl enented also in a formwherein a carrying out programfor the call
ori gi nat wdth la step dgr mettpotting st prodeter 1BngPo¢E arsmessege ARk Prosptinger
t hrough a tel ecormunication line, or in a formwherein,such a pr.agra
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In each form described above, the call origination is a processing
for line connection for voice communication or data communication.
The present invention can be irhplemented also in a form wherein a
carrying out program for the call origination limiting method described
15 above is distributed to a user through a telecommunication line, or in a
form wherein such a program stored in a computer-readable medium is
distributed to a user.
Furthermore, the present invention can be implemented in a form
wherein a communication terminal for carrying out the method for
:0  limiting call origination explained above is manufactured and marketed.
Such a communication terminal is provided with a means for storing
telephone numbers of communication node for which a call origination
has been granted, a means for comparing a telephone number of
communication node for which a call origination is to be implemented
25 with the telephone numbers stored in the storing means when a call
origination is accompanied by executing an application, and a means for
determining whether the call origination should be granted.or not on a
basis of the result of the comparison.

An example of the communication terminal is a portable telephone



conmuni cati on noﬁe for which a call origination is to be inplenented 25
wth theF?%?%b%b t nunbers stored in the storing neans when a calh 2005
origination is acconpani ed by executing an application, and a nea é'w$r
determ ni ng whether the call origination should be granted or not on a
basis of the result of the conparisong An exanple of the comunication
termnal is a portable tel ephone F0492/3151 21 JUL 2005 4 performng radio

comuni cation. . Briaf Description of the Drawings Fig. 1 is a block diagram
showi ng EW@’W’?% 18010 &AM ]S%?%I?‘l on in s accordance with an enbodi nent

of the present invention. Fig. 2 is a block diagram show ng a hardware
configuration of a portable telephone in the enbodinent. Fig. 3 is a

di agram BP%WIPQS&QPﬁﬁﬁr@fﬁl@Drgmhggory of outgoing/incomng calls stored
a ep

in the portable te one 1n the 0 enbodinment. Fig. 4 is a diagram

showi ng an_exapp e § attflbeRhdiagratv sixdwing dat entisd systkm corfegpratianblie

tel ephone in the enbodinent. Fig. 5 is a schematic di agram show ng a
sof t war eacedyidagceavithra embddiment abthe petsqritamyentiame enbodi ment. 15
Fig. 6 is a flowhart showi ng a processing operation perforned ,when a Java
virtual machi nBimf2tisea plockbdmgram shonangn at herdswartiicosiiguationdsa
downl oaded Java application. Best Mdde for Carrying Qut the Invention o
Ref er r i npoxtabletelephansga thene@hosamatt will be described in accordance
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outgoing/incoming calls stored in the portable telephone in the
10 embodiment.
Fig. 4 is a diagram showing an example of telephone directory data
stored in the portable telephone in the embodiment.
Fig. 5 is a schematic diagram showing a software configuration of
the portable telephone in the embodiment.
15 Fig. 6 is a flowchart showing a processing operation performed
when a Java virtual machine of the portable telephone in the embodiment

executes a downloaded Java application.

Best Mode for Carrying Out the Invention
0 Referring to the drawings, an embodiment will be described in
accordance with the present invention as follows:

In this embodiment, an example will be explained in which a
portable telephone for radio data communication executes an application
described with Java (registered trademark) programming language

25 (hereinafter referred to as "Java application"). The present invention,
however, can be implemented in various modifications within the scope of
the technological spirit thereof, rather than being limited to the
embodiment. '

A: Configuration



portabl e tel ephone for radi o data comruni cati on executes an application
descri bdd 4%%/1F Lpdva (registered trademark) programm ng Ianguagg 25
(hereinafter referred to as "Java application"). The present invenZﬂdHL 2005
however, can be inplenented in various nodifications within the scope of
the technol ogical spirit thereof, ratber than being limted to the

enbodi nent. A: Configuration F0492/3151 21 JUL 2005 5 First, the
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shown 17 C B ERG B et BB O Ct T ucted of portabl e {6l ephones
10a and 100, g0ty ¢ (Bl Scl AIIRPIMAAORINSINR oRflgupationver (R, eltife

I nt ernet 30, a downl oad ver 40. The portabl € tel ephones 10a and 10b
are owneqsRmUsRicrdifg BC®ievembodimenr of tes peésentniphientide! egtoshomat wor k,
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whi ch |sq,not shown, a%d to 10 performradi o conmunication with a base

st at son j3lthef didwin@bihe s¢stemcisnvomstrattenh of qromable? telephonesi 1@a dunch
comuni cation service of the network 20. The portable_ tel ephones 10g and
103 i ncoimraneobile dats eomimmicavoesi mefwerk 20sasegeer 33, the Infemeist0,30
and a Java virtual machine for supporting Java (registered trademark),
whi ch aldmshe deswnkaad sermer 4@ appl i cations to be executed. The portable
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10 perform radio communication with a base station 21 of the mobile data
communication network 20 to receive data communication service of the
network 20. The portable telephones 10a and 10b incorporate a browser
for browsing various pages on the Internet 30 and a Java virtual machine
for supporting Java (registered trademark), which allows various Java

15 applications to be executed.

The portable telephones 10a and 10b share the same configurations
and operations, so they shall be generically referred to as a portable
telephone 10 hereinafter unless it is necessary to distinguish them in
explanation.

i0 The mobile data communication network 20 is constituted of base
station 21, switching office, which is not shown, and communication lines
for connecting them. Multiple base stations 21 are deployed at
predetermined intervals in a communication service area of the mobile
data communication network 20 to effect radio communication with the

25 portable telephones 10 movably Jocated in respective radio cells. The
mobile data communication network 20 is connected to the Internet 30
through a gateway, which is not shown, and two-way data-transfer is
possible between the networks. ‘

The download server 40 holds data in an HTML (Hypertext



0 The nobil e 9 ta comuni cation network 20 is constituted of base station
21, svm'tEPl'l‘?}@ gf‘g?ce, whi ch is not shown, and communi cation lines for
connecting them Miltiple base stations 21 are deployed at pr&dellerfidned
intervals in a comuni cation service area of the nobile data conmmunication
network 20 to effect radi o communicatigon with the 25 portable tel ephones 10
novably | ocated in respective radio cells. The nobile data comuni cation
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applications held by the dowl oad server 40 include, for exanple, software

for mroviding Riw (d;gﬂimmdmd rtieldmibtyi ahe Mdoageoadt server at@isieclode; Hor
portabl e tel ephone and gane software for the user of the portable
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a predetermined communication node is called, and processing 1s carried
out by performing communication with the communication node. There
is also a Java application in which, when a user specifies a call destination
communication node, a so-called "PhoneTo" function is implemented to
15 call the communication node to effect voice communication.

In this case, as a call destination communication node, there are,
for example, server 25, portable telephones 10 other than the portable
telephone 10 that executes an application, and fixed telephones, which are
not shown.

0 The server 25 has a function for providing a user with the PIM
service. More specifically, the server 25 has a memory area for storing
schedules, note pads, etc. of each user, and performs updating or the like
of such data in response to requests received from the portable telephone
10 of each user. In this case, the Java application downloaded into the

25 portable telephone 10 is carried out thereby to cause the portable
telephone 10 to call the server 25 and perform processing in cooperation
with the server 25 to receive the PIM service.

If the Java application downloaded into the portable telephone 10

is a confrontational game to play with another portable telephone 10, then



for exanple, server 25, portable tel ephones 10 other than the portable

t el ephonB0482¢{BiPlexecutes an application, and fixed tel ephones, which are
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For this reason, the embodiment imposes a certain limitation on a
call origination processing accompanied by executing a Java application.
{2) Hardware configuration of portable telephone 10
Referring now to the block diagram shown in Fig. 2, the hardware
15 configuration of the portable telephone 10 will be described.
As shown in the drawing, the portable telephone 10 is constructed
of a transmitting/receiving unit 11, a control unit 12, a user interface unit
13, and a bus 14 interconnecting them.
The transmitting/receiving unit 11 is constituted of an antenna and
0 a communication control circuit, which are not shown, and performs radio
communication with the base stations 21 of the mobile data
communication network 20.
The user interface unit 13 is constructed of a liquid crystal display
for displaying various types of information, a key pad for a user to
25  perform various types of input operations, and a microphone with a
speaker for telephone calls of the user.
The control unit 12 controls each part of the portable telephone 10,
and is constructed of a CPU 121, a ROM 122, and an SRAM 123.

Various control programs or the like are stored in the ROM 122,



Referring now to the bl ock diagram shown in Fig. 2, the hardware 15

conf i guFddi%3n 3d5% he portabl e tel ephone 10 will be described. As shown in
the drawi ng, the portable tel ephone 10 is constructed of a JUL 20
transmtting/receiving unit 11, a control unit 12, a user int t]fglsg q.qnit
13, and a bus 14 interconnecting theny The transmtting/receiving unit 11
I's constituted of an antenna and o0 a communication control circuit, which
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control progra e’are stored in the ROM 122, F0492/3151 21 JUL

2005¢ 8 and t e CRIRANI 1230k 0séd tasea opotk areprafytienCPY ¢R2d¢angd wso ous
types of control processing. Control progranms in the ROM 122 incl|lude an
operat i rsgoﬁesstlgvapa?plidadom dowrloaded| from| thenslevnivad sgrves 10, e
various types of software, which wil| be discussed Pereiﬁr:]‘gjééer. 6 ThedSRAM
123 is Usstbras of wartgoimganoeming cellsiof thedertable de ngy4l, an

appl i cati ons downl oaded fromthe@%twnl oad server 40, the history of

out goi ngelemvme §IxeqipEy Sata RBIGK @M%t ephone 10, and tel ephone

the' hi ot ory ofFIEI0 o rajataatin TP wiFs <307 skalR AL Wb B5aR E8E & ¢
4 202 dél?t%%?lmg/incoming calls stored in the SRAM 123, and Fig. 4 is a diagram
showing an example the telephone directory data stored in the SRAM 123.
As shown in Fig. 3, the history of outgoing calls is stored with date
and time when the portable telephone 10 made each call, associated with
the telephone number of the communication node from which the
15 telephone call was made (the originating telephone number). Similarly,
the history of incoming calls is stored with date and time when the
portable telephone 10 received each call, associated with the telephone
number of the communication node from which the telephone call,
corresponding to the received call, was made (the incoming telephone
0 number).
Furthermore, the telephone directory data is stored with
interrelated names and telephone numbers, as shown in Fig. 4.
As for a processing for storing of histories of outgoing and
incoming calls, well-known arts shall be applied and the explanation
25  thereof will be omitted.
(3) Software configuration of portable telephone
The software configuration of the portable telephone 10 will now
be described. '

Fig. 5 is a schematic diagram showing the software configuration



show ng ?n gﬁ(?gﬂf the tel ephone directory data stored in the SRAM 123. As
shown in g y"the history of outgoing calls is stored with date and

ti me when the portable tel ephone 10 nade each call, associ ated?w jUb 2005he

t el ephone nunber of the comuni cati on node fromwhich the 1 s tel ephone
call was made (the originating tel ephgne number). Simlarly, the history
of incomng calls is stored with date and tine when the portable telephone
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of portable tel ephone The software configuration of the portable tel ephone
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sof tware configuration F0492/3151 21 JUL 2005, 9 of .the portable tel ephone
10. As spomabie telephinmita gupPRIt SoasigaproGsssing ©1pthe portaklg EﬁﬁBﬁ@n%o i S
constituted of an operating system OGS, a Java application manager JAM a
Java K vilftual machine KVM and a Java application AP in this order froma
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processi 0g10Le L1§eP LR 6nt HENI9EEK Wrtual machine KVM. To be more

10 specific, the Java application manager JAM refers to the aforesaid

histories of outgoing/incoming calls and the telephone directory data and

determine whether the call origination processing should be executed or

not by cheeking whether the telephone number of the above

communication node is included therein, when a call origination is

15 processed to a predetermined communication node accompanied by

executing the Java application AP. The determination is based on an

idea: a call origination processing can be granted in such cases that the

node communication telephone number of the call origination is included

in the histories of outgoing/incoming calls or the telephone directory data,

o because this means that the portable telephone 10 performed

communication with the communication node in the past or the user
recognized it as a communication partner.

The Java K virtual machine KVM carries out the Java application

under the control of the Java applicaﬁon manager JAM. The Java virtual

25 machine KVM and the Java application manager JAM are incorporated

into the operating system OS in advance, and they are all stored in the

ROM 122.
The Java application AP is the software described in the Java

(registered trademark) programming language as mentioned above, and it



The Java apgl [ Sahilon manager JAMis software mainly for control and
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out goi ng/incom ng calls and the tel ephone directory data and determ ne
whet her the call origination processing should be executed or not by
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communi cation node in the past or the user recognized it as a

communi cfillonowabé reblaibeel. Java K virtual machine KVM carries out the Java
application under the control of the Java application nmanager JAM_ The
Java virtual Pbgn6dsinélavehardshowinghe qupcessing axaentgsr of the daya
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confji gur 3 4 yava K virtual machine KVM shown in Fig. 3 in response to the
instruction, and the processing is executed unit by unit which is an
execution unit called "class" (step S1).

Then, it is determined whether the class to be executed is the
processing that requires a call origination or not to a communication node

15 (step S2).

If the class does not require the call origination processing (NO in
step S2), then the Java K virtual machine KVM repeats the processing of
step S1, and executes the processing corresponds to the class.

If the class requires the call origination processing (YES in step

o S2), then the Java application manager JAM refers to the telephone
number of the communication node, for which the call origination
processing is to be implemented, the histories of outgoing/incoming calls
and the telephone directory data and compares them in response to a
request from the Java K virtual machine KVM (step S3).

25 If a comparison result indicates that the same telephone number as
that of the communication node for which the call origination processing
is to be implemented has been found in the histories of outgoing/incoming
calls or thc’telephone directory data (YES in step S4), then the Java

application manager JAM determines that the call origination processing
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executi oh Y8 { ava application AP by the portable tel ephone 10. Wen an
~instruction is issued for starting up a requested Java applica?igm 25 by
user's operation, the Java application AP is started up 10 on H L4085 «
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processing is executed unit by unit which is an execution unit called

I (R el O R e
or' g1 nat PR Brotie s PuREROT bratesIVE GIERSANE"Sata « Vittual  machi ne

KVM ts th ' i | idei '
repeat s f{ Egggﬁggééj}g?@tﬂg S wiiigh epe idd1® 1B Ah@atS!dTl the

corresponds to clads requires the call origination

processi pgminfERicai6hCROdE 102) wHiBBNtHd'&alP\67) @iRlticiRtprotesBinages b \Ye

refers to the tel ephone nunber of the communication node, for which the

cal | ori gama¢d avut, psofeessd ig the histbeidsnpl eyegosng/ihbentingt oallssand the

out goi ng/incomng calls and the telephone directory data and conpares them
i n respotelephona direcporytddtadiNOhia StapaSK) vienualis detarmened/thasthp cgll) . 25
If a conparison result indicates that the sane tel ephone_ nunber as that of
t he conmuniginatien yescsongwhiash nole kegn grandedat i dherbvas sapplicationo be

he 1 of CRMIREST § BMotPIEGS (hEave & cHrisl, MAGDEnE Vil 40 SppTada on
et AR gL oL BT gh eGSR, PO B B TRSESH. BRI AR e
KW tp processing cannot be granted, together with another message indicating
that user’s instruction is necessary to perform call origination (step S6).
The displayed in this case can be a message, for example, " You
need to call 00-xxxx-AAAA to continue the processing. Are you making
the call? Press key 1 for YES or press key 2 for NO."

15 If the user issues an instruction for making the call (YES in step
S7), then the processing comes to step S5 wherein the Java K virtual
machine KVM carries out the call origination processing. Then, the
processing returns to step S1 wherein the processing for executing the
Java application AP is continued.

0 In this case, a call origination is made in the step S5 processing so
that the telephone number used for making the call is stored in the history
of outgoing calls. Hence, the call origination processing will be granted
thereafter concerning this telephone number by step S4 determination
above mentioned.

25 I an instruction 1s issued by the user not to make the call (NO in
step S7), then the Java application AP is forcibly terminated by the Java
application manager JAM in response to the instruction (step S8).

In this way, a call origination is granted only if the result indicates

conformity after the comparison of the communication node telephone



execute the I %I’I gi nation processing (step S5). |f no tel ephone nunber,
whi ch |sF|°é(§%ta"3éa?l to that of the comunication node for which_th EII
origination processing is to be 5 carried out, is found in thezﬂl-@-g Ses
of outgoing/incomng calls and the tel ephone di rectory data (NOin step
S$4), then it is determned that the cald origination processing has not
been granted. The Java application manager JAMinstructs the Java K

o Eg'u R (0 dleaRdédionTieadl &Eé@ﬁ%ﬁﬂé‘ﬁ%ﬁ&y g nislaeSor
necessar 9“?%%@?@@%@ G [N htePRons Sp iRy datl S0l cvea”in thi s
case, can be a MHRagGo L6Y, RIXAMR! EmpodiRitricedll friabhbirarepitegt

continue the proceSS| ng Are you neking the cal ress

press keyhe é@mmithication Tnédes Uelled Sbefsrearor 'iﬁé”é@)hmﬂlrﬁ@ﬁtiﬁﬁkirﬁﬂ:léshe
call (YES in step S7), then the processing cones to step S5 wherein the

Java K vié¢gigedredmiv htheetdl¥phoaer dec blyethal hsear k@i exadiirentine GeERFityg.
Then, the processing returns to step wherein the processing for

execut i nthereby. Java application AP is cont| nued. O In this case, a call
origination is made in the step S5 processing so that the tel ephone nunber
used for naking the call is stored in the history of outgoing calls.

Concer ni g NRKIfCEBpGHUTAMDer by Step S4 det ornination  above. menti oned.
Step 57), then C%ﬁ%‘vabisbés“er@aqﬁ%évhtis“ﬁﬁéspg ipkPyliparis nd: BB iRahs,, .
oo CAbABAR, AIed SHRTEC 4! oy TDH UShPIREEE, B0 val iRl |
after thgs@EMmAtiG29EhbM BeIBWNI cat | on node tel ephone F0492/ 3151

(1) Form of each communication node

In the embodiment described above, the portable telephone 10 has

been used as the subject executing applications. The subject executing

15 applications, however, is not limited thereto; it may be a fixed telephone
or a personal computer connected to a portable telephone or a fixed
telephone.

A communication node to be called is not limited to the server 25
or the portable telephone 10; 1t may be a personal computer or the like

0 connected to a fixed network and placed at home or in an office.

Thus, the subjects executing the applications and the objects to be
called are not limited as long as they are communication nodes to which
lines are connected by using telephone numbers to perform data
communication or voice communication.

25 (2) The use of the histories of outgoing/incoming calls and telephone
directory data

In the embodiment, both the histories of outgoing/incoming calls

and the telephone directory data have been used to determine whether the

call origination processing should be granted or not; however, the present



21 JUL 12,(3;‘5 2],%1r,_1jtinber to be inplenented for the call origination with the
hi storie of9 out'goi ng/incom ng calls and the tel ephone directory data.

. That is to say, in this enbodinent, call originations are |limted q Z@E

comuni cati on nodes called before or the comruni cati on nodes s r%i}i L“r d
in the tel ephone directory by the useri13o ensure the security thereby. C

Modi fication exanples As previously nentioned, the present invention is not

var i ous TRIPRat B TR, dERE0 o BTy s B0 BRI snlT ARG e
ac the ShEgeet ik SAERAN B L FRtEmay e PRIEAN Red BYERNRRT oAl 1R nidREY voe

appl i cat xPRsigBNE Calls, bhlPthe Hisidrsoft ffddtheng Idal 0 n Ry IHe fél eptioihone
rconﬂ Ci a?réte @ra I X

or a personal “conpute ected to"a port ephone

t el ephondirebtepdut, Gt bpnisindatleastaw@bfelens. not limted to the server
25 or the portable tel ephone 10; it nay be a personal conputer or the like

o comnec(®pProcessing dornaffevekt appliphioad at hone or in an office. Thus,
the subjects executing the applications and the objects to be called are
not |imted aslndhg embodementecevenmwhena pbaralogeef Javarapplicaiions APe
connected by using tel ephone nunbers to perform.data_  copnmunication or

voi ce coRawgikesn dnstadied 2y thecpogably telephana 40, dt s beegodetgrmiassi ng
cal | o ardhephoneo: ineRber y Slkebd Irfle Sntad momoboLl Sheytietari e
to deterpgyg n%u\f‘@&‘rfk?fné&ﬁing calls and the telephone director data without
10 awareness of differences among applications, when any of the Java
applications AP 1s carried out; however, the present invention is not
limited thereto. Alternatively, data on which the determination is based
may be limited for each application AP to be executed.
For instance, for the first Java application only the telephone
15 directory data may be the foundation on which determination is based, for
the second Java application both histories of outgoing/incoming calls and
telephone directory data may be the foundation on which determination is
based, and for the third Java application, without providing any
foundation on which determination is based, calls to all communication
0 nodes may be granted.
As for this occasion users may determine every time which data
shall be the determination foundation, or the Java application manager
JAM may determine according to attributes of a Java application AP.
Java applications AP are not necessarily limited to those
25 downloaded from a network. For example, some Java applications AP are
stored in the ROM 122 in advance. Such Java Applications AP are
considered to be with high security and no limitation may be put on the
call originations. Furthermore, Java applications AP that are

downloaded from the download server 40 authenticated by predetermined



call ori ggg%ygg processing shoul d be granted or not; however, the present
F0492/ 31 E 2005 13 inventionis not limted thereto. Alternatively,
whet her call origination processing should be granted may be t i homed by
using only the history of outgoing calls, only the history of “incom ng
calls, or only the tel ephone directony data, or by using at |east two of
them s (3) Processing for different applications In the enbodi nent, even

por o AP BRSO 50eLT LSO PSR
shou ggepg, f”e%fo ﬁgenlmstb?riésgcﬁ buig;ﬁvaig/ﬁwmﬁ? @fl1504haot e/ felsHRbAS

calls a e director dat hout awar eness of differences

anong ap@ireeairyodgia Magbanyedlastthe favedawon baavhisls détermiraionedreut ;
however, the present ifnvention is not limted thereto. Alternatively, data

on whi chbideel dot st tla¢ irestrictibasash caly dréginaticred Securiay hmeppniotabeon AP
to be executed. For instance, for the first_Java application only the

t el ephorexpeiedi muchrforddasamapphbicationst ARddomodoadedhifromdatewniload i on
is based, for the second Java application both histories of

out goi ng¥arNedbniddl) Ehat sarendnot cpuphenacaiedecbyr predetermingsdt cestifisat@at i on
on whi ch dtgl'\tﬂ(la_rm nat [.pn islmﬁased, and for,.the third j"ava ap Iicgtion
wi t hout BHOPTHIEY aMENces RN ? SelchNOng Sirasiony fRtaIBiorys § U8ed i s to
al I communi i es_nay. r apnt - AS, - this oc i may
det er mi rf& e@i% ycf?)flﬁaa\%%%chOHat‘gB?%lﬂaﬁetggnfﬁ%méﬁ% e??r%’ nat%%?sf gﬂhggﬁ , or
the Jav i i : may determ ne according to attributes of
a Java gggﬁ?%gt‘éﬁgn B.Hﬂ\rl}gggfnaagp I'cations AP are not necessarily limted to
those 23)derpransiedng 18Ab@aget work. For exanple, sonme Java applications AP
are
In the embodiment, the Java (registered trademark) has been used;
the present invention, however, is not limited thereto. It is needless to

say that other programming languages may be used.

15



stored in the ROM 122 in advance. Such Java Applications AP are considered
to be with high security and no |imtation may be- put on the call
originations. Furthernore, Java applications AP that are downl oazjﬁq%f Zﬁﬁg]
the downl oad server 40 authenticated by predeterm ned F0492/3151 2 lU
2005 14 certificate authorities may be expected to provi de respectabl e
security. Hence, both the histories of outgoing/incomng calls and the

tel ephone directory data nay be used as the foundations on which

determ nations afe baAasdralessegmuncationttemoinaboempnisingt | ori gi nati on.

S ' be. d f | i ' AP d | oaded
From downl ond sBYUEe Foraruicaler fubSlarfice ometsiag % voie ERAHBE=ton

certificat ginclighAftyidndes netWotkbrowsing fanéfdritiene directory data history
may be used as thé foundation on which determinations are based enhancing

restrictions on gahetwarkgcommunication controk thataantivajes athguagiwdrk browsing
enbodi nent .t he Java, (registered trademar has been used. the present
ivent | on, MRsHE0ARY 1 'HieSh A exfefiAl, applcaipn; SSiRe Ta berspy EgSvRaen
ot her progagafidafiin! hRHRSAS wiereiRetheSsshlichfior iseiOat |e%§t bne’ap @h&ﬁs
comruni cation terninal conprising: multiple co nication functionalities
conpri si ngugit execetablenom e wiretess dommounicatibn terminal; a net wor k br owsi ng

f ti lity; t K.. i cat | that tivat th t Kk
br ovsi ng  f unct | BRaARRIGALEN RIEteT thab pfayies ar sxeeuion suigpment Jor e cpy
recei ve anrecefeld S@plicafioh i WHiElR the ¥PSICAILDN PIAHGHP LkEAIES 2aeR BY the 3 itist

| east one application ]
one application unit in the received application at a time, wherein before executing

an application unit in the received application, the application platform determines if
execution of the application unit will ensue an activation of the voice communication
functionality to initiate a call to a telephone number and, if so determined, will
suspend execution of the application unit until the telephone number is verified; and -

a telephone number manager that verifies the telephone number and allows
the application piatform to proceed to execute the application unit if the telephone
number is verified, whereas otherwise disallowing the application platform to
execuyte the application unit.

2. A communication terminal according to claim 1, wherein the
application is a JAVA Applet.

3. A communication terminai according to claim 1, wherein the
application platform is a JAVA virtual machine.

4, A communication terminal according to claim 1, further comprising
at least one telephone number database, wherein the telephone number manager,
in verifying the telephone number, searches one or more of the at least one
telephone number database for the telephone number.

5. A communication terminal according to claim 4, wherein the at least



unit executable on the wirel ess comunication term nal; an application

pl atformthat provides an execution environnent for the received
application in which the application platformexecutes each of the at |east
one application unit in the received agplication at a tine, wheddikilg&6ore
executing an application unit in the received application, the application
platformdetermnes if execution of the application unit will ensue an
activation of ication functionality to initiate a call t.o

t he voice conmmu
a tel ephonB R UEIEBN0RRINUTPEE slahasen CARRTISaR 13Ny Slispdliat Srtahaseotabistoras

applicatio | {4 oy L Ll ed:

nimber  manaad it bely o RIS R Hinare o) W BireBi S uFRoRicR
appl i cat i oferplirdlf arsecoodptaiabast thatet@estieledphensminisersi fesmuihichi dalls Weere

t el ephone nurrvtr)ﬁ%; i ?ﬁ‘ver,i | ed, whereas otherw se djsallow ng the

appl i cat i ofPGSa% BY e YirelsascirremuRicaligpl teeainal Rngha telephope smetany sderesn
term nal Li h R d’l‘ﬂ? Lngthe application is a JAVA Appl et.
3. A comrﬂﬁﬁ@gﬁlo@le%ifﬁq&rﬁg@%%%or |rﬁ]|g';r{htl'o claim1l1, wherein the application
platformis a JAVA virtual machine. 4. A comunication term nal according
to claim1l, further cofipcomimapication deshinaheadoekrdingote dlaimed, dahedas ethe

wherein the tel ephone nupber . _mgnager In verifying the tel ephone nunber,
sear ches of,%BFﬁ}O Wwmper ish‘ée"ﬁj';gl"g}g‘%rﬂ t%t@leﬁr@wgeh@ﬁﬁﬁﬂdd&ﬁﬁwﬁ dhe gpet he

tel ephone GHUBRE dalibaRes YEAHHERAh | | ' rein
the at |east 16 ZIiIJULMe one tel ephgﬂ%qﬁ%%é@%gﬁ%g@ggﬂ‘g%ﬁ#ﬂ%g@g%b% a
first database that stores telephone nunbers to which calls were

origi nated fromthe wiAeteumuutation damioal dceondingl to aclaisecdndvitreababe

t hat stor t hone  nunbers.from whjch, calls were received.by the,

wirel ess gt%rlﬁﬁeﬂ?ﬁ%aﬁ’%ﬁef &% WeHted "‘a']f?d" Q‘et ES%FH?H}%“HW@&'%%U%‘?M @dpaﬁlcular

i n. t he- wi rgdtabase eslated fbhPhelfNEastalne Biephoh@MbERdAtRBatEr M nal
according to claim4, wherein the telephone nunber is verified when the

t el ephone nunber_is found in any of the one )
8. communication terminal according to claim 6, wherein the

telephone member is verified when the telephone number is found commonly in

more than one of the at least one telephone number database.

9. A communication terminal according fo claim 1, wherein the
telephone number manager selectively performs a different verification method for a

different application.

10. A communication terminal according to claim 9, wherein the

verification method varies according to attributes of the application.

1. A communication terminal according to claim 10, wherein one of the

attributes is an application source from which the application is received.

12. A communication terminal according to claim 11, wherein the
verification method varies, depending upon how trustworthy the application source

is.

13. A communication terminal according to claim 12, further comprising



or nore databases searched anong the at | east one tel ephone nunber

dat abase. 7. A communication termnal according to claim®6, wherein the

t el ephone nunber is verified when the tel ephone number is found imggjyL 2005
particul ar database selected fromthe af | east one tel ephone nunber

dat abase. 8. A comuni cation term nal éccordi ng to claim®6, wherein the

t el ephone nenber is verified when the tel ephone nunber is found commonly in

h of th | | eph b . 9. A
Communi caigeiBeetedtons impRg Telberar et e e RS Fumbisr Shanagsfoer
nmanager ﬁ‘?b@ﬁfﬁz n?eih}é t@féﬂlrgfn'éf&m?m%ﬁ f@bptHe vk ithé ffé!bf)ﬁané%ﬁ%brf&ie 8r more

different app ! ati1on. . communi cation termnal according to claim9,
wher ei n tatabasesi $elected dnometheoplurtality ef telepbene mynbendaiabasessdependiog

application. 11. C ni catjon termnal according to claim 10, wherein
one of tﬁ@q‘%h"?@m% %’?PIQESPPC“‘QW%'Ssource from which the application
Is received. 12. A conmmunication term nal according to claim1l, wherein

the verificathan mephednitalihiBatios SRANHANIadRATINGO6 t EldFh V98! Rvhéreth the
application source 1s. 13. A conmunication termnal according to claim12,

furt her pturplitysofiglephond riodser databagearcomprysafanyebépaditet datdbmse that
dat ab wherein the tel eph b ' ifying the. .

t ol ephonstaiERtEEPNoBRE MBS WhIFN CAllS,HEHe CHainaed 16l she roramUbicaliohs es
sel ect edidmppat Eeséﬁd;fdaci:léﬁaba_@é tha! SBRANRISPHEIY ndaiha R Wifee RIS Iveran

how trustworthy the application source is.” 14. A conmuni cation term nal
accor di neeasived Synihescomputracatianiermpnal andt 9 telepheneptiserdonuatssed datthBases

conprise_an . ‘_L . %l'at abase that stores tel ephone nunbers to which
calls \/\BF@%’F‘%F%@? Eerrﬁ:% the communication termnal; a second database

that stores tel ephone nunbers fromwhich calls were received by the
communi cati on #8rm nAl coamrdunichtibepterndnali recbating stwrddinh nidhewherein a

telephone number, which came with an application whose source is trustworthy, is
verified when the telephone number is found in any one of the first and second

databases and the telephone directory.

16. A communication terminal according to claim 14, wherein a
telephone number, which came with an application whose source is doubted in its
trustworthiness, is verified when the telephone number is found in the telephone

directory.

17. A communication terminal according to claim 1, wherein execution

of the received application is terminated when the telephone number is not verified.

18. A communication terminal according to claim 1, wherein if the
telephone number manager fails to verify the telephone number, a user of the
communication terminal will be asked if it is permissible to allow the call to proceed

to the telephone number.

19. A communication terminal according to claim 18, further comprising

a display, wherein the user is asked through a visual message displayed on the



comuni cation termnal. 15. A conmunication term nal according to claim 14,
wherein a tel ephone nunber, which came with an application whose source is
trustworthy, is verified when the tel ephone nunber is found in any one of
the first and second databases and the tel ephone directory. 16. A

comuni cation term nal according to claiyg 14, wherein a telepho ,
whi ch canme with an application whose sodg%e I's doubted inits 4l mnﬁﬂﬁf
trustworthiness, is verified when the tel ephone nunber is found in the

t el ephond’spl@y.ectory. 17. A communication ternminal according to claim i1,
wherein execution of the received application is term nated when the

to ofaim L whalei n 1toviE bkt findsEroR ek, 1€ WistEl Bty
t el ephonefmheragplicatiorsiete rhindied whRBEHM&ibe s heT dbtafedVrom the wsdred if it

Is permssible to allow the call to proceed to the tel ephone nunber. 19. A
comuni cation termnal according to claim 18, further_conprising

. a
di spl ay, whereidl-t he Aus&rethedasiRed dislowing a ail syarveriied agalldi &l wiretessn
the 18 2 | . - ' ion termnal according to
claim 18,JC°\A%P§|Q%E8QS%%%%K coﬁr?prﬁiheﬁg{p@;%igbgﬁfbn I's term nated when

permi ssi ga) i s metestingi apd abplsatidre dotese 13lredeivet Ao dapplicationalthemfivgn an
unverified call at wireless comunication term nal, conprising the steps
of : (a) A¥hessi) Hip appksAtianceemerses @ deast Pnecapplication upiplexeawiadle on the

t her ef ro%irelt‘é@&?%@xin?nﬁmg ARPtdRfhdon conprises at |east one application unit
executable on"the w re?ess commuhi cation termnal; (b) providing an

execut i ofbenvi pooviding borexduitioacenvirthnagmnt fioe dhé aeceiwedhapdlicatienhinoivhiche at
| east one aRpéicati?n unit in the received aggl ication is executed at a

time: each of the at least one application unit in the reCeived application is executed at a
time;
(c) before executing an application unit in the received application, determining

if execution of the application unit will ensue an outgoing call to a telephone
number;

(d} if so determined, suspending execution of the application unit and verifying
the telephone number; and

(e) proceeding to execute the application unit if the telephone number is

verified, whereas otherwise disallowing the call.

22, A method according to claim 21, further comprising providing at
least one telephone number database, wherein verifying the telephone number
comprises searching one or more of the at least one telephone number database

for the telephone number.

23. A method according to claim 22, wherein the at least one telephone
number database comprises any of: a first database that stores telephone numbers
to which calls were originated from the communication terminal; a second database
that stores telephone numbers from which calls were received by the

communication terminal; and a telephone directory stored in the communication



(c) before executing an application unit in the received application,
determining if execution of the application unit will ensue an outgoing
call to a tel ephone nunber; (d) if so determ ned, suspending execution of
the application unit and verifying the telephone nunber; and é
proceeding to execute the application ung if the telephone nunmbél JUk 2005
verified, whereas otherwise disallowing the call. 22. A nethod according to
claim21, further conprising providing at |east one tel ephone number

dat abase {EMBALI n verifying the tel ephone number conprises searching one
or nore of the at |east one tel ephone nunber database for the tel ephone

nunber. 23. A ngf hod g ﬁgdi %CBEBIE@% rrt?tya%ﬁ} QEQﬁPEf&nttﬂé té{)egg@)ﬁétmﬂﬂﬁer is

t el ephone nunber data se conpri se Irst database that stores
tel ephonaferiﬁeﬁewlsen thoe Mephomalnhmhmfne fommcgﬁmanymbffthemneher ooredztabasaem
term nal ; econd dat bas that stores tele nunbers from which calls

wer e recéie@ & ampnd Srﬁwsééﬂ edslgrhaneym %haatébf"é?ephone directory
stored in the commni cation 19 21 JUL 2005 termnal. 24. A nethod

according to clogg m 22 mﬁbé'a’&cb*ﬁné e PAIRNS4 NWRBRSIN | ﬁe téf%rg'ht)héqﬂ\’ﬂﬁgr dﬁqe

t el ephone nunber is fo in any of the one or nore ata a sear che
among t hevesified eefsen mmtaie;blup'lmnmnbentﬁafqtmmjtiatmsm;cmﬁr dataadeselectast oy to

claim 24, wh in the tel ephone er is verified when the tel ephone
nunber §h?6‘?iﬁf‘s1tl?“§t§ 8&|f&+m*a%ft #3085%el ected from the at |east one

tel ephone nunber database. 26. A nethod according to claim 24, wherein the

t el ephone nenberg is A aidthé@dcvbriing e clafhed aiee resHreey télépﬁ@rﬁ’é‘%@rﬂﬁ&pi’d y
in nore than one of the at |east one tel ephone nunber database. 27.

met hod aveofigd vghen the ielapiane ahebsds Jeuna gemgrarie in ewgHbAB onmﬁf)the at
conpri seﬁegsqlo%cet f-ngﬁﬂorPeeﬁar%Em Hgta%a@ief ferent verification nethod for a

27. A method according to claim 21, wherein verifying the telephone
number comprises selectively performing a different verification method for a

different application.

28. A method according to claim 27, wherein the verification method

verifies according to attributes of the application.

29. A method according to claim 28, wherein one of the attributes is an

application source from which the application is received.

30. A method according to claim 29, wherein the verification method

varies, depending upon how trustworthy the application source is.

31. A method according to claim 30, further comprising providing a
plurality of telephone number databases, wherein verifying the telephone number
comprises searching one or more of the plurality of telephone number databases for

the telephone numbers.

32. A method according to claim 31, wherein the plurality of telephone



different application. 28. A nethod according to claim27, wherein the
verification method verifies according to attributes of the application.
29. A nmethod according to claim 28, wherein one of the attributes i s an
appl i cati on source from which the appligation is received. 30. A ndthdtl 2005
according to claim?29, wherein the veritication nethod varies, depending
upon how trustworthy the application source is. 31. A nmethod according to

Gat abaseSurilies tEtabeRR sTRGSEROV el Bl ietabie et shires teEBhOBE BTG Sone
or nore @f Wit BAMY @eld ﬁrigfrngﬁé‘d fBRP &Hﬁﬂniﬁkﬁ%ﬁﬁ?ﬁl;‘% el85d batfpiene

nunbers. 32. A nethod acc ing to clalm 31, erern e urality of
t el ephonéha@0 feresULted@iionenunbembedat fMoasesvhidnpcalte emeye ofrecaivédr &ty the

dat abase that stores .tel ephone, nunbers to which calls, were originated. from
he- comGRTERKTERICR R ATd & draphare sieston o § s dardmnaieation
nunbers f&pihuhi ch calls were received by the communication termnal; and
a tel ephone directory stored in the conmunication termnal. 33. A nethod
according to claim32, wherein a tel ephone nunber, which cane with an
appl i cati on whd8e soév owethedt acsardingt by claign &, i whergimtee telepboneehephbene
nunber i1s.fqund in any one aof the first and second dat abases..an he

Lol ephond it B2t WM SRefledin widsa sruiGe i LRaVATAR, SRIE when the

t el ephongelBgABRE nunibé:CR BARE Wi ddy BRe ARhEORE! R \WRRBRd SRIHEESsés aflURked
inits security, is verified when the tel ephone nunber is found in the

t el ephonéel@phere dirgcta®s. A net hod according to claim 21, wherein

disallowing the call conprises term nating execution of the application.
36. A nethod aggordi ng I . erel. rifyi t.h ho nber
conprises aski %g a ugeﬁﬁpséj?éﬁ%sdgé'&gm sscﬁ%&e\é?m"(’%{%%ﬂ\cﬁ ﬁe'%§k§38c§§’a‘bgg t he

which came with an application whose source is doubted in its security, is verified

when the telephone number is found in the telephone directory.

35. A method according to claim 21, wherein disallowing the call

comprises terminating execution of the application.

36. A method according to claim 21, wherein verifying the telephone
number comprises asking a user if it is permissible for the call to proceed to the

telephone number.

37. A method according to claim 36, wherein disallowing the call
comprise terminating execution of the application when permission is not obtained

from the user.

38. A wireless communication terminal comprising:

multiple communication functionalities comprising a voice communication
functionality and a network browsing functionality;

a plurality of telephone number databases to which different security levels
are attributed;

a network communication control that activates the network browsing



t el ephone nunmber. 37. A nethod according to claim36, wherein disallow ng
the call conprise termnating execution of the application when perm ssion
is not obtained fromthe user. 38. A wireless conmunication termnnal
conmprising: nultiple communication funiionalities conprising a véilcll 2005
comuni cation functionality and a network browsing functionality; a
plurality of tel ephone nunber databases to which different security IeveI s
are attribu edél ?etwork com‘runtﬁatf'[o ﬁ qtro t hat @fil va es t he net

br owsi ng™FCtoNalY 16 st AL LYIRINA PPPICRIUL SOURF ¢ W&l YabptT¥at F‘Bn
source tQ{)?fl‘?&ft%‘W@(&‘E@éM@ ANthedRiPblEES bR EXBStGRRIrmiRA; t he wirel ess
communi cation termnal; an application platformthat executes the received
appl i cati on, V\Aaera:phcatmn piadtosimy that @ypcuteattherrepewpdmnaﬁmtwheremuthee

whi |l e runni n the communication t el ephone punber;
And 5 1t o[SANBALRBHEEET A PG REE thanPrlce i Poing; A e FarBrNEgIon
searchin 0 I SHoRSnGMbeE g from the plurality of tel ephone
nunber é@@sés e&gé(;ad@)n attr?but es of the received application, and
allows the calh tejep}pmmermmmbertmena@eleﬁhahwenﬁaﬁeﬂwa ftelepbonel epmbw burber

fied wh th ' di sal | qw t t
L ar mi nal SSREHN RGE RS BRI ARSPAsSR SARSIoR N dive el G R B AL oo

dat abas eaaFﬁ‘bﬁBé‘SS@as@Woﬁfaﬂrﬂ)Jtéé o tHalrabaivsd tAlicafib®r 88d lHoRRNEHeE cal rtaer :
to which calls were originated fromthe comunication termnal; a second

dat abaseptdrsedstaotiks te@lpépheneumﬁbef the telephbhe hnuabes iswesifiede veiareds by

t he comm{h I cation tﬁ B nld a tel ephone directory stored in the

comuni c3TW'SE ?’Fﬁa |ng4 CE comuni cation term nal according to claim 39,
wherein the tel ephone number is verified when the t el ephone nunber is

found in any ofigt he aneommunication terminal according to claim 38, wherein the

plurality of telephone number databases comprise any of: a first database that
stores telephone numbers to which calls were originated from the communication
terminal; a second database that stores telephone numbers from which calls were
received by the communication terminal; and a telephone directory stored in the

communication terminal.

40, A communication terminal according to claim 39, wherein the
telephone number is verified when the telephone number is found in any of the one
or more databases selectively searched among the plurality of telephone number

databases.

41, A communication terminal according to claim 40, wherein the
telephone number is verified when the telephone number is found in a particular

database selected among the plurality of telephone number databases.

42. A communication terminal according to claim 40, wherein the
telephone number is verified when the telephone number is found commonly in

more than one of the plurality of telephone number databases.



or nore databases sel ectively searched anong the plurality of tel ephone
nunber databases. 41. A conmunication term nal according to claim40,
wherein the telephone nunber is verified when the tel ephone nunber is
found in a particular database sel ected2anong the plurality of t gl gmh%
nunber databases. 42. A conmunication termnal according to clai mZI ,
wherein the tel ephone nunber is verified when the tel ephone nunber is
found conmonl y iin r’rRre t han. one of the gl ur '”Ré Cﬁ; t el ephone nunber

dat abases. 22 %3 JuLASSHEMUREAtAN NG| 8SRGTEING: BRIk B8 avberain Geref theai m
38, wher it B8 i9bn!dbiRblon BULAS framARhRARKL GRIIERGP EBelkg™m Whi ch the
application 1s recei .44, conmmuni cat1on termnal according to claim
43, wherein one or nore databases are selectively searched anong the
plurality of t#éf#ephoAecomammicatabat tevasmal, achEpdingi tog clapond howhereiat ovoe ony
the application source is., 45. A co nj cation termnal according to claim
38; ahor BOTE SARRAT 8T SRRVl 3P AERAL A O BOaR A BOGIRPHaNE PUFERone
nunber i g8y rdidhetiHi HUWTTRABESHH t ' i-zng to claim 38,
wherein ?fﬁgﬁgég’t%(%%%ﬁjéﬂggﬁgﬁber rraﬁagerﬂsf‘)@iel fﬁ;{ﬂgﬁgg? ??ER{%E t el ephone
nunber, a user of the communication termnal wll be asked if it is

perm ssi bl e t 042l | owAtdesrasnication pecieataceardingetot cihiop B8 nehetaib &xecution

of the application is terminated when the telephone number is not verified.

46. A communication terminal according to claim 38, wherein if the
telephone number manager fails to verify the telephone number, a user of the
communication terminal will be asked if it is permissible to allow the call to proceed

to the telephone number.



