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relates to the data processing field. Mdire particularly,
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i nvention

allows disk units in a conputer systemto be paired in an optim zed manner
A conputer systemthat uses Disk Unit Mrroring keeps identical copies of
data on a pair of disk units designat- ed as mrrors of one another. If one

disk unit in-a mr- rored pair fails, the systemcan use the copy of the
data on the other unit of that mrrored pair, until the broken unit is
repaired and its copy of the data is rebuilt. If the I/Ocontroller for a
disk unit fails and the mrror of that unit is attached to a different

controller,

t he

COMPUTER CONTROLLED OPTIMIZED PAIRING OF DISK UNITS

This invention relates to the data processing field.
More particularly, this invention allows disk units in a

computer system to be paired in an optimized manner.

A computer system that uses Disk Unit Mirroring keeps
identical copies of data on a pair of disk units designat-
€4 as mirrors of one another. If one disk unit in a mir-
rored pair fails, the system can use the copy of the data
on the other unit of that mirrored pair, until the broken
unit is repaired and its copy of the data is rebuilt. If
the I/0 controller for a disk unit fails and the mirror of
that wunit is attached to a different controller, the
system can still continue to run using the disk wunits
attached to the other controller. Likewise, if all of the
disk units that are connected tc an I/0 Processor or Bus
are mirrored by disk units connected to different I/C
Processors or Busses, the system can survive an I/0O Pro-

-cessor or Bus failure and continue to run.

The ability of a mirrored computer system to protect

[P -

against situations where data could not be accessed, such
as when data is destroyed due to a head crash or when data
is temporarily unavailable due to a component failure,
(hereinafter collectively referred to as '"inaccessible
data") is directly related to the way the hardwares is
connected and the way the disk units are arranged in
mirrored pairs. Identical hardware can provide either

excellent or poor protection.

When a customer or service representative ceonfigures
a system for mirroring, that person is responsible for

arranging the disk units into mirrored pairs. This pair-
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system can still

controller. Likewise, if all of the disk units that are connected to an

Pr ocessor or
Processors or

Bus are mrrored by disk units connected to different 1/0
Busses, the system can survive an |/ O Pro- cessor or Bus

failure and continue to run. The ability of a mrrored conputer
systemto protect against S|tuat|ons where data coul d not be accessed,
as when data is destroyed due to a head crash or when data is tenporarlly
unavai l abl e due to a conponent failure, (hereinafter collectively refer
to as "inaccessible data") is directly related to the way the hardware

connected and t@%d”%t t-he Qi§% &HiﬁéSﬁ%&ﬁlﬁééaQﬂeQxﬁékﬂndHH%&%@aﬁéhﬁé of
| denti cal hardware C€?$$YOVI de either excellent or Eoor prot ectian.

When a custoner ¥

& e‘b‘?‘g’seé?ﬁ‘flﬁ’f‘?véfco?ﬁ? gbrEdvwarey stemhat the

mrroring, that hpetwenei patlespansitbeedisk amitangho tdedrditek thai sgstaho
mrrored pairs. ;LA $SdPads1icated (or mirrored} as much as podsible, to

increase the level of protection by reducing the number of
single hardware failure points. The person pairing up the
disk units must also know and follow other system and
mirroring restrictions, such as ensuring that the disk
units of a mirrored pair are independently serviceable,
that like disk-deviée types are paired, etc.

= Manual pairing of disk units for mirroring is diffi-
cult, time-~consuming, and error-prone, and it can fre-
quently result in invalid configurations or configurations
with less than optimal pairi_ng and protection.

This problém of manual pairing of disk units for
mirrorimng is magnified whenever the configuration of a
computer system changes, such as when a disk unit is added
or deleted, when the computer system is recabled, or when
a broken unit is replaced with a spare. The level of
protection of the computer system against inaéce'ssible
data can decrease unbeknownst to the user whenever a

.configuration change is made. This is clearly undesir-
.akde, since the user can have a false sense of security as

to the level of protection of his computer system. In
order for the user to be adequately protected, he would
have to call in his expert to determine if the disk units

in his computer system need to be re-paired.

continue to run using the disk units attached to the other

/O

such

red
i's



ing of the disk units requires an expert understandi ng of the physical
connections of the hardware, so that the hardware path fromthe disk units
of a pair to the systemcan be duplicated (or mrrored) as nuch as

possi ble, to increase the | evel of protestion by reducing the nunber of
single hardware failure points. The person pairing up the disk units nust

al so know and fol |l ow ot her gstem and mrroring restrictions, such as
ensuring that the disk unit Wﬁi‘{rggrm\%ﬂﬂ'éoﬁdependent ly
serviceable, that |ike di devi ce.types are paired, etc. ) Manual
pairing of di I%H?PEJCFBPF rHrS’?ePhH“’% 1GR for gmeligrpte ong;qrmers Uisadvanages of
error-prong, ?i%g 'tt can fre- quently result in invalid configurations or
configurati BRSOt | ess than optimal pairing and protection. Thi s

probl em of mayalohil ekl ! hsch Bl 6 s B o

t he configuration of “a conpu anges, suc unit is

added or qgbRiafly a\iRipdtsysRIP dE st THRLATDIE dAAC 3R Lbmppter P nEViR 41
e tron of t

unit is replac Wi th a spare. The | evel of protec e conputer

R o Bt ol e e
si nce t he desexting arpohduitiabizdtiohsd sainempuierssystern thyt asliskourdihhad beenl addéd to,
protection of his conputer system In order for the user to be adequately
pr ot ect ed,orhdeleted,l xeplaced or relocated from said plurality of disk units, thereby resulting in a
configuration change in said computer system; determining whether said conﬁguratibn
change res:g}ts in a reduced level of protection against inaccessible data; and informing a
user of sai—culu reduced level of protection.
According to another aspect of the present invention there is provided a computer
system having protection against inaccessible data, said computer system comprising: a
first bus; a second bus; a first disk unit connected to said first bus; a second disk unit
connected to said second bus; calculating means for calculating a level of protection
against inaccessible data if said first disk unit were paired with said second disk unit; and
pairing means, responsive to said calculating means, for pairing said first disk unit with
said second disk unit.
According to still another aspect of the present invention there is provided a
computer “System having protection against inaccessible data, said computer system
comprising: a first bus; a second bus; a first I/O processor connected to said first bus; a
second I/O processor connected to said first bus; a third I/O processor connected to said
second bus; a plurality of disk units, further comprising: first and second disk units
connected to said first I/O processor; third and fourth disk units connected to said second
I/0 processor; fifth and sixth disk units connected to said third I/O processor; calculating
means for repeatedly calculating levels of protection against inaccessible data is selected

one of said plurality of disk units were paired together; and pairing means, responsive to

said calculating means, for pairing said first disk unit with said fifth disk unit, said



have to call in his expert to determne if the disk units in his conputer
system need to be re-paired.

3 SUMMARY OF THE | NVENTI ON It is an
obj ect of the present invention to aneliorate one or nore di sadvant ages of
the prior art. According to one aspect of the present invention

there is provided a nethod of rotecting a conputer system agai nst

i naccessi Ifpeondadisk uait with: said dhisd disksmitanapd saidgforrth slisk wnit xithosaic aixtte dislli sk
units, said,nethqd c répr:isi ng 1 he cEi e-execut ed steps of:  detecting
upon | ni ¢ 1B8its DIFSRSACHOVRE IESIRSR oL gEpTofRcHion againgh iaicestitle 443. been added
to, or deleted, r >d, S 5Qn J i di sk units,

t hereby resulting ﬁ?ﬁiﬁﬁg%ﬁ*%i}gt & j'éwg%{)@m{s)syst em
determ ni ng her, i opf . LQR G S I d l.evel
of protecti o\rll\,r}g 'aiq‘rllxst§ ﬁ‘?"ﬂsa%cgésﬂgigjg'feghg %n Jgﬁ%gs?%*)%r lr:#)ﬁnl@l%p s g"stétr‘?1 g’?‘ g%aldgié
reduced | §4fingOfs desiedR&t i on. '

Fig. 1B shows the segment list and selected pairings for the computer system of

Fig. 1A.

Fig. 2A shows a hardware diagram of a more complex computer system where

disk pairing is desirable.

N
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Accordi ng to anot her aspect of the present invention there is provided a
conputer system having protection agai nst inaccessible data, said conputer
system conprising: a first bus; a second bus; a first disk unit connected -
to said first bus; a second disk unit connected to said second bus;

cal cul ating nmeans for calculating a | evel of protection against

i naccessible data if said first disk upit were paired with said second di sk
unit; and pairing nmeans, responsive t0 said calculating nmeans, for pairing
said first disk unit with said second disk unit. According to stil
anot her aspect of the present invention there is provided a conputer
system havi ng protection against inaccessible data, said conputer system
conprising: a first bus; a second bus; a first 1/O processor connected to

said first bus; a segond bAOPLRSESIR’ £QANeR! ediLos Sakgatdr 9t sRUS; ark
third I/O processor_connected to said ,second bus; a plurality of disk
units, further FPIISIREY HSTECTEAIPRECHNEP dof Tk Elh‘?tgmﬁ’:‘bt?ﬁfecst%sd:etmo i d
first I/O processig, tad.ord and fourth disk units connected to said second
I/ O processor; fifth and sixth disk units connected to said third I/0O
processor; calculating nmeans for repeatedly calpulatkg? | evel s of

¢ f
protection agai nst i es&T bFRPH S SeBteRd et sthe®t £t pPeteited of
di sk units were pairiods dget hbe; camuhtpai syagemeafisEig.es@dnsive to said
cal cul ating neans, for pairing said first disk unit with said fifth disk

unit, said
Fig. 2D shows a hardware diagram of another computer

system before a configuration change is performed.

Figs. 3-8 show flowcharts of the invention.

Fig. 9A-9C shows the display screens of the inven-

tion.

Fig. 1A shows a hardware diagram of computer system

10 of the invention. Processor 20 is cénnected to bus 21
and bus 22. Bus 21 is connected to I/0. processors 31 and
32. Bus 22 is connected to I/0 processofs 33 and 34. I/0
processor 31. is connected to disk enclosures 41 and 42.
Disk enclosure 41 contains controller 51 and disk units 61
and 62. Disk enclosure 42 contains controller 52 and disk
units 63 and 64. I/0 processor 32 is connected to disk
enclosure 43. Disk. enclosure 43 contains controller 53
and disk units 65 and 66. I/0 processor 33 is connected
to disk enclosures 44 and 45. Disk enclosure 44 contzins
controller 54 and disk units 67 and 68. Disk enclosure 45
contains controller 55 and disk units 69 and 70. i1/0
processor 34 is connected to disk.enclosure 46. Cisk
enclosure 46 céntains controller 56 and disk units 71 and
72. In the preferred embodiment, computer system 10 is an
IBM Application System/400 midrange computer, although any
- computer system where pairing of disk units is desirable

could be used.



4 second disk unit with said third disk unit, and said fourth disk unit
with said sixth disk wunit, thereby achieving a maxi mum | evel of protection

agai nst inaccessi bl e data. DESCRI PTI ON OF THE PREFERRED
EMBODI MENT( S) Fig. 1A shows a hardware diagram of a sinple conputer
system where disk pairing is desirable. Fig. 1B shows the segnent
list and selected pairings for the conput er systemof Fig. 1A Fig.

2A shows a hardware diagram of a nore conplex conmputer system where disk
pairing is desirable.

Fig. 2A shows a hardware diagram of computer system
11 of the invention. Note that computer system 11 is
nearly identical to computer system 10 of Fig. 1A, but
that I/0 processor 34 is not connected to disk enclosure
46. Instead, I/0 processor 35 is connected directly to
controller 57 and controller 58. Controller 57 is con-
nected to disk unit 73, and controller 58 is connected to

disk unit 74.

The flowcharts of the invention shown in Figs. 3-8
sRow how a suitably programmed processor 20 of Figs 1A,
and 2A, and 2D operates to increase the level of protec-
tion aéainst inaccessible data. Figs. 3-8 will first be
explained to show how the disk units of computer system 10
of Fig. 1A are paired. After this is done, Figs. 3-8
will be revisited to explain how the disk- units of the
more complicated computer system 11 are paired. Finally,
Figs. 3-8 will show how a changed configuration of compét-
er system 12 of Fig. 2D results in a reduced level of
protection and how the user is notified of this. fact énd
can request that the disk units be re-paired.

Pairing of the Disk Units of Computer Syvstem 10

Referring now to Fig. 3, block 101 asks if the user
wants to initiate pairing. If so, block 131 checks to see
if there is an e#en number of disk units per device type.
If not, pairing cannot be done, an error message is dis-
played in block 132, and the program ends in block 120.
If block 131 is answered affirmatively, the Pairup Subrou-
tine of Fig. 4 is called in block 200. Referring now <o
Fig. 4, block 201 sorts all disk units by I/0 address
within a device type. All disk units of computer system
10 of Fig. 1A are the same device type. Disk units 61-72
of Fig. 1A each have an I/0 address associated with them.
For purposes of this example, assume disk units 61-72 have
Corresponding device addresses of 61-72 and are sorted



5 Fig. 2B shows the segnent lists, spare list, and prelimnary
sel ected pairings for the conputer systemof Fig. 2A Fig. 2C shows
the segnment lists and final selected pairings for the conputer system of
Fig. 2A Fig. 2D shows a hardware di agram of anot her conputer system
before a configuration change is perforned. Figs. 3-8 show

fl owcharts of the invention. Fig. 9A-9C shows the display screens of
the inven- tion. Fig. 1A shows a hardware di agram of conputer system
10 of the invention. Processor 20 is connected to bus 21

accordingly. Block 202 asks 1f there is a device type to
process. Since we have one device type to process, block

202 is answered affirmatively.

Block 204 defines a segment for each group of disk
units that have the same number of disk units per disk
enclosure. Computer system 10 has six disk enclosures
41-46 that each have the same number of disk units - two.
Therefore, block 204 defines one segment for this group.
Block 205 asks if there is a segment to process. Since we
have one segment to process, block 206 selects the only
s;;;rment as the segment with the highest number of disk
units per disk enclosure. Block 207 selects the segment
divider of the segment as being between disk units 66 and
67. (Fig. 1B} Block 207 would also adjust the segment
divider of the segment to be between disk enclosures if
necessary. This is done to encourage disk enclosure to

! disk enclosure pairing. Such pairing is desirable since
if one disk enclosure fails, only one other disk enclosure
needs to remain working until the disk enclosure that
failed is fixed or replaced. This adjustment is not
necessary with computer system 10 since the segment divid-
ér of the segment is already between disk enclosure 43 and
disk enclosure 44.

In the preferred embodiment, block 208 starts with
the disk unit closest to the segment divider in the upper
portion of the segment (disk unit 66) and selects a poten-
tial mate for this disk unit with the disk unit in the
lower portion of the segment, starting with the disk unit
closest to the segment divider. 1In our example, block 208
first selects disk unit 67 as a potential mate for disk
unit 66. Block 300 then calls Calculate Level of Protesc-

tion Subroutine in Fig. 5.

Alternate embodiments have been contemplated which
would select potential makes differently than the selsc-



and bus 22. Bus

21 is connected to I/ 0O processors 31 and 32. Bus 22 is

connected to I/O processors 33 and 34. 1/0O processor 31 is connected to

di sk encl osures
disk units 61 a
units 63 and 64
encl osure 43 co

processor 33 is connected to disk encl®sures 44 and 45. Disk enclosure 44

contains contro
controller 55 a
di sk encl osure

41 and 42. Di sk enclosure 41 contains controller 51 and
nd 62. Di sk enclosure 42 contains controller 52 and di sk
. 1/ O processor 32 is connected to di sk encl osure 43.
ntains controller 53 and disk units 65 and 66. /0O

[ler 54 and disk units 67 and 68. Di sk encl osure 45 cont

Di sk

ai ns

nd di sk units 69 and 70. |/ O processor 34 is connected to

46. Di sk encl osure 46 contains controller 56 and di sk

units 71 and 72tibn thgnprel e rede epbedi RN | ehBSRIEET SYStLMm 1€258:85 | BM

Appl i cation Sys
where pairing o
6

480 1 dr an conput er a%t%&ggh,ag%lconput r _system
S A
ple, an alternate selection method would start at the
beginning of the relevant portion of the segment to select
the first disk unit and its first prospective mate and

work down the list to select subsequent prospective mates.

Referring now to Fig. 5, the Calculate Level of
Protection Subroutine determines a level of protection for

. potential disk unit pair-66 and 67. Block 321 initializes

thé level of protection to zero. "Level of protection" is
defined herein as the ability to minimize against having
inacceséible data due to single component failure points.
Level of protection is highest when there are the fewest
component failure points that would cause inaccessible
data. Conversely, the level of protection is lowest when
there are the most component failure points that would
cause inaccessible data. In the architecture of the
computer system of the preferred embodiment, bus level
protection is best and is given a arbitrary value of 32
points. I/0 proceséor level protection is next best and
is given a value of 16 points. Controller_level protec—
tion is next best and is given a value of 8 points.
Dg&ice level protection is next best and is given a wvalue
of 4 points. The threshold level of protection is given a
value of 3. These values are arbitrary design choices and
can change based on the architecture of the computer

system and other factors.

Block 301 asks if these disk units are on different
busses. Since disk unit 66 is on bus 21 and disk unit 67
is on bus 22 (Fig. 1A), block 301 is answered affirmztive-
ly and block 302 sets the level of protection for this
pair equal to a bus level of protection (32 points). This
is the highest level of protection against inaccessible
data in computer system 10, since computer system 10 will
not have inaccessible data due to a single component



Fig. 2A shows a hardware di agram of conputer system 11 of the invention.
Note that conmputer system 1l is nearly identical to conputer system 10 of
Fig. 1A, but that /O processor 34 is not connected to di sk encl osure 46.
Instead, |1/0O processor 35 is connected directly to controller 57 and
controller 58. Controller 57 is con- nected to disk unit 73, and
controller 58 is connected to disk unit 74. The flowcharts of the
invention shown in Figs. 3-8 show how a suitably programmed processor 20
of Figs 1A and 2A, and 2D operates to increase the |evel of protec- tion
agai nst inaccessible data. Figs. 3-8 will first be explained to show how

the disk units ﬁll‘iﬁ'@pm 8f o S M1 Of c Ritths inlP1BER PBO resl.b1AMK erot his
is done, Figs. 3-8 will be revisited to explain howthe disk units of the

nor e conpllcatéﬁféaﬁbu#er system 11 are paired. Finally, Figs. 3-8 wll
show how a changed configuration of conput- er system 12 of Fig. 2D results

in a reduced |evel gfj prObe6t ks agyint&gwfbbesageﬁdaﬁy neidddial aft s fact

i to of Conputter Bysdetoo! Proteetlon prngenSREFE R B B0k LFOr asks
i f the user warltate oLeveli afe Pautrechgon| fsmoumttoek 131heheck%eqqs&d§é'é' | f
there is an even yumer,pf dissk wy tﬁr@@ﬁ ql:@.‘ébceaxﬁé/xﬂf pbteffial Padatierg
cannot be done, an errqr nessage | in bl ck 132 nd th
program ends | GGk 0. SHHe @i 1°3§ ?’E %ﬁé\b@%d artir na?m%g?y°£t %e
Pai rup Subrou- secondary factor is the desire to pair disk units that
occupy the same position in their respective disk enclo-
suégs. In other words, it is preferrable, for esthetic
an§4usability reasons, to pair a disk unit occupying the
left position in its disk enclosure with another disk unit
occupying a left position in its disk enclosure. Other
secondary factors, such as the preference in pairing =a
full disk unit with an empty disk unit (to improve perfor-
mance in starting mirroring) can also be considered in box
220. Secondary factors are also given numeric values, but ,
these values should be lower than the lowest leve; of
protection value assigned by the Calculate Level of Pro-

tection Subroutine.

In our example, assume there is one secondary factor:
left to left and right to right pairing withhn a disk
enclosure. This secondary factor is assigned an arbitrary

value of 2.

Block 220 determines that disk unit 66 occupies the
"right" position in its enclosure, while disk unit 67
occupies the "left" position. Therefore, the secondary
factor condition was not met and no additional points are
added to the 32 poihts'this potential pair obtained fcr

having bus level of protection.

Block 221 determines if this potential mate has a
higher level of protection than previous potential mates.

If so, block 211 saves the new best potential mate. In



tine of Fig. 4 is called in block 200. Referring nowto Fig. 4, block 201
sorts all disk units by 1/0O address within a device type. Al disk units of
conput er system 10 of Fig. 1A are the sane device type. Disk units 61-72
of Fig. 1A each have an 1/ 0O address associated with them For purposes of
this exanple, assune disk units 61- 72 have Correspondi ng devi ce addresses

of 61-72 and are sorted 7 accordingly.
Bl ock 202 asks if there is a device type to process. Since we have one
device type to process, block 202 is answered affirmatively. Bl ock

204 defines a segment for each group of disk units that have the sane
nunber of di Sl%d«i:metx%.m@Qé db sécienal1osdted smsﬁi WMt em 49 Has weisk di sk

encl osur es 41 that, each have he S dj sk unlts -

Ther ef or e, S04 FEF fds oné §e§ﬁ§ﬁt pf’gf’n%ﬁag TF o™ Br ot edZ(}:Vé\’Dasks i f

there is a seghent t@ﬂ¢nkm2%%_a$£suvamhere is another potentlal mate
for disk unit 66 in the lower portion of the segment.
Since disk units 68 - 72 are all potential mates for disk
unit .66, flow of control loops between blocks 208, 300,
220, 221, 211 and 210 for all potential mates.. In our
example, the Calculate Level of Protection Subroutine
determines that all potential mates have bus level of
protection (32 points), but block 220 gives disk units 68,
70 iand 72 two extra points for being located in the
“rié%f" position of their disk enclosures. Since disk
unit 68 was the first disk unit to be awarded the extra
points, it is considered to be the best potential mate.

Block 212 checks to see if the level of protection of
disk units 66 and 68 exceeds the threshold level of pro-~
tection. .In the preferred embodiment, bus level protec-
tion is best, followed by I/0 processor level protection,
controller level protection, and device level protection.
The threshold level of protection in the preferred embodi-
ment is set below device level protection, which means
that if two disk units to be paired are in the same disk
enclosure, pairing is unacceptable and will not be per-

formed. Note that this threshold level of protection
could be adjusted based on the minimum level of protection
desired. For example, a more sensitive computer system

may want to set the threshold level of protection higher.

Note that the levels of protection from best to worst
can be defined differently based on the architecture of.a
particular computer system. For example, if the architec-
ture of a computer system has disk enclosures connected
directly to a single bus, the highest level of protection
would be device level protection. In this alternate
embodiment, Fig. 5 would be modified to connect block 321
directly to block 311, thus bypassing blocks 301-306.



have one segnent to process, block 206 selects the only segnment as the
segnent with the highest nunber of disk units per disk enclosure. Bl ock
207 sel ects the segnment divider of the segnent as being between disk units
66 and 67. (Fig. 1B) Block 207 would al so adjust the segnment divider of the
segnent to be between disk enclosures if necessary. This is done to
encour age di sk enclosure to disk enclpsure pairing. Such pairing is
desirable since if one disk enclosure fails, only one other disk enclosure
needs to remain working until the disk enclosure that failed is fixed or
repl aced. This adjustnment is not necessary with conputer system 10
since the segnent divid- er of the segnent is already between disk

encl osure 43 and di sk encl osure 44. In the preferred enbodi nent,

bl ock 208 starts wi th bthe Qk§$p1€"tb13d%$Qﬁﬂztéééé?%l%%gnﬁﬂktdEMédQEvéﬂ the
upper portion of_ the segnent di sk unit 66% and selects a poten- tial mate
for this disk & PEREEATTMRE L% IITH PRERS 1 RR #Re?S poFisssh t6‘1e theegRgnent ,

starting with tfie disslelunifl micdeestionoanlie bdeghemldindider .ud nuolr eganpl e,
bllock 208 first;;38l eqlig ghsk @@I b16dk 881 2 Meﬁg@éréaatr%gfa%vgwk Hﬂét 62

Bl ock 300 then ga Is C?Iculate Level of Protec- tion outine in

Al ternate enbod? SvEOREE P oM R Eeed Yahi B ithgrsevert pf)i’%‘ﬁt i al

makes d|fferenpﬁycmmamotheoge$ece block 214, where a determination is
made whether there are more disk units in the upper por-
tion of the segment to process. In our example, disk
units 65-61 are left to process, so block 214 is answered
afffirmatively and flow of control goes back to block 208
to select a potential mate for the next disk unit on the
list, disk unit 65. Blocks 208-221 are repeated until
pairing has been attempted v.\'rith all disk units in the
upper pertion of the segment.

Disk units‘65-61 are paired in the same manner as
discussed above. All were able to find mates in the lower
segment that provided bus level of protection. Disk unit
65 was paired with disk unit 67. Likewise, disk units 61,
62, 63, and 64 were paired with disk units 71, 72, 69, and
70, respectively. Fig. 1B shows how the disk units in the
segment were paired. -

- Referring again to Fig. 4, block 214 determines that
there are no more upper portion disk units to consider, so
block 215 puts any unpaired disk units on a sparé list.
Since all disk units were successfully paired, no disk
units are placed on the spare list and flow of control
moves to block 205 to see if there is another segment tTo
process. Since we only had one segment in our example,
block 205 is answered negatively, and block 202 checks to
see if there are any disk units with a different device
type to process. Each device type is processed separately
in the preferred embodiment to assure compatibility of
mirrering. Since in our example all disk units had the

same device type, block 202 is answered negzatively, and



8 tion nethod of the preferred enbodinent, still falling wthin the
spirit and scope of this invention. For exam ple, an alternate selection
met hod woul d start at the beginning of the relevant portion of the segnent:
to select the first disk unit and its first prospective mate and work
down the list to select subsequent prospective mates. Referring now
to Fig. 5, the Calculate Level of Pr ction Subroutine determnes a |evel
of protection for potential disk unit 'pair 66 and 67. Block 321 initializes
the I evel of protection to zero. "Level of protection” is defined herein as
the ability to m nim ze against having inaccessible data due to single
conponent failure points. Level of protection is highest when there are the
f ewest conponertthef @Evbaratpoe ntetwtat woHldckaldd itwaddeski BPE8 dit §ig.
Conversely, the level of protection is |owest when there are the nost
conponent failure points that would cause inaccessible data. In the
architecture of the conputer system of the preferred enbodi nent, bus | evel
protection is best aadcksl@dvefn Biqr b3 tasirsy wadtherofth@2e are any disk

units on the spare list. Disk units are placed on a spare
list 'if they could not be paired because the potential
pairing did not exceed the specified threshold level of
protection, or if the upper porﬁion of the segment con-
tains a different number of disk  units than the lower
portion of the segment. In our example, all disk units
were successfully paired up, so block 103 is answered
negatively, thus skipping the Pair Spares Subroutine of
block 400 as shown in Fig. 6. The Pair Spares Subroutine
of Fig. 6 will be discussed .in detail later when the
pairing of disk units in computer system 11 of Fig. 2 is

discussed.

Referring again fo Fig. 3, block 500 calls the Opti-
mize Subroutine of Fig. 7. This subroutine determines if
the selected pairings could be optimized by swapping mates
between disk unit pairs. Referring now to Fig. 7, block
501 determines if there is a device type of disk units to
optimize. In our example, all disk units 61-72 have the
same device type, as has been discussed, so we do have one
device type to optimize. Block 502 checks the first group
of pairs of disk units. In our example, pairs 61+71 and
62+72 are checked first. Block 503 potentially swaps
mates between these pairs of disk units to see the swap
results in a higher level of protection. Therefore, block
503 considers disk units 61 and 72 to be potential mates,

as well as disk units 62 and 71.

The Calculate Level of Protection Subroutine of Tig.
5 is called in block 300, operates in a manner-as has been
discussed, and returns to block 504. This subroutine
determines that potential mates 61 and .72 and potential
mates 62 and 71 both have bus level of protection. Elock



points. |1/O processor |evel protection is next best and is given a val ue
of 16 points. Controller |level protec- tion is next best and is given a
val ue of 8 points. Device |evel protection is next best and is given a
value of 4 points. The threshold |evel of protection is given a val ue of
-3. These values are arbitrary design choices and can change based on the
architecture -of the conputer system and ot her factors. Bl ock 301
asks if these disk units are on different busses. Since disk unit 66 is on
bus 21 and disk unit 67 is on bus 22 (Fig. 1A), block 301 is answered
affirmative- Iy and bl ock 302 sets the | evel of protection for this pair

equal to a bus '58!e'de9£rx9{:9é§°é1tafhne 43R P Yadls) slI%Sahé EE@/B' ngéthégve'

of protection ﬁgalnst | NacCessi ata in conputer system 10, sinc
conputer systenmPt§ WeY$L Rk Hﬁ&Géth%%ceﬁﬂﬁﬂﬁlégdﬁﬁégﬁhﬂ%%%)W?tsPﬁQVéde a

component better level of protection. Therefore, block 504 is
answered negatively, and flow of control moves back to
block 502 to check another group of pairs. Flow of con-
trol. loops through blocks 502 to 504 until all groups of
pairs have been checked. Since all disk unit pairs of
computer system 10 in our example have a bus level of
protection, block 504 is always answered negative;y, so no
units are re-paired by swapping mates in block 505. When
block 502 determines that there are no more groups of
péZ}s to- check, it is answered negatively and loops back
to block 501. When block 501 determines that there are no
more device types of disk units to optimize, the subrou-
tine returns in block 510 to block 110 in Fig. 3.

Referring again to Fig. 3, a screen is displayed to
the user stating the pairing selected for each disk unit
of the computer system in block 110. An example of such a
screen for computer system 10 of Fig. 1A is shown in Fig.
9A. This screen identifies the level of protection for
each pair of disk units in computer system 10, and asks
the user whether this is acceptable or not. The user may
look at the level of protection and decide that it is
desirable to re-configure his hardware by adding more
components or connecting the components he has differently
to improve the level of protection. In this case, the
user would reject the pairing, block 111 is answered
negatively, and the program ends in block 120. If the
user accepts the pairing, block 112 proceeds to mirror the
computer system with the accepted pairings in a conven-
tional manner. In our example, this means that the same
data is contained on disk unit 61 as is on disk unit 71.
Likewise, the same data is on disk units 62 and 72, 63 znd
69, 64 and 70, 65 and 67, and 66 and 68. After this is
done, computer system 10 is protected against inaccessible

data from a single component failure point, be it =z Lkus,



failure. The subroutine returns in block 310 to bl ock 220 of Fig. 4.

Bl ock 220 adds points for secondary factors, if any, to the | evel of
protection value determned in the Calcu- |ate Level of Protection
Subrouti ne. These secondary factors are used to break ties anong
potential mates having the sane | evel of protection. One exanple of a
secondary factor is the desire to pait4disk units that occupy the sane
position in their respective disk enclo- sures. In other words, it is
preferrable, for esthetic and usability reasons, to pair a disk unit
occupyi ng the Left position in its disk enclosure wth another disk unit
occupying a le ositioninits d| enclos re r_se ar f iCt Or s,
such as the pre# A7 eRESSF ™ Hali rY WG -8 ?ufr g unlgogﬁ?ﬁ a% g%%% uni t
(to inprove perfiy. ¥mmbewsnhev aradmegtnflreas repeatms aprsg b‘e"’c%‘?%lq}eﬁked in
box 220. Secondgfy:d acd@agnaleidl SRm@h¥en: NpeRs igaitaldues, but these val ues
shoul d be I ower than the | owest |evel of protection val ue assigned by the
Cal cul ate Level of Pro- tectlon Subroutlne In our exanple assurme

there is one sekz @f Bid+isg

mn}hln ? glsk enclosure ThIS secondary factor S a55|gned an arbitrary

'Y?i ;ﬁts) pOSI tion in OCk %Pﬁggv;%r@ﬁqstet S?és%s un tyg7bh§gh0%%%h—g§s'[ Q_e
more compllcated pairing process than computer system 10
of Fig. 1A. The flowcharts of Figs. 3 through 8 will be
revisited to explain how the disk units of computer system
llﬁyould be paired. As previously noted,'computer system

11 is nearly identical to computer system 10 of Fig. 1A,

except I/0 processor 34 is not connected to disk enclosure
46 . Instead, I/0 processor'35 is connected directly to
controller 57 and controller 58. Controller 57 is connect-
ed to disk unit 73, and controller 58 is connected to disk
unit 74. ‘Therefore, disk units 73 and 74, unlike the rest
. of the disk units, are each considered to be alone in
their own disk enclosures (referred to by like numeral as
disk enclosures 73 and 74) Therefore, disk enclosures 73
and 74 have a smaller number of disk units than all other

disk enclosures in computer system 20.

Referring now to Fig. 3, block 101 asks if the user
wants to initiate pairing. If so, Pairup Subroutine of
Fig. 4 is called in block 200 after block 131 determines
there is an even number of disk units. Referring now to
Fig. 4, block 201 sorts all disk units by I/O address
within device type. All disk units of computer system 11
of Fig. 2 are the same device type. Block 202 asks if
there is a device type to process. Since we have cne
device type to process, block 202 is answered affirmative-
ly. Disk units 61-70 and 73-74 of Fig. 2A each have an
1/0 address associated with them. For purposes of tlLis
example, assume disk units 61-70 and disk units 73-74 have

corresponding device addresses of 61-70 and 73-74 and are

sorted accordingly.



occupies the "left" position. Therefore, the secondary factor condition
was not nmet and no additional points are added to the 32 points this
potential pair obtained for having bus |evel of protection. Bl ock
221 determnes if this potential mate has a higher |evel of protection than
previ ous potential mates. If so, block 211 saves the new best potenti al

mat e. In 15 10 our example, block 211

woul d save disk unit 67 as the best mate, since it is the only potential
mat e processed thus far. Block 210 asks if there is another potential mate
for disk unit 66 in the |lower portion of the segnent. Since disk units 68 -
72 are all potential mates for disk unit 66, flow of control |oops between
bl ocks 208, 300, 220, 221, 211 and 210 for all potential mates. _In our
exanpl e, the Cal cul 8le<ke¢lft GrIpRet ctt FOEMSUBr 60Fi F8 Het@PHPNRS CREK al

potential matesuniave thax 1ol tofe same number of disk units per disk
enclosure. Computer system 11 has five dﬁsk enclosures
41-45 that all have two disk units each. Computer system
11 also has two disk enclosures 73-74 that both have one
disk unit each. Therefore, block 204 defines two segments
for these two groups of disk enclosures. This is done to
encourége disk enclosure to disk enclosure pairing. Block
205 asks if there is a segment to process. We presently
have two segments to proéess, and block 206 begins by
seiécting the segment with the highest number of disk
units per disk enclosure. In our example, this is segment
91 as shown in Fig. 2B, containing disk units 61-70.
Block 207 initially selects the segment divider of the
segment as being at the midpoint of segment 91, between
disk units 65 and 66, but upon noticing that this choice
would undesirably split disk enclosure 43 in half, block
207 adjusts the segment divider of the segment to be
between disk units 64 and 65 (thus between disk enclosures
42 and 43).

Block 208 takes the disk unit in the upper portion of
the segment closest.to the segment divider {disk unit 64)
and- selects a potential mate for this disk ﬁnit with a
disk unit in the lower portion of the segment beginning
with the disk unit closest to the segment divider.

In our example, block 208 selects disk unit 65 as a
potential mate. Block 300 then calls Calculate Level of

Protection Subroutine in Fig. 5.

Referring now to Fig. 5, the Calculate Level of
Protection Subroutine determines a level of protection feor
potential disk unit pair 64 and 65. Block 301 asks if
these disk units are on different busses. Since these disgk
units are both on bus 21 (Fig. 2A) block 301 is answered



protection (32 points), but block 220 gives disk units 68, 70 and 72 two
extra points for being located in the right" position of their disk

encl osur es. Since disk unit 68 was the first disk unit to be awarded the
extra points, it is considered to be the best potential nate. Bl ock
212 checks to see if the level of protgction of disk units 66 and 68
exceeds the threshold | evel of pro- tection. In the preferred enbodi nent,
bus | evel protec- tion is best, followed by I1/0O processor |evel protection,
controller level protection, and device | evel protection. The threshol d

| evel of protection in the preferred enbodi- nent is set bel ow device |evel
protection, whiclegatdnslyhat Bléck wa0dliglerunishs tif bthepai kadka@its the same

di sk encl osure, RaAighisRdrbs: WRS ¢eBLable-and Sgl lJe B ggkb,gnp@rm % Orz;cr;]ldtI Not e

that this threshold | evel of "protection coul adj ust ed base
i ni mum | evel oF“§F8F§8fléﬁ des rEFE ?%ﬁteQQnﬁFe‘”h ﬁé?ep§€ﬁ§FF?Ve32
conput er system(¥iy.W2A) ,t bleek B2 ihraﬁkmﬂnhd(ﬂﬁﬁ:nﬁhtﬁ&@lgchhanbhbgher
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differently based on the architecture o articular conpute s stem” For
exanple, if the AFbH?F@E°l%ﬁ?e18Ye% EBnﬁﬁPE?C%V§%en1H§§ §V§K°Bﬁépﬁsﬁﬁes
connect ed directthynboim siaud 81buse bhecihixpoest kFeyel 4of protecti on woul d
be device |I|evel protection. In this alternate enbodinment, Fig. 5 would

be nodified to connec& bl ock 321 dlrectty to block 311, thus bypaSS|ng
bl ocks 301- 306. ock 220 does not a any secondary factor points,

since disk unit 64 occupies the "right" position in its
disk enclosure and disk unit 65 occupies the "left" posi-
tion.

Block 221 determines this potential mate is the best
so far, so block 221 saves it. Block 210 asks if there is
another potential mate for disk unit 64 in the lower
portion of the segment. Since disk units 66-70 are also
potential mates for disk unit 64, flow of control lopps
between blocks 208, 300, 220, 221, 211 and 210 for all
potential mates. In our example, the Calculate Level: of
Protection Subroutine determines that potential mate 66
has I/O Processor level of protection, while potential
mates 67-70 all have bus level protection.

. Block 220 gives extra points to disk units 66, &B and
70. Disk unit 68 is selected as the best potential mate
for disk unit 64.

Block 212 checks to see if the level of protection of
disk units 64 and 68 exceeds the threshold level of pro-
tection. In our example, block 212 determines that the
level of protection for disk units 64 and 68 exceed the
threshold level of protection and block 213 pairs up disk
unit 64 with disk unit 66. If block 212 was answered
negatibely, the disk units would not be paired up. In
either event, flow of control moves to block 214, where a

determination is made whether there are more disk units in



I n our exanple, block 212 determ nes that the |evel of protection for disk
units 66 and 68 exceed the thresh- old | evel of protection and bl ock 213
pairs up unit 66 with unit 68. |If block 212 was answered negatively, the
di sk units would not be paired up. In either event, flow of control noves
to bl ock 214, where a determ nation is nmade whether there are nore di sk
units in the upper por- tion of the segnent to process. I n our exanpl e,
disk units 65-61 are left to process, so block 214 is answered
affirmatively and flow of control goes back to block 208 to select a
potential mate for the next disk unit on the list, disk unit 65. Bl ocks
208- 221 are repeated until pairing has been attenpted with all disk units
in the upper pdiis oBPBErt Werséepmert. the segmBndk tdi P&o68sH1 arEapaiured in

the same nmanneresasniesCussed wheves3Abl weee 1akbte tbo grickds Rt 85 iblokhe

| ower 214 is answered affirmatively and flow of control goes
back to block 208 to select a potential mate for the next
disk unit on the list, disk unit 63. Blocks 208-221 are
repeated until pairing has been attempted with all disk
units in the upper portion of the segment.

Disk units 63-61 are paired in the same manner as
discussed above. All were able to find mates in the lower
segment that provided bus level of protection. Disk unit
63 was paired with disk unit 67. Likewise, disk units 62
and 61 were paired with disk units 70, and 69, respective-~

ly.

Referring again to Fig. 4, block 214 determines that
there are no more upper portion disk units to consider, so
block 215 puts any unpaired disk units on a spare list.
Note that disk units 65 and 66 have not been paired yet,
so these disk units are placed on the spare list.

Flow of control moves to block 205 to see if there is
ancother segment to process. Since we have two segments in
our example to process, Fig. 4 will now process the second
segment, shown as segment 92 in Fig. ZBﬁ Fig. 4 pairs up
disk units 73 and 74, since they are the only disk units
in the segment, and assigﬁs_this potential pair a control-~
ler level of protection. The controller level of protec-
tion does exceed the threshold level of protection, so the
units are paired in block 213. Block 205 determines that
there are no more segments to process, and block 202
determines that there are no more device types to process,
so the subroutine returns in block 225 to block 103 of
Fig. 3. Fig. 2B shows the how the disk units are paired

so far, and shows that spare list 93 contains disk units

65 and 66. )



segnent that provided bus |level of protection. Disk unit 65 was paired with
disk unit 67. Likew se, disk units 61, 62, 63, and 64 were paired with disk
units 71, 72, 69, and 70, respectively. Fig. 1B shows how the disk units in-
t he segnment were paired. Referring again to Fig. 4, block 214
determ nes that there are no nore upper portion disk units to consider, so
bl ock 215 puts any unpaired disk unitl® on a spare list. Since all disk
units were successfully paired, no disk units are placed on the spare |ist
and flow of control noves to block 205 to see if there is another segnent
to process. Since we only had one segnent in our exanple, block 205 is

answer ed negativel yg; 89 P&)e&i ggC@qu%st Q,hﬁ% el;f %@%Eeagéeaﬁflydgéﬁk

units with a dlfferen devic r ocess. evi ce eis
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mrroring. Singestnigurcreyanphadldotdilsk paitsd hadcihee sahe gevientisype,

bllock 202 i1s a82¥§£§8 Q?&akg¥e£¥beg@déhe specified threshold level]g%
protection, or if the upper portion of the segment con-
tains .a different number of disk units than the lower
portion of the segment. Since spare list 93 contains disk
units 65 and 66, block 103 is answered affirmatively and
block 400 calls the Pair Spares Subroutine of Fig. 6.

_..Block 401 loops through the spare list and selects a
potentlal pair of disk units. In our example, since disk
units 65- and 66 are the only disk units on the spare list
at present, they are selected as a potential pair. The
Calculate Level of Protection Subroutine of Fig. 5 is
again called in block 300. This subroutine determines
that disk units 65 and 66 are in the same enclosure in
block 31¥. The subroutine returns to block 402 of Fig 6.
Block 402 determines that mating disk units 65 and 66
would not be valid, since their level of protection does
not exceed the threshold level of protection. Therefore,
disk units 65 and 66 are still unpaired, and block 403 is

anéwered affirmatively.

- The Pair Spares Subroutine then executes blocks 411,
300, 412, and 413. This group of blocks attempts to find
a different potential mate for disk unit 65 on spare list
92 by proceeding through the spare list in a different
order, starting the indicies for both potential mates at
the bottom instead of the top. Since the only potential
mate for disk unit 65 is disk unit 66; previously deter-
mined to be an invalid mate, this group of blocks is
unsuccessful at finding a valid mate. Blocks 421, 300,
422, and 423 are executed to also try to find a different

mate. This group of blocks is also unsuccessful, and



t he subroutine returns in block 225 to block 103 of Fig. 3. Bl ock
103 of Fig. 3 asks whether there are any disk units on the spare list. D sk
units are placed on a spare list if they could not be paired because the
potential pairing did not exceed the specified threshold | evel of
protection, or if the upper -portion of the segnment con- tains a different
nunber of disk units than the |ower paytion of the segnent. In our
exanple, all disk units were successfully paired up, so block 103 is
answer ed negatively, thus skipping the Pair Spares Subroutine of block 400

as shown in Fig. 6.

di scussed i n detai

The Pair Spares Subroutine of Fig. 6 wll be
| at er when the pairing of disk unjits in conputer system
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protection: controller level of protection. Therefore,

this pair is broken up and disk units 73 and 74 are added
to spare list 93: Flow of control moves back to block
401,. where attempts are made to pair up the disk units now
on the spare list: disk units 65, 66, 73, and 74. This

time,

things work much better, and disk unit 65 is paired

with disk unit 73, and disk unit 66 is paired with disk
unit 74 in blocks 401, 300, 402, and 403. These pairings
have a bus level of protection, so block 403 is answered
negatively, and the subroutine returns in block 450 to
block 500 of Fig. 3. ' The pairing of the disk units is

shown in Fig. 2C.

500.

The Optimize Subroutine of Fig. 7 is called in block

Since all paired disk units have bus level of pro-

tection, no swapping of mates occurs, and the subroutine
returns to block 110 of Fig. 3.

Referring again to Fig. 3, a screen is displayed to
the user stating the pairing selected for each disg unit
of the domputer system in block 110. An example of such a
screen for computer system 11 of Fig. 2 is shown in Fig.
9B. This screen identifies the level of protectior for
each disk unit in computer system 11, and asks the user
whether this is acceptable or not. If the user accepts

- the pairing, the disk units are mirrored in block 11Z, and

the program ends in block 120.

Configuration Change Detection



results in a higher |evel of protection. Therefore, block 503 considers
disk units 61 and 72 to be potential mates, as well as disk units 62 and

71. The Cal cul ate Level of Protection Subroutine of Fig. 5is called’
in block 300, operates in a manner as has been discussed, and returns to

bl ock 504. This subroutine determ neg that potential mates 61 and 72 and
potential mates 62 and 71 both have bus | evel of protection. Bl ock

13 504 determines that since pairs 61+71 and 62+72 al so had bus | evel
of protection, swapping mates will not provide a better |evel of
pr ot ecti on. Therefore, block 504 is answered negatively, and flow of

control noves back tAmdiibsek BPRcto afhddi sargtiratigrodF dfhpaaristityr v of
con- trol |oopsadteuah HbREkfur3@doh0chRdgsnkhl abic@lotpstd pajdis hgve
o e e o Bt sagn Bt BRESrPUs® a8k OBRY' Sln AL ATAR LYY
If the configuration change (adding, deleting, replacing,
or relocating hardware) results in a reduced level of
protecfion, the user is warned of this fact so that cor-
rectiﬁe action, such as breaking up and re—pairing the

existing pairs of disk units, can be taken.

Let us assume that computer system 12 of Fig. 2D has
had all of its disk units paired using the technigues
discussed above, and the following pairs have been made:
disk un;ts 61+69, 62+70, 63+567, 64+65, and 66+68. 211
pairs except 64+65 have bus level protection.'Pair 64+65
has I/0 processor level of protection. |

The user changes the configuration of computer system
12 by adding disk units 73 and 74, along with controllers
57 and 58 and I/0 processor 35, so that computer system 12
now looks like computer system 11 of Fig. 2A.

Referring again to Fig. 3, if block 101 determires
that the user does not desire to initiate pairing at this
time, block 102 determines if there has been a configura-
tién change in the computer system. In the preferred
emgédiment, the computer system determines this by keeping
a record of the last known I/0 address of a device, and
compares it with the current I/O0 address of the device as
part of each Initial Program Load (IPL). The computer
system also knows when new components are added, since the
user must perform a reconfiguration in order for these psw
components to be recognized by the computer system. Here,
block 102 detects a changed configuration due 1o +the
addition of disk units 73 and 74, so block 600 calls the

Changed Configuration Subroutine of Fig 8.



protection, block 504 is always answered negatively, so no units are
.re-paired by swapping mates in bl ock 505. When bl ock 502 determ nes that
there are no nore groups of pairs to- check, it is answered negatively and
| oops back to bl ock 501. When bl ock 501 determ nes that there are no nore
device types of disk units to optimzep;the subrou- tine returns in block
510 to block ‘110 in Fig. 3. Referring again to Fig. 3, a screen is
di spl ayed to the user stating the pairing selected for each disk unit of
the conmputer systemin block 110. An exanple of such a screen for conputer
system 10 of Fig. 1A is shown in Fig. 9A. This screen identifies the |evel
of protection for ea®Rfparin®dfnd¥skouliigs iBn domsiit &0Isyatkan 10, aadd s&sks
the user whetherdii Ssl ©icaCERAREAAI 8pOr BRt oud NExABSTe M 190k ddledt 8 skevel
of protection ancIiliq,_esc' geaggagaiﬁa_\i’es ndo sibreabl eto %e-confé gurebgl S h?r war e
by adding nore ¢Onpondat 870r ' Eorhect g Fhe EBAPSReM & Fier iss TidTePlit | y
to i nprove the Hevansgerpioséiimativelyn t Blockate? sdkeqisera wnilegtieflect
}3 Ihe Eailr2 iong, |b:° Qﬁﬁelk];ri Figrswaied7pegatiyetyis la&dské,ha;zr{er Q1M pil@
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I n our exanpl e, lafkiesLagahsef MRaoteksisanfukizautinge o6nFag nd Wik sletemt 61
as is on disk URiibhesl tHdtkepbtsthtilbiie sane ot anks 7an ek HNidsht8d1aRd 72,
63 and 69, 64 arid L ,095 a&d CGCZ,onanQI1 16)3 ocaknsd 3%%._ ,3\ ter thItS I s dcong),l
comput er syst em 10 is prBt 2eied Bgal n8t T Hactes s Bl P4t ¥ EmE &tRGFe
conponeht failuﬁ@lpéfnfigb%-itB%QCBu§91 determines that there are no more

disk units to pair up, so flow of control moves to block
605. Block 605 asks if the new level of protection of the
computer system is less than the previous level of protec-
tion. The previous level of protection was, via a least
common denominator approach taken in the preferred embodi-
ment, I/0 processor level of protection, since one disk
unit pair had I/0 processor level of protection. The new
level of protection, by the same approach, is controller
level of protection. Therefore, the level of protection
of computer system 12 was reduced by the configuraﬁion
change, so block 605 is answered affirmatively. Alterna-
tively, the computer system can also keep track of the
level of protection for each disk unit and inform the user
if any unit's protection is reduced. Block 606 diéplays a
screen to the user showing the reduced level of protecticn
of-_computer system 12. An example of such a screen is

shown in Fig. 9C.

The user is then given the option to accept the lower
level of protection and pair the new units together as
indicated. If the user accepts the level of protection,
block 611 determines whether the pairing is above the
threshold level of protection. 1If so, block 612 pairs the
previously unpaired disk units together and returns in
block 620 to block 115 of Fig. 3. In our example, assume
that the user did not accept the reduced level of protec-
tion of computer .system 12, so block 610 is answered



14 I/ O processor, controller, disk enclosure or disk unit. Fig. 1B
shows how segnent 81 was created, and how the disk units contained in
segnent 81 were paired. Pairing of the Disk Units of Conputer System 11
of Fig. 2 Fig. 2A shows conputer system 11 which involves a nore
conplicated pairing process than conputer system 10 of Fig. 1A The
flowcharts of Figs. 3 through 8 will bg revisited to explain how the disk
units of conputer system||lwould be paired. As previously noted, conputer
system 11 is nearly identical to conputer system 10 of Fig. 1A, except 1/0
processor 34 is not connected to disk enclosure 46. Instead, |/O processor
35 i s connected directlﬁ to controller 57 and controller 58. Controller 57
#

i s connect- ed teaditdnelnit BlockndlEosietsrréness ifs Whndtded R i SR unit
74. Therefore, dirsdaxunbhst 78nanskis4inynpikes t ed resipafr tihe diisk units, are
cach consi dered (0 Dl21® Jy1LRST T PG SKeRDCLABYERE1AL ChEERASS L 9nDY
block 620 to block 115 of Fig. 3. In our example, the
user does want to break apart the existing pairs__and
re-pair the disk units of computer system 12, so block 615
is answered affirmatively. Block 616 indicates that
pairing should be initiated, and returns in block 620 to

block 115 of Fig. 3.

Referring again to Fig. 3, block 115 asks if pairing
should be initiated. If not, the program ends in block
120. Since block 616 of Fig. 8 indicated that pairing
should be initiated, block 115 is answered positively and
flow of control moves back to block 200, where the disk
units of computer system 12, including added disk units 73
and 74, are re-paired in the same manner as has been

discussed with respect to computer system 11. !



di sk encl osures 73 and 74) Therefore, disk enclosures 73 and 74 have a
smal | er nunber of disk units than all other disk encl-osures-in- conputer
syst em 20. Referring nowto Fig. 3, block 101 ask |f t he user want

initiate pairing. If so, Pairup Subroutigne of Fig. |l H{H‘(!gﬂ ull ﬂ"ock
200 after block 131 determ nes there is an even nunb
Referring nowto Fig. 4, block 201 sorts all disk unlts by addr €ss
within device type. Al disk units of CikAiMS$er system 11 of Fig. 2 are the
same device ty Bl ock 202 asks if there is a device type to process.

Si nce we hlave Ern@etb@d/ pERrotepHag acopInys systemp| agginstzmacqessmhsﬁa esdid computer
affirmati ve- sk units 61-70 and 73-74 of Fi 2A each have an I/0O
addr ess as%’é'@mathéﬂnﬁn 3 Rlurplghn of paired,disk guits é?ldtIHP'gOQMﬁWF’émgaﬁ@uWécmﬂsk
units 61-70 and dJﬁsk *mlts 73-74 have correspondl ng devi ce addresses of
61-70 and B 8te sorted accordingly.

15 detecting upon initialization of said computer system that a disk unit has been
added to, or deleted, replaced or relocated from said plurality of disk units, thereby
resulting in a éonﬁguration change in said computer system;

determining whether said configuration change results in a reduced level of
protection against inaccessible data; and

informing a user of said reduced level of protection.
2.  The method of claim 1, further comprising the step of:

re-pairing the disk units to maximize the level of protection against inaccessible
data.
3.  The method of claim 1, further comprising the step of:

giving said user the option to accept said reduced level of protection.
4. A computer system having protection against inaccessible data, said computer
system comprising:

a first bus;

a second bus;

a first disk unit connected to said first bus;

a second disk unit connected to said second bus;

calculating means for calculating a level of protection against inaccessible data if
said first disk unit were paired with said second disk unit; and

pairing means, responsive to said calculating means, for pairing said first disk unit
with said second disk unit.
5. The computer system of claim 4, wherein said calculating means further

comprises:



Bl ock 204 defines a segnent for each group of disk units that have the sane
nunber of disk units per disk enclosure. Conputer system 11 has five disk
encl osures 41-45 that all have two disk units each. mﬂ“mm al so
has two di sk enclosures 73-74 that both fiave one disk ﬂmmu“ & or e,
bl ock 204 defines two segnents for these two groups of *di $k enct oslr es.
This is done to encourage di sk enclosure to disk enclosure pairing. Block
205 asks if thmeans foraetcotimgtitat said firstakisksunit ¥l gaid sevontl Widkamst anecconaepmadt s
to process, and bl ock 206 begins by selecting the segnent with the highest
nunber of i &ikferpnt bussesrandi sk encl osure. In our exanple, this is segnent 91
as shown in Fig. ZtB’ contai ning di sk unjts 61-70, Block 207 initially

sel ects the seg‘ﬁé‘ﬁ[ oFiseting 2 s leved of prntestiondor fheinadring of sadd Firstslisk enit and
segnent 91 %getwegra'isg(ibskt units 65 and 66, but upon noticing that this

choi ce wout®d §eE2d iSOt spl i t di sk enclosure 43 in half, block 207 adjusts
the segneng di O¢ e isk units 64 and 65 (thus
bet ween diék e?%?gérﬁﬁe%f %‘%ﬁ%gm%’ ﬁgﬁlepg@ﬁgégmg08 takes the disk unit in
the upper port3898-19hid : [V [ it
64) and- sel ecltlés{ a po't%gﬁf?rg%?rgt&g%or gﬂﬁag&d?gﬁve?j%?ﬁ @m&%tﬁina&gﬁgﬁégr?ﬁs aﬁ
the |ower g&itheiy SbatsiRotRISTE Maxhfeh Vel of pididttibRe di sk unit closest to

t he segnment divider. In our exanple, block 208 selects disk unit 65
as a 7. A computer system having protection against inaccessible data, said computer

system comprising:

a first bus;

a second bus;

a first I/O processor connected to said first bus;

a second I/0O processor connected to said first bus;

a third I/O processor connected to said second bus;

a plurality of disk units, further comprising:

first and second disk units connected to said first I/O processor;

third and fourth disk units connected to said second 1/0 processor;

fifth and sixth disk units connected to said third I/O processor;

calculating means for repeatedly calculating levels of protection against
inaccessible data is selected one of said plurality of disk units were paired together; and

pairing means, responsive to said calculating means, for pairing said first disk unit
with said fifth disk unit, said second disk unit with said third disk unit, and said fourth
disk unit with said sixth disk unit, thereby achieving a maximum level of protection

against inaccessible data.



potential mate. Block 300 then calls Calculate Level of Protection
Subroutine in Fig. b5. Referring nowto Fig. 5 the Calcul ate Level of
Protection Subroutine determ nes a | evel of protection for potential disk
unit pair 64 and 65. Bl ock 301 asks if these disk units are on different

busses. Since these disk units are b%h on bus 21 (Fig. 2A) block 301 is
answer ed : 16 negati vely. Bl ock 303

then asks if these disk units are on different 1/O processors. Since disk
unit 64 is on I/O processor 31 and disk unit 65 is on I/O processor 32,

(Fig. 2A), block 303 is answered affirmatively and bl ock 304 sets the
| evel of prot ECMFHRER oF N FRQLIFR OFIGHARED oP IR ING GFc BASKoPNEES| evel of
protection. The subroutine re- turns in block 310 to block 220 of Fig. 4.

Abstract of the Disclosure

A method of pairing disk units in a computer system
where mirroring is desirable is disclosed. Where possi-
ble, disk units are paired with other disk units located
on a different bus. This provides the highest level of
protection against inaccessible data due to data loss or
failure of a component in the computer system. Where this
is not possible, the remaining disk units are paired with
disk -units located on a différent I/0 processor, a differ-
ent controller, or a different disk enclosure. Where none
of these pairings are possible, the remaining disk units
fall below the threshold level of protectibn and therefore
cannot be paired within the segment. any disk units that
could not be paired are placed on a spére list. Several
~attempts are made to pair up d}sk uniE§_Qn the spare list.

FIG.3



Bl ock 220 does not add any secondary factor points, since disk unit 64
occupies the "right" position in its disk enclosure and disk unit 65
occupies the "left" posi- tion. Bl ock 221 determnes this potentia
mate is the best so far, so block 221 saves it. Block 210 asks if there is
anot her potential mate for disk unit 64 in the | ower portion of the
segnent. Since disk uni-ts 66-70 are also potential mates for disk unit 64,
fl ow of control |opps between bl ocks 208, 300, 220, 221, 211 and 210 for
all potential mates. In our exanple, Cal cul ate Level of Protection
Subroutine deternines that potential e 66_has 1/ 0O Processor |evel of
protection, wiile potential mates 67-70 all have bus |evel protection.

Bl ock 220 givgs extra points to disk units 66, 6?_and_lﬂ__£Lsk_unlt 68 is
sel ected as the best potential mafe!for di sk uni 6$£8~6i1:;;jlock 212
bl o

checks to seelfif the level jof prote¢tdhay aﬁ@ 68 exceeds
the threshol d |l evel of prod fectionj I’ det ¢r m nes
that the |evell of protectidn|for di p8 exceed the threshold

| evel of protgction and bl gck 213{pai li sk unkt 64 ijsk @init 66.
I f block 212 was answered negativel sk u $ %ﬂt be paired
up. In eithgr event, flow ¢f comnt =4 >k 21 rie a
determinationlfis made whet hel thefelare wore di sk—omits—n
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17 t he upper portion of the segnent to process. I n our exanple, disk
units 63-61 are left to process, so block 214 is answered affirmatively and
fl ow of control goes back to block 208 to select a potential mate for the
next disk unit on the list, disk unit 63. Blocks 208-221 are repeated
until pairing has been attenpted with all disk units in the upper portion
of the segnent. Disk units 63-61 are paired in the sanme manner as

di scussed above. Al were able to find mates in the | ower segnent that

provi ded bus | evel of protection. Disk unit 63 was paired with disk unit

67. Likew se, disk units 62 and 61 were paired with disk units 70, and 69,
respective- |y. Referring agaiﬁ”ﬁo Fig. 4, block 214 determ nes that

81

61 j

62
63 -
bl
65

Segment _ __ _, 66
Divider ' 67
68
.69
70
71
72

L ==

FIG. IB



there are no nore upper portion disk units to consider, so block 215 puts
any unpaired disk units on a spare list. Note that disk units 65 and 66
have not been paired yet, so these disk units are placed on the spare |ist.
Fl ow of control noves to block 205 to see if there is another segnent to
process. Since we have two segnents in our exanple to process, Fig. 4 wll
now process the second segnent, shown as segnent 92 in Fig. 2B. Fig. 4
pairs up disk units 73 and 74, since they are the only disk units in the
segnent, and assigns this potential3/d&ir a control- ler |evel of
protection. The controller |level of protec- tion does exceed the threshold
| evel of protection—so the units are paired.in block 213 Block 205
determ nes that there are no nore segnents to process, and bl ock| 202
determ nes that there arg no nnreddevihn types o, proce so the

t

f

subroutine rieturns in bldck 225 2B shows t he

bl ock 10371 *Fi g. ’E
how the diskjunits are pdired sq flaMy~angd [Shows X iat Spa ist B3 contains
disk units 6b and 66. o _ﬁ—mﬁ___
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Bl ock 103 of Fig. 3 asks whether there are any disk units on the spare

|ist.

because the potenti al

of protection,

Disk units are placed on a spare |ist
pairing did not exceed the specified threshold |evel °
or if the upper portion of the segnent con- tains a

di fferent nunber of disk units than the | ower portion of the segnent.

if they could not be paired

Si nce

spare list 93 contains disk units 65 and 66, block 103 is answered
affirmatively and bl ock 400 calls the Pair Spares Subroutine of Fig. 6.

Bl ock 401 | oops through the spare lists/and selects a potenti al

1 wdi sk units
Ssgs:gnt t hey 6dre selecteﬂ—as—a—pﬂfeﬁﬂial
ubrqutiTne Fig. 5is again called in block

uni-ts.

on the spare list at pre€
Cal cul ate Level

300.

enclosure in block 311. The
402 determ nes that mating d

e

irmati vel

their

protection.
403 is answered affi
executes bl ocks 411, 300, 41
find a different potenti al

I n our exanple,

| evel

Segment_ _ _ _ >

Divider

Segment
Divider

segment
Bivider

pai r of disk
and 66 are the only disk units

pair. The

of Protectio
Thi s subrouti ne deter

hi nes at dis

k UNits 60 and b are in the sane

subrou%'ne r et
sk unitfs- 68 a

P Y ad

i | ock 402 Fig 6. Bl ock
hd 66 woyl d not He Wvalid, since

ps not ggxceed {he—threshql d | evel| of

+ ol
nmrtS U Aanru

. 65 - The

b are stifl I} unpaijrejd, and bl ock
Pai r Spdres Subrjouti ne then

P and 413 1
At e for6 di sk u

s group joff bl ocks lattenpts to
gpare i st

67

68

69

70

92—

73

65

74

66

— o

91
)

Spare List

FI1G. 2B

61

62

63

b4

65

66

67

68

63

70

— — o d——

73

74

FIG. 2C



92 by proceeding through the spare list in a different order, starting the
I ndicies for both potential mates at the bottominstead of the top. Since
the only potential nmate for disk unit 65 is disk unit 66, previously deter--
mned to be an invalid mate, this group of blocks is unsuccessful at
finding a valid mate. Bl -ocks 421, 300, 422, and 423 are executed to al so
try to find a different mate. This group of blocks is also unsuccessful,
and 19 bl ock 423 is answered
affirmatively. Not e t hat bl ocks 40%71412 and 422 each performa function
to—blocks—220_221 21 510, 212, and 213 of Fig. 4.

very simliar ftro—btoeecks
Bl ock 440 unpgirs the existing pair with the .least |evel of prote¢tion and
adds themto gpare list 93, .In oyr ,exanple, disk units 73 and 74|have the
| owest | evel of protection: contJoIIer | evel of protection. Ther¢fore,
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this pair
FIl ow of contro

the disk units now on the spare |ist:
t hi ngs work much better,

time,

and 403. These pairings have a bus |evel
and t he subroutisgigsreturns in block 450 to bl ock 500
The Rai¥targ o} the disk units is shown in Fig. 2C
'g. 7 is called in block 500. Since al
no smapplng of mate

answer ed negative
of Fig. 3.
Optim ze Subroutine ¢
units have bus | evel
subroutine return
3, a screen is d'§@i

I's broken up and disk units 73 and 74 are added to spare list 93.
noves back to bl ock 401, where attenpts are nade to pair
di sk units 65, 66, 73, and 74.

up
Thi s

and disk unit 65 is paired with disk unit
73, and disk unit 66 is paired with disk unit 74 in bl ocks 401, 300, 402,

f pridl tection,

di sk unit of theé& cpaptiiey /Systemin bl oc 0.

for conputer syst®
identifies the | eve
11, and asks the &Sl
accepts t he pairing,

program ends in bl g€k

Even

number of
disk gnlts

AMICL N

(200
€Call Pairup
Subroutine
(Fig. 4A &
Flg.ruB)

YES |

Call Pair
Spares
Subroutine
(Fig. 6A &
Fig. 6B}

% he di sk unuﬁz are m rrored
0:131 Confi gu

NO

h

Call -

Optimize

Subroutine
(Fig. 7}

112
)

-{ Mirror System [
as Defined

L,

500

M of Fig. 2 is shown in Flg 9B.
protection for each disk unit

of protection,

so block 403 is

The
pai red di sk
occlf?, and the
g again to Fig.

Ex 0PI & i &Sy r een

I nSsQuput er systtem

Accepts or
Rejgcts

acceptabl e or not. YESt he user
n bl ock 112, and the
-on—Changd Det ecti or
Display
error message
4
Iy
Y 600
& \
Call Changed
Configuration
Subroutine
(Fig. 8)
A 4
N v
=110
{
Display
Confirmation Pre-
Screen

120

End

I FIG 3
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20 Anot her aspect of this invention is the ability to detect a
configuration change and cal cul ate the | evel of protection both before and
after the configuration change. If the configuration change (adding,

del eting, replacing, or relocating hardware) results in a reduced |evel of
protection, the user is warned of this fact so that cor- rective action,
such as breaking up and re-pairing the existing pairs of disk units, can be
t aken. Let us assune that conputer/isystem 12 of Fig. 2D has had al

of its disk units paired usinggdde techniques dlscus§§g above, and the
foll owi ng pairs have been nade{ di sk units 61+69, 62 63+67, 64+65, and

66+68. Al'l pairs excqdpt havg bus | evdl otectlon Palr 4+65 has
|/ O processor |evel of |pj ?ne The % ggg

configuration of conputlet system 12 lby addigg 4, al ong
with controllers

of dlsk unlts per

201 disk enclosure
s/ -
ﬁor% DéSKIIO 205 2
nits by
Address within __NO Segment

Device Type

to DFgCESS

YES Select Segment T

with highest #
of disk units
4 per enclosure
207
v /

Type tooProcess

Select segment
divider of segment.
Adjust to be

“+ between disk
enclosures if
necessary.
‘l 208
Select potential |/ @

mate for dxs% unltf
in upper portion o "

segment with disk :
unit in lower portion
of segment

300

i 4 /

Call Calculate A A

Level of
(: )‘__________ Protection
Subroutine. for (jg) (Ez)

this potential
pair. (Fig. 5)

FIG. 4A




57 and 58 and 1/ O processor 35, so that conmputer system 12 now | ooks |ike
conputer system 11 of Fig. 2A Referring again to Fig. 3, if block
101 determ nes that the user does not desire to initiate pairing at this
time, block 102 determines if there has been a configura- tion change in
the conputer system In the preferred enbodi ment, the conputer system
determ nes this by keeping a record of the [ast known |1/O address of a
device, and conpares it with the current I/O address of the device as part
of each Initial Program Load (IPL). Tdies conput er system al so knows when

new conponents are added, ce the user nust performa recpnfygurati in
order for these new conpo be recogni zed by the co -@ syst@
Here, block 102 detects a ¢han configuration due to the addition ofxdi sk

(wn)

units 73 and 74, so b I 1s the Changed Confi guratior] Subrouti pe of
Fig 8. Add in 21

Secondary :

Factors

Is this
potential
mate better than

previous potential
mates
?
a ¥ 3
211
Save new best 4
potential mate 7
210
Another
potential mate YES
for this disk
unit
?
_ + ‘T
pairing > Pair up unit|
threshold level .| Trom upper
of protection segment with
? mate found
214 C 215
7~

More
upper portion
disk units to
cons%der

No | Put all unpaired
| disk units on
spare list

Y

-
m
(%]
Y

Y

FIG. 4B



Referring nowto Fig. 8, block 601 asks if a disk unit is not paired up.
In our exanple, newy added disk units 73 and 74 have not been paired up
yet, so block 601 is answered affirmatively. Block 602 selects a potenti al
mate for disk unit 73 -- in this case, the only possible unpaired mate is
di sk unit 74. Block 300 calls the Calcu- |ate Level of Protection
Subroutine of Fig 5, which deter- mnes that potential pair 73 and 74 have
a controller level of protection in blocks 305-306 and returns to bl ock 601
of Fig 8. Block 601 deternmi nes that there arg;g30 nore disk units to pair

up, so flow of control anes to bl ock 605. Block 605 asks if the new | evel

of protection of theg igéé s}e 708 | ess than the previ ous | evel of
fbn”*

protec- tion. The pr oF protection was, via a | east comon
denom nat or appr oagh e{preferred enbodi- nment, 1/O processor
| evel of protectiop g@ufqh% qi $k unit pair had 1/0O processor |evel of
protection. The na% IeveI of priotection, by the same approach, is
controller level of protigzion. Therefore, the | evel of protection of

conput er system 12 was reduced by the configuration change, so bl ock 605 is
answered affirmatively erna- tiv%%ﬁ] t he conputer system can al so keep
track of the level lofhpfpigski ¢ ipy ch disk unit and informthe user if
any unit's protectifopets Yee@ducad.[ Bl ock 606 displays a screen to the user
showi ng the reduced pegedctdionpr otlecti on of conputer system 12. An exanpl e
of such a screen istshown in Figj 9C The user is then given the
option to accept the lowery | evel of protection and pair the new units

t oget her as indicat ed. ﬁ accepts the Ieveltg inotection, bl ock
611 determ nes whet her t i éﬂis above the 0 '

YES Set Bus level
of protection

h 4

Different

Busges for this pair
304
303 /
Disk
Units on Set 1/0 Processor
Different 1/0 level of protection |—
Procegsors for this pair

306
305 4/

YES Set controller
level of protection ——
for this pair :

Disk Units
on Different
Contrgllers

311 307
. /
Disk Units Set device level -
on Different Disk of protection
Enclogures for this pair

NOTe
i 310

(oY FIG. 5




threshold | evel of protection. If so, block 612 pairs the previously
unpai red disk units together and returns in block 620 to block 115 of Fig.

3. In our exanple, assune that the user did not accept the reduced | evel of -

protec- tion of conputer system 12, so block 610 is answered

22 negatively. Block 615 determnes if the user wants to break apart
the existing-pairs and re-pair the disk 1@At%s of conputer system |f not,
the subroutine returns in block 620 to block 115 of Fig. 3. I n our
exanpl e, the user does want to break apart the existing pairs and re-pair
the disk units of conputer sys 12—so—bteek—6454i s answered
affirmatively. Bl ocky0® itngli caPas$r 3pwtespailrijng shoul d be initiated,
and returns in block 620 to blgck 118ubroutife 3. Referring again to

Fig. 3, block 115 asks if pairimg i* {::>
-4 A

4Cl1 Loop through spares

™~ list, with indicies
moving from top to
bottom and top to
bottom.

300\\\\~ Eg&11Ca%culate
el o
Protection
Subroutine for
each potential
pair, (Fig. 5)

J.

102 Pair up a unit with
] the mate that
provides the best
level of protection,
if a valid mate
can be found,

403

Any
Spares
left to be
paired
?
NO T,

450

FIG. 6 A




should be initiated. |If not, the programends in block 120. Since bl ock
616 of Fig. 8 indicated that pairing should be initiated, block 115 is
answered positively and flow of control noves back to bl ock 200, where the
di sk units of conputer system 12, including added disk units 73 and 74, are
re-paired in the same manner as has been di scussed with respect to conputer

system 11. 23 .
CLAIMS 1. A nmet hod of protecting a cong ter system agai nst inaccessible
data, said conputer system having a pIU# ity of paired disk units, said

det ecting upon
added to,

met hod conprising the machine- executed steps of:
initialization g ald conputer systenlthat a di sk unit has been
or deleted, rep ‘ e
thereby resulti
det er m ni ng whet her

gina conflguratlon change in sald conputer system

ur at #bh charg%—+esﬁ+%s—+ﬁ a ;, dlced | eviel of

protection against {in 5+ ;

Unpair all spares Unpair all spares

and loop through and loop through

spares list again, spares list again,

with indicies Wwith indicies

moving from bottom moving from top

to top and bottom to bottom and

to top. bottom to top.

) | 0 % i 300 3
)4 Z

Call Calculate Call Calculate
Level of Level of
Protection Protection

Subroutine for
each potential
pair. (Fig. 5)

Subroutine for
each potential
pair. (Fig, 5)

A l z g

Pair unit
with mate that

422
{

A= 4

Pair unit

. with mate that
provides the best provides the best
level of protection, level of protection,
if a valid mate if a valid mate

can be found. can be found.

413 423.

B, Any Any
Spares Spares
B left to be left to be
Dalged- Dalged

440
/

Unpair the existing
pair with the least
level of protection >
and add those units

to the spares llSt;J

FIG. 6B




informng a user of said reduced | evel of protection. 2. The met hod of

claim1, further conprising the step of: re-pairing the disk units to
maxi m ze the | evel of protection against inaccessible data. 3. The

met hod of claim1, further conprising the step of: gi ving said user
the option to accept said reduced | evel of protection. 4. A conput er
system havi ng protection agai nst inaccessible data, said conputer system
conpri si ng: a first bus; a ond bus; a first disk unit
connected to said first bus; a s%@gid di sk unit connected to said
second bus; cal cul ati ng neprs for.calculatingag | evel of protection
agai nst inaccessible data if sajd g 1%@h§k unit re paired with said
second di sk unit; and pai rj rg S, gonsi ve to said cal cul ating

W th said second disk unit.

501 510
NO

means, for pairing said first di SKOnit

Device Type
to ooglmlze

Return

Group
of pairs to
check

Potentially
swap mates.

l_ 300 2
¢ |

Call Calculate
Level of Protection
Subroutine for
these potential
pairs. (Fig. 5)

mate provide
better protection
for the two
pairs

Re-pair units
by swapping
mates.

4

FIG. 7



5. The conputer system of claim 4, wherein said cal cul ati ng neans
further conprises: nmeans for detecting that said first

di sk unit and said second disk unit are connected to different busses; and
nmeans for setting a bus |evel of protection for the pairing of said first

di sk unit and said second .disk unit. 6. The conputer system of claimb5,

further conprising:
| evel

determ ning neans for determ ning that said

of protection cal culated by said

c %g | at i ng neans provides a

maxi mum | evel of prgtgeter—~F A~conp system having protection
agai nst inaccessi bl ¢ daClsangai d conﬁu_ersgaysten1conprising: a first
bus; Configuration| |~
Subroutine
605
Sevel
i i new leve
ng%sga??ég of protection<
up? DFEV%OUS
4 ?
602, NO
Select /507
Do%entlal . .
fnate
1 Display Y
confirmation
screen
300 606
< v 3 /[
EallICa%culate
- evel of Display .
Protection screen showing

Subroutine for
this potential
pair (Fig. 5)

reduced level
of protection

610

612

YES
N o

User
accepts NO Break
level of apart pairs
Drotegtion and start

_ YES
611 616\\
Pairing Indicate
above initiation
threghold of pairing v

Over
?.

Pair. previously
unpaired units
as indicated.




a second bus; a first I/0O processor connected to said first bus;

a second |1/ 0O processor connected to said first bus; athirdI/0O
processor connected to said second bus; a plurality of disk units,
further conprising: first and second disk units connected to said
first 1/0O processor; - third and fourth disk units connected to said
second 1/ O processor; fifth and sixth disk units .connected to said
third I/ O processor; cal cul ating neans for repeatedly cal cul ating
| evel s of protection against inaccessildkéldata is selected one of said
plurality of disk units were paired together; and pai ri ng neans,

responsive to said calculating neans, for pairing said first disk unit
with said fifth disk unit, sgi | K - n' < W said third disk ynit,
and said fourth disk unit \,\ﬂ'ﬁpég‘?@r@% ﬁﬁa té}.ﬁ'{ t hereby achievind a

mexi mum | evel pbf TREOf@TLdwWifg 893k Ngit W‘F?ﬁQSW@s@P@ -in the best

protection against inaccessible data in your
computer system:

) Serial Level of
Type Model Number Address Protection

9332 0400 10-0561231 61 - 71  Bus
9332 0400 10-0581721 62 - 72 Bus
9332 0400 10-0561231 63 - 63 Bus
9332 0400 -10-5811721 64 - 68 Bus
9332 0400 10-5811714 65 - 6/ Bus
9332 0400 10-5811714 ' 66 - 68 Bus

Press Enter to accept the pairings and mirror the system.
Press PF-12 to abort

o FIG. 9A

Proposed Disk Unit Pairings

The following disk unit pairings results in the best
protection against inaccessible data in your
computer system:

Serial Level .of
. Type Model Number Address Protection

9332 0400 10-0561235 61 - 69 Bus
9332 0400 10-0581725 62 - 70 Bus
9332 0400 10-0561235 63 - 67 Bus
9232 0400 10-5811726 64 - 68 Bus
9332 0400 10-5811717 65 - 73 Bus
9332 0400 10-5811718 66 - 74  Bus

Press Enter to accept the pairings and mirror the system.
Press PF-12 to abort

FIG. 9B
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