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respect tsingi@degarigatiodl 8€-WeIPAE pOBRPHATANGMESAHACES bfrafBiNy entities as
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machi nes. Furthernpre, sone virtualization technol ogies are capable
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syst ens. forWea0 09 eHETL AT THIVEBRD 0843 8B6Wing various computing resources to be
efficiently and securely shared between multiple customers. For example,
virtualization technologies such as those provided by VMWare, XEN, or User-Mode
Linux may allow a single physical computing machine to be shared among multiple
users by providing each user with one or more virtual machines hosted by the single
physical computing machine, with- each such virtual machine being a software
simulation acting as a distinct logical computing system that provides users with the
ilusion that they are the sole operators and administrators of a given hardware
computing resource, while also providing application isolation and security among
the various virtual machines. Furthermore, some virtualization technologies are
capable of providing virtual resources that span one or more physical resources,
such as a single virtual machine with multiple virtual processors that actually spans

multiple distinct physical computing systems.



[0003] While the availability of data centers and virtualization
t echnol ogi es has provided various benefits, various problems still

exi st, inc |l enrs related to managi ng conmuni ca
virtual mac nes an%bor physi cal conpugl ng systens. Bri EF?@S(Q%{’%I on

O The Draw ngs [0004] Figure 1 is a network diagram
il lustrating.an ex nbodi.nent  of conf| uring, co ni.ca
bet ween conput PHH! 6‘%5% t %I%’ﬁ&??ﬂ@yt‘g{ datg; q:q "fﬂ'gq MHEMZETIOH ecﬂaplggﬁs

Fi gures 2Ra@pbviRd dridss 'b@héft@xx?émuﬁ%r@élerﬁg%ﬂﬂl bRigt, wmmﬁg(ﬁﬁﬁblém related
bet ween conputing nodes that occur via an overlay netwo

[0006] Fi gumenagingl ¢aremuaicationsnbebuesp| wiws reatfinguandigr physiealydongputing
substrate n&:twork addresses so as to enabl e enbeddi ng of virtual
network awdiestes for an overl ay network. [0007] Figure 3 is a

bl ock diagrami || ustr at iBHefO«ERIRIORADDTHE mgawuﬁ_y;sems suitable for
executing an enbodi nent of a system for mana% conmmuni cat i ons
bet ween conputlP¢dl ddars. 1 is a networkodiagram jiys atmg an @xample smipogingpt of

N T Dkl A S e o e e
of a Commmuativost.i on Manager routi ne.

[o005] Figures 2A and 2B illustrate examples of managing communications
between computing nodes that occur via an overlay network.

[0006] Figure 2C ilustrates an example of configuring underlying substrate
network addresses so as to enable embedding of virtual network addresses for an
overlay neiwork.

[oce7] Figure 3 is a block diagram illustrating example computing systems
suitable for executing an embodiment of a system for managing communications
between computing nodes.

[ooe8] Figure 4 illustrates a flow diagram of an example embodiment of a
System Manager routine. ‘

[0009] Figure 5 illustrates a flow diagram of an example embodiment of a
Communiéation Manager routine. _

Detailed Description

[0010] Techniques are described for managing communications between
multiple computing nodes, such as computing nodes that are separated by one or
more physical networks. In some embodiments, the technigues may be used to
provide a virtual network between multiple computing nodes that are separated by
one or more intermediate physical networks, such as multiple computing nodes
operated by or on behalf of a single entity. Such a virtual network may be provided
in various ways in various embodiments, such as from the edge of the one or more
intermediate physical networks by modifying communications that enter and/or leave
the intermediate physical networks so as to provide an overlay network, - as

discussed in greater detail below. In at least some embodiments, some or all of the



Det ai | ed Description room Techni ques are described for
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may be obtained from embedding virtual network address information in physical
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execution service may track and/or manage which computing nodes belong to which
virtual networks, such as based on the computing nodes executing programs on
behalf of a customer or other entity, as discussed in greater detail below.

[0013] Use of the described techniques may provide various benefits in
various situations, such as limiting communications to and/or from computing nodes
of a particular virtual network to other computing nodes that belong to that virtual
network. In this manner, computing nodes that belong to multiple virtual networks
may share parts of one or more intermediate physical networks, while still
maintaining network isolation for computing nodes of a particular virtual network. [n
addition, use of the described techniques allows compufing nodes of a virtual

network to be physically moved or otherwise positioned as desired, with the overlay
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[0015] In some situations, a Communication Manager module fracks or

otherwise determines the virtual networks to which the module’s associated
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Communt cATORARHJRT it e BP0y ey Fibr et BalHebes e airer
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ot her manner’s). "By not delivering unauthorized communications to
conput i ngviriealessiwadk teowkichso bempetinganade delangsysigth anifi the aplity mainiaips

nade_on_ dPIPR o ejuahaesrie b Pakn BERFRN ralps & coifgkngaieRes. 19

communi cati on h@ef AL pRsdo N TItied) ginned@ieoBmbodirfidres eat psgcamdexecution
virtual network, and that second virtual network Eﬂorkpﬁhe secc;nd \
conput i ngseTvige exaeidten dhirdipamy cHstemers FERYTaGsHIRE MUliple BRSIga! Gompyting

Commun neHBS B 21 phEcr PERbFcbEn) gt o Aol v ot
t he one oyiteazhi vitieaimedichire bebgt phleeto execute cne or more programs for a
customer. In such situations, the described techniques may be used by one or more
Communication Manager modules executing as part of the program execution
service to control communications to and from the programs of each customer. For
example, by manipulating communications to and/or from each associated
computing node so as to reflect its associated virtual network, a Communicaiion
Manager module may prevent computing nodes on other virtual networks from
gaining access to those communications, as discussed in greater detail below. In
some embodiments, customers may provide programs to be execufed fo the
execution service, and may reserve execution time and other resources on physical
or virtual hardware facilities provided by the execution service. In addition,
customers and/or the program execution service may define virtual networks that will

be used by the program execution service for computing nodes of the customer, so
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unaut hor i W%WW?W ?%aéisﬂtcaﬁﬁ‘\?&q‘yéwafﬁ%%f%d. ate substrate
network to an jhawenged s tbmaldifodiPBRttl ohe of attie (9si@m maagser Mbdales

mal i ci ous user being able to gain control of a Conmmunication Manager
nodul e, onaydaciitate wpsligumonceioaesisations hetwass corapetinge Dades)such as by

Conmruni g t f

desti nat | BHERTShE N0 r o ABchu e oG oG Ba  RER i St
comuni cafel@nNbageanon ekoguiingrprogdets dio bbh@lf dia tousiierror ik entity), and by
[0020] In at |east sone enbodi nents, detection and/orﬁgr eventi on

unaut hor i eHi W@ﬂ@bﬁ%ﬁ% nbysical Betwogs afdiess #*ﬂafoqprffspond to
t opol ogy Kk

avirt ual\%u% Bﬁ(sg%c\i/eé ggﬂef]&%gt)#@ﬂ%w%?ghat |e§9? ?ﬁ p‘éﬂlc‘&f&r
enbodi rrerrtus;torearcbr oivepentityy Wodexample, assystenn nadnagey imddude foret RESkmas
managed assogli at ed catj.on Manager dul As descr

6% eat dboae 3 Al 66 Ekal Hoph R i BRSY SRR isaR STl
| east song suelyr gIHROBE Wﬂﬂﬁ;ﬂe SHigicaNnabvsdtks rbetm@rFkEgddTﬁéssyafew rﬁéﬁager
such a corrputl ng node for commini cati ons over the substrate network

i ncl udes randiladnantheondeiérnaine acdripaitrietyokodth whmhrth@ulr‘cuabmmhme is to be

et wor K 9P osABRaS g TS S (HEoBe et ADIRgD B Sirual
associ at edaSMIABNeCSHiste MaRaee mdts hey(hes. zmtzatesalboﬁﬁgmaﬁfdh ef aairhel
portion of the 'substrate network for which the Communication Manager

nodul e neRaguse @ammnn@at@rbN?ﬂagamm@dulierf%tl‘@eﬁarg%rpha&ﬁal| ORI BYSEem
to corr ect l o ds Fooélsﬁs fé‘f’é i W ﬁbé@né’éﬁfﬁé flﬂi’\ tﬁ?&iﬁﬁélﬁe@g& §§th]e%orﬂmumcatlon
conputlng NBue I'S "par a virtual I Cl OUS US

woul d needabsgaraimpdake essy tstéad dmitiatel that admfigutation vietd. y avheme tho vt tab
whi ch the conputing node belongs, to gain access to information about
t he t opolBgshipe f'fﬂﬁ@"t‘ﬁ‘fﬁﬁ@f [45§1VE8 FeCUVBHYERLRIN- net work | ocation in

order to det er[ﬁgaele I %%deght IrPht 1 g&tﬂ@& c B SHRh! vgn@usamﬁaa%ﬁdabout
Cormmuni cati on nager no ul e, to determ ne OW to use
i nf or mat i @mudingo meties c and hmrtp&lymed:@rkaemayr beaddedstn dad@mine Whether

2009/ 151729PCT/ US2009/.038667 9 Th [1djt f t t ed ,ph
oot (AEURIERaRE, HRVERE RUTPTInG, Lt afh, ARG TS | SSesf 8 F bty

i denti f yifighériZeRdiminBicBRss sk ddiveRedPorviorialdbd 390T SBMUATEREEE Murdgeh
constructed physical network address corresponds, and verifying that

a | ocat i gnodiles Ker if ua@wthprsz%cmr@yutcah@wsﬁ@@ehamlacéévﬁgmlytfm%ﬁéﬂ*@rlzed

the part it HuRah, By PE o (hbts” Bl Rl "Bt e e SBBRNRTeS
by a COWmﬂMrﬁafa{b@Fwagﬁm eyl odes, Witihebrkt selationt ad seelimigr &f entities’
address corresponds). In addition, the validity of constructed:

physi cal W%ﬁh”‘&’ﬂﬁi%@@@cﬁﬁy be checked at various tines, such as
by a Commuini ¢ qdg,e FHRNAGRIITD U kD Aonfififh Vi br %Cﬂpé‘gr\ﬂrtuai network
en or & e.g., to

comuni cation®in estlnatlo uting nod
verify t hatentpte te sentieaphydgang matmmnkatmxdtoeassemndadanuputingynwde on a

Commani CANRIRMBRGETET VRBRUNETHATkn BRI 8 FoRi NBLD SRSk g dae Becond

conputi ng in @encﬂi-e Hais Y TR RIrz8d IfUMaRg c@n%mﬁéé%%hsrfﬁin‘i‘@ﬁ&ﬁ%@@frﬁ)%

for an |nt ed destl nation conputing node of interest), etc.
network {or from the first computing node), the first computing node may not be able

to even send such a communication onto the one or more intermediate substrate



[an] In addition, in at |east some enbodi ments, detection and/or
prevention of unauthorized conmunications nmay be based at |least in
part on Vi Gigiabegior ks to which conputing nodes bel ongerdho0/038667
particular, 1n some enbodi nents, sonegor all conputing nodes nmanaged
by a Conmuni cati on Manager nodul e are each assigned to one or nore
virtual networks, such as. to corrg?srgdond to usercf or, ot her gntities on

whose behBf#oitsebeiyiRglthe §rehsad se BYBPRENG LGS, fue 1o Do BiRatigP

for € Prog{(n%ﬁﬁ%é’rmnﬁlﬂnﬁé(e%%ﬁﬁtéﬂ‘ Withe 1158 s‘é‘ti&ﬂné}ﬁﬁ@%odé MhiaLk sych_an
enbodi nents, Sone or all virtual networks may have assocl ated rules
r egar di ngowthaingcoommeuinzatiomris.gar by sddaiviegl tire oigaing communigativodesndhe .

he v gl neuock, el o B e FOTRL IR e (ST AT Y
Manager nipdur@iSooMhiLtin GRIdES AR GBTHINAg FISMREtIoRaiHRNené BF n_ﬁfr‘éiéaﬁg resses for

out goi ng conmmuni cations from associ at ed conputing nodes in order to
det er m nethateechod comfubingenadiesthehwoulinkmised iroagnding sHcky MmNy eication,

al | ow suc omyunij, ¢cations, such. as hased on. infor i,0 bout .t he ..
vi rtual n%&orll'("'( g(}é:'g%/ 'glahe Qq%tgczar,zgg)c@m%tpg Or'b‘sgg%i cﬂvfr'cagh% rFq,%e iate
node and @estd RBEWER 1©0aR UhfeRBed QiéRLINITHNABSABUERE hodd (EQBAsSRNOA

Manager nodule may track and store such information about associ ated
virtual nesligieususaideing ableiteigaln antrohgta SioairadnieatigfuirRguaidaedule, or to

and/ or su ' t ' v

20001 151798k € BT AE G SR8 o GleBAld Atlondd Communiestion Manager module
i nst ead ithasarmaged edmmnticativay fomtherdestinatidrncamputirg medeemay Stiemtify and
manager nodules in order to obtain sgme or all such inpformatiqgn.,K
Addi t i onalPredeRtaihesunaftherized: gomBUBIGRERN ﬁ@%%%’l&’ﬂﬁﬁﬁ’n?"cﬁﬁ gﬁ%i'natlon
bet ween cgigauti ng nodes are authorized, and actions corresponding to
such determnations, are included bel ow [ 0022 For
illustrative [fognpsesat deast ewhediersidimants, ddsteciidre dadobiowpreventione lof

i fi t f ti.ng,. nodes, )t ks, i t]
cont i gur ATBTosRer FOTBHAN BT BaR A PSS RbaS R BARECs iRy e gne
for illusgr@bie/ BiteicPSeSsuBafaR fetivbh®R! b Whfkh &Rt ne Rk & obERNAt Yn

and the inventive techni ques can be used in a wide vari eté@of. ot her
si t uat i orgariigdar nfatvipaghsere ambadiseeld, sarhwomputing nodeoth28jis PRGUefea

conti qur i TeCa AR s B e S R 8RB MBt o mogtle. s
virtual neiseabéd irs graddiat ddthib weth masE ot 3 FRNsea2a-2W and aigvwirra@rie adleast
nore internedi ate physical networks in a manner transparent to the

conput i ngEaRRIEYCh PDORiBeRiR aihE) RTYSICRENRIBIEH BAGESH 46T fal 81G5a? COBWUENg
program %&g:%gﬂr%nﬁﬁ{xﬂibgﬁonsa&%rttﬁé (ﬂﬂ@frét%uﬁ H8HOIncRRBEUN FRfda88S of the
facilitated by a system nmanager nodul'e of the program execution

servi ce aminpuiingirmlde’ sGanuaimetwdikeatdidasaged inohdissespartial medwprkogidaess for

execution, service. |In, othe nbodi nents,, the techni gyes nay hbe used,
1ol t UatBnSRsTRls AN CPSDaR e exe dtTOR SErivs conulEH Bete’s
W th any égseaétéeﬁeoﬁﬁnaﬁiééﬂéﬂlmﬁfé_ SR (818l JubHetRBik & otfBF Sortion of
entities (e.g., to support nultiple virtual networks for different

parts of thebudistratss netwarkhier whigarthe aEdromupicatioprManagernecduiek mahages
organi zation). . . [-0024] The Il ]l ustrated exagple include dat
centr - 1S TPURICRANS oI BUSN L PREF erch A RGE o ol TheSp b it 2 faf
program gxfeithl ASwWRK vtERss Thea dahugaghetie 10 it papaiineciiad) datwark, the
gl obal intérnet 135 external to the data center 100, which provides

access t dnaligiousr usasmowd ped it gais\accessstoliakumatian gbpyidhe vittiaheeiworh o
t .
ave mut 4IPS S b I8ls KoBREERS bl a1 firtelioh SBold il 188660y

systens IfShe cohmugingbaldelsnpieysival ndfborkdgedtien ih ardextangdtermine phi partiay
accessi bl e network of networks, g_ossi bly operated bg/ vari oug di stinct
nefwork address for the associated Communication Manager module, and fo

determine how to use that information to construct the physical network address.



WO 2009/ 151729PCT1US2009/ 038667 11 Conputi ng system 145b may be, for
exanpl e, a honme conmputing systemthat connects directly to the

Internet (g Ndi%02 tel ephone line, cable nodem a Digj
subscr i ber 14 e THBRL) . etc.) ,0025] The data cerhBsapppsacer

i ncl udes a nunber of physical conmputing systens 105a-105d and
155a-155n, as well as a Communication Manager nodule 150 that _
execut es Tthe validilyrofranstiruciad rphysipLoetmgric pddiessey nay th shegkedon ianage

muni cat | f h i at ed ti : -
yst em maEGe AR ARy 53 TOR AHETR OB ARoE T N E R VA A 3R et
execut es Ak IMtREteDsIYsEAMRSiNoRY a88BES BBrréssindsNand yerifyimgtthaisa location
exanpl e, each physical conputi nP system 105a- 105d hosts nultiple

|
vi rtual midhatideaifigsueempy CapRITSRONERI & 0Be Of theuedmprig mfgiqs"ivnhé}
Communi ¢ ﬁdrﬁr%hn ?{f‘é}fegﬁ%p@ﬁ W c%?regp no%sto%ypaglfiai %e‘ﬁhég(%gaéc%cgé&\e/ﬂle of

hypervi s e physical conmputing syste
Conmmuni cahé @aniftiagetoder dnheageddsy arChrumuhizatiomiienages mbdike onwhich the

conmputing system 105a, and such as VM Conmunj.¢cation nager . nodul e

109d and RATFaluBPIWALE AGAEEss, PPETesRORISIp UL @J]éw, _e%mg%w?@pﬁpweatructed

conput | ”%»pl%&%?’?%t&ﬁrﬁ%&éé@sé@ ME X RELIRARBY VArbLY AmERC R s/ B¥ a
, and thu g ctly

this exa e s may each act as a conputing node that dire
execut es Goramuniomioe dMdrtagar empdolgr dhat aacdiedsal &n ofncamings t cotemuoicatidne

program execytiqn servi.ce. |In other enbodi nents I r,.none of the

yal cal Eenet TS RsBAton PoP it 0% drer oriey hiet tF Spd%e PhvETcal
Machi nes.network addre8926Yaild)l By X 3yeit@ MahayronbileltHat RREIVESH HitRSage
mul ti pl e networking devices, such as switches 115a-115b, edge routers

125a- 125qurpertedy rfeorm ozt Gompdatios ddanmydrt eledelesani kehgdl of @n indicated

15 conmAdRor PR Fo 23S auge RITRH, B BT ETniofk ddiees

di stinct fanysirehddtPdeminktiémasmpiigisiste ehRras), etnput i ng syst ens
105d, 155a-155n, and the conputing systens providing the )
Comuni cat i on [908fHadepddien ia aimsgﬁ@m?wén ghisnelpigstion Apdior ereveption
and is cqopn ; | .

ot abl | SilanAyT DR RAR R Bs i be PatedRiEatH) pR M) netuorks to
ot her andwviitiheompeting mcales ebefong. t e pgitichiar, ihnt@naemid®fiherisasame or all
internmedi ate interc nnectiogr\ﬁcg%yv\%tr 120, which includes the edge

routers FESRUINGNGRES (HENR amrypigatoh Manager o fipd Uie, @e r §ach
125a- 125%serg@§tscts FHRL SMBPe DRfYE RBMIONES, QucAsClon&IMRPKAd 16 AseRXGTBE

edge router 5a provides a gateway between the physical network

est abl i sheatitiey opwhasie el thacontpeting hedes ane operaing degorllased®mn ariyer

W0 2009/ 1%&?8%8?4#? %Pn% g%alsc?z?e?d on the computing nodes). In such embodiments,
some or all virtual networks may have associated rules regarding what
communications are allowed between computing nodes on the virtual network and/or
between computing nodes from other virtual networks. [f so, such predefined rules
may be used by Communication Manager modules who receive incoming
communications for and/or outgoing communications from associated computing
nodes in order to determine whether to forward such communications on or
otherwise allow such communications, such as based on information about the
virtual network(s) and/or entity(ies) to which a sending computing node and a
destination computing node are associated. A Communication Manager module
may track and store such information about associated virtual networks and/or

entities for associated computing nodes and/or such information about predefined



12 router 125c provides a gateway between the interconnection network
120 and gl obal Internet 135. The core routers 130a-130c nanage
conmmuni cat n t he interconnection network 120, @ %

f orwar di ng pa§q<wtls or other data tranggi ssions as approp#;l P@ﬁ% é“&
on characteristics of such data transm ssions (e.g., header

i nformation including source and/ or destination addr esses, protocol
i denti fi endgs frairjusametwesrks har inbizaddn eomstarnisodifentsemanirde@ohwélb taneror

network 120 itself (e.g., routes hase t wor k t opol L. etc.). ..
0057 THEHS 1<YStm e HBHORISE i Prd- Ry Bb el SUTE O] e fbbRhation.
| east Sonﬁdt?{tjxoﬁﬁ!e RS | Refed CENNHEEARINAY OWR&thet Oc&ﬁﬁfuh&‘éflé’ns between
aut hori ze and ot herw se nmanage comuni catl ons sent to and from

associ at ecbm puhm_g nodpsnardetherinede sadpbiionsCurTrasniooding 4o sheindeferminations
109a mana Mﬁ@ fod virtual machine conputing nodes 107a,

Communi ca redﬂc fi 53 Mrodul e 109d nmnages associated virtual nachine
conputi ng nOde{écéb?%r istrzRR€ hLPpodRe sBiReEMBONTAEME atd dBsdiRaAdBsIlow in
nodul es max simlarly manage commruni cations for a group of one or
mor e ot hewhighs speaified tyrsspefi mgnivdies. NPHes. INiWeikEt eePraBkigatiens | and
Manager u c [

so a5 t o BUHFRRR Rt 4B reRBTHEN.“FhbRE PRI Sfs ERIREL LB DR

i nt er nedi p@r@oﬁé&’éh@ ate gigipheied sor thg @bk@sf blewity, drel the imetitive teohalgues kan
120, and optionally the global internet 135 and prijvate netvvork 140

i f anot helpe BepRhiing wide varietnAbefber simbipas.gapte QTHGK)\VH')‘ afffiggessed below.
mu t

or gant zati on Jath HATRLL ICH, bR R, glstind 86 KARBR Emppliniéht of

extend i t@orgﬁgumag ecmmtxmrdatibms omsfween rrmmpnﬁng hmdeerrba}bnglggnt{da wirftual

t he dat ter, I t
Vanager - ritPge 55 Ul theo PORTUARORT G dtRIRE. 24O 0 RO MireciAte
the int erﬁﬁfs@cabﬁ&wﬁ% N8 rRrineR BRIl tﬁéeoﬁpdt;ﬁdﬂ@o@sohaltms @(ﬁﬁiﬂﬁ

135) - in tthis manner conputing systens with rivate network
(e.g., copuomytisgstoskssre pagof armygmﬁmmttlan@ewwaa and dhe cerafiguring of

Cont el COmMLABaDHESe et RORG SRR NEAERIHLPE, PGS W

Comuni caé:iéa;nnbﬁrs@g\ﬁée rpdUnGRipRCofirhilitatne Mehager fakurssofbgiensegram
conmputing nodes so as to enhance network isolation and security
Nom Thus, exgsutiorR senviasst inadthoeempgdimants, dhe teghniqyesmay %WSﬁ%hﬁlH@tlons

R s B s s S T R A W

the virt uaébuﬁﬂ@%mbebaiﬁ‘pﬂbmmgr nage enfiilesd(som, mosmmmgumybt\eimmd!(mﬂmcrks
with I Pv4 bejng used to_represent the virtual network ad resses, f

the i rt o AEaT RUtHGH i Dasiagss ot Olel HRRTRAENIOYA P ReRval dpe
an out goi HQMI cation (not shown) to the destination virtual
machi ne coffputi ng node 107d, such as by specifying a virtual network
address for tr[an24]jé'm nih:stra’tedvexamale iredtlese ac dajgucenigr ntiile withh enultiple
Communi cat,i on e 109a r s t he out 0|n

communt caamal BRALHNG S/ e s SRS MR, rroAiReT derii i rerviste e 1413
aut hor i zegdripér W@% REnMdctéd S0 GUEBBENBIETABTYSS @aidrAd), toStehie dRARR i (D)
previ ously obtained information about the sending virtual nachine
conput i ng¥hicderaodes amsgrtommr MRE SBRUNG $YSEET0S fdha Vienpiéatle aetwork
conput i ngl ﬁ) 7 f t r /
entities C¥8\/\7P11r|(r)ef:h Tt 8%08 tgﬁ&%& d&: eg%?% gé%oéé@%ed?émr'%s Qﬁﬂh%e

dynam cal myitiplet esaptding sy\st"el‘hst bﬁd%%mmg&ﬁheﬁ)d@hﬁuﬂr@s{(ﬁe@s 145b.
obtain an authorization determ nation, to obtain sone or al

ch
i nfor mat i O/ alakal internet; hdd (BRMBS dak BEAMRIE R Pub wﬂ@@e&%@s network of
e F o TeBRs, bBSBYH8IA10d 67 AL AR defidy DO 52 Bt (0 eRaRé

per f orm suc |on etermnat|o
private network 140 may be, for example, a corporate network that is wholly or

partially inaccessible from computing systems external to the private network 140.



WO 2009/ 151729PCT/ US2009/ 038667 14 includes the virtual destination
networ k address and additional information, as described in greater

detail W thd aapeqhel 0 the exanpl es of Figures 2A-2C ]
When Com‘ru% cat Qon Mnager modul e 109¢, recei ves the conhini o4 ‘”l{l(%%%\% a

the interconnection network 120, it extracts the virtual destination
net wor k address and additional information fromthe actual |Pv6
dest i nat i Gompetingrdystesar &b, nmaydbeeferr axampler @ Wamehconputig wystegnthat

machi ne conput i ng. nodes .107d. t hat, t he .cq ' [ i [ d,
Communt caePRIF i RAgaD B BT el tonye Gt AR i RS R Db
comuni cagj B deriber fikeNOnEESdetbgr the destination virtual nachine
conputing node 107d, such as by extracting the virtual source network

address and ad@z5i okhe datafeentaiti08rineludes & Rember ghphyssa camgptieg systems
network a e f]dd0 ks '

oot A E1PRa A0 (3L, 39 ks BEoRTELAR Bt b0 trt
Communi cagsigyutddanmg@hemadunerd haher eomputieg dvisneonnunistawhprio( imanage
this exanple, Communi cati on Manager nodul e 109a%i ﬁ‘gﬁ‘ di ggussmefg in
great er deemamunisaliong for thenassasimiem CORPUSRY iSYSigatse PPgidath Allfe @ System
authori 2efhgled RodfRIMHA! GhkOolRIR EBEIRINLENABMaD BefRES AiTbRe )

an aut horiz eterm nation)’ nmuni cati on Manager nodul e
109d t henmiees teagetisg tdysteirc (ot repovoirminithist @mpEe, ekt physi¢ad computing

directed to.the destinati i rtual hi t]. de_107d us;
an appr ophyeid 105 ol heehk rilie Baurtdmedtind BARRUING aBfes o Jteiied
by using &iﬁﬁﬁlsﬁﬁ%iﬂg WM")Uebn{ﬁﬂﬁﬂéd%%nCMHﬁé%é;ﬁﬁoagée(te%.,Viaé toadl oNgLuiid

address as the source network address.and using the destination
virtual nmebhine bypgvisongnenitis’ for vihet physieadt smmRUtRgd SEsieMis stple as VM

destinatign network agdress. After - der] ng o 1N :

conmuni ¢ aigPWUf{"i?é'O&o ﬁ?%ﬂ%’H%v&ﬁg% gﬁ%nﬁg%ﬁem%gglg ég ﬁ@r?af grr' wart Sutmg
the nmodi fpgerorsa) it wh 49 VNEdenthiaatioro Manahér slodiike hdee and virtual
conputing 'node. In_at |east sonme enbodi nents, before forwardi Hgsé-qg%

i ncom ng weRNDAS dATH 6 comRUtiad S¥stemMm I nPysieal §pmREkT susteps

Conmmuni cayj r I : 0 i 14

Colatou 5 0t KRPGHE AN diRdtindEh 1o BafbORM IS MfNElcnhans o
109d may amnpiitng made thaedisesilisxgcuties tonalor mearbisoéwamnprogiangs nodehalf of a
aut horized to comruni cate with the destination virtual mc ine%_gae.‘,%p
based on BEIFRET AlgtNECrEW@M BYREWIPR SEEICEn P W18L emRad eniS s AL PRRUE ¢l thh

the sane S HBEm l[jt[irﬁ]é?sﬁl%r‘ggtait Ihe d418IcBAteR | Rt oFtusl hBcithéd er ent

entities whose co es are authorized to inter-communicate,
etc.) and/or thaes] tThis exarapientpta canienfurthar dncludesonuliinleanetonedng gedces,

such as bs?usc%daso gwith\%szP ‘f?a/-‘?‘ ‘lf:’ §b7,%%Bgéﬁégsoqgéaqq’ggé%njdscore routers 130a-130¢,
Switch 115a is part of a physicél network that includes physical computing systems
105a-105¢, and is connected to edge router 125a. Switch 115b is part of a distinct
physical network that includes physical .computing systems 105d, 155a-155n, and
the computing systems providing the Communication Manager module 150 and the
system manager module 110, and is connected to edge router 125b. The physical
networks established by switches 115a-115b, in turn, are connected to each other
and other networks (e.g., the global internet 135) via an intermediate interconnection
network 120, which includes the edge routers 125a-125¢ and the core routers 130a-
130c. The edge routers 125a-125¢ provide gateways befween two or more
networks. For example, edge router 125a provides a gateway between the physical
network established by switch 115a and the interconnection network 120. Edge



i nformation previously obtained by the Communi cati on Manager nodul e
109d or based on interacting with the system nmanager nodul e 110.

pun Figure Billustrate further exanples with i L
iIIustratiég%@g?g?T% rel ated to managing connunicationsﬁgg¥%%§ﬂﬁ&m7
conputing nodes that occur via an overlay network over one or nore
physi cal networks, such as may be used by the conputing nodes and

net wor ks rofiteFi1@Geeravides & gataway besvean thahterconnagtien nelyaik 12fiagd abobsh

communi cdBRL HoBach 6L RUP GORRSoh it s e CP it cptBhs Whhin the

i Nt er connggirbsHheRBbNOR&IS0A00120, N stibh SaexeyTibavadipgdipaekdts bheother data
conputing nodes are operated on behalf of nultiple distinct entities,

such as rANSTYPYIORS S ARITAPIHE DISEE i ANaREEIBlIGH oL 8Yeh data Ugppraissions
system e : t et e al i ' I brotocol
comput i ngeangauet fatmtcRiREIthd RFra8 SRRl dettndlioR Abidated! protoco
exanpl e cideptifiers geto)desi/af thBi gharact@dstica cif ube intbroeenecippunétivgrind2e dtself
execut ed on behal f of an examr)l e enti tgtc , those being computing

nodes 205&;9-2OHESRRFISHRNEINRTIGIRPIO¥nSICet her conputing nodes are
operated on bgﬁ@l‘ij;ﬂfe i%ﬁ%&e@@bfﬁrﬁ@rﬁeat%‘rﬁ afsgdt QNBULIES Bhal) QeRfoRA 2 feast
exanpl e, the conp d by an

[0031] In thi ut1ng nodes 5 are manage '
associ at esbn@®rofithe aescobedfiecimiquesoidubrdeRt@ tonfigurd, ahithodzenandi pigerwise

260 As JHENEEFONAT IRGHIAIE: A5 ouc 28 Ay eda o BoURL o NAURET pr "
virtual nagmges d}ﬂﬁﬁn@ﬂicgﬁ?ﬁ gaﬁg@@r &HE al 09D ALhAgSs BssbeiRtedansttual
ul e

Comuni cat i on Manager_ no may be part of a hypervisor virtual
nmachi ne nwachioe cooputihatnasiepsiWa, Cosrpunicaliprs Menager medulex2PRs mangpes

f Fi ¢ 1 i
Virtua rrchemel e SR RrARA, fadeS S0 Ry  BRAT SRR e gther
virtual neshimascalion dMahfgso mddemssl rizgasindlariyanagege roothmheniGations| fbr a

correspond to Conmuni cation Manager npdul e 109a_ of Fi gure i@? .
Communi c&PeR Marfifero noiiPe OHhaio aptPaaied eSYBRMINGD '@Sf%ﬁuni i Yystrated

Manager Ofy s Kl e Rt er, ti W a2 3 o tw
woul d co?%ﬁbﬁjﬁﬁ%gni nhgéezlj}%g:qnéﬂ:?q%ér?n@ta\%\orcﬁﬂl Ogof&&rgﬁlﬁlggﬁl, San t?leén
syst em mequagertingooodes 288 Gasviulodeday resgrbndat virttigs network rvge onaodumere

110 of Fi. 1. At ti | ti d 205, 255
not ead dBBHTBEAle RRYEIAL MeBHyS e SHOL G ITE HYEpelEmiors aeRverk 120, and
correspo tﬁ)ﬂa}fv)fﬂé th iﬁBéﬁ"iéW%S%r%ﬁ?n@ﬁmoﬁi G40 & ahothaMZommunication

2009/ 151729PCI1/°US2009/ 038667 16 0032] Each of the
Conmuni cdlanagavimedide (midhbes) ofanages cemmanications s icampdtiog system 145a.

b- netwark of, multiple physical .net . whi :
Cormuni can ReEBEP oA Lo g o P BENEY PTOR AENISTHIE deiep to
conput i NG,ifeARSextdTR itEXNER BetvicIRTaIohS 8 more Mbthagemputidy nedés bithehixm

to be associated with the |IPv6 network address range of "::0A 01/72",
whi ch corgesdgroifaay o byénaigmentng caear Bxwse Sommuneatiaicanager megHes as

XXXX . . . . . 00 . . . ?é?g)(ag. .

01FF: ééééj%?:% Pe'g%tg@rekn??él)ge’g”t% P%@%géﬁgr”?%ﬁ%% uni que Bv'é

aﬂdr essesjstwiher 4 am]g; the gﬂ'bbaﬁi?tsmftr%@ _nf[in aif[ﬁ_; rmm)(«mﬂe:ohrm_ti?% bps;]tamemithin

that I1s appropriate for a particular S| e.Jg., WmtLr e,

nitial CHOLINSteBRESh6n L TGP as SYEEMe) SRS LEPBIM R tRhese

t opol 09y, 445 cgh@;tez iihg r%ﬂ%g%%rif ﬁﬁggldat%érkter esmBaling Aol OWER: Bnt of
nection networ w [

The intercon orward any conmmnication with a
dest i nat itha privateonkivaotidr dasadditionhdbe ilastatedoCaomunidatiani ldanagetiagedules

dule R- thug, with the.initial 72 bit f th L
Commni cdTP ARG PR IoRS Ry Rt et 5 S ALphEE HevlcHe
bits to rignhgssRhd kB&uR@NPUting nodes that it nmanages and to

determ ne how to process incom ng comuni cations whose destination
f0028] Thus, as one illustrative example, one of the virtual machine computing

nodés 107a on computing system 105a may be part of the same virtual local
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250 is an | Pv6 substrate network on which I Pv4 virtual networks are

overlai d. woa0001519934] I'n order to send the communi cat}opudBesnssss?
comput i ng nodze é conputing node A exghanges vari ous nessages éfﬁ)

wi t h Communi cati on Manager nodule R 210, despite in the illustrated
enbodi nent bei ng unaware of the existence of Communication Manager
nodul e R rataerknas obelof dhee virat maching cormiing terag 1879 oo arearitingsysiege

to all ot c l, ng. node | : I ' Lt |
thi o exaris; 0B Y ERGLEBER &1pbRSehCER G MRiP k et s it
220- a t habcalnGletde®. t hankocahuaketmaskin@dd0Es snizgr thempdiréotg anodritdsing
(Le., "10.0.0.3") and that requests the correspondi ng hardware
address femMmBBHEaiomiaisheve (odhg destinationpifuarachiie sarepidingnases’07d,
Control, r mng ' ALY ‘

request 201 BY e aYa AR RNAR 20l R Sl Rl iR Mo
response goagsADg ride: bl ke Sonimuticates Mackgenmaodulé d8Pa heraivesr the audywdss

f ting de G _ 0035] To pbtajn the d ' | .
har dwar o CIITKGRAaT " abdeash SOTRESESRAIST kG RHmIONT BHeoh (\aHRgEFe
modul e R ¢hi, rs%hﬂgget?fktﬁeaodé%{?ﬁé cehPhhicaiénObudheaBEd @R ﬂr@ﬁbuf@%’cained

dunmmy vi rtual dware a esses to correspondi ng | Pv6 actua
physi cal infermetian abduetwesending irkat mashineheorapuing wode G67a isadpReateut

addr esses, correspondi. to gn I Pv4 virtual rk a f :
par 1+ cur drechpfigtes Vtfaludroiies Gireltind Hite MELLRES, SHEM5RDn Bk yiual
contai N ereBiieYaridir SAMBY iWithOv el ehéeb@pdting hdddroae @fsotiateds oamubr g
nodes 205 have previously comuni cated wth conputing node G if

prior entdyparmicaliycinteragtingewith zhe syystepmpoanagsr ool 1;5)3(%&-@*%2?}35% an
S carsts . ;
manaber MRS R SlpdR R LotB ting dTRIESaE) Tiprialh HEYD (Ehe

net wor k erwlﬁl ﬁntmics‘atnfarr]1 GaTRigler ﬁlgncﬂtldniﬁﬂgfa detehminat thaifthe ontc?altrig@mdaicétion
In particular, in this exanple, the system manager, nodul e 2

mai nt ai ndS PHEANZES TIPSR RRRiaNESUSE AN ﬂboql@ggpidﬁfeégliﬁ\gpiqgg@wdule
conputin deyl y t | i | {yt
net wor k %@c?ﬁ%u |négéjflﬁgéea%@|%gn§g:5%§ﬂcél&gs g&lﬁﬁ!&h %Fﬁg%@%dluttgjoﬁ%
of pr ogr aiestivaticcovipiudli regworkdakiré s foe tita ¢caremuanisdiion (& gabasest ol iriteraoting

by ot herw se obtai pi ng such provi siqni.ng i.nformation. discussed..in

gr eat er d@ﬁ‘aitﬁ‘e VRYEIPTR JEpRAYe W@Pfﬁﬁgbgg "fﬁ 'S.s%?r@%enﬁﬁ%d@ Lo

det er m NepbR ils 1PY8 thaapRsbnf HRMBGOAMAENVER! AditedRRABE EoRMUtE nBdes

behal f of conputing node A for conmputing WO o

2009/ 151 z2apcEteg2da s dgespnnection network. The Communication Manager module
109a then re-headers the outgoing communication so that it is directed to
Communication Manager module 109d using an actual IPv6 network address, such
as if Communication Manager module 109d is associated with a sub-network that
includes a range of multiple IPv6 network addresses. For example, the
Communication Manager module 109a may determine the actual |Pv6 destination
network address to use for the virtual network address of the destination virtual
machine 107d by dynamically interacting with the system manager module 110, or
may have previously determined and stored that information (e.g., in response fo a
request from the sending virtual machine 107a for information about that destination
virtual network address, such as a request using Address Resolution Protocol, or

ARP). In this example, the actual IPv6 destination network address that is used



18 node G s actual |1Pv6 physical network address is valid, including
whet her conputing node A is authorized to comunicate with conputi ng

node 0, ang.d {,sfkpp0vides that actual |Pv6 physical ﬁg(wg ﬂﬁjoq%%?s'

Mom Conmmuni ca{ 'on Manager nodule R re%{el ves the actual sical
net wor k address for conputing node G fromthe system nanager rmdul e,
and stores this received information as part of a new entry for
conput i nginnlodes Ghasvipaat destimatiopi netwion @ddeessoand 12dditienal ain@rnnati@”l, as

(optional | i th. an expi ngd/or ot her info

b t 1 on. cdssibed it Sheptat JohaE: fnbea e GeltbPBR ALl B ETRAAR ¢ ¢ v
har dwar e addr%@zs{ qvhen US@&nWmcﬁﬂBﬁUtMﬁﬂag{]é?dem@d(l% 01008y raesiesat ithe
an identifier that is locally unique for the uting nodes nmanaged

by Communiaamipisaiiom digehe igigoangytionstadwerk t34a it extrﬁﬁ’@% tbe Ntrwaf destination

o o B R Al RSB, e

entry, anghdesyihesddiéenidestywhichtaishe igtgvaneninddorpating ncﬁémmmfchthat
node A as part of response nmessage 220-b. By maintaining such nmappi x(tg

i nf or mat i tbg gormunigatien do siraptedat TB%&GW@HF@@H%MEH@Q%@%D%'% d08d ne
conput i ngdé%?%n@s Wetﬁg Yk Wrﬁrﬁﬁl‘ﬁ?%gonwmo‘fﬁ%ﬂ Ofdr 'Yﬁé‘ g@%&”&td@l

wi t hout HEPSY N ST Act i ons Wi syst em manager
based on hehits ecopfiputing tedeTy 0V, sut a@a:yd(wetratlagdhes&mm esonmm hgtwork

rovi ded by Co t 0037 I
P bod! mor RGeS A AGRHATRh INARARIN Rod e setvigl PV R e
manager ;@ﬁ‘h&faﬁm eé%a?%@b@n@u%ﬁb&@wtﬂ% lhuéwdéb'u@éénéﬂfor@@amgssng

node G o erw s etermne s physi c net wor k address at
ti mes ot rmatualiyamamgedr by ethei BgrmaminkRrionebiaeager smduleastham foresapdats dhe

to any received. connu c t I on _t hat s directed ut|

usi g t S TPERORa. by i FHPEOLE. GENTEaen Mol aneidendPRa). as
Fur t her mdigeusksBd Oahhgrea@@fb@étamaélw haf \thé tmmbmtﬂw és wmﬁm tb g
are used may differ fromthis exanple, such as if the virtua

har dwar e audberizssie forathe Sesynenisaticsy Managel stedierdagenotrbadieen sygh a9

o mor o 19 ina R e PR RIARC 4R B ABATMERRG R, B8 ABR

nodes, etisadefs @@dintbMing b@nﬁhdnﬁ:aﬁﬁﬂﬁpltﬁat it is dipeged it then dekstintiba drirtuai
s comeben psBul eSS a b e M
ey TS o A AL A AR RS oL e omputng e
220- b wi tirthdl enetwoniyaddressuad tHeasaluee ek eddrege agd, bywiding #endesiipation
response, wr\%alllme?c r;]r?e ggms{lﬁng nOdSs i Eafﬁeﬁﬁg&sgddrgéscag the destination network
address. After re-headering the incoming communication, the Communication
Manager module 109d then forwards the modified communication to the destination
virtual machine computing node. In at least some embodiments, before forwarding
the incoming communication to the destination virtual machine, the Communication
Manager module 109d may also perform additional steps related to security. For
example, the Communication Manager module 109d may verify that the sending
virtual machine computing node is authorized to communicate with the destination
virtual machine {e.g., based on belonging to the same virtual network, being
associated with the same customer or other entity, being associated with different
entities whose computing nodes are authorized to inter-communicate, ete.) and/or

that the incoming communication is of an allowed type, such as -based on



[0038] In this exanple, the returned I Pv6 actual physical network
addr ess correspondi ng to conputing node Gin response nessage 225-2
is "::0B:0 fier>:10.0.0.3", where "10.0.0.3" i

the | ast 3%%%@%??% he 128-bit |Pv6 ggddress, and whe 15(:1%9{099(?035&7
"<Z-identifier>" is a 24-bit entity network identlfler for conput i ng
node G corresponding to the virtual local network for entity Z (e.g.,
as previ oofdrnatissimgeddusly dtitainsy dtyethemBoagesnicatidal Mahagerhetodnket W39k or

to reflect a random nunber or so ot her nunaB 1c1 rresponding to the
entity). bafed |Qﬂ*!’F95P°tm‘ﬁ‘m eotystar MavggehBPAbek! ddr ess store the

: 0B: 02" desi %ﬁi reggy\rmqfugga{? hﬁ@r Sidndled Wah kadaioRhNfistrative
port| on of thé ertonnecti on networ a network address range
of "::OB: a2 telatedviii mhnﬂ@ngmnmmmlmtlcmarmgweemmwtlﬁ dodee shanereur

thus a cqnmruni cati on se t over_ the interconn n

| Pue’ dost AT YR AaVTATR Gy Ste OF Potd BRI BERAR PR PST B ysé v

W 'l be r@dt@mmdRingBuesi 71 h&tvoNaNSEHUD Y & ¢ Sthdr%ltuéthﬁfs In partlcuiar

enbodi ments, the entity network identifier may be other |engt S
I@Z%@e r

(e.g., 30Figimes 2Ai fllugisateanyarisus opxavapiageampingl Bodes 295,214,
th t f. 6 t
D IRk Ra S, GRAfibr O e Rkl RRIROIAL Blerddition

i nf or mat i RAwoMisC230. BNhthid Bramplémbodimeat, the sompating uod@$1arenepmtéd on
address range of the sub-network may store ot er téf) s of formation

(e.g., arberedhnof fmultipieodisdinghantities. a?u@htﬁst yu %Ol?a mP?oé’I f Jpropin
vi rtual I

cont 1 gur LR SEMEg oL BluPRtinalEld aqlIE BOARoh S @) SR LRtion of
over |l ay nedrticular apenpdeingr ndbsb withh paetmpbmtemtcbleﬁl gt evid@l networks. No3ke
After receivi n% t he response Nl ca

220-
Todul e R G CPRPUOa 0ACS PLEELE ZAd ciNe P e AN Ao Sxt e Sh
CoMuNI Catdrofy Wewbb%tmﬁﬁetr%se%wmﬂ pirdfhEded @8, 205¢ and 255a.

comuni cat 1 on I'n particular, the header “of communication 220-c
i ncl udes la alkl#tamathammmuhog lnodeds res sperateties behalf pbathep apiiftasngustvae
Gthat is "10.0.0.3" destination hardware address for destination
conput i nd PRI 198 24 t he dummy virtual hardware address provided
to conputing nase; Ani thiTRIGAM, 28 l@on@uﬁ@grmﬁﬂeseamer Kreadeiresedf Oy an
sendi ng corrputl cg node A that is "10.0.0.2", and a source hardware

addr ess fansocia® Gommm@mndﬂﬁmoypwsd%?@oa%ﬂm RBMBHIMLIDPHRP 2995
de A that
e evi ousl 3% aRAged By 4 aSkodHiBme iRl for ARkESE, Bhug/0200.  As one

Manager n@gisse Rebiipatieg pieales 208 onawueiacht beoron226f nuyltipte dviftuad smableines
conmuni cati on as appropri ﬂte nd forvvards t he nodi |ed Qommnl atian

over the hed dhfe&nd® Coryiting g i3 GOFENICRYpN Mi&hager

parti cul | Viok tthad nh ]
desti nat ?@n netmrbg%ﬁjﬁggﬁﬁgﬁ{n%ﬂl ﬂg&]ﬁﬁ%ﬁ?ﬁ%?%ﬁﬁ?sgﬁ?e adgrfécsa

f or conputdnmputingdsys@rfir d-"mrtehtemmmth referénce én Figere ilegemptiieg npges 205

FCICRCIE AT I TE MR T R A e

previ ousl r)épFé?sreﬁFLthé %dd?vrﬁa@ﬁﬁé@hop@yswc@ CRhMBRicaBsie nesfaden bdde R

exanple is :<Z-identifien:10.0.0.3", and Communi cati on
Manager nwoultie cRrresmoésth @@Wﬂ%tlﬁ@aa@nagﬁét modeleudtPat et Figdraall.

physi cal etvvork r

Communi ca ?'BW% Sg ﬁ%ﬁ%‘%%é%gﬁ ? S;{J&U? F‘%ﬁes@?}ﬂp ﬁglscgs@wgk% Eé%{ MérEa%er
address apddier 1060 o3 TUGEe hatdnwitercamnbiation detworoaPditwadd rtrmdresﬁorﬂddmn
t he header of the received communicati on, obtains an | Pv6 actu

physi cal InwmcﬁeerO%ﬁ‘éscﬁoﬁaWﬁgh gnehide %ﬁfﬁmdﬁa%gﬁfc@ogu'e 290
hardviar e 086 o Srdofly, 1f et SR SMbae’ iIAPERG AT OlATRIAATel,

212, by interac e system“manager nodul e 2 to obtain th
computing nodes 205 or 255 may instead each be a distinct physical computing

system, such as to correspond to computing systems 155a-155n of Figure 1.
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payl oad is encrypted without needing to decrypt that payl oad.

[nag I n at enbodi nents, before forwarding c | |

230- 3 to mills?za i on Manager modul ¢ S, Communi catlomﬁ%g%?dsg&-’
nodul e R may performone or nore actions to determ ne that

communi cation 220-c is authorized to be forwarded to conputing node G
as communi cat ifer32P HExcB, osuibl @oniraswidatam tN’mamppmmguleaf of rﬁaigw@n 22 s

including a valid entry or the source and/ar de ation virt
har dwar e %@P'@@ wita o2 sy dﬁ?ﬁﬁr | Eam“gﬂi’@? ygicalpie H% ‘gﬁﬁﬁ%‘? r?% '%the

such an Wlbﬂ%%ﬁr W}(Elﬁ?éé’ﬁmﬁﬁ%e %ﬁtbeli’\%ifﬁi?rtifléﬁ BEShdMted computmg
Communi C I on nager or eac out gol ng conmuni cat i on,
i nst ead neydese Rrerdkamplel CommuhieationmMasager mogule B ésgpvantoabe assomated

he. samo i M RO BHOrars FIGE L a0 A% n D e s BhG, 2s-

are ot herm{ se aut hordgpekdeg i Nter- copﬁunl cat e, h@fa@@c@rﬁhi}in from

i nteraction with system nanager nodu 290 to obtain an authorization
det er nmi naXX¥R PO KK XEKKAHT1O81009A;008000P0 o XXXA:

Co R f

730-5 t o U1 e ET EEEAanih herreelliiE2 93 0 BalBL bl 8F SofRETels sRtliies),
uses the \pharsi gt ‘DPvRay esiresaiti 01y medadetinaddaesterdhat Beappropriate for a
comuni cation to route the conmunication to Conmuni catiop Mana

nmodul e S.particwadi rigiugtion t (ﬁag deVite etheprinitigle §4ntRitsc SRABEPPRIHNG cF wg?'ﬁ’cﬁlgf)
do not us t Wor,

i ncl udes E&Sﬁ@‘% %hg | {m%ﬁgﬁr %@ ddent ??I er dg?ﬁgﬁ%jg?ge%mstr?spﬁgt to
net wor k aEigu@sas). atice triw‘.E:odmemloh riebecrk 290 wip éarinard eoy cogarunidadiontwith a
forward such a_ comruni catj.on,

|
net wor k | desHpatign 89@@5@8“5??%IH&%ﬁ;@B@?%ﬁ%PE@ﬁ %’?:P'? VIgfr?It'éH'{%chH? R-

[0043] WAGNs CRIFURL GAkiLP T2 NRRRaEE th d%d'ﬁ%,%e'tH@SS&ﬁﬁiEHI&bﬁéﬁ iMdhager
230-3 via tﬁe I nt erconnecti on networ erforns actions
sinilar tmotiled ey mﬂmriematntrtmavm[abigeﬁﬁ b:ﬁdalrepmsebhﬁwemmwég $edes

In particylar, in at St nents, the Co

Manager am*én@wu%ﬂﬂg@ ‘i‘%ﬁ'ﬁm'% “h% CcRIPFEH @&8”"3"4@%5‘3 claﬁgrgsewgﬁs
aut hor i zegbdiifaitsh hOKwAE HagrebSesARNHthAt%ampde 0, such as via one or
nore interactions 240 with the system manager nodule. If the

communi cat i on P83 &LEMvpRaestof e exammdeishewn(isr Figpre B8, S0MREING 2PH8H

e )

assigned IPv4 network addresses of “10.0.0.2°, "10.0.0.5" and "10.0.0.3"
respectively (if written in dotted hexadecimal form, “10.0.0.2" would instead be
“A.0.0.2"). Because computing node 205b is part of a distinct virtual network for
entity Y, it can share the same virtual network address as computing node 205a
without confusion. In this example, computiﬁg node A 205a wants to communicate
with computing node G 255a, which it believes is part of a common local physical
network with computing node A, as the intercbnnection network 250 and
Communication Manager modules are transparent to computing nodes A and G in
this example. [n particular, despite the physical separation of computing nodes A
and G, the Communication Manager modules 210 and 260 operate so as to overlay
the virtual local network for entity Z over the physical interconnection network 250 for
communications between those computing nodes, so that the lack of an actual local

network is transparent to the computing nodes A and G. In this example, the



22 conmuni cation 230-3 as appropriate and forwards the nodified
comuni cation to conputing node G Additional details related to the
verificati comuni cation 230-3 are di scussed w to
Fi gure ZB.%ﬁBW{SI?%f’OO44] In particul g, to nodify com%éllf){é%ztﬁﬁgzoﬁg&rl
230- 3, Conmuni cati on Manager nodule S retrieves information from
mappi ng i nformation 262 that corresponds to conputing node G

i ncl udi ngplysizay intercahnbcticwastevodd @68ds ans B¥6bsubstratel newgrk etewlBchdFv4
generates .such virtual hardware address if not previously

avai | abl eVin4g|aeturrke gye QYeildif-conput i ng node). Conmuni cati on Manager
modul e S then [Edsﬁf‘tlﬁ%r@er“t%%é?ﬂnﬂﬁérﬁdi%hﬁiBa%tcﬁcMgﬂm@ hydd B, computing
communi cation 230-3 so as to replace the prior |Pv6 header with a new
| Pv4 headwrde( A.axchaigesacaiinuganessagest228] with ComtrounieaiiarPilanageigmedule R

comput | et Rocegtian 1 dBlsteRa B oty kohdabadBbn 3 Gud hdened, ¥
har dwar e ggdrmfedion MaRagewmdidde IRader,, mibebaligve uliat Netinardnsasditngss
and a dummy virtual hardware address for conputing node A as the

sour ce nerapdtasimpssege knall sther @@Wmatimﬁa@e%@aFf@slgcwd}etww@-nwalrw&an
hoader ; o . .
oo c R aHisE, Eriffin AR i beis BPARP!hELok Hbalell 2B that

virtual hacldues ehetbdarashisie ddisesedormuampatingnoddiGa e, Thodu0 8" Sarddthat
conputing node A may be the sane as the hardware addre %ﬁf}%&]bé 48-bit
hErTeT

Communi ca'ﬁﬂBﬁStﬁ/ﬁh%Q)éFfeﬁmi@ Raryare GRARSS g" RdeUig quﬁé
enbodi menyaceasEBIALES ICUh¥RNARREsdIDdWofHBcBRi MridgBPRAGANE R

har dwar e a ess Infornation that is not rel at to the in ormation
used by tiheradgie rth€odREnrarpiesb220magret resmiuidesto eomputing node A with a

nar dwar o SRIGIREL QoSS SH PRgeABnE2k Y et (GO = By P ppraware

request fy %r%n?nﬁnggg@@gng nodes 255 for conputing node A's
har dwar e address). Thus, the new conmuni cation 245-e includes the

sane content d#03ghylicobtar thei dumenmiiiivak dardmare2 @ddresa diop3he3response

Lo computMherasbaR e ommatof baRape SROLECR gt SRR oBat e 272 81

245- e, CORRWhkien NBEerapd edehimy NdRuAIOhAERE red ati@R388$ €o CIMBEPbNdihg IRVE
2454 to conputing node A, using the source virtual network address

and sour castalr phigiical anetwerte assipsses, Mith earPpURli i KBIMA Yiftegn hardware
cormni ﬁdu‘?@ss%%?@ogr’esgﬁgﬁﬁgg LG 3! 1Pa! R ‘éldﬁre%srfﬁf § péffffoular entity's

comuni cat 1 on OoCesses it In a nmanner sim

previ ous|yirtike s@twdrgd HHehlocaispiect 212006 dhitaif ARG tIT20 007P 8 BIEH o ds
to comrunication 220-c_and Comruni cati o nager nodule R In .
par L1 cul 5. Coniiiea5% B1F RRFHGUR Rete 408 TG RIPHYY Rermp Bgaieflapth
conput i ngcrgg.ﬁ)@ﬁigg .'r;gddg?@, WPl BGSE &ftrp 1 thcaP BIE 1 202t fo Noriguting "iitd BOhas

node A, fi'es communi cation 245-f to create communication
230- 6 by aypitedaetaly the MeomimPviatien ddanagsr ngoale PR npteragte d2st wih system

250, "t no AW ERONEn2PE eeRalb te shantiaa B SREALAETS P HBonc

whi ch pr ogRfeastor RemiptERgindde T® BAEHEHIf @Brmipliifg MBOS & B partiawlat, in this
that previously described with respect to comunication 230-3 and
Communi ca%aomplaeihggstars doanragsr medie 2e0dnpkiainTRMMRIPIHBS iFAMEtIcAgeY2

dule R : . fi _ - b ) _
Cond ot BN whEkd, EheF chiBusfig e, RpRRMG Easatd ol Wik Sy
act ual | y svforsebal metooinbié cogpotolenéie baidngdenchadidyiintiating execution of
comuni cation 230-6 to create conmunicati oné%_%wg neraﬁ?i ng a new
| Pv4 head¥pPiasisn§NneppPHNG APERFeT GALIEF2aN i 16 i &g@lﬂemse
modul e R 4 RaRin WA HvisBARE hfAhaton 2 A% QisS QIR A tRASI With respect

to Figure 2B, the system manager module determines whether the request from

Communication Manager module R on behalf of computing node A for computing



(0046] In this manner, conputing nodes A and G may inter-comunicate
using a | Pv4-based virtual |ocal network, w thout any speci al

confi gur at | gddihgse conputing nodes to handle the ac{’(é'ﬁ'hsz 00/038667
intervening | -based substrate integgonnection network, and

i nt erconnection network 250 may forward | Pv6 comruni cati ons w thout
any special configuration of any networking deyices of the .

i nt er’conrdd G ?ﬁgW\HPK@ Physied W‘P’I]‘?é‘déﬂ?ﬁﬁlﬁi"@%ésil%ﬂu&ﬁﬂ&(ﬁgﬁh%&mwgng
over | ayi ng, 4 g jo/ éﬁlﬁnﬁﬂ%x?(d %@mﬁ%%@féﬂwmﬁémpbﬁxé"ﬁéd@b, BRY Fse3rovides that
i nterconnection network w thout encapsul atlon“of conmuni cati'ons and
on usi ng sutbaldPed phvsitalaletwekwnidkessddr esses in the substrate physical

t k add . . | ddi ti ile not ill ted, W.t
fespect to i qoEl Semimpnigation. Marageh s, B insRveS i etk IAE eyt
Manager mngibas a%ks%e@?idb%ﬁﬁﬂghﬁéﬂﬂ & HoRethd YRS mdrRiyee Théd@edand

comuni cations on behalf of ‘associated conputing nodes. For exanple,
Communi cagtoras tMsrrageivednirdalneationsss park of @ aeWernirvalor computing Bog &r as part

menage. A DRePBuHEREateR 218 ot il i Ry Wi P RmeDR oy Bavor
group Vi rgiHa} ifieineios). 2ddr fistichl fddnimimicatien Mesrigee thddusnRe deter@itidst &

network identifier prefix for use in signaling Layer-2 raw
encapsul adwdmyoriRual dardvsre. adiiess del e rerd forROMPEEND K1s8d Eade-ganky

mul ticast_co nj cat. i i i g 164 fi
T ot oS SR8 ey IHL 0l kAR B a0 by
whil e a diéieiumidation Mammicr emduts R sstoesahabduremg virtidF Rasive0e @ddigss in
may be used for, other nulticast communications. Thus, for exar‘rgl e,
Ml ti castCONCPBAMERIE [aseedrasiuanl VB P NAERpARIMRYR gUHEss Feapart Of the
correspo = bi i
R R
virtual lBvéomeatingr kodeldy as sparbof rémpotdes tmessaigen22bbpuBy meginiadengsdch

the entity network identifjer for the destination conputing node i,n
nmanner si P%‘Pgtwl%?’t'i”aq%oﬁr g??ou'@?%f GROEMIRAIONS ﬁ8%aﬁ%?)’éﬁ“9,8 Pﬂg%t h‘ertg1
embodi MentnmAg ride®eay NP 8EtBfized @@%ﬂrﬁﬁurﬁéﬁﬂoﬂrl\ﬂﬁh&g{érmle R without
comuni cat1 ons fray each have a correspondi ng reserved | abel or other

i denti fi eurthbaintérastionsdivitit dreepystem managerfropdyle 296, baseryondhedisg of the
di ff nber. .of bi / ' j
s o not PP i d T e e S iesn BrOBo T AFoliSh, By ARG diciiger

br oadcasthpailkieast comuni cati on, any Communi cati on Manager nodul e

wth an associ at ed contguti ng node that has subscribed to that
mul ti cast/ br oder3akin gelbep &beYMeats, depmMyrieption. Managgs syoduler foJaay

communi Catd ol ARPARTe DA SR 1AYAE 22BOB AR DAY iHAIR aghHEs @7
in response to priof joinc nications sent by those associate
conput i ngconslemh), notieds td etiErmeenietamiipa shiin agdwysicaldnsteofloaddress at times
sendi ng conputi ng node wqul d for&%‘r)d t he, co nication to,each of th
i dent i fi ediheloAT e IreFPIYIBS AeARFOIRAVES: SUCH RS B IRSPONIDIO ALY VEFYYH
to their appnaRkl ti [}m{ nGagdehki @8, viktialS A8%vork
enbodi ment's aﬁg%éﬁrﬁéﬁ?tg%g?qgﬁg%s%ﬂggm ?‘gggcgsgggg ﬂr?ql ticast
comuni caddress fomentityt Z eirfusl neimebed  byrticomene. i atherrembotdigentsibe virks)

dosi gnat EVAVER SUPSSRErt Re Py Bkt fpTdps exertote, Lo AR g irual

addi ti on, hrbwaid édd}@s@é@é@@pﬂcﬁﬁdtﬁﬁhe%ym@?ﬁ @odierzare i the dirtual

may facilitate conmuni cations between nultiple of the conputi n%y nodes
r

t hat are hesdwaieaeddregsen amanoiCsRAIm nd Histeathsie eRRIAreMorpAypes of
, W . . i i 2 i ) .
Cena’ an dberRPBREREEY T Mk ek ona PO TR MRa RS THRT PR’ yf s

| f so, Cospailealf icompviinggwident tadend? bamnl detpanihed o aet aothsrizdchid aend

to those previously described with respect to the handling of
communications to computing node G, whether by the system manager module 280

and/or Communication Manager module R, Communication Manager module R
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header since the communication will not travel over the
I nt er connegld Rke/1§ rk. [0049] While not illus
respect to Fi gur/e ? , in at |east somg enbodi ments ot he#éﬁﬁqug%

requests and communi cations may al so be handled in various ways. For
exanple, in at |east sone enbodi nents, an entity nmay have one or nore
conput i ngvadd asott derid Hree respuaige dmbysagen@Bdkbe with othe Miuraer vintodlu herdsyare

and that are part of aV|rtuaI network for that entity, and m
Urther raREeSE & withebdid Berfitre Wil seiton BfumRs o8 sRiinR By
conputi ng Syst@%ﬁ] ihakisa&@inihiE e aid Yetﬁmé@end\@daétgaltb dicH] HaRONESHdress
network 250 and/or that natively use |Pv6 network addressi ng) that do

not have camrespendingttodcaoputing 0adé dh IvHRaRRISEND@SEage RA6-drit agti 02:<Z-

e o RRDlrRRL O o B SRbI0 Y, HEEE T et 3295 RE BT8R P

conmuni CajcRiradd, %nﬁhﬂqéfaﬂaz@@bmm&uns aczmﬂ@ﬁmpfnemk\merrttmaﬁ fdﬂebmpuﬁng
such conmuni Catl ons bet ween mana corrputl nodes an non- nana

conput i n@@ﬁsﬁeﬁ@"@wnﬁﬁgh@n@l&eﬂ wel lopd 1t fos AntibhZNMgrthgas pre\gously
modul e(s) s%%teg%ﬂg%y&{%ﬁw %ﬂaﬁpl %Bﬁe‘ﬂ? P@orﬂq’g?éfléc%%%duc@ﬁﬁgmber

some such’ or exa I'n su ations
non- ”Bnagﬁdscmwmﬁe}rn@mb@fmesﬁopdmgﬁd&ﬂe wntity).aMhecinitial 72 Pité of the IPv6
destl nation network address naged

od . q.,
. 0A: 01:"EivadHaqdress storg. tbeé %B%Epge%aﬂ ceaﬁﬁerﬁ)ndﬁr@ ﬁb 3 é‘ﬁe f'§
exanpl e) ot eP&BﬁWBﬂ% %ﬁ%ﬁh@&loﬁy%ﬁﬁ}mthsﬁ%hﬁ@m@ﬂﬂlﬁ@é Ir@hge b

conput i ng node via I nterconnection network 250 using t
dest i nat i*a0BO @ to wmheétsmramdcartmrmmﬂanaaen md%@gewremmﬁe R il @

o hoader R ERERESnoA (BT 78 (MIEROMATER SrnEr 25, to ELE" destinaton

previ ouslyerflgaChidRds “: bamwm&aﬁéﬁmd\@owwu B0k @edR th TopmUNBaties
to accept communications fromthat non-nmanaged conputing system (or

from any Mmagmnagéulecﬁnpiﬁt pihgr syhastimentsy thieh entityr @emeﬁhﬂﬁﬂﬁ“ﬁ%"t may be

\Eneger A el SRR P AL B B

act ual | Ryi(h aeictRsk édiﬁléﬁEarfg@roftﬁhiebltﬁ)fathmﬂagetﬁﬁckﬂrspuhdm nsa;gsbme othed
provi de the dummy virtual network address to con‘&gtl n% node

as the sdares (@ddraay bpdpndems, BRiRiecRNYs VR fREaigN B ﬁghﬁéﬁe
1ot A AT B8 MR RAIER S LAY G358 dhnioRaassor
communi cajthemiype® of fomuatiomsieay cdn ctemtifien fog aspesticular entity, a tag or label for
the virtual network, etc.). Additional details related fo an example configured 1Pv6
actual physical network address for use with an overlay network are described with

respect to Figure 2C.
[0039] After receiving the response message 220-b from Communication
Manager module R, computing node A creates and initiates the sending of a
communication to computing node G, shown in Figure 2A as communication 220-c.
In particular, the header of communication 220-¢ includes a destination network
address for destination computing node G that is “10.0.0.3", a destination hardware
address for destination computing ncde G that is the dummy virtual hardware
address provided to computing node A in message 220-b, a source network address

for sending computing node A that is “10.0.0.2", and a source hardware address for



[0050] Simlarly, in at |east sone enbodi nents and situations, at

| east some nmanaged conputing nodes and/or their virtual networks may
be confi gugxed, J(J()ow communi cations with other devi Cefcf/ﬁs%oﬁd's?sﬁ?m
part of the virtual network, such as her non- managed ‘conp

systens or other types of netvvork appl i ance devi ces that do not have
an associ ated Conmuni cati on Manager nodul e that nmanages their

communi casdreiirg compelghnede @atha@man iafciushor mimuge batlwase @ddpssdbet was

and/ or the vi rt’ua E % onfl u;\ed to all ow comruni cations with
such ot hef™® H'8H‘°’¥é‘?’ﬁf8 G 9?’5’85 n%ﬂ% 2 non- managed devi ce may
simlarly be pocis) dRsnuhlatidre MaRbYe! mbBVe RigféicBplsithe cBeinmitidation 220-
address for such a conputing node

L 0A: 01: <Zi deodifl ¢s eﬁhewomroumcatmr &ﬁegrﬁﬂW@Wf@t%ocPé"dA forvars sthex dRpdifsd
N d t
21 O LG OARaBNIER S hEfec ReREF nSRIEITIEIS Lol p g AL 609 1

addr ess, ;mrtumgpmmnammamnwmmer naddlle R tdxerackothearndiued destmetion
comuni cations to conp utln node A a& %ﬁgafter re haderln the
communi c WA F‘ﬁd@s?’r&ﬂ‘i’e}” ahfestinatign ¢ @W%ﬁee%jq{ﬁ%?? I’d%@‘EF’ ighpode G

Furt her mof &, %%?&%ﬁgﬁ@”t%ﬂ?&ﬁ&é@% Spib Rl 5 éaﬁrrie‘t‘wé‘ﬁ”é@&ress

out goi ng conmmuni cat'i rom conputing node A'to such a non-nanaged
devi ce t Q:mtdspmnmagmltha‘uglmmﬁdeﬁsrtaaos dadiveare laddmssirtne atapping. information

rodul b neiiidgeds GomiRian Bt e Ve HELE bhPscR K S FRsBan prample

vari ous W@VS@BJUQC&ZJQi'eHQFérB . T000B. 2 AR D bt RO RiaBRb Stk bR lorectes

net wor k addresses to conputing nodes of a virtual network address,

and/ or bya awsi dRve handgestthat dohidesi Hat anigalopiysiagd rmetwerk addr@éaa@edhe

Chat - cor rBDBRiPt a0ESs cSim 40¢ SR oI WA rad SPYTE L EASE e
enbodi NMenfigual Wilifces HEvorE b idsk EhdWtuAINsduees] harivees fzddresd foy computing
nore conputing nodes of the virtual network, such as to allow a DHCP

(Dynani ¢ sl ACERM Hgr Beaea ¢ theo taseived esaramupicatiom pbtaisi 2 [By6 ctual
virtual rbq-éf%r igea dog’Qeé:dJrgs BFrE%on?ﬁfg"‘@H K AAdRESSESur a?(gwa?%béédr@&@

physi cal resses ar conputi ng nodes

virtual netgnofirém & srtosad:hntaﬂmaapmng smfotm@t[c@omm rhyaaﬂerm:nybmﬁgtbe system
nodul e obta nsschc f on .i.nf or nat romth rt

ot wor k_dBaneiy yocknonjambeun Tt RRPRIRY FAPbPIAa sy diebed sign,and
(and in 519 ded NP2 A0RI1 BV Rl 200 YI3R6RE slr@TRadbieMRedBbr the

further ate one or rrére syst em manager rmﬁu | es that maintain
i nf or mat nmw ddfiheadaputn tiys rexdewleadbe dPud egtual tihysicak namonietaddrese)for

comput i ngAOHERRGPY et AT aardr e T 4 ML e oA RO b Y

router, vddimiidatiBh @aHagek AlodtR HVhkoeHi TLRRHUARG Q@U@t@d{lll’\!}é Foutédto
managed conputing node, and with that managed conputing node

f or war di rigeromwisatioat ManagaromedHier R §xnfaueaisc &elcommiing cavde dponthe

toth t
commun: ey bR Mafac ThIRLE 1§ KT 30es, ol nel PrEHRALAI B30 o' B
managed Q*ﬁdﬂi g GormpiRicativh eRohnsulhe to rapraaeineasrioniBv4 headud Withotietrieat
conput i n e ln amnhner simlar to that prev]ousl g@descrl bed.

However , h% hensen P cat I RCRRFARE Wibldsild)i Bcligig gorwating dhe ey 1Pv6
mul ti ple jdfy P%tm%wé?rmfaﬂ%&eﬁs;ss ?%PPC&)H%@ 1655 BRY feb0 chfiRAAER e 0.,
conput i ng node router t i nco communi cations to any o

t hose nulgayad lengthpimdifioelase rplacla&idmestyestw)r el Husy ﬂmrr«mwcwmmme;aﬁan a§ed
conput i ng, node, royt e and so that o 0i ng conmuni cati.ons om t,
et o hAidens oo gamPocpaet, bR nattieh ad uBe orTRS St 2gh e itiout
net wor k %#fé&ﬁé@aﬁﬁbaﬁhecﬁﬁdr%ﬁ%dﬁméﬁbﬁ E@o&%&n.ﬁ e hew BN Batii230-3,

that sent the communication via the nmanaged conputing node router. In
Furthermore, access to the spegcific information w:thln the payload is not needed for

such re-headering, such as to allow Communication Manager modtle R to handle



WO 2009/ 151729PCT/ US2009/ 038667 28 it remains valid (e.g., has not
expired), then the interactions 225 may not be perfornmed. In this

exanpl e, t@PRbfsF-bLhe desired physical network addressP §2<3(§99(8§16(gi,ng
to conmputi ng node Communi cati on Mapager nodul e R sends a nessage

225-1 to the system manager nodul e 290 that includes the virtual

net wor k addresses for conputing nodes A and G and that includes an
entity netomwnknicdtiond fri ehichothe gagfoan istdrengiag utithogt nestiisg tovdiectypt Hhat
this exangjl iOBI&[S an entity network identifier for entity Z (e.g., a
32-bit orP3¥RA%4-t unique identifier,). In at |east some enbodi nents,

Communi cati on {B&@ggﬁ%_t IEAHLEmMB dRYodiRBATBERAE SorddRtidg bBrinfhicatherB-
manager nodul e 290 usi ng an anycast addressing and routing schene, so

t hat mul t3 p¢ EapywtpiatiemMpnagadbmadite Farapemunipiione Meeagere mpduleoRemay

for each data center that includ i Lon. Man .
hesoc at PN fiymRoaeeyorS it YEer e B FabL i BR IR LB YhR0%
the near esd forivBRigioBt camsl@ingtiddez@tis @itmlinicsti@eR8CBedutinas @asty enahgl
handl e the nessage. After the system nmanager nodul e 290 deterni nes

that conpuePRigg rivieemation 248t IRekPRgda v8lid St fPE M SAHTCE FHputesitation

node G (e,g. j . ﬁr%]@q- I-tyhmet i

based on%g%&%?%g&ﬁ%g? %dﬁg%gn en ’lgét}ynn%btonv\grwtﬁ%fngﬁp {)égﬁeﬁ%séf; ucg

aut hor i zegh aothoeipation deteeminatibn ceaxpudt by peddesed byt Gernennidajion dawagier

identifier for caonputi ng node G based, on other informatiaq Uﬁ)rqo]vi d@d
ABUEShAT RGAE

by or assBefEEdR 1o @3- BWEaIORPIBHRICAIGh A dBRIPAY MAabe P& R

A TS aut RARKEGE (o0 PBLEOH BrH CHLERMTIMT #idt ANe, sehaRRlInalle IdOBERnbABN
provi ded by or associated with conputing node G indicating that
conput i nghoedarefpart ofithiehsare edtusb nplrdro ormasusssceintedimitbdhe sage entty pr

th t N 0 _ret 25-2.th
ol utles RO Ee A BT R Rl BRT eHE: RESRICRbaG TaeeaoR o staters
conput i NgnARARErG mbAulddMdd o  bBtadl  hRASdutsEHFRLIEND QRttdRiMMAionDefopr ehe

sendi ng the desired actual physical network address, the system
manager meAYNENI2@M®IC.J.urt her verify that Communi cati on Manager

nodule Ris a irzed - ' .
comput i ng nodi{slﬂ?f éitgﬁ gg“@i@ﬂ?}&g’ﬁ ﬁ%@gfn@%ﬁ%%e%; @%goﬁﬁe& orpoqlﬂeed
conput i NGoRedesichlonVEITh3 Comii iaktdomnebidragetwomdabe, hé sinterconnection
associ at ed. nﬁ4g In other enbodi nents, Conmmuni_cati on Manager
modul e R NedYyoRcises ithe shieicalPyp desinating ngiwgrk Reldmss &f it aorg upisalign to

e orodolle RELSIARAN SRR ot Ahate: AT B Ui dping o0, e
det er m nalsmueshedthe drprbnnectivodetiorks2 audd apt aszl theopargonl of @ destination
2009/ 151739%8];/ ggcﬁ'ggsgéh%%?r?c L?dezsgthe embedded entity network identifier or embedded
virtual network address, and thus do not need any special configuration to forward
such a communication, nor even awareness that a virtual network is being overlaid

onh the physical interconnection network.
[0043] When Communication Manager module S receives communication
230-3 via the interconnection network 250, it performs actions similar to those of
Communication Manager module R, but in reverse. In particular, in at least some
embodiments, the Communication Manager module S verifies that communication
230-3 is legitimate and authorized to be forwarded to computing node G, such as via
one or more interactions 240 with the system manager module. If the
sommunication is determined to be authorized {or if the authorization determination

is not performed), the Communication Manager module S then modifies



comuni cations to conmputing node G or instead no such authorization
determ nation nmay be perforned in sone or all situations.
Furthernorgvoi'ogg/grl@gr enbodi nents ot her types of aut horf',&%
determ nation nmay be perfornmed for a g¢pmmunicati on betweén
nore conputing nodes, such as based on a type of the conmunication,
on a size of the communication, on a tinme of the communication, etc.
[ 0055] Ascumennicatidy 230tk dswppropradpect foovarig dine nalifiegft cenmunication to

Conmuni cat i on .Manage dul feceiyes. co njcati =3 inte

For compudiaBaaTee, G t hedBHeBRE R BIRRL: for ReSgnicatdh BHdhe
Communi cagdrmulVREase 23 03kbRIisTuBBYd ARk FEYpBcPREFigire®B.e i nteractions
240 with the system manager nodule 290 in order to determ ne whet her

Lo aut hori ze bl dowattiekiaat toanodifyreqpamunisalian 23G-3, amenunieationd/anager
o e ae e RS TRTRNEE ABLLRRLRERR, reek TG 2R gy

extracts ddmepidtitigusddd By Motlelitg it vidnaltedrdwarle adtiessassahby aotpating Rude
source network address fromthe header of co ni cati on 230-3

] [ ., an
then ret rfdoegensiatesmicgeuirgat hargwaes agiress 4410t Previsusinaiiigpley ﬁ’é&‘ as
net wor k of, X1 F
T Conm i SISO ERSIC G RuRESGEVEabE Rodth ot ARgeS e
syst em negagenniatied 243800y moafifyiag conireuricatroas?ithdisogsact wplaceRheé prior

physi cal network address f e sendi ng_conmputing n behal

b conput P8 Meade wth enars oy P e e Srobmap R R S (hscth gk 1Pva
ext ract echaddel URtiuAsSs VREKyIROEN Beffstk f &ddreQ TN BB ¢aPdwaran Hddreds dror
the entity network 1dentifier for each of the conputing nodes. In at

| east somerentivngi nede & asolfmudestiaation nebweleaddrersuped Slestigatinanbardware
ad oosi rFERE B0 Mo FA e the TR Gelicr S Bhel T By vinual

nodul e 2% hrERERI H@Fres® STaRenRditg hoda as elidi st ca nesRR eI ress SRS urce
240-5 that includes the actual physical network address correspondi ng

to conputhaigwasd@ddresinfos thennew [Evdxhgasies pad inclgdes pliegrgiyiemiatiop>as
0.0.0.2". [ ' LNy I £5 t e <
2252, 1 PRl e gl SPHTRG ol e BRI chGnT R RY Chetfain. &)
Communi céarheoduidemeagieuahhaidivars atdrest urseldery Benfraunicatioe ManagerenoddierS
types of authorization, deferm nat ietgn activiti ﬁs, suéch as det er(rjn' ne
that conpBliGRIBHE @esle ALTRY PS et BB nA%iINE ab WA jusgd by
node A, t } i :

30 Tl e N o g Yol Tl I R Py iehes
conput i ngeashdo@murticatioGolianageramicduleMaasiguaintain sepaSite Handwaei addrgss

that the rget d i I t i 40- t

the. sour dBRIPER RIS KoL RIP S oale FAEBate Hrd R Rals? Gyiuficelon
communi cafiheaye? FRodules Qeldp, FUANRARALIGH MaRicer trRo@NOE gBREREGE #s awn
being from conputing node A that are actually sent from ot her

conput i nglunvagyirfual berdvarecsisressnior cCOPRLing OaEe dhinesagese trdwirier SRP

oF o anged feip e of 34 ARG, WolBL 1228 toh SFRARAG i A bRl
use, al ongidnédd), Ccampy! kg needeeominsunidational4 fet inakleadgieesamancbrdent or

dummy virtual hardware address for conputi gqg node A. . 00574
Vari ous diaylaadiasiorsomipenigation i eRE«e0df seareuicticn M ¢ Madyle

%, R D AR R 1,00 1

[0045] After receiving communication 245-e, computing node G determines to

%2(861’/038667
WO or

send a response communication 245-f to computing node A, using the source virtual
network address and source virtual hardware address for computing node A from
communication 245-e. Communication Manager module S receives communication

245-e, and processes it in a manner similar to that previously described with respect



[0058] Figure 2C illustrates an exanple I Pv6 physical substrate

net wor k address configuration 272 for use with the described

t echni ques 1 exanpl e networ k address bei ng conf]

to enbed a“gy%%%§$Qﬁetmork addr ess angh ot her infornatioﬁgyﬁgﬁﬁ@ﬁ&%§
substrate network address so as to enable an overlay network over the
substrate network. As previously discussed, this exanple |IPv6 network
addr ess contdrgomaidation u22fsc tanel Cagwhinicatisrwblakageid meskiles fac dnt parbc.dare

i i nf tioQ ith the i,njtial 64 hits .storji | Pv6 t .
bort on dromimazaphellehg” Giokhle: Reorifel nzrieg e dRalneg niee i
i nt er f acey itlemidd k@ Msrll coRPsinidativfst {0BoMbutiNg MR @SSand then meodifies

[0059] In this exanple, the initial 64-bit network portion of the
[ Fi ve addramsmunication @45 By crate japannunicaiiorp 236-6f by aenestmngt ArrpygHPYE
that correspgnds.to rp ; he ' ' Ldent if :
asei gned Bl RPERRr BiFHEBH 722 “PeL RAReA, Pamr Ak dioh a0 o

behal f ofthkhigtdrbdmidetibn Asstiverie 50U ihe rep it fiostidry i isent id SCawrmuplcation
based on an assignnent _fromthe Regional |nternet Regi st r,gl Rl PE NNC,
or ResealManggarumepienR. NetiGhh MECeesseeli thatinepmiog ngantnieghon i Manneh

Sorvi oo otlEn kol 1608 Heddiosd AittP RESSECE oot AU REAEN 028080 8nd
have an aGemmuaication démmidder enodii?8. [fipariculdr] @bmBeuricationdlamader module
ortion of the dress .al so i ncl.udes .a_32-bit gr of .information
Doob T TRioblesalioieation Biet comPobio nade Gt 18 ek sPidiateip o
2009/ 151 72300 HnHSRORONOS at ThrifHlidibMch Qm%dttﬁw]erQ@%eﬁth)gﬁon@uting

sub- net wor k ‘or gt her network portion) provided on behal f of the group
whose i derudef Geand thaémuonodiies commimications23bb t@ Zrate pemptumiaaiiog [420-d by

di scussed,_in .at |least ,s0 e diments, the. i.nitl.al s bi [
portion (Qe”teﬁ%tm&dar'é%"g IP@%? é’sﬁ‘egpﬁﬁpf’ﬁﬁg WZ rmi@nad esdsmﬁ@w@ﬁgon
substr at G\Aa@édgé? nod @R Beh FesRedsorhMmudicafiemR20od tafcormputingneds @l. at ed
conputi ng nodes, such as a subnetwork or other portion of the

substrate net \RMRL In thisamenael. gromruiiag; medasaf 8ad K5 tmaeiieFroAEwNCsie
ortion in. | . i . i

Cormunt At BhanBaE bas e TifiRl MeaT ek Qb TRR 40 Rpb Gl oSl those

conput i ngongslgimgbendigsmadadgethdyy the Golmbunintatérdng Miitybasetb dsliestrate

such as based on the Conmmunicati on Manager nodul e g?ghaﬂ%ng }he ranlge
of net worRICHRINESEAL RIVPES paRdi INPreESNREEHEN oRetdork g 4iopgrd IFVG
| nter f acegnfifhibhiicts WA ShyPQIdcl RohfluREiS of Any RBARSRRY deRes of the
vari ous managed conputing nodes. |In other enbodi ments, the parti al

net wor k dnigresmenton betwoekrissed topdthaiGdmmudickfien Managembedules agetiaying

.g., 7 / i t of t d .0t h th fi
b The 3ahe; ity dagA greeBub Bty He, PR PRSI 13 iy ePER: BeBiidk Witnou
various idicap8@biidof CoRiLuhREoN@NSd bA ubingfephiritidearinastl ReRlcik adlifelses

topol ogy information groups 274 and 276 showing two alternative
exanpl e dotig gubsiritepbysital nepedrs@ddiasses.mati on. In particular, in the

exanpl es of 2 n . th irst . Lt.s.l i 0

overall [Pv6 iﬁdﬁeﬂ%%agwaf”cgpﬁé g%%@%ﬁ%@ha@%%rs ?gﬁ?oog @gﬂ%%bgno%ggef st
i nf or mat igyme BpBdINIGits tie Oveanumigatin Masagamaodileg ndy feckveramy handle
change over tine. Wth respect to exanple 274, variqus bits as shown

| /
each i ndiatherelydrs e @ategisoard RImraNcioRscdn bgaalh of pnsecizresh SOWPHING

t he | ocal c i ; S
Comput ng Zye £2F Hadhpld Cemifliigafor DEndgahanilos i 3ake vATL LSS
the 6 bi tsiphort Hrbeddast ahé mulficastatpabiitieafor epnestert n@iesithavthey vednags,

the 8 bits for the area informati on may represent. 256 uni que val ues
for each Asoeaﬁ@xemn?%,mtwwm cgimegis; AregEk MG f?%q‘fﬁae?n&wk
repr esemag%?&s“éﬁfﬁ*‘% baleSsdridd GBRNeAdEaNHR INdBvorRNdkritiier ﬁré?b(tzfg% {198 in

t he physi conputing system node infornmation may represent )
signaling Layer-2 raw encapsulated communications. Similarly, for link-local

broadcast and multicast communications, a special multicast group /64 prefix may



WO 2009/ 151729PCT1US20091038667 32 bits for each |ocal e value. It

wi |l be appreciat ed that topology information may be represented in
ot her mann Jger embodi ments. [00611 In t

the 64-bi tWOS’t0 *ace identifier portign of the |Pv6 adL’wCc‘ers‘{§§(£%B?d3%67
configured to store several types of i1nformation, including an 6-bit
identifier 272c that corresponds to a particular conputing node sl ot

(e.g., a parédciiddie. Yl "FR86:00801M) NRhiOERIFéBEt H6stMaton addadssi grafiale.g.,
physi cal conput i ng system t hat corresponds tothe initial 64-bit

net wor k pEFt1BEW08E hay bmedg@rr@bgr)muttmstlcqmmvma@tmn?’f f%w boy srampie,
2729, a 2 7
P20 =, kel R0 rbhEef 1E Ao AR ROkl O 5 SR

identifi l Sfesériéd ﬁmb&nﬁn@dx aor iy 4irste6aviits ofdteed28-bit. Pvh address,uaith the
network address). The 6 bits for the sl ot |dent|f|er éqrg_%r gsen
appr oxi malegdinipg Bthiiseingiidingsthey Migtualy IRy4 sepynri: addresa &g Reynagon

Val tos.  sRyieSRodiHnd BRE ERAL AR SUTRE!SY 110 dEsPelon SBrigty Rode

r epr esentinagproznnet eduyuiair obithati qnneuomsjwedwdrbed I Altenmakvwxanpl e’gher
the 1-bit identifier 272 bi t 70 the | Pv add £SS) represe
U o obeTPOREIeNS, onerinoTe e BT A ORI CaR) U GRS o ay

t he addr ¢ I ARk SheY RS adfifefdie
1-bit i de%?t‘gcih:c ﬁg\?é %?g& ré[sbp%{ﬁm%i% %‘S%pﬁ% %Esifseg%kdée{s!gg Eé}r esent saan F

i ndi vi duatalge @uﬁoxﬂsmtmchldtng nsisg ree diéiehed i nusmher ofaljits & @hb@fn@f@@wrm a

t he address corr nds to a.si

mul tiple T8 %ﬁ?tﬁﬁp o2 (J'eneéw Q‘g%“e‘i{%ﬁ% [E)%ﬁ %%g%c%gmé n%nﬂ(#;cfl g%'g a
In at | eagbageas/neuTiadt meRirdunitdtn! /ey lCémitinksitioh Maeiger rasdlié it
bit is set to one when virtual forwardi ng_of the correspondin

D ommun] ceAssoRiael BoMRHtinG aededlErngs SHbsobe8 gl MuKERoYOHaCaTt ggoup
vi a pha“tma%@Mgp{*@e&%ﬂghwg&ﬁsﬁ t@gggat eﬁnﬁmeﬁfgﬁ%snéignﬁ les having

i ncom ng communi ¢at | on suc rnation address | vere
to a conpiubsagberdéle treogrotppench ag it (Desl:lmwab peicofoit kemBaiicatishstsent by

identifier rather than a copputi no correspondi.n o the val,u
of the 53hgPs ARBALRTBEI TGO Be s Cormhuat, MBnppes agRSir
bdentifiephe Ldndihd lcd hﬁ:r fﬁ&d@twﬁﬂﬂd hahuér&embn&c%mﬁ%ahdmbléa&f of the

|nformat|on may esénted in other manners in other enbodi nents.
[ 0062] Fiidenifics Csrramm;oaﬂomw'ayaam mddudssr at they gmmrﬂoefwmmm rig their

systens suitable for executing.an enbodi stem f g
ot o AR e RERROTD HRTRHEE Aodes.  Fnenfon i HPhe BryfiufBRRdaR

I 11 ustrat§gaflofd,0HP |89 96mBOBRIMHLAS BY ShelfBasinorhifuBlcaliensvanky SJat be
such as a data center or ot herg&roup of co- WO

2009/ 151 7eorgaedspoboroagaeatiopavianager modules, such as communications with an
IPv4 prefix of 224.0/16 or another desighated prefix or other label or identifier.

[0048] In addition, it will be appreciated that a Communication Manager
module may facilitate communications between multiple of the computing nodes that
are associated with that Communication Manager module. For example, with
respect to Figure 2A, computing node 205a may wish to send an additional
communication (not shown) to computing node 205c. [f so, Communication
Manager module R would perform actions simitar to those previously described with
respect to the handling of outgoing communication 220-¢ by Communication
Manager module R and the handling of incoming communication 230-3 by

Communication Manager module S, but without re-headering of the additional



| ocat ed conputing nodes. In sonme enbodi ments, some or all of the
conputing systenms of the group 399 may be used by a program execution
service th f%EFYLRS Programs on behal f of custoners Ofcﬂggbﬁﬁsv 38667
entities. The group 399 includes a syg}[ em nmanager conputin sy& em
300, a host conputing system 350 capabl e of executing one or nore
virtual machines, other host conputing systens 390 that are simlar

t 0 host commpruhivgticn s¢ eme FF0Pvéntbager eimce dhalco@omumicatioatwit mob/inasgedver
nodul e 360 that manages host, conputi ng systens 390 and that executes
on one oft H%teW&Fg%ngly"&l&rrs 390 or on another computing system
(not shown) . TH@ef WahREN 1R NAGRFat6® I irBspety ShemgaRd 2 dinhastleast some
conmputing systens 350 and 390 are connected to one another via an
i nt ernal esbogimentBothaxtivegs ofiveluests aadnarmwpHRiCAPGaVRY @lgebe agdied in

ot her networkin evice not . 8
i nt er conn&t 918 tvxlf) K ﬁ}fﬁéj Eﬁ%ﬁ%?&%gﬁ%@%%ét gn %ﬁg%brﬁgfﬂave one
net wor ks émbréb@WEMiﬁg)hodéEthgf aPmM3AZge By WeswhivivaioroMadageranodss(s)
to external networks (not shown) d/ or systens, such as conpu

i

) t
syst ens 38l thai arpaeard pﬁ@t%ﬁ@%meé;grlfpﬁ%,fhafrféﬁi%tané*rmaﬁdua@% 8'33 or
g ) .
550" and 9967 P nER bifiahel orShit Sysiiifie 385, 6o GREP tibiBheoiat o2

exanpl e, dirctly rconhectedrio ahdintdgennection nethol3250T hed/sy thet malieeingse 1PvE
conmputing system 300 functions to nage the confjguration of virtual
et wor ks ARYATH SCHESSHEUNEbSI0 48t (Ve a8 BRI AGTBTHERa I AT
rel ated ta 4ie PaPWai=R8s MHeir lBhnmidaARhs ONf R dnfityeatie8hal those non-
programs on conputing nodes. The system manager conputing system 300
i ncl udes raaCRLB0SyMpELTico BYstehG cloepparknot Ba0, vidualr agbva@RBO or apitierwise

menory 320. The. [ O ¢ onents include a display 311, networ

Connent | PSicals PR Stinged retpule oS ol e N dletyorty such
devi ces 3mkBnBatios BBMWERN H8NARA bmgiithg) nodes and heeMandbed kesiputing
conmputing system 350 functions to host one or nore virtual nachines,

such as tsystgmes may he heogisg: bnéha besynunieaticoxManegerpregrlam tbal manage

of vario C 0 T - 50, U
352, “var 15601 O Bios el RS i 3 BHSY Sdhd> e BB For
virtual reehigle, Bosooinsiaatibes iVeneyarnomshahag@b Gompdtinm eystemnisrpeovided
virtual machines 358 are executing in the nmengr 5 wth the rmdgl e

: 3
356 mmnaghihy 3BoasAl KEHG gRSinagen (IeaHAksBRATEERAON 4G, 41 MALRSEH SompUting
conmputin d 35854- C U Calnl HatAl ;
ComPuL Bt 5o TIC SRR 020 R AU 0SS BB T
2009/ 151 78@RGTE) 162009 088ARd3 Conpuping | systew desy 358dmbruntsications to

conputing nodes, such . as i.n. a manner simlar, to mappi i nf or mat i on

212" and REBTRHING] BEHeA SR, DISTCOMESLEN GEMFE 25P YHHED Qi sHoaion hefibr
conput i NG, 4L PO Commfcation | Manb§ert hdfodale hRStwEGIEP UbhvigrdS YRbSEN
350, or instead sone or all of the host conputing systems 350 and 390

may act diomeutihigatienscinpemputinonoers Adp. exaiteltieriipagetine &t coanimusinations

399 vy 1N TRBB R BRE 5REBreyl e ASBHORY T CRARRRII o WBiye

as those rljgusdmfaieed her Accapt gesthamedicatits drdnripet mendrranajeddicoipaiitg
physi cal networks. [ 0065] An enbodi nent, of a system nmanager
modul e 34ystem exetutiony iaYneRd-asRgeef comPUtiBgpusYsiiNky st &Wtsaanomey,

ome enbqsli the ei i ndiGat |
one.or mord robeLRd VBYBRECHIRTRICR , Al e BT L 8, e iR
machi ne caitpess ttgcpnd@;&on(?ﬁd‘uessph caon@mma;mgﬁgrsiommﬁiﬁg gystent, heapi i o dise
one or nore co ting no usiLng one of the host conputlng systens

350, “and A5 JES 1ANda e o0 Qe D ARAGS TP O SRR S povide
bt b oo qHE CalrifyPIRRER HeMork TRRIBYS 16 RIFRIABET nddd ATY.d.N80 the source

determne a virt networ k associated wth conputi ng no
address for the communications forwarded to computing node A from the non-



[ 0066] As discussed in greater detail el sewhere, the Conmunication
Manager nodul es 356 and 360 (and ot her Communi cati on Manager nodul es,

not shom,“;m [Bngge other associated conputing node
and t he systemggr?anager WO 2009/ 151729PCT/ US2009/ 038667 gz"‘%n’?%@o

may interact in various ways to manage communi cati ons between
conputing nodes. Such interactions may, for exanple, enable the
corrputl ngmanggsd 3o8mapntiipr sydtes, qhaputailmgtngodmmMngntzmdeCM| canad
over virtual networks w thout any special, configuration of the

conput i n@%@é@'caﬁwsof\?éhﬁWﬂﬂ@arﬂ%@d\ﬁqniwpgﬁ& ks over network 380
and opti onal 'é £ SIAR, S BX IR BbmB et diifiohfOin BRWMbNYI A@kEt e

speci al confiduration netmn I ng device 362 or other networking
devi ces (mana@étbwmhpumgjnmemmd/oetheapsntmximneworbss maynipel adifigureth éo allow
10067] It wll

and 395, SATHBCRUIA Hih @0 clevies, FaF B Ratda 51 PR TR ol Sdes
not i nt engpgr fdh-rdRabed %nﬁﬁlﬂﬁg s?&tehﬁ%rﬁﬂi@&qvées aﬁl@ﬂvbﬂ@a%;ﬁi@hce devices

exanpl e, computing systens 300 and/or 350 may be connected to ot her
devi ces tthat danet haite an laemcn@te@@ommumtgahcrrgMﬁﬁa@ﬁrgHOdjﬂ@ﬂaﬁt mgnages their

e SRR 1 R Rl 0 AEoh, PRSI S0 P

conput i NG sy trRAvEmYis %@ﬁﬁ}%urée 16 Bllow @abwnmmamngfwmam@mﬁemorsmfahww
that can interact and pertormthe described types of functlonallty

i ncl udi ngleMiassosYch RHoNANRBRIGLARIGHMEY STl %ﬁﬁ?md@fiswf hyiheAsdeal 1Pve
SEervers, JEGSEMQ{&G?' Slrléw\f% AR &L SroP et NPT e l)‘{ﬁ’i K ndgy g@g RS 01-<Z-

ceIIphones ess p ones, pagers, electr rgani z | nt er net
appl i anceadentfigrev09.@A" lfasemﬁrrwﬁlhgnnoc(ea Ag.in *hh:a ryasple) @ﬂjoskmgeshe non~
and/ or per Sonal‘?{ﬂ? i tal geo recorders) ar oas ot her consu

product s TABIYG G%t%ﬁﬁ? SPW@’%%H’ SQNPHK”%QB BiA Vigj 1tercqrec clion
addi ti on, %\Wgrkf Eﬁ@hb n%| i é\%ﬁbﬁ%@ﬂ#&fk@ﬂ%@%' Withr@dreshuRRAUbS MdrR)ger

in sone e I ments in fewer nodules or distributed in
addi t i onahoduduR dsen ﬁnrmalwng fhosenceromsinisatiots teeneroputing node i ohal iafter

of sone of .the |II trated ul es not_ be. Jolgely r

Sdd ¢ ondP-ieaerng {58 PPy IHPES A tafger shil B EERuHsN g,
be appr eqr@%r@#mbr@tcowmdnﬂ:avaﬁlmge& eABA R cblib sdimBardrasabeioutgoing
stored in nenory or on storage while being used, these itens or

porti ons asmmHeigatiens fem cAMBHEIY BEd® & \Kééﬁcm@na@rgrﬂmﬁ‘@g@@ isvicgy for allpw

devi ces for grTakls| nd data integrity.

Alter nat.%?@"@ﬂ{“gﬁ%?t%r& %‘%{DIE czrrr]ents gﬁ‘éﬁé‘ﬁo&% all of the software

nodul es and/ onogsys hiermidiey, exqmevieusln motemry Commonichton déarager anatiule
comuni cate with the il]ustrated conputing Sﬁsilems via i.nter-conputer

comuni caNRRBAIESFHOMHBHABRYONS; rfo"scﬁ?éo%’ﬁ{%idl Ng sBAeSH N AV RIS RYS:
%ﬁ;g?ﬁ G}ch{éﬁ'hgs a?#n%éearfg?é/dﬁ%nfs”ﬂv SEEIHISSViRliaHR bt drés s 8 tomputing
nodes of a virtual network address, and/or by assigning substrate physical network
addresses to managed computing nodes from a range of substrate physical network
addresses that correspond to the Communication Manager module. In other
embodiments, some such activiies may instead be performed by one or more
computing nodes of the virtual network, such as to allow a DHCP (Dynamic Host
Configuration Protocol) server or other device of a virtual network to specify virtual
network addresses andfor substrate physical network addresses to particular
computing nodes of the virtual network. In such embodiments, the Communication
Manager module obtains such configuration information from the virtual network

device(s), and updates its mapping information accordingly (and in some



WO 2009/ 151729PCT/ US2009/ 038667 36 partially in firmvare and/ or

har dware, including, but not limted to, one or nore

applicati Oafos{b%jﬂfljlz? integrated circuits (ASICs), stan 1?U§29§9ﬁﬂ§6%r} ed
circuits, controllers (e.g., by execuid ng appropriate insStructions,
and including mcrocontrollers and/or enbedded controllers),
field-progranmmabl e gate arrays (FPGAs), conpl ex progranmmble |ogic
devi ces (&Rbosimentd anaySdoehen uptateobné he model| sstens ymapagerambdaisathat

structures may also be stored (e.qg., as software instructians o
St uot ur cReEATR TaRTR LA EPpab P iR b oER EELA AR k.
a menmory, a nepyof Ky 9hdifoROMih ABbReMRAMEIRRENE! @nHO sigatiRd BY midaged

appropriate drive or via an appropriate connection. The systens, )
nmodul es asmnplsting sodeictay éselfrhe igated ns 2 nirtuatirotied caphgatsm doei@r.duitia
signals (e.g., as rt, of a carrier _wayv r .ot nal aor.. di.Qit

pr opagat e@”%?&n‘éﬂrt}’gg'ﬁewo\%@f@'ﬁ?sﬁ aé%%%?@&'&e&%&ﬁ@%%ﬁn@rﬁ'&ﬁ nr%de,
medi ums, AMEIVWEH NHatk SRR Rospdting thotid eeeadihg - EanetinatonsRo athér
may take a variety of forms (e.g part of a single or multiplexed

., as ) )
anal og siemaputingr nedesninat icorrespenst fethosg guitinle yebrlereiwerk addrpssgs. In

Such conmp r 0 ts . a r i t

enbodi men%i‘gc. A%@grgélﬁﬁ%ﬁé d’iﬁﬁe %E@é"e‘ml&:ﬁﬁbeW?@é ﬁay$§éﬂ%rat@?fc§? " ?
19It her hCOrﬂbﬂ?rﬂﬁn&ﬁﬁérﬁﬁdﬁ@h&ﬂ%@gﬁa@éwber]pputing nodd 68681 handies eodiniuniaations

owchart of an exanple enhodi nent of a st em Manager raqutine 400Q.

The rout i teanthiioBethst Sompating odedp %Q‘éﬁﬁ%‘é?'”’é’ﬁg%ﬁ?%ri"’%‘fm‘t‘% d&%fﬁ?&%
manager 1 ol , Yl § r . irtual
Fi gures gﬁ&%‘?‘era% Gg{)mt L@%a;ﬁ/gtael\ﬂn%ﬁﬁgger ﬁ)’g‘lﬁ& ggg‘ﬂga‘ggmﬁﬁgﬁ@“%,& V!srfju(?h
as to assnatvorknaddeasgsnthat oomesporat todhs nivetaged computingIrnedeanpier,i smthat
nodes acr.oss one or nore internedi net wor.ks, .as_well as t erfaorm
ot hor ¢y BSOTB IO OTGLRISEHOND & AV oils TR JBNUPE: Yiddal Brwork Adiesfes 8¢
some enbadhRALs. td Nhe' AHbhARIBIAASUIAGO \Hoded résteRalzhdOfsoa thas teigoing
that configures comunications for nultiple different entities across
a common ¢ammaunedtiense front ter Rjanaget cosmmpiing rsfdearquitesgargngiesie Gusilairate

service that executes progra on,.di stribhuted ips 3

il 1 pl e Soeroarace iRk Rl SaroBitbaE sh A HbluESIep B Ry Y noce
enabl e eapht eeAPWd RGnAGHcAtRN VRNERAIRMNGED Casmputingahedenirblitent hier this
associ ated conputing nodes usin private virtual |ocal network that

a _ . )

i s speci fmanmey, thusicantauisss guethRE NeRYEking eviGst ¢ Realcuiacrysieaeeor
preventi i ] i L el Vi

Gest i nat FOIEC BTG ORI JERkLER of A A el nfRni e fortht
Manager naditf.es with determ nations of whether communi cations are

aut hori zed. WO 2009/ 1517 Pca;/égjfl 2009/ 03866% %}Zﬁ , %007‘2%](‘? In d
the illustrat dPSEh5EM Fents tHERSR | 7B FegPhs FPEWING 5 NQRHSSy e
request 'c%frﬁrﬁﬁﬁfcgf?&s (?_igﬁfsris@}:ltsv!riggre%BQét'tﬂ rb 220 159€ broidd st RIHRIAAY Abtas

the type of request. termned That the type of request is
t 0 associwithe respeshpusomg adivesviakén by ghe tGarumanica nageemadues 210

such as if computing node is executi i,S 1o exec :
ror e prodiratBraBURAN SR aRET yoPE 790,05 Al B fatons
bl ock 41%,dipeas TRfiptiAg Hadks C M Wxahpld) adrer Wolputinghodd A eshésmessage
entity. In sone enbodi nents, the routine may further determ ne the

one or notd-aoleprrquest rodwsdwarep addiesscloat edmmitirng NRde | Hdicpwynication

entity, n . i.0f %\i\ll pLOVi : inRdi '
regar di né“%ﬁ%&ir P’%@ﬁ% %r '8.{63 afr))relgs oggeeére'\ét???e %ﬁ@%éscﬁ rgs gggi ‘&lﬁﬁ ﬁg? (;%g’&iew
Wﬂid}e in lﬂéh@gerﬁ'ﬂb&lﬂf & POONS ofdee tasﬁémmlr@whﬁthsﬁorproﬁd@mdtmg‘om(’?l, such
and/ or executlon of appropriate progranms,on thgse c uting nodes
be perfor&%d’&sﬁdoﬁ’he‘t"’ﬁ%}?%.cqnﬁp%@&i PeR, Aals 6P§@U§%‘§%i ﬁc’@‘g‘é‘é‘ﬂ‘@&e witt
detail el s Len i JERE : thGi
nodes my&mfngen%&?/?‘%{Tﬁ%%ﬁghﬁﬁea%ﬁgﬁﬁ?gé host g% d;ﬁé&%gﬁ%?ﬁ’cﬁoﬁrﬂg%mal
network address for computing node G based on interconnection network 250. If

the Communication Manager module R has previously obtained that information and



[0071] If it is instead determned in block 410 that the type of
received request is a request for address resolution for a virtual

net wor k ad conputi ng node, such as froma Co
Manager el el WD 2009/ 153720pcn CeObEaIHER

38 nmanaged conputing node, the routine continues. instead to bl ock
425, where it determ nes whether the request is authorized in one or
nore waysif rsmmayahﬁée@ ohashet hepirers Wﬁﬁa@’@d'%ﬁﬁiﬂﬂ%@zﬁo@@ywt be

1 e CoRT GBS SRl 1 ot e S ATREaE e Bhirees
request edcdr%s@ondh?&@dcdhﬁpdﬂmg ivadet Galcmhmmhm-) Mamaghbi n"h)dulmRt yends a

conputi ng nodes be based on whet her the nana d coggutln node
on whose 'Hessage 23k ﬁ@&iﬁegxste@ rﬁ%wqr@%%?%ﬂ@érﬁ%m B pgwark

currently, d%ﬁ'éése%f fi {) {g‘g vegz% A Uil @e Ifhatai'ﬁgllu%s %‘iinti ark

whet her tHe reques rom-t he muni cat1 on nage rm ule
t hat act uaéhtyﬁerrme@m dfttee lcnmpuam@dc@emmmmig thn@(amp!e/\lsoareerhi@abf\»\xork
t he request

1f_th t to b
e oo TR0t 2 (%S 5! bt SRS ReRS, i 9p b Sime
net wor k a&ﬂ{;@&s@eﬂis 'cqrgﬁ]?gicgﬁm N%a@@lt hbﬁu!&%‘h%%sérﬁ?ﬂlbbééﬁ 295-1abhRé

i ndicator o a uni que nuneri c or al p anuneric
| abel ), ssysterasnamagendeatiuie ZROtUsEY & asytast @ddiessingi andotavitig $068MEheo

routine t nlnustobock4 to r

hat | acsdORLTELm SR Bamddh Srtike el PeibBkGRLle: PhETTRA e
cor r espongiritér frat Wrﬁtﬂa&de%nt:bh#nmémkl\nbﬂ@g’érl fbetiles ard pdBosizted cﬁﬁtp‘wﬂrﬁd}
address for a location that corresponds to the conputing node, such

as may benqsiesyiapdsan appiopdatowne of dwsede-d othel iratesipthe moskpngeryiiized,

435, th

onysi cal Ao ub P L 18GiE B¢ e LY e DSIeFThp sibly iphager
here, tlf TE@uréez? mftﬁahln@ﬁtthﬁt bd:mpdﬁm@ﬂ?cdigt\as{nmm%zbuabbdlzdma*numggkesmth
is not authorize e rou I nstead Nno r orm 0

for "t hat  SIIEE tarch G LIS HoNENTG (0 SRS IOt Fias S BNeT bere
request fﬁ )ﬁﬁ“hgn%l 4 Oi}ﬁﬁ nﬁg%?tﬁwgﬂkngjetnﬂférhﬁ%atr1§C§utH6ﬁ|zed to

request. nts the routine may perform
one or nuzenmuhieste eith sconpuiiayi tledes of theceitite hetwoeidentifier Joe computing

di ith th f t f
Comput i ng RAsE. PR PROTRIEATE AL BANEEH Byel e RoPI SRty sohebilRy pbde
that i nf of iRdiédihg that compuliP Aéde Al |s'éuthﬁlmﬂ&bwmtﬁcmmnu&cﬁﬂlmk
410 that the recéived request is of another ty ﬂ%ecpothe routine

cont i nueshdsedt eméhfernatiopcrroniedtly preassnciates sithesompidinganaste Gpibdisating

o2 200" OBt Sl SEARPA% o0, BRI PR AR B e

conput i NGRS Snarfateh Msdulé 280petfurhe al rasparerpmtssayen2ei2vibat includes the
previ ousl sociated with a particular entity and/or virtual etvvork
éﬁd@

but t hat di antualrphysieg] netwprk asideessr CorpRsPopiipg riantPmRyEng node G.
2009/ 1517&%‘}%’;{, W%P%%’spégrg@ embodiments, before sending the desired actual physical
nefwork address, the system manager module 290 may further verify that
Communication Manager module R is authorized o send the message 225-1 on
behalf of computing node A, such as based on computing node A being one of the
computing nodes to which Communication Manager module R is associated.
[0054] In other embodiments, Communication Manager module R may
perform some or all of the actions described as being performed by system manager
module 290, such as to maintain provisioning information for the various computing

nodes andfor to determine whether computing node A is authorized to send



39 being executed for that entity on that computing node are
termnated). The routine may al so performa variety of other actions
rel ated touzpRagidisea systemof multiple conputing nOdefc‘T/ﬁsczoowos%s?
di scussed in greater detail elsewhereg In addition,

illustrated here, in other enbodinents the routine may at tines
perform actions of other types, such as to perform occasi onal
housekeepiomgmapiestidrisonio tcmm;mtlngwrmnle updatre insteadd nonfsaichataudinorizgtion

PP oaa ¢ e At ngafé eioEBER b SBFBEPEAL SAHENGN cEHBHE BN rager
Wi th resgﬁﬁﬁoéiﬁ’leh?scﬁh Sé@%?%%tﬁo?@@ﬂléﬁ HermRfiHiBA thay Me pefbmadd for a

net wor k Fesses St ne may take various actions to signal an
error ancdmmmpelcammbewmn m@raregpwm@tmmﬂ% auchapp Paprd an & type of

0 Af t bl ocks .420. 44 t b
395 10 odher APREHETRE, 08 contmcnid, Y- sHMRBHERT ok Fosh®, STk
bl ock 40%oraidnichtisiteteont i nues to bI ock 499 and ends [ 0074]

Figure 5 is a flow diagramof an exanple enbodi nen
Conmmuni cat i on [M3ahder breyipuslyensiod. W'ﬁ'hée%ﬁi th Eigies 2&9@ %ﬁ%@”ﬂﬂ?ﬁt'on

f

100d andranads AU Fecdl 8, cEIcERon 230 AR RIea TR KbR IR0 Boge ©

ggg/ or d}26@a g%agFlr?@rE§ﬁn&ﬁoanewh @50, heoGeminationt Manag?nagmuimtﬁlugaﬁ
and/ or of Figure c conmmuni cat i pns,.L0. an

rom an SSEEMANEIOLTOUD i aBiRT o0 bie RO AT AR e oI R AL Diger

provi de atgt&feelté/nﬁlﬁe %E{Hé‘?lto Sﬂ%ﬂﬁé‘tl‘%‘f%&mﬂﬂﬁu&ﬁtoﬁo'Ir?ﬁ§ﬁi@ﬁl%?‘ in thls example,

i nt er medi I NC udn eterm ne er to authorize
conmuni cabi veniy timta‘hel/txmmrﬁumnaﬁdm%&ﬁalge@hdcamuaulfhgﬁszd’@s be forwarded to

Fecet ved GIRBTRAmEATE A O R LS ok Pl dtuat 1Pus

cont i nuesydsfinklidif keBdOtkt SddiREE RN acluBE 1PV &c0fceC AEMYIK Catidress om the
ot her nmessage and proceed accordingly. If it is determ ned in block

510 t hat h&@enﬁwgmumcathma&%@t ahd dhearieticyet it embeddagantity network

f k.ad
equest | JiRgEs Ahd AR NS RAY FafiphaRnihOe SHie BarRfedle petyorc
net wor k %wr@ﬁsoﬁh@@@m&tnmamdnmm@er mddmﬁe smteexchaﬁges nmasshges 240

t hen continues to block 520 to send a uest to a stem Erﬁ:pvz)ger .
modul e f o¥ithy Bysters mﬁé@%rmoa@!&r?é‘éktw@%tam PSRIESPORYiRd ARl physical

o V) TRBRGIUCERS foSehifg o piiba bR In SBharL] spinthate o

such as dhsladingedmeistdge B4éPpdchat i MUQGQWQMMUTU@MDOG&&BESM for
computing nodes A and G and the entity network identifier for each of the computing
nodes. In at least some embodiments, Communication Manager module S may
send message 240-4 to the system manager module 290.using an anycast
addressing and routing scheme.

[00os6] The system manager module 290 receives message 240-4, and
returns a response message 240-5 that includes the actual physical network
address corresponding to computing node A, which in this exémple is “:0A:01:<Z-
identifier>;10.0.0.2". As previously discussed with respect to messages 225-1 and
2252, in some embodiments the system manager module 290 and/or
Communication Manager module S may further perform one or more other types of
authorization determination activities, such as to determine that computing node G is

authorized to communicate with computing node A, that Communication Manager



to bl ocks 425-440 of Figure 4. As discussed in greater detai

el sewhere, the routine may in sone enbodi nents track information
about virt ks and/or entities associated with 2@@”@&%9
conmput i ng no e I'Te in other enbodigents such infornation nay

i nstead be prOV|ded to the routine by the conputing nodes and/or by
t he system manager nodul e, or instead the system nmanager nodul e may
track andnedued tstmtthomﬁauthme&en@lrthwmmge|2e40weown@ebalbaf gerapuingnede G,

tracked b current. routine. Wil of illustr

erbod merds oA SR igRtioD,asdusr HaakEs S hebortTes LIS il Shata
handl ed i fut@bikeadARIRE SIS mes8age FaTPs Emat'cﬁe@ the Nk 4 IPVD e tlerkngddress
managed by a particul ar Cbnnunlcatlon Manager nodul e provi des an

addr ess redrabted fmmrmb@aderr of carembeicatompedfid $onew &0 prerent atigmpds to

managed b e

o ani o (poPLBlssRAOTS 2 iR R MR erA dhaCarB il SE o b RS
manager fmbfﬁtﬂm Sm‘désaﬁ d@n@ezdc@ﬁbnsnf@m&tmmmshwamlage@mdtye l&yoﬂithmally
routine. In addltl on, while in the illustrated enbodi nent

recei ved Stergadais reseied fa@aationgnpressage 2400 ap Bert) anceiy ihor FROPH{RG
har dwar e res n

addr ess, rfogl%oghérﬁgﬁ%mg%fdﬁgﬁﬁﬂgﬁggf f‘(’;astgpgggg‘%@ﬂ? éhﬁmr,\g&ﬁgg@gﬁggd%ave
ot her f orvitual network guitgesdnandie durhmgtviraizs thasvizodiaterass foheomputinghneode
next contjnues to block 525 to receive a response fromthe system
manager fddul e that includes a physi cal network address, and stores

i nformation | gk Yatibas éﬁﬁé?styg)gétof W§h§%ammd&%r&sé\%é§3ﬁltﬁ Pesbect to
uni que dunmy har dwar e address | ater use by the routine (e.qg.
based on l%gmamwgaﬂuzﬁnw bhaperimedatid othes erabediaests, bycfumgrf@nttwa@ of

provided in th nse revi,ou di ed, Figure 20
|IIustratQ§§W8 ﬁoﬁ%\g@ﬁﬁ Qﬁgﬁ epii[y\ﬁetwork address may be
confi gured. T%sépmgjm@ 2benudtraxs dgs examptbinPYs hatyeivar euadwhstes&emrk
the requesting conputing node, which it will use as part of

conmmuni caaddsess eondigurationedel; far disenwitie Hiepdesariged derhniguas. vib thaExempirl
vi rtual ENMAR

t he phys%g‘f\(’\gxrr[l(e?ﬁ%gég%%&ﬁgom g%cgﬁgcejaét ﬂ)a? h%@&eér g%ﬁﬁhl&hﬁ@;ﬁl n sézses and
egbOdl gerﬁtﬁerldmfbmhilo@ Fahytﬁﬂdcsab?trabwtk/oaddddmstmra&’ﬁ: sp%f%m dverlay
the indicated conputing node of interest n ot her, .enbodi

t he phyS|fL9<§W°fﬂfe@\’/rE§rﬂbea§g}&‘rsé’§§e REIVQEGr 1A% BB?Y&OL{%’ Q'Sgﬁﬁeﬁ'ett%reﬂ‘ampq%%@
group Of {Blbid b ESERUNBErABA ShdsOmehn 8Lk Rtk aalieds (QMERM! {ostore
node bel ongs, suc as to orrespo to anot her Commruni cati on Manager
nmodul e t hatious\R2OBSTHES Wi BETnikd 00 b8 888iNg4an ndvia gebvark gxetien keithe

bl ockeadresss socl,h Tt Bsealins 64 UGing o AR et feEb 7 HO:CS

out goi NG Jpfkkh SOMBURIdERISl on, as di scussed with respect to bl ocks
540-555, 'and 1f so, continues to block 550. While not illustrated
here, in sone {modn thisexaripe, tbatinitial Ghbit ingbverkdpariéane pl renPvér adriress

esponse LG e PSP oA By 0y ASEHBR  copgrer
the indi cat @lﬁeﬂ%?@érﬂﬁétldhﬂ ideatiert beggmetie) soch nen roe@)mbn ncni fntsmet

may not send any response to the requesting conputin
send a cOPGEHPANETAGT T SehAbsHatje {rﬁemﬁhtﬁ‘sé@ﬁﬁGtNH@%ﬁ uthontyn%% this

win] If i q bhRterhOERbYRGY HIPE NNC,

communi ca hﬁ) ;wbst%ﬁe?rg%égsagéﬁ%ygrﬁmoﬁ%oi %Bnnodee corrrru%lle@étl on from
a conput mg%saﬁ;xnm&gmbdeylstmduﬂmmmimﬁehtee) i frof examgle, emme
destination conmputi n% node, t not nmana e routine,

db
fout i ne. RIS GluPGerZoHe sl RerREs  Prrara ekt heMsfrosier
addr ess fd? ﬁ@a@#%& AL ¥R ARERIHeINBcRYEEed FRP Adi é‘ﬁ’&ﬁéﬁ&lé&é&l'i@éhtaﬁer

header . the routine then determ nes whether th
272a The initial 64-bit network portion of the address also includes a 32 bit group

of information 272b in this example that corresponds to topology of a group of



42 correspondi ng physical network address, and in at |east sone
enbodi nents includes nodifying the recei ved comuni cati on w t hout
encapsulat t of an overlay of the virtual net

one or nDre |n er %%late physi cal netyprks. In block g@é&uﬁ%gﬁn&ﬁ?
routine then facilitates providing of the nodified outgoing

comuni cation to the destination conputing node, such as by

initiati myultipleveanauipgotodedegbd siketeturiyor athes ortwark @mm pmmlectm

1 ost r atrean e oo wbPoe MesRt At 8P df MRthefrlarse. [ rbup®y

processi RggdiR¥e®einPaY e@EMBEMESMBEdisRNEY tn@dmuaoammlmmrwom@mcah tigs
to verify that the communications are valid or otherw se authorized

in vari osidiRgss re@regentSt 8 vartiaf ynatwark addresenfrné e Gvbsirateg Nabwk | Hat
aut hor i zg egpgﬁ&o 1§ UTRMAHGAT 6@9\31&%% tr&?ﬁ%eé&hgaﬁdrﬁo ?loﬁggp’s'ﬁdhngs nz?%%ﬁ

such as b el Nng associ ate or par

same Vi rtriedvorkebmetier graties obnhé absieatdi mgwarkd ngmarpmmmtﬁmm
nodes being associated with different entities that are %ut hori zed to

inter-co W’;‘a@@re%%ﬂ‘f’ﬁd”taﬁéeﬁ? SO STBRATIANR EPPERANIS R & Particular

i nfor ITB.tI n t C

1 DR fcaliof At GRATINYER" eBbsefisC multle associaidl) EBipliin
i ncom ng maeds tremgmmnagedm therCammuafcatibe ngemaﬂbllmlmlchgasﬂmﬁ@d on
from an external ut| node Gle routi ne ont| nue 5

o dent 5 GoAmSAFEREA VHetdR: kol da- BE3aaNE JRE mBSE &l iehySingderesses

desti nat i3heeoMilhd RIsHAERS alifopMd B&bﬁ@rﬁt@ﬁ&b@%hﬁrbrm@@gs po‘}«ﬁon in order
previ ously discussed, Figure 2C illustrates one exa how such a

physi cal togepresenhtie gadoumnanaged roneutieg . nosieser Inbp k @G@drmﬁ@is The

routine cotlnu | ock 57 t o '
conmuni ¢ bq%neﬁmqulqd %3 rgﬁgggﬁ&ﬁ%%ﬁ%g&r hye}:g&fe%{ér%ﬁg)erb S'té gecg m7§p
may det ergpdns & arttohmepétycﬁ-eg@bthﬁetmré(p@ﬁdf ess for the sending
conmuni cat i on node |s actual ly ped to a conputing node that

corresponds t ¢P0B%e The kit g Fﬂ@i %fa OPﬁ@BMdﬁ‘fR?"ﬁafdﬁrbggth G Tepresest VArigus
b d
ased on; i"nfB];rﬁ A HPVanidld Q}@/ ﬁftdﬁfgr a%%ﬁé?% ewﬁi‘i‘%ﬂélogfﬁ%rrﬂ?thon

ot her |n#orna i on previou al ne '‘by the routine.
addi ti ongrédps 2B4tdme 206 yseedey mwnelwhmiheremhanf@h)psﬁgm‘atlmm wb tépology

act ual - miFGER o BLRATH A4S IRURRISS KB ET 211 Seg iee e rp g P bis 32
| ncom ng 0QMERINFGAL| cﬁ}érélﬁ Ilﬁ{%t SHHREH ifdRaAOta BErtitabt Yerdidie of e tEoIeEY

t ake various actions not shown, such as to generate one or nore
errors arnnfopeatia, uak dioali theenleqn‘nm@ (13 mmrymmgﬁﬂomtaomah@han@@ eivegtime.

T o't naVithciebhrda cREIE: o o bUP U B cRarioR epct nicl Rl oAt

conmuni C@bbgfh phitl fRERS, Qeg@ﬁbhna%lréwwﬂmhwné focaddr esspliertraskessitiiothe
correspond current nmanaged conputing node, the routine may drop

the i ncor@ieﬁgfavbmﬁrﬁﬂéa%ﬂd)ﬁhmf Semphifing afsée@nn@asdmt%mg@manef rﬁﬁkgh

in sone ch ;
comput ndP HEae b, RS pfS I g RRERAR R RS0 oy YeBleskit 41 Gn 6O Vhfids,
cor r esporieks Stkﬂtsafoﬁ ﬂ@aﬁsangfcmdﬁorﬁ hady repsoseat 266 uyigrenaged fouteach; lozate
currently manage to thaf conputi ngenode no Ion Ee| ng.

associ at ¥alug the ﬁrmts.fﬁaih%ﬁaéh IRFPFTRIEAN May weRTeSert /P Waldye ¥ digs
| onger %?%béma aRE 1 SrB?FsefoP A@ﬁlﬂ@ca@ﬂoﬁ?ﬂ%d sited mer.ﬁﬁﬁ%%ﬁ%y

entity), t roatin provi dication to the sendi
conput i ngepredentt 256 ur‘rmejewatueaaior cracborgoitt valge.noGenvessely, thmspect to

?\éﬁlt : ﬁgl %ﬁmp%é?ﬁ,t Br?(y Ioca & tarngltr%gk I ormat{g?anlts sh%];i}nerbu legcc;f'lf hale" addt%lona!
bits in order to represent those types of information, such as to have 16,384 unique

locale values using its 14 bits, and to have 65,5636 unique rack values using its 16



bl ock 575 to retrieve the dummy hardware address and the virtual
networ k address that are mapped to the physical destination network

addr ess, aaq#(}gmg'lt,ﬁ t he communi cati on header for the V%*W“%J"{%ﬁﬁ%
t'ha a

network so {71t "appears to be sent ;o a conputing no

virtual network address and dummy hardware address. For exanple, in
sonme enbodi ments the destination virtual network address may be

obt ai ned #itsofor temehdesdle naliicon It philt Siecapprasibtec thab tohodsgy infemlation suahbe

as froma subset of the bits of the desti,nation physical network
addr ess. rﬁﬁr%‘%?HFeiqo'Brﬂtn?rHBaﬂnLﬁFﬁy‘/n Bg@fﬁﬂ'i’f’fjg?lem%r dwar e address may have

previously begpeApRRefid @xbBIP el 8&lbit interface identifier portion of the IPv6
address is configured to store several types of information, including an 6-bit
identifier 272c that corresponds to a particular computing node slot (e.g., a particular
virtual machine computing node on a particular physical computing system that
corresponds to the initial 84-bit network portion of the IPv6 address), two 1-bit
identifiers 272f and 2729, a 24-bit identifier 272d to embed an entity network
identifier {e.g., to reference a particular virtual network), and a 32-bit identifier 272e
to embed an IPv4 network address (e.g., a virtual network address). The 6 bits for
the slot identifier may represent approximately 84 unique values, the 24 bits for the
embedded entity network identifier may represent approximately 16.8 million unique
values, and the 32 bits for the embedded IPv4 network address may represent
approximately 4.3 billion unique values. [n this example, the 1-bit identifier 272g (bit
70 of the IPv6 address) represents a U/L global/llocal bit that in some embodiments
may indicate whether the address is globally administered or locally administered,
and the 1-bit identifier 272f (bit 71 of the IPv6 address) represents an [/G
individual/group bit that in some embodiments may indicate whether the address
corresponds to a single computing node or to a group of multiple computing nodes
(e.g., as part of a broadcast or multicast). In at least some embodiments, the I/G bit
is set to zero, and the U/L bit is set io one when virtual forwarding of the
corresponding communication is being used, such as for use in virtual subnetting via
phantom computing node routers and/or to indicate that an incoming communication
with such a destination address be delivered to a computing node corresponding to
the value of the 6-bit slot identifier rather than a computing node corresponding to
the values of the 32-bit IPv4 embedded network address and 24-bit entity network
identifier. It will be appreciated that the interface identifier information may be
represented in other manners in other embodiments.
[oo62] Figure 3 is a block diagram illustrating example computing systems
suitable for executing an embodiment of a system for managing communications
between computing nodes. In particular, Figure 3 illustrates a group 389 of

computing systems and inter-network(s), such as a data center or other group of co-



destinati on network address, such as previously discussed with
respect to block 525. In situations in which such prior mapping has

not occurr utine may i nstead perform bl ocks 515+
obtain sucﬁ&{ %%)?%st&g ion. The routine gpy simlarly rew?(f]gagﬁﬁaeg%"’s“?

comuni cati on header for the virtual local network so that it appears

to be sent froma conputing node with a source virtual network .
addr ess dneatad neamedingcacdes: diRseme embogineanis.c8pBa gl ©b thesomputing

20 "SS9, Rl 585 gl 0y B0 HAUERE SSBRUEREankcd

comuni Cadx¥e@Ntedsprbfensiest bahalf ohcistdmeisi argptinadentitissicMhagrduy 399 includes
a system manager computing system 300, a host computing system 350 capable of '
axecuting one or more virtual machines, other host computing systems 390 that are
similar to host computing system 350, and an optional Communication Manager
module 360 that manages host computing systems 320 and that executes on one of
the computing systems 390 or on another computing system (not shown). The
system manager computing system 300 and host computing systems 350 and 390
are connected to one another via an internal network 380, which includes a
networking device 362 and other networking devices (not shown). The network 380
may be an interconnection network that joins multiple disparate physical networks
(not shown) for the group 399 and possibly provides access to external networks
{not shown) and/or systems, such as computing systems 395. In the illustrated
example, the networking device 362 provides a gateway between the network 380
and host computing systems 350 and 38Q. In some embodiments, networking
device 362 may, for example, be a router or a bridge.

[c083] The system manager computing system 300 functions to rﬁanage the
configuration of virtual networks within the group 399, as well as to provide other
functions related to the provisioning, initialization, and execution of programs on
computing nodes. The system manager computing system 300 includes a CPU
305, various /O components 310, storage 330, and memory 320. The /O
components include a display 311, network connection 312, computer-readable
media drive 313, and other /O devices 315 (e.g., a mouse, keyboard, etc.).

[0064] The host computing system 350 functions to host one or more virtual
machines, such as to operate as computing nodes that execute programs on behalf
of various customers. The host computing system 350 includes a CPU 352, various
I/O components 353, storage 351, and memory 355. A virtual machine
Communication Manager module 356 and one or more virtual machines 358 are
executing in the memory 355, with the module 356 managing communications for
the associated virtual machine computing nodes 358. The Communication Manager

module 356 maintains various mapping information 354 on storage related to the



initiating forwarding of the nodified i ncomng conmunication to the
destination node. [Ooso] If it is instead determ ned in block 510

that a mesgapRefisigot her type is received, the routine,&opts o]
bl ock 585 to pgﬁ 5?221 anot her indi cat egly operation as apSlFopféz-lg—e, §636{7Jch

as to store information about entities associated with WO
2009/ 151729PCT/ US2009/ 038667 44 particul ar conputi ng nodes, update
previ ous| gormpyirernodess 868 eddi sther oepotng noded, Iseich ashiang esnmet isimilar to

ngrgﬁf ;[ n%ﬁ%ﬁ@g%@%a{gﬁ 572 %Rgt%%roef Ié?geargg 2mgq'ﬁe()s[irugt%rer &Miether host
computing systems 380 may be similar to that of host computing system 350, or
instead some or all of the host computing systems 350 and 390 may act directly as
computing nodes by executing programs without using hosted virtual machines. Ina
typical arrangement, the group 399 may include hundreds or thousands of host
computing systems such as those illustrated here, organized into a large number of
distinct physical networks.

[0065] An embodiment of a system manager module 340 is executing in
memory 320 of the computing system 300. In some embodiments, the sysiem
manager 340 may receive an indication of one or more programs to be executed as
part of one or more virtual machine computing nodes on host computing system 350
or otherwise as one or more computing nodes using one of the host computing
systems 380, and in some sifuations may select the computing node(s) that will
execute the program(s). The system manager 340 may then determine a virtual
network associated with the computing node(s) based on, for example, a customer
identity associated with the program and/or other factors. In some cases, the
structure andfor membership of various virtual networks may be provided by the
provisioning database 332, which the module 340 maintains to store information
related to the physical and virtual resources (e.g., networking, hardware, etc.)
associated with various customers andfor executing programs and computing
nodes. The system manager module 340 fhen initiates execution of the program(s)
on the computing node(s}, and optionally provides information to the Communication
Manager modules associated with those computing nodes regarding virtual networks
and/or entities to which those computing nodes are associated. In other
embodiments, the execution of programs on computing nodes may be initiated in
other manners, and the system manager module 340 may instead merely receive
and maintain information about those computing nodes, programs, associated
entities and associated virtual networks.

[o066] As discussed in greater detail elsewhere, the Communication Manager
modules 356 and 360 (and other Communication Manager moduies, not shown, that

manage other associated computing nodes, not shown) and the system manager



[ 0081] After blocks 555, 580, or 585, or if it is instead determ ned
in block 530 that the processing is not being perfornmed with respect
to an out ggj ni cation, the routine continues to

determ ne &%&%ﬁ%r 0 continue. If so,,fhe routine returﬁéﬁﬁém@ﬁgg%9
505, and if not continues to block 595 and ends. [0082] In

addi tion, various enbodi nents may provide nmechani snms for custoner
users andmetibler 340tk cateracti int esrimis wayd tanmendg icormturdféatione sgtetem
manager nodul e for purpose of configuring co tin odes and .t heir
Conmuni ¢t A BRGNS BRAES: SSHATCINERFHONE MBI GRS iy TP NG ORpPUting nodes
| nter acti Y6 CoRAS! it Somputild FRHEERE! IntHddimBRESILABEN Gl Hetdttis
interactive user interface, a b browser-based interface, etc.) from
whi ch usewithatranyesapia! tdoafiguration of ther colmspeting nodds, \biyr oveatayingt the rirtual
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communication. Furthermore, in some embodiments, some or all of the systems

and/or modules may be implemented or provided in other manners, such as at least



WO 2009/ 151729PCT/ US2009/ 038667 46 in a particular manner (e.g., in
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the art will also appreciate that the data structures di scussed above
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with other computer system configurations.

[0osg] Figure 4 is a flowchart of an example embodiment of a System
Manager routine 400. The routine may be provided by, for example, execution of
the system manager module 110 of Figure 1, the system manager module 290 of
Figures 2A-2B, and/or the system manager module 340 of Figure 3, such as to
assist in managing communications between multiple computing nodes across one
or more intermediate networks, as well as to perform other types of management
operations in some situations. [n at least some embodiments, the routine may be
provided as part of a system that configures communications for multiple different
entities across a common intermediate network, such as part of a program execution
service that executes programs on distributed computing nodes for multiple
customers, with the communications configured so as to .enable each computing
node to transparently communicate with other associated computing nodes using a
private virtual local network that is specific to that entity. Furthermore, the routine
may facilitate preventing unauthorized communications from being provided fo
destination computing nodes, such as by assisting Communication Manager

modules with determinations of whether communications are authorized.



automatically determning if the executing programis authorized to
send the outgoing communi cation to the destination node; and

if the exe%iegglﬁfz@gram is determined to be authori ze%cﬁﬁ%gs sdshe

out goi ng comuni cation to the desti na?-} on node over the a one
second network by, automatically determ ning a distinct second
destination network address specified in accordance with the second

net wor k addr esjpomy Iptiet diceiratet feeniseiimant, trestauting begine et lnbock 408dmbste a

i ncl udi tial destinpation network add VO
20001 15158GPE . 125959/ GBI P CABEUPRIR PR i el PRevpe o
second nefpaEk: alfjﬁriseééibﬂﬂinléﬁ%é’tctﬁb HiRads IER PRI ASeRitd B%oﬁrp;eﬁa?ggode

comuni cation nanager nodul e and including a representation o
first deswitmatpasticulat mdicktesidehtits susbesiif thaticompuldtonetimiseexgicuiing aieis to

first network, addressin rotocol ; u i cal | | £ yi

out goi ng TIRHMPLGPT BWF§8P°§§3W8 N pabrk O&W%&éﬁ&:gpe&%u{i%&eg&ﬂb‘g& Wolotk
network o4 hg akséGast tiie coMPafit NRIJA0RKth afiatt iicilé@obnitly. In some
comruni cation W thout encapsul ating the outgoing communi cation in one
or nore dembbdimenterthanpeing mey fudheidetiemine ke Obaer MOTE E45IPUSREG Nodes

e S LT R R e e
destinatipe meicatsik cattr esmrdingtone or more programs whose execution is to be
initiated, while in other embodiments the selection of such computing nodes and/or
execution of appropriate programs on those computing nodes may be performed in
other ways. In addition, as discussed in greater detail elsewhere, in some
embodiments one or more of the computing nodes may each be a virtual machine
that is hosted by one or more physical computing systems. The roufine then
continues to block 420 to store an indication of the computing node and its
association with the indicated entity. In particular, in the illustrated embodiment the
roufine stores an indication of a physical network address corresponding to the
computing nhode, a virtual network address used by the entity for the computing
node, and an indication of the associated entity. As discussed in greater detail
elsewhere, the physical network address corresponding to the computing node may
in some embodiments be a physical network address specific to that single
computing node, while in other embodiments may instead refer to a stb-network or
other group of multiple computing nodes, such as may be managed by an
associated Communication Manager module. Furthermore, in situations in which a
particular entity has muiltiple distinct virtual networks, the routine may receive an
indication of or otherwise determine the one or more virtual networks with which the
computing node is associated, and similarly store that information in conjunction with
other information about the computing nede. As previously discussed, Figure 2C
iflustrates one example of how such a physical network address may be configured.
{00711 If it is instead determined in block 410 that the type of received request
is a request for address resolution for a virtual network address of a computing

node, such as from a Communication Manager module on behalf of another



initiating forwarding of the nodified outgoing conmunication to the
destination node via the at | east one second network based on the

second desw@%§9§] Betwork addr ess. [0087] The p@{. %05%38667

clause 1 mhereln t%e program on the sgpding node is a flrsp program
bei ng executed on behalf of a first customer of a program execution
service, wherein the sending node is one of nultiple virtual machines

that are mashged mpnyndingf node, tthgl @upmsqooanuemmmadw@ Hjankehdd, where it

t th th t
commun caaeermiesamhachdetess shetaed T Sneid Fise i Hen a5 hases
modul e of of Rghete mewﬁaﬁ@deoc@émp@ﬁnggn@d@bﬁrwmehﬁmnffth@freq&mm a@rd@nm
execution service, wherein the destination node is one of nultip
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deter m ni @i tbmplEnEHESe bél@n@) rb&%e@mgﬂmeﬁth@uhbmgafdompuwdodmen
out goi ng communi cation to the destjnation node_incl udﬁs interacti nrc‘l of

with a sywhese hehalfte rragasids sradans yajish camriBgUIgdethakis Uty pa
determ ne,i i
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1 wherei nth’eheorhmmﬂcaimnMag&emule fheit actpailwm’aeages thedhditated| computing
network to which dj node nd th d nat i on, node, bel ong
wher ei n t RAEN Wi g§e Z’ﬁga&ég‘%r{ﬂq% v!f)rrﬂa j?hﬁnr?ﬂ”e\%fse ﬁtﬁ’%ﬁ? 2R
wher ei n tQﬁhHﬁi&P%é%hhﬁ‘é cﬁﬁfmféssﬁsb!oﬁﬁdt@}b Where @néstainsod viri@l network
communi cati on nmanager nodul e: WD 2009/ 151729PCT/ US2009/ 038667 48

recei vi ngaddress of inteest cinduan mtltyometw@rk istentitigr ehethenlindigater of the entity

amot e scting WHBOLRE Rote nar e by Shaf oAt e fufl i gpauest

rendt e CopEFdReaahiMEcKMOBRIeTheRAkIhE thém @ohtifesi tathicEHTHBEit6 atiriede stored
having a representation of a first source network address for the

remote senfirgtiandibat rssosigtasplit {Videplpgetuee BERRS KEniienyriaygetwork
using the frtés?o#anﬁ%hv‘@rﬁa’?gﬂﬂ@sﬁét\%r!ﬂd% o éibfnyé@@ t@gl(}(eaddress for a

comuni caf? aving-’a represen | on stination
net wor k addsagasttadcotrbspamie tastse coaipating anpet such asonhay tegtrevieusly stored

tidr €551 nyhresRacofo block 420, Afler Blagh sy MedPYYN EoUIER R 4Pytoyafevide
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source ne ress respo ing to a conputing node that is
al | oned t bereeiidhe detenmiredibh dmblock 42halcterarivasthat tieagquestisnphauthordzed,

and the routine may instead not perform blocks 430-440 for that request, such as by
responding with an error message to the request received in block 405 or not
responding to that received request. In addition, in other embodiments the routine
may perform one or more other tests to validate a received request before
responding with the requested information, such as to verify that the computing node
that initiated the request is authorized to receive that information.

[0072] If it is instead determined in block 410 that the received request is of
another type, the routine continues instead to block 450 to perform anocther indicated
operation as appropriate. For example, in some embodiments, the routine may
receive requests to update stored information about particular computing nodes,
such as if a particular computing node was previously associated with a particular

entity and/or virtual network but that association ends (e.g., one or more programs



if the incom ng communication is determined to be valid, using the
third destination network address to provide the incom ng

conmmuni cat | one associ ated conputing node. p08 A
conputer-ih%?g%QH%2§ met hod for configyring connunicati%%gg%ﬁﬁ%@g%7
conputi ng nodes, the nethod conprising: recei ving an out goi ng

comuni cation froma sending conputing node that is intended for a
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network on the at [east one second network for the outgoi ng ,
comuni cahdverexpined. rodidditiongif pbssible validatinmigroblemmiaiccdatediadi siahirl Wigh

changi ng t he i,ndi cated destination,. [ess di st

dest i nat i 'GRPH%H rleﬁeyaﬁraégjéestf’s%eﬁ&ﬂ‘?[ﬁ&q%i‘ieo%%??f:\f'a\g@kﬁ%@épéeggﬁgses’ the
protocol , rotifife SRRANdale SYdridaki abticiRt wer kighedr & serrdic landlorg parfomn t btber
destination network address for the destination node that corresponds

to mul ti ptasreseapainpegliaosas apprapriaigel ude the destination WO
2009/ 151729PCTy 220004 QF88& 4AR 440, and 450, the routine continues to block 495 to

determine whether to continue. If so, the routine returns to block 405, and if not
continues to block 499 and ends.

o74] Figure 5 is a flow diagram of an example embodiment of a
Communication Manager routine 500. The routine may be provided by, for example,
execution of the Communication Manager modules 109a, 109d and/or 150 of Figure
1, the Communication Manager modules 210 and/or 280 of Figures 2A-2B, and/or
the Communication Manager modules 356 and/or 360 of Figure 3, such as to
manage communications to and from an associated group of one or more computing
nodes in order to provide a private virtual network over one or more shared
intermediate networks, including to determine whether to authorize communications
to and/or from the managed computing nodes.

[oo75] The routine beings at block 505, where an indication is received of a
node communication or other message. The routine continues to block 510 to
determine the type of communication or other message and proceed accordingly. If
it is determined in block 510 that the message is a request from an associated
managed computing node for network address resolution, such as an ARP request,
the routine continues to block 515 to identify the virtual network address of interest
indicated in the request. The routine then continues to biock 520 to send a request
fo a system manager module for virtual network address resolution for the indicated
virtual network address for the virtual network (or aliernatively, entity} associated

with the computing node that provided the request, such as discussed with respect



node, the second destination network address further including a
representation of the first destination network address; and

initiating,fo Lng of the nodified outgoing communic
destinati Oﬁq@ﬁ%fssl{% the at | east one,second network b ’g‘éﬂﬁ%ﬂ}"ﬁ%é&?
second destination network address. 6(?)901 Cl ause 5. The net hod of

cl ause 4 wherein the automatic nodi fy| ng of the outgoing
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nodul e t manages conmuni ca I ons corrputl ng nodes
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out goi ng prowdes an address resolution request for another con%uetllng rtlodee rti‘neacte|lsvae!go
managed by that Communication Manager maodule, the routine may instead be able
to respond to the request without interaction with the system manager module, such
as based on information stored locally by the routine. In addition, while in the
ilustrated embodiment the received request is a request to provide a computing
node's link-layer hardware address that corresponds to an indicated network-layer
address, in other embodiments the address resolution request may have other
forms.

[oo7e] In the illustrated embodiment, the routine next continues to block 525
to receive a response from the system manager module that includes a physical
network address, and stores information locally that maps that physical network
address to a unigue dummy hardware address for later use by the routine (e.g.,
based on a dummy virtual hardware address generated by the routine or provided in
the response). As previously discussed, Figure 2C illustrates one example of how
such a physical network address may be configured. The routine then provides the
dummy hardware address to the requesting computing node, which it will use as part
of communications that it sends to the computing node with the indicated virtual
network address. As discussed in greater detail elsewhere, the physical network
address response that is provided may in some embodiments include a physical
network address that is specific to the indicated computing node of interest, while in
other embodiments the physical network address may correspond to a sub-network
or other group of mulfiple computing nodes to which the indicated computing node

belongs, such as to correspond to another Communication Manager module that



comuni cation further includes an indicated first source network
address for the sending node that is specified by the sendi ng node

using the WJ:%B9 JL§5. 901 k addressing protocol, wherein tgﬁ?{‘g@%ﬁ%ﬁ%?gf

t he out goi ng Co nication by the firgt comunication

further includes adding a distinct second source network address for
t he sendi ng node using the second network addressing protocol that
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" sommunication header. In block 545, the routine then determines whether that
destination hardware address is a dummy hardware address previously mapped to a
physical network address corresponding to the destination computing node, such as
previously discussed with respect to block 525. [f not, in some emboediments the
routine continues to block 515 to perform blocks 515-525 to determine such a
corresponding physical network address for the outgoing node communication, while
in other embodiments such actions are not performed (e.g., if the indicated hardware
address is not a mapped dummy address, the routine may cause the outgoing node
communication to fail, such as with an error message back to the sending node). If
the indicated hardware address is a mapped dummy address, or the check is not
performed, the routine continues to block 550 fo retrieve the physical network
address that is mapped to the dummy hardware address, and rewrites the
gommunication header in accordance with a networking address protocol for one or
more intermediate networks between the sending and destination computing nodes
using the retrieved address. As previously discussed, Figure 2C illustrates one
example of how such a physical network address may be configured. The header
re-writing may further include changing other information in the new header,

including changing a virtual network address for the sending computing node to be a



of the outgoing conmunication is perfornmed under control of a first
conmmuni cati on manager nodul e that nmanages conmuni cations for one or
nore conpu that include the sendi ng node,

met hod fur%"iﬁj;zﬁa dzorrp?i ses, under the cgntrol of the fi rgrféofqﬁgz%%ﬁég?
comuni cation nanager nodul e and before the nodifying of the outgoing
comuni cation, automatically determ ning the partial destination
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dd for the destinat d ti
manager BUATEeE VRARLESEYEAin e A BaMTiole, AETS (BT EanERS i

nodes th é!}?}e %%m%éém nﬁ‘)dfﬁe d¥@n tion computing node, such as
2009/ 151%’5}:5 US%O%%%38667U51 ® [ 0095] aCI ause plO gThe mat hod
of cl ausea@eutver péing taseosehedwmgw Man@@entimqrmrh@‘ﬁbatsaﬁ@ viddaledwerk,

o exoculiFspiiogh 4k S as orouiapontvEriREREMS R afthaged

conmput i anlﬁé}@ﬁt exfited Gfataarki AgthofRUiMt@Nchtimahicatf, waskldrsd the type of
custoner, wherein the destination conputi ng node executes a second

pr ogr am deniyakEitatien orotseciBfImetion @ﬁ@fr‘-ffc e\gpaainication, pitwpt e ser ver
provi des a sy

P0006] a1 auss 7% TERTEHRES Wity itia htfodk SRR fRUEAGS rRRLKRE R an,
t he destiipgdrhiag maieceneupiiationffononé rdf ubé marcajednedrmputing ndoEsefromt dre

HHIE R e ot g sl
networ k, amdoh SB&‘é%aéQ %or ‘%ﬁé) NdrdfRt LAt §&inBREN ok AMAE S8SdsS fraRTf the

avai | abl 6 16 the-sen
communication header As previously discussed, Figure 2C illustrates one example

of how such a physical network address may be configured. Afier block 565, the
routine continues to block 570 to optionally verify that the incoming communication is
valid in one or more ways. For example, the routine may defermine whether the
physiéai network address for the sending communication node is actually mapped to
a computing node that corresponds to the source physical network address location,
such as based on interactions with a system manager module andfor based on other
information previously obtained and stored by the routine. In addition, the routine
may determine whether the physical network address for the destination
communication node corresponds to an actual managed computing node. While not
illustrated here, if an incoming communication is determined o not be valid, the
routine may take various actions not shown, such as to generate one or more errors

and perform associated processing and/or drop the incoming communication without



[0097] d ause 12. The nethod of clause 4 wherein the sendi ng node and
the destinati on node are each associated with an identifier

correspond,jm;ag_2 entity on whose behal f the sending %%
destination ngg‘)glsg’?ﬁg operating, wherejh the nodifying om%ﬂ@ﬂ? ?ng
comuni cation further includes constructing the second destination
net wor k dress s s, to.include,the j.dentifier, and erejn the |
modi f yi ng OBWaf?ﬁ'@ gu&gm%d”@ﬁ n?i%'%'f‘? oN e (FProfsPRIS Pfeﬂlﬁ/éw’&yng
of the fidopmDEABEKinitatéa Hestinidh MARokCARINEs ParBbés hef cdripond to
out goi ng communi cation is perfornmed wthout encapsulating the

out goi ng & oPrfRNic Mamgedn wmpuing nepdeditbei nedtineormani deapi dhe  robreng

The ot noesiulbatEl Hhe R dp e B S BE snoe.citoudih b Sbre, SpBe RS
i s | nter nglch Rradraaedsages sir@ mof séhiPvdthe stRdingheirebutingheodee cip e IRiMIEK

addressing protocol is Internet Protocol version 6 IPv6%J. pow
O ause 14lestipalionsnabwprisraddresss soUesRaadeita 2 Kemneling vigeoiiag avasgrecently

comuni cat, U (N L ndi cat AN}
ar oas el biclE ot BENARPHANaLANE R e th'tist AR ERITNS longer
usi ng t héelng sssodbisdr Wwithdihee Fslioated virtuat aletwatkerseich Adelueess inoatdngsr

conputi ng node uses the first network addressin rotocol for a .
o hor k BeainEh o o dBeE HREIURS COnRIBIY @ GoUCBBIBIE Smifl tiAdputine

the modi frhad RHGO! 41 ICALTRYN FRtth® el 86 afhak NAL G i
source add@eigg tlhat ir%cl udes a repregerﬂgg??ognglﬁdjt eefflﬁragﬁﬂgoﬁsgigatlon
net wor k adhpeiing nedetihng lariger deditableat i on node receives a copy of the

outgoing commpL 63kl 1) HilHattd emPBafISY ARdrASck 570, The Tatn Coreadds to
block 575 to retrieve the dummy hardware address and the virtual network address
that are mapped to the physical destination network address, and rewrite the
communication header for the virtual local network so that it appears to be sent to a
computing node with that virtual network address and dummy hardware address.
For example, in some embodiments the destination virtual network address may be
obtained from the destination physical network address itself, such as from a subset
of the bits of the destination physical network address. In addition, the dummy
destination hardware address may have previously been mapped to the physical
destination network address, such as previously discussed with respect to block
525. In situations in which such prior mapping has not occurred, the routine may
instead perform blocks 515-525 to obtain such information. The routine may
similarly rewrite the communication- header for the virtual local network so that it
appears to be sent from a computing node with a source virtiual network address and
dummy source hardware address corresponding to the sending computing node.
After block 575, the routine continues to block 580 to facilitate providing of the
modified incoming communication fo the destination computing node, such as by
initiating forwarding of the modified incoming communication to the destination node.
[o0s0] if it is instead determined in block 510 that a message of another type

is received, the routine continues to block 585 to perform ancther indicated

operation as appropriate, such as to store information about entities associated with



shown as being sent fromthe first source network address to the
first destination network address. [ moo] O ause 15. The net hod

of cl ause L.n.t he second network addressing protop@ﬁl‘ e
bits to reg]rdé@g{'{fsllggnetmrk address than the first networ /U%%r%ggsgg?ng

protocol, such that the overlay of the first network on the at |east

one second network includes constructing the second destination

net wor k guiiti@dsr sompsiting niesa updbtee prevfoushe nisppedf or stdied sefoondtion to
resent th wor k, the

t k ad | I t |t first
Subset ofeling Broer WiRdssnn, PuBEas Bl bt deR AR PEROBRIBRE or o
address i@eididchaghplfifg hegeeent ation of the first destination network

address specified in accordance with the first network addressing

pr ijpcol : _lﬁﬂﬁphiAfG:f@iﬁﬁléSS _ﬁél.5- it qlfétslﬁo@lr iiﬁﬁ_i%if‘étﬁﬁﬁl detesmeined in blaek 530
Comut 1 ng ey <t BrmPr St iitbr s Rof B ReaORect, offn, REREE, % P MBSl

machi ne repaeahicEBsh [{Be tddine@XRabl@Stotlo B Phyddtemhin aathdrng caythiuem
t o manage conmuni cations by the nultiple hosted virtual npachines.

[0102) C'hsedhe routinecigiyne & bloek 888 @1chik BPisANHRBaR IcRIRl AP 2BR &R a
COMPULL NG SYSUEIER fn CORGligHh %aﬁ%g_mé\hﬁé‘&ih%}(: gﬁwﬁgfbv&%”nﬂééﬁ&ié?ﬁéj%r

by perform ng-a comnpri si an out gol ng
communi cajustomee nselyarnd Sthati agitiesde interactdeidt ianaginbodimehé of the gyatem
first destination netwrk address specifjed in accordance with

first netWBRASHAdPedsEngOhy BITBESE ; Ohngonfistring FeAKNGokbrig A8 their
out goi g CHMURLERMALN E&G EABSkbARAL bRBoAREEHE ViRhy Cﬁl?Svié?é 4P lifteractive

networks that use a second network addressing protocol distinct from
the firstcometkeofeky.aaldlierdsappiicaticn program providinggroiméaractiviel yser interface, a

det er m ni di stipnct second dest| patiop..petwork address ecifij.ed
' acoor AUABTRIMBH bR Eliben o "L HHIcE LG AR raiase TB-Ereatiah s
desti nat i QiletRPL MOikuAIEIRSKs A1 thél SibcicBASN balirdaphétaatit BrRniRlr¥ipKas
address for the destination node based on the second network

addr essi meelbrast goole gmeralc pdminigrativei functians ofelaied t i the r gperation and
Ce e PR oP 9625 apBRions (o LORL WA S HARARD of v
addr ess faucounte; the giovislin oiondvheppliitibhgdhe utitistiony terarimativng at raymitbong
the dest ior}lahtois?er& ggglﬁ:a%g%; t%]g %sgigﬁm%rnt g?éﬁpn%%%g’r?é %(os’grc}ugg; the reservation of
time or other system resources; etc.). In addition, some embodiments may provide
an AP| (“application programming interface”) that allows other computing systems
and programs fo programmatically invoke at least some of the described
functionality. Such APls may be provided by libraries or class interfaces (e.g., to be
invoked by programs written in C, C++, or Java) andfor network service protocols
such as via Web services. Additional details related to the operation of example
embodiments of a program execution service with which the described techniques
may be used are available in U.S. Application No. 11/394,595, filed March 31, 2006
and entitled “Managing Communications Between Computing Nodes;” U.S.
Application No. 11/395,483, filed March 31, 2006 and entitled "Managing Execution
of Programs by Multiple Computing Systems;” and U.S. Application No. 11/692,038,
filed March 27, 2007 and entitled “Configuring Intercommunications Between

Computing Nodes;” each of which is incorporated herein by reference in its entirety.



WO 2009/ 151729PCT/ US2009/ 038667 53 nodi fyi ng perfornmed w thout
encapsul ati ng the outgoi ng conmmuni cation in one or nore distinct

communi cat | poj1s1729 [0103] O ause 18. The conputer- rg@ﬂ@&lt)@/ﬁ%(gi,um
of cl ause erei’n the sending nodey s one of nultiple vi¥ival------

machi nes hosted by a physical conputing system wherein the nmethod is

physicar conpupih G e bE bR aEn MR ABehdfan BRI s etiron e
host ed vidéstabetiaetlint@resodre drplbhedt incihenianges of ardsta denigr hbesing andiiese
out goi ng conmuni cation to the one or re networks, wherein TIhe first

net wor kRIS IMBCTHRSY GEsTNg U dpartings: aNes| NVBessaied pfpgaprogram
wher ei n t e 5866 isB8i0 dndrSimpirhethtich bbéidriodi drb Utdo PEISINEK Foh diampRS

bé
the first network addressing protocol, wherein the second network
addr essi n§epdercsiber teshnigues meay Peoewpised dp shencantert e proameatienwide

t he one P &L INGE.: ' : r .
part of A BECeF SRR oBCBtl BY W itsinesd B olfiel DT (AR lipBBRig) for
sendi ng nihde bendfiidedt itma¢mpioyeesicandiat msmbetshe Ademativelgt Woe kilergribed
addr essi rotocol . and wherein the npdifying of th ut.goin

cormunt cABPBANeS gapkEPesanid by & ok st erguliprop ALty pewor
net wor K odecufify, CARilabiliyD rmdn Rlokibks - In addition] GkeHpicemisRlick8nts ThRly be
conput er -r eadabl e medi um of cl ause 17 wherein the conput ?r;readabl i:or

medi um i €aployad withine late, crEles gy Pihen COBIRFLTPNG YREEDE & MUPesesat
transm ssi dj 1 i i | 4-C Y
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cl ause 17custrmeisnmayeinc spmenembadiadants tusacthieodesaribad taplemiesce taithsavide
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nodes, caigweicpnmgt teams may in scme embodiments use the described techniques to
provide network isolation between various environmenis that they use (e.g.,
development, build, test, deployment, production, etc.); organizations may in some
embodiments use the described techniques to isclate the computing resources
utilized by one personnel group or department {(e.g., human resources) from the
computing resources utilized by another personnel group or department (e.g.,
accounting); or data center operators or users that are deploying a multi-component
application {e.g., a multi-tiered business application) may in some embodiments use
the described technigues to provide functional decomposition and/or isolation for the
various component types (e.g., Web front-ends, database servers, business rules
engines, etc.): More generally, the described techniques may be used tfo virtualize
physical networks to reflect almost any situation that would conventionally
necessitate physical partitioning of distinct computing systems and/or networks.
[0084] It will also be appreciated that in some embodiments the functionality
provided by the routines discussed above may be provided in alternative ways, such
as being split among more routines or consolidated into fewer routines. Similarly, in
some embaodiments illustrated routines may provide more or less functionality than is
described, such as when other illustrated routines instead lack or include such
functionality respectively, or when the amount of functionality that is provided is
aliered. In addition, while various operations may be illusirated as being performed



one or nore nenories of one or nore conputing systens; and at
| east one of nultiple conmunication manager nodul es that are

conf i gur edy P iBg communi cati ons between nultiple COﬁ@H{I&B&/ Q&?S

via one or nore internediate networksy such that each communicatron
manager nodul e manages out goi ng communi cati ons for an associ at ed
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rodul 5. RETPTEBAGOIEL ARETS AR A B g ahe. bose: Sliefnn e st wilslso

of the asggabahroihar ok dbRS strilRueeiBhisead iPBvamBIRE stBiuke in different
determ ning a destination network address for use with the

h

comuni caNEBREEhaYch as by davinpagsinglesiata slagiue split inta nidinke Arta structures
dd i ng. : byath | | §

addr essi ng ngﬁég@g e Y ath @tnﬂﬂ@rgﬁé&;dﬂ%ﬁdét@# ‘jﬁﬂieg' éhgfgntﬁ%fg:)&{fécture.

the determn I nat1 on netmorl ess I nc INg a r
net wor k aSitilagy, inhsrme ambadivatts ilstiaied datt slsucteresrmay stare ononeadraiges

Gosti nat jBoTmana Tt Schetorhf, dych SR SR HESyaPl i Seddbieg ipsiepo
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specified [ n agcordance with di stinct other network addressing
pr ot ocol 'Ué’é@ag "%h?é'%@ﬁ@iﬂ@aﬁﬁf%hti ng node; and usi ng the

det erm ned degjdsBpi/RiBdulehyedis agidrigs S gbfriblWahfhdditeertdi EhRt BE further
communi cation to the destination node via the one or nore

i nt er mediudersieedwitksespect to the following clauses: )
[oo8e] Clause1. A method for a computing system to configure

communications between computing nodes, the method comprising:

under control of a communication manager module that manages
communications for multiple associated computing nodes,

receiving an outgoing communication from an executing proegram on a sending
node that is one of the associated computing nodes for the communication manager
module, the outgoing communication intended for a remote destination node that is
one of muitiple other computing nodes associated with anocther remote
communication manager module, the outgoing communication having an indicated
destination address that is a first destination network address for the destinalion nede
specified by the sending node using a first network addressing protocol for a first
vifual network, the communication manager module being communicatively
connected to the another communication manager module via at least one other
second physical network that uses a distinct second network addressing protocol;

automatically determining if the executing program is authorized to send the
outgoing communication to the destination node; and

if the executing program is determined to be authorized, sending the outgoing
communication o the destination node over the at least one second network by,

automatically determining a distinct second destination network address
specified in accordance with the second network addressing protocol, the second

destination network address including a partial destination network address for the



[0107] O ause 22. The system of clause 21 wherein the determ ning by
a communi cati on manager nodul e of the destination network address for
use W th auePnRysRtion initiated by a sending node topa. ﬁﬁ%d}?bt&on
node includesinteracting with a renotg; system nanager m)du a

mai ntai ns i nformati on about the associated group of conputing nodes

for each @isirBfos ABHYBLESS bAIMEBEATRI ndeH ﬁi&reé&*ﬁ?gnb#&‘c&ro@ﬁﬁtj legrre?ponds

i ncluding providing an indication to the syste ager
dest i nat i Brihacaethasoamrrunicrticassagagssimodide and mwwawraﬁemammof the

ot her net

"t or act g s BiRoR naR Rk ChO e MBERTSY th, SrebRAeB R e HEE optwtk,
manager nadiressiog ptdtecglarti al netvvork address. that corresponds to the
anot her conmuni atl no 0ose associ,at.ed oup .of

ot Tt Rl MR BB 18, SF TS, SR TN e SB. HE ( Becashle o
further comREySESIHNArPINSNbK X IheMBtMBAXIBHe HEUhE hebotrk BvtRE cmgomg
interact with the nultiple communication manager nodul es. [ mos]

Cl ause 23CONTRENISAEPR WiouE |ea9§@s@qt!rmuﬂﬁm@wtg@wsmqr@wgwﬁtm iifhjage or more
comput | nygitikesinilfioaofy 1%s Nerferbhe. GOTBANI G SRR IERARNGL K. the

nodul es, one or nore o he conputl ng systens eac trng mu
vi rtual nmotifyieg of thet odgeihg moovnaibcatios influding chahging tike indinatad d@tmatmn

o o vi T o SR S o b B AR e 208t om - such
that the corrpumuamqgwoftemmmg/l gidthby radntifide sbeidoir tosedmumicdtione stoofthe
the exeotlAHTLEC 4R SFE ritln K58 SHGdIREoN \iBvwobopasad Ry St second
PCT/ US200@ésQiﬁ§@c§7 network address.

[0087] The method of clause 1 wherein the program on the sending node is a
first program being executed on behalf of a first customer of a program execution
service, wherein the sending node is one of muitiple virtual machines that are hosted
by one of multiple physical computing systems associated with the program
execution service, wherein the communication manager module is provided by a
virtual machine manager module of the one physical computing system on behalf of
the program execution service, wherein the destination node is one of multiple virtual
machines that are hosted by another of the multiple physical computing systems and
executes a second program on behalf of a second customer of the program
execution service, and wherein the automatic determining if the executing first
program is authorized fo send the outgoing communication to the destination node
inciudes interacting with a system manager module of the program execution service
to determine if the first customer is authorized to send communications to the
second customer.

[oogg] Clause 3. . The method of clause 1 wherein the first virtual network is
a private virtual local network to which the sending node and the destination node
helong, wherein the at least one second network is a non-private network, and
wherein the method further comprises, under the control of the communication

manager module:



[0los] d ause 24. The system of clause 21 wherein the comunication
manager nodul es each includes software instructions for execution in

menory of %095/1%’71)!99 conputing systens. Nilo] C %nglzﬂ%gwm]pé%-,

system of clause wherei n each comi cati on manager
consi sts of a neans for managi ng outgoi ng comuni cations for an

associ ated group Ofre@uging'anTRESMA doffnimibitic Rr eAERM NSRRI Ssditiated
after a sendi ng co ut i ng node initiates a communication to a

dest i nat i eampmgURedRs Fiodea sheand progen execyting ek ggemglieserfling somerting

anot her o I i : i mﬂgd'
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communi cahcomingectegeunication baving beepiesentgiion des firsiabume nedworkrdddress for
address for use with the co nicati.pn,that is specified i , .
Sccor dancBeVFTIR S SHEING ro08 JaRiaS SPREEY BY deol SIS Brany e dsing theyfst
i nt er medi pdtRonet ddrkssing herateédl! nthee dnatdsiby NabmpruriQitionr kuliti e8sing a
including a partial network address that corre%i}onds to the anot he

i . eSS r
communi caEPEeRtatiage o nddiiird dasifatian s Befwerie ;adiesh f8f BenpiR i atpociated

zggﬁzrikn;%dﬁ@gg@%d%ﬁ% i@éﬂf iimthé@maé%%h%g%dﬁeﬁmg‘ | 8¢ network

k
further including an indication of a network address
of the demtdressingprobeetd; specified in accordance with a distinct other

networ k addressin | ' d i
iei ng. the dot or m el aegelkERERmitted £ e AR SPRRHh AR Rio Bate
initiat Spbtcleamm m}( banthédirtsﬂﬂsmgﬁt{ietmmcaﬂdne@e% cmA‘reasptoEeigg][te D compuEng
i nternedi at ¢ nef works. ause, 26. met or 3.
comput | ng SSPBhFEIOHaA 48 8oR% RRTFILELRATONS \b e s PBBRATRY SO REEegIode:
t he met hoghgconpri sing: under control of a conmmuni cation nmanager

nodul e that manages comuni cations for multiple associated conputing
nodes, r eceifihadneaining goaupy ertion iadeiimimnchiy keovaidn usiagitbea third

froman exaqHiidl RAIHATIARSE 5EAYAE 1RAGdhg | drifEnelid% the one

associ at ed conputing nodes for the comuni cation” nmanager nodule, t
out goi ng assomiatddceamputingenattg. i nt ended for a renote destination node

that is one of iple othep c | ng_npdes sociated with

renot e com’runi[?:ogﬁ Qgﬁn‘ggerAmggﬁgp{e{%gp%ghe&t%% a'ﬁ&ﬁ](?gst%éti‘%ﬁ%wg
nodes beidsgnpanitaidnsbdtiveah cemplitiad nodds)tiikmietiatd eogsrising:i r st net wor k
addressi ng protocal such that the destjinati on node has a f{i

) 1rst ]
desti nation ndEHRYIRY dPWgengpommynigatinn from a gep ﬁom&f{@%w’%#f\%é

first virhidaled9orQf emBRE dbbfithtio RGHNIMRBNAGI fH2 blGolng” s6mARkTatikn
addressing protocol, the comunication nmanager nodul e ‘being WO

2009/ 151 1opPoranubdamded deswation address that is a Tirst destination network address for
the destination node specified by the sending node using a first network addressing

protocol for a first network, the sending node being communicatively connected fo
the destination node via at least one other second network that uses a distinct
second network addressing protocol;

hefore sending the outgoing communication over the one or more
intermediate networks, automatically modifying the outgoing communication so as to
enable an overlay of the first network on the at least one second network for the
outgoing communication, the modifying of the outgoing communication including
changing the indicated destination address to a distinct second destination network
address using the second network addressing protocel, the second destination
network address including a partial destination network address for the destination
node that corresponds to multiple computing nodes that include the destination



56 conmmuni catively connected to the another communi cati on nanager
nodul e via at | east one other second physical network that uses a

di stinct sgco rk addressing protocol; and i i ng
sendi ng of W%ﬁ%ﬁfng communi cation,fromthe sending %%'@éézf’@@%g?
destinati on node over the at | east one second network by,

aut omati cal ener at | i St | S L nat | .
2ddr ess 15e EE aeeos apr Tl st e, Ll B AP naten of
t he seconrfe figdtweshnatibt estebrigadiresneald, t he second destination

net wor k address_.incl udi n ariial ‘destjnation network address for
'he dest | nat | Sni#Ot GReTEh PhdheedomiiHo: BRMEASELRTER o 8o dre
that corrRs@assth tibde g2 Nar Ica8iMnel 6addrRN nERsA Chagid Wne i Gecond
i ncl udi ng an enbedded representation of the first destination network

address girstingiifinetwoseaddigtfice with the first network addressing
protocol ; and jypeq claldli 41 8UrAY 0Pkt LRESOBNAALAGNS S/atic modifying
destination network address to forward fhe outgoing conmunication to
t he dest igfahe autguite ceimenuricationgs gerfotmed ander dedrat ofreditsiceamominication
t he anot her communi,cat.j on_manager nodul e .over. the at | ea

networ k. Thandger g8 thef wHBasS EoRRUNERYE i O &S sbuilfiad HORRE
progr am GAat filsRNehe Gendihg hedd hesin nhe gantial béestigatiore ciehectkoaddress
behal f of a first custonmer of a program execution servqi)éﬁ, t\4\/r1erei n
the sendidRiesBaRds o sheerpptentedansl EPTUREAIORHRHIANEE oS dPel MEEPees
by one Ofcdﬁ%ih&hieéﬁor%hﬁb?'tﬁ‘é‘htﬁw[@ﬂémpgtir’@/ﬁéﬁﬁhéﬁﬁ]_%ﬁl'déttﬁé’ debfitbtioRthode,

program execution service, wherein the comunication nmanager nodul e

i s providedl byherein rthgalmethedi fgthainggewripesiuluader eadrobnel plhgsiseapnd
conmputin . re stination node is one of nmultiple

vi rtual %ﬁ%@gﬁfg%@ﬁmﬁ?ﬁeﬁﬁ@@% by another of the nultiple physical
conput i ng systrecavingie whelifeidoutpeing commatricatige femsrded)viafihe beleast one

el udes SPE0RH BEETA S0 NGO oL RANGO TSP o e RE DGR AReS.

execution ser Yétﬁévﬁw?_tﬁ@&@ﬁr@kéﬁaiid%opﬂfé firet deephtioRhbBvork eldvrss included
address for the destination node that corresponds to the another

comuni cdf thesesansydestingtion eetwork addregs pf thefeggived Jacoming CrarpIHCaON;
cl ause 26 gherein the first virtual network is a private virtual
| ocal network to which the sendi ng node and the destination node
bel ong, wher eiferwandingratrieast apodionsi§ thégeeaivad Bremisnprnimgioatier o the

cosoc, o bRl OR3P SRRBNES ok Bpbheno Lo ne or |
i s a non-privaoein€iawseks.oveThavmathod of clause 5 wherein the received outgoing
communication further includes an indicated first source network address for the
sending node that is specified by the sending node using the first network
addressing protocol, wherein the modifying of the outgoing communication by the
first communication manager module further includes adding a disfinct second
source network address for the sending node using the second network addressing
protocol that includes a representation of the first source network address, and
wherein the method further comprises, under the control of the second
communication manager module and before the forwarding of the communication
portion to the destination node, verifying that the received incoming communication
is valid based at least in part on the first source network address corresponding to a

computing node allowed fo communicate with the destination node and based at
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virtual network and for the one or nore other virtual networks are

f or war ded, %I‘R | n the automatically generated seco i L on
net wor k ad r'ess %or t he destination nglpe further incl ud@%’ﬂ%ﬁég/ﬂq&tﬁ»
identifier that represents the first virtual network so as to enable

resol uti ogaef i [[jb%rtf bh SthedgsddndabbRbe c}Wl?ﬂJ( aa%"sgse%rré&gb#&kﬁg fontieN Arst

gener ated second destination network a ess d ause
29. A conpueunicaivr mamnager methled f or managi ng comuni cati ons bet ween

conputi ng HOdﬁgqggfj Qﬁa@é hod ?Rm%tﬁbc% f glapse 4 wtﬁeei%‘ﬁ' Kb %t&ﬂatlc : modifying

indication re 0 a conmunrcat’ on e sent froma sourc
conput i ngofnibd eutgoing deatmurdtation 1sqmurutmag unddecorttte osﬁcauﬁretacmmumcat[on

destination conputin ﬂes bei n art i rtual network that uses
ST ror BANSIR. T BoBRh G 2ParS Lo LR iofs for o e B gprping nod

conput i nghaEReIABIhE s\éhahgaiedeew@fém fHedeesived ot sdrhfuaicatiet Mpihler
specified in accordance wth the first network a dresmg{g pr ot ocol

Ei he sour declgaep @ Higliorderd fiseli sRyTed mMehMPKaRddery feoifesERANY d1adgethat is
estinat | cﬁ%ﬁpﬂg Ct@% dggr?pg’tﬁ-'\ﬁobéda d%@?ﬁe Gii& h&%‘f%ﬂﬁ@s@:n@ebm&iwﬁ&

uses a d| nct s si ng protoco
facili tatwhre;ememl mgtte futtberccompridesaunder frhecrontiob o therfiret conpunication

node to the destinagtjo utin ode over. t.he at st._one. ..
o o1 maiBenedeR: (BRkl="And HEkiTE) PR R MUCPT I et hm iR dfaron to the
gener at i ngpslingdsi hodé, wiffied Wit khaastiedssl dgoihl codestiticationds valid based
conputing node that is s CIfI d in ccordan?e wi.th the second

net wor k idIE8SSIMPAF S SePABIIRRYS ReinD RIRUEdciok cogIpicate with the

I ncl udi ngyasRasdA gbgdlest i nat i on network address for the destination
conputing node that corresponds to multiple conp utlng nodes and
i ncl udi ng a r égesk &laugs Bn oThQ methed elielpusedwdiseiadhe aytorpatic madifying

desti nat gﬁghgwr%k%lh@%%;c P Peﬁorrﬁé@ﬁhﬂéﬁ@orﬁ%l of'g'fﬁéﬁ %&ﬁ'm%m%{?&'l

gener at ed” dest | n netvvor usé in routi

conmmuni cahamgyeyvaoddlbghat mheages communicatioesl fert anenet nmrek comptitieg nodes
destinati n CO Cl au 0.. The net hod

Chause- oo aHERURE e geBiignae oy hBFER ine BETBH e ortiTions Wiishdr
addr ess igpnRel bofHEeftsti Belemusatio® imaiagar hiddsle Sedrbefores #id ARAIMANG@f the

nodul e that manages conmuni cations for one or nore conputing nodes
that i nc|cua@ow@MH@!@W%@U%M%{H&”W&P%.nﬂ#@eﬁaﬁqm network

ggm nat ;aﬁaéélﬁ ng&g;thead&ﬂﬁétf% ﬁtﬂ@%?%ﬁ’%vfn@ SofRMPEAMBAER Wkt indicates an
ger at hmnages“communi cations for the
mul ti pl e assagiatiomef tbedyst dest[natlon network address for the destination node to a
remote second communication manager module that manages communications for
the multiple computing nodes that include the destination node.

[co94] Clause 9. The method of clause 4 wherein the automatic modifying
of the outgoing communication is performed under control of a first communication
manager module that manages communications for one or more computing nodes
that include the sending node, and wherein the method further comprises, under the
control of the first communication manager module and before the modifying of the
outgoing communication, automatically determining the partial destination network
address for the destination node by interacting with a remote server that maintains
an association of the first destination network address for the destination node to a
remote second communication manager module that manages communications for

the multiple computing nodes that include the destination node.



WO 2009/ 151729PCT1US2009/ 038667 58 that include the destination node,
such that the routing of the communication over the at |east one

I ntermedi a to the destination conputing node |
routing thg%c%’%:}%at ion to the secopd communication ngﬁgg%ﬁ&%’gﬁfﬂe.
fits] Cause 31. The nethod of clause 30 wherein the method further

conpri ses, ungeiesboati ol 19f e SEEANT GORINEL Cal LD JRNAACLLARANI End

after the co rou he second™ conmuhi cati on manager
modul e, ugdstigatidre computin nedewrke it @f anilltipleu dedpuing hedge nes=at ey a

destination network address to identify the destipation conputin

node,  ancoIPBRTBAIPHHCI RS Nor LRSS BIBFETE A BeHBneT Praa RS MR he
conput i NGy computing [nblé] exdcatesea Fast Eﬁ@rél‘ﬁtdﬂ@%eﬁéif of ay giest 2Qistomer,
wherein the generated destination network address further includes an

i denti fi erhergin ecdastingtion coapuiiiknode exacuies asgePRd PERaTRMNT N Behalhoi?
t he desti l.Qn [ NS efi0 @n’gg ' } r

gener at edg}%lgg?i %%'??@%F’ngl?dmr K g@dgheetszéggse QFFF]%%\??{%% néjgg?tt'?ﬁgr?] anager
det er mi ni mgdaledonihetprogranoeediutiomaensitel s assi gned the virtual network

address for t | r.t,ual t k, 101181 ) 0
of clause 29 &ﬂiue';ﬁeiqalﬁ’?epﬁa\rﬂﬂ'%lm%@g? i°|§§%”5’ﬁ %ﬁf\%@ﬁ tﬁ%g@é@@gﬁéﬁ%ﬂd
Igene [ at edhé&fetsiiﬁ@%dm?odwh:wp#rﬁ afldresigalnedd eetveorh, »gb@x@irome firkt ﬁéain?tion
eas one 1 nternedl at e net wor SO as t corres n to a orti

the at | Gaftofknadfiess  induiviiie) MeMVRIKKaqUass Laed diethe; peh ﬂIDBEefg*’ the

conput i NyR@ASHN node onlfElGfusl Besendfork! Mhd"RhERth He séavhdied&lination

wherein the partial destination network address of the generated
dest i nat i natwadt adsirrshigd1oé evailble wsthesesding n@dphysi cal sub-network in

whi ch the ml t[btﬁ'?]e (ﬁ:?tﬁgéu‘fi..ngTﬂé’Qﬁéthgﬂ &f SRR WhRrein the sending node and
the destination node are each associated with an identifier corresponding to an
entity on whose behalf the sending node and the destination node are operating,
wherein the modifying of the outgoing communication further includes constructing
the second destination network address so as to include the identifier, and wherein
the modifying of the outgoing communication so as to enable the overlay of the first
network on the at least one second neiwork for the outgoing communication is
performed without encapsulating the outgoing communication in one or more distinct
communications to be sent over the at least one second network.

jo0osg] Clause 13. The method of clause 4 wherein the first network
addressing protocol is Internet Protocol version 4 (IPv4), and wherein the second
network addressing protocol is internet Protocol version 6 (IPv6).

[0099] Clause 14. The method of clause 4 wherein the received outgoing
communication further includes an indicated first source network address for the
sending node that is specified by the sending node using the first network
addressing protocol, wherein the destination computing node uses the first network
addressing protocol for a network to which the destination computing node belongs,
and wherein the modified outgoing communication further includes an indicated
source address that includes a representation of the first source network address,
so that the destination node receives a copy of the outgoing communication that is



[0120] C ause 35. The nethod of clause 29 wherein the automatic
generating of the destination network address is perforned under

mul 1 pl o VPR NP HTE or kot hat each i gl ude mil 11 pl o colRoUlTHETHEHEs,
the maintained information including information about conputing
notvor ke Spave bR <P HERT thediot BS38S neliark St B ot beRlnstien

29 wher ei pehiirkadbasgat i ¢ generating of the destination network
address is performed under control of a communication panager nodul e

that manages d8HRLfiREe Shs B2 BREE: Chblayse AR Hd8EcqKafetwork
i ncl ude 't I&@d%%'é[@ep 50 LsBY niE Shits dregf@:’eﬂt 2} ﬁé&ﬁmﬁ#h@é’f@%‘s Ghan the first

generating of t estination network address includes interacting

with a Woebooh/aBhesdmrCpraises 0918 d66 the mverlaysf dhe st aratwartage the at
nmodul e that i nt aj j t.i qn t |-C

vi rtual nZ%qura neag%gozlsdsgé%r E%@%‘?%ﬁ%ﬁ'ﬁﬁﬁ%@ ¢Ir1tb g?saegtg ﬁﬁ;de:sﬁﬁ@d} ﬂS"WOfK
obt ai ni ng aidtfessned iazntd e 4 abseinof ¢hes pits efor Iee ageondrodiverk addressing
correspondi ng to the destination network address . 0122]

O use 37 PIoHieIe: FRBEEST (1 (68 iaiterthe FUPRE' Pt bt of i GapPiyPted
rel ated tQethey CRERHANIGAHANOMO aB8re38NInclusy tthe SpPwWAtARADGE ithg first
node to the destination conputing node is an outgoi ng_conmuni cation

sent by t Hesimilone nebugilit pddrasadepediting dot gesergacesmiih cthei st useinprk

the virtu r ess of the destination conputing node to
i ndi cate %Ed{éﬁ%gﬁﬁrﬁ%ﬁg{ii pi ent of the outgoing comuni cation, and

wher ei n t he priewniliCiguss 16.heThedietbed ohclafise Asvhgeeiortbe sanding nodats one

net wor k addr e includes. forwardin he Qut.gqi ! ' i

at | east Bﬂ@qﬁﬁﬁlgr"r‘é‘ﬁqﬁ%cﬁ%%gﬁeggg’a% pﬁ#'%e%'%wgﬁ {é;at%efaiﬂﬂj Whheldi?
destinati eqe methvd i paefdfrass bl @ vitud enddhinecoanageraaddue timtexetites ah the
| east one |ntermedi ate network. L01231 (El au?pe 318. Tr]{e ne}t‘h(%dd
of cl ausePPEiGHePUNRUNE SYFER) VR NAnRde: SPTHHIIRNE L% §'¢ fviuple hoste
communi cal,jR8| tachpesent . fromthe source conputing node to the
destination conputing node is a request fromthe source conputin

: g
node for addr de¥Rh&laugeot hmt FoRomBpHterfradabla Mediung whosamantenis soakle a
for use i r ing. t ; j ji B t 0
o cher LB, ST, AhrBOE M L ORor ety W o, by
dest i nat i marformingué mejhaddempasingre gener at ed desti nati on network

address and provi.ding the du addr.essi ng L nf,or mat i on h .
conput i ng nodé?c%{wag%ﬁ‘eﬁ"'ggﬂm%”ﬁ W?%PHQ?%S# BY ﬁesréi%r?mgc%ﬁ%oﬁ? %Pé@ﬁ-fg%n
gener at echgiestisingtd afst RIREUREtonANEBRS atidreksidpacified tieactirdascainite a first
conputing node |l ater sends the comruni cati on and uses the provided

dummy add?%@@f"fﬁqufﬁif%fﬁgrﬁfqt‘@ﬁ?]?tﬁf‘q ndicate the destination conputing
node, using thgpy '@rﬁfrﬁgthi@%ﬁ}géﬂg% le@nificdtiok 1898¢ @8stidafioR a8 ver bhe

provi ded dumry addressi i on.

or more networks that use a second network addressing protocol distinct from the
first network addressing protocol,

automatically determining a distinct second destination network address
specified in accordance with the second network addressing protocol, the second
destination network address including a partial destination network address for the
destination node based on the second network addressing protocol and including an
indication of the first destination network address; and

modifying the ouigoing communication so that it specifies the second
destination network address for use in directing the modified outgoing

communication to the destination node over the one or more networks, the



[0124] d ause 39. The net hod of clause 29 wherein the source
conputing node is one of nultiple virtual machi nes hosted by a first

physi cal c | ystem wherein the first physical
systemis g@é}j@)ﬂ(ﬁg{f?ti pl e physical cogputing systens use%bt{ab%sswl
program execution service to execute prograns on behalf of custoners,

wher ei n trHSdugfﬂ’(r)l;; Bgﬁéﬂﬂé’d’%fﬂgupgﬁga&ﬁﬁl%%e Cﬁlﬁ% "BfiHiO A S or

behal f of custoners o program ution service,
wher ei n trherendistirad cosinpenidadioned by a virtual rrachl ne manager nodul e

t hat t t ' .
conmunt cat | ondol31 SR prEe RoDPuER PRI e B bubE A7 herein the
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execution serV|ce and mher the facilitatin e sendin
conmuni caBYATY M}ﬂ"?’ﬁéh§dﬂ? c'@rﬁiﬁ{of’??@ d Ry V[ll‘gu&ﬁ 4 i gﬁ odulls

conputi ng H%ﬂ’@ﬁe&)&éé oh "tﬁe %hyéléﬂ%nﬂﬂﬁing _RUSEAEH mbRade b¥@tunidations by the

performed on behal f of program execution service so as to provid

t he vi rt ualultipde biosked wrtuﬁb rngarhinags eogrdurther comprigest Sonparding, ke wdﬁ%
met hod of Olg g? g%rg %H tEhtﬂg drSr%VbPI eorﬁet\gvﬁﬁ(s We?éﬁ'tﬂﬁ Bt hd%ork
I on ne e

gener at ed Fess r use I n fout
communi catddiessingprofoeckit !hteamt Ryvaiecontersion di @R’M)nwhmn(theosamg node

destination ¢ uti.ng node i s, perforned sQ a nabl e Y f
the virtuiP {g%o? Ii'r%n‘” Ha! ﬁ?m&é‘é@atolﬁ?’;i ﬁ}eefﬁécﬂ Q‘ﬁs?ﬁ(iﬂqe g%ﬁ@
comuni cajyherkini thE OddcoRl Cadeahe akftsking px@fﬂiﬂ#ﬂh@ﬂhie@rﬁetl Rroddud| Ofersion &5
di stinct communi cati ons to be sent over the at |east onpe intermediate

net wor k. {IPv6), wherejn 3g OGP&J%JTQI‘GWP’”B%%?@F‘D?té%%m%f'r%a?WWBgé"e
contents g %ttﬁe%é%’ﬂ?wlét h@n&%@%&&cm{@-ﬁswmemﬁé Is8A8ingNode and

performn rrsin recel ving an indication
rel at ed tdealrmbmmdeamtmesﬁh%ﬁawdfraﬂiwarl@i&atﬂ &8%i0@ prajeeol, angbwherein

d Kg
det e LB S sl A B o 11 o
virtual n@ﬁMybfaﬂ@lﬁmaebmrh@nttheohe s hane hatwdcksaddr essi ng pr ot ocol

Ejlhgt ::ﬁg’{m 2 gggh@%&et{i%&ﬁg ’gﬁ gﬁ'g\g/@lé gﬁrgggttegr rb?e rrg]ee%}/&)r kfs clggsaé 117'%%e?ein the

computer-readable medium is at least one of a memory in a computing device and
a data transmission medium fransmitting a generated signal containing the
contents.

[0105] Clause 20. The computer-readable medium of ¢lause 17 wherein the
contents are instructions that when executed cause the computing system to
perform the method.

[0108] Clause21. A system structured to configure communications
between computing nodes, comprising:

one or more memories of one or mere computing systems; and

at least one of multiple communication manager moduies that are configured

to manage communications between multiple computing nodes via one or more
intermediate networks, such that each communication manager module manages
outgoing communications for an associated group of one or more of the multiple
computing nodes by:

after a sending computing node initiates a communication to a destination

computing node that is part of the associated group for another of the



automatically determ ning a destination network address for the
destinati on node using the second network addressing protocol, the
destinati oy, koaddress including a partial destinafi

address for ({]‘ﬁe%s?l nati on node baseg, on the second n?%(\f/\lg{r?%&%o\ﬁ%&
addr essi ng pr ot ocol and including an i1 ndication of the first virtual
net wor k t SRR
desti nat | on ne 1\t;\:/ca) mdad"a Segﬁ\g%ﬁﬂéé;é [{ge}%gg{?\gj Eend g)ﬁ?&@%e%

communi caczamputmgernodelseofdhe assotieied greupdokihet conmgnigation manager medele,

[0127 se .42. Th d m

{he-commisteTrigh 7 deeAY Seaingansas Tonute 1ahohe Pl Bt i
virtual naebifieddn hessrddndy with phetivord adtbesyitd peisoss Ueed bpthd bm of more
part of the first virtual net k vvher n the on e net ks
are par DerECRla N NP e Uretin Ak ABEETh e 2
sendi ng ua.%tsgqnaﬁe&@eédaaas Ltéetﬁetmt@cwﬁnnmcwmnﬁmger
addr essi rot oco wherein the nethod is perforned a virtual

2009/ 15171139@@@1%@@@%&3@8@@ GoURe [FPMPUHBH AGEES iNsdifes tgﬁéiﬁsmé’!@ﬂt'@éie
on the pisi FL-GRERIdAMAaRNP rRIGR ATB0E G RErAlic B mx.cgﬁ& of a

mul tiple I nes and er conp rlse ormar t he
conmuni c atetworkt a]:idrdaﬁ ohlaecﬂest“rmtmnrrmdmﬂ&s:fndnm gcd:dfréamim wrthlrartm:llnct other
destinatio k address o enabl.e an overl a he first
DT tual AU RS BEESe BndT bl et Bkt Sn e B HeSlnd e,

networ k addr esingd tH @eRFindd dbSiriiBRINEtROM a6@lesy abSiopward {HePirjated
wherein the second network addressing_protocol is Interngt Pr ot ocol

versi on eommyeratiomte e estinationaadedd therpnfergnotaategastiaip peiyierks.
network addr em%fb[é% é’fStTﬁ@Ey&BnﬂeﬂE?g?E'Mdﬁrﬁe%ﬂ%@%@mﬁﬁ?ﬁ‘g by a

destination n Cl ause
conput er - cmdamﬁczatsnednamgﬁr netdile of 4 dedination nebvarls mddrass-feedea it a

{7 anem soroORiERRnR: Fufted B dorshd RN, ADaPHteion AR idhdes

cont ent s. interacting with a remote system manager module that maintains :nformatlon about

the associated group of computing nodes for each of the communication manager
modules, the interacting including providing an indication to the systefn manager
module of the destination node network address specified in accordance with the
other network addressing protocol used by the sending node, the interacting further
including receiving an indication from the system manager module of the partial
network address that corresponds to the another communication manager module
whose associated group of computing nodes includes the desﬁnatidn node, and
wherein the system further comprises one or more system manager modules
configured to interact with the multiple communication manager modules,

[o108] Clause 23, The system of clause 21 further comprising multiple
computing systems that provide the multiple communication manager modules, one
or more of the computing systems each hosting mutftiple virtual machines that each
provide one of the multiple computing nodes and executing one of the
communication manager modules as part of a virtual machine manager module for
the computing system, such that the computing nodes provided by the hosted
virtual machines of the computing system are the associated group of computing

nodes for the executing communication manager module.



[0129] O ause 44. The conputer-readabl e nedi um of clause 41 wherein
the contents are instructions that when executed cause the conputing

systemto %d{()gsfl{gﬁﬁe met hod. [0130] O ause 45.%%'@%28%9{0&%%7* )

conput er - r eadabl’ € "medi um of cl ause 4lgzwherein the conte
one or nore data structures conprising one or nore entries for use in

entry that coltWehSEREEPs, (TRe ORIt HkRuSE AL FhaPb e, SeBulidaRbn
Wi th the margigenetodulds adeh @rfudes Jufilane dhstructions for[ékecatidn @ mepeord @f

A system structured to nmanage conmuni cati ons between conputing nodes,
conpri si n§Ne VP RBPLIRESEHERS: of one or nore conputing systens;

and at |east qpRopicIaued 25| eTRE EJHRING 3F | ilsERP G erdROshc®S cdhdfunfalion
configured to nanage conmuni cati ons between nultiple conputing nodes

vi a one omangger madalsrsansiste ¢fcd Wnaos, fos managing: owlgengcmmurnieationsnior

manager g@ﬂt sgoﬂuﬁﬁtﬂgﬁﬁu&BFBHQEP%%’B%E?@L;;B&&%E@?@ §§d8£ ByP of one

or nore € conput1 ng nodes recei ving an
i ndi cati on Teldteed sending axmpubing rowieninitiates BormMiIMpoKBHOTS b racdestination
conputing node. to a desiinatign,.cqo ting node that is: part of t

associ at 3@@9@@8 fr@rdeaaé?%ﬁ B?nt ngtﬁgmg%ﬁ?gatgporgr%a@ r@ tﬁﬁ'l' eé},,e ths
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associ ated grqoup for the conmuni cation nager nodul e, determning a
desti nat | HMHENGORIBeECRIES FoPERAEACOToV 19018 csmaBissio mapagr OBt yle

determining a destination network address for use with the communication that is
specified in accordance with a network addressing protocol used by the one or more
intermediate networks, the determined destination network address including a
partial network address that corresponds to the another communication manager
module whose associated group of computing nades includes the destination node,
the determined destination network address further including an indication of a
network address of the destination node specified in accordance with a distinct other
network addressing protocol used by the sending computing node; and

using the determined destination network address to forward the initiated
communication to the destination node via the one or more intermediate networks.

[c111] Clause26. A method for a computing system {o manage
communications between computing nodes, the method comprising: under control of
a communication manager module that manages communications for multiple
associated computing nodes,

receiving an indication of an outgoing communication from an executing
program on a sending node that is one of the associated computing nodes for the
communication manager medule, the outgoing communication being intended for a
remote destination node that is one of multiple other computing nodes associated
with another remote communication manager module, the sending and destination
nodes being part of a first virtual network that uses a first network addressing protocol
such that the destination node has a first destination network address that is a virtual
network address for the first virtual network specified in accordance with the first

network addressing protocol, the communication manager module being



62 with the one or nore comunications that is specified in
accordance wth a network addressing protocol used by the one or nore
I nternedi a S, the determ ned destination net
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with the program execution service, wherein the communication manager module is

provided by a virtual machine manager module of the one physical computing
system, wherein the destination node is one of multiple virtual machines that are
hosted by ancother of the multiple physical computing systems, and wherein the
automatic generating of the distinct second destination network address for the
destination node includes interacting with a system manager moduie of the program
execution service to detérmine the partial destination network address for the
destination node that corresponds to the another communication manager module.
[0113] Clause 28. The method of clause 26 wherein the first virtual network
is a private virtual local network to which the sending node and the destination node
belong, wherein one or more other of the multiple computing nodes associated with
the communication manager module belong to one or more other viftual networks,
wherein the at least one second network is a non-private network over which



[0134] d ause 49. The system of clause 46 wherein the at | east one
comuni cation nmanager nodul es each includes software instructions for

execution ,0f one or nore conputing systens.
A ause 50. sys%/em of clause 46 whgjein each of the %?T"PSezggs?U]‘sg’é]’
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64 CLA Myjestination computing node that is specified in accordance with the second network
addressing protocol, the destination network address including a partial destination
network address for the destination computing node that correspends to multiple
computing nodes and including a representation of the virtual network address for
the destination computing node; and

providing an indication of the generated destination network address for use
in routing the communication over the at least one intermediate network to the
destination computing nede,

[0115] Clause 30. The method of clause 29 wherein the automatic
generating of the destination network address is performed under control of a first
communication manager module that manages communications for one or more
computing nodes that include the source computing node, and wherein the partial
destination network address corresponds to a remote second communication

manager module that manages communications for the multiple computing nodes



What is clainmed is: 1. A nethod for a computing systemto configure
conmuni cat i ons between conputing nodes, the method conpri sing:

under cont &o 50881587 0MMuNi cati on nanager nodul e t hat MBRAIES000/038667
comuni cat i ons flor “nul tiple associ at egg conputi ng nodes,

recei ving an outgoi ng comuni cation froman executing programon a

sendi ng npdeiridafe tHe esginatioh Medasseth Biat the: RIRMY dTdhe edamdmtationeover
conmmuni cati on manager nodul e, the out (%m ng communi cation, i ntended for

a renot e #estl Igast Bne vigEmediate nehaie W therdpelination samputiteniads gludes
nodes asspfitifg Bt dhhuARAGE fo 1R/RiBnE BERMILIHdiHAM Rlodiul e,

t he out goi ng Tonmuni cati on having an 1 ndi cat estination address
that is a firdt&lesilanse 3bn nbewoetoodddl ekwse 030 whereissthenmetiod fgther

oot ocol SOVPIEeS; PEDE, P iER 7 c8fets bREMuoREAR e e TGS, atter the
nodul e be¢gramanication Btduted Yo tHenseindcdmmihieatioroirizeageomadolec asingrthe
e R BeE e SR RSB She SRSl BBl HEREA bkt
aut omat i Cighhtifty 488 ASTiRARh bdmptihE NG A0 favAEHiREtHES c@MHthLda%i@ﬁ thQhe

send the outgoi ng comunication to the destination node; an
i f the exdenlifiedgigstipgliemeespedienifdened to be authorized, sending the

out goi ng co j..C at th est | [ r catle
second net m%wr?g?/ 'Cifilisd 82 NPhdl® Heict aﬁ?o%?sl%cgfywhg'%g?rﬁh%i ?%tng%ﬂgd
di stinct destioatibrdestwarktaddresseativiberkinalddes sa idpriier ferdhenviracd oetleorkeso

het vor k. darrea et 4efede e MeeRlaleP e it ERRRE b B hiegPon
the destifrsthi eie nterdtededesindtibs seawnd Addrass kKbhaxddr e$sSicast i OpAreobn

t hat corresponds to the anot her conmunjcation nager nodul e and
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speci fi edphbRirRGERERREEe Wi th the first network addressing protocol;

[0118] Clause 33. The method of clause 29 wherein the partial destination
neiwork address of the generated destination network address reflects a topology of
the at least one intermediate network so as to correspond to a portion of the at least
one intermediate network that includes the multipie computing nodes.

[0119}] Clause 34. The method of clause 29 wherein the partial destination
network address of the generated destination network address corresponds to a
physical sub-network in which the multiple computing nodes are co-located.

[0120] Clause 35. The method of clause 29 wherein the automatic
generating of the destination network address is performed under control of a
system manager module that maintains information about multiple virtual networks
that each include multiple computing nodes, the maintained information including
information about computfing nodes fo which virtual network addresses for the
multiple virtual networks are assigned.

j0121] Clause 38. The method of clause 29 wherein the automatic
generating of the destination network address is performed under control of a
communication manager module that manages communications for one or more
computfing nodes that include the source computing node, and wherein the
automatic generating of the destination network address includes interacting with a



automati cal ly nodi fying the outgoi ng comruni cati on so as to enabl e an
overlay of the first network on the at | east one second network for

the 65 OUI“Q% s sqggrrunl cation w thout encapsul ating thﬁ%@”ﬁ%ﬁd{&%ér

comuni cation 1n one or nore distinctggomunications to
the at | east one second network, the m)dlfyl ng of the outgoing
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second de'E'quWQ?'PBnhﬁB} &ﬁﬁkf‘%m‘a e SYStem manager ﬂ%ﬁ?&t%ﬁ"sm naing; ﬁ% the
wher ei n tdestipaben aehaitk bigresendi ng node is a first program being
executed on behalf of a first customer of a program execution

servi ce, wher dPtR3l {daushdl ng e deethed shelaype @ﬁl\?heﬂﬁ‘@ e recrivedhinginatien
that are fbpgbedo bMeQﬂﬁmﬂﬁni’EHircSri B BePLbHt i icth tﬁé’%ﬂf’de’"ﬂorﬁpﬁﬁmode to the

associ ated with the program execution service wher el n
communi cadesanahma@@npumgun@de ds @nowiuigsing communicatitn seith bnetheaseuyoe

nodul e of e h

execut | ore LURYRC O 3he M B shiPrricArb Nsilh PR Al el BRGREE ™
virtual rthefﬂeﬁaandimtcommttthg)stcﬁé fyindivatéhan inferided rgviﬁtein]lcblcﬁ tp@m@ﬁhg
cust orer RTTHECEHSr 2 HEESH gne SOPYRES, ChrdewRBI LA He ey GSRRIAIES
det er m ni qigtinhtidrN Be @R WHLRSs (ihdISdePfPIARIMY Hreadlithdlhg eBfrMuisRBH th S
out goi ng conmuni cation tQ the destination node includes interacting

with a syt éﬁtmgéemh%@mewm%éo Gedgrisn breganaratedsdasiination petwork
det er m neygre dés% rBhfé&e%%rﬁﬁﬁ%tfo%@é?%%ﬂggst%eﬁﬂ%ﬂﬂ%&%ﬁ% 8 gons

to the second cust clarm
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t he anot her renote comuni cation
addressing information for the destination computing node to the generated
destination network address and providing the dummy addressing information to the
source computing node, and wherein the providing of the indication of the generated
destination network address includes, after the source computing node later sends
the communicaﬁon and uses the provided dummy addressing information to indicate
the destination computing node, using the generated destination network address in
place of the provided dummy addressing information.

[0124] Clause 39. The method of clause 29 wherein the source computing
node is one of multiple virtual machines hosted by a first physical computing system,
wherein the first physical computing system is ene of multiple physical computing
systems used by a program execution service to execute programs on behalf of
customers, wherein the source computing node executes one of more programs on
behaif of one of the customers of the program execution service, wherein the
method is performed by a virtual machine manager module that executes on the first

physical computing system to manage communications by the multiple hosted virtual



66 manager nodul e, the incom ng comruni cati on having a representation
of a first source network address for the renote sending node that is

specified h te sending node using the first nefwor
addr essi ng%%@%ﬁ%?ﬂot he i ncom ng cor‘r‘gaml cation furt herP‘FlTé{Uf’zr%gl‘Qs“"
representation of a th| rd destination network address for the one
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node usi ng ressing protocol

aut omat i cthel wedengr of rﬂwagcorhmdmnationofrbng th@nmce:artomwutlr@ viabedto the
based at art..on t e network . .a
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comuni cagrh pBRalf 6F theg refrantesatitish edrnfe s Ad ROprovide thaittual network to the
if the incom n% comuni cation is determned to be valid, using the

third des®heisteMehet work address to provide the incom ng ‘
communi cation Eﬁs{ ftaaﬁélﬁﬂﬁssﬁ’ﬁé%% HOSFPYLLQY 2§qgﬁereﬂ’t fhe providing of the

conput er-inpl enent e met hod con I guring comruni cation
conput i ngndicdtien afhthengeherdtasb tpsiination: network addesssi farngsearin cotiting ribe

comuni cation froma sendj ti J that is intended for
Cemote dectTRupieBROR AL g ahddest PRE BETESHREE cistwhk E50RE nofkrRen
an indi cadceﬁbtdegtmaitm [soperéstthealsso bBab dnabr & bséridlest ihraditton methvom &n
address f qe destipati on, node, s ﬁle ed by the endlﬂg node usjn
a first VB R fiec B rgd ﬁ%t’@é’é‘ﬁ ffef *ﬁ W”P@P”'ﬁé? ?%@"%’é’ﬁﬁ'ﬁﬁgﬁl

node bei Wﬁe%ﬁﬁl‘dﬂhl‘éﬁﬁéﬁ/ i k&n@%@ﬂﬁ&*ee&isﬁrﬂzttc'&ﬁwrﬂﬂ%éét%&'t@%é‘@&ﬁ MeR thd at
| east one ot her second network that uses a distinct second network

addr essi rgagiranedaigirmediate network,
[0128] Clause 41. A computer-readable medium whose contents enable a

computing system to manage communications, by performing a method comprising:

receiving an indication related to a communication intended for a destination
node, the destination node being part of a first virtual network that uses a first
nefwork addressing protocol and having an associated first virtual network address
using the first network addressing protocol, the communication to be sent via one or
more networks that use a distinct second network addressing protocol;

automatically determining a destination network address for the destination
node using the second network addressing protocol, the destination network address
including a partial destination network address for the destination node based on the
second network addressing protocol and including an indication of the first virtual
network address; and

providing an indication of the determined destination network addréss S0 as
fo enable sending of the communication over the one or more networks to the
destination node.

[01271 Clause 42. The computer-readable medium of clause 41 wherein
the communication is from a sending node that is one of muitiple virtual machines
hosted by a physical computing system and that is part of the first virtual network,
wherein the one or more networks are part of at least one intermediate physical
network between the sending node and destination node that uses the second

netwoerking addressing protocol, wherein the method is performed by a virtual



bef ore sending the outgoing comuni cati on over the one or nore
I nternmedi ate networks, automatically nodi fying the outgoing
communi cation. so as to enable an overlay of the first network on th
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first destl nati on networ k address; Initiating forward
of the rmmtvvpédownegenﬁ@r@mmw@ksmherelrtm@ feisrgtwar aﬁdrﬁm profocol

the at nté’ijﬂgt oM VRTIEE K , Wheldlf #ECQBbHETEARK' Slressing
g&%e met ho g& h?‘ﬁe

network adres aim4 erein
aut omat i cprotuiol ya irgemiet tFretocul gersiog € qiRve)i arat wbersis the determindngimdéhe

control rst go ni catio nager ..modul e that nages .
conmuni ca‘i?sgﬁg{'?'br”%wgr%rad E‘Ug%lﬁ %ﬁﬁt”ﬁ%ﬁ’@s RPfgt mpﬁ%ead%eqe@tmg the
sendi ng ngsiginatbreneiwdrt Bedieast 1 al destinati on network address
corresponds to a renote second communi cation manager nodul et

manages conmuriPt28l ildase 43 t hbe sampuisrscadaii mediim ohegus 4 WW%‘P'UJBE
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control o e secon comuni catl on manager recel vi ng
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[0130] Clause 45. The computer-readable medium of clause 41 wherein the
contents include one or more data structures comprising one or more entries for use
in storing network addresses, the one or more entries including a first entry that
contains the first network address specified in accordance with the first network
addressing protocol.
101311 Clause 46. A system structured to manage communications between
computing nodes, comprising:
one or more memories of one or more computing systems; and
at least one of multiple communication manager modules that are configured to
manage communications between multiple computing nodes via one or more
intermediate networks, such that each communication manager module manages
communications for an associated group of one or more of the multiple computing
nodes by:
after receiving an indication related to one or more communications from a
source computing node to a destination computing node that is part of the
associated group for another of the communication manager modules, the source
computing node being one of the computing nodes of the associated group for the

communication manager module, determining a destination network address for use



forwarding at | east a portion of the received i ncom ng comruni cati on
to the destination node by using the first destination network
addr ess. The nmethod of claim5 wherein the receiyve
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based at |east in part on e first source network address

COrrespo nmaﬁ‘gomnée wﬂm@utdm’ﬁlgch@*@éf aetweRe addeseipgmiatosal eses pyhthensource
desti natlcgﬂn ed at least in part on the second source

net wor k dr'ess corréspondl ng to the first communication nmanager
nmodul e. pravidi emiaticatiombf tleadeterhinée destmatibe netweketddeess for use
nodi fyi ng_of the qutqgoing conmuni cati.o erforned under control,. of
BT rot OB ARTTER D N ReaGEre AU WieHienS FJBe ChnHLATa NEHESHETe
one or NHeAwEARNY thddestpRiEsn tB@putifghtdgle the sendi ng node, wherein
the received OUt&ﬁ' ng communj cation further includes an indicated

first source M¥BRbOEUetessTosYstRE ShaGURY Afowbetaiming detgraning by a
by the senghhigniBash Ht%hagerzﬁ rﬁggdulbro?tthé‘ééé‘tﬁéﬁoﬁﬁgﬁrﬁ}?}? hBGreRE 4raRe! witAdtk

wherein the nethod furth rises, under the control of the first
communi ca&iroerensonaenication ing! interantiag with 2 cemaiedsyisteromanager module

communi ¢ g0 ROk Aol PaddieBISR AL BLLARAO Lo 6F AdYbAhe! et BEcach

recei ved oUt goi Ng conmuni cation i s va n part on
the sendmigthaodembmmu;atlahl Paedgén rrmnlmmsnlthat;ate:mtimg meludiést ipratidiog an

od of cl 4 wh t.h t ti di fyi
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comuni cabhtiseBrgrgesr mutel systdhatmantyeg esodudeanconipiredts ihieradtheith the
mul tiple cc1 uting nodes that incl u{?? t he destination node.
mu Pgle communication manager modules
[0133] Clause 48. The system of clause 46 further comprising muliple
computing systems that provide the muliiple communication manager modules, one
or mare of the computing systems each hosting multiple virtual machines that each
provide one of the multiple computing nodes and executing one of the
communication manager modules as part of a virtual machine manager module for
the computing systém, such that the computing nodes provided by the hosted virtual
machines of the computing system are the associaied group of computing nodes for

the executing communication manager modtile.



69 9. The nmethod of claim4 wherein the automatic nodifying of
t he out goi ng conmuni cation is perforned under control of a first

conmmuni cat ] r nmodul e that manages conmunicatio
nor e conpu{"'i?’[}laggz{%g.‘gg that include thegsending node, ?ﬁ#&@@%ﬁg
met hod further conprises, under the control of the f| rst
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ver tilndgREAS o dl8 BRipRlingEydbmshe first destination netvor

addr ess stination no a renote second conmuni cation
manager nodul @efaClavsaddes Tunsisters of clanse #6rwheareinmachigithe ablﬁpaimnfg

et m o aavEititt MRt Ak el B of 2 anedi 10 TR oBlacin
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execut e prﬁg gm; on behalf of custoners, wherein the sending
conput i n§PE8&Yexecutes a first program on behal f of a first

custoner, whegfbhrddafiteahi iRAEEIRSh ROAERY tb ttheN@dmoRX @BHINAMicatRAS T a
program on behal f of a second custoner, and wherein the renote server

provi des SQU@FSPéFﬂPHﬁﬁ&g@Qd%ﬁuﬁedﬁi}r“afﬁ% FoRHting erde uhpbrs sartiefethe
11 The mRL6aGedlqrd ha {8} And¥ABF 8F thd BEmARAREN nﬁ%@m 6s. the source

desti nation no cal netwo erein
first des:bmwartln@nnodethmg(caaeldxféwc@mpatmg nodes oﬁwﬁé’remsmlatmt@l@splfeeme

e S CRER - had I B RSl ki Bl e
avai | abl githaht mesgndomreocorosianications thaflid. spebifietin bocbrdanad altnadnetwork
wherein tarr:]igreség%%i pr}" torégldgse%ﬁby %h%eorgeegrt rhglaetm?ermedlate networks, the determined
destination network address including a partial network address that corresponds to
the another communication manager module whose associated group of computing
nodes includes the destination node, the determined destination network address
further including an indication of a network address of the destination node specified
in accordance with a distinct other network addressing protocol used by the source
computing node; and
providing an indication of the determined destination network address for use
in sending the one or more communications over the one or more intermediate

networks to the destination computing node.

[0136] From the foregoing it will be appreciated that, although specific
embodiments have been described herein for purposes of illustration, various
modifications may be made without deviating from the spirit and scope of the
invention. Accordingly, the invention is not limited except as by the appended claims
and the elements recited therein. In addition, while certain aspects of the invention
are presented below in certain claim forms, the inventors contemplate the various
aspects of the invention in any available claim form. For example, while only some
aspects of the invention may currently be recited as being embodied in a computer-

readable medium, other aspects may likewise be so embodied.



node are each associated with an identifier corresponding to an

entity on whose behal f the sending node and the destination node are
operating, wherein the nodifying of the outgoing comrunication

further includes constructing the second destination network address

so as to include the identifier, and wherein the 70 nodifying of the
out goi ng communi cation so as to enable th%4overlay of the first

network on the at | east one second network Tor the outgoing

comuni cation is perforned w thout encag&g%ﬁﬁing t he out goi ng

conmuni cation in one or nore distinct ¢ cations to be sent over

t he at | east e t wor k. 13. The nmethod of claim4
wherein the ﬂ&ﬁg{%ﬁéﬁagpagaddressing protocol is Internet Protocol
version 4 (1Pv4), and wherein the second network addressing protocol

is Internet Protocol vershé&Rol fok Y @omputing systém TdedmghRd c8hntldédfons
4 wherein the received outgoing comunication further incCludes an

i ndi cat ed fi rigtween cemphéngwereadte awhedcompasivgndi ng node that is
specified by the [ n e _usi,n i n S

pr ot ocol , mhereinﬁﬁﬂgkdggﬁﬁﬂaf?oh g%ﬁ%ﬁg$%%ﬁ%Bd§&ﬁ§é§rﬂﬂg&@?rgﬁ&:rnmnmes
net wor k addr exsamgnipatiorecior nutipla assboisteld doonpatingnddee, dest i nati on

conmputi ng node bel ongs, and wherein the nodified outgoin X
communi cation further RETIBGENAHGORS EamBHueRiinTo dinesxecting program on a

includes a repmaRictd Pt &f odd16f thierdsositEdCEoMBLIMY Ko HoR 8% c&Bmunication
that the destination node receives a copy of the outgoing

comuni cat i orMémRger; Mogdulewihesutdsing cowmurtieation interidadstor shigroete destination
net wor k addr eliflal %eovd]é éx‘sr.tnuﬁlﬁﬁetebtﬂgli bgﬁpnﬁﬁ%!&éagg%cﬁﬁaﬁed with aqog%r%rl remote

The net hod of claim erein second net essing pro
uses nore bi tonounieptias etanageneiosoife the duggdng bamnidrdcdtionsiavivet aniindicated

addressing protacol, sych that the overlay aof the first network o .
the at | oast gl AfomsbaBrk s Adrtiehafion MideprigduEss dabfhy destnation
destinati on neIdeOidecHrEAr 95 theSSerting Aot GisgSal ARk inedlokNRidPedsingd Brotb &8t for a
second network addressing IErot ocol to represent the first network,

the subset offiréthérigpk seorknthec epraumicaliansBapagedwdiitabPiis prREMNicatively
S0 222 | o e 68 SRARAL e Pl S BHURSE L BRI oter
pr ot ocol . second physical network that uses a distinct second network addressing protocol;
automatically determining if the executing program is authorized to
send the outgoing communication to the destination node; and
if the executing program is determined to be authorized, sending the
outgoing communication {o the destination node over the at least one second
network by,
automatically determining a distinct second destination
network address specified in accordance with the second network addressing
protocol, the second destination network address including a partial destination
network address for the destination node based on the second network
addressing protocol that correspends to the another communication manager
module and including a representation of the first destination network address
specified in accordance with the first network addressing protocol;
automatically modifying the outgoing communication so as to

enable an overlay of the first network on the at least one second network for the



71 16. The method of claim4 wherein the sending node is one
of multiple virtual machi nes hosted by a physical conputing system
and wherein the nethod is perforned by a virtual machi ne manager
nodul e that executes on the physical conputing systemto nanage
comuni cations by the nmultiple hosted virtual machines. 17. A
conput er - r eadabl e medi um whose contents e%%ble a conputing systemto

configure co ni.cations hetween. conputing npde b erformng. a,. .

mot hod compr | LGS communication yitotaneseyaing te, ptoRing.caBmuBisation jn one
a sendi ng nodg rhereadidMsdti A ORicERsIR WSbé et bidrsthedR848tare0second network,
net wor k address specified in accordance with a first _network

addr essi ng prtbe oeefifylagof the outggiric comseiieafipn: icluslinggiegging the indicated
communi cat i oraetsﬂnét;tgﬁ g(g@irew?a fh%méigﬁﬁneg%récmd8§tir@gﬁn ntréﬁxéa\?rm{é&%nd

use a second netwo essing protocol distinc irs
net wor k addr essi ng pr ot ocol jnitiating forwarding aefittenatadifidd putetrey comimugication

di stinct secqng, destination net. k dress specified in,accqrdance
Gith the secdnanhaRtiton taaouRhS oF St o SBeand seforR (BREH iy g pecond
net wor k addr egstihéfdricétiaridapdieksal destinati on network address for

t he destination node based on the second network addressing protocol
and including an indication of the first destination network address;

and di fy t QO N j i e .
it es the secihd wiREREPEYMARLDS, FRTELET b0RyT0rlesebl noge
t he nodi fi ed aodirgioprogramniainigc akearted cort tiehdéfsof reafirsincusid@enwefr at pregram

one or nore networks, the modifyi erformed w thout, encapsul.ating ..

the out goi ng BRI 5846 Y 8RB SRSINS BPde it one & RHRPIEYIHgRLMachines
18. The conpuhgtareqrbadd BYHﬁéldﬂ?ﬂlﬂﬁplébﬁ?ﬂbéﬂcdﬂﬂﬁﬁﬂgﬂsyﬁf@n§§§‘éﬂdﬁe@%ﬂ the
is one of multiple virtual machines hosted by a physical conputing _
system wher dradiaAt GxSCHERN | Sergiees orhfseinbihey eammuBicatien: hinaeagein spstule is

Communi cat i oftohad ) 8 HRERREERES maRERY rPAURY Bf 9B Ee FIAREL computing
conpri ses f orsyatedt ng kdhalfmddhé ipeogram execution service, wherein the destination node
is one of multiple vidual machines that are hosted by ancther of the multiple
physical computing systems and executes a second program on behalf of a
second customer of the program execution service, and wherein the automatic
determining if the executing first program is authorized to send the outgoing
communication fo the destination node includes interacting with a system
manager module of the program execution service to determine if the first

customer is authorized to send communications o the second customer.

3. The method of claim 1 wherein the first virtual network is a private
virtual local network to which the sending node and the destination node belong,
wherein the at least one second network is a non-private network, and wherein the
method further comprises, under the control of the communication manager
module:

receiving an incoming communication for one of the multiple
associated computing nodes from a second program executing on a remote

sending computing node that is associated with the another remote communication



72 out goi ng conmuni cation to the one or nore networks, wherein the
first network addressing protocol is Internet Protocol version 4
(I'Pv4), wherein the sending node is part of a first virtual network
that uses the first network addressing protocol, wherein the second
net wor k addressing protocol is Internet Protocol version 6 (IPv6),
wherein the one or nore networks are dist%%ct fromthe first network

d t of at |east i nt ermedi at e “physi cal network bet ,
the sendi ng ABERAERATARYE! ik MEATHGGEOTHEMIGREYT FRUNget SRisRERiRBTR oA G frst

addr essi ng preatufkohetwadRdaddiess Fat thbeemB SoHdity Abdd fat PUERBYIME by the remote
comuni cation is perforned so as to enable an overlay of the first

network on tHENEING drodeoresingt iRt khirst network 1 addmessingonpigtascl.r dagaBiceming
medium of ¢l AoMrdnitBdielilnhde nGOmBULe Fed:e8dAch B4 UiS dBLulARA! network

one of a nenory in a conputing device and a transm ssion ne
transm tti ng asldgessefat thed g mabodatetdacornpgfitdheoderthainissspecified by2fe remote

The conputer-regdabl e nmedi um o, laim17 erein the contents are

i nstructions SFH@PQ\MP&? @'&mee%sﬁg‘%g‘@”f ﬂ%‘y\%aﬁlﬂgtq“ﬁt_ﬁcg ystemto perform
the net hod. 21. abtosyaticany sddteehiHngdift eC Biabhiitg ©communication is valid
communi cati ons between conputing nodes, conprising: one or nore

menories of &@EeBrainisAst EbRBLt Pmdha Yisslenpircamptwork addrespeepstespradipy to a
multiple cOmpRfiahh MbIPHRASE AMBAELAS daf cBhfFRRIHAYE Ank Lt B8 iated
et tip odes via one or nore

conmuni cat i ons en mu e conputing n
i nt er medi at e coetpmingsodsuahdt hat each communi cati on nmanager nodul e

manages out goi ng comrupi cations.for an assqciate r ou f one .
m)regof thegrml ?i pl e cgn’%ﬁt |pﬁ%mmgd8gmwmca ion s c?etgrmlngdoto be vah)é, using the
third destination network address to provide the incoming communication to the

one associated computing node.

4. A computer-implemented method for configuring communications
between computing nodes, the method comprising:

receiving an outgoing communication from a sending computing node that
is intended for a remote destination computing node, the outgcing communication
having an indicated destination address that is a first destination network address
for the destination node specified by the sending node using a first network
addressing protocol for a first network, the sending node being communicatively
connected fo the destination node via at least one other second network that uses
a distinct second network addressing protocol;

before sending the outgoing communication over the one or more
intermediate networks, automatically modifying the outgoing communication so as
to enable an overlay of the first network on the at least one second network for the
outgoing communication, the modifying of the outgoing communication including
changing the indicated destination address to a distinct second destination
network address using the second network addressing protocol, the second
destination network address including a partial destination network address for the

destination node that corresponds to multiple computing nodes that include the



after a sending conputing node initiates a comrunication to a
destination conputing node that is part of the associated group for

anot her of the conmuni cati on manager nodul es, the sendi ng conputi ng

node bei ng one of the conputing nodes of the associated group for the
comuni cati on nmanager nodul e, determ ning a destination network

address for use with the 73 connunicatio that i's specified in
accordance w a_het wor k dr essi g coI or. npr.e
e er mad: at o SRRLTRTRE REk. . SRhnf CeESiRaR et A Tiigertdhg a
i ncluding a paptdsahtdtiohwdtte AdedHesdtiBAhabREkeRRPESS ahd the anot her
communi cati on manager nodul e whose associ at ed group of conputln?

nodes i ncl udes t hdnifiaiiig rfafwamtn@ocfé thenemgdified noniaeing segmanunisation to the
net wor k addr ngl,u n o}

o the dosti rarindlior lodbter oGt Aact Whe HecBla Hiotfol? HREY, @ Hhe Rboond
net wor k addrekshngmpwmewwmkadémﬂsby t he sendi ng conmputi ng node; and
using the determ ned destination network address to forward the
initiated comruni cation to the destination node via the one or nore

i nternmedi ate netwy ks. The meth@®-of TH8InS YA Brain Maidicrhal eh&difidd @f the
determ ning by a comunication manager nodul e of the destination

net wor k addr é3899ing epeMUNicAtian denprIfaraed gndenicontiekaf ey fists eprmugication
node to a de r t

manager modarteras M hatdioiilEs M ELASRIOR W bRodriioR GriihGHoces
of conputi ng thaidesluder theaséndifg trimelecwhemnclatszl partigbdagtérationdudtesrk bldress
i nteracting |nclud|qgiFrOV|d|n an |$d|cat|on to the Séste

modul e of thEOHESPPITE KA TRBILS SECORT LORMHUCAtion,mARpEHIMoRUle that manages
accordance Wddmrhhigicatidiey fcﬂeih‘éoHﬁ!tﬁﬂé’rmmﬁagpﬁ%é’éﬁ%atuﬁaﬁﬁijdEYtHehéestmatlon

sending node, the interacting further including receiving a

i ndi cation fmeges Radsybeei o apethordydher 6PMPRgepavndef] cofétqhmfkthe second
addr ess that c%?ﬁc{ﬁﬁﬁlegw%ntaﬂa bemdhgiher communi cation manager nodul e

whose associ at'ed group uting hodes includes the destination
node, and wher ei n réd¢eiviag dhe madifi¢dh eutgoimgp coswmsuricaticor fomwarlesydh dhe at least
manager modul es configured to interact wth the

| t.i pl o
Conmuni cat | orP FerEe HEErEgs an eomingscommuicaliog inisndep {phg, destination

further conprigdieng nultiple conputing systens that provide the
mul ti pl e conmuni cati on manager nodul es, one or nore of the conputi ng
systems each host irdigemingt the eeprasentationsohi tes firstadestinionr sefwmsk opddress

of the multipl&, GMitthB%s ﬁsd@é}“aﬁéﬁ%ﬁveﬂ( a5 é%fs Bﬂ%‘le received mcommg

communi cati on nmanager nodul es as part vi'rtual i ne nmana
modul e for thenroupiogiiorg and

forwarding at least a portion of the received incoming communication to the

destination node by using the first destination network address.

6. The method of claim 5 wherein the received outgoing
communication further includes an indicated first source network address for the
sending node that is specified by the sending node using the first network
addressing protocol, wherein the modifying of the outgoing communication by the
first communication manager module further includes adding a distinct second
source network address for the sending node using the second network
addressing protocol that includes a representation of the first source network

address, and wherein the method further comprises, under the control of the



74 system such that the conputing nodes provided by the hosted
virtual machines of the conputing systemare the associ ated group of
conputi ng nodes for the executing comruni cati on manager nodul e.

24. The system of claim 21 wherein the comuni cati on nanager nodul es
each includes software instructions for execution in nmenory of one or
nore conputing systens. 25. The sysiem of claim 21 wherein

each communi ¢ t|o rrana dul e _consi st f a s f
out goi ng co gﬂfné?arpéﬂ &%@@Pét@&%@o&?do eg?{g ﬁ}e Ei%?v\éaq 8’t RE the
mul tiple corrmdnnmgnmeﬁm Bortion to the destiratibgr n@dée%hﬂ%QIQﬁQPtthégrecelved

node initiates a communication to a destination conputi'ng node t
is part of tHBCYBEGGURBHNIGAHM iF wilidbrsedeat leastin@agiormilia frat ﬁ@iﬁ' ce network

manager mdu'&ﬁre%s‘f‘?g%@%r{%& tcbﬁﬂ)uﬂﬁg &%’eﬂﬂ’o\ﬁ?&? 18T cdnifunicate \énth the

conput i ng nodes o e associ at grou communi cat on man
nmodul e, det erdﬁsﬁha@mnd@@anﬂ@ase@ ah@a\abmmarddm des séamdusmiree hbtwidre address

comuni cati o accordance w th a, network
addr essi ng p&gﬁ%%@f)ﬁ%gé@o g-‘f ﬁjrﬁgc%'ﬁpuﬂcwpén?'}ﬁg@ﬁ%%qug?e net wor ks,
t he determ ned destination network address including a parti al

network address that corresponds to the another conmmuni cation manager
modul e whose assochat ed hgr Bigthed Aodlpim i hgvhrsgies the@ulersstie eodifying” of the

destination % Cg%rﬁlﬁh c'%haﬁqsdﬁea% Qlﬂdgret pﬂﬁgl B 85s EShhiRhcation

i ncluding an t1on o a net e destinati on node
specified in raemgeﬂan@@lwthat raaamh@smMmanhahomﬁetomnb cxchsrescoinmguting nodes

prot ocol use nd|n conmputi ng, node;
t he determi ng gé]"fq?a NBQ %zd%Psgf‘é” ttBefr(‘?PWé(Pg PHgoing; pq;rgpg@zcatlon
communi cat i ofuftigert imelﬁ%starnatdléalemﬁﬁ dircd MRIOHR AIdrEBS for the sending node
I nt er medi at e net wor ks,
that is specified by the sending node using the first network addressing protocol,
and wherein the method further comprises, under the control of the first
communication manager module and before the forwarding of the communication
portion to the destination node, verifying that the received outgoing
communication is valid based at least in part on the sending node being allowed

to communicate with the destination node.

8. The method of claim 4 wherein the automatic modifying of the
outgoing communication is performed under control of a first communication
manager module that manages communications for one or more computing nodes
that include the sending node, and wherein the method further comprises, under
the control of the first communication manager module and before the modifying
of the outgoing communication, automatically determining the partial destination
network address for the destination node by retrieving stored information that
indicates an association of the first destination network address for the destination
node to a remote second communication manager module that manages
communications for the multiple computing nodes that include the destination

node.
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9. The method of claim 4 wherein the automatic modifying of the

outgoing communication is performed under control of a first communication
manager module that manages communications for one or more computing nodes
that include the sending node, and wherein the method further comprises, under
the control of the first communication manager module and before the modifying
of the outgoing communication, automatically determining the partial destination
network address for the destination node by interacting with a remote server that
maintains an association of the first destination network address for the
destination node to a remote second communication manager module that
manages communications for the multiple computing nodes that include the

destination node.

10. The method of claim 9 wherein the sending and destination
computing nodes are part of multiple computing nodes used by a program
execution service to execute programs on behalf of customers, wherein the
sending computing node executes a first program on behalf of a first customer,
wherein the destination computing node executes a second program on behalf of
a second customer, and wherein the remote server provides a system manager

module for the program execution service.

11.  The method of claim 4 wherein the sending node and the destination
node are part of a virtual local network, wherein the first destination network
address is a virfual network address used by the sending node for the destination
node on the virtual local network, and wherein the second destination network

address is not available to the sending node.

12.  The method of claim 4 wherein the sending node and the destination
node are each associated with an identifier corresponding to an entity on whose
behalf the sending node and the destination node are operating, wherein the
modifying of the outgoing communication further includes constructing the second

destination network address so as to include the identifier, and wherein the
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modifying of the outgoing communication so as to enable the overlay of the first

network on the at least one second network for the outgoing communication is
performed without encapsulating the outgoing communication in one or more

distinct communications tc be sent over the at least one second network.

13.  The method of claim 4 wherein the first network addressing protocol
is Internet Protocol version 4 (IPv4), and wherein the second network addressing

protocol is Internet Protocol version 6 (IPv6).

14. The method of claim 4 wherein the received outgoing
communication further includes an indicated first source network address for the
sending node that is specified by the sending node using the first network
addressing protocol, wherein the destination computing node uses the first
network addressing protocol for a network to which the destination computing
node belongs, and wherein the modified outgoing communication further includes
an indicated source address that includes a representation of the first source
network address, so that the destination node receives a copy of the outgoing
communication that is shown as being sent from the first source network address

{o the first destination network address.

15. The method of claim 4 wherein the second network addressing
protocol uses more bits to represent a network address than the first network
addressing protocol, such that the overlay of the first network on the at least one
second network includes constructing the second destination network address so
as to use a subset of the bits for the second network addressing protocol fo
represent the first network, the subset of the bits of the constructed second
destination network address including the representation of the first destination
network address specified in accordance with the first network addressing

protocol.
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16. The method of claim 4 wherein the sending node is one of muitiple

virtual machines hosted by a physical computing system, and wherein the method
is performed by a virtual machine manager module that executes on the physical
computing system to manage communications by the multiple hosted virtual

machines.

17. A computer-readable medium whose contents enable a computing
system to configure communications between computing nodes, by performing a
method comprising:

receiving an outgoing communication sent by a sending node to a
destination node using a first destination network address specified in accordance
with a first network addressing protocol; and

before sending the outgoing communication to the destination node over
one or more networks that use a second network addressing protocol distinct from
the first network addressing protocol,

automatically determining a distinct second destination network
address specified in accordance with the second network addressing protocol, the
second destination network address including a partial destination network
address for the destination node based on the second network addressing
protocol and including an indication of the first destination network address; and

modifying the outgoing communication so that it specifies the second
destination network address for use in directing the modified outgoing
communication to the destination node over the one or more networks, the
modifying performed without encapsulating the outgoing communication in one or

more distinct communications.

18. The computer-readable medium of claim 17 wherein the sending
node is one of multiple virtual machines hosted by a physical computing system,
wherein the method is performed by a virtual machine manager module that
executes on the physical computing system to manage communications by the

multiple hosted virtual machines and further comprises forwarding the modified
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outgoing communication fo the one or more networks, wherein the first network

addressing protocol is Internet Protocol version 4 (IPv4), wherein the sending
node is part of a first virtual network that uses the first network addressing
protocol, wherein the second network addressing protocal is Internet Protocol
version 6 (IPvB), wherein the one or more networks are distinct from the first
nefwork and are part of at least one intermediate physical network between the
sending node and destination node that uses the second networking addressing
protocol, and wherein the modifying of the outgoing communication is performed

so as to enable an overlay of the first network on the one or more networks.

19. The computer-readable medium of claim 17 wherein the computer-
readable medium is at least one of a memory in a computing device and a data

fransmission medium transmitting a generated signal containing the contents.

20. The computer-readable medium of claim 17 wherein the contents
are instructions that when executed cause the computing system to perform the

method.

21. A system structured to configure communications between
computing nodes, comprising:
one or more memories of one or more computing systems; and
at least one of multiple communication manager modules that are
configured to manage communications between multiple computing nodes via one
or more intermediate networks, such that each communication manager module
manages outgoing communications for an associated group of one or more of the
multiple computing nodes by:
after a sending computing node initiates a communication to a
destination computing node that is part of the associated group for another of the
communication manager modules, the sending computing node being one of the
computing nodes of the associated group for the communication manager

module, determining a destination network address for use with the
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communication that is specified in accordance with a network addressing protocol

used by the one or more intermediate networks, the determined destination
network address including a partial network address that corresponds to the
another communication manager module whose associated group of computing
nodes includes the destination node, the determined destination network address
further including an indication of a network address of the destination node
specified in accordance with a distinct other network addressing protocol used by
the sending computing node; and

using the determined destination network address to forward the
initiated communication to the destination node via the one or more intermediate

networks.

22.  The system of claim 21 wherein the determining by a communication
manager module of the destination network address for use with a communication
initiated by a sending node to a destination node includes interacting with a
remote system manager module that maintains information about the associated
group of computing nodes for each of the communication manager modules, the
interacting including providing an indication to the system manager module of the
destination node network address specified in accordance with the other network
addressing protocol used by the sending node, the interacting further including
receiving an indication from the system manager module of the partial network
address that corresponds to the another communication manager module whose
associated group of computing nodes includes the destination node, and wherein
the system further comprises one or more system manager moduies configured to

interact with the multiple communication manager modules.

23. The system of claim 21 further comprising multiple computing
systems that provide the multiple communication manager modules, one or more
of the computing systems each hosting multiple virtual machines that each provide
one of the multiple computing nodes and executing one of the communication

manager modules as part of a virtual machine manager module for the computing
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system, such that the computing nodes provided by the hosted virtual machines of

the computing system are the associated group of computing nodes for the

executing communication manager module.

24.  The system of claim 21 wherein the communication manager
modules each includes software instructions for execution in memory of one or

more computing systems.

25. The system of claim 21 wherein each communication manager
module consists of a means for managing outgoing communications for an
associated group of one or more of the multiple computing nodes by:

after a sending computing node initiates a communication to a
destination computing node that is part of the associated group for another of the
communication manager modules, the sending computing node being one of the
computing nodes of the associated group for the communication manager
module, determining a destination network address for use with the
communication that is specified in accordance with a network addressing protocol
used by the one or more intermediate networks, the determined destination
network address including a partial network address that corresponds to the
another communication manager module whose associated group of computing
nodes includes the destination node, the determined destination network address
further including an indication of a network address of the destination node
specified in accordance with a distinct other network addressing protocol used by
the sending computing node; and

using the determined destination network address to forward the
initiated communication to the destination node via the one or more intermediate

networks.



