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METHOD, SYSTEM AND ARTI CLE OF MANUFACTURE FOR

UTI LI ZI NG HOST MEMORY FROM AN OFFLOAD ADAPTER
WEBACKGHRAUND 1. Field [0001] The discl osure rel BCEES1004/624468

nmet hod, system and an article of manufacture for

utilizing host nmenory froman offl oad adapter. 2.

Backgr auifirrOPP zis TvIeA NPy KR &BI0E T NRWUEACTUAEed to

a host system'to provide network communications. Sone
net WORKJHdABING 10l MM ORGE FROM via¥ OFELEOIP ADAPTERe
processi ng of packet data and control data related to
the Transm ssion Control Protocol/Internet Protocol

(TCP/ 1 P) protocol thatgasKdrOUNed for network
conmuni cati ons. Such network adapters may be referred

to_Eﬂ TCP/ 1 P of fl oad engi ne (T@) adapters Furt her

ol R B B s o
utlhdﬁf@?&t hfehﬁii'ylﬁbnﬂfrﬂ@ﬂ@ﬁd Bdapte@col Specification,”

prepared for the Defense Advanced Projects Research
(RFC 793, published Septenber 1981). [0003] TOE

7. g?gg&;gﬁﬂgﬁy performall or major parts of the TCP/IP

ocessi ng, whereas other network adapters
[0002Ry Apestivorknadaptensiay dsiconpledith a kast pyston taprovatewstork

comARICBUSGOTEE et AP BV ZHeH e LSRRI G Repipcessing
of pdékﬁﬂha%&%arﬁfjcoﬁ%f & ﬂﬂ’at&? £Re TefsRssichUCEhtRS Prétb&ihfernet

net, may be used for connecting the host system
Protd)an)l AT GRARMqratocdisthat maxsbed vsed froeteddprosrmenogsiond. Sushmgvork

w5 HES TR 2o MRS e LROBE ISl s o

the Tmﬁhﬂl%ioc‘él/% Ql@%drfbe& h&?ﬂleliiugﬁcaﬁf@ﬁ eétigd tTBhdilission Control
t echnol o%t es nm The TCE adapter may be

ProtocadyDABE I@tqmqti’mam ngaiiog@l Ineaibisatier, p@@kr@tiioraﬂle Pefense
t t hat ts. Furth
vk S b Ged BB £, ot

[OOOSFV MO #RBteramey geserin Hédr majol b@rtp@&&he CI‘EIPI/ICprrefmt:bI precessing,

ntroduction to the TCP/IP Ofl gad En avai l abl e
whereppathereetworkgdgnisrs may Rerferat tragsnyissiien JESARNER S network

pac andl’plr%\ggggommpﬁﬁrt " lpﬁﬁ%\fﬂgfv\%lﬁggr F%ﬁérﬁgﬁé %ﬁfg ‘e"]

ef er nNow t o aw ngs 1 n
reasseetitide o Spackpk dightspeal sveitchirdecimopmidss suchras Gipabit EfteGet, may

be uéﬁl\;%olf g;%:pr@g?énegsthg gétggé(t@g:{g rn%n‘;{ OI( Rss rengﬁl 2 TOR adapter coupled to

the host system may have to handle a large number of network connections. The flow of
packets to and from the host system in such high speed switching technologies may be
high. The TOE adapter may be required to process a large number of packets at a rate that
is adequate for the flow of packets. Further details of the TOE adapter in the Gigabit
Ethernet environment are described in the publication entitled “Introduction to the TCP/IP

Offload Engine” available from the 10 Gigabit Ethernet Alliance (published April, 2002).

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Referring now to the drawings in which like reference numbers represent

corresponding parts throughout:
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certain described enbodi nents of the invention; FIG 2
illustrates a bl ock diagram of data structures
w0 ppsemam ed in the conmputing environnent, in PCT/US2004/024468

accordance with certain described enbodi ments of the
invention; FIG 3 illustrates operations, in
acsef, qa}ﬂ&s@ra@ gbl&%r cf ?%decﬁ%‘% fn & ERALnRRIAL Sn QEcdrihce with
i nvention strates operations, in

certamodescritadembodirhenceof the mvedetoni bed enbodi nents of the

a%g{' édﬂg&’ér sg‘rplgcgﬁl,({ | usmquiéigfal Sglglg g%gln ?enr%en ted in, th? F]omputlng

envirbAMERY iPbcordagceRVith céitdin Hektibed @bl lof dieagmamonf a
cogg uter architecture in which certain described

Brithusteatasfoperations iearcortanes with sprtardasceided prpaginmnts of
DESCRI PTI ON [ 0005] In the foll ow ng description,
then}vgflté?nence is made to the acconpanyi ng draw ngs whi ch
f OF I, @ inadtiatdr@ipentions)dn voedantd Witk cemiia desvibedlembodiments of
_enbodi nents. It is understood that other enbodi nents
the inwgPties utilized and structural and operational changes

T TR R R e AT SRR s o

thennmﬁﬁag@hdprocessor such as a protocol processing

appl i cation t wor k er co
VB IntisstecBrK Geseinsalir b atifRisre Boauel Srragn
descﬁ 1&@&t§5ﬁﬂteﬁﬁveﬁt19ﬁ§f&qﬁﬂé?ﬂerﬁécpt ocol. In these
I ments e protocol processing application

ut| I izes the nmenory in the host systemfor protocol

processi ng and dat L agl zes menory
requirenents in the iéy§ 3”%&2& b 0007] FIG 1

[0005] | YR K AfoRSw g QG tiinaFaEh@fis trad® Efpﬂhb laB&mpanying drawmgs
environnent, in accor dance with certain enbodi ments of

which Herni aperthersaf an Whish llémaﬁﬁm@l qrebodimentsThtsindgrstepdghat
othelﬁeg{l 1&161%(6 Enay%ﬁr{}%# c{ {ucgﬁéjl@gﬁ%gé%agnal gh%{g %a "bednade

with®@epirding o the @cdp%tdﬂ(ﬂlﬁ&prk%t ethbedipratset s may be for
comuni cati on between the host system 100 and one or
[0006hr $h@ﬁmbh@11@atm@mns@ﬁﬁrot%\} PEQSESSPD BYCh a3, g protoge|processing

apphc%t‘?(%th %ﬁ/ a'ﬁ?éf 095‘%1@@ Yo £ %s%rh oA ?kotg@o\{ b ESoekidP W eapable

suc ersona
of pmeéskﬁlg@bnmmd@rdaeéd/&r a newoEking pmlm:pl én tieselelbbdiments, the

comput er | mtop..computer, 0
protqcel BgRes ) ecevicon AUHEESABF RICBISHB R @E% G s3sichfaf protdbol

processing and data staging and minimizes memory requirements in the network adapter.

[0007] FIG. 1 illustrates a block diagram of a computing environment, in accordance
with certain embodiments of the invention. A host system 100 may be connected to a
plurality of computational devices 102a...102n over a network 104. The host system 100
sends and receives packets over the network 104. The packets may be for communication
between the host system 100 and one or more of the computational devices 102a...102n.
The host system 100 may be any computational device known in the art, such as a
personal computer, a workstation, a server, a mainframe, a hand held computer, a palm top
computer, a laptop computer, a telephony device, a network computer, etc. The
computational devices 102a...102n may include various types of computers, routers,

storage devices, etc. The network 104 may be any network known in the art, such as the
2
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 that qogprisp shegost spplisaiadn Hdmsey

comput ati onal devices 102a...102n may incl ude vari ous

types of conputers, routers, storage devices, etc. The
wWoeadord7904 may be any network known in the apPCT/US20041024468

as thelnternet, an intranet, a Local area network

(LAN), a Storage area network (SAN), a Wde area

Interg ! #M0nkat AN, %ﬁ% nERRE f(E‘&NW&o%‘gG areAlreBvdRESAN), a Wide

Y ocalt
network 104 may be part of one or nore | arger networks

area atwody(WANY e wirdiepemdentk aiotAler thearetwen)t 19¢ rannls paskef one or

f nmultiple interconnected networks. 1n rtai .
moreghigStnSRRHS, o FHY U RGP CHUoRt ey o6 of by B ehfafised qfpmutipte
interdYn@BctSPREH oS IEbramh driftsdUNab@E) (BS netiioelh 1 @ mafpbe dplemented

Et hernet technol ogy. [0008] The host system 100 nmay

with biﬁhﬁpf:@liweitchinsdsthmmlﬁo%ltc #6.d¢ieghio Ethenst teghpelegy.
8 at . o=
(000 Fh 05155 1 0FHBY PRBFRCRAEBAS 5} bR P 106 HhoS

ructions rnse

mem?%gm@gﬂlehst ahé hdélst %ﬁlﬁlidﬁﬁylllq b £0, 30 hedtwork tadeptloklt?. festrnctyons
and executed by the host praocessor 106. Ce i n

ba aresily techag iRy 3 e oxcouted
r .
vy B30k s S RALIS T Rl oI i ol g e
pool ne4,werhéreahiapd ifer pbal 1 Phie nizmidre of fhediostsystenal (bthaeik etitieetl for

o NSRS L Sl S04 5 AL
anon%%%ﬁ%hlgﬂ’% r‘éoﬂl | Nepdeasde (R AT ¥ss b2eheHutfeh BobIOSY o e @i

e address does not have to be exposed
plurality e€lptations iri theihogtanémonyol 08ted theolsast sysfsink & 49 pryhthe pddress does

h .he,.h e, . ..
not Bggiato U oS ARNST PeTFaly Rt Rosp pritisab i1 QHal g on the
host &Y M00!S. D Whd Buffdp 9ObI Mikdis ROyt ¥elthedhord dpplibation 0. The

mermrg buf fers. The host application 110 may generate
anonymoens befermooht Boameyp inchisle paiymabtyisneraery tusiers: Rie host
network adapter 112 . Fo I ' '
sopt§iRED BERRO B¢ EhurpRio SRR s TEPRRBRLp MY BEhEn.
adapfed a2 or biZmple] e hiesiepplicutidn 11 0003]sehdOdfbeiVh pacietsnds khe
adapter 2 may I nclude any network adapter known in the
netwarlt adapter 1i%cl udes hardware support for processing at
da$L§%§Rm§9”E commands related to at |east one IP

[000% ocol, such as, the TCP/IP protocol. For exanpl e,
e network adapter 112 may include a TCP of fl oad

[0016};9 TR rRaaskedaser BIlymey eludefhhy aetskosld adupesr aowwrin thre art that
the art. [0011] The network adapter 2 includes an

inclugdgwuhardwarsrsyppers i PIgessing ddegst gmeeermgn siglatesi{g aj least one
e S5 B BRSSPl S 0y 50RO AL BERRLA oy
include bW K offloatengiaahdapiess opany othet offTbhé adapaptlamownrio tlesabr
[0011] The network adapter 112 includes an adapter processor 116, an adapter memory
118, and a protocol processor, such as, a protocol processing application 120, that
processes commands related to a network communications protocol. The adapter processor
116 may be implemented as an application specific integrated circuit (ASIC). The adapter
memory 118 may be any memory known in the art, and in certain embodiments may be
referred to as a side random access memory (side RAM). In certain embodiments, the
storage capacity of the adapter memory 116 is significantly less that of the host memory
108. The protocol processing application 120 may be implemented in hardware or

3
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116 may be inplenented as an application specific
integrated circuit (ASIC). The adapter nenory 118 may
wheooanyimenory known in the art, and in certai PCT/US2004/024468
enbodi nrents may be referred to as a side random access
menory (side RAM. In certain enbodiments, the storage
softw‘?iﬁ@ﬁ‘lcth& Yetorlt MpRdans e tH%HB(‘o)éol%rb@eséﬁhg Ejf')lﬁllidéﬁﬁﬁ 130 isess
that of the hostp menory 108. The protocol processing.
implemepitedat sofivate 0odrafpr Bis rirotorelmyngessing applipetiorad 20 may reside in

rsoftware in the net Kk 1
the oiiGebdRtg Ui AoupRshoss® P ol fsenaddent T £af e
embdd@€entk Qhe bRoddl piRERIngHppLiEARINNQ0aNY beciatplanentedagay
reside in the adapter nepory 8 or any other storage %1
applicateonrRnegisickints regif in hardyere %imﬁé%wqfi’éfﬁﬂ%%dat’}%é 12.In
r | esSi i . . i . .
e
netwBEr siaptee 183, speti is iafthd et nemony k0% déghe éostksteinnl 00. In yet

calternative e di t th .ot ocol [ .
adiignpl P ReTENE D0 AEY Pl ARt IO e D RO KPS E

. IISZ(')CJQ ' I t he host system
apphg{'%)%’.n n y%fﬁ%g%ﬂ%]lggﬁg? etrlwl‘gglgi& %(%g&r? Eg net wor k Y
[0012d afheproidcd] prockssitigrapplitetioprldf atitizesthe best snampry 108 for

applicatjon 0 .be imglenented in the host
protqsp BRIgSBInE A8 SAEGRIERTE, HAELRY DR L GRS ements of the

AP Ridnfddl 1198, SiR&: b blidpE&mddieryhast ifiOht ller i
adapprotéggg’? p?o%essi ng ellﬁd datgyst aé?dm.érebyma .
storagé napicity Hgnrtherbosy meawpuy 1 @macketomay Remelimp: bt preeersed/at a

118. Si th dapt . 1 i gni fi
et s w5 1R8I R e PGS Ao
120. FagkehforaBine IR MBesy I*égui@érﬁéiﬁ_§ 6€ttle atlapperi mahery drat®luced, the
when the host nenory 108 is utilized by the protocol

cost pf the astyaly adaien dadthanberreducedyr t her mor e, si nce t he

oo, TR Bl 14 g, i St
adapld? Q13 lutifikds thd andnlyrus B ffis goowl 1him the hostamdmaqry d©8 Sei TIGP/IP

application 120 in the network adapter 2 utilizes the
ProteeRbPiPEe&uf f er pool 4 in the host menory 108 for

[OOIg]CE?? gdgki)gﬂsﬂ&gé a BloBk ﬁﬁgi.'a?@ reg[*%gﬂ‘tﬂlg & Gstndnlrbd #P16REMAE in the

: lragram represéentin ata structures
host i1 0B ie Aecdréghce Withherthimstmbbddmerits ofibe amctatior Ivte btructures

e G SRR 0 L0 et B SRS s
host gglgfc%ﬁgﬂ blufte: 245 855the AndBPnod tRAEKSI01 492, Tie d@sitructures

ication buffer 204, and the anonynous buffer pool
repreékidtingTthe sekaton 200y the packes 202 phekesh eppligatiorebeféer204rand dlme

oy RS0 RS PR SBPBRGRBPAE B P

[0015]1€ TRE $&ssBRMV0YNAHBpresent a TCP/IP session, where the TCP/IP session is a
set of related data exchanges established between the host system 100 and a computational
device 102a...102n. Although data structures corresponding to a single session 200 are
shown in FIG. 2, a plurality of sessions may be established between the host system 100
and the computational devices 102a...102n. Corresponding to session 200 there is a
session control block 206 and a receive queue 208. The session control block 206 stores
information representing the state of a session. For example, the session control block 206

may include the number of packets received in a particular session, the number of packets
4
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[0015] The session 200 may represent a TCP/ | P session,
where the TCP/IP session is a set of related data
we@hamies establ i shed between the host syst enPdD0SENH024468
a conput ational device 102a...102n. Although data
structures corresponding to a single session 200 are

sent i&ﬂ%ﬂ: sj(?%i)or?, etcATRE ssdibh tYntf]1 b36ESI08NRay Yo BRIude a pointer
establ 1 she etween the host system 100 and the

to a tnffep addressandhe atonywess Wffey pooh Dizinwhade peeksp detairelgted éo the

pack R OE 5 Sesh A0UE stoRdE TEE S G 208 b Srecah 8o ot °
correSpHd8 Fo tHRfsREsTH 200N ThE RIcEIHE bR 036 a ! srudfurd@representing the

session. For exanple, the session control block 206
packetayedeivetl até quensd foresessing patresessionedY). Jherejinone receive queue

arti.cul ' f '
T
and a@ymp@ltsionanddvidel 0@a 002, & céranimirhplbientatiowdy, Gesedaive dqueue 208

anonynous buffer pool 4 where packeg data related to
may beasqgdpsiadtansgit qugiee W50r BANTHIHINGRACKESr ed. The sessi on

00 ' :
(0 G015 AP R R BGPTSRl bcn
host syspsmne $ @0 ndg computpiaiebievicee lifiav 4 62m i Go A életrafes one
e PR B S REE PR u  SESE £8 una
comBUEEANH. e g?&ét HEL MR thelulelatR 288511 0918 pBRet Ba 2N vihere the

conmput at i on device 102a...102n. In certain
packétndateiserdate payhsd. Theheadeningp inglisige Izodermaytrpkblogedl 23 dhe

a fransmt queue 2 for transmttin acket s, 6
protoppLPREERIE BEHIR) 1PBH BRBE OL R CRERE Syl 815k 206
base® 8ATMBHAAIINANCINAIVERERe hdabe@htrobVBLe D13 00a pattkef202 that has

conput ational device 102a...102n. FIG 2 illustrates

beenageeeivadprie themetworkd Opaddiditionally, tetnsefiopel fracessing peplication 120

o [ . | | f .
AT i —
adapfnd 1Dackat tibtihforAddonoarndatchite Radketontal Block 282 day de

payl oad. The header may include a header control bl ock

extrapteg fromh thagrestigeemiset Boek 30hg appl i cation 120 is
f j ' .

(0010 3he BoSapRARLh Bt R C R SugRth GPRE RN (ARG o8 gt i
allocbiﬁd(:ck t&%sgipfgizﬂamkld' Addp' 02 hFFlaipphﬁﬂioheldﬁ maylcasllmeiﬂ the Bost

t he net wor . Additionally, .t t [
appligg§in ifer g+ T o g FEPESTife Gﬁaire o 3%?4%%3 o
[001§PNTHE En 1 a@%{ﬁg f%&%’il%?oo? 1 P@E&ﬁ%riﬁg 'a?iﬂurﬁﬁt@{tof\b'u?fefsm 4a....214n,

net wor where the informafion to update
also tdferrdtbtads mnomymous|buliferscd 42.1.2 1 4ralyechuseghe addressds 6f therplunality of

oGS P o8 ks S8R SRR 8 R o
110, 2k! o ittrd 91402180 8o AABRYThEw to e AP appiltatibw$10. The

application O may allocat'e the host application buffer
anongowus buffers @l #n g2 Hndrgbeffers &1 thg hastrraemeny 198dbatiage used by the

protcﬁ:%flﬁ%tcgs'sing application 120 for TCP/IP protocol processing. The anonymous

buffers 214a...214n are registered with the protocol processing application 120 and an
anonymous buffer 214a...214n may be a contiguous, non-pageable memory reserved from
the operating system that runs on the host system 100.

[0019] An anonymous buffer, such as, anonymous buffer 214a, may include a plurality

of packet regions 216a...216n that are registered with the protocol processing application
5
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[0018] The anonynous buffer pool 4 conprises a

plurality of buffers 214a....214n, also referred to as
waresymaes buffers 214a...214n because the addPerEs®00624468

the plurality of buffers 214a...214n do not have to be

exposed directly or indirectly to the host application

120. glﬁ gelﬁéﬁn Cmbolifigenhy it (ﬁ']a‘b_%ﬁket%émn 2l &, ANGAYIBUSe dfdal to the

ost application 110. e anonynous buffers
size GFitaundetiing wanspon’s Maxdmim Traesthiodnit 8Dy ThoBI U af a packet

. are used. by .th I ot ocol ocessin Lcation
switcPite OBPIT? BT Beb R SEBRLRGS HranEREM Db o ngterred
in ond pidsical e, HR ckAHPIS iRt thimbiBodiiRnB] GigddRIEthernet may limit
processi ng application 120 and an angnynous buffer
transgerato, 1509 ngtetsrefdateepes foame: Inyersiain crrbedipigpis st anompmmghs buffer

r rved.fromt ' S t
21, S350 A TG B B A0 AL gl Soebh e v
byte.20 pAkEPLEgidIT foal..2 28:fhay bRynigoelyudentidiedibyrthd idegtifiér of the
packet regions 216a...216n that are_r gistgrg& Lth,
anonymeuppeiesdbat iprladesdas pRskelission A1 pynd o andhe jek dgpation of

i i ]B%E&E ion 216a...216n
thepﬁgggggﬂgg%gF“?gg?ﬁ@igﬁgga@? the Eﬁfeglying transport's
classMBadtioud>Tr ansfer Unit (MIU). The MIU of a packet
[0026M t ching technology is a fixed upper bound on the .

anmount of data that can be fransferred. in one phy i&al
[0021} aRévidimgthesapmymeus huléamog] hl4wmimdnadias anagy puters

E g _
2140215 Mow e proBbil o BRI E A idr DD B iRy buer
21422 D4 4n in 2 3i4e alimyediay the aperating) sgstérd et idrisoatthohost systém 100. As

as, the physical address of the first byte. A ag&et .
a res].alégqvgﬁ ogqrg ng SYS{eEps tfﬂg@otm@g@egmr& :afpaégg 3%37 ﬁgnuguous
merrfgggg@tﬂef teSdv@] ard18cIRAUNADHS 52&%15 ?erqu%&? 3hn bOfsdddg enibB8iments

et region 216a...216n and the offset |ocation of
of the reveptiak ethereBesenvigg Gmmory dlboratds tthéomory lie a aemestravddocking

byffer. class= i on4 020] [0021], Dividing th
dowra s erS IBRTeEY OB P e Prtdng e rARS sty
[00281T DR¥idind hBmnon @Ry Witk 2644, 09 4RNi Ao Qa6ket BEQERSHIGAY216n also

application 120 to create an anonynous buffer
allovgsithe protedol procgssingappdicatidnoldddo pse & peckspragian tngats/be data

t hat runs.on.the.host ;syst 100. . I :
poSh 05580 bRa e e BT B i B e Sl
protd¥@Y€oritiot Bldek (POB) téhiOU DT ERNREN01 the Packet belorgtoanchacket region

| ocked-down in a single request can_be used .in

d :
21680 6uiinerrgionodt mersonyriy éierangRymapebutae 3 May Zgunwhee phe size
t I ' )
o FBELER ATBIPE g oo ERATE] TG ORI PRLANE lon's
and @blogaidedcomimgipvckedt QR 2 eQualitditiegsiznofahe nydenlysnghtvdrsport’s
214a...214n into packet rggi ons 2(]16%. . 2]k6n al s%
MTU. The packet regions may be recycled, 1.e., reused, atter packets have been

reassembled.

[0023] Certain embodiments implement a single anonymous buffer pool 114 for all
network sessions. The network adapter 112 may use the anonymous buffers 214a...214n
in the anonymous buffer pool 114 for a plurality of sessions. Therefore, FIG. 2 illustrates
how anonymous buffers 214a...214n may be used for staging incoming and outgoing

packets of a network session.
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all ows the protocol processing application 120 to use
a packet region to save the data payload in a full
w@ewsedisimcon ng packet, and |ink the packet reRPtDINS1004/024468
the appropriate protocol control block (PCB) context
of the session the packet belongs to. A packet region
[00213]1 6FIG P88t %)e&aﬁﬂ)'ng InMEmERRBbY thdproRRoPHeBdIRIESpplication
fers 214a. where the size of a packet region
120, izfnwordamﬁwﬁhayﬂme eotpadiments afifbe ivertiat t he under | yi ng

ooz, “CRRES oot BR300yt eGP UG Y P nER A fbn T2

receibd 4 pd@k@t { pdckel 2025 deByrddevis aeyehwetk 104drom betiseilie
after ckets have been reassenbl ed, [0023] Cbrtaln

comprgismahaqviess 10%.c Hdm The BiofsobPrsessinerpeliptiondr20starmines

A DO Rl R e 0

headblucfd‘n&'bl plook 2112 freiudad i the dkadey 200 of heseaieed p'ﬁbbﬂft@l()@r &f the

FIG 2 illustrates h anony us _buffers 214a,
protq?ayplpeeaﬁ@g&pp ?at@p&gﬁﬂatepﬂ@sm GSFRPIE 89 ﬁ%@loagek%@sblock

206 bt @rfd Sebdvkdl J[ thEd &mt?ol ?h%déédsf B85tk 304 where the

oper at | ns |np enent e e protocol processing
prota@pppriocessingraphReationrl 2acfmmad®rthe reveivied packtehtothe anonymous buffer

embodi nents of the inv 02 nt t
21451 SR TRGBO NS S SEAE PE It Bgsb aiba pptes Piedridnt the
recelqig@pa{c‘f(@? THE %eéldﬁ%hﬁ‘%l’ bISUCIVAtored ﬁﬁl@ﬁa’tr%ﬁ%ep@@nhﬁg fiRCtate of
via the network 104 from one of the conputational

a sesglion jané &f noORasion £@rel biniek 206 it pressint Fhen@]@egg 1srtg) established session

corr R LD BB S e SRS

assodibte@wiihe: Readed Eé‘dk@tt thed is bﬂoﬁB’dKnZHestsﬁ@ﬂl vekeebliblock?96. If no
header 210 of the received packet 202. |f the protocol

sessipn eewEd biapk981is presend thentbera ét oq eAned infpEpatignesgociated with
recelg & ?% Kel'Qored it Hl%nsegsk&[ 50?1%@%1881‘52 )6 that corresponds
packet ,

e recerve en control proceeds to bl ock

[0023p41ﬁfbh6pﬁ)tdidm¢ pRIcedsiipOdpplicnipasi20rigtenmres Catthlak 3020 that a
forwards _ the received packet to the an nym)us buf

session gentrq blesk:2 QWPW%@%toége ECCRiYRA pachiebt eBé]&eaEFQB)CH rocessmg
appl@%%&rggig)sc?eg%ﬁrﬁ%%t(?t;tflgf)lf%(g{z twffgg‘fer e 580 Xﬁgloﬁ%ﬁh&ﬁlon

stores I nformation
assocrlelpd edtnthe sepsion@08tcatrespohidiag se theisessianabnib] block 866ilbsp, the

protcge| BerssavElicgion 20 Brr depishions 208 e excoolih pisgocol
procé’s"sl g%%socﬂ?@d Rlih eadcGo0 V&?Xéketr %%&éeﬂti%ntceﬁdlfﬁ@f? 1isefiqéondltlon

rITHtI on associ at ed a recei ved pac ket that
assume«b bed dewice be als;ﬂmatwmwhcmﬁm devibe or &pptigatiorn lfecme$zesc§nmand

ontrol bl 06 t.th t [
that {5 dgHideor pop GO TR et R TUCrTRE Bapicerhich SR may be
assodifBd $8ESthe BessRRA00 e the2Bion 200 is unable to normally process a

packet because of some error. In such circumstances, the protocol processing application

120 may execute operations to recover from the exception condition by performing
exception protocol processing.

[0027] The protocol processing application 120 determines (at block 310) whether there
is any data payload in the received packet, where the data payload may include new data
or may be a response to the host application 110. If there is no data payload in the

received packet then the protocol processing application 120 completes (at block 312)
7
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[0026] If the protocol processing application 120
determ nes (at bl ock 302) that a session control bl ock
wQo®somwiresponds to the recei ved packet then tPEI/US2004/024468
protocol processing application 120 determ nes (at
bl ock 306) whether there is an exception condition
R’

procégiigg I?ﬂoeﬁtregég\rr]%(ﬂr %{&k%t]h E@gﬁ)‘t&:@l }%1@965% a%ﬁE?dgft%gggOtd%t%ﬁles (at
blockad i) dss khrege sppdate payiload i A memmdepm((attt & telpraoe)! pregessing

appligatin IR g Besdet Biogk S e aRr Rttt ol Batohiing ta e
data B30T HAIOLY pRKEEG¥EIOR, th 8f) @hue@tétgﬁ;ht mt@nmt dieardayiness Biffer

appllcatlon recerves a conmand s the device’ or
214aap@ linksthe paclesl dnt@tZIéx@&utcerremﬁsmmtrel blerk @R cfheirsptocol
proce%glgg Iatgél?c‘t%ﬂgn )S{%Q & nae§a 9%)1?% %\%@f& éo?xﬁalét?cﬁlséiﬁhl %ngesgonding to
the pfocBaaleedf tH@ﬁe@vaed @ﬁck‘é@Wﬁereintcﬁﬂer data Busbilable dler]&ﬂa]m:pm:kets
t he protocol processing application 120 nmay execu
have @wedtm @wemp, ped Bipdrotped) preqsesiak spicAiaRn k%(h%ﬂmpleﬁﬁs R block
ption protocol processing. [0027] The
312)% CFQ P§§§§5|ng application 120 determ nes (at
[0028] Oﬁkhéﬁlﬁiocwhpﬁobésrsmighppbcalt&n ang dellatrmnpag,dt ébtmtk|3|06) ﬂnet there is
recei ved packet where the data
10 XSERHQRACR B}OHr?é@O%aéedaW}t% &ﬁoﬁqgeort o SRttt o e $Sion
contr%flgllgclk QO% b HrétOcdd ?I’(ﬁe eg%ﬁcétﬂ)nt 19 deRFRIINR Qat block 318)
en t e protocol procéssing application 120
whetherrthd:retsaa; détalpajzﬂloa)d: fn B¢ Ee)cpwed psckichdf notethegreioselprocessing

ket
aotigosy IA0pomcles G Blokk 1ol ostine ek & e oaralprogepsine
appllbﬂlJnhl‘iZOrcfé?&itﬁ'l%él. PRAEA! 3 1t8|)‘ fat fHeee R raQia%ﬁ&ylcﬁ{dCiﬁ @eSrcbelved
application 120 queues (at block 314) the Een in

ackﬁaﬂiceﬁhajmpmczhproc@smgslpplmtmg 120 d@thgnmgs tat plogk @38) whether the
e G O B BP0 8820, 80 o

does nBEinEIdE @AY h6Q eppldatieRBuffes. 19k6ake Bdfocol pcpisatgapplication
processi ng application 120 gener at esﬁcé( at bl ock 316) a
e

120 cwnfas @t bl@ﬁkéﬁ)@htap Pé@?&ﬁ%ﬁmaﬁﬁgln@%a PHECHISIRSSIR IO
ved packet when in-order data is avail abl e,
mum¥n§u§§§ﬁ% t he packets have arrived in sequence, and
[0029]h eIfhebatco] pfoeeiRy apglicutiohileatdemitz® (axd»mkaa@:ﬂ(aathe
bl ock 312) processing the packet. [0028]
receifje ave@ea%pf%@é §§¥eﬁ‘§m§6 ﬁ?ﬁseat%OQ S RGIPTIAY, éP?ﬁ W@&r?tg‘fol
' h
procgfig bpRiion 12 deiEhfes fu BhcS HBo P bARR0 i ofter ige n the
receise gaduRr208as treater tHandke @ﬂﬁpa}ﬂmntthepzmket &tmdt, the protocol
proces

prochRBEReR I GHieR 3D STRHGE Bl%ﬁlg;?? Bt Sy apg i gne eldive

12§ i RA1QG k&G e@BR iofAthe @R
quend %ﬁ& goﬁ%% féatg)géok ] th}%cﬁlggl%i %ltapr ogag?g. ngeghe |g acket . OIII}{‘mouS

bufférhe prot ocol processing
[0030] If the protocol processing application 120 determines (at block 322) that the total

host application buffer in the receive queue 208 is greater than the data payload of the
received packet then the protocol processing application 120 places (at block 326) the data
payload directly into host application buffer 204 via receive queue 208. The protocol
processing application 120 dequeues (at block 328) the receive queue and completes (at

block 312) processing the received packet.
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application 120 determ nes (at block 318) that there

is a data payload in the recei ved packet, then the
wWEe@s0es1l9 processi ng application 120 det er mi neBCT/HS2004/024468

bl ock 320) whether the receive queue 208 for the

determ ned session 200 is enpty, i.e., the receive

[003@ ﬁer@l%?i ?l?eeo;‘pe%}hon's REFISS @Xh@ﬁﬁﬁlgﬁﬁﬁk bl 204a...214n in the

e protoco processi ng application
host h2fhoeyubfefor padcekding the Jath)payload pEregeived packicss. Buraxr @pestnng)the

h buffe 0029
G A e A e
payl&'d(iﬁ Iﬂle?a%ﬁf)te? Hﬁhlotd?‘@lg QK@pM%ﬁHﬁ*é@a@ﬁ% Eﬁﬁca&ﬂ&ﬁ 120 may speed up

determ ned session 200 i's not enpty he protoco
the pprccmﬁr@chﬁpi O hlgh@peeﬂmt\ﬂ@ké thei rn@eave(dawad:wté gleydpaumerous
ther.the to

uffer si ceive 8
an EIECH RS Bt o 138 shebli f BR5LiGup P 68
memBBt 108 A8y BIheFwis®hav 10€iee8 ittiegrarRp WHieH dL4 pdﬂ@adﬂn&ﬁ@ﬁecewcd
(at bl ock 324) partial data paylogad into the receive

packefs ég‘ddé’ﬁd’f‘éﬂ%ﬁf@sF‘QrﬂleYlﬁp@e ﬂiesq%)ceé pEoPRKadapiar memenpl B may
redu&acﬁg%st o?%e%t&z&&rg E gr ONYyNMous buffer. [ .0030] I the
processi ng i'cation 120 determ nes (at
[003b]| OEIG 312111)1stt2h€d oﬁei’:fhoh@tm;blellneﬁtbd ap e wratdcohprouéssimg application
recei ve ueue [{@pl S gre ter than the data payl oad
120, gﬁaqc%iapgecmt Sertan SRopedimsats q ﬁ]ée el processi ng

[00322}].p PEb&As s?d?tsja%ﬁlo‘ai(QGG %/h(eﬁtthpgﬂﬁtgclﬁ ﬁ@ce%‘ﬂ% AplidatRayizad

irectly into host applicati via receive
receigeseaend @8quedthirorprtiod lnasoppiceti@s 5ith Fhapgid wquéshis abzquest to send

a pacggﬂ%&gﬁégﬁ(?stéts%ﬁrgﬁﬁgg é?%f(t)lg&gétg cel ﬁ%vi% géz%e a@gg ayjer the network
104. H‘BE kEtod I PRdkkss]: ﬁ?ﬁﬁfh@é@on 120edeaRalimds (S BlodX 402) Shethel & 8ession

t he anonynous butffers 214a...214n in the host nmenory
200 th@Bc(ﬂmqund@ tetsi sngd telqees@lastla apagynshtpiops mede ivedn the course of

e R B TSR BT RO AR oamens

afterlsBRIiARA Paddy. TR A chronbEs ME@PASY pAEKER Hayl BSsent bz@thout waiting
protocol processing application 120 may speed up the

for aplﬂm@@@m@tmf qyalzqr@e@ packethily W@b@@@%% ARY pﬂﬂ’eets may be

sent g %'ﬁtgte %%k?lg\&lf %eﬂﬁélﬁgf l})/&%?géeg%{%p tgp g%ilggseiiﬁ%%@n% qu tthe sfessmn
200 ishﬂ?allil @@fncmbﬁﬁﬁsym&@é} tiieythe ploesool pocbsitg applivatig 10ezenerates

whi ch dat | oad th d
(a loBh A seS<pH e s R HBHBI, oo B R SES o RO R of

on RSB SI BT  epl ly MapteLven

protdcbbbreﬂmh@dlpbkcettimﬁ 100 dbexciat waitcfoeackinoy ledgpientsdicfam sending the

120, ccordance with '
next ipml@ﬁf.r; e protoco q procvénssmg act:p%liltc%orr]l le C%%‘Ilp etgg (C'at 8{ocf< '4186) the send
request.

[0034] If the protocol processing application 120 determines (at block 402) that the
underlying session 200 is not in asynchronous mode, i.e., the session 200 is in
synchronous mode, then the protocol processing application 120 performs (at block 408) a
lookup of the measured round-trip time (RTT) estimate for the session 200 from the
session control block 206 of the session 200. RTT estimate is a measure of the time it
takes for a packet to travel from a computer, across a network to another computer, and

back. Transport protocols like TCP which expect an acknowledgment to arrive after data
9
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[0033] Control starts at bl ock 400 where the protoco
processing application 120 recei ves a send request
w0 e@s01d12 host application 110. The send requeBCT/US2084/024468

request to send a packet fromthe host system 100 to a
conmput ati onal device 102a...102n over the network 104.

has bEBE siicedsBHR) reBEIPEE kEEM15h ERRlabCHH the Burkdld FIEft 64 BAdR&Snh&Hion,
bl ock 402) "whet her a 'session 200 that corresponds to

and usedhsBAT estbgateso detsrrime Anwdeymtonwaihfursmmmokizgwledgment bafore

s OSHRRE lg T R R F REESRBG a10 vt

the Rl &dtins@ i dBgvea BRedkeld. If 9, By fehfrofteubpiobeitingipplication 412
ackets naﬁ be sent without waiting for

allocgte& s ol her agmysmpup pefers siph asa@ieaysous huffer 214a, for

r ; | .
R RRSHS TR AR RASKSIE TR, £ A s
buffgrac Betamonyhotidieuftee 23 4o for ZQAsmisting) Thn pastyeud Ipraesdisg application

120 et & Bk 44 ihe BROHORS e b A RTBIILAEH AP of the

s B Pl 3B oS E AR, 2 s Ot PR G St
compgletedad thmppias ke blockHE6 pthe tpomessing oftths semreqpgst.ilo atitan

120 does not it for. acknow edgnents before sendin
crmbg e pasi iUt “BPRERHAR STHGEUEST S RBULSG iRy be pehievedby
assoiRRld £88d184h \Jag%bfé% @J?egy‘?’a PHeatibP§hd 40 est R 3§1BRing the

request. [0034] If the protocol processing application
boolganOvatieblertorime svhen thendpplikativdBend reguestiecampletedyi ng

i 200 t.i h de, i
100388 B B ptirod Brot iR 2o e et 0 B e RTT
estinftORDE AE e aRPHhr &AbIO thed 2 RBI0CON procdsting RbplidatiéR 820 @enerates
| ookup of the nmeasured round-trip tinme (RTT) estimte

(at blogk 4p4hethe sensd dnscrimor with the applieationisend befberrand spbssarentlys
: . . ; : _
comfh OF pREE 89 8oL S TBI il RAPHE RS e

abovachiehsesholdethe the frotoaolairbedssing application 420lisbegikng for a period
ransport protocaols |ike TCP which expect _an

that i8R0 BRE GRIIFAE W CSERERS PEIOR FoBPITTBEH AR BF BREKA.
[OOSQ%PFPR?SJ i‘l‘llu%]t}‘atésel?cﬁzl/ ﬁ%g)ro%gﬁg)r@&sﬁﬁ% éﬁﬁff?ﬁ% 130" Gsek i ent

on each connection, use t estimate to
anongteioes bufifiers Bdda. | 2ldg it thedwist mbmoryal&iokquowd datg fi@rsending over the

netw 4G TbF BFoLa0% DiRece i FEGCRIER gtk eas o gPaY Rewer Aoraes
capafityl of8L hB8&erh ‘T@@‘f@th@rl thid gghabbveld ieisﬁéi"cstc}rﬁ’ﬁencag?ﬁty of

prot ocol processing application 412 allocates (
adaptslr owinoty 21 8 for qrevimgpadsthuhiletransmitinganckanovey i metwork 104,

buf 214 i tti kets.. The, t I
s o iyl toe oyl Symebi B e 25 LB B oPH I R PR oY
compi#éd B sithtidReviRnO e PabRetPME IgBuedlifl ahd Klapteh aekdry 1189.
otocol processing application 120 queues (at

he pr
[0037) oEBllﬁiﬂﬂ)lsttai@S epesations isplomenigd by thimprotocohprocessos A, such as,
the pgol{ce)go% p%&:%ss?rflg glphp%ication 120, in accordance with certain embodiments of the

invention.

[0038] Control starts at block 500 where protocol processor 120 allocates the memory
buffer 214a in the host memory 108, where the host memory 108 is comprised in the host
100 that is coupled to the network adapter 112. The protocol processor 120 processes a

packet 202 at the network adapter 112 to generate data for offloading to the memory
10
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sessi on 200. The protocol processing application 120
mar ks the application send request as conplete and
wevpeis39 (at bl ock 406) the processing of thePGEN004/024468
request. In certain enbodi ments, marking the
application send request as conplete may be achieved
buff&&l@é f0OGE %Bbtnlg)OaTﬁ’é) oftieB1 %ﬁﬁés@&l @Ovﬂﬁ‘lbad%\’cﬁé %enerated data to the

appl 1 cation send uest ‘and assigning t ool ean
memwey buflire 1doirt the élosmléhe Ofttoadprgl the genepated éartal maygs dwtgenerated

data SRRPHE B visek pep st 2 e BE oS R RSB P ot 100 e
Subs8§hdniB! e pfotB@] pRRRYRr umgfohé@sdmb @fﬂéd&l@@ dhfae protocol

processi ng application 120 generates éat bl ock 404)
[003DheThe nmbd@lgmntsmomprmp g prateeol appsesseat 2dsuelay apiotoes]

proc%sﬁglggﬁgf%agmn k} %fs%gﬁ %tdeﬁ aeg‘{w&b\%ﬁﬁfc?roﬁb#ﬁlslgg fo %Ilal?séc
systdn‘i 1 B ate prétecdlpreshshg apﬁli&@tﬁbrt 130 wilizes el hopt memesi 1B in the

plication 120 is waiting for a perlod that is too
host rsmﬁ@n &9 forawaiopplaugrRsing ABLAaIR SlAEE farath seiRe id receiving

pack@@%ﬁ& tn‘ﬁnln[u%ﬁﬁ%mglé@eglﬁréﬁé& AS Rl ﬁﬁw@%&a@?er Rf 8t ocol

processing a uses t anonynous buffers
[004ﬂ]145‘he eﬂnbéatnmantmhéudecthe nemelrfor gatd BB8ging bqffenssn ddapielfrocmory

sendi th t kK 1 Th t
resulpit & SRR 2fp/oTREROPhZS HOth IvaIH Gl OL PAge are
procS@F aﬁﬂf Eﬁé Jdﬂﬁeﬁl@ #he%ﬁﬁn@r@@mﬁ?taﬂsr ré&@é"fr&éﬁﬁen‘ced packets.

t1vel y esser storage capacity of adapter menory 8
Certéio remlpudunmgs ma;z ketmsplamented in BANYOR-Niataerbeas eoxfigirations. The
t h
embfes Aouko sic T PETRHs ke Pregrancttnidh L Hodiments
maytsgppiirﬁ e85 lav@leﬁ@cés I@@ﬁé‘t%ﬁk gxf | ld&UﬁiﬂlﬁdnéWsdpb@rt upper-layer

apter menory 118. 7 FI G | ustrates
direcs pletaaxlaogn@nt ansl remota rpcbmempy pcessdBREMAY @5@9@6& Theo,

om0k i B 1oBf Plaefs 35 BRREAD PR b REL 8o Bl ol frate th

is ade@&h38Tor Geari6wlof ?h@lietsﬂoyadfﬂbidiﬁgp&&@t dhetethp rhcstoﬁ@hory
processor 120 allocates the nenory buffer 214a in the
host memory 108, iditienaldimbodimensliglails 108 i s

[00432?8\/\%11? ?&% dllgg(ti E&ﬁ&@ﬁé&mé}p %‘Jg}gc " Sérf g%‘g gﬁ;eglrotdg %l?atus or article

of mpha&8RCiavelvIRaoEivary) ﬁnatvateb enicretonde khaadleqt er a2y ¢@nbination

generate data for offload ng to .the buffer, 214a
thergof ifh%tqs@startmo AR B?tB'ieo@gPse&r}lﬁé%% §%¥JPTT%£§ 9118&ids

1mp%ﬁﬁ@ntg§ ggﬁ?r%@gfegggﬁ (8. bh ?nt OREA %irbt Elﬁ[; ﬁ%ﬁ?&rﬁrﬁaﬂl@ Gate Array

I'ng-the ge er ated data noves
(PGAES1EY eid.)dabaofpoter tdfadabietmdﬂkl’l éﬁgpmgnfﬁtlctsmragaamedmm such

a5 g GBI B E S 1909 RS EEY e o P R W DR,

optléa@ AR, ei@")e v@fiﬁfécﬂnﬂ%hsvomﬁﬂeﬁﬁr}ad&ﬁégs 96.8!, BRSNS Frasable
0, such’as, a protocol

Programmable Read Only Memories (EEPROMs), Read Only Memories (ROMs),
Programmable Read Only Memories (PROMs), Random Access Memories (RAMs),

Dynamic Random Access Memories (DRAMs), Static Random Access Memories
(SRAM), flash, firmware, programmable logic, etc.). Code in the computer readable
medium may be accessed and executed by a machine, such as, a processor. The code in
which embodiments are made may further be accessible through a transmission medium or

from a file server via a network. In such cases, the article of manufacture in which the
11
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processi ng application 120 inplenented in a network

adapter 112 coupled to a host system 110. The protoco
wEe@sesHng application 120 utilizes the host PENDS2004/024468

108 in the host system O for protocol processing and

data staging for both sending and receiving packets

code @ Enplbmbitd & 'E%ﬂ:gJEiXe 5 BERMISABNAR diuth, shéh Aed MHbrk
adapter 112. E,004 ] The enbodi ments reduce the need

transfrigsiapelire, Stivetpss trataissiorsmpdia stigplepropegating through snage, radio

in. | ize, in-ord
waves nfafeieris. BECRERE B sRUEE e ol BhsBlredpiueny
modiTiegti sH¥Rgll teemhse WRlowr|deparlh® G8aSthE keERIT R RBsk @b Ats, and

Certai n enbodi ments may be 1 nplenmented in i )
that thaprtiste efonprHpERICIMBIIMRYiSE a0y SHermatiea beptingimediwskngvn in
theaﬂl so suited for TCE integration to processor chip

sets. The enbodi nents may support integrated | ayer
[004P]r OBES.S fhifnsahies atblevkidigprah of akompowdr amititsatpgedn twhich certain

upper -1 ayer direct data,fl acenent and._ renote dgrect

emb t apciseementeduk) Gpb dtustates onersrabedimsat ofehe S0t syiem 100.
] f
The Itb(%g @%?éﬂf@ Dl g{ﬁgﬁ{hhegl?a Bérﬁgngé§a1@hllt&?%§ 6pﬂ g@flfl%\%pg?cessor 602

efs at a equat e
(suclpactke hestlpyoabédr dd), agnemanrk €04 ¢ag.aa vvolatilkembioety desivey such as,

Addi ti onal ._Enbqdi nent ils [O The .descri bed.
the BOH S G 9P IR SOBER BErake OGO frew Horludessi el memory
devic%_rs (@5 BEPR ONIs, TeME At OMR, RAXK, DRWMI OSRARIE flash, firmware,

I rmivare, mcro-code, hardware or any conbination
prograienahié logithetet)e maghati¢ flisk drivés, npieal disk drizes, alepeidiies, etc. The

soraf i el oris S R Sloseétiiericy £ GHhe< Prte SRHESPLS
netwE £césTAY stofiedlevies Rroghints ih RS storage BDE hRK bedesiRblifto the
medi um (e. g., magnetic st orage medi um_such as hard

memgiysg04didaxscuted by e rapesesor 603 ey magper lo@nsindhegie  The
sty e PRI AP FRAKHE tyfh At B FhEpdmpeer 112) 10

enable @aiiurdedtion vatias abwerlPrhg nechiebue: RenalsOncfudenbsasiosne
. (EEPROVB), Read Only Menories (ROVB), Programmable
npuirlel Sush 45 ansbeardse %pﬂ@meyl}, ¥R BOHF AAEERCAVBRYy Pigs and at least

L Gy | Ms), Static
one AL, K A8 o e R PR ok T v
[0043) obr eemxixbineplémentations] wetyorkGaidpter may fhe indugudtiea computer
SyStoRERMOE FHOTARS ORI, SAgcw » S ComaTioh SR nterface
(SCSHTROA W B M et 'f[l?teﬁg&e%m, ?E‘&&d@lﬁﬁt %@aﬁ&ﬁ%ﬁé@d&ﬂﬂ%ﬁ WRRID),

a’transmssion nediumor froma file server via a
etc., pattrodlek thdtmeaiagés arasss 4o a nbie-valatilecdteragé demacr) baddt asraamagnetic

. I ch thecode i.s .ipplenmente conprise a
dis f1 dredSr B QRIGHLT: SR ALerEe sy MBI o B peyork
adaptel BRboWnictEhsy bé HIRINLE i £ staRs it dsdsdvRiiieanasatd NY

t hrough space,” radi o

controller, such as certain hubs and switches. Further details of SCSI are described in the
publication entitled “Information Technology: SCSI-3 Architecture Model,” prepared by
the X3T10 Technical Committee (published November 1995). Further details of ATA are
described in the publication entitled “AT Attachment-3 Interface (ATA-3)” prepared by
the X3T10 Technical Committee (published October 1995).
[0044] In certain implementations, the embodiments may be implemented in a computer

system including a video controller to render information to display on a monitor coupled
12
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waves, infrared signals, etc. O course, those skilled
inthe art will recognize that many nodifications may
wheoosatka7a t hout departing fromthe scope of tPEI/US2004/024468
enbodi nents, and that the article of manufacture nay
conprise any information bearing nmedi um known in the

to th&Edm thpﬁgﬂenﬁh@ludﬁl gthé HvoRl &Bipfer A 2 cH Y E@tﬁbﬁ’t@r &stem

corrp er "architectudre in which certal n enbodi nents "are
comprmmmmw whtlGtatién detvesimainfrsmoyleptepblraidheldicomputehestc. An

t host 100 I
operglgRasyER HIL AT pineb ot SSEeRL Y B o BB S5 ofheg
contt@lilelt 1{1@3{ hagbr @’é@lﬁ@éS&ﬁput]v@@ﬁmterﬂctmwm 80 dpdrBtifg system.

i

volatile menory device, such as, the host nenory 108),
Alterapidvely, shegrabedigentrieayshe e ene] yeacampiterdestem that does not

inclRe R ARk IR s SRS Sone e re,

(0045 o lam&kaﬁn boghiewpertions of FTGY G H, andlb skaydie peeformed in parallel
ﬂgt ical disk drives, t ape%(?r ives, etc._ The stqrage 606
as wothgs segrentialy. rpliemaliv membedimeniseceuiain efdhe qperationsapgGbe
ARegssi bl e storage device.
perfo%%ﬂ% %gﬁgﬁlfe\#@ﬁ)é@%t lg?&algéa\g%% may&be | oaded into the
[0046]6 rrlfiuyth6ﬁ140ra,rtda1gxﬁ‘dhe ectftvmte tuhé hpdeeessmrpofieRts haveabeen

er known e art. r ltet rerm furthr
descilpR G dEPHRARUDASE oL eSS 0? ufieelian Sig Djsepy be
1nteg4é]tg%1ntt(9 f&a Qhﬁlbepm%p%ﬁéﬂ@ Br H‘I‘vicféd@nt@%f@@xr llﬁlmﬂ_éi‘%f components.
Itecture may al so i nclude at |east One input 610,
Addisiondilyg serdeik epbrations, described @b perfermred by pspecific component may be
tivated in and at. I st on
perfasisd By et S8 Rouirlp i gerfist nant g Bians3BF he§ ARy may bea
specﬁhﬁed p2088he béhtfa® piRbRingTRIITRRE Bdst SytSemnet wor k
adapter may be included in a conputer systemincluding

[004Zhy The datagbuctures and temponsatstshawn gr siferred oRPUEerl-6 are

desc%éﬁﬁg%rﬂa&glt&%&?g(glﬁf t)&‘)r%%}‘ )1 rrr}atlaepengkg%@{%«% Ql&lgé(&&%g s, the data

strucir€s andCyMpoRkhtS ﬁnaytﬂéatm&&fbﬂgﬁﬁ’eﬁﬁﬂﬁ s8d havedewer, more or different
non-vol atil e storage device, such as a magilnetl c_di sk

fieldgips diglerans finctigrs than Hioss ghavinrarierted do in the Jisyess rfhggmore,

oT808 RO 806 R BB o

mayﬁls@fba@lgedlbﬁtﬁe(ﬂlﬂbbﬂlmmh as certal n hubs and switches.
Furt her det ﬁl | s of are cr|

n the
l004§lu TR TR e e e g%%ﬁ%‘i’&?sd’g‘ff beeggspsegted for
p%fo@ést %Ilﬂ%t?atlgfp {1' deascﬁ%ﬁ&?rﬁ?s 11R¥ ittBRde3d e-xrﬁaﬁﬁﬁifé:é’tl to limit

ttee venber 1995). Further detail
the infenfidi\ta@the pdesserfobe disclos¢dh d\dpnmtnodxi'tcnabomeamﬂl vlahet:ion”s/m’e

Attachnent-3 Interface (ATA-3)" prepared by the X3T10
poss‘?@%ﬂﬁiﬁf’%@ﬁﬁhﬁq@% bl i shed October 1995).
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[0044] In certain inplenentations, the enbodi nents nmay
be inplenmented in a conputer systemincluding a video
w@osneirer to render information to di splay OPCEHUS2004/024468
noni t or coupl edto the conputer systemincluding the
networ k adapter 112, such as a conputer system
WHAPTR O A INGED 1§eskt op, workstation, server, mainfrane,
— Taptop, handheld conmputer, etc. An operatlng system
may. be Aapahb@cmﬁmemmgutlon by the conputer system

and. t he video control rend r.aphi cs_out pu

o e B RO RReFio DR ErY RyrdER s mEHbR! Wherein
the hObtlBEME 1Y eémpn@elaqnenmathaﬁstcauma tdLnétRtesRPted i n a

conput er systemthat does not include a video

c olmitiadly pepcessing b packesatdhie neitvork adaptar to generatp datadpr gffloading
| east ¢ e operations of FIGs. 3, , and 5

to th?rﬁifnk%yguttﬁfgljc}g#ge (fspi parall el as well as sequentially.
| noflob&inp iyt the pestoeul ipfoeBsser, thergentrtedfidatalte tiep@embiyometer in
may be performed in a different order, nodified or

the heglydbd. [ 0046] Furthernore, many of the software and

COMBR in separate
ot e B B b ety ORRGLLRBHts. | S CTaonent s
may be integrated into fewer nunber of conponents or
di yided_jnto Igég [%1 ymper of conponents.
Addh ti omas mpthodgf claimg 1, t PORRIY®Scri bed as
he lfvﬁﬁﬁ@ﬁleqﬂerﬁo@%@fef Info £ BPANG BY bl Dgndeinfteg ﬁI%Pali@y’ of

er conponent In certain i n’p enment atl ons the
buffereamapabid aﬁstenngmgckbedaaa sysedcintat] ivdthch plaralityoef network sessions;

tr ess]ng uni t of ost s stem .[ O
oo RERAREE e L hrp s oL b PR A it A e egion
excegdsc?ﬁmzeloiﬁa ﬁ‘lﬁﬁlnﬁ% frhihRaski@tukieys pHaked asdotiatedtwilles pftocol; and
information. In alternative enbodi nents, the data
st stongp Sisstapacket datp sontatedruiph b irs paeket iy @ frst packet region.
d| fferently and have fewer, nore or different fields

different fun n those .shown or referred to

t he ﬁ’ g?%q%l‘}’ﬁt‘ Qrﬁﬁﬁ’&”%ﬁ%%ﬁ%h t he enbodi nent s
hai/e%elb ﬁ&kﬁﬁdtﬂ%éﬁv&ﬂkardﬁﬁt@?a to TCP/ 1P any other
pr ot ocol may al so be used b t he embodj ment s. [ 0048]

Théetefmaining it the pradfeégrmludgsa gernaptdednangf t he

enbodi. nent Lese t he purposes of
|Iﬂ‘(1,|e§’1u}ga giﬁp E)ﬁgélgglhﬁtrflgﬁlgg"{u%feg not intended to be
exhaustive or to limt the invention to the precise
formdisclosed. Many nodifications and variations are
podsi bl &he merhogimfcwmtlh@ra@m@npesa% ng. WHAT 1S

CL ising: allocating, by a
p'rocgggféap]?aé:i{gtﬁé&eﬁeg‘gg%{r?gré@{iuffer in a host nenory,

whégteinfinirgef h dath paglond in the packepeiceeds 4 sizaofwhdst apgiicatien

coupl ed to a network adapter;
buffer; and

class=Section13>
if the data payload in the packet exceeds the size of the host application buffer,

then queuing the data payload into the memory buffer.

5. The method of claim 1, further comprising:
receiving a send request at the protocol processor from a host application on the

host;
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initially processing a packet at the network adapter
to generate data for offloading to the nenory buffer

w0 pooslesimost ; of f 1 oadi ng, by the protocol procRPSEUS2004/024468
the generated data to the nenory buffer in the host;
and processing, by the protocol processor, the
of §diQatlae 384 Sessidn adddBialRlR 1R setd RlgTést is thW y&ronous mode,
conpri Si né: dividing the menory buffer into a

wherpinuf giei sessiof isbufifesayschromasenodetthen pfflonding thye sehd seduestte the

are capabl g of storing packet data associated with a
memg 3‘?‘5[?%?“& network sessions; dividing a buffer into

ONRdRatiiPfEthe deKebplhietion At tWehe 'wqtuastsé ésinplkted. packet
regi on exceeds a Size of a maxi numtransm ssion unit

of packets associated with a protocol; and storing a

R T R

C OFgREilv EignOsent @€fiesti a thedprPidclgiroddssdrfeonn @ hustragpActaioh @n; the
determining_ if the packet includes a data payl oad;  and
host, jykas¢in gn @ppli¢bion swﬁb@@a 1§ a60riatpd Wikl s senduequest; and
Th i@?{ - gl , gm&l&' FRQ: receiving a
pa% éz}? gtaﬁéh‘%étaﬁv\ggr bgs%{)%d;t?;é 1-%et e %ﬁ%%g if a data
payl oad i n the packet exceeds a size of a host
applicatjon huffer; and classzSectionl 3> if the dat
o oad Thmeod SRt ey GEELHE RO 1 GESSORE SrRB(Ed o the
netw@ﬂ@idﬁé%?,' WRerbi fth Ehetwbike Bt 1 A HBA] Sftlife RAYIeP AfdIvlleRein
t he nory buffer. . The method of claim, further
the hostrperheiyrig largede size Hignansdapter mequest capledie the wtwork adapter.
processor froma host application on the host;
determining if a session associated with the send

r eguest Thmiethod oF¥REA O MR TE @nenmz b@FBr ¢dmpries a plurality of
session is in the s ngﬁronous node t hen offl oadi ng the

buffess richerein thsmemery hrdlarimenpgble of plering shroofflaadeddain@r e plurality

o L BB SRRk 9, N SPSR R st one
buffeONpri si ng:

9. The method of claim 1, wherein the protocol processor is implemented in
hardware or software, and wherein the network adapter is a part of a central processing

unit of the host.

10. A network adapter, wherein the network adapter is coupled to a host having
a host memory, and wherein a memory buffer is implemented in the host memory, the
network adapter comprising:

a memory coupled to the network adapter;

a protocol processor, wherein the protocol processor is capable of allocating the
memory buffer, wherein the protocol processor is capable of initially processing a packet
at the network adapter to generate data to offload to the memory buffer, wherein the
protocol processor is capable of offloading the generated data to the memory buffer in the

host, and wherein the protocol processor is capable of processing the offloaded data.
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receiving a send request at the protocol processor
froma host application on the host, wherein an
wa@ppsiocard on send buffer is associated w th t hECEHESH04/024468
request; and copying the application send buffer to
the nenory buffer. 7. The nethod of claim1, wherein
pr C C t
addpt er Ry BkITEREOY it BUSEL e Oioe D1 Ssop s capable
of: engine adapter, and wherein the host nmenory is |arger

in_size than an ter cqupled to the rk
L GG ememiey R IGo SEICRMN P ERaP ST PRACHENE! y
of buffers, wherein the

assocw&{‘%hggﬂ Ilﬁr%gngtggpagggegﬁg%ystorr ng the offl oaded data

f a:hwamgr alvuffer into ohe semeieqrasketangiond avhsiain & isize of ﬁlpé%i@é gegion

at a. for a fi.rst session is.stor d i n_at.

exceqqy Aize 0f g MaigUFARSRsSIon Yoo PeC e\ﬁwaesﬁ%m?‘rte?he pr togg} and

PrepsifeSPlirst padkBPARIRRbQsked Rifhay ﬂﬁé@ﬁ@k@tr inSidfirsyyscRet ragidn.

wherein the network adapter is a part of a centra
proceSS| ng unit of the host. 10. A network adapter,

m tf{]}i gs?'or:]ﬁ%%e %ﬁ{v\%dé kh%géig ltlﬁegpﬁ%f%c/:@lbﬂl}?ﬁées?orl ig capable

of: inplenented in the host menory, the network adapter
conprising: a nmenory coupled to the network adapter; a
priseasinE amagkes sk the netyrsk adaptethe pr ot ocol processor is
capahhs 19% it At b0, FRABAIORATRG! . whereln the
protoco roce Sor Is cap e |ﬁ|t|ally processi ng

?ﬁak@tthaﬂathbeyllat umrthearmlempnrgrbuffer generate data to
offload to the nmenory buffer, wherein the protocol
processor i s capabl e of offloading the generated data
"i‘?é'i?é ol dafler bf“clﬁﬂ?l(‘f‘%ﬂ{erelﬁ@l‘i’e WoRIEI ]%l‘ohéﬁor is capable

protoco processor I's capabl e of processing the

of: of fl oaded data.. The network adapter of claim,

wherein the protgcol proc or is capable of: drvrdrng
t HECTHERSAPAG TR, ﬂ’?f"gor E‘T‘Iﬁ?alrty of buffers to store

PAgA&GIniARAE A AGHL hAALnWhS Packeixdbétls!dl sizeif ATRisv@Iptication

sessions; dividing a buffer into one or nore packet
buffergagidons, wherein a size of a packet region exceeds a

si ze of Xi i 0 :

2o Suth B T o Dd PRI E7n G il £t BRE R30d i the prcket
exceélB!tRe §is6 6EIhahost a\pph&atlanfbuffsﬁ packet in a first packet

region. 12. The network adapter of claim 10, wherein

the protocol processor is capable
14.  The network adapter of claim 10, wherein the protocol processor is capable

of:
receiving a send request from a host application on the host;
determining if a session associated with the send request is in a synchronous mode;
offloading the send request to the memory buffer if the session is in the

synchronous mode; and

indicating to the host application that the send request is completed.

15.  The network adapter of claim 10, wherein the protocol processor is capable

of:
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of : receiving a packet at the network adapter;
determning if the packet includes a data payl oad; and
wee@diong7¢ he data payl oad into the nenory buf f BET/USBI04/024468
The network adapter of claim 10, wherein the protocol
processor is capable of: receiving a packet at the

ne : 1, Jd i f o | ¥ .
LS8hg U804 Sy 855 DAL g G RO AR icarion
send duffeidiy @stontedheitioithe acypbreloestt andt 0 t he nermory buffer if

t he data payload in e packet exceeds.the size of the
ho"sotpyg‘;gﬁpgéé{hcéﬁﬁo %E’P.ﬁg"l@.tﬁem’@m?&’ ¥ adapt er of
claim, wherein the protocol processor is capable of:

receiving a send request froma host application on
t his. hosThe wwerkmdaptey of ¢laim $@sshesein sksprotaspbproggsser is geupled

d t IS i. . mdes dj
o tSEASoEERE. ViR SRS U T Snn LASRFARBIE iy
wherbihahe KO E&Eéﬂ'{&ﬁ% 1@3%? in @akhi HeGaémoy doapleigo testetwork
application that the send request is conpleted. . The

adaptget wor k adapter of claim, wherein the protocol
processor is capable of:receiving a send request from
a host application on the host, wherein an application
sem buTherfietiverikasiapet af edinwi 0,hwlidreinsenproteeqlipstessanid capable
copying the application send buffer to the nenory

off puffer. 16. The network adapter of claim 10, wherein

U N RERE %V%QE?I@PW&? inth ag‘rﬂgg A &t vufrelshe network

ha:
adapter; e net apter 1s an offl oad
engtoniagadipided dataror avplaradity of sessibusin thephorality of buffgygrand

in size thap the ry coupled to the ne k
d a19v 08 tholloggral i b P SIEERA@HIGF 1 BF LT DG T wher ef
the protocol processor is capable of: dividing the

menory buffer into a plurality of buffers;
18.  The network adapter of claim 10, wherein the protocol processor is

implemented in hardware or software, and wherein the network adapter is a part of a

central processing unit of the host.

19. A system in communication with data storage, comprising:

a host;

a data storage controller to manage Input/Output (I/O) access to the data storage,
wherein the data storage controller is coupled to the host;

a network adapter coupled to the host;

a host memory coupled to the host;

a memory buffer implemented in the host memory, wherein a protocol processor is
capable of allocating the memory buffer, wherein the protocol processor is capable of
initially processing a packet at the network adapter to generate data to offload to the
memory buffer, wherein the protocol processor is capable of offloading the generated data
to the memory buffer in the host, and wherein the protocol processor is capable of

processing the offloaded data.

20.  The system of claim 19, further comprising:
17



10

15

20

25

storing offloaded data for a plurality of sessions in
the plurality of buffers; and storing the offl oaded
walaioa/0igiro a first session in at | east one buf fBCT/US20051624468
networ k adapter of claim, wherein the protocol
processor is inplenented in hardware or software, and
m?@?&l&%t'taﬁg network adapter is a part of a central
protessi’'ng unit of the host. 19. A systemin
c oandumipeplibad mchided indthie pasked, wiggreindbametiveilnagdapter ioeapablg of
dat a storage.control |l er to manage. | nput/Qutput (1/Q
receiectag bR E et Beer St @r0ananEin ipiue ghigem bzt e
packEORERS 1BE dhid paPleRd,8fdihekdlB thOSbiocsl (1864861Ns B&lBIEST queuing
coupled to thée host; a host nmenory coupled to the
the dataspaylaad netontlhembmbriebufferpl enented in the host nenory,
wherein a protocol processor is capable of allocating
the nenory buffer, wherein the protocol processor is
capabl eThé systdnt bBdlhim P9, CRABE ddghpRisiigeket at the
networ k adapter to generate data to offload to the

mefbest appligagien ol Rash wheeeip th etoroleesssdds capable of

f i ; . .
R
capabk dfalprbhihiny if preestmsdseeriitbe with fthosd deqi@btais ii28n syfieRronous

systemof claim19, further conprigsing:a pagket; a a
modeayherea hopratacabpigaessoy i %Wﬁ%%@?ﬂ%éb&%ﬁﬁ@g §1indsend
¢ ) . S _
ol ARSI 8 FORAE 0 ERENHG ABaRaSHSherein e
protabel proctssbnig chpatidef jndckeng forthe b spplivatidatiat geydenddiquest is
nd wherein the protocol processor is capable of
Comaﬁ'@gi ng the data payload into the nemory buffer. . The
systemof claim, further conprising: a host

application on the host, wherein the protocol i
pr 22.essdn arcle apabhefaoiire, eempiising a stosegsdnedigmdwyingrstared

t.he host appl.ication erein t.he protocpl Sor
therdid Tl Pt Wb art £ pRghiBEedil, Rafe RIHEE° I ¢

t hgl15RAAg b BBARTY buffer i 23HbSEIMBMBIY RMhéteiEdehosiinemetnis

the protocol processor is capable of perform ng the

compyifeddndi gt Bpt isiseurled tp ¢ Befuesk adaptarhe nenory buffer if
t he . S| LS I , ' )
DR e USRS e B
to the @fdmaip Puffesinitkehdédpat the send request is
offloading the generated data to the memory buffer in the host; and

processing the offloaded data.

23. The article of manufacture of claim 22, wherein the instructions when
executed further results in the following:

dividing the memory buffer into a plurality of buffers, wherein the plurality of
buffers are capable of storing packet data associated with a plurality of network sessions;

dividing a buffer into one or more packet regions, wherein a size of a packet region
exceeds a size of a maximum transmission unit of packets associated with a protocol; and

storing a first packet data associated with a first packet in a first packet region.
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conpl eted. 22. An article of manufacture, conprising a
st orage nedi um having stored therein instructions that
wob@soeterut ed by a nmachine results in the fol POMMUSZYI4/024468

all ocating a nmenory buffer in a host nenory, wherein

the host nenory is conprised in a host that is coupled
Loxp NeTHDEKiRARR Aufachitl bi bin 2B WEESRIROIRRBALIS with
t he network apter to generate data for offloading to

exectifed funtren resubisiinf the f(DH’DWlhg. host; offl oading the

gener.at ed da buffer in the host; and
pr{fggggﬁgﬁgvapk%% g‘?ﬂ&gggg%g 23. The article of
”Hﬂétéﬁﬁhhh?@f @b pablek Mchries WAk Yalobihendnst ruct i ons when
executed furthéer results in the follow ng: dividing

t heuawitehg defepprload iite the mpememtiuflgr.of buffers, wherein
the plurality of buffers are capable of storing packet
data associated with a plurality of network sessions;

di 23.di nGhearbivleffmannfatee of chiniR? evipaeikaehe neGucims when
wherein a sjze of a packet region exceeds a size of a
exechigd fwher resais W B8 fRIIPWIREt of packets associated with a

\?V.-rﬁ%%ﬁ'lfg &@getsﬁ 'I{égw@rkfa'fdﬁﬁtte .packet data associ at ed

i rst I'n a st packet region.24. The
ar détednening 1f'|:ad1aiﬁ aayloacincthe phckiethe:@2edsvindzecofin hdse application
i nstructions when executed further results in the

butfaraiido pj ng: receiving a packet at the network adapter;

defrefd sy ﬁgrlbafd hhge p&%@éxcé&ﬁ, kg se @ftﬁ@h@st%??h@a@i@n bAfer,

queui ng t data payload into the nenory
theniih@u%thecdla’@ mefyload mutd dlag mewmonf buffesti m 22, wherein the

i nstructi ons when executed further results in the

followi ng: receiving a packet at the network adapter;

dep@r m Thditicle oF nit@lPrcRAY bPéJlth 22, R 818 FhSins UG R Svhdn
size of a host application buffer; and if the data

eXﬁCW&?f@ﬂ@ﬂ%ul’fﬁ@tba(f(kl@tv‘llég(ceeds the SI ze of the host

ap ti o fer, the ueui |l gad in

C P A Bl e s TR BIE A LG AR RS T8 host
cl @dtmrﬁﬂmg\i\ﬁ%ee'slﬁn aeciatedtwitiCthe Q6ed whedst &aaUlyachronous mode,
further resultsmthefollovmnl(_l; ) )

wherein if the session is in the synchronous mode then performing the offloading of the

send request to the memory buffer; and

indicating to the host application that the send request is completed.

27. The article of manufacture of claim 22, wherein the instructions when

executed further results in the following:

receiving a send request at the network adapter from a host application on the host,
wherein an application send buffer is associated with the send request; and

copying the application send buffer to the memory buffer.

28.  The article of manufacture of claim 22, wherein the network adapter is an
offload engine adapter, and wherein the host memory is larger in size than a memory

coupled to the network adapter.
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receiving a send request at the network adapter froma
host application on the host; determning if a session
w@az®eoisared with the send request is in a synchP@DOR2984/024468

node, wherein if the session is in the synchronous

node then perform ng the offl oading of the send

r eglest ThOartibR df%’f&h'iﬂ?acﬁﬁé Bﬁélam@rzg Wwingbiaakd ﬁlembiay Bﬁr

host application that the send request i s conpleted
compmises EFI? rality o€ beffers, wherehdbe inseudions wdiemeasutadae eipable of

the ons_,wh ecut ed further re Its t he
storing iR 455 Lo ATIRRED. TSRS fn b o (e aRofhetels the
instr@didng ﬁvlheﬁ EdRuRdRes furthiePbdpableiof BRI O folr o IMXEESidh in at

an application send buffer is associated with the send

ha“ﬂ@ﬁb ¢ and copying the application send buffer to
the nmenory buffer. 28. The article of manufacture of
claim 22, wherein the network adapter is an of fl oad
engf).ne "Eldsaal‘tielle ,of armthufloarre bfclhine 2 oglieréie nig nsirsetiodk ger
i n Si than a ne coupl ed to the network

lmplzra%?fﬁ Twap of SOIPY A GOV isiD BRI B TOAURBIeR IS pytofa
Qﬁﬁﬁ r uf fer conprises a plurality of

Cen&buf %#gné&ggggﬁ%1¥ﬁg i nstructions when executed are
capabl e of storing offloaded data for a plurality of
sessions in the nenory buffer, and wherein the
i nstructions when executed are further capabl e of
of fl oading data for a first session in at |east one
buffer. 30. The article of manufacture of claim 22,
wherein the instructions are inplenmented in hardware

or software, and wherein the network adapter is a part
of a central processing unit of the host.
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