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may conmuni cate with each other over a network.
Shoul d the network experience a failure,

communi cagj ' 0
SUMVARY %‘832?8%*{*0??@%“@8@%?@@%'n“?ﬁog*%? ﬁpgf‘ﬁﬁf“é%
summary of the discl osuregAdkcrasulgs to provide a basic
understanding to the reader. This summary is not an

eoerisi ve owveravi emmpftet heetdbsddg senviroamdnt, t nddeslenaiodes may
identify key or critical elenments of the invention or
dednmenricaie tWigh sadpotiedr eves 4 nowverk.obhould she dlebwqrlyr parseence a
is to 15 present sonme concepts disclosed herein in a

sé‘%rlei FArRIUPISEYR MR Aoy e ees 1oy e I5Redact ai | ed
description that is pr esentsggMA r. [0003] The

foll owi ng exanpl es provi de conputer network

CRAgNI catipn fhiRMidg RERAANG EsiMbRfidHNIsAReh AR IOMhE disclosure in
stack architectures rtequiring mnimal consideration
byrdapps ieatidon basid waterstpeingt tongheo readet. Wihke duma@des is not an
20 [0004] Many of the attendant features will be nore

r edeisive eyephier bhtleddisgosuraend lifedapsmob édentify kaydersitigaldelements
by reference to the follow ng detailed description ]
cohtiedervaionnor daliedts &t aFams ethEreatvehiRinyitagpole purpose is to
drawi ngs. DESCRI PTI.ON OF THE DRAW 1 0005] The

pP'EEHH O EPG5PIofisHPTed B eWetnt %rsl'\lrl(ﬁ&fg’%sg’é%‘dasf AFlAe to the

F oty | g Rt din light of
b A

bjoaok] di agr-ame sBNING xBmBKs oG daedomuterShé@ork communication
architecture. [0007] FIG 2 is a block diagram show ng

afaultietennrdee dviz onpiguengnetwonki r sacke narchinedtuds ngeqwiong  minimal
exanpl e nodes coupled via two networks. 30 [0008] FIG
3cansidgragiondi apligptiom sofvalsrpestinaemrtecrigdinedes| er ant
ORI o PR S b TahO0Sh L hord b8 B9 o
gpg{}}ﬁgg(?rﬁ%:]b%ﬂ%r %rnﬁgjs{o%%lt M/r ‘Fef%n%ﬁl:éj% Dk %B@Tngaggtaﬂgd description

considered in connection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS

[0005] The present description will be better understood from the following

detailed description read in light of the accompanying drawings, wherein:

[0006] FIG. 1 is block diagram showing an example network stack

architecture.

[0007] FIG. 2 is a block diagram showing a ' networked computing

environment including two example nodes coupled via two networks.

[0008] FIG. 3 is a block diagram showing an example fault-tolerant

communications driver, NETFT.

[0009] FIG. 4 is a block diagram showing an example fault-tolerant

communications architecture including NETFT and an application.
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source node and a destination node coupled via Path A
over network 1 and Path B over network 2. [0011] FIG

' fl ' | f ' t ~
bR |10, 9 MR B0 BB M A

Fedmmenivhtidhst Biddmieht Qﬁ‘cl@(ﬁin%ea\/%roake ABddPndi Bl @estination node
conmuni cations failures. [0012] FIG 7 is a block

dicapleainis PaahiAgyeanekwanol hed PethaBiplee nefwaak Raul t -
tol erant communi cations driver, NETFT. [0013] FIG 8
i K041l ock GFagr snt Slevnidingramn serwingl dapailowing ghequght the fault-
comruni cations architecture incl u,dig?ﬁg &ETFT and
1o

AP R IHYRYNIEEIQNg G o Rt gown ig vmkh‘a}ea?ﬂdqtri]on of several

showi.ng_d f NG ough a fault-tolerant
c%?ﬁ%%l %Oarﬁ%gﬂggtg%}q\#glgﬁgént i ncl udi ng a source- node and

aodest | nati pg. pode, le)@k'Qiiéi‘ﬁaMis@xow&Eharﬁd aN&theNeXamBbIK of a fault-
and Path B over network 2. [0015] FIG 10 is a flow

dickgr@mostewiegiodadavéd 8wirg t hrough the fault -

t ol erant communi cati ons environment shown in FIG 9

wWOoh3} he adBiGt i ®nisofa déadkr diagran® powdnd| @ example fault-tolerant
conmuni cations failures. [0016] FIG 11 js a block

dFUBME TR AN Rtk i RS G tanAGn a@ﬁbﬁik?ﬁnem in

i the technol o descri bed abo .
A e T o T
t ' L. Sinl e [ r aud
SEo RO G B B AGFOIPARY i < BeihaBn e
desiflddobih PRhK S%r GetlvdrR 11 QMdi PALICD B Glebvastk i t h t he

appended drawi ngs is intended as a description of the
pfeaent exafid. 9 ana fiow diagran shevidedato flowproedwatgh ke fault-
only fornms in which the present exanples may be
cternUCRBAUBicatians| ¢grvEanMEReshrvgcin PEi §rvishethe pdgitin of several
the functions_ of thfe, exanpl es and 30 the sequence of
sPepPIe PMEUREEHORS: Ry &nd operating the exanpl es.
r, th S 0T eyl aé-g@lamf w Sana”&am le computin

S quéﬁces nglf'bilirg(':scoanp@?g%ed y d%ﬁe}@t examﬁ es. puting

environment in which the technology described above may be implemented.

[0017] Like reference numerals are used to designate like parts in the

accompanying drawings.

DETAILED DESCRIPTION

[0018] The detailed description provided below in connection with the

appended drawings is intended as a description of the present examples and is not

intended to represent -the only forms in which the present examples may be

constructed or utilized. The description sets forth the functions of the examples and

the sequence of steps for constructing and operating the examples. However, the

same or equivalent functions and sequences may be accomplished by different

examples.

[0019] Although the present examples are described and illustrated herein as

being implemented in a computing and networking system, the system described is
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is 2 WD 2007/033179 PCTIUS211116/1135497 5 provided
as an exanple and not a limtation. As those skilled

I B?Jig]e as ta xalmﬁgpﬁ ecF'ngg % |.mH§u<§H es@%l}o%gaé@lle%s r?rd‘?e art will

e 0r appTication in a variety o
a}SBFé%a@éc thO PREE NGk af e sNEE ‘é@ﬁiﬁl@%rsa\b%hmn ih Q%%ty'zdf@hfferent

bl ock di agram show ng an exanpl e network stack
av@alowesﬁnpuangt&w néwoelingeystanack ("stack") generally
couples with software 10 applications via network
40@2M i nt eriGcds iandlogk diageam mcy\rlmmc@s @@npﬂl@vneréfork stack
net wor k communi cati ons functlonallgy Qll atio

eﬁéraé{

ARSI e at (b Al é‘ef"ﬁfk calRrk Girek es, d/ﬂB] Spftware

gag%ﬁéa[tlign%tg%ar{etv(/%r* %ck xpgedréc%soancf/hy\gﬂé c%' %8‘ é{wde network

%%Bhg’ﬂﬁ‘lcﬁl)ﬁﬂﬁ\mﬁaﬂﬂchcé‘n&%t )&PrabpﬁctaQBK lﬁ'@)blcg sald to be at
erre as at or near the top or bottom of

S(bﬁéﬁ%plé@lrtohﬂﬁzh%p”clﬁ th@¥REk.i Anédrris tsagiicalRl said ttﬁbé|.5t (0@ coupled

each other. For exanple, in FIG 1, protocol driver 130

ite) thiebetornhoft the sstchckartduarlendin® dfsDnethviodhstagk mapha referred to

the bottomof the stack in this particular figure

\Pardt o Seardsi tep ios Retiom ef HesiRsKkOhigERT Fralpwar Mty stask relative

hgcﬁléu}?ﬁ@%& é),l’r;?%?glgfe;lmegﬁ- Lpgo%gln?ﬁ/v&égéﬁdfhlg‘%ggﬁ{wg stack than
?ﬂ&pl% h |sf S th%tﬁ?ttggpé)fc%s%%ck?ﬂ tHl@qﬁ[}t?ctugaqqlgRlYe Various

ose skill&d 1nt term"driver
afepsieHs B?ﬁ@l‘eﬂ/\/érﬁfs‘%{c& sy & AN hBPINCRIVe FbAI® Rick! d1@nents, or may
|1 ke that enables a node to operate with a particul ar
dfBuE,Cordstioh nasieahprelamietits in vatows riaysntiepehdiog cmatit porpose or
ot her conputer subsystem or to operate with one or
nfores ofghe depintiors us indersteodvityrtkosst wdlles!, in ;ﬁlﬂfb@récol
drivers, and/or other con‘putgr soft or firmar

dPORHe | i kelhertsrmeydsivery @s uge rthed%d EFrFC\/%rCOf‘VBII e%gr'v" or the

Bﬁ' i 85te|nV\fﬁle?T,§yngésggeop\é?artkev? o]a %aaE 89%115\5{&"  SYch as a printer,
q&g&b&qqteﬁﬂ& &ltd, W&hh@&%&ﬁe%ﬁy@térﬂ%ﬂ@ o%@%@ﬁﬁth one or more

I'n thi's case e data is said to flow'
t 8 gEhRCHucANd HeSwSRMHiadRbll provRdl arivees V&hlakor @aéﬁcomputer software
received by a node is said to flow "up" the stack
udt fitmwarer @atheebkd. Fer deatipleech appbiat atriven tyBuatiin operates with a

net wor ki ng systens are well 30 known to those skilled
| MRtWPIEK Rqk,
[0022] An application may pass a packet of data to a stack destined for an

application operating on another node. In this case, the data is said to flow “down”
the stack and is sent out over a network. Data received by a node is said to flow “up”
the stack until it reaches the destined application. Such networking systems are well
known to those skilled in the art.

[0023] In one example a stack is based on the Network Driver Interface
Specification (“NDIS") which defines a standard application programming interface
(“API") for network interface cards (“NICs"), such as NIC 180, and abstracts the

network hardware from network drivers. NDIS also specifies a standard interface
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we®vasidas d application progranm ng interface p¢t/084009/035497

10

15

20

25

30

for network interface cards ("NICs"), such as N C 180,

and abstracts the network hardware from network

dpLVRES - aNPLP AdtHRrIS RERkfs etshe?eb?t apdactng Nfo@ef-36R1 divers that
WD 2007/ 033179 PCT/ US2006/ 035497 5 between | ayered

nefanagd hdrdwaes,Ssuchhgy abyiapst rdiivet, Nfgomowsertleved| drivers, such as
drivers that manage hardware, such as a m niport

dpraregol drivers. uM}éﬁpIIEeN@IS cmferarisg Rsoiolaoladrivess gnaic gp-exist on a
drivers. Miltiple NDIS-conformng Ioroto ol grl vers

coingle nﬁdeoﬁlsg It qﬁﬂeemﬁlaa%s mAltg)Jf_ NiGs, gerhape PesauFe Hds annected

| t N| Cs, h
bl ARt I iy
gso@ﬁpé'cp&’ir\}f?:aﬁ NGl By! tﬁé tr;ﬁlcai\ﬁqw“%taﬁgn & INCRS lsa§10wn in FIG.

cat ed traffic. [ustration of NDI S
Shomdrmeﬁ@(ingktac@dﬁ@{dai’@, \t\édhkblﬁglestaad%rsir&nfha&dss, such as the
technol ogi es and/or architectures, such as the Open
Dadtpan LDark-lUimk entegfaee ((“GDDI),' Xhe tDaga Dértka Pravider Pingarfager (“DLPI), the
Interface ("DLPI"), the UniformDriver Interface
(‘Uoibprmy | Df(b‘fero'ﬁFPéf“aC? YOl i @der RSP neGiRsed R (6 HRE with the

W th

Lg%}}qg\fw%% @ng§W EY%]\B%%”&W&%? zlﬁ)cgt{ﬁg)ggnsofstvy] ld, be understood
Siﬁg ’F\ﬁaék{]leghﬁt glrt A%Sa %af@?; BPEon@Em&?&Vﬁ ND@Q[&r%nnology is

er mn ogy Is used wth exa roug hout
t Ris&d R CdxaRipl@NthrdUdhott B dedipeian dsut Jtﬁ@rhﬂ@h@é}blﬁstechnologles
and/ or architectures may be used in all of these
exatpresrcwitédiu@ppmapr batueed nadial | cfathesasexanmles svith appropriate
ot herw se noted. [0024] As shown in FIG 1, coupled to
NIn@diB@tiona uNiBisSotizowiss natedi port driver 20 160. A
mn ort driver typically |n

R i ports TAVEEE bBe ! GeB AV AP pGr NDR 1204 riggort driver
gﬁﬁpaﬁ '%'?{ligoq‘ ki eSdWHFCg”V | {rerkfQ \9199 NP v WQ?@ hniport interface

g“sendrng and recei ving

t h%@U?He mﬁipwtgr P%H‘nﬁﬁyp&’ Sssog'éie\'ﬁ%ltl'ﬂ-ﬁft 4 ¥®iafd!rhay manage its

interfaces wt |gher- evel drivers, such as

i Q)tpefalﬁ'ﬁﬁt,aﬁq@udfnlgV%ndlrﬂg‘lQném@cW@@ Qﬁﬁi tihouylerthd UC. Ahe miniport
m niport driver is considered a NIC driver. N C 25

midnivpiot 66 typératly adterfaqeenfidr highhiotwehdnidwarsecs pedmtﬁ'rrcediate driver
operations needed to manage a particular NNC with
cdrtRotnbPrape!i drisepeidertt NIRRT Bitvar| 'ff%fs@wed*ea g driver. NIC
NDIS, A node 3_/ i nclude, mu) ti I\l] W th eacg é\l{
éwarparﬁsweﬂ%f@l%a iR M EOsE Nt &fﬁﬁmsaec iy PRASPUCTS g Ced to manage a
par cu a? I\Hr lth %o.%ﬁfo%r%@hf&fkd%@&d&?%r&%n&iﬁ? p%wded by NDIS. A

mi por iver
node may include multiple NICs with each NIC generally having an associated NIC

driver. Some examples in this description describe the use of miniport drivers but, as
will be understood by those skilled in the art, any type of NIC driver or the like may
be used in these examples, unless otherwise noted.

[0025] Protocol or transport driver 130 couples to NDIS 120 via an NDIS
protocol interface 134. Protocol drivers or transport protocol drivers generally
provide the functionality to create, send and receive packets of data that are sent

from one node to another through the network stack and over a network. As known
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Protocol or transport driver 130 couples to NDI S 120

via an NDIS protocol interface 134. Protocol drivers

Ofio tthadtS BIITIEd A GthOGHt, AlcoMBich BaRBleabt buaﬁh&\ékjdgelﬁ/@ﬁ/ transport
functionality to create, send and receive packets of
datatotdianapme TEMIP (Trammiodien ITaAerof @raoed] heintédned Bgdtocol). UDP
the network stack and over a network. As known 4 WO

2 Qdrrr wmgmmwousz@@@r/ F3mag bex temtrieosenreliabld ed nom-guaranteed
the, a nmmon reliaple or guaranteed delive %

t Pah%ﬁs\beoto oT%%d{DinB BE OtREPPI 0Lt aﬁ%?haéé%/ﬁp (Internet Packet

I e elefe]
a2l BPARRRY secsd Pk 2B dhat il (i R Pugpcorametes
OolunQodealiabheed delivery protocol. TCP, UDP and/or
ot her protocols, such as |IPX/ SPX (Internet Packet

Exadzshge /| SegsieneadedaekeM Exeihangelo draysh@nub&tieen protocol
with the follow ng exanples 10 unless otherw se
norigers 30028 NRIY SIG mieipadeli1&0ein( FIGM ) Tdrproercs! dd@rand drivers
shown between protocol drivers 130 and NDIS NI C
maHP‘b"’(Brt? e BUS P%”'F!‘PFGE while "—FbNEr‘b'tvétso‘lhetiln‘qO\VéH@ prefocol drivers. Data

N T T —
f |n9.1 igHoteP n"?sr e%"l’ﬂﬁ} heMSINOL St %ﬁh/oqar%%gtf ][tl.‘?(%"?igtrat Bgckets. An

rver 5 may ignore, Ins

f th@ﬁxﬁéﬂlqté eleiu/éremo ABEAI06 bERALEY al blentdaa.ave@.acket s. An
internedi ate driver 140 nmay al so be known as a filter

dieozi. [00ZI]. Rl G 2 bbch biagedm dshagriagy ahowivigrked computing
net wor ked conputin envi ronment 200 including two
eRAYIANE 4o dRR0 Indudingl te0exaiupk etPde a2 tayandnaétvotokgled via two
202 and 28 210 _and 260 may each be persona

G £07 and 255 5 s ofend e 758 be JErparLcomputers (PCS",

h%ﬁér& ccln%{}tgrgs se s?s qg p?;:ggbq ucge'f\enrcgglng?cﬁsruﬁl%r qjectromc

devi ce varlous o

PUOHESS bpgmdgl"/\ba?i%ﬁs oﬂﬁ? RS Df ch‘h g4 snProcgE%ﬂg devices, machines
non-Timting exanple of a type of computing System s

deseystdred O nddetiitingodla@wl bt Ntype P e6inplind bfsterd Is described in
Crcles 212, 214, 262, and 264 represent N Cs

adsiaditeiavdwith treseheta FiGe$ peCitdlese2 iy g, 26Reand 264 represent NICs
non-limting exanple of a type of NICis 25 further
dééﬁ?ﬂabeé’d"’ﬁléﬂtﬁﬁ iREReftive 8pdest Ong nepdimiting sxamptanfrktype of NIC is

; glfr@}% dﬁ)cri)ﬁg b%%OZSJlth %ngs}ggg 1? as ne%vu)erktaglgmep?g] 3.
[0028] As used herein, the term node refers to any computing system,
device, or process that is uniquely addressable, or otherwise uniquely identifiable, in
a network (e.g., network 202) and that is operable to communicate with other nodes
in the network. For example, and without limitation, a node may be a personal
computer, a server computer, a hand-held or laptop device, a tablet device, a
multiprocessor system, a microprocessor-based system, a set top box, a consumer
electronic device, a network PC, a minicomputer, a mainframe computer, or the like.
A non-limiting example of a node 210, in the form of a computing system, is set

forth below with respect to FIG. 11.
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ot her nodes in the network. For exanple, and w thout
limtation, a node may be a personal 30 conputer, a

@%g%ﬁ%r CONP&iVBFks @Of‘@ﬂ@?@@'rﬁaﬁbe kRt £rpe Gewi@R, may exist on the
et devi ce, a mul ti processor SySt em a

Msd ePUAReSROubRaS e ehay st REIcally sephysipliboruplad qungcpjmgpl from
el ectronic device, a network PC, a m niconputer, |
Bﬁiﬂhrﬁthaﬂmwwspwlerlar o diffeeent nkavorking AeFine}agies; ﬁ'& ln particular,

o own 207 P2 st SRR PGPOHCr HBp IR ePOTED (dtbydno pouters
WO 2007/ 3317 PCT/ US20 354
g%r(gé@tﬁ}&ﬁ %8{0{:31 am% Eel?czbleasrB%Qgg]e%z'IQE%MII%%ons|dered

2ok : ﬂ@@l@ﬂi|EWUl t ther. An
Wﬂnmgkﬁﬁ&k ERﬁﬁg&?g?QfgglgPE%dfﬁoﬁ] eachnoihé; °ﬁ§§ o

lé§§m§l'e'@f|a@6ut‘ableqdrf)foﬁblei@trcnﬂt’ veehHingg datz hbadledqi egoutehle;fashlon
I'n particular, networks 202 and 282 may be routed
MApN&Ikeing & Maitable, travspusrrstocelctoufdrmat #lpesend th?—a(ﬂata packet.
forward routable protocol packets. Rou tablq $ o twork
Thes skilleskinl the aoinilldes Beanitia WEhFANRRS I BRHAD 6%‘6!“59 ne
used to route da%a from one network to another. An
asratpgies, sYstams 08 aFNEeHEocol is TCP/IP. Sending a

ﬂ@@épa(:keﬁglﬁgﬁge%% Er b?l&ﬁvorl@ss% 9nd 'Zﬁﬁlm%ﬁsb@ﬁd’ége@dent of each

ble t ocol ormat and/ or send the

dat & RRAKAL: if thBRSE Skiddi@d drifalidre vt ok Idetvberk it is unlikely to

famliar wth routable protocols and routing network
t8Re! MgicpsratidyAltsedtas aftheastbén. tregther eamlss, tOG8EY Mmaie networks
one exanple, networks 202 and 282 may be |ndepende nt
ahayebe lisedt lheagwids where dreatendpgrers 0& el é’iﬁ“&‘% are desired a

fail th t K it |
dgrlegpg;li?@\ggq ofslgegyevgggoqu\c?r{qu:tI&lﬂ%x]eZ?ssopﬁte t%élpecécyg %désh&) those
é{qeé\ggrg?rlaao{hggg\ 56?\019?( rmr’?betr%f Rl?quﬁsetqueJ &h Q’ﬁ@ﬂpl rﬁ§y M@@rﬁﬁloyed

ol erance are desired

C@ﬁggct nunee %%S WarkSwith RO M d, s §vmssnen ai(zﬂdple address

ivity o to those 20 networks, including
?f@ S@ngREhRr |soifod}4le@5td R&tvatit ed2@m NHCnZ)‘d% alsmagsseiated with
oyed. [0031] NIC 212, associated with node 210,
IﬁocﬁelzwmIsmﬁdwmw;taxmkmaldoko@ws off 19721 56382157 lsaﬁaupled to
is coupled to network 1 202. NIC 214, also assoclg |
whétivorkn@d28ZLONICi 86Zhassaciaiedhwith nofantA% iadthoRdsWER an example

ek abi7ased Wt ARCTBo6o R B SHOWIMEIK 3R e 264 also
assggated with node 260, is shown with an example address of 197.71 .48.39 and is
also coupled to network 2 282. These addresses may, in practice, be IPv4 or IPv6
addresses or the like, of any other type of network address typically related to the
protocol being used.
[0032] Each node may inciude one or more NIiCs. Arrows 201 and 203, also
shown in FIG. 11 as arrow 1114, represent a first communications route or pathway
(“Path A") over network 1 202 between nodes 210 and 260. Arrows 281 and 283
represent a second communications route or pathway (“Path B") over network 2 282

between nodes 210 and 260. In practice, there may be one or more pathways over
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and is also coupled to network 2 282. These addresses
may, in practice, be IPv4 or IPv6 addresses or the

| brkeor MAbreaitiweib BetvietRehOTw I MBFN RGN e 8BvikdrhbbY. The term
related to the protocol being used. 30 [00321 Each

npdehwagl as nedduldgreione defindbaea Nbagnunfvatiors raldd, arngbndhications
also shown in FIG 11 as arrow 1114, represent a

f il thepwppmuitideatn rmstwerlst Sudra pwthmymk(maabh danamigviethat the
net wor k. % 202 bq%meen odes 210 and 260. Arrows 281
aFHRCDEPYte Petyean Y ese{“%ve@&ﬁae EWhiHME-cati ons route or

p@ggg\ﬁy (" PQBP(SBZ')G Q grz&e{e\gp&%ngags%ghpﬁ We% Q e%ﬁork stack,

d 260 n prac Ice
PrRtWRYSa Wtol@aM&Q&Zﬁi@%@%ﬁ@TewOQIQJVQI%QA&Vear%h of nodes

one or nore networks between the two or npre nodes in
enM) mod et TABCRT diieert & Block Rathwahowaswitis ad &ein|@ address of
defined as a communi cati ons route, or conmuni cati ons

| THR,0. bendedn Modeaver af Hlatkt 2T ks sBuweh wdtly ent exampld jadiress of

may be dynam c |n that the exact route between nodes
TG0 A andBeth, GAdasHE. T80SMICAY oENItRIE Afugiggadresses. These

i ncc[rgs(sflfeeghaarbfe \F‘rl c|>rCI§ éefgdﬁggsgam% I\ﬁg Io6ﬁfg‘\/a?bﬂ}§ﬁ-.’cy5pe of network or
dfdrﬂrﬁﬂnlcm&‘é' GBFLSQ"FTGMRSOEaVQFj%y n%t’lf?a\/%ﬂﬁ#u%ﬁ‘&gg%ggeg% shown

driver of block 216 is shown wth an exa

Oifn thd Qarfbu3.ekampréstawrT driver of bl ock 266 IS shown
with an exanpl e address of 10.0.0.2. These addresses

alo@3#lypi cal Ayfaglorsiedatt etbtwonkt statk addr esgesk sHEaksiecluding an FT

addr esses g be 1 Pv4 or | Pv6 addresses or the |ike,
of rveRysush sy EtT)'?Eéieé‘f”brﬁ?étW"k"bFOfI[ECWhWﬂthé%ﬁ dh“sthe like. An FT

%g"ieggsi‘ég aéé"%i% \%E?grﬁgﬁ “P\éorgg F‘nOt Wgﬁ\ée;ﬂﬁ\t/‘lgé biéﬁi%ﬂ,\t,yplcally allows
L acé]t? ﬁ‘g{nﬂﬂln ca{eodvﬁl'H:?Qéhd?ﬁ%%ﬁggl@gggﬁ%ré %@Eﬂ]ﬁdﬂ?ghs Batgs such

bgd @ard na carneaid o Widrh ok Gor Snor nehiforkd K€hod iy of these
driver, such as NEIFT, operating in combination with a

neimmumcsti(ﬁskpatiyqofaﬂalthg/ natésowmy 20ntveke Sorh M ud ATTHig igdah eat least
W th each other via one or nore communi cations pat hs,
seshopeyaticrad hathwandbuehtahpBhwaw tilusnmay resutirfeomdailuse le§ a NIC or
Shoul d any of these conmunications paths fail, the

nades RhAWoREMATe % oRmRASIWAY | HEUEINge ROMectignist cabling or other

communications media (including radio frequency (“RF”) or infrared (“IR”) and the
like), routers, hubs, switches, firewalls, Internet Service Providers (“ISPs”), power
failure to any node, device or system of the network, or the like.

[0035] In one exémple, a communications failure may result in a plug-and-
play (“PnP") event. A PnP event may indicate the removal of a NIC from its node or to
a media sense change. A media sense disconnect, for example, typically results from
a failure that causes the NIC to lose the signal or carrier on the network media, such
as a network cable, RF or IR link or the like. A media sense disconnect may be caused
by disconnecting the network cable or carrier from the NIC or powering off the other

end of the cable (a hub or switch, for example). A media sense connect is typically



one operational pathway. Such a pathway failure may
result fromfailure of a NNIC or failure of any

webmmesai7of a pat hway, including connections, PabU$10g6/035497
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or other 25 communications nedia (including radio

frequency ("RF") or infrared (111") and the |ike),

r st epresithubch aswietwiresting tieewibld, Se-goMe@ingain SRIMIKCE: switch or
Providers ("I1SPs"), power failure to any node, device
ofNesiet ERSSELYReseoirueniBr dso browrhas ¢ankectivit9@S&]ts | are greerally local
e C nications failure may result in a
p?%gm?éaﬁ%-tﬁ%ﬁ 26@({0%" N Kfedte. PIRBAB et Abe made ifehl afush local
t BShHeBiRY v e Y : i1s_no r.to 30 a nedia

sense change. S/-{%ng%ﬁaﬁeé@wgegnd?%ggﬁ]ﬁ%@f'?n’f %Fgﬁmpe?"e”t or the
t yiipd, oalalnodeesul ts froma failure that causes the NIC

to lose the signal or carrier on the network nedia,

s[PPR6] as a metmmhkr esbhgle, RicoatmirRcdtionk faflurkhgay ikedetéted by
nmedi a sense di sconnect may be caused by di sconnecting

t hENBpHTIaRE pagkets wint baiweee noflesofailure oRis@G:toa hparedat packet may
of f t her egﬁl] of the cable (a hub or switch, for

e?g#ﬁ{égsaﬁuﬁ HediPathway bstespmades.i Hearipsac argkpts M@0 be marked
S 7 T L MR

reconnecti ng

Sféw BRingrpastdiCup kkEnethBBSGadly Wﬁﬁngfer(%ﬁfgt ﬁFar%e%PHléék%%/\sﬂmay be

as connectivity events, are general ota eve

tingtlertdrayd asoly r@ne Monttble pRItEeol MEREP")t By trB8nIAQAECP packets. Such
itself. Such local connectivity events typically

r eeagibeati packatsewanbejusdd catvilidate shic hndgoserdnbb@x®sHal @fatus of a
the like, on a node. 10 [00361 In another exanple, a

AT AY Jﬁeq iSnbY Fending @ hawybeae padet rostingge 21U pvry Path A to node

h t bet des. Fail f such

AR ARER] nPRCE) e @ Fapll ore S8 PeAret Pk AigPde 260,
t; tend to, b K

DR Lo DB SACHELS TSy BEOREESE o

aredrtbeteryie (idesariant tpf RaGHSEE in ki NsLe) Bk PATSR

t
the network stack. In one exanple, heartbeat pacge%bg't)’ such a

rfaijurbenaysindivpteetianPetth AS$ ROt 6Pt NEdrRApsPARE &F Blilure of some
("RCP") by form ng RCP packets. Such heartbeat
AR OF RV asle | uch ay al router.eswtittd, enahetieremd the like, or due to

' I f h . Th is, b di
AR5 EibeRte ek g dhpAGEUIeB IVt Pryihant a0 psdeional NIC
ﬁzggra?@%akﬂﬁ rﬂ&ﬂ% tsg%s% llrnecﬁcealai\éb gg%ﬁt ri%e rlo?{)gltlg éit)llgr?eé?q%r}tto the network,

eat pac romno
Qﬂﬂ&l % . i & - - t i On | . N
Shoulag tE Iﬁgjeg%@tﬁelgr%{;tggﬁtfh@{?mf Eg Sﬁ@gr %g\gé\rt% Arresﬁlf m fa”urg down

neckiered in response to the heartbeat sent), such a

[0037] FIG. 3 is a block diagram showing an example fault-tolerant
communications driver, NETFT 300. NETFT 300 may be implemented as an NDIS
miniport driver (FIG. 1, 160) for use with an NDIS network stack and for providing
network communications between nodes tolerant of pathway failures. That is,
communications between two or more nodes may continue when each is using a

NETFT despite failure of any component in the pathway as long as at least one

pathway remains operational.



failure may indicate that Path A is not operational,
perhaps due to failure of sone elenent of network 1

w@o0R7msmlw as a router, switch, connection, or p&EUSIKES035497
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or due to the target node itself failing. In

particular, node 210 may have an operational NIC 212

aif@38hl i d nedore eemste, impHntaiddie dhRk ATtdriver RE ARNDIY miniport

connected to the network, 25 but may still detect a

héra\fqr seridesadt lersa twg@eneﬂtsoﬁestnbeumsd(smh YT @niver generally sits
ilure dowmm the line. [0037] FIG 3 is a block

d %{&W&W PRRRCA S YR eiaihgIsErKaBratogobreliakility tends to be provided by

TFT NETFT, 300
PTG ADEAL ¥BEacol el wBRkH 5 BEguR TS ccled by addition
f&*lwﬂ@@véﬂ"fﬁ@t—@@leﬁﬁk@ M StAckiRPSof gﬁ?rgé h\{vgerf gsmg an FT

30 network connunlca |ons b t ween nodes to

parivendry cdrabihaticswitd Bdtroto8oel driv@NIN¢Riag Al TCEPNEP &}%V\Qﬁ@ F"' Wﬂver will
or nore nodes nmay continue when each is using a

deBisriyedetast| farlesl pfthways achmooreddta ipackeee optdmdas - an operatlonal
long as at | east one pathway remains operational. 8
VE3tReRY?/ 'Oé%ﬂéemfmf/ U208/ 0B 84T Sheuid 38y papkesriess occur due to

e of the FT driver as an NDI S
AR LT R ST v o
Farvel in Qﬁ@@fﬁgr&%‘ab BNk Cy’ucp{%ﬁggenergtarl)ekér% ;Emsy retryI o resend

any protoco Ivers In e sta

r etaloink it ¥nd @@ et kige Rﬂ’lalﬂﬁ %Yétg&g sm'cee@:mﬁ *Hcgg'tecf #/gryt od

reliable protocol driver which is general una

HP03%e addiA serwnddfenkiinds-pleaied tHeamrt Hn&e@“ﬁ[cﬁﬁ% protocol driver in
provi ded by an FT driver. For exanple, when using an
fire 1592k isv &hatj fypicalitbineatearadationh of the oboedllitgrdfvéie protocol is

uch, as TCP/IP driver, the FT driver will typically
d%?%%%CEFa P@as?;a?'ﬂ‘r red, Ry tyepliag @ae@tleaék@tasw Ol é¥iver performs

5 R o Bl VRS e e
SWht b Rt EWaYIS, mtal'&@g-%g‘l%/ Idg n%rlﬂ*kore%ltf%ﬁllt Y(?granwnllo ‘fouteably

generally sits above th rrver

ttemes” 4 datd @h el iSWONhASSHSa PP PR T RAYle &ﬁ&{o}{olor
resend 15 operations to ensure that the reliable

pPNBcol sNFIEEdass @ papadkenetdeti vatl;. gdn@R39]codpeeeeRtoftware

benefit of placing the FT driver bel ow the protoco

dPpEtion via INRES of ftikeri Retwpik segipingaifagesnbudegradatingpmgenerally
rotocol is introduced.

of the r utab f the

GrahieS e l§ﬁ"r'?’&utr°e%e”g£ﬁ‘9 "EEHIR FBFET QYSTOIFtVPIks canplRdto the
:Egt%g{)?lgﬁ%ﬁsg oco %n%%é%rﬁéﬂ %E.élcsﬁlo ngﬁﬁdgyeang Huiahaddress as
the source address for their data packets, this virtual address being known to NETFT
and mapped and communicated to other nodes on the network as described below.
As shown in FIG. 3, NETFT includes a miniport adapter 302 (also known as a
processing element) a routing database 304, and ohe or more route monitor
adapters 306 and tunnel adapters 308.

[0041] Tunnel adapter 308 typically rebresents one NIC on the local node (or,
in some instances, a virtual NIC) and maintains a socket used to tunnel packets to
NETFT on the target node. There is typically one tunnel adapter 308 associated with

each NIC on the local node with each NIC being coupled to a network providing a



20 that such data is routable, in addition to being
link-level fault tolerant. To "routeably tunnel" a

wa@ladoopEeket is to tunnel a data packet usi ng BCT/US2006/035497
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rout abl e protocol. [0040] NETFT, as a part of a

network stack, generally couples to a software

appihivente anotheandidl. Sach netwoel nmagtonondy sétasKisolated from any other
interfaces. Such a coupling generally enables

appoBar) bReekaslagtss 308 e tvivice By sssodated itk strsebing protocol driver

l ed t h 5 bott f the stack. In one
oI RIsC R B iR ROnEC BIovpeel dalandmidts aociated

LRR GRS iftdFLESS OhRexh e ets, thi .
virtual addr esé&%eioﬁg eﬁ(%%\%!’? ?fgaah%ﬁ%ﬁ%5ﬁ%bﬁ°eldf)z’&)"aﬁ&emawely,
Cotatipreratelsl, s rhobEtPNANE Hr oIbxt RyNEL WREK .
described bel ow. As shown in FlG 3, NETFTfarisﬁ%Tnﬁgg%' g tunnel
nigapprIr 30 & dept o B@Zingalve Ghknldvwhe a8 séciathll MIESE MBdia connection

el enent) a routing database 304, and one or nore route
netfefsrinadiyeadapt ers 306 and tunnel adapters 308.

[ Tunnel adapter 308 typically represents one NIC
oﬁ’gtﬂ#}e | ocaf* MYHR (Cglta,‘bas? 080/ MR &k in NEJFFt uigl typically a

. i i ket dto t | kets, t
o L S, B B0
t maphg AdARLATadAPE s 385084 Bt %ré/"bﬁtn\rf)vlal@@a NngIaQrNELI?‘E on another

| ocal node with each NI C belng coupled to a networ

prasiei th o exanSpl¥On20NAGOF3 kS RATéIEL PORE OFRARYF aBapters such as

pat hway to another node. Each network may or may not

b@utesmPatedrdaptan Meywhithere typiesliyoaskocidtet! withed tathapa®ipter such

308 is typically associated with a tunneling protocol

dFsi \ape! 1§ e IGenaatln apaetieg datahassugithaast ontied idatpbase 304
oft. to and fromits asspciated N C via ND S

R affiBhe, bRe BRE oL Fale 1SR RERE bR vns) gratta oich goute adapter

Wenhg AsbEERAIMEL Wi | Bapi€9Ch @3 IOk, -

IPX. or SPX, n'ayL‘)é*éffedgigﬁggc??F“%%ﬁe%lcﬁ%bd‘? 8k iR pffiviay associated

adeptierwudnd dmptdenner usMactdeyR®, a ML nidenassas

NI C or nedia connection geco\r/re i nactai \?e.’ [OO%%?a%t ﬁﬁy map a

rasgtinatipndatiedd agdre394q a abysidaphduresit &k $paciE Feotd fode.

tégi cally a sinple data structure, that nay be

IB%%4led i n Ayautam drshasy 304 nay alsechddes pentityiieformation for each

[ a, virtual 1gtddress for one or nore pathways to

a%%grf)"lYﬁr‘]'?ng}\lE‘fﬁfde UMAtIAR May Penbed. to) indisate @esefpired or primary
TRORAES Pl Rl Sl TSRt Rn el ity speed o
o e oA, R SMF ARy werer co e
noed iong debenpassib@0dathways, when possible, based on priority information
and/or pathway status. Priority information may alternatively indicate a round-robin

load balancing algorithm for making use of multiple pathways to a target node to

load-balance traffic over the pathways, or enable some other pathway prioritization

scheme,

10



will include one set of route adapters for each tunnel
adapter, each route adapter being associated with a

walpdo7esame target node reachabl e over the pat hrewus2006/035497
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associated 20 with the tunnel adapter. \Wen using

TCP/ I P, for exanple, the database may map a

dE¥dithat i onAviexamale raddn@shld databagbBok ¢edppattia@isSis @hoveh in

speci fic renote node. [0043] A routing database 304
$plai'so include priority information for each

pat hway. Such priority information may be used to

indicate a preferred or primary pathway to anot her

node a7 Or. Ay | ) T O aboT T
speed o %t'gﬁ%&p%sgs":@}tpglri éi'?é\gsﬂr%é pr ef er r EHOP& h

is the Jpa o De useuove?
ot her fossible pAtithays, when pb%8i%fe, pased on

prioritly inf I nd/ of afus. Priority
i nf or mski on Wé‘l' ?%Pn’gt i vel yﬁ)?%'gl}ggﬁtgzé al round-'robi n

| oad bgl anci RhgeLinthm f ol | pf nmultiple
pat hwa to llz::rg’ltsar get _node to q?%'ggggauﬁnce tra?fi C

over the pathways, or enabl & E&ge ot her pat hway
prioritization 30 schene. 16 VIO 2007/ 033179
PCT/ US2006/ 035497 5 [0044] An exanple routing table

dat abase 304 nmapping table is shown in Table 1.

D99#bhat i onReAddingst® thipleel AddrrG.s2,Rabler i tshiowd/iahtdxample mapping
10.0.0.2 Physical: Path A 172.56.48.38 1 Physical:

Pablt & 1oght7Re aged Gy NETLR| epetatim poOwsSE R drablengy thows virtual

table 1 Fl . taple 1 sh I

bl T P B 0 o B e
T 1 j | t] ' d 10. 0 2 ,
IO 5 Sl R ARFERS ol s v

Phuepéssalo72tdi®ss addii | gt L {iha ith fi
to node 266 and physiaggﬁ &ﬁgg%trhzﬁg?oq%%%%{h% Rioudh with first
agsoity abe dathiB witiPaddonB prioritlodebldG6s pRaidedAis #h SB@WMe and is not
with first 15 priority and Path B wth second

phiesded jo balibitingl i s provi ded as an exanple and is not

[ teaned to be Iirri_tin% [ 0046] When sending data from
rféa’éﬁ 216 t oVhgueenslgw, dadq SRMangfigpdiontg noglsl 266, such a mapping table

is typically used to tunnel a packet destined to virtual destination address 10.0.0.2

by forwarding the packet via a tunneling protocol, such as UDP, to physical
destination address 172.56.48.38, thus tunneling the packet from node 216 over
Path A to node 266. One such mapping table may be created in the routing database
(FIG.3, 304) for each set of pathways established between two nodes. Such a
mapping table may be implemented in various forms, use various priority schemes .
and/or store other information including pathway operational status. The mapping
table structure, number of pathways, address formats, etc. shown in Table 1 are
provided as examples and are not intended to be limiting.

[0047] The local node virtual address, remote node virtual addresses, and
priority and other pathway information are typically provided to nodes by an out-of-
band mechanism and passed to NETFT via its NDIS interfaces. This out-of-band

mechanism may be as simple as a systems administrator using a management

11



Is typically used to tunnel a packet destined to
virtual destination address 10.0.0.2 by forwarding

wo b@7psaket via a tunneling protocol, such as REFPUSI006/035497
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physi cal 20 destination address 172.56.48. 38, thus
tunneling the packet from node 216 over Path Ato
neRbicaFE® toGecky tie imEgymiatign, taxlit mayray ab%u@drﬁ@c%@@yét@mtd?&he like.

rguchi n at abase (FI G 3, 304) for each set of
pat wa?-so elandynediats Mmsetrowveth kogwn trothese siSliehinahe art.

LNg table be i nplenented in various forns, use
U@rraiggﬂs prié?i%é’cﬂb %ar{ﬂ'PB’rortstaéi‘@ebtWe?r (also known as the
i ek i i i - i,onal status. The
e, 0 el o e S} BRI PRENT B i owind Fown ehe

anktwesks sfaok,Mekdmined Ghe YRAMALLA VIR Sadkir&kCor B{e‘)){)&&i&‘? and uses
as exanples and are not intended to be Iimting.

[ 004 FRtighdrdno tled rowoitg deitalias@Boadede&smineWRich tDRse adapter 308
virtual addresses, and priority and other pathway
i RftYPRYtthe fatarrackstghaughy Ingemirigdedkets, orodtes phgkeanflowing up the

_of- band nechani d d to NETFT via i

N e SPPARHES S S GPRginthes dREARR svirtelyadsbess, the
i | dm ni strat [ .

Sy Bt LT A 5 s s 1

applical tHnuhRelSRBRt %ok rﬂ%p}ef’c& ggc%?@bgg Hacok(éES_ Aoqt{d_ @\xza'lag heartbeat

an aut onat ed system or the ban

meckanits agoateemuitdr ddapwn 306 ahBIsRvasdd bthepddketh®y Ml stack via
[0048] As shown in FIG 3, mniport adapter 302 (also

IO MP QS adanser Hodepsitngf wheetemtdaod padetstisingSs Yunneling protocol
:%lgi cal I'y &g{kses a data packet flow ng down the
WOMKPIOEQROKk headesspiceasided and sempyest hyoprovdaot deivers is well known

S.Qf .th acket and uses 10 information fromthe
3%3}5?%%951“ Iggé%g}%egargm to determ ne which tunnel adapter

Q@&Q]t o tu lte trh@ni t 34 ?Ike:’)tﬂGt Wlfgc%?ﬂ'erelpgﬁcsggg’n%a(eénote node

packets, or data packets Tl ow ng

faocesmibiiedvaim theifrd pakwhPYRhEREN Bl rand%%&iﬁ@wtgnnel adapter. The
virtual address, the tunneling protocol having

peeei ooty adaptereID6t Wil typiaaigl progideac kRysidaead@ress fdrthe remote
particul ar, the tunnel adapter 308 inspects incon ng

PREf%ethe riwsicplorddsesdsalsreearraseanding tpacipetisictimtiawayotst e remote
rmgit [ a}ga tﬁ;#% and forwards ot her packets up the
SPaeK Vi BYSEAR ST R 6 DiRBY Mpediop mapghe i a gputing database 304.

A ST T RUNE oL kel SrendbuBooypret b airemore
S R R e R I
sepreseatieg AG@AEhway. In one example, referring back to FIG. 2, node 210 is shown
coupled to node 260 over two pathways, one through network 1 202 (“Path A”) and
the other through network 2 282 (“Path B"). NETFT operating on node 210 may
include a first route monitor adapter (“RMA-A”) providing remote node 260’s
physical address 172.56.48.38 associated with its NIC 262. RMA-A may be
associated with a first tunnel adapter (“TA-A”) on node 210 which may be associated

with Path A. NETFT on node 210 may also include a second route monitor adapter

("RMA-B") providing remote node 260’s second physical address 197.71.48.39

12



20 accessible over a specific pathway identified by an
associ ated tunnel adapter. The route nonitor adapter

w@O@7msd1ho t ypi cal |y provi de a physi cal addr esspdpusiongo3s497
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renote node, the physical address also correspondi ng

to a specific pathway to the renote node. This

phywicietdd withlite d8C 264t RidAehmay besesbdaned withpi s¥g6ndl furthel adapter
routi ng database 304. There is typically one route

mbARt B omBagt &0 Mhicheammbaiissediried WithtAaWa- to a renote
T e U R e
Sﬂf” g ﬁtﬁﬁg\} gcgd?\b?e%tg %odL%ndzl’ndﬂggeg g]‘g){eﬁlsorsnﬂn —-operational

f o node over two pathways, one

n id tROZ%
nggﬁmﬁ g tzszo%t'ﬁﬁdﬁtaga% gngTﬁhﬁ%ﬁd;ﬁpﬁ%hmHﬁgd? Sroving any

mayent iimditarg@s aanidi/ 61S hotig ey Meathieat faitlagd and UpBMindAthe database
provi di ng renote node 260's 30 physical address

1794 36cHAEINGE- 4% 9ne iexrralenpn lgventgniNrgingethe fRNMEAOfmaWCber media
associated with fi rsté@unnel adapter ("TA-A") on

n6%‘24”'92t1‘6‘ v%?ycl'iesd‘g‘y”bé QUFBIng f fLH'”l@htaﬁ’abl\ter I\E’IBF#” another

onag e, %eaéﬁg%\ébﬁa)llure 1613}9 aﬁ%ﬂg g}ﬁ:)§ éa{bglgg @brosutg g@gﬁar adapter
PBYE 'a?s%lcla?édﬂﬁl?ﬁ%e]%%mﬁ r‘%’iot%%gd(]:?orm 8@% %%%g& flg{il{ﬁﬁ(\j-' 5

PCT/ US2006/ 035497 assoclated with its

Mggoshe assoeicat @diswia fbigcks ei@psint Ugv@hg ad@Péimple fault-tolerant
(' TA-B") on node 210 which may be associated with Path

Becon @B @atigResf @chiteryuteo2 F @clBljng NETE Bdhiahdranagi@picetion 402. In
306 typically nonitors the health of a pathway to a
r %Féa'ﬂB'Ge”!aﬁwélpFP‘HaF'%t"@% s&n%ﬂa@dpaeskeqsdﬁ NPT a3 §GbMial the stack

P TP aM ST uaUoieRERT O Pt Ay At eeiraen P Satoprsgnting th
g?g @Etl&’pt 3§Déhh Gl F%@t Idgt%' l & &mﬂl lU?a ﬂat tlmg42%d']efrom the

ase accor n one exanpl e

| BbIcatdShd ﬂﬁoﬂf&g’ﬂ {Hérr?et\!%rk%tamk(t:o Qhe Hﬁ\%r%oocﬁﬁ‘@éﬁ&ér%o typically
may result in the disabling of the tunnel adapter

| detarmoinbBewhicexdntpé ossablb@atiinagatadhapdckéeshobid taks Ud;énekdllly using
the di sabling of the route nonitor adapter 306

aggeidty anfermatiarhanchieatbax pdrationahsiatisrivigemftdon siorechintthe routing
heartbeat failed. 15 [0051] FIG 4 is a block diagram

sHRRP3G: abf B&E‘é\“ﬁﬁltée%ﬂ?eﬁ 19 Hiedprgst “O%ﬁ’fﬁiﬁh%é?'F@ﬂ% pathway using
Echltectu e 216

he a rl |ca| ourUdl(gog Bl Q 4 % and an
51 3PEER 6 YTHIETeRaimpI €, "4'he appl i cation 402
SR’R)@§ dat a ﬁaﬁlﬁggn t4‘62N§{\§I r‘?th d\ﬂ:a. ;% ﬁ ﬁ*dre N'éﬁf]gOél via the
virt uaI sour ce address and estination
andp @sRotRPLESREWH MY Fidhes, Alternatlvely UDP or any other protocol may be
used. Also, as shown, NETFT 300 may use the UDP protocol to tunnel packets to the
target node. Alternatively, TCP or any other protocol may be used for tunneling.
Further, alternate examples may not make use of miniport adapters or NDIS drivers
but may use other mechanisms or architectures to perform similar functions. Finally,
the various elements of the network stack and the like may operate in either a User

Mode or a Kernel Mode, either as shown or otherwise, or on systems with or without

equivalent modes of operation.
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desti nation node. Such out-going data packets flow via
path 480 fromthe 20 application and through the

woedonmosH7st ack to the driver 300. The driver 3ROr/US2006/035497
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typically determ nes which of the possible pathways
each 1xzr::cket shoul d take, generally using priority
t i onFland ipaflhwadjagspershowowmadats flawing thrfuahefau®olerant
tor ed in the routing _database, and tunnels the

%Pé“lé@‘c‘“'%t"’c“ﬁeeft‘%rf’@@ﬁnhé% ingleding Hes%léfteengtﬁaj Zﬂ)étamggy destination
4

Py R T A SO SY‘?: JIE% 102 e6fat tiave nsaene2 262. i

tﬂhfsougim’p}l%Tﬂm%QﬂleKt &0bNQata %Ps%v% Cemgprs%r?togr&n %e;,re]lBBIication

. Alternatively UDP or ‘any ot her
Usreetatingl @onodks2 sheMhe aANblidatiod 0QcdmBg W&et&gtl%n virtual address

protocol to tunnel packets to the target node.

A1t eedraz 66 dihy, daTeCRadketsafiw dowe thepnaivododtad@ypdrgtin 86l node 216
for tunneling. Further, alternate exanples may not

kg ﬁ@eTQ?fprﬁf%Obtﬁ’FQ Néﬂﬁrp@%?@vmr byNBItls 5@ | ¥esusniBE, dsuthown, that

Tl K3 o TH ST AR T B riapr dhe ek faciees Bapyine sgfrce virtual
tmr&et%‘g{e&g?&gs élfeggﬁ;&%tdﬁl ke P{Eﬁ?} Og@&@%ﬂgégtg Ghrotigh the

aireprts@) usihg @Re ﬁé/tﬁt/!@
m)deg of ogergt i on. ggge?s;&(r)l%%\éir%g&’dJrEss 1%9%&_{,@! fibde 266, out

POT/ 1USR 666 GBGég"rfuﬁhérOQﬁaZn byl GathS01SarR! @V RP02 via link
showi ng data flow ng through a fault-tol erant

cOmihe data dies féaws Hoowgmnets06k 1l ROudiverglink 3031ane tootbee 266,
ﬁ{l? and a destination node 266 coupled via Path A
MNP RS RETWOKpBadrRPeraitng @ trder2Geasvibionby 8eh 503, The data

YT O O BT D 15 e
QEMIhQQHe% thé%ﬁ hﬁ‘%g%q_ﬁ %ﬁgttﬁ@@léf’ gpot\” Jt ea%% arq stripped

address 10 on n a pac

éf wer Hatat geke@PRKiah i 0@ tAéh @eﬁs%d%ﬁ; N@‘fsm%pmﬁna% node 266.
protocol into NETFT as shown by path 501. Assuning, as

NEGRN, thethdiorwarist theAdas pdukeseligahe dtqukt toveye aplildation which is
maps the data packets fromthe source virtual address
ﬂié‘ieﬂg‘gu@b@%Qe%tWét'@bNlrtb@hﬁddmst‘t RePporsed tamtltd flowehsthe reverse
the data through the UDP protocol using the Path A

i cal destination address for target node 266, out

MCLlo o) %1 asfurther sho b ath 501 and
(]gcﬁ)t ohnetvvor i éjg%) Py qfingipm iW'”%\i{ﬁ\%tadilP NG, #opglp ke fault-
td16QHO RoMRT UM Kiohs %Q%rorf??{é#{t édd’”éh&pl’? qurﬁlctg ‘ngg a%’dltion of
flow ng up the network stack operating on Rode 266 “aS
steval pyssthdd feobdBuniddtionédlhBures 610, 612, 620, 622, and 630. Other
communications failures are also possible. Failure 610 indicates a failure of NIC 1
operating on the sending node 216. Such a failure may occur should NIC .1 be
removed from the node, should the driver of NIC 1 fail, should NIC 1 itself fail, or the
like. The failure may be detected by NETFT via an event indication, such as a PnP
event or the like, and/or a heartbeat failure. In such a situation Path A is typically

considered to have failed and NETFT will select an alternate end-to-end-operational

pathway. An end-to-end operational pathway is typically a pathway that can
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then flows through the UDP protocol driver, the sane
protocol that was used on the sending side as the

wo pownesiing protocol, where the UDP protocol hepciEUS2006/€35497
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stripped 20 off the data packets which are then passed
into NETFT operating on node 266. NETFT then forwards

t fircebafudly prtiket Satb[frdrhehés tsadice trode e daglicawdn alh thdinal to the
is listening on the destination virtual address.
Résspoatsesnaderrhdiappfitaigni n the reverse order. [0054]

FIG 6 is a flow diagram show ng data fl ow ng through, .
(OG5 Flaul - RUFeo62P ARFICEShRIIEE PhHIE BRWCFbARRIR CapRing with

S in F W.th the additio eral  possi bl
WEHbirBae s EH L S BB B R <R, bEEY3HRonRERE Rof v 1.
G Bfrthe COTEYBESRWG U ohMckdd BSmabRMealSRe BPASIMYIE 1 202, from the
Failure 610 indicates a failure of NNC 1 operating on

t bevieandichige MOEhnkted tSwaltha nb@idrkisidle RIhgOsEAtTed Bowh @r failing,
NIC 1 be renpved fromthe node, should the driver of
NbiCtie flike.| Thishtypk dofNfa@ute intayehlfo flz |detegredt hy NEJFIT| We . an event
The failure may be detected by NETFT via an event

i idicadenotHchsat? BaP gvempor gheefike.ornd/Re 3 inRdrtbegs fatitreaand an
heartbeat failure. In such a situation Path Ais

t%b r%aa‘FlpﬁthW@éiﬁE{eatéFed to have failed and NETFT will

SRlogEf an alf&(}ﬁxrré‘ae%% FlkatR- &N dREpAHARAYy pe PRtIWAYetwork 202
AN p fypically a

end-t o-end operationa athway Is i ca

PrAtshivRY if RRta padkets1AilNG 18 A0dhOBILARXiFCA64ES268)6H ARRAQiTure case,
5 successfully deliver data fromthe source node and
appidirgatoden2 B Imayhsillweey cdupldche netestd 262 mith a@depeamaedia sense
applicati 'on.ﬁ%OOSS] Failure 620 indicates a failure of

t tndicatemorek Pabdh hacbegomendjsinited fuNhendesn Hisdeeterek. Given such a
This failure may be due to a, cabl e bei ng di sconnect ed

f FPHHIENNETRT oPerRERA Pheending BOdsecdhAY el destabe falrs oan event
a5 B RS ORE e R LERTbRRE 40eBE2hE % b8, b may

PRUEE e EaNPe b PhaH A hBStbeaPlailbite | i ke. This type of

farlure may al so be detected by NETFT via an event

| [disgRt | ON, FENEH 623 oftliMo PO BNENail0Fe d112eofl NIKE, opiRgti ey orBireceiving
heartbeat failure and an alternate pathway sel ected.

[ 604626 sdndutoebebFMillanth teet esreapdradihg faluods Shome floypede 216. But
W thin network 202 15 resulting in data packets o

f Hie¢ frgfures, neblding tasal watadsrR 188 PBRe 9eieqipg ¥iareypnt jpdications

B AR PRl o b 10

[0058] Any of these failures, and other failures, may be detected by NETFT
operating on node 216 and result in it selecting an alternate end-to-end operational
pathway, such as Path B over network 2 282. In this example, as shown in FIG. 6,
NETFT tunnels data down alternate path 681 and over network 2 282 to receiving
node 266. Should the failure condition be corrected and end-to-end operational
status restored on Path A, NETFT operating on sending node 216 may detect the
recovery and again make use of Path A. Further, any responses from node 266 back
to node 216 may be tunneled in a similar fault-tolerant fashion by NETFT.

[0059] FIG. 7 is a block diagram showing and another example of a fault-

tolerant communications driver, NETFT 700. This example is similar to the example
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20

i ndi cation, yet Path A has becone disrupted further
down the network. G ven such a failure, NETFT

w@p®rasiing on sendi ng node 216 may not detect pEBUS2006/035497

failure via an event indication if local indications
show connectivity to the network 202 as good, but may
Xhodet idCEIGt I3e bliaiin dirdes Wasiattadd ad\ deeaibeldensiolain whie. example, a
[0057] Failure 622 of Iink 203 and failure 612 of NI C
1sofpEratPMigaton magdiovinggd toose vieee! addrdsses. Ipstegdnan application
to the corresggnding faj] ures shown for node 216. But

tARsE b PgicakdesHBR T Berdrgessse ardiess Fiviaeashsss Hutheriataehaode.
ISR g5y N PR, o o
fidlolwrr BSthe 18Rt iR eldrRddt WraRe dRBY) BRd qgtaefﬁ:ltelqin%’or{\lggfpxer (not

operating on node 216 and result I1n it selecting an
alhbannathereeizdypioalgnch 0 p@itédol @b@lter HAAWRWIC $nbedlledSon the node,
Path B over network 2 282. In this exanple, as shown

| q3CiF|nEptogo! alNBTE Theing rasbeciatad avittoanNIgl vier it tNeC paltapte68As each
and over network 2 282 to receiving node 266. Shoul d
tRiBtoceli pdpPEercisss P B pitle ar Nibe tie b alnel assreiated afidh the pathway

PR BaPeTCe ThF RSib i BeRT A cburetble N “crensoiags packets
?ﬂqn A abPIidRkR v}éﬁe ‘f)fro e§§ig%@tﬁzfgﬂﬁzgf%réd ?QQ’S {hggﬁﬁpﬁae%ets to the

rom node 266 ba to no unne
sdsgadiaed Natlvithd2ltBE aBdd forslMranngy NETFT. [0059] FIG 7
is a block diagram show ng and anot her exanple of a
fla061l- t ol Aracessicoraamént at020typicdilyi pates AERE pdd@t fl6Wirg) down
exanple is simlar to the exanple 15 WO 2007/033179
poT neyRoo sR0lssx9MiEsSheAYsi¢r! Fetinago addresg plidepacket and uses

variations as described below._ln this exanple, a
égﬁr"{%‘i‘%" ( Iitg%\trPBH”Wt e MO4de &eﬁé@'ﬂﬁnﬁtm packet can be

, . . hvsi cal
3@&{&1?%%@?\135 52»3%8@8 ad%@te?%’b loF %gl asﬁg bgggﬂ%ﬁegd ?\6 rtaﬁtéhgeq adapter

ress addr ess
t3Rk0 d [ ] o a . rall ,
GBS, 8 0lren{ RO CERONREF SUBIBUT MAa0E0 8] e i

RieOGRRDN NG dedse e d-ed-chll @pdfatvail) tirdhtd ackelNWill be sent over that
m ni port adapter (not 10 shown). There 1s typically

aathvway o Odleesivisa chanot &terfiaie pEnyRyNINGYy ibe steldctegidon whieh the packet
node, each protocol adapter being associated with a

NPay Ra t¥npeled-NI C adapter. As each protocol adapter is
associated with a NIC, it is also associated with the

pat hway coupled to the NIC. The protocol adapter 710

is operable to accept data packets from an

application via the processing el enent 702 and pass

the data packets to the

16



15 associated NIC wi thout the need for tunneling.
[ 0061] Processing elenent 702 typically parses a data

w@2mkes31fd owi ng down the network stack, exam PEBUSI06/035497
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physi cal destination address of the packet and uses
information fromthe routing database 704 to determ ne
i[0062le packiet thimmxb@plef trewenutied datarasa 704 thwediahins mappings of
adapter 710 or needs to be tunnel ed over a tunnel

aRtpicalr deetimgignt @deiessesampget pfﬁbweys Galesg awith, priprigpha@nd other
pa hvva I ndi cated by the physi destination address
Eladigt fba'éﬁ'aS%Esﬁ PU A SRR N AR b TH@PITD table i
S pat hway. Ot herwi se and alternate
p%%h\nlgy%n%% be sel ected over which the packet nmay be
tunnel ed. 16 WO 2007/ 033179 PCT/ US2006/ 035497 5 [ 0062]

In this_exanple the routing database 704 nmmintains
nmappi ngs pRbtinRRYARssdgpé | nat | Aduragdr esises  pghity

pathways._along with priority and ofher |nfnrmat|nn
as desqri bed:p@bi@y[epatm exanpl e77 eglsigryy dat abase 704
mappingtable is shown in [Table 2 Destination

Addr esq Typerrididalesshri ori[y19PAygisE@ (| Path A

172. 56 143,321 th_g_c_a Dot h B _107 71 .30 .2 .10
Table 2 [0063] Referring toTikl2e 2 and FIG 2, Table
2 shows an exanple mapping table as m ght be used by
NETFT operati ng on node 216. Table 2 shows a mappi ng
i ncludi ng physical destination address_172.56.48. 38

a@%%l. ated BEERINGdenTaRle & apddec-15 26k %ﬁBOWﬁénmy@.p@amappmg

a”sﬁ%@%%"é‘%‘géiimﬂﬁiﬁ EPebnd SniteRe s Po TR oTiopy @ mapping
alﬂgmg?lprb@ﬂ ﬁ gt%daﬂrésgﬁ'?tgy% L@agﬁlsso%?& mﬂqiap'gA to node

dat a om no to node 2 such a mapping tab

| 266 YR GRd |pMy§J§a¢CHelsﬂnaftfth‘ﬁ:ro¢éd§91 47071.4830€45s88atell with Path B to
needed) a data packet being sent to physical

destei 2665t Parh Aiddhews withXirStprikBity 8nd Path@deitl? 6&ontl fpribhity.

pat hway associated 20 with the original destination
al88belss i s Wper sgrdhrhdiata fieen pedea’ kfaw@dt%t?éﬁdgwtkoa Fapping table

forwarded t e desti atlon nod 151 ut tunnellrL%
B R VR BT R0 (SR MBIRT neERe & t'Bling sent to
8@@/ f%%la{j?sséﬁgp (gn 383&5& H?Z%%t&rw&e nBé‘é B%@y If tRe ppﬁYh%Naglaissomated

with the original destination address is operational, the data packet tends to be

forwarded to the destination node without tunneling. If that pathway in not available,
then the data packet is sent over the alternate pathway to physical destination
address 197.71.48.39 of node 266 via tunneling. Other aspects of NETFT 700 are
generally similar to those of NETFT as described for FIG. 3.

[0065] FIG. 8 is a block diagram showing an example fault-tolerant
communications architecture 216 including NETFT 700 and an application 402. In
this example, application 402 sends data packets to NETFT 700 via the stack using a
physical source address and a physical destination address 801 representing the
destination node. Such out-going data péckets flow via path 880 from the
application and through the network stack to the driver 700. The driver 700 typically

determines which of the possible pathways each packet should take, generally using
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address 197.71.48. 39 of node 266 via tunneling. O her
aspects of NETFT 700 are generally simlar to those

w@booleIFHTo as described for FIG 3. 25 [0065] Re@/u$006035497

a bl ock di agram showi ng an exanpl e fault-tol erant

communi cations architecture 216 including NETFT 700

PA6itR M foBRAti madrdOsht W2, odeiatidnd] Sat%anfolBati@Pstbieeiah ithdrouting
402 sends data packets to NETFT 700 via the stack
dsthbayeaand biytsdr datwas du tieepatielr esthe aaget npthy sverglathway indicated
destination address 801 representing the destination
hodike odgiepl Bitsigbraginatien agderetos B RIAWPaihneigend-to-end
fromthe 30 application and through the network .stack
DRSTENT AP TR RS oaRd 9GO Ty icated if YIS Example

' ' t he possi bl e pat hways each packet
gﬁhﬁtg%tgg réngéé%esggl ly using 17 WD 2007/033179

Rfeb61S2006 ARSR488n 4D20hhPEérdd a idaf0paarkt eHroagk! NERETNAY via the

operational status information stored in the routing
dar abatsenl, andhewi e FId. of. wWeltetisativhly YRR ketiny othdieprocgetmay be
node over pathway indicated by the original physical
desst iAtret o phdd NESET @PO mdy ltslﬁati:e PaPHeipcolstorfganel packets to the

S0 oo ARG VadCF s 88 et ATatES Etap ued gy tnnelin
fe 882 d NNC 2 892, 6 I ] 4
ER SRl 0Pt R Bing Rty o8 e Yy By TRY other

MRhEShs ASathR¥Auiel o GerfBrm Alik@EN3bhdRhY. PIRIR! t@NYarious
ot her protocol may be used. Al so, as shown, NETFT 700

BRYheW&eoft the dbibRr Bidkcad the Itkenngl opaateaihseither thider Mode or a
target node. Alternatively, TCP or any other protocol
KaynebMods eithEoas shawrebi otherwigaiof hesystemb avitheorawigh o equivalent
may not nmake use of NDI S drivers but may use other 15
madeanf epasatédn-ar chitectures to performsimilar

WA, 2" B e Mok e o Eh BN Bl g coteran
gﬁuﬁ%uwpc(ﬁox%r er?virolﬁﬁ'{/eg?l%wqqauﬁﬁgtrah%& g n‘%lag‘mﬁoﬁ d a destination

erwse, or on s ens wt t hout equi val ent

MBEE866oANEd dti rath AlRRB R WBHSGT 292 shdapatth 8WvEF AGWBM 2 282. In
showi ng data flow ng through a fault-tolerant 20

CRIETaXA &S ieAViBor@mant r @00Teddta 96 Gshionel belhggseat Soam che nayghdication
816 and a destination node 966 coupled via Path A
opemnrtingtaoinkdd 2162 taribe Raphcagopvisterrieq vy khe degiinatipp physical
this exanrg’l e environment 900, data is shown ?ei nﬁ sent

RABi%ST AB NRHRI26E AT N® HAtOPASKET fiRYY B Sk nOMET Gtack @perating on
?1%8('2 izqgtds%% tlhieS]ICePn[iar% oc%pigtgg\lEq'ﬁ'Ftaisns B\i/vr?rbyp@ﬂﬁb%?! Assuming, as
shown, that Path A is the selected pathway, NETFT forwards the data packets using
the physical destination address provided by the application via NIC 1 of node 216
over Path A and network 1 202 via link 201, The data then flows through network 1
202, over link 203 and to node 966, flowing up the network stack operating on node
966 as shown by path 903. The data then flows through NETFT and the protocol
driver (a protocol driver for the same protocol that was used on the sending side as
the sending protocol) and up to the application. Responses tend to flow in the

reverse order.,
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address on node 266. The data packets flow down the
networ k stack operating on 25 node 216 using the TCP

w@e@yosnle i nto NETFT as shown by path 901. AsSpai/usRo0@e35497
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shown, that Path A is the sel ected pat hway, NETFT

forwards the data packets using the physical

di@é68hat i onFladdPesst firwwliaggdmbshavtiey alepl flosingothrough the fault-
NIC 1 of node 216 over Path A and network 1 202 via

| SofarEPMMHBICHIRNS EHERNMEBIWS OP h6UghimEIGwst Kith thepaddition of

k! BReISlE Pad i RuR 3076e3 0a0 TR %Bg. R %6800, omer
T&b@nrqé‘ﬁ ?at‘d?u@rfaﬁdrg r(fr%\E@BQ%OMETIFTU@%WEME&PJS%@:i%lgtre of NIC 1

driver pr ot oco ver sane protoco

VeiseratiRd ofNtht heng@gdhdtd 8i6lesiah a trhieurs ansh R HREPINIC 1 be
and up to the application. Responses tend to flow in

t leenovee yrons theoradier its NBC AOv&@iT,/ 8 NIT Itself fail, or the like. The failure
PCT/ US2006/ 035497 5 [0068] FIG 10 is a flow di agram _
sHenPR Jletretad Py B gV RnotYgAt tndicatian such tas|aePrafhevent or the like,

CHRUBEErBRED eV BOLPSTLAD A VR vpiasloired to have
fﬂh!&&ﬁ&?Né‘&%lll% %ranlggegnatggﬁgitoa%% 258%9“0%! IB?{ way.

conmuni cat'l ons res are a 0SSi

104897 ndi catMered 1620 indic&f a%@lré onF?@rn@Mcﬂ'l rﬁ@ch& r&%uplmg with
sendi ng node 816. Such a failure may occur shoul

INige ofGode 8D eThis faord ey bodae td & sathilk Gedgldrse;bnﬁ@téd from NIC 1,
the NICitself fail, or the like. The failure may be
diseradhe datily bNBTHTY disgomrectadgnemisndieclevicoof netmonk 4203, from the
PnP event or the |like, and/or a heartbeat failure. In
sHRviredhe crklads epnneaer taonghe VﬁﬁW@é'f pigle biRg; Rpxyesed g@wn or failing,

U G s 08 T 25 BB W n e

S faibu h t k
GRS 8 B ke, R MRL LS SOURRSA M und o

cattheatbphihdadisseeamected fromNIC 1, fromthe cable
becom ng di sconnected from sone device of network 1

2002701 r om t Fedlured@0B8@ eéndibates abFatluires of clomactypd Wwibhianndtiwerk 202
net wor k si de bei ng powered down or failing, or the

| iekdting i dataypaskers faiting Ge searhydesiisasidnenatist @4 du thiy failure case,
NETET vi a an event _indication, such as a PnP event or

t¥F8dingRedefig m@vat'Héﬁrw@&@ thwwé 20A1With 2 pepper media sense

|
aihél%%tg é epﬁ%tn\%a%r % sga(rjrséu% fu th Thi nuL tem%?‘i‘(orﬁog'ven such a
rf%ﬁlﬁ‘rlet N@'ﬂ:'ﬁ dhefing RR&MRITY J&Fe@]@%i@n&%@&t destii DAL event

node 966. In thi s failuré case,
indication, such as a PnP event or the like, if local indications show connectivity to

the network 202 as good, but may detect the failure via Path A heartbeat failure.
[0071] Failure 1022 of link 203 and failure 1012 of NIC 1 operating on
receiving node 966 tend to be similar to the corresponding failures shown for node
816. But these failures, not being local to node 816 may not be detected via event
indications but may be detected via heartbeat failure.

[0072] Any of these failures, and other failures, may be detected by NETFT
operating on node 816 and result in it selecting an alternate end-to-end operational

pathway, such as Path B over network 2 282. In this example, as shown in FIG. 10,
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sendi ng node 816 may still be coupled to network 202
Wi th a proper nedia sense indication, yet Path A has

wmemonssith srupted further down the network. G RMENUS10061035497
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a 25 failure, NETFT operating on sendi ng node 816 may

not detect the failure via an event indication, such
ASETAT Prmedsy data dawrt dleerhateepath 08 bead overdiarabilkon R 82 oweceiving
connect|V|ty to the network 202 as good, but may

e ce6&- mbobile ther @"weacmwpmbﬁecmesr@atarfdaien@rte—end operational

71 | 2 nk 203 I 1012
Nl BT REA FEDT: G565 banpdinie § ey detect the
saeeede aﬂcpaéal"l?rrféQE EsBeRdhng Hiah waﬁg f{é ff%mmggs 966 back

But thesefallures not bein to no

&bﬁwdatawmha\bse Wﬁd&ldorVﬂuﬂn@Ié!&rHepehd]ﬁg Qﬁtth@%eﬁ'#lbnﬂas‘fatus of
be detected via heartbeat failure. [0072] Any of these

fRaih &raed Patirk] ing hamildr dadivt@srantteghibe byetsedaTed. by NETFT

Beratlng on node 816 and result in it selecting an
dPPEHnat e ile- t 0- éfd 2opackt idiagsam pb@\wmayans@zsmdg computing

R Rt eol 0Bl st s AR nsioRy dSeSyAREIR (i emented. A

T PS5 Y AN BB Bl seer

fRirbs¥eCorGRRERI b ofesy3 i L ChReh Ao kv stems may include,
operational status restored on Path A NETF

dperatimg lonitaknoli pg’sﬁmaleco&irﬁltmy(“lﬂﬁl elgindt-held Sre @Ry Yevices,
and again make use of Path A. Further, any responses
frisTAPNetes WElRssel c Rysters,n auldtigbeessay Yystefs; weardrs, avorkstations,

tunnel ed, depending on the operational status of 10
F‘é’i‘ﬁ“%eraerﬁ%c”r@&f% WICCP s teR AP 2RGhthetlikeol erant fashion

NET 073] FIG 1 '
oG an SUBIG taelreRg ! Enders Rt §0 opneral-purpose
V%h‘ﬁ)'ﬂtlmj‘esygt%ﬂhnlpltRQWogﬁS&ré %qﬂlp@hﬁé{edewx Phoi c01Hgaed to various

i mpl ement ed e conputi ng” environment

| pepbREaNtdedcad § o UMBIoUS 0gesRy Mle lilRUr @9§tem0ﬁ1@@%ya!:ouple to
pur pose systens. Exarrpl es of well known systens nay

ivagbumd éput Slebiges an @3 nimicludimg kedotials pelr poinethg alemjaed, &fugh as a
("PC"), hand-held or |aptop devices,
rﬁ“‘élfsép?'bé@ﬁkwl b/a%evdlesyrsmm |/ @uintarfacet dddar Topseasmponents of
server.s, b%e& g ons, [:onsumer el ectroni c devi ces,

ks, THH

chfnpyggg dnfawelr]c ude OTQ()@?ﬂorGoPri%??sﬁﬁs (including central
?}l&es?nﬁm‘its ](JCCHBJ )g%p%#ﬁlés yrocesgglfn%dlﬁﬁtsﬁ%ut | |&e rggggoers "uP”,

stem a Co

Og 0 i phe \Y
ﬁg%thﬁ‘fgdg&fqggg t%s@érh %émog;@mﬁﬁo%%k%gﬁcgﬁiﬁ16§'Qﬁat typically

couples the various components. Processor 1107 typically processes or executes
various computer-executable instructions to control the operation of computing

device 1101 and to communicate with other electronic and/or computing devices,
systems or e‘nvironment (not shown) via various communications connections such
as a network connection 1114 or the like. System bus 1108 represents any number
of several types of bus structures, including a memory bus or memory controller, a
peripheral bus, a serial bus, an accelerated graphics port, a processor or local bus

using any of a variety of bus architectures, and the like.
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various input devices 1103, including keyboards and
poi nti ng devices, such as a nouse or trackball, via

woep70s31mpre |/ O interfaces 1112. The conmponeneGr/U$2006/035497
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conmputing device 1101 may i nclude one or nore

processors (including central processing units

([0CPRY' ), grypteic smeprarg d99P ngawinichsle( co@mMUtyr, readable media in the
m croprocessors ("uP"), 25 and the like) 1107, system
ferfbref olgde nagHoRY: $ysh @mr@uéormlme%Shﬁﬁvai(MMi and/or non-

CSRS ey b dia et “Baearay (RaRPoTaesh Rémory crLasin. A
W"ib?&ﬂ&}‘t Eh“!y’%ha'nf? .(“Bﬁfst’)gg&} b@?t%i%aoin%t—r/&htilgbg the like. System

opération of conputing Vi ce 1 and to communi cate
WhihoBt haboehghdalipnNiterandat Emitbi-Bgecd€abi€ Edstructions and/or
systens or environnment (not shown) via various
Ccroytam C atoduies Commpidsingnscoswoker3éeastablenetnsoruktions that are
connection 1114 or the |ike. System bus 1108
rigpresiaaly sacapssieirtpeand/ef peeseaialopesaiRs 0pf by gge or more of the
structures, _including a nenory bus or nenory
cIREFSPISE 07a  peri pheral bus, a serial bus, an

er at ed,,gr.aphj r r :
07 ey o BAEE Pilshs fuP SRIRTITpl bt 6Tl gomputing

| deife 1%1%..2&9%@?&%% P&ﬁﬁd{f%O&@(CQaﬁ@QK/iasc&g{Mé]to the system

System nenory 1109 may i ncl ude "conput er readabl e nedi a

i Bust Bech fradMs@kageoti@lides & 108 rapdy, 1 19URkRY agludengd aiagaewedisk drive
menory ("RAM'), and/or non- volatile nmenory, such as
reiidh oeddg fremmang/ ¢r R Yo ar refriozatile meerovglatilernag@etc digk (e.g., a

basi c inﬁyt/output system ("Bl OS") ngg be stored in
noRPRHEKD 114 08r 2 der D iapticdyditkeriiventiiab Fapds fsgn and/or writes to a

et R PO R Gt Bt A B K d3 R Aliepapively, @ mass
C&gﬁggeg‘%\ﬁée%&ﬁlbése Ha%td’i%tllﬂa,s ntial']y""ﬁn e nbnmémo%lﬁ!a ystorage
accessi bl'e to and/or presently operated on by one or

MREGiuR. dtHE MREPCRFEQS Fekddld7ma) GRI@de l’rﬁﬁ'ﬁ)rﬁtcﬁﬁﬁg%emory sticks,
devi ces 1104 and 1110 nay be coupled to conputing

deye earddeldevives,iancdahptkat ed i nto conputing device 1101

via coupling to the system 15 bus. Such mass storage
di®o7ees 1104nyamemberid cemputardireatams, itag et strdgtyles, and the like
drive which reads fromand/or wites to a renpvab

nBAY PBISKAEY anthghetd diskild kO &hgr ?tO@ge"#qV’tssb;Pa‘fnst%? 1106 and
1885 NP U LR PRI,y o o
SuTU I PRSP s 5 0r S5,
N ERmMARE R BtDI@@Structions.
[0078] Output devices, such as display device 1102, may be coupled to
computing device 1101 via an interface, such as video adapter 1111. Other types of
output devices may include printers, audio outputs, tactile devices or other sensory
output mechanisms, or the like. Output devices may enable computing device 1101
to interact with human operators or other machines or systems. A user may interface
with computing environment 1100 via any number of different input devices 1103

such as a keyboard, mouse, joystick, game pad, data port, and the like. These and

other input devices may be coupled to processor 1107 via input/output interfaces
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20 nmedium O her mass storage devices may include
menory cards, nmenory sticks, tape storage devices,

wapm7osmr7d i ke. [0077] Any nunber of conputer pPOQUSIVE6/035497

files, data structures, and the Iike my be stored on
the hard disk 1110, other storage devices 1104, 1105,
LHG6wWARE may Bk edBuFREDIOY syl bk ypiosalahy mayrbk edubled by other
avai | abl e space) including, by way of 25 exanpl e,

iopefantd oyl bysttermsyreappkh eativerallor payt.amene plit.airfiveres serial bus
directory structures, and conputer execut abl e

(") fice Wismgnirad paTt et Bistlikgevi ces, such as di spl ay

GRISES o R B s SAEH R Gy R
E&{”Prﬁﬁnlggtlong %Ri-ﬂéa%ﬁé’k&@ﬁ'e Hﬂ%o?@t‘éh%@ c%b%%%vi@d dh@ugh one

puts, evices or other sensory out put

&eﬁjfb@@'lﬁéﬁi,ar@i ebi@orks KeANQUtaLE ey ineegorkBy(“vemdh| storage area
conmputing device 1 101 to interact with human

@b edsOf* SANY, b Herermag Fidie dinks, aptisalelsks #ndigha likey Computing
interface wth conputing environnent 1100 via any
demidset 1 Jf may e eeupled itp uteten \de getyvprig adanigh 1 B gf Ythe ke, or,

lg(lgeggqgc?v{gg/ v%gzﬁgo%«%@yéltglttﬁlg?uq ﬁrblgﬁrpfad “@g‘s?h‘ﬁg éegrar&ed services

Rt QAT 8P Rt ol BB S IR O ey

Rﬁ)s@ upl edchRinisda8BhPYendei8n AN, NRRh b8 gonlverk Bynnection,
other i nterfaces and bus structures such as a

ﬁ/@kﬁ“‘l' epropiaes , a JRWBliMPIto, cominualcaabns enedih, sush as a network.
("USB"), fire wire, infrared port, and the like.
FomTmainiGtnput megladevmlcdlvlmwdayC@lpévt@fe“eiidﬁbéﬁ and computer-
net wor ked environnment via conmuni cations c%ﬂnectl

B ANSHHCEO e nFATR Séré'ﬁw%% et eRogERN P HHigh 2Bfe Qother data

oo Aarme e St G5k *Sdd ity it oI55t pschansm.
B SR oo AL e H U D TR e e bikepr more of s

@ﬁirﬂ&@ﬁst&qaﬁi & chaddedl ™ s&d?ﬁahhiﬁﬁl,er @, to @ coaé maforniation in the
via a nodem digital subscriber line ('"DSL") I|ink,

sighelgr B wdy seexarapla, ad got BiitatbsnyeokinfuniGDRn) rrIadnakmay include
Internet link, wireless link, or the like. 15 [0080]
@inerthmediat $ushsasca ikt nesworki au diregicwireds cannestion ok the like, and

g&%;f%gglpoﬁécmég?gégtg égv%{ges & Caﬂgkm?l%red or other wireless
Communi cati ons a typically provide

EBWHU’t”éﬁat'P'ésaﬁlﬁf)}?aé"sgﬁsd conput er -

[0081] Those skilled in the art will realize that storage devices utilized to
provide computer-readable and computer-executable instructions and data can be
distributed over a network. For example, a remote computer or storage device may
store computer-readable and computer-executable instructions in the form of
software applications and data. A local computer may access the remote computer or
storage device via the network and download part or all of a software application or
data and may execute any computer-executable instructions. Alternatively, the local

computer may download pieces of the software or data as needed, or distributively
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execut abl e instructions, data structures, files,
program nodul es and other data wusing a nodul ated data

wGe2@nas3l7such as a carrier wave or ot her transpor/us2006/035497

10

15

mechani sm 20 The term "nodul ated data signal”

typically nmeans a signal that has one or nore of its
chracesstibeissfimase betexecutingasogedol thesingtiuetionaratehe dgcal gomputer
encode information in the signal. By way of exanple,

a#NS S9E A TRINORE SRPUtESARAATdRVICBhs nedi a may i ncl ude

\é\t?ﬁﬁglctn?gln liloss?ﬁsglllﬁﬁk thea?jrg WII\M';lllscélreéalSlee th éy %éh%ﬂg ggnventional
afeHbLE, arl%(f“&rfl&%qblle{ﬁ%ysoftwfe{%%@qfut@: eQEHﬁEbIWIﬁs‘%M%ﬁéns may

ni cati ons mechani sns Those sk
t b€ caried WMutl by alezatedhabctin@r &g@itdﬁmhcﬁat&lglkal Zs&j?hat @rocessor
provi de conputer-readabl e and conput er - execut abl e
| (iIBSA"gtrogmsmnsatde datia aoan (BEA"),ddistreiebdit@its oaret the like. The term
network. For exanple, a renote conputer or storage
deldcenigngpraspigise re@hpmlu.;qle_ [CEBWHENS ¢@Yices or consumer electronic

CEQJ?Q%E%O'”%%&‘?@“%%'Y SRENRI TS 4] Beal < ofpBEEYOgyfevices o

f%§§cgﬁﬁd£§g%%%oﬁ§qp ﬁgwg@ér§ﬁg¥gge device via the

sof tware
aR)@'SBfat I onTRL terqat‘fﬂrnﬁﬁ‘#e"rﬁwcﬁmﬁféﬂér@ t8Mkecutable instructions, code
comput er - execut abl e instructions. Alternatively, the
| peahbta AAMpaihed inay devedroadepicecash af 4 ROM ofenagren taoftware”
data as needed, or distributively 22 WO 2007/033179
P@ddrﬁmw{)%@@luabbrlomslonhe;osi@fdaﬁ@araépb%tl@néd?u@grﬁg"s or the
some of the instructions at the | ocal ter
sbkemaintai @%meoraswyt @F‘é‘, ohFRIY wteaé%de% n%as% tﬁ-‘HBsfé)mputEF-

I th
uf‘?afj?@F n@eg'én\%'ﬁ'f?l%é‘?ferst gc ﬁﬁ?rtgﬁ]elmze(?n aStor?J%er deYises gpd their

t ngﬁlgietd\é\@&ﬂa cowgﬁcﬂngat glg:t QF& Ehd &t ructions may

be carri ectronic circuit such
as a digital signal processor 10 ("DSP"'), programable
| ogic array ("PLA"), discrete circuits, and the |ike.
The term "electronic apparatus” may include conputing
devi ces or consuner electronic devices conprising any
software, firmvare or the like, or electronic devices
or circuits conprising no software, firmvare or the
like. [0083] The term"firmvare"” typically refers to
execut abl e instructions, code 15 or data mmintained
in an electronic device such as a ROM The term
"software"” generally refers to executable

i nstructions, code, data, applications, prograns, or
t he

23



i ke maintained in or on any form of conputer-readabl e
medi a. The term "conputer- readable nedia" typically
refers to system nenory, storage devices and their
associ ated nedi a, communi cati ons nedia, and the |iKke.
23 CLAIMS 1. A nethod for providing an application
with fault-tol erant network comruni cations between a
plurality of nodes, conprising: providing a plurality
of initial comunications hways via a plurality of
net wor ks coupling the pIuALMM% of nodes wherein each
of the pEurallty of networks i operat

- i ndbpendend  der aprovitingr anof aRRYEAtANy gql faaglt tolerant network
cor‘rﬂ’%q}?artfﬁﬁs b@%e%i}l& ali eo?%?ﬂgsf COI"IPﬁSIQ%.ur _al ity of

conmuni € stinct from al
ot NGHeidRAG &N Iu'ra[lw'cﬁ' initf EBAT GREARINS Bﬁhlﬂ/ws\/%ia a plurality of
receiving, at a second protocol driver of a plurality
netwbrkprcolplr shedpluvity op @abaés wlereim eschsethengluradiele of aetworks is
dat a packet fromthe application operating on the
opesgivaaihgindepiandent biealbethdisng the ghurbliy 0§ newerky, antievherein each of
plurality of nodes, the data packet being addressed by
thetpﬂwawpﬂfue'aﬁli EHNMENisAiong Rasveays s gistingst fremeallpthens| qfttize initial
nodes other than the sending node; wherein the

co@B%FPd'OBFB?%‘EVGV 'driver is configured to support a
Secr%{:]tg\{lﬂ? u&taab%e%on%wﬁpa rOtI'IVQIr Qit 9 ?)RJralltz%lf ?)?(%tbags ngeraoperating

er an nications driver

on §%@ﬁ’d|ﬁ‘@ nBQéjea datd Ja'ck@ttfr&ﬁ|tﬁ@5§|§ilcﬁﬁ$rh%¥raflﬁ§’%&ﬁ@@@ndlhé node,
plurality of initial communications pathways, wherein

the sbredifig hode Behg 6h€of thaiphwalty o nadds!, efeadatLPadkat bainy atidvatsed by
is calculated by the fault- tol erant comuni cations
the dwpliatiobdeeuh addressi ar ot of nfie phwality of detes nthee dhant the sending
| east in part Dby |oad-bal ancing network traffic over
nod@hwhslreur shq secopd prgtasalagdver df gonfigyred 1o tsHBPOIE éngfcpd routable
nclqdes a plurality of network interface cards
“aWW?ﬂF%%?ﬁ of the plurality of network interface cards

Co%ie%ﬂn%%yaa Hhﬁtﬂoﬁeﬁ?&n;% nﬂfnuéﬁESnPhWé’?' E&étiﬁé oh'd! s‘ehﬁ‘u'ng node,

conmuni cat i ons erern |rs net wo

a fii’s@k@feﬁ@@%a@lﬁ\ﬁ? froml &mondthe pRraliey of MitidlYcorimirbéatRihk pathways,
interface cards is controlled by a first NIC driver of

whegeiplthe &rsttsgleoded athwayris w @referpe pathwayg tieat i$ hacdetedibyghe fault-
node, the first NIC driver coupled to a first protocol
tolemntxﬁemrrmmqanenqadumlhatseyd o ppp@m/ocﬁolrmelwrvéetsrmmh‘é af lepsftin part
rotocol driver cou Ied to %he fault- _tol erant

ANCIRG GRBVRIK VAT VST the. RIBTRIME Af tRUIFAYSs aRitherein the
sengmgtn%ﬁglmc%d%?plh&ﬂ Y 6fsnetwork interface cards with each of the plurality of

network interface cards coupled to a distinct one of the plurality of initial
communications pathways, and wherein a first network interface card (“NIC") of the
plurality of network interface cards is controlled by a first NIC driver of a plurality of NIC
drivers operating on the sending node, the first NIC driver coupled to a first protocol
driver of the plurality of protocol drivers, the first protocol driver coupled to the fault-
tolerant communications driver that is coupled to the second protocol driver that is

coupled to the application,
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coupled to the application, 24 receiving, at the
fault-tol erant communi cati ons driver, the data packet
fromthe second protocol driver; and providing, by
the fault-tol erant comuni cation driver, the data
packet to the first protocol driver based on the
sel ecting, wherein the first selected pathway is
coupled to the first NNC that is controlled by the
first NIC driver that is coupled to the first protoco
dr i neegivingnat thia dawt-toletaot comgunisatierscdiivedy theedatd packet from the
configured to support a first routable transport
secppahproresol drjver: met hod of claim1, further

ComRb Ry 5 PR SH.  Eoc  ei
oAU 48030 5 R, B LAt el o

the FRétNVEMRat iS cORRSIRIG e fRasid dHivet tHat lis€dpled to the first protocol
connectivity event. 3. The nethod of claim11, further

driveangprd shagin slentiisnpratoralud el ds lreafigureditto papkertt afiest routable
one of the plurality of initial comunications
transpewagtecolnpni t ori ng a response to the routabl e

heart bea acket; and indicating whether or not the
2. oneﬂlffmftﬁ?QQﬁfﬁlﬁﬁrl‘ il ¢ (priger F‘?ﬂ“l’ri'sérl'ggcommni cations

pat i.s d-to-end operatio ed o .

o B PRS0 0 ke RSB ey of
co,ﬁm,@,{igﬂbngt&gtMF&%g is an Internet Protocol version 4

add

ress or an Internet Protocol version 6 address. 5.

Theingrehtid whethel arnhdt, theheneion thBepldaliey BRGMEAI communications
received fromthe application is a Transm ssion

patiBeaysriobpdratitrat bhsedamkibe laml enbseivitipavagr am Pr ot ocol
packet. 6. The nethod of claim1, wherein the address
3. | s Ehevnethad jof glgim éskurthesommriisétd:wi th  t he second

protocol driver, on theh sendiP node. 7. Eh@ e hcid off initial
cl a1°HfE9 Aureytable cBeastaeat Rpc %ut°¥%\rb|"§?et8 néfi RYra'ig of initia
Co%ﬁcﬁgg'g%%w“g\gser the first selected pathway w t hout
e

requrring “application to be aware of which of the
Pl Uhahitdrhgdf re'sﬂ%r{shg% OIS CRdanDas Rkétnays 1S the

sel ect ed pat hway.

indicating whether or not the one of the plurality of initial communications
pathways is end-to-end operational based on the monitoring of the response.
4, The method of claim 1, wherein the address is an Internet Protocol version 4
address or an Internet Protocol version 6 address.
5. The method of claim 1, wherein the data packet received from the application is a
Transmission Control Protocol packet or a User Datagram Protocol packet.
6. The method of claim 1, wherein the address is a virtual address associated with
the second protocol driver on the sending node.
7. The method of claim 6, further comprising routeably tunneling the data packet

over the first selected pathway without requiring the application to be aware of which of

the plurality of initial communications pathways is the selected pathway.
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8. The nethod of claim7, wherein the data packet
routeably tunneled over the first selected pathway is
a Transm ssion Control Protocol packet or a User
Dat agram Prot ocol packet. 9. The method of claim 6,
further conprising: detecting a failure of the first
sel ected pat hway; selecting a second sel ected pat hway
fromanong the plurality of initial conmunications
pat hways where the second sel ected path is both _
5. endiheonehed cim T, WhATenTe detppasie r%eqsbix Iagied overthe i
e(% oVi dhn%n y_the fault-tol erant co g
sele§rgd, Rathw 'éadHP%\S’B'éER'étC°PH°'aP’PPﬂCPHPa to‘?’oac per %t%’ﬁmcﬁmmm'
plurality of protocol drivers based on the
efecting the second selected pathway, wherein the
9. secm%&mbg%?aqmpatmwr SmiRg:ed to a second NI C of

the plurality of that is controlled by a second

NI Gedédtingra faflure o€ thd firceddldcteddpathviy;drivers that is

coupled to the third protocol driver, and wherein the

t hi setecpngt @cedcond | sedecteds paglordyi dromedarnong ubpopturaity of initial

third routabl e transport protocol; and routeably
comruvm@tuong M@wwt wheysc ket serpad M%Ct%‘bd’éﬂﬂ"aéleﬁebf’@d end-to-end

h I b
opeGaRR 1 LRSI rrore 1 ni 1 Al communi cati one
t
pa ;ﬂ%‘@ﬁﬁ\]g' b gﬂﬁaﬁﬁ—ctmﬁga& %kﬁ\%u%qﬁagg &‘@)e/ rectg edg?ah&%cﬁet to a third

proto%olsﬁhﬁ‘&tcﬁdthga}ﬁﬁﬂh ofPprodtbiod idrivers AR EH At ihQnse‘?éwﬁﬁstﬁe second
i ncluded with the data packet, the physi cal

seledesit pativay) WherilfitrR Secarrisseldcaddeshthwayis icbepled e@decond NIC of the
protocol driver on the sending node. 11. A nethod for

pluralitnofdVIRg that iasphtreliedi yna weaond INIG I driveobfetharriunatityarNIC drivers
comuni cations for between a plurality of nodes,

that isnfeurdschip the RirdiPrrjoce! girlveal andywhereimthe; gird protocol driver is

icati ons ur a of networks

configiits .tﬂaurew&i)r*ﬁ?%m%%ﬁ’eovamaaspf%?é?'eﬁ each of the

0 oldbh CholIFRRE ek SacRSLel UYL o' AHERGRRLeP bt

req@iAfRb 1 apgliaridd WI?é awate of wh[thtdfilﬁe QIQéTHﬂmeFealhitﬁPSommumcatlons
pat hways is distinct fromall others of the initia
pativeaysisitheskecanssabetddyeaybway. 26 recei ving, at a first
protocol driver of a plurality of protocol drivers
10. opethet metod of alaim de wheteinythedifet selectrst pathwaxkistselected based on a

receivin nod |nclu It-tol erant network
physical destinatio dress in quc?e% WIJ\ e data packet, the p yS|caI destination

pack

address associated with the second protocol driver on the sending node.
11. A method for providing an application with fault-tolerant network
communications for between a plurality of nodes, comprising:

providing a plurality of initial communications pathways via a plurality of
networks coupling the plurality of nodes wherein each of the plurality of networks is
operationally independent of all others of the plurality of networks; and wherein each of
the plurality of initial communications pathways is distinct from all others of the initial

communications pathways;;
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comuni cations driver and being one of the plurality

of nodes, the data packet being destined to the

application wherein the application is operating on

the receiving node, and wherein the data packet was

sent froma sending node of the plurality of nodes via

a first routable transport protocol over a first

sel ected pathway of the plurality of initia

comuni cati on pat hways, and wherein the first protoco

dr i reegiving, at@rfirsgpiiotasot driven epamlurality of prategol dpveragperating on a
rec%@gg f Oréagqqa{;; ?q%(ﬁ)llﬁe;;‘ g-g} %ﬁv%ngéﬁ?ﬁ{;b} e g?ftaaltPt%Fellgaer}t network
cor BEBRARR b A SRLR LSy B DPPL Ao R ERHa packer b
des{iﬁéﬁ %drt %ﬁ@&ti&PWlnC%! a‘?ﬁﬁ;:aﬁ{ro'nvigrofpef%&iﬂﬁ'cﬁi\I e re é’lving node,

the tault-tol erant comruni cations driver, the data
anddwhereih the data packedwhs et focla sdhtivigmodé of tre mlitalie] dftnodes via a

of protocol drivers, wherein the first selected
firspagutatdy trapspart pradcdl ovar fifirst saletteh pithivay of fthe eluralitd of initial

("NIC) of a plurality of NICs operating on the
conpragirationgpatipmrys. antbwhereiy thryfcstcierietacel fever iy cenfigured to support

Nl C driver of a plurality of NC drivers operating on

the first rpwtahleJrangPerb AP0t first NI C driver coupled to

Db e A s D SRR R i e
to %Hﬁarﬁﬁ"l@om H.{ljtgt &QL.t_ %9' %grfirtspaﬁro%ﬁolchpér?ﬁin trgsﬂcni@e to the

appl I cation, an erein't second protoco driver

detérminiag] togHé eqliid-tolerdppdmmanicpaBdrivaeit abl e transport
protocol. 12. The nethod of claim 11, further
congpvidingg :byr theefaulthpleaamto ndraimueickeenrst Jawdtr, plaeldata ariver to a
the receiving node over one of the plurality of

seconf] Protpedd oivahiof he phaalingt afverptocoh deverapwheneln Hie Frss selected

esponse to the routabl e heartbeat pagket, he ,

parf B SEuAIF ek 11 PEbtouh d ot S ENY] SRl Plyaltysof NICs

_ . | r T : . .

ol 82 ol Y N Clorbl ) ST PR

of M@CdiRlersl SpeatiPH® heé AdcBRingNYdeOthe fFONRE AtivétacdiBledo the first
User Datagram Protocol packet. 27 14. A systemtor

profucol iddivergthan iapqiuptedt toonhevfadit-taletant tcohamaritatioes vdyivier that is
communi cations between a plurality of nodes, _

coupledpipitke sREONE Protpeal drivercthat isisiouplad ite yhepdpphication, apd wherein the
first fault-tol ergnt conmuni cations driver coupled to

sec%lm{ prp&qcoﬁgﬁl%ﬁ(c iguredlg gupport a second routable transBort protocol.

12. The method of claim 11, further comprising:

receiving a routable heartbeat packet at the receiving node over one of the
plurality of initial communications pathways; and

replying with a response to the routable heartbeat packet, the response indicating
an end-to-end operational status of the one of the plurality of initial communications
pathways.
13. The method of claim 11, wherein the data packet is a Transmission Control

Protocol packet or a User Datagram Protocol packet.

27



operating on a first node; and the first

fault-tol erant conmuni cati ons driver coupled to a

second fault-tolerant conmuni cations driver operating

on a second node of the plurality of nodes, the first

and second fault-tol erant conmunications drivers being

coupled via a plurality of initial comrunications

pat hways over a plurality of networks coupling the

plurality of nodes, wherein each of the plurality of
14.netAworsiystems  fser ptovisiing  andegpplicsion owith hefaultttelerast  network

the plurality of networks, and wherein each of the
C°“HT"E|‘?‘8§‘I°["§ bSP”eieﬁlatl?"éﬂal"cYc%Wﬁ?%&9‘i“8ﬁ§'“9 pat hways i s

fro others of the initial comunications

di st
pgf#'rsgn(’deoop V\ﬁe'Fy °fr{' dﬁe sendi ng node includes a
pl ug ﬁl's'ttfyulflftolé‘r%w\@&h LRic&d C(ﬁ'n/é?‘Eg\aoléM Echa? r]1e§£1célr‘khs€iack and

plurality of netmor |nter ace cards coup
opedatfiig diCd fidRAodd; ahbe plurality of initial
communi cati ons pat hways, and wherein a first network
| nt whe ffaistefaglartdlefdrivicGimuicatibes dpverrcablipley tofa seeondbfault-tolerant
interface cards is controlled by a first NIC driver of
conanmlcﬁtwnﬁwlverr opgrating ph\aesesonp drode iof ghe mlurality faf rrpsies the first
first NIC driver coug_l ed to a first proto

a"doﬁﬁc%q ¥a rtalefantgammuynicatiogs driversReF9 AUPIRS da érPéH”éF‘inPé initial
conﬁmu%'gﬁiofnk rp%%hv‘grkgg%\/enl 5‘ %hfrgﬁnt%s/tof F?\reg/vorﬁ? ! \%li §eljé;e pqgrldﬁ{yh tnodes,

ul't-tolera comuni ca ri'ver

whérﬁmcéﬁk'lﬁ’lo?%et ﬂuﬁallfyeﬁpﬁ@\gomsqg QBera ighdl Vﬁdepgﬁdénlﬁ%f th? other of the

['ural |ty of pr ot ocol rrvers, e second protoco

plufintyver reoMrked ah® whdiinagdthi satth@rplumh@r f Mnitifle cérmmshications
protocol driver and the second protocol driver are

patiasays is dstihctfooredlltovhessi pp dret initial cerhmbhieatioransplosdys, and wherein
prot ocol. 15. The system of claim 14, wherein the

thefspadjpg nade includper ahtrality afnetwer interiace cands withceagh of thegplurality
of FePisPk PBISIEER Gt ooty Gcd rfietinet a"%&ﬁi&%&pﬁ@f&“% nita
con]irnl?mggtw ?Oﬁatth\ﬁﬂép%ﬁ éHdﬂ ?gst %I rs %ffé’cte czﬁ;l] (“NIC") of the

represen romt

pluﬁﬂﬁpﬁd\eﬂﬁ&ﬁ m@ﬁqcé aﬁhmy dwtranmu;ahmt mddfrﬁ&.soioaf FI uRBity of NIC

second node, the pathway being one of the plurality
drivefs opdratirgd ot civefinst aade, ahs fipsa iNi@alyiser cugleantoi afiisc ptatocol driver
of an end-to-end operational status of the pathway to
of thaelursiity i bratedel; driveps operating adahe &rstawdel the first prasocol driver
proces nfg[; el enent and coupled to one of the
C°”B|eﬁ'r‘éﬂ § 15t fAtRlerRat GorMURiCationssrives thw 18 ‘f‘WPE‘ldf tocd second

proPocofjdrgve Ptﬂe &Bran Y oi‘n gro?ocof Qr(levefrs tﬁe second protocol driver coupled to
the application, wherein the first protocol driver and the second protocol driver are each
configured to support a routable transport protocol.
15. The system of claim 14, wherein the first fault-tolerant communications driver
comprises:

a miniport adapter coupled to the application via the first network stack;

a routing database coupled to the miniport adapter including:
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node, the one of the plurality of networks providing
the pathway fromthe first node to the second node;
and a tunnel adapter coupled to the m niport adapter
and coupled to a second one of the plurality of
networks via a third protocol driver coupled to a
second NIC of the plurality of NICs, wherein the
third protocol driver is configured to support another
rout abl e transport protocol. 29
an entry representing a pathway from the first node to the second node
and including a physical address of the second node, the pathway being one of
the plurality of initial communications pathways; and
an indication of an end-to-end operational status of the pathway to the
second node;

a protocol adapter coupled to the processing element and coupled to one of the
plurality of networks via the first network interface card (“NIC”) operating on the first
node, the one of the plurality of networks providing the pathway from the first node to
the second node; and

a tunnel adapter coupled to the miniport adapter and coupled to a second one of
the plurality of networks via a third protocol driver coupled to a second NIC of the
plurality of NICs, wherein the third protocol driver is configured to support another

routable transport protocol.
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