WO 2020/233984 PCT/EP2020/062467

MANAGING DATA AND DATA USAGE IN IOT NETWORK

BACKGROUND

[0001] The present invention relates generally to the field of loT networks, and more particularly to managing data

and data usage in an loT network.

[0002] Internet of Things (loT) refers to the concept of extending internet connectivity beyond conventional
computing platforms such as personal computers and mobile devices, and into any range of traditionally non-internet-
enabled physical devices and everyday objects. Embedded with electronics, internet connectivity, and other forms of
hardware (such as sensors), these devices and objects can communicate and interact with others over the Internet,

and the devices and objects can be remotely monitored and controlled.

[0003] The definition of loT has evolved due to convergence of multiple technologies, real-time analytics, machine
learning, commodity sensors, and embedded systems. Traditional fields of embedded systems, wireless sensor
networks, control systems, automation (including home and building automation), and others all contribute to enabling
the loT. In the consumer market, 10T technology is most synonymous with products pertaining to the concept of the
"smart home", covering devices and appliances (such as lighting fixtures, thermostats, home security systems and
cameras, and other home appliances) that support one or more common ecosystems, and can be controlled via

devices associated with that ecosystem, such as smartphones and smart speakers.

[0004] The loT concept has faced prominent criticism, especially in regard to privacy and security concerns
related to these devices and their intention of pervasive presence. loT devices can be sloppily installed with default
passwords that are publicly available on the Internet. Security experts say “backdoors’ that allow someone outside the
loT network to bypass security protections are often difficult to identify. Such vulnerabilities can be accidental, the result

of flaws in the software’s original design or in updates.

SUMMARY

[0005] The present invention provides a method as claimed in claim 1 and corresponding, computer program and

system for monitoring usage data in an loT network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Figure 1 depicts a block diagram of an loT computing environment, in accordance with an embodiment of

the present invention.
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[0007] Figure 2 depicts a block diagram of an loT blockchain computing environment, in accordance with an

embodiment of the present invention.

[0008] Figure 3 depicts a flow chart of the steps of an loT monitoring program, in accordance with an embodiment

of the present invention.

[0009] Figure 4 depicts a block diagram of a computing device of loT computing environment, in accordance with

an embodiment of the present invention.

DETAILED DESCRIPTION

[0010] Embodiments of the present invention recognize that data privacy is one of the biggest challenges for loT
networks. The loT concept has faced prominent criticism, especially in regard to privacy and security concerns related
to these devices and their intention of pervasive presence. loT devices have become the targets of more cyberattacks.
loT devices can be sloppily installed with default passwords that are publicly available on the Internet. An loT device
can be created with a “backdoor” that may put an entire network at risk. Security experts say “backdoors” that allow
someone outside the [oT network to bypass security protections are often difficult to identify. Such vulnerabilities can
be accidental, the result of flaws in the software’s original design or in updates. This is troublesome because, within

present day loT networks, loT devices themselves hold the data that the loT devices need and use.

[0011] Embodiments of the present invention segregate the data based on context of the data to create
categories (i.e., money, appliances, health, security, etc.). Each category has a centralized database with the data for
that category (i.e., credit cards, etc.) and one blockchain to record, audit, and manage each request of data. Each
category is based on an loT device's role, function, and/or data managed. The categories can be suggested by the
system, by a user, or a combination of both. loT devices can be enrolled in a category during initial setup of the loT

device done by an loT controller and approved by an owner of the 10T network.

[0012] Embodiments of the present invention utilize blockchain technologies to securely audit and control the
requests of data of the loT devices. An additional federated or private blockchain can record inter-category transactions
to keep the integrity of the records. The federated blockchain transaction can also be recorded in the blockchains
involved for an extra layer of data security so that the inter-category transaction data can be recovered even after an

error on the federated blockchain (i.e., corruption, deletion, forgery, etc.).

[0013] Embodiments of the present invention provide a mechanism to control and manage access to sensitive
data on an loT network based on data segregation by context type and/or user. Embodiments of the present invention

further provide a mechanism to audit the access to sensitive data on an loT network based on blockchain technologies.
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Embodiments of the present invention further provide alerts when an loT device of one category tries to access data

from another category.

[0014] Another related concern is the abuse of data on loT devices within the same network. For example, a
smart lock changes the days of access for service personnel or a freezer changes a pattern of use of a credit card
number to buy milk. Embodiments of the present invention provide a system that can monitor and prevent data usage
abuse from an loT device within an loT network. Embodiments of the present invention can keep a profile for each loT
device within the loT network, in which the profile is associated with sensitive data usage by that device and stores
usage patterns identified by the system. Embodiments of the present invention can trigger a notification/alert if an
intended access and/or use of data (i.e., sensitive data) by an loT device surpasses a hormal usage or request
threshold and/or does not match a usage pattern, e.g., an increased number of requests of credit card data, request to
open ports, increased bandwidth, etc. Embodiments of the present invention can execute a predetermined security
action and/or can send a notification/alert to a user and listen for user feedback to block or allow the intended use of

data. The user feedback can be used to retrain the system and stored in a profile for an loT device.

[0015] Embodiments of the present invention generate data usage models using machine-learning to identify data
usage patterns to determine whether an intended use of data surpasses a normal usage or request threshold and/or
does not match a usage pattern. Data considered to generate a data usage model includes, but is not limited to, an loT
device identification (ID), an loT device type (e.g., a smart lock), sensitive data (e.g., a schedule for days of access for
service personnel), an operation to use the sensitive data (e.g., granting access for service personnel based on the
schedule), a type of operation (e.g., granting access), previous operations of the same type (e.g., history of granting
access for service personnel role), date of previous and current operations, time of previous and current operations,
weather and other context data of previous and current operations, affected resources (e.g., smart locks on first floor),

and involved users (e.g., service personnel users).

[0016] Embodiments of the present invention classify an intended use of data in one of three classes: normal use,
block, or request approval. This classification is based on data usage models and any identified data usage patterns for
the intended use of data. If the intended use of data is classified as block or request approval, embodiments of the
present invention send a notification/alert to a user referencing the intended use of data. If the intended use of data is
classified as normal use but with low confidence, some embodiments of the present invention send a notification/alert
that requests user feedback. Embodiments of the present invention send a notification/alert to an owner of the loT
network requesting user feedback in the form of a three-part feedback response, (1) an ID for the intended use of data
by the loT device, (2) a correct classification, and (3) approval or disapproval to complete the intended use of data by

the loT device.

[0017] Embodiments of the present invention can detect suspicious intended use of data on loT devices, e.g., a

refrigerator asking for credit card data, a camera asking for data from other sensors like motion detection, etc.
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Embodiments of the present invention can prevent cyber attackers from getting user personal data such as user

behavior data to detect patterns of a user’s behavior.

[0018] The present invention will now be described in detail with reference to the Figures.

[0019] Figure 1 depicts a functional block diagram illustrating loT computing environment 100, in accordance with
an embodiment of the present invention. Figure 1 provides only an illustration of one embodiment of the present
invention and does not imply any limitations with regard to the environments in which different embodiments may be
implemented. In the depicted embodiment, 10T computing environment 100 includes loT controller 120, computing
device 130, loT device 140, and loT device 150 interconnected over loT network 110. loT computing environment 100

may include additional servers, computers, loT devices, or other devices not shown.

[0020] loT network 110 operates as a computing network that can be, for example, a local area network (LAN), a
wide area network (WAN), or a combination of the two, and can include wired, wireless, or fiber optic connections. In
an embodiment, loT network 110 is a private/secure network that includes firewall 112 to block unauthorized access to
or from loT network 110 while permitting outward communication. Firewall 112 can be implemented in either hardware
or software form, or a combination of both. In an embodiment, loT network 110 can be connected to the Internet,
depicted as Internet 160, but firewall 112 prevents unauthorized Internet users from accessing loT network 110. In
general, loT network 110 can be any combination of connections and protocols that will support communications

between loT controller 120, computing device 130, 10T device 140, and 10T device 150.

[0021] loT controller 120 operates to run loT monitoring program 122 and store and/or send data using database
124. In an embodiment, 10T controller 120 can send data from database 124 to computing device 130, loT device 140,
and/or loT device 150. In an embodiment, loT controller 120 can receive data in database 124 from computing device
130, loT device 140, and/or loT device 150. In some embodiments, loT controller 120 may be a management server, a
web server, or any other electronic device or computing system capable of receiving and sending data. In some
embodiments, loT controller 120 may be a laptop computer, tablet computer, netbook computer, personal computer
(PC), a desktop computer, a smart phone, or any programmable electronic device capable of communicating with
computer device 130, loT device 140, and loT device 150 via loT network 110. In other embodiments, loT controller
120 represents a server computing system utilizing multiple computers as a server system, such as in a cloud

computing environment. 10T controller 120 may include components as described in further detail in Figure 4.

[0022] Computing device 130 operates to run user interface 132 for interacting with an owner and/or authorized
user of IoT network 110. In an embodiment, computing device 130 can send and/or receive data from loT controller
120. In some embodiments, computing device 130 may be a management server, a web server, or any other electronic
device or computing system capable of receiving and sending data. In some embodiments, computing device 130 may

be a laptop computer, tablet computer, netbook computer, personal computer (PC), a desktop computer, a smart
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phone, or any programmable electronic device capable of communicating with 10T controller 120 via loT network 110.

Computing device 130 may include components as described in further detail in Figure 4.

[0023] User interface 132 operates as a local user interface on computing device 130 of loT monitoring program
122. In an embodiment, user interface 132 is a local mobile application user interface of loT monitoring program 122. In
an embodiment, user interface 132 enables an owner of 0T network 110 to authorize addition of loT devices to loT
network 110, to authorize categorizes of loT devices and sensitive data, and to list authorized users of loT network
110. In an embodiment, user interface 132 enables an owner of loT network 110 to view and respond to, in the form of

user feedback, notifications/alerts sent by loT monitoring program 122.

[0024] loT monitoring program 122 operates as a program for monitoring and preventing data usage abuse from
an loT device, such as loT device 140 within an loT network, such as loT network 110. In an embodiment, loT
monitoring program 122 receives a request for data usage, determines whether to allow execution of the data usage
based on data usage patterns, and, in some scenarios, sends a notification/alert to an owner of loT network 110 based
on the determination. In the depicted embodiment, IoT monitoring program 122 resides on loT controller 120. In other
embodiments, loT monitoring program 122 may reside on computing device 130, or another computing device (not

shown), provided that loT monitoring program 122 has access to loT network 110.

[0025] Database 124 operates as a repository for loT data, device type profiles, device profiles, data usage
patterns, and data usage models. A database is an organized collection of data. Database 124 can be implemented
with any type of storage device capable of storing data and configuration files that can be accessed and utilized by loT
controller 120, such as a database server, a hard disk drive, or a flash memory. In an embodiment, database 124 is
accessed by loT monitoring program 122, loT controller 120, and/or computing device 130 to store loT data, device
type profiles, device profiles, data usage patterns, and data usage models. In another embodiment, database 124 is
accessed by loT monitoring program 122, loT controller 120, and/or computing device 130 to access the loT data,
device type profiles, device profiles, data usage patterns, and data usage models. In the depicted embodiment,
database 124 resides on loT controller 120. In another embodiment, database 124 may reside elsewhere within loT

computing environment 100 provided database 124 has access to loT network 110.

[0026] loT data includes any data used by an loT device, stored on an loT device, and sent or received by an loT
device, which can include sensitive loT data. Sensitive 10T data includes, but is not limited to, finger prints, credit card
numbers, personal identification numbers, medical records, passwords, access codes, etc. loT monitoring program 122

monitors the usage of sensitive loT data.

[0027] A device type profile is a profile for one type of loT device that includes, but is not limited to, a default set
of data describing the kind of device, the type of data that kind of device uses, the frequency of use of data that kind of

device uses, and the general intended use executed with the data used by that kind of device. loT monitoring program
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122 considers a device type profile when adding a new loT device to loT network 110 and when there is not a stored
data usage pattern for a data usage request. Device types include, but are not limited to, physical security devices,

smart appliances, personal devices, entertainment devices, etc.

[0028] A device profile includes, but is not limited to, an loT device ID, an loT device type (e.g., a smart lock),
data usage patterns for that loT device, and data usage models for that loT device. Data usage patterns include, but
are not limited to, the type of data, frequency of use of data, and history of uses of data by the loT device. loT
monitoring program 122 creates a device profile for each loT device in loT network 110. loT monitoring program 122
considers data usage patterns and data usage models in a device profile when determining whether to execute a data

usage request by an loT device.

[0029] loT devices 140 and 150 operate as a physical devices and/or everyday objects that are embedded with
electronics, Internet connectivity, and other forms of hardware (i.e., sensors). In general, loT devices can communicate
and interact with other loT devices over the Internet while being remotely monitored and controlled. In the depicted
embodiment, loT devices 140 and 150 are monitored and controlled by 10T monitoring program 122 on |oT controller
120 and the owner through user interface 132 on computing device 130. Types of loT devices include, but are not
limited to, smart locks, garage doors, refrigerators, freezers, ovens, mobile devices, smart watches, A/C units,
washer/dryer units, smart TVs, virtual assistance devices, and any other smart home devices. In several embodiments,

loT network 110 contains additional loT devices (not shown).

[0030] Figure 2 depicts a block diagram of loT blockchain computing environment 200, in accordance with an
embodiment of the present invention. Figure 1 provides only an illustration of one embodiment of the present invention
and does not imply any limitations with regard to the environments in which different embodiments may be
implemented. In the depicted embodiment, loT blockchain computing environment 200 includes loT controller 220,
security blockchain subnetwork 230, personal blockchain subnetwork 240, appliance blockchain subnetwork 250, and
federated blockchain subnetwork 260 interconnected over loT network 270. 0T blockchain computing environment 200

may include additional servers, computers, 0T devices, or other devices not shown.

[0031] In some embodiment, 1oT network 210 contains multiple blockchain subnetworks for separate categories
of loT devices and a subnetwork for a federated or private blockchain. Categories of loT devices include, but are not
limited to, physical security, personal, entertainment, and appliance. For example, the physical security category may
include physical security 0T devices such as smart door locks and smart garage doors. In another example, the
personal category may include personal loT devices such as virtual assistant devices and personal mobile devices. In
another example, the entertainment category may include entertainment loT devices such as smart TVs and smart
audio systems. In another example, the appliance category may include appliance loT devices such as smart

refrigerators, smart A/C units, smart washer/dryer units, and other smart home appliances. In an embodiment, loT
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controller 220 creates these subnetworks of loT devices with approval by the owner of 0T network 120 through a user

interface of a computing device similar to those depicted in Figure 1.

[0032] In the depicted embodiment, 10T network 210 includes security blockchain subnetwork 230, personal
blockchain subnetwork 240, appliance blockchain subnetwork 250, and federated blockchain subnetwork 260. In the
depicted embodiment, security blockchain subnetwork 230 includes door lock 232 and garage door 234. In the
depicted embodiment, personal blockchain subnetwork 240 includes smart watch 242 and mobile device 244. In the
depicted embodiment, appliance blockchain subnetwork 250 includes A/C 252, refrigerator 254, and washer 256. In the

depicted embodiment, federated blockchain subnetwork 260 is a blockchain subnetwork for inter-category transactions.

[0033] In some embodiments, loT controller 220 includes multiple databases, similar to database 124, in which
each database separately stores certain data for each subnetwork/category of loT devices, e.g., data for appliance
category, data for personal category, data for entertainment category, data for physical security category, etc. In the
depicted embodiment, loT controller 220 includes loT network database 224, security database 225, personal
database 226, and home task database 227. For example, a credit card number can be stored in personal database
226 that only stores financial and personal data for personal blockchain subnetwork 240. In another example, finger
print data can be stored in security database 225 that only stores security configurations for security blockchain
subnetwork 230. In another example, A/C schedule data can be stored in home task database 227 that only stores

home task data for appliance blockchain subnetwork 250.

[0034] In an example scenario for loT blockchain computing environment 200, an loT device is granted a one-
time, temporary access to a category database different than the category the loT device is in. In this example
scenario, refrigerator 254 sends a request to [oT controller 220 for access to a credit card humber to be able to make a
purchase for milk. IoT controller 220 determines that refrigerator 254 is categorized in appliance blockchain subnetwork
250 and the credit card number requested is limited to loT device in personal blockchain subnetwork 240. loT controller
220 determines that refrigerator 254 cannot be added to personal blockchain subnetwork 240, so the data access and
transaction (e.g., purchase of milk using the credit card number) using the data will be managed in federated
blockchain subnetwork 260. A secure connection is created for a one-time, temporary access by refrigerator 254 10 a
pointer, alink to the data, to the credit card number. In the federated blockchain subnetwork 260, refrigerator 254
accesses the pointer to the credit card number through the secure connection, loT controller 220 creates a new block
(e.q., register) for the transaction, and refrigerator 254 completes the transaction — the transaction holds the temporary

pointer to the credit card number and not the credit card number itself.

[0035] Figure 3 depicts a flowchart 300 of the steps of loT monitoring program 122, in accordance with an
embodiment of the present invention. In an embodiment, IoT monitoring program 122 receives a request for data
usage, determines whether to allow execution of the data usage based on data usage patterns, and, in some

scenarios, sends a notification/alert to an owner of loT network 110 based on the determination. It should be
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appreciated that the process depicted in Figure 3 illustrates one possible iteration of the process flow, which repeats for

each data usage request received by loT monitoring program 122,

[0036] In step 310, loT monitoring program 122 receives a data usage request. In an embodiment, loT monitoring
program 122 receives a data usage request from an loT device, such as loT device 150, in an loT network, such as loT
network 110. In an embodiment, loT monitoring program 122 receives a data usage request from an loT device, such
as loT device 140, in an loT network, such as loT network 110 to complete an intended use of data. The data usage
request includes, but is not limited to, an loT device identification (ID), an ID of data requested, and metadata

associated with the intended use of data.

[0037] In step 320, loT monitoring program 122 obtains a device profile. In an embodiment, IoT monitoring
program 122 obtains a device profile for the loT device that sent the data usage request. In an embodiment, loT
monitoring program 122 obtains the device profile from database 124. In an embodiment, IoT monitoring program 122
obtains an loT device ID, an loT device type (e.g., a smart lock), data usage patterns, and data usage models through

the device profile.

[0038] In decision 330, loT monitoring program 122 determines whether the device profile has a related data
usage pattern. In an embodiment, loT monitoring program 122 determines whether the device profile has a related data
usage pattern by comparing the data usage request to data usage patterns in the device profile. In an embodiment, loT
monitoring program 122 determines whether the device profile has a related data usage pattern by comparing an loT
device identification (ID), an loT device type, sensitive data involved, an operation to use the sensitive data, a type of
operation, previous operations of the same type, date of previous and current operations, time of previous and current
operations, weather and other context data of previous and current operations, affected resources, and involved users
of the data usage request to an loT device identification (ID), an loT device type, sensitive data, an operation to use the
sensitive data, a type of operation, previous operations of the same type, date of previous and current operations, time
of previous and current operations, weather and other context data of previous and current operations, affected
resources, and involved users of data usage patterns stored in the device profile to determine if there is a related data

usage pattern.

[0039] If loT monitoring program 122 determines the device profile has a related data usage pattern (decision
330, YES branch), then loT monitoring program 122 proceeds to step 350. If loT monitoring program 122 determines
the device profile does not have a related data usage pattern (decision 330, NO branch), then loT monitoring program

122 proceeds to step 340.

[0040] In step 340, loT monitoring program 122 obtains a device type profile. In an embodiment, loT monitoring
program 122 obtains a device type profile from database 124 based on the type of loT device that sent the data usage

request. For example, if a smart refrigerator sent the data usage request, loT monitoring program 122 obtains a device
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type profile for smart appliances. In an embodiment, 0T monitoring program 122 obtains the type of data that kind of
device uses, the frequency of use of data that kind of device uses, and the general intended use executed with the data

used by that kind of device from the device type profile.

[0041] In step 350, loT monitoring program 122 classifies the data usage request. In an embodiment, loT
monitoring program 122 classifies the data usage request based on the data usage pattern in the device profile. In
another embodiment, loT monitoring program 122 classifies the data usage request based on the device type profile. In
an embodiment, loT monitoring program 122 classifies the data usage request as one of the following three classes
normal use, block, or request approval. If the data usage request does not surpass a normal usage or request
threshold, does match the related data usage pattern that allowed the intended use, and/or does match the information
in the device type profile that allows the intended use, then loT monitoring program 122 classifies the data usage
request as normal use. If the data usage request surpasses a normal usage or request threshold, does match the
related data usage pattern that blocked the intended use, and/or does match the information in the device type profile
that blocks the intended use, then loT monitoring program 122 classifies the data usage request as block. If the data
usage request surpasses a normal usage or request threshold, does not match the related data usage pattern, and/or
does not match the information in the device type profile, then IoT monitoring program 122 classifies the data usage

request as request approval.

[0042] In step 360, loT monitoring program 122 executes a security action based on the classification. In an
embodiment in which loT monitoring program 122 classified the data usage request as normal use, loT monitoring
program 122 allows the data usage request to be executed. In an embodiment in which loT monitoring program 122
classified the data usage request as block, loT monitoring program 122 executes one of at least three security actions,
(1) blocks that [oT device’s access to the loT network, (2) removes that I0T device’s access to the database, and (3)
disconnects that loT device's network access. In an embodiment in which loT monitoring program 122 classified the
data usage request as request approval, loT monitoring program 122 sends an alert/notification to an owner’s device,
such as computing device 130, requesting user feedback as to what the correct classification is, block or normal use,
so that the associated security actions can be taken upon receipt of the user feedback with the correct classification. In
an embodiment in which loT monitoring program 122 classified the data usage request as information, loT monitoring
program 122 send an alert/notification to an owner’s device, such as computing device 130 with information about the
data usage request including, but not limited to, an ID of the loT device that requested the data usage, an ID of the

intended use of data by the loT device, a classification given, and an executed security action.

[0043] In step 370, loT monitoring program 122 stores the data usage request and executed security action. In an
embodiment, IoT monitoring program 122 stores the data usage request, executed security action, and metadata
associated with the data usage request and executed security action in the device profile of the loT device that made
the request. In an embodiment, loT monitoring program 122 stores the received user feedback in the device profile of

the loT device that made the request.
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[0044] In a first example of flowchart 300, loT monitoring program 122 receives a data usage request that has a
related data usage pattern and allows the intended data usage. In this example, building personnel is attempting to
unlock a smart lock on a building's front door. In step 310, loT monitoring program 122 receives a request from the
smart lock to access a schedule for personnel entrance, in which the schedule is in database 124. In step 320, loT
monitoring program 122 obtains the device profile for the smart lock from database 124. In decision 330, loT monitoring
program 122 determines the device profile for the smart lock has a related data usage pattern of the smart lock
accessing the schedule for personnel entrance. In step 350, loT monitoring program 122 classifies the request for the
schedule for personnel entrance by the smart lock as normal use based on the related data usage pattern in the smart
lock’s device profile. In step 360, loT monitoring program 122 allows the smart lock to access the schedule for

personnel entrance. In step 370, loT monitoring program 122 stores the request and outcome.

[0045] In a second example of flowchart 300, loT monitoring program 122 receives a data usage request that has
arelated data usage pattern and blocks the intended data usage. In this example, a smart refrigerator is attempting to
access a credit card number stored in database 124. In step 310, loT monitoring program 122 receives a request from
the smart refrigerator to access the credit card number stored in database 124. |n step 320, loT monitoring program
122 obtains the device profile for the smart refrigerator from database 124. In decision 330, loT monitoring program
122 determines the device profile for the smart refrigerator has a related data usage pattern of the smart refrigerator
trying to access the credit card number. In this example, the data usage pattern includes a usage threshold that would
be exceeded if the smart refrigerator is allowed to access the credit card number. In step 350, loT monitoring program
122 classifies the request for the credit card number by the smart refrigerator as block based on the related data usage
pattern in the smart refrigerator’s device profile. In step 360, loT monitoring program 122 blocks the smart refrigerator

from accessing the credit card number. In step 370, loT monitoring program 122 stores the request and outcome.

[0046] In a third example of flowchart 300, IoT monitoring program 122 receives a data usage request that does
not have arelated data usage pattern and executes a security action based on a device type profile. In this example, a
smart garage door is attempting to access a credit card number stored in database 124. In step 310, loT monitoring
program 122 receives a request from the smart garage door to access the credit card number stored in database 124.
In step 320, loT monitoring program 122 obtains the device profile for the smart garage door from database 124. In
decision 330, loT monitoring program 122 determines the device profile for the smart garage door does not have a
related data usage pattern of the smart garage door trying to access the credit card number. In step 340, loT
monitoring program 122 obtains the device type profile for a physical security loT device because the smart garage
door is a physical security 0T device. In this example, the device type profile does not include this type of data usage
and has no similar history of this data usage by a physical security IoT device. In step 350, loT monitoring program 122
classifies the request for the credit card number by the smart garage door as block based on the data in the device
type profile for physical security 0T devices. In step 360, loT monitoring program 122 blocks the smart refrigerator from

accessing the credit card number. In step 370, loT monitoring program 122 stores the request and outcome.
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[0047] In a fourth example of flowchart 300, loT monitoring program 122 receives a data usage request that does
not have a related data usage pattern, categorizes the request as request approval, and executes a security action
based on received user feedback. In this example, a smart TV is attempting to access a credit card number stored in
database 124. In step 310, lIoT monitoring program 122 receives a request from the smart TV to access the credit card
number stored in database 124. In step 320, loT monitoring program 122 obtains the device profile for the smart TV
from database 124. In decision 330, loT monitoring program 122 determines the device profile for the smart TV does
not have arelated data usage pattern of the smart TV trying to access the credit card number. In step 340, loT
monitoring program 122 obtains the device type profile for an entertainment loT device because the smart TV is an
entertainment physical security loT device. In this example, the device type profile does include this type of data usage
but has historically classified as request approval when an entertainment loT device requests this type of data usage
for the first time. In step 350, loT monitoring program 122 classifies the request for the credit card number by the smart
TV as request approval based on the device type profile. In step 360, loT monitoring program 122 allows the smart TV
to access the credit card number based on the received user feedback. In step 370, loT monitoring program 122 stores

the request and outcome.

[0048] Figure 4 depicts a block diagram of computer 400 suitable for 0T controller 120 and computing device
130, in accordance with an illustrative embodiment of the present invention. It should be appreciated that Figure 4
provides only an illustration of one implementation and does not imply any limitations with regard to the environments

in which different embodiments may be implemented. Many modifications to the depicted environment may be made.

[0049] Computer 400 includes communications fabric 402, which provides communications between cache 416,
memory 406, persistent storage 408, communications unit 410, and input/output (I/O) interface(s) 412.
Communications fabric 402 can be implemented with any architecture designed for passing data and/or control
information between processors (such as microprocessors, communications and network processors, efc.), system
memory, peripheral devices, and any other hardware components within a system. For example, communications

fabric 402 can be implemented with one or more buses or a crossbar switch.

[0050] Memory 406 and persistent storage 408 are computer readable storage media. In this embodiment,
memory 406 includes random access memory (RAM). In general, memory 406 can include any suitable volatile or non-
volatile computer readable storage media. Cache 416 is a fast memory that enhances the performance of computer

processor(s) 404 by holding recently accessed data, and data near accessed data, from memory 406,

[0051] loT monitoring program 122 may be stored in persistent storage 408 and in memory 406 for execution
and/or access by one or more of the respective computer processors 404 via cache 416. In an embodiment, persistent
storage 408 includes a magnetic hard disk drive. Alternatively, or in addition to a magnetic hard disk drive, persistent

storage 408 can include a solid state hard drive, a semiconductor storage device, read-only memory (ROM), erasable
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programmable read-only memory (EPROM), flash memory, or any other computer readable storage media that is

capable of storing program instructions or digital information.

[0052] The media used by persistent storage 408 may also be removable. For example, a removable hard drive
may be used for persistent storage 408. Other examples include optical and magnetic disks, thumb drives, and smart
cards that are inserted into a drive for transfer onto another computer readable storage medium that is also part of

persistent storage 408.

[0053] Communications unit 410, in these examples, provides for communications with other data processing
systems or devices. In these examples, communications unit 410 includes one or more network interface cards.
Communications unit 410 may provide communications through the use of either or both physical and wireless
communications links. Programs, such as loT monitoring program 122, may be downloaded to persistent storage 408

through communications unit 410.

[0054] I/0 interface(s) 412 allows for input and output of data with other devices that may be connected to
computing device 130 and loT controller 120. For example, I/O interface 412 may provide a connection to external
devices 418 such as a keyboard, keypad, a touch screen, and/or some other suitable input device. External devices
418 can also include portable computer readable storage media such as, for example, thumb drives, portable optical or
magnetic disks, and memory cards. Software and data used to practice embodiments of the present invention can be
stored on such portable computer readable storage media and can be loaded onto persistent storage 408 via I/O

interface(s) 412. 1/0 interface(s) 412 also connect to a display 420.

[0055] Display 420 provides a mechanism to display data to a user and may be, for example, a computer monitor.

[0056] loT monitoring program 122 described herein is identified based upon the application for which it is
implemented in a specific embodiment of the invention. However, it should be appreciated that any particular program
nomenclature herein is used merely for convenience, and thus the invention should not be limited to use solely in any

specific application identified and/or implied by such nomenclature.

[0057] The present invention may be a system, a method, and/or a computer program product. The computer
program product may include a computer readable storage medium (or media) having computer readable program

instructions thereon for causing a processor to carry out aspects of the present invention.

[0058] The computer readable storage medium can be a tangible device that can retain and store instructions for
use by an instruction execution device. The computer readable storage medium may be, for example, but is not limited
to, an electronic storage device, a magnetic storage device, an optical storage device, an electromagnetic storage

device, a semiconductor storage device, or any suitable combination of the foregoing. A hon-exhaustive list of more
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specific examples of the computer readable storage medium includes the following: a portable computer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a static random access memory (SRAM), a portable compact disc read-only
memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such
as punch-cards or raised structures in a groove having instructions recorded thereon, and any suitable combination of
the foregoing. A computer readable storage medium, as used herein, is not to be construed as being transitory signals
per se, such as radio waves or other freely propagating electromagnetic waves, electromagnetic waves propagating
through a waveguide or other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

[0059] Computer readable program instructions described herein can be downloaded to respective
computing/processing devices from a computer readable storage medium or to an external computer or external
storage device via a network, for example, the Internet, a local area network, a wide area network and/or a wireless
network. The network may comprise copper transmission cables, optical transmission fibers, wireless transmission,
routers, firewalls, switches, gateway computers and/or edge servers. A network adapter card or network interface in
each computing/processing device receives computer readable program instructions from the network and forwards the
computer readable program instructions for storage in a computer readable storage medium within the respective

computing/processing device.

[0060] Computer readable program instructions for carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA) instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-setting data, or either source code or object code written in any
combination of one or more programming languages, including an object oriented programming language such as
Smalltalk, C++or the like, and conventional procedural programming languages, such as the "C" programming
language or similar programming languages. The computer readable program instructions may execute entirely on the
user's computer, partly on the user's computer, as a stand-alone software package, partly on the user's computer and
partly on a remote computer or entirely on the remote computer or server. In the latter scenario, the remote computer
may be connected to the user's computer through any type of network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, electronic circuitry including, for example, programmable logic
ciroulitry, field-programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information of the computer readable program instructions to

personalize the electronic circuitry, in order to perform aspects of the present invention.

[0061] Aspects of the present invention are described herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer program products according to embodiments of the

invention. It will be understood that each block of the flowchart illustrations and/or block diagrams, and combinations of
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blocks in the flowchart illustrations and/or block diagrams, can be implemented by computer readable program

instructions.

[0062] These computer readable program instructions may be provided to a processor of a general-purpose
computer, special purpose computer, or other programmable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the computer or other programmable data processing
apparatus, create means for implementing the functions/acts specified in the flowchart and/or block diagram block or
blocks. These computer readable program instructions may also be stored in a computer readable storage medium that
can direct a computer, a programmable data processing apparatus, and/or other devices to function in a particular
manner, such that the computer readable storage medium having instructions stored therein comprises an article of
manufacture including instructions which implement aspects of the function/act specified in the flowchart and/or block

diagram block or blocks.

[0063] The computer readable program instructions may also be loaded onto a computer, other programmable
data processing apparatus, or other device to cause a series of operational steps to be performed on the computer,
other programmable apparatus or other device to produce a computer implemented process, such that the instructions
which execute on the computer, other programmable apparatus, or other device implement the functions/acts specified

in the flowchart and/or block diagram block or blocks.
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CLAIMS

1. A computer-implemented method for monitoring data usage in an Internet of Things (IoT) network by a
plurality of network devices, the computer-implemented method comprising:

receiving, by one or more processors, from a network device of the plurality of network devices, a data usage
request;

obtaining, by one or more processors, from a database, a device profile for the network device;

determining, by one or more processors, whether the device profile of the network device has a data usage
pattern related to data requested in the data usage request;

classifying, by one or more processors, the data usage request based on a device type profile for a network
device type of the network device and whether the device profile of the network device has the related data usage
pattern;

executing, by one or more processors, a security action based on the classification of the data usage request;

storing, by one or more processors, the data usage request and the executed security action to the database;
and

in response to determining the device profile of the network device does not have the related data usage
pattern, obtaining, by one or more processors, the device type profile from the database based on the network device
type in the device profile, wherein the device type profile includes a type of data that type of device uses, a frequency
of use of data that type of device uses, and a general intended use executed with the data used by that type of device,

wherein the data usage request is classified into a specific category,

the security action disconnects a network access of the network device in response to the data usage request
being classified as a block class, and

the device profile comprises a network device identifier, the network device type, and a set of data usage

patterns.

2. The computer-implemented method of claim 1, wherein the data usage request comprises the network device

identifier, a data identifier, and metadata associated with an intended usage of data identified by the data identifier.

3. The computer-implemented method of claim 1, further comprising:
comparing, by one or more processors, the data usage request to the set of data usage patterns in the device

profile.

4, The computer-implemented method of claim 1, further comprising:
in response to determining the device profile of the network device has the related data usage pattern,

receiving, by one or more processors, the related data usage pattern from the database.
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5. The computer-implemented method of claim 1, wherein classifying the data usage request based on whether the
device profile of the network device has the related data usage pattern comprises:

responsive to determining at least one of the data usage request does match the related data usage pattern
that allowed an intended use of requested data of the data usage request and the data usage request does match
information in the device type profile that allows the intended use, classifying, by one or more processors, the data

usage request as normal use.

6.  The computer-implemented method of claim 1, wherein classifying the data usage request based on whether the
device profile of the network device has the related data usage pattern comprises:

responsive to determining at least one of the data usage request does match the related data usage pattern
that blocked an intended use of requested data of the data usage request and the data usage request does match
information in the device type profile that blocks the intended use, classifying, by one or more processors, the data

usage request as block.

7. The computer-implemented method of claim 1, wherein classifying the data usage request based on whether the
device profile of the network device has the related data usage pattern comprises:

responsive to determining at least one of the data usage request does not match the related data usage
pattern and the data usage request does not match information in the device type profile, classifying, by one or more

processors, the data usage request as request approval.

8. The computer-implemented method of claim 1, further comprising sending an alert to an owner of the network
device in response to the security action disconnecting the network access of the network device.

9. The computer-implemented method of claim 8, wherein the data usage request is classified as the block class

based on data in a device type profile for the network device.

10. A system comprising means adapted for carrying out all the steps of the method according to any preceding

method claim.

11. A computer program comprising instructions for carrying out all the steps of the method according to any

preceding method claim, when said computer program is executed on a computer system.





