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(57) Abstract: Techniques for privacy centric data security. A request to permit a data processor to access private data associated with
auser is received at a cloud data privacy service. The request includes a request for a data access block relating to the private data, and
a data filter describing one or more access parameters. The cloud privacy data service generates the first data access block, based on
the private data and the data filter. The first data access block is transmitted from the cloud privacy service to a user device, which is
configured to transmit the first data access block to the first data processor. The cloud data privacy service receives a request for the
private data that includes the first data access block. The cloud data privacy service determines that the first data access block is valid,

and grants the first data processor access to the private data.
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