M GRATI NG A VI RTUAL MACHI NE THAT OMWNS A RESOURCE SUCH

AS A HARDWARE DEVI CE TECHNI CAL FI ELD [ 0001] The
wonrewantsog nvention rel ates to a nethod and nechamniusm07/004047

that may be enployed to mgrate a virtual machine

whi ch owns a resource such as a hardware device or

anot her physical device froma first nmachine or

platformto a second machine or platform In

particular, the present invention relates to such a

met hod and nmechani smthat allews mgrating such a
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operated on any o erent conputing
Thus a different variation of the user application

f : h diff t t ded.
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different computmg dewces Thus, a different variation of the user application

for each different computing device is not needed.

[0003] New architectures for computing devices and new
software now allow a single computing device to instantiate and run a plurality
of partitions, each of which can be employed to instantiate a virtual machine to
in turn host an instance of an operating system upon which one or more
applications may be instantiated. Typically, although not necessarily, the
computing device includes a virtualization layer with a virtual machine monitor
or the like that acts as an overseer application or ‘hypervisor, where the
virtualization layer oversees and/or otherwise manages supervisory aspects of
each virtual machine, and acts as a possible link between each virtual machine
and the world outside of such virtual machine.



conmputing device may require access to a resource
associated with the conputing device. As may be
wappaodms ed, such resource may be any sort of PCERS0C004047
that can be associated with a conputing device. For
exanpl e, the resource nmay be a storage device to store
and retrieve data, and generally for any purpose that
a storage device would be enpl oyed. Likew se, the
resource nmay be any other asset such as a network, a
printer, a scanner, a network,drive, a virtual drive,

a server, andthellke Accr i ngl t ey th
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virtual magddos] mpadiculs \di@ eparatiftgeon a computing device
typically is constructed to operate as if a real machine. That is, the particular
VM-C in accessing a particular resource typically acts as if such particular
resource is accessible by way of direct requests thereto. Accordingly, it may be
the case that the VM-C has constructed a path or stack (hereinafter, ‘stack’) of
drivers to which such requests are directed, with the expectation being that the
particular resource is at the end of the stack. As has been established,
however, the VM-C is not in fact a real machine and the particular resource is
" not in fact at the end of the stack.

[0007] Accordingly, it may be the case that the resource is
emulated by the virtualization layer / virtual machine monifor as being at the

end of the stack. In reality, the virtualization layer forwards a request for the



end of the stack. In reality, the virtualization |ayer

forwards a request for theresource to the VMH that
wouenE/10050has access to such resource. Simlarl pCTiUS2008/904047

be the case that the VM C may be endowed with

enlightened capabilities in which such VMC is aware

of the virtual existence thereof, and sends requests

to the particular resource by way of an 'enlightened

stack at  the end 'of which is a VM bus or other

conmuni cations path that conngcts the VM C with the
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RO 18 Ao iaFPetd e NS adionh I8 410 bl Ggource by
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interface Or,.a..vi deo t
equi val entlaa@gl P(ﬂﬁ'cétg?ﬁ 'éé%dé?lg'i’] %%"ﬁ Mishthe
patieuldvirbisoarces tind )it slhmndetfeaapp.@cvméb that @b VweHymay directly
aq:q.%stg\ ree of ffICIec and performance. Note here
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onetlrre | east tylca At any rate, It

sycihadapiey rB@y hes ﬁ@ﬁ”@ﬂ?éﬂt%éfm@fdwrcﬁ vnaiepaaardcgr tire software

e@nﬁ#@@ie%"t Wltﬁ AtetiBEtdsd Q%tg??&%]t%r %(W/fw EWanoy the
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polientially assigneddol aparticotarXK\ad, and accordingly multiple VM-Hs can
own a particular resource. However, only one VM-H can be assigned to or
‘o)wn' a particular adapter at any one time, at least typically. At any rate, it can
typically be assumed that ownership of a particular adapter is tantamount to
ownership of the resource of the particular adapter.

[0009] One hallmark of a VM is that the VM as a virtual
construct can be haited and re-started at will, and also that the VM upon being
halted can be saved, retrieved, and re-started at will. In particular, the VM as
instantiated on a particular computing device is a singular software construct
that can be neatly packaged inasmuch as the software construct includes all



instantiated on a particular conputing device is a

si ngul ar software construct that can be neatly
weoaoekagewsi nasnuch as the software construct i RCTWS2®7/004047

alldata relating to such VM including operating data

and state information relating to the VM As a result,

a VMon a first conputing device can be noved or

"mgrated’ to a second conputing device by halting the

VM at the first conputing device, noving the halted VM

to the second device, and re-gtarting the noved VM at
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[0011] Atany rate, it is to be understood that when a portion of
the state information of a VM is not included within the software construct of the
VM, such as may be the case when a VM-H owns a resource and stores state
information with the resource, migrating the VM from a first platform to a second
platform becomes more difficult. In particular, such 'migrating should not take

place until the state information at the resource is dealt with such that such



pl atf orm beconmes nore difficult. In particular, such

m grating should not take place until the state
wonborwens on at the resource is dealt w th sucRCThAR007/004047

suchstate information at the resource is not |ost or

ot herwi se permanently separated fromthe VM [0012]

Thus, a need exists for dealing with state information

of a VMH at a resource owned thereby when the VMH is

to be mgrated froma first platformto a second

platform In particular, a negd exists for a nethod
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resource is initially assigned to the first VM such
that the first VMinitially owns the resource and the
servi ce provi ded thereby. SLHMIAR¥t VM is a software

and m or ad 2031 o TFERREnIENLE FiebhSars Tgfigd B Reast n pan
by khe poesant[r@fﬁtﬁﬂonTheNhuchsa cMMpunng lmyeﬂam Hassauessurce for
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v:rteabmandenrsﬂsa(wd\/ls)alrfsltamiated rthemmnmaawm eb¥tLan Mfdnce of an
é%r he resource second port co nicatively coupl e

NG ST ARG, HE TG onG o Mors 2phiiGAtions thaw bedpstantiated.
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first por nd the secon ort
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ort. [001 5] In particular, rector
CORFiGt @D 1ePraRuiing derigedbat can et savedeand migrateddtom a first

p|fa§fohﬂ t8ULEEChIRH pidirkd. TSt port until the first VMis

directed to be saved or mgrated. Each access request
at the fi{@914or ThedirstiVihimcludes a resource stack corresponding to

and accessing the resource according to access requests sent by way of such
resource stack, a first port communicatively coupled to the resource, a second
port communicatively coupled to a communications medium, and a por{
redirector communicatively coupled to the resource stack, the first port and the
second port. The port redirector forwards each access request from the
resource stack to be queued at one of the first port and the second port.

[0015] In particular, the port redirector forwards each access
request from the resource stack to be queued at the first port until the first VM is
directed to be saved or migrated. Each access request at the first port is further
forwarded in turn to the resource to be acted upon by such resource. When the
first VM is directed to be saved or migrated and thereafter, the port redirector



forwarded in turn to the resource to be acted upon by

such resource. When the first VMis directed to be
weavwdoas ni grated and thereafter, the port PCT/US2007/004047

redi rectorforwards each access request fromthe

resource stack to the second port. Each access request

at the second port is further forwarded in turn only

after the resource has acted upon all access requests

queued at the first port and thereafter has been

renoved from being owned by tge first VM [0016] The
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In the drawings: [0018] Fig. 1 is a block diagram
representing an exenplary nonlimting conputing

environment | mérqﬁes&mﬁﬁéwepm%mwmsbe
i npl enent ed; [ 0019 I g. bl oc

represent | K91 ek ﬁﬁvr@gpm@wmnkaryneswo@iﬁ@mh@man detailed
QeChiBti¥n U 17 T dIhe Ry bF e prosdit fivdrit®n, will be better

understood when read in conjunction with the appended drawings. For the
purpose of illustrating the invention, there are shown in the drawings
embodiments which are presently preferred. As should be understood,
however, the invention is not limited to the precise arrangements and
instrumentalities shown. In the drawings:

[0018] Fig. 1 is a block diagram representing an exemplary non-

limiting computing environment in which the present invention may be
implemented;

[0019] Fig. 2 is a block diagram representing an exemplary
network environment having a variety of computing devices in which the
present invention' may be implemented;



present invention' may be inplenented;[0020] Fig. 3 is
a bl ock diagram showi ng a conputing device running a
wohkorabony of partitions including a host partPCT@S2007/004047

with a virtual nmachine (VM H) that owns a particul ar
resource and provi des resource services therefor, and

a client partition with a virtual nmachine (VM C) that

enpl oys the resource services of the VMH in

accordance wi th enbodi nents of the present invention;

[ 0021] Fi g. 4 is a block diagyam showi ng the VM H of
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I nvent i on f pose
whie ensbedg lﬁhaban acmss rendasts mmaaoesmpk@a afidhpeopdriyehandled in

| ement e an envi r onment
(9(#0%5 gﬁ%%?%%@%'gf ? Hr\a&ﬁrg S?nl ittle or
mnlmal cllent resources arelnpllcated e.g., a
net wor ked LI [ ich the client device
serves mer ?é*ﬁemﬁﬁﬁﬁaﬁqmpﬁ THEINVENTIONr | o
Wde Web. [0025] Although not required, the invention
COMPUE ERENVERORMENT an application progranm ng

interfacergdyly . Fﬁ%” HR& ﬂk?% f@l&ﬁﬁgld?&ﬁf lﬁpg‘eo\b%en%ed to

i ncl uded withi'n the networ tvvare
Pravide @é’"@éﬁ@ﬂﬁb@'dﬂewrmen @raeslatam@nbmautm!g environment in which

RS 6L OB L 4050 SUPRABERES ey,
h@ndI@ld,emrtablek@ndtotbascomputmg slevices of all kinds are contemplated
for use in connection with the present invention. While a general purpose
computer is described below, this is but one example. Thus, the present
invention may be implemented in an environment of networked hosted services
in which very little or minimal client resources are implicated, e.g., a networked
environment in which the client device serves merely as a browser or interface
to the World Wide Web.

[0025] Although not required, the invention can be implemented
via an application programming interface (AP1), for use by a developer, and/or
included within the network browsing software which will be described in the
general context of computer-executable instructions, such as program modules,
being executed by one or more compufers, such as client workstaiions, servers,
or other devices. Generally, program modules include routines, programs,



or other devices. Generally, program nodul es include
routines, prograns, objects, conponents, data

weoenpwranesogs and the |ike that perform parti cul 2RCTHUAS003/004047
or inplenment particular abstract data types.
Typically, the functionality of the program nodul es
may be conbined or distributed as desired in various
enbodi nents. Mreover, those skilled in the art wll
appreciate that the invention may be practiced with
ot her conputer system configugations. Qher well known

oﬁjr? Ut a éﬁéﬁtgnﬁg*ae&?‘u&ﬁfg?gﬁé thé'l[ﬂgé ﬂjiat:}%?’fdrgrv hahlRis tasks

e surta use wth
or rmbledmntmartlamlar abstrachidatadtypes. Jypatix) thaofmmlenahty of the

mat ed teller hi . [
oegrahhais -5 iz b contifBs 3r Afitip Gk R e SR Ehdngus
emtrddmmcsasw@be@e dheges tkilied wpthizgaamvmkdp@remammmt the
tronic net m ni co uter mai n
RN anay Derrachges W otRs SPRRET Sy ey canigiitglions. Other
waliagiovire Boipullingt éyéeemgdeﬁﬁmmenﬁs @mwmmmrgmam mat may
tasks are perforned renot e ﬁroces& ng deyi ces th

barsuiBb I Ut witgrhe I@fﬁﬁ% 0 188 ?Uhéf%PT("@ftQGttﬂePefsona'
cgm\ﬁtltéf 115 SuBSmARSH ilfer Hb&lﬁ’ésgtsrér@é#t &S’mBGfG?Ht hé‘ﬂd held or

I ronnent,” program nodul es may | ocated i n bot
lapiorldeyines; @n«ﬂtleor@@ﬁpmresysé«eI@Sagﬁcr@@m@esswmﬁﬁgsystems

p'f'@é'&rrﬁ(méf)@ @t?ﬁs@l‘ﬁ& %Feéi(rc;n%z Stlbik Pé RiFicbhiplibf e Sinframe

exa e conputi ng sfem envi r onment
cmmputaramrxclrthteHé<a nVkeinventionymby alscpbe rpeackiekd in dlstrlbuted

BRI AT RHEE SAB(P NS arb W R bO SRR BBcossing

devigust thatyasnlinkeah ﬂnghrwcmmnMIcaMrmdeﬁvdrh arwigesdata
[inatati s, to t.he. scope of e or.f i,onal it
ERsiaSoh TarflleR 1 SREPRE GG rudiBs Shvrahi BRidrkn
. recdiilee may bellBbaterl inrbath poedlethdaenhotel cignpater storage media
.dependency or uirement relating to any one or
"aﬁﬁﬁ\"ﬁé%‘? ré{fStQ%’ﬂﬁ"o @AEESi | lustrated in the exenplary
oper ati ng OR6]onFRNt thi8 illlRAds aWéﬂam@rterf@genéme computing

stem for inpplenentin

an exenpl ary
Syﬁgﬁéﬂﬁndﬁ opmentdlo B ‘yéwértaﬁ 'erﬁﬁb"@drﬁ%trgﬂ'@"b@vwea"hough
ésrkntaa@ én@ém%v@ tﬁewﬁmﬂ%w;rstgﬁ{@m%nrﬁeﬁf 169@Hh§/ one

may i ncl ude, but are no imted , rocessli

emrmpl@m a w@qkyemnmmemsmmaﬁat an@y%n@tmwsdq@tp suggest
rﬁ/’“mﬁ% as tB%é %Eépéﬁﬁ&@ﬂ%%l%g%ﬁm%hbne Neither

tem nenory € processi ng uni

dhesild the ﬂ@y\pblénergn\monerrwo by pxaiermfetdzmgsé'tawng angs
' égﬂﬂ‘&% Egm?é%(fmﬁelgﬁmgqg%w’ %oé%lt 8JJJn% natfon of components

Ilustrated in the exemplary operating environment 100.

[0027] With reference to Fig. 1, an exemplary system for
implementing the invention includes a general purpose computing device in the
form of a computer 110. Components of computer 110 may include, but are not
limited to, a processing unit 120, a system memory 130, and a system bus 121
that couples various system components including the system memory to the
processing unit 120. The system bus 121 may be any of several types of bus
- structures including a rﬁemory bus or mehow controller, a peripheral bus, and
a local bus gsing ang/ of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Standard Architecture (ISA)



a local bus using any of a variety of bus

architectures. By way of exanple, and not limtation,
weualT/1aeoki t ect ures i nclude I ndustry Standard PCT/US2007/004047

Architecture (ISA)bus, Mcro Channel Architecture

(MCA) bus, Enhanced I SA (EI SA) bus, Video El ectronics

St andar ds Associ ati on (VESA) | ocal bus, Peripheral

Component I nterconnect (PCl) bus (al so known as

Mezzani ne bus), and PClI Express. [0028] Conputer 110

typically includes a variety gf conputer readable

. abl e _
bJEegwEr?hat Hic? pb&ﬁ?éﬂamee@geg\'y)%é;%ggﬁ.gpeg%ééﬁ@éﬁ)%us, Video

€ access
ElestionitssStandards Assotiationd VIlRSA)baal bus, Retigheral Component

BRSOl RN B il B, g B Bl
conpri se (@028l e Costputegd 10egpizatiy thalwdes aiveristy bf computer
B T A N MO KR A e
carmpeeeesedd iby comipoRt a0 aid ity Bt Yalatiiet Sidaenedlatie
formati g suc as congyt er readabl e inst r ucti ons,

midien reriay ahlRuMEdian By WaY ol @ample, and not
hrmamﬁ aforﬁp@feagéambaneara M@%orﬁb%sé éoﬁ‘\‘bhtéﬂ Sok&sk media

flash menory or ot her nenor

RAM  ROM
a@%gﬁmpg@yah@mmghad,(écpmgptq;@tg@gq wedia jnslydegipoiby volatile and
nRWRELIBP tRBlaieSdn® hBha8foviid flddia ‘&ﬂﬁﬁéﬁt%d in any method

magneti c tape, magnetic di sk storage or
orleshagQYSRr staragg of infprametien sushi qamwmputerdaadablmsed

insRuslionE 7 ({)&hg sfehired, EF&%@E@HO%I@? Yy 51?3” puter

accesse uter I on ne
stoyage madja mﬂim%sbutomwt §mitedddaBiAdj ROM LEEPRGM, flash

dat .
e Sresifigh pietno R @RhARIARS LORoM. Fhpsy8fe dsfeovo) of
otheaoppoaltdes’g stmagennmghemodax&eﬁteegmggtnéﬂb rtape Orlihagnetlc disk
nedi a ul ated data si mea
stffage BE BT abSandtE alovap® dviesss of pay i SeREN B WaGh can be
uwj tostord ding edsirad Smf@hn@tlﬁﬁrﬁiﬂwﬁﬁ:htéérﬁﬁé %d:%essed by computer
mation in the si way of exanple, and not
10 R oA R BB PO e o8| caeaUr Fea Aklgiiastructions,
d?tﬁ@rtﬁﬁuu@s\/\ﬂpi@&aﬁ@%theg or SRl ateiih %Qn%@mﬁéﬂ 'd2a Gfgnal such

ber .opti c connecti on d wirel ess dia suc

ag asfipcwape or M\"%VEGSP%W%{TGNW@EHW@N@ any mfﬂunatlon
d&ﬂ@rﬁhé&aawwr%%ﬁbéﬂlﬁié‘u adtd Q%hbpr?ﬁéaﬁé‘g signal. that has one

non-directional electromagnetic emtters an

orgperacf iy cﬁr@r%m?rl&mﬁes@fr@t ¢hanged! iot$ugh wnn@hmsmneacode
mféﬁ??é&@ﬁ%i‘n%ﬂ?hé? n%ﬂ?@@gyﬁ @&Wﬁp U?Q#lnr éﬂh‘ﬁ%t@%ngap'gnumcatlon
medepimciudas wired enediersich 488 wined nebtsorkommditest-wired @ganection
or fiber optic connection, and wireless media such as acoustic, RF, infrared,
optical, phased-array antenna operating at any wavelength, directional and
non-directional electromagnetic emitters and receivers operating at any
wavelength, and other wireless media. Combinations of any of the above
should also be included within the scope of computef readable media.

[0029] The system memory 130 includes computer storage
media in the form of volatile and/or nonvolatile memory such as read only
memory (ROM) 131 and random access memory (RAM) 132. A basic
input/output system 133 (BIOS), containing the basic routines that help to



media in the formof volatile and/or nonvol atile

menory such as read only nenory (ROVM 131 and random
wacowssowenory (RAM 132. A basi c i nput/ out put PEYAIS2I07/004047

133 (BIOS), containing the basic routines that help

totransfer information between el enents within

conputer 110, such as during start-up, is typically

stored in ROM 131 . RAM 132 typically contains data

and/ or program nodul es that are i medi ately accessible

to and/or presently being opefgted on by processing

it 120. B f I . i i Ei .
r3Pher 1EPrmto RpePeR SR re A bl 70 Bhon'tdtaurng
s@mapasayﬂaany stdred inrROMH3 o RAMS1 3 picatly qgandaingrdata

d 137. i
ae?i%rpr?a SrarRaire LA eo oy FeteRr i (L RARF presenty
bemiPeeated ohasepraudissingiynind20 ofoewamnif example, &ndg not
ill'ustrates har d dISk rive

ﬁ 1#@ ﬁq fromor (s
inytedies. £-dd w@#&mn%a RS YD e&‘?u REGHEANL HE@rATSy >
of R bl Farﬂlrﬁtsddrésvfséfahd Pigraeedisal 137N or wites to a

renovabl e, nonvol atile magnetic di sk 152, a‘gd an
optical dil9R3@1i sthqse r 1 E ey aigmipsludpiatier 1 o a

%{3@?2‘9@/ n-'FQr‘i%Q/EBi '@lﬁﬁé/n&ﬁ%@tﬁé‘céﬁéut&“&&@e fheldih. By

or ot her oplca medi a.

wayhofexarapieoorlyefrigy aibnll@strafasaa hﬁ@? diskwiver 14 bthasifgade from or
vﬂt@é ?(??\oﬂ%'rﬁo\;a{@é ﬁ@ﬁ\/cng IIHg‘ﬁQggé‘tlé RfedtX %@dd@tlc dlSk drive 151

I'ng envi ronnent ut are not limted t
thﬂg‘ﬁe'dscfrctmrm‘ wratsgdotaeeamovwa, nenvnlgtieamagnetic gll-‘-'d<a1 52 and an

ofFAek ByrortSy viaidebfle P EP vREE o Aol fuigrie
dpﬁchb’@ibk&ﬁ@{ suchras:a éID ROMher athet ﬁpggm,gfgﬁ tOtlwargh a
SRR oo e e RN oBie b Chcfide hGug that oan
by Gsdéd/ i O éyempmgmtg? élgﬁlgéhrymbamrwlwde’l,ﬂltlaremot limited to,

TR RS AT Rash FeroRt 6aEa el yRfAILY Aidks, digital

\ﬁ&éH i, At ASRIM SsbIRDA% R ROM| Ahdl Hhé ﬁk@d The Hard. disk drive
provi de storage of computer readabl e i nstructions,

Ha?t is typically gopaectadisr e SstRMdushe! Siesghapanirgmovable
0
BRE I BEeiif o ot bobossagpice dafnfrty anc

(I!t'm:al disks| drive 155 ave dypieally camiede d s Sypiem Bo 12doby a
a‘?ﬂ-ﬁ TEQF)?LHtQﬁé@e I&en é@hﬁ?ﬁé‘@é 4Efese conponents
can el AL

sane as or different from operating .
system 134[009’.15@ i Theidrivesrangt thedr as®ciatedaorppuigr storage media

%ﬁ’ssed %ggve aA 8 iﬁﬁs(}g‘artgmnqﬁﬁ 11870'vié%) g{o%bg%f%%ﬂer readable
instructions, data structures, program modules and other data for the computer
110. In Fig. 1, for example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program modules 146,
and program data 147. Note that these components can either be the same as
or different from operating system 134, application programs 135, other
program modules 136, and program data 137. Operating system 144,
application programs 145, other program modules 146, and program data 147
are given different numbers here to illustrate that, at a minimum, they are
different copies. A user may enter commands and information into the
computer 110 through input devices such as a keyboard 162 and pointing



appl i cation prograns 145, other program nodul es 146,

and program data 147 are given different nunbers here
woaoi7lesssrate that, at a mninum they are di PERUSHI07/004047

copies. A user may enter conmands and information into

the conputer 110 through i nput devices such as a

keyboard 162 and pointingdevice 161 , commonly

referred to as a nouse, trackball or touch pad. O her

i nput devices (not shown) may include a m crophone,

joystick, gane pad, satelliterpish scanner, or the

like. These and ot I, nput devices, are

e

deVifR d6ie GOTEIPRY 1 75 %mquanaPh?%Lahp%%wd Other
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ccsty@eértmbln@ SyatﬁmubalSa rhUérnﬂ%)c be congiectad hy \Qﬂ@@dnterface and

ol B SFRER G oot 05 & BANE oo, Girh@ iy Of p Tt B oqria bus

(usB). Northbr| dge is a chipset that communicates with

the CPU. $ho88Pt /9535189 ditithol Hhe BBARS A i also

responsi bi for accel erated graphics po
coonectad dathe Bysteﬂh busr2ibvie an aperfase psuntess angdeminterface

1§§p %b@ﬁ“ﬁ;{wgég{%‘]‘i ggp%é,al I\é%rﬁlél?riﬁ%:,sm!ﬁg |t i { 88 connected to

thensydtem besmey . Sorthigddges o4 caqageematwmsmumes avith the CPU,
conmun

Us, 184 ith .186. GP
of St Mdses SIS Wit TRl Shi@sSylies EsOpha nliy i acielsraterh
gtdpHicSpeaR(ASH) @értnﬁmrlilﬁmo % lOﬁetCtﬂ’Vm?Sﬁ F@h:?ﬁpro%essmg units
in co e moni. t or or er
(GPUsY B pPucarip ploale st apRASate e 453y Jf W agard.
Gﬁ@s ‘184 FEhdralgidcsde ohlHip ﬁerﬁo\’*gﬁi’agétﬁ!cﬁ'ﬁﬁ§ ré@gter storage

which may in turn conmuni cate wt deo rrermb%
ang GRust %C@'@WP@‘&WEDP videgmpemery 188y GPYls 184, however,

o Bl i ch PebeRilito Y £S80BN- U dhpronspsin
dewices gnaaaheduclp@tedpe raophitter 1At & ﬁHU‘EtOIQEQ'I ProoR8Y typreof
dfswagvlcé 19 AR cOREALE th Bhé sﬂ&te\{w blkgd fln\\/lbraﬁpﬁé\#ace such

Ogl ca . connectl ons to one or nore
ag mdeg rigtertagent 8% whichmoay ircturp wosnmugdatd hethr dideoenemory

188 G AR T B ARS8 S HBY L AL K e
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tﬁrgﬁgﬁla%ngﬂtbﬁt %%?i%hiepﬁc;nterface 195. .

[0033] The computer 110 may operate in a networked
environment using logical connections to one or more remote computers, such
as a remote computer 180. The remote computer 180 may be a personal
computer, a server, a router, a network PC, a peer device or other common
network node, and typically includes many or all of the elements described
above relative to the computer 110, although only a memory storage device
181 has been illustrated in Fig. 1. The logical connections depicted in Fig. 1
include a local area network (LAN) 171 and a wide area network (WAN) 173,
but may also include other networks. Such networking environments are



above relative to the conputer 110, although only a

menory storage device 181 has been illustrated in Fig.
wa.2007he0308gi cal connections depicted in Fig. 1PCnaiSede004047

a local area network (LAN) 171 and a wi de area network

(WAN) 173, but may al so include other networks. Such

net wor ki ng envi ronnents arecomonpl ace in offices,

enterprise-w de conputer networks, intranets and the

Internet. [0034] Wen used in a LAN networKki ng

envi ronrrent the conputer 1104$s connected to the LAN

171 th t t f O
CAETROTHB AR na TS RSB %Eqa%é EPRRBlod s intels gnd the
idtsmeatal |y |ncI udes a m)dem 172 or other neans for

t abl i shi t th 173, h
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evi ce € app eC|a ed
thdabset irmutautwﬁalcec‘tﬁm artitbesappopiate mestemismr ynahaetworked
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D ehai Tt Er iR AT Y8 Hicd RN e RGmbLIET 110, or

wrtid)mtberebf Irhay bet stered tn ttmrreamxpieememoeytslm'aga.device. By way

G ERIE R0 nek iEHors Eig Y IHEYRRS ERhBRriia08R brdgrams

1;355‘§§ lﬁésmmgemnbm&‘mbﬁf tievice 181 . awilt beragprecisyesd mdat the network
avi n an nu er o nme r 0, torage u t an
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cIMmitimiERioneflinkt wmmet SorApuieds widdsbe Usedpr esent

I nvention % app to an_environment wth ser

conput ers eforisinany skikipl theatt Fan é‘ﬂ%‘f’%ﬁmat a
SHbOLRPEN or 5\?1\& RlehEABNiBe @an! R abpdl/BH R parttf a computer

present invention.nmay also apply to a st andal one

etk i s vegard: Had PReSEidaYeRtiamBeTtaing iagny computer system
ﬁéU?ﬁ% al?\pq{dﬁmge gf‘éngrﬂ&g&l étﬁgaﬁgnﬁé(% L% number of applications

capanl ties stri conpu In
arat progesises cs:h:armm@ acfossoamyinembes of stayageariitsser volumes. The

Besft ERenftG ARG BpRR) KO8R OB WifAGEE: Bfhouters and

gse T r’‘ces and servi ces |n
et @ogeputers déployatdiinm network environment, having remote or local

storage. The present invention may also apply to a standalone computing
device, having programming language functionality, interpretation and
execution capabilities. '

[0036] | Distributed computing facilitates sharing of computer
resources and services by direct exchange between computing devices and
systems. These resources and services include the exchange of information,
cache storage, and disk storage for files. Diétributed computing takes
‘advantage of network connectivity, allowing élients to leverage their collective
power to benefit the entire enterprise. In this regard, a variety of devices may
have applications, objects or resources that may interact to implicate



cache storage, and disk storage for files. Distributed

conputi ng takes advantage of network connectivity,
wabkbowoesgscl i ents to | everage their coll ecti vePOomseoor004047

benefit the entire enterprise. In this regard, a

vari ety of devices may have applications, objects or

resources that nmay interact to inplicateauthentication

techni ques of the present invention for trusted

graphi cs pipeline(s). [0037] Fig 2 provides a

schematic di agram of an exenpjgry networked or

' t dj st {
adshiei T Qen%"%ﬁ%%ﬁ?‘h%%%ﬁgﬁweaﬂsn?%@ eehics,
pipeline@)c. and conputing objects or devices 110a, 110b

et hods, IURFL L B2 PSR ARDPEI RGBSR aryexemplary
neﬂwcekécs dmstﬁbnta"d @@npatmg envirohmidit. Taeedistribditéd ebaiputing

evi ces such as teIeV|S|o
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comuni cati ons network 14. Thi s network may

methirss, sata striese Bragiemigabls; lesics eimdTee mcrtﬁ @@aecpm!se
pdrfidhs f aNe 48nfEbY Hﬁ%?eﬁpdé\ﬂﬁeé %Stk %%Dﬁbgtelgvlsi??ls MP3

accordance wth an aspect of the I nvention
Playpes: teleyisipns, Ieraepalenimpuieraretap [Facteobjent camcommunicate

witk Fretlerd e@PB?ust @"ﬂw rﬁﬁﬁx‘?\rﬂéﬂéﬁ% ﬁ%tv»éopls 180§@ﬁgﬁ1etwork

I nvention tor ft |cs pi p
meyritsgifworerise ptheri ca:tmuutlrlrgmbmt@bnd computity devités that

oA et 8, RSO AR B Sl et o

mgeotmm Imcdocbm 40 cn‘ewﬁ(bamyamruammn epplicatioththat might request

e s P Ak i dae o oS AErhioR S kicedampbies

pipelipefsdi ng various digital devices such as PDAs,

televisio 3,pl ayers, etc sof twar e objects such

as interf E@%%éfdﬁﬁadﬁ?%&%e aﬂe"%%tefimﬁ%t an e9int, syeh as 110c,
malyeeahasteldadry anbitargopiButingd d8RBE iSor #10. MTRLYWOAKhough the

conf| urati ongﬁgégsupﬁort distri but%@gg@lﬁf{&; asscomputers,
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lo
a'wﬂﬁem'vwe fepicted of H@sw@@%w@pausmg:wmwdmat Hevices such
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di stributed conputlng and’ enconpasses
COM objects and the like.

[0039] There are a variety of systéms, components, and
network configlirations that support distributed computing environments. For
example, cdmputing systems may be connected together by wire-line or
wireless systems, by local networks or widely distributed networks. Currently,

- many of the networks are coupled tothe Internet, which provides the
infrastructure for widely distributed computing and encompasses many different
networks.

[0040] In home networking environments, there are at least four
disparate network transport media that may each support a unigue protocol
such as Power line, data (both wireless and wired), voice (e.g., telephone) and
entertainment media. Most home control devices such as light switches and



networ ks. [0040] In home networking environnents,

there are at |east four disparate network transport
worai7a0038t nay each support a uni que protocol PETAIS2@3/004047

Power line, data (both wireless and wired), voice

(e.g., telephone) and entertai nment nedi a. Mdst hone

control devices such as light sw tches andappli ances

may use power line for connectivity. Data Services nay

enter the hone as broadband (e.g., either DSL or Cable

noden) and are accessible witidn the hone using either

aﬁ%! ﬁ%ﬁim@a&t%%pmg? Rl\:e ?6r &Qﬁmekt Y. PatidH0icks: r@ay enter the
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usiNgEESBhaIesa e, 1eERO1 m@anurmva@@t alkbaiméi@iné’%s digital
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[0042] Thus, the network infrastructure enables a host of
network topologies such as client/server, peer-to-peer, or hybrid architectures.
The “client” is a member of a class or-group that uses the services of another
class or group to which it is not related. Thus, in computing, a client is a
process, i.e:, roughly a set of instructions or tasks, that requests a service
provided by another program. The client process utilizes the requested service
without having to “know” any working details about the other program or the
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[0045] Thus, Fig. 2 illustrates an exemplary networked or

distributed environment, with a server in communication with client computers
via a network / bus, in which the present invention may be employed. In more
detail, a number of servers 10a, 10b, etc., are interconnected via a
communications network / bus 14, which may be a LAN, WAN, intranet, the
Internet, etc., with a number of client or remote computing devices 110a, 110b,
110c, 110d, 110e, etc., such as a portable computer, handheld computer, thin
client, networked appliance, or other device, such as a VCR, TV, oven, light,
heater and the like in accordance with the present invention. It is thus
contemplated that the present invention may apply to any computing device in
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Partitioned Computing Device

[0047]. Turning now to Fig. 3, a computing device 10 includes or
has access to a particular resource 12 that is employed to provide a resource
service to the computing device 10. Such computing device 10, resource 12,
and resource service may be any appropriate computing device, resource, and
resource service without departing from the spirit and scope of the present
invention. For example, the computing device 10 may be a personal computer
such as a desktop or laptop computer or the like with a hard disk drive as the
resource 12 providing data storage services. Likewise, the computing device
10 may be a portable playback machine such as a portable audio or video
player with a display screen as the resource 12 providing display services.
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appreciated, such conceptual VM bus 18 is manifested as a communications
conduit between VMs 14, 16 when such VMs 14, 16 choose to establish
communications therebetween. [n particular, the manifestation of such VM bus
18 may be considered to arise when, in the course of the VMs 14, 16 choosing
to communicate therebetween, such VMs 14, each establish the necessary
services for such communication and in fact employ such services to so
communicate. In such instance, the communications may occur over any
appropriate communications medium within the computing device 10 without

departing from the spirit and scope of the present invention.
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Migrating a VM-H 14 Owning Hardware Resource 12 ,
[0052] As was pointed out above, a VM 14, 16 as a virtual

construct can be halted, saved, retrieved, and re-started at will. As a result, a
VM 14, 16 on a first platform as saved can be moved or ‘migrated’ to a second
platform, where the platforms represent different computing devices or different
configurations of the same computing device. Thus, a VM 14, 16 that is a web
server, for example, may be halted from running on a first physical machine,
migrated, and re-started on a second physical machine without any clients of
the web server even knowing that such web server was moved. With such
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[0055] In another scenario where the.VM;H 14 can tolerate an
interruption in the use of the hardware resource 12, the state information at the
resource 12 is somewhat less benign in nature, but likely can be moved to the
.- VM-H 14 prior to halting the VM-H 14 for migration thereof. For example, if the
resource 12'is the same printer as before and the state information relates to
the same print job as before, but such print job cannot be completed in a

reasonable amount of time, the print job can be halted and the remaining state
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ﬁﬁdlﬁ‘i B%ﬁéﬂ%in%elrésource 12 will corrupt memory in the resource 12,
again causing the VM-H 14 to crash, and also perhaps causing other VMs 14,
16 on the computing device 10 to crash as well. ‘
[0058] Thus, if it can be guaranteed that the VM-H 14 after
migration will be re-started on the same computing device 10 and with the
same resource 12 available thereto, it can be sufficient to have the operating
system of the VM-H 14 move all state information out of the resource 12 and
store same with the VM-H 14 prior to migrating same. When the VM-H 14 is re-
started after migration, then, the operating system of the VM-H 14 can move
the stored state information back to the resource 12 for further action thereby.
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dedirédche resource 12 if available and so desired. [0060]
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time at which ownership of the disk drive resource 12 may be divested from the
VM-H 14 inasmuch as the VM-H 14 must always be able to direct state
information to such resource 12. In such scenario, then, some mechanism

‘must be employed to pause operation of the resource 12 and remove any state
information of the VM-H 14 therefrom, while at the same time still allowing the
VM-H 14 to direct state information toward such resource 12.

[0061] Turning now to Fig. 4 it is seen that a typical VM'-H 14
accesses a resource 12 such as a storage device resource 12 by way of a
storage device stack 22, which may include a file system driver, a partition
driver, a volume driver, a disk driver, and the like. Of course, the present
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it i IS 4, o wioia Moarausin, Wb B ript s Rapsts and
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the like to _such stor ge devi ce resource 12. [0063]
Accor di nglk §° Sahd AR H@Wﬁﬂc’(%"ﬁn@ nay to frign in one
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resource 12 and ort 24b~conmmuni cati vel
conunynigativelydmuptes éheaslorage weviceastagk Qarwﬁin @n alternate
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communications medium is the VM bus 18-and presumably the alternate
_destination is another VM 14, 16 operating on the computing device 10.
However, the alternate destination and the communications medium may be
any appropriate alternate destination and communications medium without
departing from the spirit and scope of the present invention. '
[0064] Significantly, in one embodiment of the present
invention, and as seen in Fig. 5, each port 24a, 24b is coupled to the storage
device stack 22 by way of a port redirector 26. As maybe appreciated, the port
redirector 26 directs each access request to the storage device resource 12
~ either to such storage device resource 12 by way of the port 24a or to the



conmuni cations nmediumis the VM bus 18 and presumably
the alternate destination is another VM 14, 16
woper7ang on t he conputi ng device 10. However PCTH&2007/004047
alternate destination and the conmuni cati ons medi um
may be any appropriate alternate destination and
comruni cati ons nmedi um w t hout departing fromthe
spirit and scope of the present invention. [0064]
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invention, and as seen in Fi@35, each port 24a, 24b
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aéc%sastrlerc];%ests or the like at the port 24a and storage device resource 12 are
allowed to complete, further access requests or the like are queued at the port
24b, and such access requests or the like are not denied, ignofed, or otherwise
repudiated in any way that would cause the operating system of the VM-H 14 to
crash.

[0067] Significantly, once all access requests or the like at the
port 24a and storage device resource 12 have completed and no state
information relating to same remains with the storage device resource 12, the
storage device resource 12 is removed from the (first) VM-H 14 such that the:
(first) VM-H 14 no longer owns same, perhaps by way of an eject or the liké
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" [0069] As should now be appreciated, re-assignment of the
storage device resource 12 to the first VM-H 14 after migration thereof is
essentially the opposite of removal as performed at steps 603-621.
Accordingly, details of such re-assignment need not be set forth herein in any
detail. ’

[0070] Note here that the port 24b of the first VM-H 14 should
not convert the generic commands received thereby into specific commands.
As such, it is not required that the storage device stack 22 of the second VM-H
14 be anything more than functionally equivalent to the storage device stack 22
of the first VM-H 14. In particular, since such stacks 22 both issue generic.
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particular and also to effectuate the steps of Fig. 6 should be apparent based
on the functionality necessary for each such object and step. Accordingly, such
programming is not attached hereto. Any particular programming, then, may be
employed to effectuate the present invention without departing from the spirit
and scope thereof.

[0073] In the present invention, a method and mechanism is
provided for dealing with state information of a VM-H 14 at a resource 12
owned thereby when the VM-H 14 is to be saved or migrated from a first
platform to a second platform. The state information at the resource 12 can be
deleted from the resource 12 in the ordinary operation thereof prior to the
migration, or else can be stored for later retrieval by the VM-H 14 after the
migration, or else can be processed by another VM-H 14.
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after the resource is renoved fromthe first VM such

that the second VM s@dystpertqofmunicativelyr eaipled do dhg resource;
the service provided_t :
a S port I&%ﬁﬁﬁ%tlvym% go a

of the resource being communicatively coup
cosanpigadionsohedivenfandt VM by way of the

communi cati ons medi u:gt%(zl?qégﬁggtgﬁﬁamﬁlﬁégﬁ lgtc?)ﬁgled to the

second port being fu rwarded 1n turn
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r]:aﬂ[uggtefro%o{h\@%re%%ﬂré&sttalé[(%tb% atlfgued at one of the first port and the
second port, '

the port redirector forwarding each access request
from the resource stack to be queued at the first port until the first VM is
directed to be saved or migrated, each access request at the first port being
further forwarded in turn to the resource to be acted upon by such resource,

the port redirector forwarding each access request
from the resource stack to the second port upon the first VM being directed to
be saved or migrated and thereafter, each access request at the second port
being further forwarded in turn only after the resource has acted upon all
access requests queued at the first port and thereafter has been removed from
being owned by the first VM,



resource by way of the second VMto be acted upon by

such resource, whereby all access requests fromthe
woesouwews st ack of the first VM are acted uponPoy/ushm7/004047

resource in turn even after the resource is renoved

fromthe first VM and assigned to the second VM and

the save or mgrate can thereafter be conpleted. 2.

The conputing system of claim1l wherein the conmputing

device further has a VM bus as the conmuni cati ons

medi um conmuni catively coupligg the first VM and the

second VM 3. The co stem
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regoesit tble sramanolrpcvrlb benmoiylfﬁf@a@wdﬁﬁy“ frn tothe second VM by

"X%?rhﬁ tgg@g@@@%@ﬁ% ﬁ{gdt ?ﬁ'ld“ﬂ'nénnf‘uﬁfh%'r lféfnr\{ahrded in turn to the

resour ceand
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ﬁ,@g{@éaﬁ%é,@%ﬁi’e&@@%cﬁﬂpl@e@econd port cormunl catively
coupl ed to a comuni cations nedium and a port

redi rector communi catively coupled to the resource

stack, thefirstrROEbnplting sk OIEiAINT 1 wiittein the computlng
f or war di ng each access request fromthe res(ﬁurce stac

devibe fqtieertiaa e WMebd a e COMIPUBIGALORS &N aﬁs%%raﬂam'catwe'v
B8lidling the first VM and the second VM.

3. The computing system of claim 1 wherein the computing
device has the resource.

4. The computing system of claim 1 wherein the resource is a
hardware resource.

5. The computing system of claim 1 wherein the resource is a
storage device resource.

6. A method with regard to a computing system comprising:
a resource for providing a resource service; and
a computing device having first and second virtual
machines (VMs) instantiated on the computing device, each VM for hosting an
instance of an operating system upon which one or more applications may be
instantiated, the first VM being initially communicatively coupled to the resource



the nmethod conprising: the port redirector initially

forwardi ng each access request fromthe resource stack
woeoqquees®sl at the first port, each access requeeT/Uas007/004047

queued at the first port being further forwarded in

turn to the resource to be acted upon by such

resource; firstly determning that the first VM has

been directed to be saved or mgrated froma first

platformto a second platform and upon the first

determ nation the port redirexgor forwardi ng each
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e secon port termning
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in%g‘_fd.;l%rwarded by the first port, and upon the second
erfination: renoving the resource from bei ng owned

by the first VM and auesmeaoentagk comespondihg\teland accessing
cou the s d VMto the resource and assig
tie e PRERY R actitm el At i SERaOhse stack
owns the resource analﬂtrétepcﬁebdnrmmrﬂé@wa?@ohb%dei@ythe resource;
comuni catively coupli nggt he second VM as owner of the

resource to the secoRdhBRE POt ¢aBMUNIGRtivalY BouRlEd tera

chRPnEGHIBENHS Addiiv: BRI um further forwarding in turn
each access request as queued at the second port to

the second VM by wayd®oTkIgdirestanaaneauniaiive p'@@é‘h the
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the resource by wa second VM to acte
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sbESHheA stack of the first VMare acted upon by the
resoufce’in turn even after the resource is renoved
fromthe first tVMraethcmiscsdarngishngo the second VM and
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firstly determining that the first VM has been directed to be
saved or niigrated from a first platform to a second platform, and upon the first
determination the porf redirector forwarding each access request from the
resource stack to be queued at the second port; and
secondly determining that the resource has acted upon all
access requests queued at and forwarded by the first port, and upon the
second determination:
removing the resource from being owned by the first
VM and subsequently communicatively coupling the second VM to the resource
and assigning the resource to the second VM such that the second VM owns
the resource and the service provided thereby;
communicatively coupling the second VM as owner
of the resource to the second port of the first VM by way of the communications
medium;
further forwarding in turn each access request as
queued at the second port to the second VM by way of the communications



the resource. 9. The nmethod of claim®6 wherein the

resource is a hardware s resource. 10. The net hod of
woheirnmo@osher ei n the resource is a storage devPC®US2007/004047

resource. 11. A nethod with regard to a conputing

system conprising: a resource for providing a resource

service; and a conputing device having first and

second virtual machines (VMs) instantiated on the

conmputi ng device, each VM for hosting an instance of

an operating systen1upon whi c3p one or nore

nidfRlinC 8 bﬁ BecBBY r& éé’cst éﬂtdeﬂ%gfﬂ;dtﬁé?% bardlediM tBRd ﬂﬂthe
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resourgetto su Chdégﬁouhée to be acted upon by such

a?@?Bﬁp 8 ??F&FPQ ning that the first VM has

been directed to be twvresftor carnpletingdhtrsaiviecof migrate of the first

atformto a second platform and upon the first
term nation forwardi ng each access request for the
resource to a hol ding queue; and secondly determ ning
that the resource has acted upon all access reﬂuests
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and subsequent|y communi catively coupling the second

tW[Sé\'fMea'ﬂ‘éilaﬁJﬁééo'a‘ﬁ&/Ms& gni ng the resource to the

second VM such that the second VM owns the resource

and the service gﬁrﬁovi ded ther_ebg; conmuni cati vel y

coupl i ng the setbadeathodoi@kwiar 6arharrin theseumpdting delvice has
' ueue; further forwardi ng each access request
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request then bei ng further forvvarded inturn to the
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resource.

10.  The method of claim 6 wherein the resource is a storage
device resource.

11. A method with regard to a computing system comprising:

a resource for providing a resource service; and

a computing device having first and second virtual
machines (VMs) instantiated on the computing device, each VM for hosting an
instance of an operating system upon which one or more applications may be
instantiated, the first VM being initially communicatively coupled\to the resource
and the resource being initially assigned to the first VM such that the first VM
initially owns the resource and the service provided thereby, the method
comprising:

initially forwarding each access request for the resource to
such resource to be acted upon by such resource;



such resource, whereby all access requests for the
resource are acted upon by the resource even after the
woeswouwewsi s removed fromthe first VM and asspgmnas2i0a/004047

the second VM and thereafter conpleting the save or
mgrate of the first VM 12. The nethod of claim 11
wherein the conputing device further has a VM bus as

t he conmuni cati ons nedi um contuni cati vely coupling the
first VM and the second VM 13. The nethod of claim1l
wherein the conmputing devicedyas the resource. 14. The

et ooros o Tt AORTA A il SRR Bof i Ricoa o e
sgvesorr rugnated fronpadigst pletfooe toessesare platform, and upon the first
determination forwarding each access request for the resource to a holding
queue; and

secondly determining that the resource has acted upon all
access requests forwarded thereto, and upon the second determination:

. removing the resource from being owned by the first
VM and subsequently communicatively coupling the second VM to the resource
and assigning the resource to the second VM such that the second VM owns
the resource and the service provided thereby;

communicatively coupling the second VM as owner
of the resource to the holding queue; )

further forwarding each access request at the
holding queue to the second VM, each access request then being further
forwarded in turn to the resource by way of the second VM to be acted upon by
such resource, whereby all access requests for the resource are acted upon by
the resource even after the resource is removed from the first VM and assigned
to the second VM; and

thereafter completing the save or migrate of the first
VM.

12.  The method of claim 11 wherein the computing device

further has a VM bus as the communications medium communicatively coupling
the first VM and the second VM.

13. The method of claim 11 wherein the computing device has
the resource.

14. The method of claim 11 wherein the resource is a
hardware resource.

15.  The method of claim 11 wherein the resource is a storage
‘device resource.



