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WD 2009/ 048424 PCT/ SG2007/ 000349 1 GENERI C REMOTE
ACCESS OF SOFTWARE APPLI CATION Field of the Invention
5 [0001] The present invention relates to conputer
renote accessing. In particular, the invention
relates to a system and nethod for renotely accessing
SsRbbwehRs4appl i cation of client term nal s vpErddibBhoerslo
connection. Background 10 [0002] Wth increasing
popul arity of Internet usage, online applications via
the Internet have becom ng nore and nore conmmon,
especially for renote access and sharing

P! | caLERRRc SRRRFEARBLLGAN S0Pry AUy ce RRIGTE ce

e-comerce and online education, online denonstrations
are popular wth clientstusers. These denonstrations
are based on a pul | tiEeldgbthelpyertieare t he

denonstrations are avail able online and can either be

ViosEd di Il biesdnb Nifettior? RfatheBs cBRPWEC oW accessing. In
mul t1media platforns, or down| oaded to the clients!
cRstisuiap thefipyention rglatesty asygem Ayl methpddor gmaklyapsesyinespware
CappliddBior oF clibdt GermPaRWRATnte/mBl conR¥@@mUt abl e prograns or
appl ets, web-pages, or data files such as Mcrosoft(r)
Power Point(r) files, or nultinmedia (video/sound)
files. These denonstr at iBukgréun@ pre- made and
pre-configured for viewing by the clients/users. 25

00041 Ano . I nternet. has applicatian is.a.rennt
LB o 1 QAR it pOpfaro o1 ot R usees, grifs iy e e
Cinteftiet hverietdnting inra ek msreadothnba)) éspedially foo sémato aquess and

renot el y.. The rrent .. of controlling applicat. ons
s lsA e Lees arpL it O S e S ddition
vthelilr to view and control the renote host's
applications via the application's graphical user
interface. The client conputer retains control of the
30003pp! i calniesqommercetahd onling edusatinpyiondine demerisirationsiare popular
Syl i}uQe h ok i ' QiiTesthidliogh Sede S
down?%%{iné£a?g%g%%%&ggﬁg&Pg?q%ﬁgqﬁb%? ponput%% and;ﬁt
cdemonsinations atezaveilable@nlinesnni tant ditherbe viewed diseety theeugh anyt web-
hQ§¥sefsCsFiffedia platforms, or downloaded to the clients’ computer for later

viewing. These demonstrations can be in the form of small executable programs or

applets, web-pages, or data files such as Microsoft® PowerPoint® files, or multimedia
(video/sound) files. These demonstrations are pre-made and pre-configured for

viewing by the clients/users.

[0004] Another Internet based application is a remote computer/desktop control
or access, which allows a client computer to access and control a host computer
remotely. The current way of controlling applications on another computer is usually
through a remote viewer to view and control the remote host's applications via the
application's graphical user interface. The client computer retains control of the
applications on the host computer at all times. Subject to the settings, the client
computer requires downloading a desktop view of the host computer and it can

manipulate view as if the client computer is the host computer.
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2 [0005] For exanple, GoToMyPC marketed by G trix
QROi26W04sR4di Vi sion of  Citrix Systenms, provpERsc2807/000349
renot e desktop access service that include features
such as: guess invitation for allow ng a client
conmputer to invite a second person to view or 5 share
control of the host conputer; drag-and-drop file
transferring for noving files between conputers;

r goous) € SouF6r &xample, CoToMyBCt markaedtly Wikrik dxline,oardivision of

pent conputer
o i SRR e Tftfte amk R s BN e Socf B i sy o
cguqsyhﬁnathﬂlfm dllowingaa €lient ccmqm&ssd ingit¢ a eécobd périva thosw or
ut e S 000 .nvention
pF “{m‘a‘;‘?‘é“r’rg‘n%a"gc ‘été’s lat“‘mmgﬁr a?#éan% of mpving files.
n bttvmnlcohnannemgemoplﬁoum fot ystcning teisoind ®h dost Icmnmmr@ndj athere.

Wighfln thd ¢fiéht Q@ﬁ%uter ‘?ﬁ%ﬁm m&%ﬁng/éoﬁ&&ﬂlﬁ@é P&?X&%ﬂxt& e Gfent

nor e app Ica e acces emc
amlugmman_@umcfuﬂeccésg/mmétmmﬂmmm termi naI of
the network. One of the agent nodule is adapted to
conduct a renote accessing session on the other agent
modul es, the agent nodul®mmaymsnitting a data file to
ot her agent nodul es via the network. Upon receiving

t pBojlat a f 'ﬂlce redeEn & prodi&dila iR hR6ss 3 EenPARAM RO R a

execute an assoc:| ated application among the one or

rre?twor&d)amp& atplysality gf termigals,s du) agegrdange mhwns [gpegia pach of the
f tekrinald RirRQRE br B6re APslichtfont the Fedibie debddsykem dmbpAsel b @éem

is adapted _ to send user interface signals to the o e
afedile ﬁ%dﬁﬂf*@gg heach rerminal of, the nebyrk. o {og of S pgent
eadhbted)fto tdndudt @fr&hdita h&essﬁigmd!;stoal’tﬁcthé bttter dgBAGriddules) the agent

rdance w th enbodi nent en
g By sl Botrs AT s e PGS e
r hedh@ fide ﬂig&ﬁlﬁaﬂ ggeatmodides ﬁeidmed ﬂtot dxecr;nagemocrmd ltbplicatmn
trans tted the an t he ot r nt
PR i’ Bt BRialib Bl Brrstmiied e Bupf SRR Dobe Sgea
emohda garrsgntﬁﬁg)ﬂledmh fﬂmsadmdhetsmﬂenertdnerfag @ighals tootbiel bther
t %ﬂ rtnnotdillgsd tg Eﬁ%ﬂgat ﬂlef lesgcm app 1cat10nhgn er(‘)% tggqgljn&sals

agen
sunultaneously

[0007] In accordance with one embodiment, the agent module may have a
synchronization mode for synchronizing the remote accessing session between the
agent module transmitted the data file and the other agent modules. Further, the
synchronization may be performed by exchanging protocol message between the agent
module tranémhted the data file and the other agent modules. The agent module
transmitted the data file is operable to remotely capture screen shots of the associated
applications executed by the other agent modules. It is possible that the
sync_:hronization between the agent module transmitted the file data and the other agent
module during the remote accessing session is verified visually through the captured

screen shots. Further, the user interface signals may include keystroke signals.
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transmtted the data file is operable to renotely
capture screen shots of the associated 30 applications
executed by the other agent nodules. It is possible
that the synchronization between the agent nodul e

~transmtted the file data and the other agent nodule

Owblah@ishia renot e accessi ng sessi on IS veri pdeeh2007/000349
visually through the captured screen shots. Further,

the user interface signals y include keystroke
signals. WO 2009/ 048424 PCT/ SG007/000349 3 [0008] In
yet anot her enbodi nent, the agent nodule transmtted
the date file nay be adapted to broadcast text
nieseshges t In yet anahdrembodjmeit, llhEdgdnEmoﬂlile irﬁnsﬂtit&ﬁitlid date file

t hat h ca ext nmess ar tored in a .
c1R b A48 75 PRAREE et ket S35 B GRf fen mOR 1y Possvie
ethbithié broatkcasteihext agesages amdtoked inrmylipborigh 6f thetemiinalsiput
controller for controlling priority of user interfaces
for controlling the agent nodule. The input

cisnest ol | er Inmafurthenembedimeninthe ragent readulek mpy eamprist Gan input
c I c ' e

S0l cling P pr BECARINA0 3 30R0ce & pechlbBhule
p'll'hwmpm doramliat haydcdngrisesrag woisereenckegbardifpr sondolling thet tymotﬁ
t?JcEEEiﬂ%LésnXda a network, each of the term nals having
a agenht nodule residing thereon. The plurality of
term nals include a control termnal and at |east one

ClobRf't T €T [H Mather adRe: Metb?é!elﬁ VB tion Shere fsPRvidell a method for
P f

transmtting a data file 15 fromthe control term na

t moteacesssingplurality of équ'@hlﬁ viaameiwezl. sachiof thegermingls hayiag e

R BSdule RAEH tuefeanaﬁh@FMan@a&m&ﬁm%s.ﬁah&t £Eonfbll Brolifi
dat a f| le of the client termnals; and transmtting

i #d 3t lepsh prsy qligptderaringh aThe rpsthod gamprisss iens of Bansmifting & dta file
CREth telcokthoE teentingIlth 84 at B&Dbde(bﬁ&dt ib?mﬁxﬁl% ibupd t hobr @aodules;

client termnpal,. 20 [ 00 a wi th one
PSP PP SO aﬂﬁv dlgnt termirals; and
Styansaitingi iapuwt gnteﬁs;er sigtals &)f&ﬁ@ e6ifilon &rxﬁﬁ&lstooamb&t the @Reculee
ﬁ% Bt m)dud thgﬂfontr term nal and the agent
RfeHeT TSy ‘Pﬁgﬂ i nals. The nethod may

further conprise exchangi ng protocol nessage between
of the con

dul ol
B o IR fang e S brent g U e e Sorparise
caynghwonizing>Ge campitel adceaying Gessiom betivednsthe hgdnh modpof tha tcputred

Otfemgigﬁ aﬁJi itl?enLgeL? [nmil.ﬁ%l of th€ rmén?lté{'mgﬂ}i%m Wee method may further
comprise exchanging protocol message between the agent module of the control
terminal and the agent modules client terminals. The method may further comprise

capturing screen shots of the applications of the client terminals remotely from the
control terminal. It is possible that the synchronization between control terminal and
the client terminals during the remote acce_ssing session is verified visually through the

captured screen shots. Further the user interface signals may include keystroke signals.

[6012] In yet another embodiment, the method may further comprise
broadcasting text messages from the agent module of the control terminal to the agent
modaules of the client terminals. It is possible that the method further comprises storing

the broadcasted text messages in a clipboard of the client terminals.
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control termnal. It is possible that the
synchroni zati on between control term nal and the
client terminals during the renote accessing session
is verified visually through the captured screen
shots. Further the user interface signals may include
kwypbodes24si gnal s. 30 [0012] I n yet anot her pct/sG2007/000349
enbodi ment, the nethod may further conprise
broadcasti ng text nessages fgromthe agent nodul e of
the control termnal to the agent nodules of the
client termnals. It is possible that the nethod
further conprises storing the broadcasted text
n@Q‘b"hg es i n afugtherimbadicnent thetmeetiidj neayt furtker wpmpriiss contyolling
é}oéﬁﬂ%@@éﬁﬁ%%ﬁ% g i %ge%hm[;&ﬁ)élgﬂthé &n@olft&fnﬁrﬁp IThe
enbo nment, the nethod ma er conprise
centreknfitheemote aqeessing gesgipn ms:ebe With anrdnzgereen keyboard of the agent

_cggglnpj,ﬂd,&gnﬁg]@erﬁgﬁpt nmodul e of the control termnal.

The control of the renote accessing session may be
Wi th an on-screen keyboard of the agent 5 . nodul e of
the control term pabrDdErighibn BAREDIaRAdgeN Of the
EXamnngs [0014] This invention will De described by
of non-Jlimting enbodi nents of - 10 the present

"éht i on, Thif inpention wilbbgdesaribeq Wevayaf 8ffskimising gmbodiments of
dmawsmvdnﬂomtﬁ Referb @ 1the hdcbimpahyink ikSAdalif Whith:
schemati c bl ock di agram of network of a plurality of
term nal s having a renpte access systemin accordance
Woo15] an enPig]ilihitrates a dchénatip bR dibgram 6 ndtiverk of 4 plurality of

0016 G 2.illustrates a.flow di agr.am of a renDt
erids batle Simole Sl sVl oL SR AR UL GRRHT B te
tiusqwuﬂnnMn i nvention; [0017] FIG 3A exenpllfles a
mai n wi ndow of a control agent nodule in 20

accordance with one enbodi ment of the present
i M8ht i on; FIG 02 8llusihtes a330\excﬁagndm fdf es remote ractesssession in

v@ceamgfbc@gmo&%%g,a@ﬁa% FRA ey aCCOT dance wi th

one e nent o I'nvent’i on; - and 25 [ 0019]
FIG 3C exenplifies a control screen of a contro

L ot it o RGP AR b R £ R FRh oyt oF

accordance with one embodiment of the present invention;

[0018] FIG. 3B exemplifies an in-tray window of a control agent module in

accordance with one embodiment of the present invention; and

{0019] FIG. 3C exemplifies a control screen of a control agent module in

accordance with one embodiment of the present invention.
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Det ai | ed Description [0020] In line wth the above
summary,. the foll ow ng description of a nunber of
specific and alternative enbodi nents are provided to
understand the inventive 5 features of the present
invention. It shall be apparent to one skilled in the
avd 200biepyer that this invention may be pragirisgeshriooo3ss
wi t hout such specific details. Some of the details

may not be described at length so as not to obscure
the invention. For ease of reference, common
reference nuneral s vWiﬂmJ%%ﬂﬁgggﬁ&prpughout the figures
when referring to the.” “sane or Simlar features
common to the figures. 10 [0021] FIG 1 illustrates a

ti | di . .
BT, |y YR SRR Sonahef S Blchidl Seeipn of » pber
| of speaifie dudh gkternativé: embedlmaltb@d: providedofo triderstané sleninventive
| fMal tﬂﬁi 6%&& im/éﬂ-daﬁgt; s‘rﬂzalpf)e Ep&pﬁr?x}n(tqgl)& KD ithe &P bRIE

net wor k 00 via star d net connections, suc 5@
Ltha, thiginverition gnay Appragised avitbious such speifictdetaiiet Sameiof HgOdetnily
bfﬂayat_[bt w&egéi BEd at%'ng{h' b &t Rsto b@ﬁbﬂl@ {nvEdion (RF BsD8t rgfel'eﬁce,
provided wth software app?lcatlons such as wor.
roseros Sefrgneg mymerelstwill s usedrtbrgpgheuthe gusesi wign referring to the
2Rk bdhil@fGurdREmeoh o hdfRgrds. Still referring to FIG -
1, the network 100 conprises a control termnal 20
110 and client term nals 150. The control termnal 110

qQodERy | SeS FIGE ANAlafHated ACRhemdtie BidcR 8fa inBiNetk 100 of a
controller 112, applications 113 and data files '

| 114.
Replitg | ofe fermingls, Baving| 2 femote AfpRss Sudtem, ip| gcgprdangg cyjith one
fmnd;u_ Hiﬂ)fxétzﬁ? th_lg(l?l'eisﬁfﬂ inv&ﬂfbbj fméfblﬁﬁmyd l»lﬁﬁnﬂlﬂals éonh&io mdjtlﬁ_fva)rk
es . e control . agent npD e t cl i, ent
TR R QUARR R T S R
SEenetwotkal 08 Imag \be arInertutet bi Iatermee tBatlesT thd temtifild ik plovided with
t inal 25.110 apd client term nal. 50. The. i nput .
B IPE ofcandes” sBRL v Mor prtePite Bpfonbisrs afabpis, PRfssne
aipplidationscantl etol term nal 110. The user interfaces
i nclude a keyboard, a pointing device such as a

nouse, on-screen keyboard (or soft-keyboard), and the
|PGe8. TheStdlppleiringtto EHG. 1 18 nehwbrk k@) crimipeisds a control terminal

et g ; 2 com

200 S 0 M SGIANE BB LAP

presisledid Lran inpyb contrallerchd 2, applicatiens. 113 wid gl@s b4 Each client

(i AR, HRRPEI R, SR gp il ot

fdatacliles ki Hhecconsel sgpnttrandulgi kA apsh pheorlientagentyprduleat Sl owe

]};fuiremsly {hB fentitd RBdss syBRAI b @RSV Rfitackiorbetvéth theX@ntb1Serminal
|

es w.th a nanme extensjon of "pdf' associates wth
110 and client terminals 150. The input controller 112 controls inputs from user

interfaces of the control terminal 110. The user interfaces include a keyboard, a

pointing device such as a mouse, on-screen keyboard (or soft-keyboard), and the like.

" The applications 113 and the client applications 153 include any software applications

such as word processing application, graphic processing application, and etc., which
are installed on the respective terminals. The data files 114 and the client data files 154
iinclude any data files that are associated with any of the applications 113 and the client

applications 153. For example, files with a name extension of “pdf” associates with

" Adobe® Reader®, a name extension of “doc” associates with Microsoft® Word, a
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Adobe(r) Reader(r), a nane extension of "doc"
associates with Mcrosoft(r) Wrd, a WD 2009/ 048424
PCT/ SG2007/ 000349 6 nane extension of "xls" associate
with Mcrosoft(r) Excel, and etc. The exanples above
are provided by way of exanple, not limtation, it is
weblhoogdesast ood that one application 113 opcii$cRoiRyos4e
associate with different type of data files, and vise
versa. 5 (0023] Still referging to FIG 1, during a
renote access session, the control agent nodule 111

aﬁan‘@@)d&&@ﬁ loPkexilve 5&3?% with (MRRo i %x@éi 5%)2“ et@IGHL examp

dul es 151 at th ent term nal are execut

TH@V@ angtpreyided & ryay b ¢xameplel not kimitatienstitistwelk wderetpodsﬂixat one
agipNtatioR ijw & 13D thay Aot AEwREAIRE t}JleJf dal'fleS ORY \‘1@ yersa

agent nodul e 111 can select the <lient agént nodule
151 froma list of recorded contacts or by specifying

t {623 P 10 Qﬁm FSSARS tPFIG.NE dalihERirechRE LA s%ssiogn,otﬂeckohﬁol

connecte Once the connection is establi

h
cegset meduleyi tat ths somteol terminal 1 0iand therclignt ag@atnadvlpq Bl the
t Qichf trmfihalI50 af0REduted MO Hs ERErolldpdnt hoRulk fm Eb?ﬁm;tb theQlent

The data file 114 can be transferred t he client

AR mefyle NSd iathe netyprk A9A. aﬁagomha@vwowmm%m the
dateat égehtemedml@ 15h @roﬁxoﬂtﬂslobf &G&Béd cdmdw& Bylgpeafylﬂghmu gh

e bro terface e contr nodul e
stoh b e Vit i 191, oy B coanetrd e S
Cbstabhsﬂled el’femmitﬁdl zgehﬁﬁoddld'lﬂl&hn ﬁiﬁsfeﬁ@&aﬁ fikndditoake difedt agent

b 13 e ook g0 2R ok B, iFan S Blred Lo P
oa:genthmdmles (3] § ﬂxtoagh‘rdnag-lasd -drop thenrelevnat diﬁ filt enktonthedvntrofugent
tBSdlﬁ (1? thoﬁ%l? ﬁl%%r R rsed %% contr ﬁ%enp g ule }11 Once

perrmnent oca or age SL con
athe data ﬁbdml & ttahsferesdde me@bem teannials 2156 mﬂee,-ham Agam tmbdwesdd 51

{m& b 43R Rld Gk ap ﬁ,%:} 2 SRELALE ?*n %ﬁe o B8 fi@a ?‘a ITJgag be

Irent agent nodu xecut es
1faredrtermporsneom thetdlient tedmivats 130pandi llt;adelemdsngh'é When the remote

§ églgl{jet{dg Earpé! s{oped & angﬁ(tﬁ'%ht l% E‘Bxeé'l%' "ﬁ@téogtpcﬁ
Aol

econes an active cli1ent cat on on
cagentodple A} exngrusestivodatd filel 14 wnlr @reef the applicggiops t;3 agsociated

V‘ﬁ@r@w{ﬂh eI'hQQﬁénrt Qéen Afédile 151 IxRBRSES ?lﬁﬂk&wg 152?1@6&%@&(3

ronlany user Interfaces o e cont
t Gichf 4PR camfm 15¢3h°ésq°wtfet therewithy| The exqcutadh slignt applicgtions HA3

Chekc6ifids ad 9@VE clienblappRsatidPdn théBRit e@siRdlyi Ng the i nput
interface signal, the client agent nodul es 151

execute a relevant input signal at the client
tmznj nal s stﬂprefeﬂﬂgmmma 1)'68éh the c@ﬁ@ﬁﬂ}@%&t 1 PE sénSds naAfput

BB o S Y oo Sl 10 e
elmmittecﬂtoal‘k dlektetgbm afoduled 1510 Upon receiving the input interface signal,
the client agent modules 151 execute a relevant input signal at the client terminals 150
without a need to execute the relevant input signal through user interfaces of the client
terminals 150. For example, when an input key “A” is executed on a keyboard or an
on-screen keyboard (via a pointing device) of the control terminal 110, the control
agent module 111 executes an input signal that corresponds to the input key “A” on the
control terminal 110 and transmits the input signal to the client agent module 151.
When the client agent module 151 receives the input signal (i.e. the corresponding
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30 on-screen keyboard (via a pointing device) of the
control termnal 110, the control agent nodule 111
executes an input signal that corresponds to the input
key "A" on the control termnal 110 and transmits the
i nput signal to the client agent nodule 151. When the
Gvbesboamant nodul e 151 receives the input gdEeRbo7/000349
(i.e. the correspondi ng WO 2009/048424

PCT/ S&007/ 000349 7 signal ,for key "A"), the client
agent nDduIes 151 executes the |nput si gnal on the
clle

t fig® r ke rIﬁe cilgrgll g&lgs;/ fS? ﬁéec gﬁef IIIIQ utputksxe al.on élre {flent
1&ﬁmnSs rlSO a:rliryvtda/\he:npmtkh)e FAR ey/the Iastl\empplmhtﬁni 158 of ke client
I I
el étg(lé é%lf dmIiI%IyS wéedeotéer E(fys IS ma ited gno the eosr’ng-?ﬂgr'mrﬂrgg iﬁ) the
rmdmdlsacoiriﬂpoﬁimgxo theeexeduted kty scage sent fmnl the eoritfp] ageahdoctulael 11
I t t
o BEby 0 R 1350 AN G T K Y

meehuingheldetive z{pﬁm&}n e8equted by dlieslientagent moduledS11, t he
i nput controller 112 is adapted to control priorities

U.Q

~of the user interfaces for the control termnal 110. A

ukpezs] of t hEtilk mferring todJ&ad, the dnpubchnkroller 112 tﬁaadapted to control
sel
. e‘gﬁI‘I Xﬁhé’usGHH&Ff&Ie RP e 'cbl{{}kc)»l tefrifial 170.UA é:%I th:ﬁIt: ﬁ»éx&[)lodghﬁ

I C user Int er ace ransmtt .
cmdide Hkean slectivelysepntralognd Jimgip the| inpt tsigngls é‘?@n‘p pRecifie pyger
Cﬁf&fa@ to 0 GRismitRd W e Lileht CARINRS 1500 Hdkr 4 Wb EmitiAg SRR, the

the input signals that conmes fromthe on screen
k%‘&i‘ée

baegntappduledilhfag by copfagussddn send qniyoths tnpet Sigpgls ghat gpmes

aftm! A€ onBétbent keBoafte ¥id- Mafnfiin BRNGInAls RIAE KRt ke§Bard @id the
the control termnal 110. 15 [0026] |n the present

ePAiRinE fEYiee °‘£a%°nfrﬁlt98?m§?"§ fothe qoptrql xminal 4l £ 205 such

as keystroke Si gnal s, are broadcasted fromthe

ﬁ% naI t cLiem.t rm nal.s

Bl D ¢ Chihe Blesi{ Pttt of e igmafihSe iRregy s
Skeystrdka l@mls late beaadcasted gaa%ar?ﬁdol\nérhﬁmut 110tth then:?a? tdrminals

| t.he C.NnI ur e.0

g0, 3o ic TP SStRIRE Or ik ¢S RREfol S0 HifieodiSion be
amhizssi w@omytht szl &manodifying dr urtdhnstamhmgsthﬂachxteeteub of dlega'gtn
f . f f t i & 5

C%I?I“r:a £Es ;@Iahgrh UIIIII(? egItCI FJIIIO %&,{Qﬁ |e(Ieh n%d ';I— Odr S no
18e8d tdgain il eonttobof the ctliqnttttreumallsi 50t Tbl@ateaxotelcbmm Sﬂsslon aifects

oY RS dppl b 1530 Qe vATRG clERCHE L 134 o
ofrerarthe em?et pgeot madiles 1k Users 96 ﬂteeﬁrbs@tete@éeaéa b} qrg able to
rbI'BéHe{lI gmﬂﬁoﬁlgecon%ﬁuﬁga%&r QU the remote session is running on the

background.

[0027] During the remote accessing session, the control agent module 111
activates a synchronization mode to synchronize activities of the remote accessing
session with exchange protocols. The exchange protocols are followed by each of the
transmission sent to ensure that the remote accessing session is synchronized between
the control terminal 110 and the client terminals 150. The exchange protocols include
a sending protocol message and a replying protocol message. The sending protocol

message comprises information of the transmission sent by the control agent module
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[0027] During the renote accessing session, the

control agent nodule 111 activates a synchronization
node to synchroni ze activities of the renote accessing
session with exchange protocols. The exchange
protocols are foll owed by each of the 30 transm ssion
Swohoobusgasure that the renote accessi ng SsepSHd007800349
synchroni zed between the control termnal 110 and the
client termnals 150. The exchange protocols include

a sending protocol nessage and a replying protoco

> 3ch iddifde ?%f%h&g dheAifGRlies, g‘%ﬁtﬁ%ﬂ% ﬁﬁﬂgrakglfﬁtio name

ormation o e transm ssi oh sent ntro

agﬁvmateﬁawhe dmoﬁkommnmmmMgmﬂ@mm ®ode] gption,
WQ:&&J} daﬁ(i:loHtgﬁS 'Iihe tﬁ@ﬁﬂle fs’an%énﬁﬁér olf @Eﬂ?bé 6f§ﬁta a@u‘ﬁ@ésghat are

namne, app I catl on name assoc tot at a

Fmémmﬁeby éhec eentrieh @gent gredule 3115 \whith dneludest files trapsferring,

O R4 rhiRdhds s@ﬁﬁ%@ rei1coreRie v R ERES Ulﬁn!l&ﬁﬂfr TheSre@Of the sending
identifier of the type of data activities that are

t PRIpSPlimaesEge Byy eonaitigfprmesion st RPropHag tethg headery Rprgrample,
} e heidBSofi1d ﬁﬁmfeﬁﬁxg%m measéh&&ma ﬂﬁnesdf@ﬁaa&anmmd data

| es retrieval. and nessage transferring. rest of
t file. anchthe gplication: pams thaterstogigied e hecEanstsrred W Hlenrameonin

t Pegfonsdp HiREAdHigprbtocd] hﬁssh@a@m the EéttroP¥gRhMthdAule 181)@he client
heagﬁﬁ of file tra ferrl contains at |east the data

ageRt 151 renties Vitue repbiRERiocphmassage; (Tbe reglyprotppol message
apqukdirdathe Ot BE ehdhA tramsifistivh adcaivity, O THCreplyapoiotd] Mekssage

dat a flle response t sendi n rot oco
1 BRI ot s, (1SR e mechien il & e of th Feregen
16hdran oBataecoa@ﬂmt THS dtatae fidcludes trarisferred eweesplhy fite Gietival error,
er ro nessage ns the
STUEPR0E iposafont, SRoctoll RBfed, mEBRaET PliesaRY Mipipiia sinal
ptratsmied suwesssfalydn tiecaveatitise theris urdmtssﬁgl tmfsnﬂshen,alhe @ntrol

BSOS St g

sﬁ'@ﬁressmn there lione replit from a0 speoific chgitiqgmamﬂulenlﬁérwnﬂom a
’tm‘fé' ﬁl@lc@( ?%dﬁlg‘ﬁf?%ﬁlﬁ': s%ﬁ]&jthggﬂaafﬂg or the

gnal 15 transn1tt uccess I'n e event that
tmtrelsl@aluﬁﬂatd@e@gemmoddnm ssion, the control agent
modul e 111 may resend the transmission to the specific
client agent nmodul e 151. Further, when there is no

r ORRY f r onferthep &k qopEol @peng modylg, LH; anggen glignt pgent wodulestS
PreBsie b Prd¥ks Ridnity BB the bhticant 1B an@@i’ﬂfor @I&ﬂldht% ﬁie1ﬁ4%%r@

resend the data file or the control % to that
ciranamitted Qusrithe,pRiverk 1981 Whgg 3 RhgBlify Of: st lep aregpecuted along
Coith rid asdgeited apslichtdond 1113 adnd 15BE agdnt @RYduRgaAN! B drsl1 €&in
1t5ra]hsnntted the command signals to the target applications based on the process
identity, thereby synchronize the applications activities between the control terminal

110 and client terminals 150.

[0029] According to one embodiment, a user of the client terminal 150 can
perform other computing activities as desired. During which, the client agent modules
151 and the client applications 153 executed by the client agent modules 151 remain on
the background process of the terminals 150 and await any transmissions from the

control agent module 111. When the control agent module 111 transmitted a control
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record a process identity of the applications 113 and
153 for each data file 114 that are transmtted over
the network 100. Wen a plurality of data files are
executed along wth the associated applications 113
and 153, agent nodul es 111 and 151 can 25 transmtted
t\We 2609018ad signals to the target applicati gagsqass6hsso
on the process identity, thereby synchronize the .
applications activities between the control termnina
110 and client termnals 150. [0029] According to one
S clie t ter 0
pe o#%ag%l?%?a%ﬁt |en1tgr'liac fl{/eln 33 "%f’sraI ulgg1s g & ee‘gg’rexe 'gl;’te
witiegontrdl lsignad [to ﬂnttargrg eliént appdicdtios 153 Bven avheln theaargédtiapplication
t 3 y the client agent nodul es
Eﬁi%gﬂﬁ?%agﬁ%ﬁﬁﬁgﬁﬁgﬂﬁggﬁﬁnd process of the termnals
150 and await any transm ssions fromthe control

R T oy o ebmalt gl NG 8 900 B EROKSSmRd 0w
9 thesprirohpgepignedyle 141 tathe cliggtagentmndulee1S15the coritrol agentarndule
agenis a&?ﬂ:ﬁlt@ feceivelscRER %q:a%tgreg)ﬁ fitd (cflent taélz?tts @QJHIJS qg%/\ﬂuring

signal to the target client application even
t Fhe remgtgyeacessipg paseen:  Ip this altsmative embodimentathe cenrob4gertmodule

appt a&@tdoP fﬁeéd5t% 1aé1&109t39s1;octdibda%£ﬁéah€ﬁ N33 if¥Cthe data file 114

enbodi nent, when a data f is transmtted from

t Fanswited totpe clisatagentaradples 11 Only thyelicpt qeen modplentS1 execute
meid abs0Giatd® Llient Rsplicdiohy 153, AiEdHentHeht|nfodulbd 151 SapRietAP @ékn

ngre e|ve screen Fhots captured by the client agent
b ths asypgiated ghent jgaplicatings é3%et9e%1§teﬁ&ﬂb/ee‘§?w with, the
t ba:fsmatea dith ild 158 (&1thOdliehRiata, filé ta) cmthepécreaﬂ Stidks oT@isbLUlient

111 dqge ot need taq. |l aunch, an |ate |cat|on
bl o ey dained 1oy YD gy PR OB
a@kanébyihel ulls&:bf ihik kcontfa layent R@dlt il ENéang@fim ﬂﬁdethcﬂs a&:Es'lsmg
t aci ted cI ent lications 153, and
Fﬁﬁ& g%ge 3% engn dﬁt ?QB screen shot when
the associ ated client appllcatlons 135 are

ssful | t a j
1 gﬂafor theny %ﬁgrn?& bg ?’f%ﬁ% gﬁ%mtuﬁtelﬁqsg"r{éeen niroifed
smmmw@éhﬁbmeas@&m nal s 150 are captured for
every data files and control signals transmtted. 15
Thereby, the user of the control agent nodule 111 can

pEPFZbr m t hin thephove crbadimentsnthe comseol pgent mpdule/11d and the client
VElehii AR 15 BreGiRiNAL 8Ela S4phARR bR Hodule . Pdobrbihe @i Ao

odi ment, the control agent “nodul e

cht is sPnfigyred; tg intgret with ther lignt agepit eochalwﬁlr@daen@ didgsrand

commands to the client agent module 151. In accordance with an alternative

embodiment, an agent module model include the capabilities of both control agent
module 111 and client agent module 151 is provided for residing in the control terminal
110 and client terminals 150. .

[0033] FIG. 2 illustrates a flow diagram of a remote access session in
accordance with one embodiment of the present invention. The flow diagram is
explained in conjunctions with FIG. 1. In step 201, the control agent module 111 and
the client agent modules 151 are executed by users. A group of client agent modules
151 to be connected thereto are selected on the control agent module 111 in step 202.
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20 [0032] In the above enbodi nents, the control agent
nmodul e 111 and the client agent nodule 151 are

provi ded as a separate agent nodule. The control agent
nodule 111 is configured to interact with the client
agent nodul e 151 and send files and commands to the

cwbesmboagant nodul e 151. I n accordance W t hp@fsG2007/000349
alternative 25 enbodi nent, an agent nodul e node

include the capabilities ofjgooth control agent nodule
111 and client agent nmodule 151 is provided for

{ S5 e oyt GNP 1A' Shelifh o Bl 130% Siflthed o he
dirayp efieliert agent maditles 15E nestep ZQ%s'Ehecsnleﬂwn ofthe dytz filed hhean be
e R e e
swindow@)L, Int #iep g\intwherégm meduled ES11checksrifithe dhve fitd 1Mnis
agﬁ@ssfﬂﬁ%ﬁﬁ@ ﬂﬁ%ﬁen@feﬁnﬁﬁ? fw qgthpmel'@%t Sent éu s&HlB' ert, the

client ent nodul es e connected ereto are
sefeyant éhen@ Ak aogdyelph Fendg’eﬁ%“eﬁ*da uhecaptrol @gqntsmdplezuz to

Weket@ QR &@ﬂl@”ﬂi’cﬂpéﬁ?&g%@%%& e 114 Q&cé&ﬁﬁﬂy QJ thta Qﬁem

contr ol gent nodul e 111 selects a data fil

t fermisgle A9 dhq gligoh dermigals 450 stores| the deta e Al4 ﬁeeulloeaé Sﬁme
I ﬁediﬁrﬁﬁs Qaﬁm daExile 85 ah Is@p zos‘ tHeltflerl @it fbduffe 154%f BRRIIGR
carr.i b dr? onto the control agent
B“;)X‘M;F %‘5\9? 'aftwar!s-" Hhaheseratss, W‘]hrfh%f'l%‘ dasfile
t1 t?. _CEablEElienﬁ@@ﬁlt T&m&ds& s.esi,»&.ust @?ﬁe |@§l|1ﬂ‘di a%dﬂf‘mddﬁl@l 1|f1| fbthe
S SUC eSS sen 0 clien ermnal s
& 613 174 FRaSERg ol ol iR il Sty BroEpeiipn St 16 s 206,
r the elmnigead rhadules A ksten T d(hﬂuﬁan]fsignslg lﬁdm&h% &ﬂtt&l?d_gfﬂt mfﬂhe
t 1 en e at | .
Cf, These B Rind Peds et v Reo koS oSt B G agee il
clllle rWhentthe_f clientodgent iddples ¥ wetdiverthe tmmndai@aliﬁﬁb ®hmiaad
it Bhextulof o e filhe RpprefiBh 154 1280 Gor. "l eR Indago. e
neligut agent Hrodlés kS stors] ainemfbmitaﬁon gtatus of shescliéB @pElicationt1 83 omthe

Cél e&r}g?@mé 1153}5,& g&g llllgn g ggtgsggt b gﬁﬁnwa@@. édaﬁ 15& &oeaé

t%mvﬂe&@6m9¢d¢mag@wwbnodule 111 for the data f|Ie 114
transferring and the client application 153 execution
statuses. In step 206, the client agent nodul es 151

| IP%kn to @@ﬁm%ceswyhanesenfhoé!memgl the sep 893, dhgeqentrol agent

NREHME1 11 lrther IRRME MATNENs 2 GfPRkaioh 193 HELaLEYRd WA Re
that_input to the control gent nmodul e 15 111. When

tfota file {44, (Ths gentrol sasefmedule 141 identifies the applisatio i byretrieving
Sdaftiahl téxts Sf1AR tQFPRAtons 113 installed on the control terminal 110 and does a

matching by the file name of the data file 114. The application 113 that matched with
the data file 114 is then executed.

[0035] In accordance with one embodiment, in the step 205, the client agent
module 151 further searches and executes a client application 153 that associated with
the client data file 154. The client agent module 111 identifies the client application
153 by retrieving caption texts of all the client applications 153 installed on the client
terminal 150 and does a matching by the file name of the client data file 154. The
application 153 that matched with the client data file 114 is then executed.
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signals are executed on the client application 153 in
step 207. In steps 208 and 209, the client agent
nodul es 151 store an information status of the client
application 153 on the client term nals 150 and send
a nmonitoring status of the client application 153 to
W6 20060452501 agent nodul e respectively. 20 g&24dorhddsae
accordance with one enbodinment, in the step 203, the
control agent nodule 111 fyrther searches and
executes an application 113 that associated with the
data file 114. The control agent nodule 111 identifies
the application 113 by retrieving caption texts of
atop3st he apipl theatiove steps] the commsl adehtomlodwte 11 execytes pasl controls

offc FhedPipphlof {330 48 ipdeeT b Mt U S B pébn i
wi§lwithbiteetaining fifll doatrdl bflthe sentotectermined via thechetwodO9] | n
accordance with one enbodinent, in the step 205, the
client agent nodule 151 further searches and executes
a[0@37l ent ali§i.i3daexemplifis 3 miimwindew3dP of & cantrdl agepo moghde

elﬁtﬂ fa?cgafaﬁccf&lhi nt MhbodithEnt OF ki Hresaid %Uenﬁmd WHE mhdnlwindow

ies the cllent application 153 by retrieving
c&\&tqomnnteem Suteifayiox 3lhea tefrhiny tlisbIA| dnd 4t statyscdisplpy bar 316.

| PRt G- Wb&%ﬁhﬁteﬁ'o‘tﬁﬁfe dath @ied117tha & sé tb GO @fen? terminals
mat chi by the file name of the client dataflle 154.

TH. fiangyidata f!!S 314 f?éFafﬁFﬁFf‘é%éﬂ the ligntiterzinals 1S4 the  useq

Lééli_/e.‘»glgﬂdh%aﬁdj@rﬁ ﬁ%@@dt@cﬁﬁm MO1 2OGPMO 482A box 311. To delete

00349 11 00361 | th b
Lol e aadile 1o outap ULk heeuser stk § OIS byl 312
iioﬁ@éﬂtbemp&)t ¢ 6@lthapbox Qﬁﬁrmi a g&lﬁuﬁgrdimgél.e whesl thd i fflé 18 is
VI, a e en noaul.es . W .
el F e e 36K 2 soroopie prstigatol 58 s et gn
nﬁE Ydnitrs! t&ﬁﬁnal 511: ﬂﬂ&ﬂd clEhtGemﬁﬁlsﬂSEn‘th tindsal Aistr3aB lists all the

ndo t o
ol st b S8l R g, P ERied bl Bomote acces
i systemt i Thﬂteniﬂlml lrsasn cah aldobe ussd @ xidapd repese tha chent termingls

ofst oy 0f SLEOE, L8l oSk 31 ? B Yl Yo e
1dotrespondinga Freadleess oit the tdmmingls japergprovidedniin ik termigal dist1 3137 For
aﬁl‘:qetﬁ of Y t%%to? tl{ Joﬁtrt;ll 1e 110" e %{nﬁ[ngi b 3i291515)h FurtﬁJ:r sﬁ5u7

termnal's user can §i mly ra -an
seiateses efctheltermingl IFer gxpmplgnwhdnea nymchpmtasmwk 13015 ad t° the

dﬁl’xﬁhﬁ lise318, S n&ﬁbeanqeﬁ %dérEJs @na} 1 sfo»GHT}eQ Whilk IRYcokRPo! agent

1, the user can click del éte button 312
module 111 is attempting to connect to the client terminal 150. Likewise when a data

file is being sent to the client terminal 150. When the client terminal’s 150 name and
IP address are shown in black, the client terminal 150 is ready. Below the terminal list

313, there is provided a send command button 314 and a capture screen button 315.

l'l

When the send command button 314 is pressed, an on-screen keypad window is
provided for providing input commands. The input commands on the on-screen
keypad can be selected via a pointing device of the control terminal 110. When the
capture screen button 315 is pressed, screen shots of the target application 153 on the
client terminals are captured and sent back to the control terminal 111. The status
display bar 316 displays the status of the remote access session.
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| ocated bel ow the out-tray box 311 with a pointing
device. Wen the data file 114 is dropped into the
out-tray box 311, a corresponding application 113, 153
is executed on 15 the control termnal 111 and the
client termnals 151. The termnal list 313 lists al
tWe 200b@dssnal s, i ncluding the control term padschdddoonsse
that are connected to the renpote access system The
termnal |ist 313 can al so e used to add and renove
the client termnals 151 fromthe renote access

SM&I&? M ASpRPQWxe dé]ﬁie& &l H‘tﬁ? Iv&do@%ﬁ@ o?tflgc&nlﬂ-@l ent module

correspondlng | P address of the termnals are FOVI ed
i h1tip @coopdange ygth ang embagtiment phthe prgseptiegntipn. oFhe; ipsray, window

0820t i1y O Al the ldath $lY1 194 khatl 4O rartshred ﬁm& emlm {ebnsihal$ 151, NRY

further show statuses of the termnal. For exanple,
wieFRy avinloyy 320 isclso usedifor selgptingdly activeslaadie 114 t he

termnal list 313, its name and | P address nay be

shown red while the control agent _nodule 111 is
alP?%hpt i ngFlG 3orvmplifies @ woREel SFeem30iof the ‘i‘?&F°lla§EPt module

L1 HEWa&RrdahRwith dh8lefbodiintif of he pedsé if@ftion! Thé benudl sdth
rnlnaJ PZO When t he gllent termnal's 150 nane and
°|'Pa‘§'dﬁf by pressing ho3eRd comuprnddutton 34 of KIGn A ol qeatrol

1§&en 330 e&dphsesBE lvaidoih832; ardii-sarekn kéyq‘aad 384land 4 et Boxk 336.

CHREL B bR G o Rt b ke o s v

i dieptr gplieation 483 of) ﬂ&cﬂe&tnteimym aK50\ik leafdived and Hisplayedesh the

for idin The in conmands - o
t Wnd on -Qésgcfglé'és%r P“af Yir %ccz e bzhes ST E%H \gﬂcé’ néfcrﬁ%qd%w "’rﬁ]ig3 34
dfer pcrﬁ»mhgtﬂmeremtct accdssmga sassiom | Forle@ch dbhemant mgnﬂ&ent a new

SRR S TR AR 5o B B SHRRrd] TLUh7 L

ane@edzedp@mﬂle an 33&nDeprading pm ﬂteneplmanand requirernent,|the on-

ofeen kpad 554 b0 o (O BB Yot Shuck S0ul uB B Repbiifia B e o
AeTtiabk0layyud doBeytains only0Q8R|of MietusefRfupstiontkeys: | B taxt box
| 43654 ¥d 1 BRPMKIRT e ol 116 d&eﬁﬁgtgpméﬁamemﬁ%ﬁ vl be il

accordance w th one enbodi nment e present
i §o0&elt qeem. madyle 14 eanghogse e dpadgmithdjtexs| vaa 8 nepiuptimgssage

Oihdovl bh A% ditft khalPis), bf B&6E rdfr@éi‘lgtlﬂ al Jmsb&akd 8fthe client

tern1na|s 151. The in-tray w ndow is al so used

A3l vhesgpusens ef 'é\esh%teara%\s }51jmzay paste the texpinagipsiyeclipnt
%ﬁﬁgﬁ)ﬂsﬁl es a control screen 330 of the control
agent nodule 111 in accordance with one enbodi nent of
the present invention. The control screen 330 is

qodso) at ed Sl fefefrEipi t6 FIGHSC SWlvee GO MeHRiie] adekkising Resdibf itfude
Flllglie th%n one (glent t rpntu'[a?s 151, all screen shots of the active client application 153
of the client terminals 151 are captured and displayed on the window 332 as thumbnail
pictures. The user of the control agent module 111 can select any of the thumbnail

pictures for viewing.

[0041] In another embodiment, the control agent module 111 selects a client
file directly by only sending over the commands to control the client o the specific

application.
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screen 330 conprises a wi ndow 332, a on-screen keypad
334 and a text box 336. 10 Wien the send conmand
button 314 of FIG 3A is pressed, a screen shot of the
active client application 153 of the client term nal
150 is captured and di splayed on the w ndow 332 for

U BhooSodskgual verification. The user can usg@rddIcn7/000349
on-screen keypad 334 for performng the renote
accessi ng session. For eachjygommand signal sent, a new
screen shot of the client application 153 of the
Clinght term ' 0
IR o ek R TR o dadhly B L B Yo
r egeot medule1ill tohthe lientsagens emoduley 14t aB3prefogeditd b thekaoptrol

I ; Ll‘l?[yl a X r .
partia s ﬁggﬁhugs%lﬁtg "t atafg‘e nt%élg%sﬁ'gtrlfk ?/% sgggr%miogfm e?%egem’ the
ugeafotd actess aysteanddes pot. reduies a databadsmf all 3pRificscomanmndst different
e batio JBRNLSAR nfafilet Pr 0adcasting to the client

tgﬁrp?ri ananglv%%. Ceer "0 e%he control agent nodule 111
can choose to broadcast the text via a pop-up nessage
2fho¥d) NdOW @R ﬁx@iiimcilgb&)ﬂgn Bl?%@eﬁtelﬁlytﬁgen%c dpriskiog B auto-

directly in a clipboard o lent” termna

whanching ssoftwarg f appligation(s)ebased: en i datd &ile] Bansferrgd feogy a copteol
t R¥hinhiNo 3nélESthé1@ rérhdt€ Blient RARINAICAR rGhbtely 3ontlofig e softivhre

referring to FIG 3C, where the renote accessin

s 8RpliragiRn(Ehwith epmmonty e dunctiomkeym in topli ke Fasieximple gvhen a

iﬁ%cros%?btl?ﬁéﬂ?m@{ﬂ%{ i§ befng tu:a&féi%%tli it/ fhe ©hé S{TInoﬁ(FjHHl:ﬁtQéHﬂid&H
0 e client termnals are captured, an

dig PTONFHGIER aPRF2(P™h deside a8 othe Jespertivg fhent termiga! 5 3§en°h°d

Thoriatiesllyab dispRy €RITilé @hd thg SéHdeidatbecah hhvigate it Pr&6itation

aﬁ}/ ﬁ%lfth:i t hunbnail pictures for view ng. 30 [0041]

| W RBEHPR kYt 0di nent, the control agent module 111

selects a client file directly by only sendi ng over

t onmangds,ta _control. the client o.the specifj.c

8Bt o ol SRRt &g bR LA SR RS it on te

[ GiapRier Iwill ado thertjolul iofrdminchingh ¢hepapplieatior df almdatadie tvwhidbeis

S . e ko] ule 111 t cl.

-Eqadsd PGSR bBarant B hed R 6 chbhiahd A0IF o ihfir

t Erainitiator scad gen; sepd tgemsrig nienand wheaagrok B sapplidation without

{ RfdidiRhedl ARk IBkE BEAGIS, (he rempie access

system-does not require a database of all specific

- conmands different 5 applications available in the

25

30

b4sPt - [ OPrkresdil SnRAGRCR bd HR¥E Rk eipl, EMiaB&&tivR E-leaming
real-t.lr_nePenerlc application of auto- = .

for delivering lectures to a group of students at a remote location in real time. An

example of the E-learning is illustrated herewith below in conjunction with the FIGs.

1-3:

[0046] In an online tutorial for Microsoft® Excel, a lecturer uses a pre-stored
Excel data file 114 for the illustration. During the remote session, the lecturer sends
the pre-stored Excel data file 114 to the student terminals 150 via the control agent
module 151 of the lecturer’s terminal 110. When the client agent module 151 of the
student terminals 150 receives the Excel data file 114, the Excel program is
automatically launched at the lecturer and students’ terminals. The screens of the

lecturer and the students’ terminals show an active Excel program with the Excel data
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| aunchi ng software application(s) based on a data file
transferred froma control termnal to one or nore
renote client termnal and renotely controlling the
software 10 application(s) with conmonly used function
keys in real time. For exanple, when a Mcrosoft(r)
Ravasdvaisais(r) file is being transferred to pEBSE@IE 00349
nore client termnal, the PowerPoint(r) application
reside in the respective clijgent termnal is |aunched
automatically to display the file and the

Sﬁﬁdﬁ'&/ QlLeH' M%&?g%:%i: P%o%hnrgqﬁe Qﬁrﬁﬁ%ﬂé ltlf%ncellvﬂftlﬁcel

functio I'S 1 nventl on;

psrsggdsheet ‘tnﬁathe anysere¢ngkayboapt, dhe ke smalswrmbrewcméo the client

| cggmpb%auw Hl dRd *tﬁlemb%eﬁfs drega fems&gart-, HGirrafe® ! dnC@E | 'E}@el

the data file wh IS associated to. The resident

p?%ﬂﬁ’ﬁ?t\/ﬁflme Emlrmrpmmeﬂﬁ theostedsntntarminals 139m Simidarly, when the
| RithtepleRicts anyl EtnrhdRlid 6r%(91'ide§ QIB' Jl{)‘ﬁ i HEGHGR08 Bf Gne lecturer’s

commands to control the application wthout
r ermaing]i 110, the)inpytoignals forelecting) theeammapadyer mwdms ﬂaesnput are

[ B94RAst I RiGS sgeht maawatllsp Mn@ 2 dhent45 &4 nfoemcsefsa NRb&ited
coll aborative E-Tearning for delivering |ectures to a

oth® spsmecomatapdiand;inpu o iR st Roe) ppeadsheet inpu af the fegurers

ARrmifil AP bethe Exée SpréadstRaoff tHe Grudént Itédnuﬁrs m qdur mea/veﬁlbte
bel ow i n, cotg{exnctl on-wi.th the FI 046]

2FFCR 5PN+t HE dsePugr may, chopse apathen ﬁ‘éx'éé|°f dé“‘l’?é’ét"(ﬂeeﬁ“d
uaeautal @ assedimied dpplitation! 118 atvled héoessadl4axfd3ﬂ1;tdhl& file 114 is
illustratign. .DUuring the,r te session,, the |ectu
Lz o B el agrHd hedile BT o5 Epmesmcriipe Bgphepgon 153 is
séxaclngdtautograticatipl s 150 via the control agent 30 nodul e
151 of the lecturer's termnal 110. When the client

agent nodul e 151 of the student term nals 150
rieeaz] ves t Asotkexcaxhmpletaf dpplieatidd 4f thdprekent édveptiongisavirtial

aéﬂeglml{e&?é ﬂ](% elmtgt%l?lc hﬁ)g ot% ﬁc%ess %% W gan ang Pg\{v#gom{@ slide

t'erm na SCreens o crurer and
shresdntation’ via the rinteraétdased dile transfer atros thexintemepwhids thenpwiseniter

o A BTNy Wiy, e, B ra MG HORRE Vo e

opened IS nmovin
caudignge of difierent Ineations|at thopanfotired.  spreadsheet with the
on-screen keyboard, the key signals are broadcast to
the client agent nodul es 151, and the novenents of

t A8 ur s or Inyetanatherresample application.thepresentdmyentiqnsr bg used for
t isRoRosraRdRilow RathH Wele BLtwb&' finiHahiss, lphnizations or

Simlar when t he
institutions of different geographical locations.

[0049] For the present invention, the input signals, command signals or the like
referred hereto are inputs relate to human-computer interactions. The inputs can be
produced by any user interfaces, such as keystrokes with a keyboard, movements of a
computer mouse, and selections with a touch-screen, for the user employs to control the

terminal and the agent module.

[0050] While specific embodiments have been described and illustrated, it is

understood that many changes, modifications, variations and combinations thereof



5 lecturer selects any conmands or provides any input
to the spreadsheet of the lecturer's termnal 110,
the input signals for selecting the commands or
providing the input are broadcast to the client agent
nodul es 151, and the client agent nodul es 151 executed
W8 26090R4Kk0oMaNnd and input to mrrored the faR}2007/000349
spreadsheet's input of the lecturer's termnal 110 on
the Excel spreadsheet of thg student term nals 151.
During the renote 10 access session, the |lecturer may
c r L{fere t ype d

o R B FRAL S o Blen S B iy grh MRS S8R of e
neévesivary, and the data f|Ie 114 is transmtted to
the client agent nodule 151 and an correspondi ng
application 153 is executed automatically. 15 [0047]
Anot her exanpl e- of application of the present
invention is virtual sales/marketing presentation.
The renote access systemcan run a PowerPoint(r) slide
presentation via the internet-based file transfer
across the internet while the presenter can nmanage
the slide presentation renotely and can

col l aborate/interact with the audience of different

| ocations at the sane tine. 20 [0048] In yet another
exanpl e application, the present invention can be used
for wvirtual organisation of workflow wi thin and

bet ween conpani es, organi zations or institutions of

di fferent geographical |ocations. 25 [0049] For the
present invention, the input signals, comrand signals
or the like referred hereto are inputs relate to
human- conput er interactions. The inputs can be
produced by any user interfaces, such as keystrokes
with a keyboard, novenents of a conputer nouse, and
selections with a touch-screen, for the user enploys
to control the termnal and the agent nodule. 30

[ 0050] Whil e specific enbodi nents have been descri bed
and illustrated, it is understood that many changes,
nodi fications, variations and conbi nati ons thereof W)
2009/ 048424 PCT/ SG2007/ 000349 15 could be made to the
present invention w thout departing fromthe scope of
the invention.
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5 WO 2009/ 048424 PCT/ SG2007/000349 16 CLAIMS 1. A
renote access systemfor a network having a plurality
of term nals, each of the term nals having one or
nore application, the renpte access system conpri sing:
5 an agent nodule for residing in each termnal of the
nebvebAasaaher ei n one of the agent nodul e | gcEstRp7R6b349
to conduct a renobte accessing session on the other
agent nodul es, the agent ngdule transnit operable to-
transmt a data file to other agent nodules via the
net wor k, and upon recei Vi We data file, the other
agent nodul es are adapted to execute an associ at ed
application among the one or nore application that 10
agsoc | RieafbteMckdds 5RmORBE & nftwbik ha‘MﬂE %Jhﬂ'al Sf éﬂﬁﬂzﬁs, each of
nodul e, transmttéd the data file I's "adap send

uthe ferminals having.qae gf org pepliceion)the m@@cmstemmr@glgt 0
cont r gh ab&ie @ %rq&%@ﬁpéam@hhm e G, netellfone of

term nal s S|nultaneous%¥ . The renote access

sthe pesnt meduls itiadrpteddo cpadugh alren\mé'ﬁ@rs%n& seesionprthe offer pgent

hAVdURS, the SAgEHt HhdUieZednbi0 ogaﬁhﬂe @ frasiC 0K iRTd ROothd? Gigent
renpt e accessi ng sessi on tween the agent nodul e

t Pofiasivia thgnetwierkand apen regeiving the ata Sien e othgiaagent mpdier e
Sadaptbd to” ERBtELard AcRTatedSdpplitTdREAGHthd 8nd 6 rhbraiapPlidation that

wher ei e s roni zation is 20 performed by
Xy m‘gt?fr%[“&ﬂ message between the agent nodul e
trans mhbltehﬂthé hgent dzaidalef&dnmiaékﬂ tHehdataDfilecis adgpfaedt to send user

es. not e, ac accor.di .0
et Siends of R, 010 By BRASRS e bol b e bolifaon on
Oatlaofithd terndpedy sbtlenéonslyenot el y capture screen shots of
the associated 25 applications executed by the other
agent nodules. 5. The renote access system accordi ng
td cl dhenremotevheressi system ractarding 2@ claom 1, wbereincthe hgent agdule
%%F 4 cﬁﬂ&&%&ob %gdé H) n'gg cﬂu%m%gé %?Qngoté a&esgmg &Esic%%%een
nodu urin e accessing 'S

sess
vibe mn@mdwemamlyedtthﬁr datacfile wcbthcabtrugﬂm n@élﬂ@e n shots.
30 6. The renote access systen1according to claim1,

wherein the user interface nal s include keystroke
si-gnalThe remote access system according to claim 2, wherein the synchronization is

performed by exchanging protocol message between the agent module transmitted the
data file and the other agent modules.

4, The remote access system according to claim 1, wherein the agent module
transmitted the data file operable to remotely capture screen shots of the associated

applications executed by the other agent modules.

S. The remote access system according to claim 4, wherein synchronization
between the agent module transmitted the file data and the other agent module during

the remote accessing session is verified visually through the captured screen shots.

6. The remote access system according to claim 1, wherein the user interface

signals include keystroke signals.
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WD 2009/ 048424 PCT/ S&G2007/ 000349 17 7. The renote
access system according to claim1, wherein the agent
nodule transnmitted the date file is adapted to
broadcast text nmessages to the other agent nodule. 5
8. The renpte access system according to claim7,

W06 hfdbugidae broadcasted text nessages are ghiNS6h706d30
clipboard of the termnals. 9. The renote access
system according to claim ]y wherein the agent nodul e
conprises an input controller for controlling priority
of us [ f S Lolli 1

iur ahe TRhGeSESe Bl SERRE' Lllth 1 RakR A0 TH modue
ctransmitted thehdateifile ishaslapterhtot bredeast abitanessages1pr ths exthenagent
Olsdiss een keyboard for controlling the renote
accessing session. 15 11. The renote access system
according to claim1l1, wherein the network is Internet.
12 AHPLaRMe SEss Ecc@x%& $5 A 3, Rhétift e SodAbasted text
terminals via a network, eaCh of the fermnars ﬁEV|ng
amessagas argrgiongdl in 4 dipbetirdhef thetterminals, wherein the plurality
of termnals include a control term nal and at | east
one client termnal, said nmethod conprising: 20

t9-ans e remie accgsst st | ascardingntq pleime dnwherkint the agentmode

t&glpﬁges e &t ARolfer 6 tontrdifg PriofitySof ulér Gitefack N er @(gﬁgfrl]ing

nodul es; executing an application associated with the
ofhe ageptimedulst the client terminals; and transmtting
i nput interface signals of the control termnal to

contr the executed application residing on the
ci% en?{“f Empihageess skstem acoerding fa kil %a dberetdi thy My contelier

1cdmpfises b 6i-scpAREYbSArd Por SyrtRIING RMieFbrhdte hdtessing Bakion.
accessi ng session between the agent nodule of the
control termnal and the agent nodules of the client
tAr m Mhd emofklicdeds sydtaa actotdinpdo alaiaDr, vhe@int the SdtveorkisIernet.
further conprising exchangi ng protocol nessage

bet ween the agent nodule of the control term nal and
tRe adem¢thotbfbu repmtecaceessing a plaralitynef] termindd A4 6 Aét@dkd eath of

P&J (eﬁ%ﬁ?ﬂv%‘é%é%t Jh%dule residing thereon, wherein the plurality of terminals
include a control terminal and at least one client terminal, said method comprising:
transmitting a data file from the control terminal to the at least one client
terminals through the agent modules;
executing an application associated with the data file of the client terminals; and
transmitting input interface signals of the control terminal to control the

executed application residing on the client terminal.

- 13. The method according to claim 12, further comprising synchronizing the remote
accessing session between the agent module of the control terminal and the agent
modules of the client terminals.

14.  The method according to claim 13, further comprising exchanging protocol
message between the agent module of the control terminal and the agent modules client

terminals.
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'15. The nmethod according to claim 12, further

conprising capturing screen shots of the applications
of the client termnals renotely fromthe control

term nal. 16. The nethod according to claim15,
wher ei n synchroni zati on between control 5 term na

awo 20609@48344i ent terminals during the renote ACHSSBI7TMG0349
session is verified visually through the captured
screen shots. 17. The nethogg according to claim 12,
wherein the user interface signals include Kkeystroke

shgnal Qﬂ% R [ .
fE?thé?“E%ﬁ%%?%?ng ‘?S%ﬁﬁgét,n%2?%§@95§g§§§%€§*%P§m“°f
t He applisgtionnefdhy dicnjrterminalsyemetely fromahagontel terminahe agent
nmodul es of the client termnals. 15 19. The net hod

according to claim 18, further conprising storing the
bi®ad clhs testhodassarding dos elaias 13, rwherein sypehseniztion betpeen control

ClekRinhl 43" Mk RBLS - terdfinalsl AGrifEE tHA OdmatE CREGLAY stsRiof ! i@icvgi‘iﬁed

12, further conprising for controlling priority o
u¥isyally fhrough thecaptyrsd sesAshdt | i ng t he agent nodul e of
the control termnal. 20 21. The nethod according to
ciiin120, further conprising controlling the renpte
a

essirfigrethod apeording torclaim I whereiadhe wset Birshace Hgnajsipelude
ap&etkokewidhdle of the control termnal. 25 22. The
nmet hod according to claim12; wherein the network is
| nternet.
18.  The method according to claim 12, further comprising broadcasting text

messages from the agent module of the control terminal to the agent modules of the
client terminals.

19.  The method according to claim 18, further comprising storing the broadcasted
text messages in a clipboard of the client terminals.

20.  The method according to claim 12, further comprising for controlling priority of
user interfaces for controlling the agent module of the control terminal.

21. - The method according to claim 20, further comprising controlling the remote
accessing session with an on-screen keyboard of the agent module of the control

terminal.

22.  The method according to claim 12, wherein the network is Internet.



