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BACKGROUND 5 Applicants' invention relates to apparatus and

et hods for conmuni cating i nformati on securely, which is to say with
reduced susceg}é Llity to - eavsdr oppi ng. The

w despread ne ecure comuni cation in radi o comuni cat

systens is apparent. As just two exanples, information relating to
financial 10 transactions is routinely exchanged by radio, and | aw

enforcenent officers often must comruni cate voi ce and/or data by
radio. In both exanples, it is critical that the conmuni cati on be
conducted with al nost perfect secrecy, despite pot enti al

eavesdroppers' having access to strong information signals. Users of
cel lul ar radiotel ephones al so desire privacy dn their conmunications, which

may 15 travel on |i n@tmgﬁﬁfﬁhﬁggm%% %93 bﬁ!s&ﬁaa@%&%; on

direct links bet ween .

provi ding security is to encrypt the comuni cated i nformation
according to sone systemthat the users# agreed in advance to

use. Several encryption nethods have be in the literature, such

as 20  the dats encrypiApplicafitseiiWaition relaes @Fﬁhﬂ#}l m%r %Iﬁ% .
(PKC). As explained in W Diffie et al’., rid\?gcy an u en@é‘aﬁp on:
An Introduction t oinformationsecumly, whigh is torsay withoeduced susceptibility o 397427

(Mar. 1979), a cl a%ﬁng. cryptographic systemis in general a set of
i nstructions, a piece of 'hardware, or a conmput er programthat can

convert plaintext (unend&he pidesprrad aged-fort seayrecomptinicationsincadie communication
versa, in a variet yydime'8Yoparfit® A julltive bxhipis iffotfiflion refiting to financial
10  transactions is routinely exchanged by radio, and law enforcement officers often
must communicate voice and/or data by radio. In both examples, it is critical
that the communication be conducted with almost perfect secrecy, despite
potential eavesdroppers’ having access to strong information signals. Users of
cellular radiotelephones also desire privacy in their communications, which may
15  travel on links between mobile phones and base stations or on direct links
between mobile phanes. - -

One way of providing security is to encrypt the communicated
information according to some system that the users have agreed in advance to
use. Several encryption methods have been described in the literature, such as

20  the data encryption standard (DES) and public key cryptography (PKC). As
explained in W. Diffie et al., "Privacy and Authentication: An Introduction to
Cryptography®, Proc, IEEE vol. 67, pp. 397-427 (Mar. 1979), a classical
cryptographic system is in general a set of instructions, a piece of hardware, or a
computer program that can convert plaintext (unencrypted information) to

25  ciphertext, or vice versa, in a variety of ways, one of which is selected bya
specific key that is known to the users but is kept secret from others. The DES
is a classical cryptographic system.

Popular PKC systems make use of the fact that finding large prime
numbers is computationally easy but factoring the products of two large prime

30  numbers is computationally difficult. PKC systems have an ﬁdvantage over other
cryptographic systems like the DES in that a PKC system uses a key for
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decryption (two large prine nunbers) that is different fromthe key for
encryption (the product of the two prine nunbers, and an associ at ed

nunber) . Thus, a PKC user's encryption key can be published for use
by others, and the difficulty of securely gistributing keys is

avoi ded. See, e.g., RI. Rivest et alL, 5 [err] A Method of QObtaining

Digital Signatures and M*IPM Wﬁmmausdlffemmﬁmﬁe farhe
AGM vol . 21, pp. 120-126 eb 978 ar} D| ffl e 'The [ rst Ten
Years of Public-Key Cry P@‘ I-’:E Alimbers, andcan asgogiated number
(May 1988). Thus E@x@weh&yﬁﬁ@sﬁycah be umﬁtlﬂéfb lotifers, and

security of a nessage isS 10 dependent,.tQ a great extent on the Iength of
the key, as described |mofmymﬂﬂ%m'{ﬂfﬂéﬁ S8 ©F-» ThrcloRivest et al.,

fgzg)ecy ystem?, Bl U?ort unat e(?b , F | s of ten the caseﬁt %?%%er s’
(two police officers, ﬂnmmun..qf.m &L, op- RO0-1261{Feh l&?&bmw«mﬂﬁa
prior! oKl 19 secure ¢ ke P RypBERE Aol BieEE viE reC B 5ebis
pseudo-random quant i ty. (Nay 288yr, popul ar PKC systens are
unprovably secure, and suff eﬁmfétﬁépasglw& &el*t ?gﬁﬂtaes&umy of a message is
10  dependent to a great extent on the length of the key, as described in C. E.
Shannon, "Communication Theory of Secrecy Systems”, MLS.!LM..L
vol. 28, pp. 656-71S (Oct. 1949).
Unfortunately, it is often the case that two users (two police officers, for
instance) do not share a secret key a priori, making secure real-time
15 communication via a classical crytographic system impossible. Even a PKC
system requires a user to generate a pseudo-random quantity. Moreover, popular
PKC systems are unprovably secure, and suffer from severe requirements in
computational complexity and amount of information that must be exchanged.
As new ways of attacking PKC systems are mounted, PKC systems will retreat
20  to ever longer exchange vectors (in effect, larger prime numbers) and ever more
complex computations. As a result, classical and PKC cryptographic systems are
less than ideal for many communication situations.
Complicating the task of any radio communication system is the
variability of the radio channel caused by atmospheric disturbances, relative
25  motion of the system users, changing radio signal reflections from structures and
vehicles, etc. Such channel variability contributes to errors in the information
communicated, and much effort is expended to overcome these errors. For
example, some cellular radiotelephone systems convert analog information to be
transmitted into digital information, which is then transformed according to a
30  block error correction code. Such cellular radio systems are the North American



conput ational conplexity and amount of information that nust be exchanged.
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ever nore conpl ex conputations. As a result, classical and PKC
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di gital advanced L] se[vi ce. (D sonp of the characteristics
of whi ch aWM@%‘%@%‘"m Tadnsty Assoaiations hed

by the El eqmm),wm n and Tel comrum cations

| ndustry Assocjation Tl A, and t he ro ean GSM syst em 5
In such time- d*w si on AW mch m.rﬁsll@dw
channel, or radi o chatnel, ¥r radi6 ¢Caeief | uﬁg&dl,ﬂ?q |

sl ots, each of whi ch cont ai %?‘a burigt of informati on ?‘rom a‘%al“
source, e.g., a di'fliehpqniams a “m@mmmmnw,twﬁatlon
Successive time slefbgied poition ot alvdide on. SoEGstivdlime YokSlhaidh& (oSS ' Y

not consecutive tine slots on the ra o carler
muser,whwhmusuaﬂynotconsecuuvenmeslosmtheradwm,

10  constitute the user’s digital traffic channel, which may be considered a logical
channel assigned to the user. During cach time slot, 324 bits may be
transmitted, of which the major portion, 260 bits, is due to the speech output of
a coder/decoder (codec), including bits due to error correction coding of the
speech output. The remaining bits are used for guard times and overhead

15  signalling for purposes such as synchronization.

Other current cellular mobile telephone systems use analog FM to _
transmit spéech. The three principal standards are the AMPS system in the U.S.
that uses wideband FM with a spacing between channels of 30 KHz, the TACS
system in the United Kingdom that uses 25 KHz channel spacings, and the NMT

20  system in Scandinavia that uses narrow-band FM with 12.5 KHz channel
spacings. In an effort to alleviate the capacity restrictions of the current analog
FM systems, the D-AMPS and GSM systems, as well as systems in Japan, use
digital transmission as described above. Another approach to increasing system
capacity by reducing bandwidth requirements is a narrow-band FM system

25  according to the NAMPS specification, which specifies a channel spacing of
10 KHz that is achieved by splitting each 30-KHz channel of AMPS into three
parts,

Figs. 1A, 1B illustrate an exemplary multi-layered cellular system. An
umbrella macrocell 10 represented by a hexagonal shape (see Fig. 1A) is part of

30  an overlying cellular structure comprising many macrocells A, - A,, B, - B, (see
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Briefly, control channels are used for setting up calls, informing the base

stations about location and parameters associated with mobile stations, and

10  informing the mobile stations about location and parameters associated with the
base stations. The base stations listen for call access requests by mobile stations
and the mobile stations in turn listen for paging messages. Once a call access
message has been received, it must be determined which celt should be
responsible for the call. Generally, this is determined by the signal strength of

15 the mobile station received at the nearby cells. Next, the assigned cell is
ordered, by the mobile switching center (MSC) for example, to tune to an *
available voice channel which is allocated from the set of voice channels
accessible to the assigned cell.

Figs. 2A-2C show exemplary time siot formats on a digital control

20  channel (DCC) according to the IS-136 standard. Two possible formats for
information sent from a mobile station to a base station are shown in Figs. 2A
and 2B, and a format for information sent from a base station to a mobile station
is shown in Fig. 2C. These formats are substantially the same as the formats
used for digital traffic channels (DTCs) under the IS-54B standard, but new

25 functionalities are accorded to the fields in each slot in accordance with U.S.
Patent Application No. 08/331,703 filed October 31, 1994, which is expressly
incorporated here by reference. In Figs. 2A-2C, the number of bits in each field
is indicated above that field. The bits sent in the G, R, PREAM, SYNC,
SYNC+, and AG fields are used in a conventional way to help ensure accurate

30 reception of the CSFP and DATA fields, e.g., for synchronization, guard times,



Fig. 1B). Each unbrella call may contain an underlying mcrocell strucure.

T ; oy ool o

overl ap or may be substantially non-overl apping. The unbrella cel

10 incl udes m crocells 20 represented by the area encl osed within

t he dotted Ibﬂﬁwﬁaﬂﬂ 5 mcrocells 30 represented by the ?E? sgﬂﬁbgsed
within the dashe I ne : correspondi ng to areas al ong 3’

and picocells 40, 50, and 60, which cover individual floors of a

bui | di ng. Briefly, control channels are used for setting up
calls, informng the base stations about |ocation and paraneters
associated with nobile stations, and 10 i nform ng the nobile stations
about | ocation and paraneters associated with the base stations. The
base stations listen for call access request§ by nobile stations and

the nobile stations in turn |isten for pag| g messages. Once a call access

message has been raé:epgpgnd be
responsi ble for the call. Geﬂ;lee';ﬂ.ffy, this is determ neafgufﬁe S|(gnal
strength of 15 mdmmﬂ%sebammgwwem&mmmhamww thext ,
t he assigned cell e ' ent.er, C)
for exanple, to tune %o asm%%%\%ﬁ(ﬁ%{l&:\%eﬂg%ﬁg#m %
allocated from t he fixed bif paneimto provideadditional synchmaizatie informagor fue thébasgned
cell. ex | ar. on a
di gi tal contro? Mcﬁ‘?ﬁﬁé%&%%%ﬁ%&m 'ﬁ%mmﬁ’rﬂmw\o
possi bl e format s favoid signal distortiont nat i on sent froma nobile station to a
base station arc shown and 2 forrrat for
i nformation sent from gﬁa{’ég@f‘ﬁ%q}mqwghﬁ?&‘& ile radigtelephosan i n
Fig. 2C. These formmmmmwmww%MWt& 1A, 1B
used for digital tr % Pel S TCs) u,ndfli- %he | S-54B standard, but new
the; ime, slop, s

25 functionalit |‘@ in Figg G The cpmAugication sysesY dance
with US. 10 mm&amwmomu%&&mi&ﬁéugbﬁéb thél 1994,
which is expressly | ncor por at, ed here by reference. In F| . 2A-2C,
the nunber of bi t Mackpcglh migrocs{lgand pi 1%MHGM%1%MMMC1‘IMI &Eaclirhe
bits sent in the Gase satidRtala grocessu% r din
a conventlonal Mo t#e%lﬁp ensﬁ%ﬁggg rate %‘ﬁ réce @%ﬁ'ﬂéﬁé@gégand
DATA fi el ds, @140, which imturm, isi eonnectadto dhe public, swltched telephie Qe tvastk 4 3

PCT/ US_96/ 00785 (not shown). Each base station also includes at least one voice channel

15  transceiver 150 and a control channel transceiver 160, which are controlled by
the control and processing unit 130. The mobile station 170 includes a similar
voice and control channel transceiver 170 for exchanging information with the
transceivers 150, 160, and a similar control and processing unit 180 for
controlling the voice and control channel transceiver 170. The mobile station’s

20  transceiver 170 can also exchange information with the transceiver 170 in another
mobile station.

Other approaches to communication use systems called code division

multiplexing (CDM) and code division multipie access (CDMA). In a
conventional CDMA system, a digital information sequence to be communicated

25  is spread, or mapped, into a longer digital sequence by combining the
information sequence with a spreading sequence. As a result, one or more bits
of the information sequence are represented by a sequence of N "chi;;" values.
In one form of this process, called *direct spreading®, each spread symbol is
essentially the product of an information symbol and the spreading sequence. In

30  a second form of spreading called "indirect spreading”, the different possible



5 etc. For exanple, the SYNC field would be the sane as that of a
DTC accordi ng—to-S-54B -and woul d -carry a predeterm ned bit
pattern used by the base sations to find the start of the slot.
Al so, the SYNC+ field would include a fixed bit pattern to provide
addi ti onal synchﬁ.&% information for the base 5 St age
whi ch woul d set t eiver gains during the PREAMfield so as to
avoi d signal distortion. Fig. 3 is a block diagram of an
exenpl ary cellul ar nobil e radiotel ephone conmuni cation system for
use with the cellular structure shown in Figs. 1A 1B and the tine
slot formats shown in Figs 2A-2C. The conmmuni cati on system 10 I ncl udes a
base station 110 that is associated with a respective one of the
macrocell, mcrocell, and picocell; a nobile statign 120; and an MSC 140.
Each base station has a control and processFng unit 130, which
conmmuni cates with the . | | | ﬂ%&aﬁﬂ hﬁ:readin
public sw tched tel epho@ﬂ@%w mwoms éﬁp ase-statl 0 &
al so includes at |east qaquencescdt wilhbeedderstdod thatrthe inforimation syibalsmay be produced
control channel transceiver 160 V\/mc the control
and processing unit 130 bw@agl% W%&Wﬁ%@"&”& mla
voi ce and control channel trweamcﬁwmmmm many\sdurces
t he transceivers 150 160 and simlar .c troI and processin thé
180 for cont rdl | Ay be s3mg, img,in H‘ﬁ%@@?@aﬂ’w
The nobile station's 20 %Eﬁ%uﬂ%%ﬁ&emmf @ifomhdtion

ot her

with the transceiver 170 1 n an nobi l e station

Cther approaches to conseanenessidorot interéere mith-one anptber top auich; Jp sffest, the different

mul tipl exing (COM and W@FW ShirkspBh E1oPdiffereit éontahiication "channels®.
conventional CDMVA syste g| al informtion sequence to be communj cat ed
25 is spread, or mappextp cpossibie dinazy spreading tegusnpesQf jength

i nformation sequencggwit Tﬂ#@ﬂﬁﬁber%? possibis EDMA ehéhnels. "Rii€property
bItS of the ?nfor |on sequence e represented by a sequence of
"chip” val ues. | rofanGDMu systeim isisometimes called "soft capacity()ibeeause the number of
spreadi ng", each spread &{1 ultiple

i nformation syrrbol and t Spr ea§t ng seqtj‘g%g’%gr’ %‘%b& %%i orm m up

spreadi ng cal | ed "i ndi r cactess (FRMA)rog'a timerdivisian multiple MSKBPMA) system Ofﬂle same

bandwidth and data rate. Various aspects of conventional CDMA

15 communications are described in K. Gilhousen et al., "On the Capacity of a
Cellular CDMA System,” JEEE Trans. Veh, Technol., vol. 40, pp. 303-312
(May 1991); and the following U.S. patent documents that are expressly
incorporated here by reference: U.S. Patents No. 5,151,919 to Dent; and
No. 5,353,352 to Dent et al.; and U.S. Patent Application No. 08/155,557 filed

20 November 22, 1993.

SUMMARY
In accordance with Applicants’ invention, characteristics of the radio
channel are used to establish and exchange cryptographic keys with almost
25  perfect secrecy. These characteristics are the short-term reciprocity and rapid
spatial decorrelation of phase of the radio channel. In other words, _for a short
period of time (on the order of a few milliseconds), the impulse response ofa
radio channel viewed from an antenna located at a position A to an antenna
located at a position B is the same as the impulse response of the channel viewed
30 from position B to position A, excluding thermal noise. The keys can be
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i nformati on synbols are replaced by different, not necessarily related,
spreadi ng sequences. It will be understood that the information
synbol s may ced by precedi ng stages of chapnel coding
and/ or spreagﬁﬁg&aaH g An advant age of such spregﬁﬁﬂﬁ"mgﬁﬁhat

i nformati on from nmany sources 5 can be transnmitted at the sane tine
in the sane frequency band, provided the readi ng sequences used to
represent the different sources' information sequences do not
interfere wth one another too nuch. In effect, the different

spreadi ng sequences correspond to different comunication "channels". In
general, there are 2" possible binary spreading sequences of length N

chi ps, 10 which results in a very Iarge7hunber of possi bl e CDVA

channels. This pro . . a system i netinmes called "soft
capaci ty" because \Qﬁéﬁ%ﬁﬁﬁ"e‘?‘%’f“ﬂm%ﬁ eﬁmm d to N,
as it would be in proéedan, and thedjevoder ased o lestablish a key may be G&d6s or a
time-division nul t%l acces@%%st em of the sane bandw dt h
and data rate. Var nti onal CDVA 15 comruni cati ons
are described in K G IMﬂwﬁedabchmmW . ’

Cel [ ul ar CDVA st.em ". | EEE, Trans, Veh. Technol . vol . 40, a%srfmséowgﬂs
(May 1991): and t HEBVERHoR prgvides an alternative, mechanism for establishing,and sharingss| y

ane
No. 5. 353, 352 1 0 (RO Re B th depeade pf H ghyliu procky: Witk AfbiCiih oz,
filed 20 Novdheseis npneeddfogeach party to generate a pseudorandom quantity because the
(? ﬁm(?:( eristics ofnﬁgq M%Q@Wby%mwmwﬁvﬁﬁwmQ of
the communication channel itself. By using a channel decoder, the probability of
10 two users establishing the same secret key is close to one, and the probability of
an eavesdropper establishing the same key is essentially zero. This is called
“probabilistic secrecy”. Also, the number of possible keys is large enough that
finding the correct one by exhaustive search is impractical. This is called
*computational secrecy®. These probabilistic measures are different from the
15  Shannon measure of perfect secrecy.
In one aspect, Applicants’ invention provides a method of establishing a
key sequence for secure communication between a first radio transceiver and a
second radio transceiver comprising the steps of, in the first radio transceiver,
transmitting a plurality of sinusoidal signals, each sinusoidal signal having a
20  respective predetermined frequency and a predetermined initial phase; and in the
second radio transceiver, detecting the plurality of sinusoidal signals transmitted
by the first radio transceiver, and transmitting the plurality of sinusoidal signals
after a predetermined time period. This method further includes, in each of the
first and second radio transceivers, the steps of determining a phase of each of
25  the plurality of sinusoidal signals received from the other radio transceiver;
determining differences between the phases of pairs of the sinusoidal signals
received; quantizing each difference into a respective one of a plurality of phase
decision values; and decoding a plurality of the guantized differencé into a key
sequence according to a predetermined block code.
30 The method may further include the step of determining a magnitude of
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established with conputations equivalent to a bounded di stance decodi ng
procedure, and the decoder used to establish a key ny be used for

processi ng t he subsequent data transm ssi c?n Thus,
- conpared to classical a GFC'E ﬁgeg )&%ﬁgﬁ %eumlinthe
i nvention provides an alterna chani smf esta ng and shart1 ng

cypt ogr aphi ¢ keys t hat mem@MMpmmmmmma in at
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tenporal and spati al nommmmmngMWmetm

B e

an eavesdropper establ |Wmmmmn s&;uem S is

call ed "probabilistic secrec Al so, the nunber Qf poss Ke

i s |arge enough that &W&%MAM nglgfegpﬁ}shmg
is inpractical. This isagsy Wichﬁﬁlﬁﬁetﬁ%@ﬁbﬁtmdﬂ"ﬁ&ﬁwmanda
probabi l.i stic nmeasures are di ferent fromthe Shannon neasure

perfect secrecy. second radio ransepiver £omprising ﬂﬁmaﬁt@ the ﬁ?&ﬁ'ﬂl‘bﬁmm"ﬂ-

provides a nethod Qg esgahnittily APrédetermined digital word including a plurality of bits; and in the

second radio transceiver, detecting the predetermined digital word transmitted by
the first radio transceiver, and transmitting the predetermined digital word after a
predetermined time period. This method further includes, in each of the first and
second radio transceivers, hard-decision decoding each of the plurality of bits in

15  the predetermined digital word received from the other radio transceiver; and
mapping the hard-decision decoded plurality of bits into a key sequence
according to a predetermined block code.

In yet another aspect, Applicants’ invention provides a method of

establishing a key sequence for secure communication between a first radio

20 transceiver and a second radio transceiver comprising the steps of, in the first
radio transceiver, transmitting a predetermined digital word including a plurality
of bits; and in the second radio transceiver, detecting the predetermined digital
word transmitted by the first radio transceiver, and transmitting the
predetermined digital word afier a predetermined time period. This method

25  further includes, in each of the first and second radio transceivers, the steps of
determining a phase of each of the plurality of bits received from the other radio
transceiver; determining a difference between each phase determined and a
respective predetermined phase; quantizing each difference into a respective one
of a plurality of phase decision values; and decoding a plurality of the quantized

30 differences into a key segquence according to a predetermined block code.
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a ORIt 0=+l Ve l—0hPpi SiRg~t-he-steps of —jnthe first
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transcei ver, detecting the plurality of sinusoidal signals trans d
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si nusoi dal signals after a predetermned tine period. This nethod
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wherein the magnitudes are used in the decodi ng step as soft

i nformati on. so, the net hod@w& epm | ast one
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St ep of decrypti ngpiubodiiee? it BF, sieh Spi7RY wBf BF ftasgle i BRORE fusaled i [

th key sequence. the accompanying drawingsnin whichaspect, Applicants' invention

provi des a net hod of esg.abl,shi '~ a key seguence for secure
communi cat i on bet ween ?ﬁr%’%@%%mw 'ﬂﬁﬁw ular system;

10 Figs. 2A-2C show exemplary time slot formats;
Fig. 3 is a block diagram of an exemplary cellular mobile radiotelephone
system;

Fig. 4 is a block diagram illustrating a communication system;
Fig. 5 is a block diagram illustrating a communication system using a
15  comb of tones for establishing a key sequence;
Fig. 6 shows phase-space decision regions;
Fig. 7 shows probability density functions of the random variable ;
Fig. 8 is a block diagram of a communication system using pilot symbols
for establishing a key sequence; and
20 Fig. 9 shows the performance of a communication system in accordance
with Applicants’ invention.

DETAILED DESCRIPTION
While the following description is in the context of cellular
25 communication systems involving portable or mobile radiotelephones and/or
personal communication networks, it will be understood by those skilled in the
art that Applicants’ invention may be applied to other communication
applications.



second radi o transceiver conprising the steps of, in the first radio

transcei ver, 10 transmirtting a predetermned digital word imcluding a
plurality of bits; and in the second radi o tansceiver, detecting
the predetermned digital word transmtted by the first radio

transceiver, and wWweeg3kdsti N9 the predeterm ned digital word aft
predetern1ned time period. This nmethod further includes, in each of the
first and second radi o transcei vers, hard-decision decoding each of
the plurality of bits in 15 the predeternined digital word received
fromthe other radio transceiver; and mappi ng the hard-deci sion
decoeded plurality of bits into a key sequence according to a

pr edet er mi ned bl ock code. In yet another aspect,
Applicants' invention provides a nmethod of est abl i shing a key
sequence for secure comuni cation between a first radio 20 transcei ver
and a second radi o trangeSTEMIOVERVIEW Ng the steps of, in the first

radi o transceiver, transmitti ng a 'Bhedeterm ned di gi tal word i ncI uding a
plurality of bits; mmm&p all vectorsi haying

the predeterm ned digi téémen tﬁnﬁdﬁr‘tﬁé“éﬁi&g
transceiver, and transmtti ngm%thaéew predeterm ne | gl%?ﬂ qulg ftg T2
a predeternined tine peri@d whers & ¢ GF(No & 2%)2AIn the following,i vector guantities; orach

gfat te?ren ];1: L;t aagﬂa:?g?%f %h%ﬁ ??19% %‘lht ST eéel '\l/téeé W&Wﬁ%‘ are
other radio tran&cnhﬂhypkneupewﬂkkmgmaiﬂhhMBgenttbdkﬂﬂbmunashan:&
Cach i f1erence i nto a ThEpgackel 3B Scipnises, Vi, Be i oS o i shherc
deci si on val ues; and demwihgrradiit i3/SJr The vectors i hepmmmlmﬂed intd)a representative
\c/l\bfgg/r gggig into a key se%lﬁgcord;‘gg‘ﬁ eremﬁgtetkg dmt,)l[&gé:‘k (‘:'&dge .,
9 - 10 vari,ey}s BichaeprésenQtivé veolstiy, hfsameﬁgmlmr&h% rRippd §RS a
several apparatus binary vector k having a length mn. Let the set of correspondmg binary vectors
be K = {k;, k,, ..., ks}.
_ If a transmitter and a receiver can establish, with high probability, a
common sequence k; that is contained in the set K, then the sequence k; can be

15  used for spreading an information sequence communicated from the transmitter
to the receiver. In addition, if the probability is substantially zero that an
eavesdropper can determine that common sequence k;, then secure
communication is also achieved - without incorporating an extra encryption and
decryption aigorithm to achieve cryptographic security.

20 The spheres constructed in accordance with Applicants’ invention increase
the probability of the transmitter’s and receiver’s establishing such a common
sequence k; in the event of noise and other discrepancies in the radio channel and
system hardware. In general, the transmitter establishes a sequence ry and the
receiver establishes a different sequence rp. If the sequences r;, ry fall within

25  the same sphere, they will be mapped into the same sequence k in the set K.

Thus, Applicants® invention provides methods and apparatus for
establishing two sequences, one at a transmitter and another at a receiver, such
that with high probability the two sequences fall within the same sphere.
Moreover, the rare event that the two sequences are not in the same sphere is

30  quickly detectable, enabling the procedure for establishing a common sequence to



for establishing a key sequence for secure conmuni cation between a first

¢ ok : | | i L ar £

BRI EF DESCRI PTI ON OF THE DRAW NGS Applicants' invention is
described belowin nore detail with reference to enbodi nent s that
are given onlwgbspaégyy of exanple and that are illustrated IECT
acconpanyi ng draw ngs, i n-which: Figs. 1A 1 Ffustrate an
exenplary nmulti-layered cellular system 10 Fi gs. 2A-2C show
exenplary tinme slot formats; - Fig. 3 is a block diagram of an
exenpl ary cel lular nobil e radiotel ephone system Fi g.
4 is a block diagramillustrating a conmunication system

Fig. 5is a block diagramillustrating a communi cation systemusing a 15
conb of tones for establishing a key sequenci' Fig. 6 shows
phase- space deci sion regions; 'g. 7 shows probability

density functions W%&%W’m vector '&tefrﬁid'eﬁ a bl ock
di agram of a com‘rulsnalc cat | on syst emu vnﬂ? pi | gg‘%;rr?bm s

est abl i shi ng a ke W‘ﬁ@"‘Mows the perfornmance
of a communi cation system:i n accordance wi th Applicants invention.
DETAI LED DESCRI PTI ON VWiile the followi ng descriptionis in
the context of celSEQUENCEESTABIISHMENT on systens invol ving portable or

W1l be undersSood by hisilized pumpmuREiRe i SRHD &5 comtpizalign L. |
i nvention may be aghphniels] a channélcfrom arfirstiser’s tramsmitter to a mﬂiw'k petgiver,
%?8@3%%8785 and a channel from the second user's transmitter to the first user’s receiver. One
can consider the link to include a third channel to an cavesdropper desiring
access to the information exchanged by the first and second users. This simple
10  scenario is depicted in Fig. 4, which shows a first user A, a second user B, and
an eavesdropper E. In general, the characteristics of the AB channel, the BA
channel, and the. AE channel all vary with time. Thermal noise in each of the
channels is represented by the additive noise terms a(t), i = 1, 2, 3.
Although they vary with time, the impulse response of the A-B channel is
15°  the same as the impuise response of B-A channel excluding thermal noise, which
is to say that over short periods of time, on the order of a few milliseconds, the
link is reciprocal. It will be understood that the link is not reciprocal when
thermal noise (and other possible nonidealities) are included.
Also, it is important to understand that the impulse responses of the A-B
20  channel and B-A channel are different from the impulse responses of the first-
user--eavesdropper A-E channel and the second-user--eavesdropper B-E channel.
These differences arise because signal phase decorrelates rapidly with changing
spatial position. |
Two methods of establishing a key sequence are described below.

COMB OF TONES
The immediately following description involves transmission of two tones
at a time, but it will be appreciated that more than two tones can be transmitted
at a time as described later.
30 Referring to Fig. 5, suppose a first transceiver such as the first user A



10 SYSTEM OVERVI EW Consi der the n-di nensi onal

vector space consi sti-rg—ef—at+ vectors having el emrents—that are

contained in the Galois field G-(M =2[err]), viz., all r = (r[err], r[err],
,1) where r[err] e Gf(M = 2[err]). (In the follow ng, vector quantities,

or 5 sequences, @ cated by bold type and scalar quantiti

functions are I ndi cated by plain type.) For sone Hanming radius t,
the Merr] vectors r are t- sphere packed into S spheres, viz. t he
maxi mum nunber of disjoint spheres having radii t is S. The vectors
in a sphere are mapped into a representative consi sting of the
center of that sphere. Let the set of S representatives be (c[err], cl[err],
10 ..., cl[err]}. Each representative vector c; has a length n and can be
mapped into a bi nary vector k having a Iea th m. Let the set of
correspondi ng binary vectors be K = {k[er ? k[err] ..., k[err]}.

If atransmtter and a r ﬂsglﬂgrﬁf

camon sequence k, that Elg‘(‘:s(;"hoeﬁa neﬁ&%ﬁgwﬁ&%en & se@u"eknce ﬁdef’ra}‘d
can be 15 used for spavisgiequal initial phase offséto % and goergice Ecduringra k-th sighating m
the transmtter .to ttﬁrr&q'_e@ﬁr 'ﬁ'p%gtﬁﬂ%iﬁs” %@%kproba&%if
substantially zero that ’ e3¢ - Seigl &t ora
sequence k[err], then Smba'ofways, e.gsmmwmgmmmgwmws oftwo

W t hout incorporati extra encr % g&and ecr n_al i thm
to achi eve cryptogr ?ﬁ‘tﬂ’?‘ﬁ?‘“’ or a frequeney, §" BPF&“ &H“

I n accordance with Appl rgaR 6 a ,mmgmm,sg,aﬁ %mw,]amgamﬁgg%},ﬂty

of the transmtter's and receiver's establishing suc

sequence k[err] in the ISRORNE gy medulation, the sransmilied signal s(t)is; given; by the foljowing,

channel and sys dware. In general, the transmtter

est abl i shes a sequence r[err] and the receiver establ i shes a

di fferent sequence rf[err]. If the seqﬁ%&e rierr], r[ fall within 2%‘11
the same sphere, they will be mapH8d= OBzt redlse @RxGh + 6k set .

Thus, Applicants' invention provides nethods and apparatus for
establ i shing two sequences, bingenetal,ahe tramseniteed: signabs(t) is radidted byaan antermaaind passes

Same sphere. 10\ et GRRR s as E wt. P HeRRES T Gyl ighal o
not in the sane sphere hmrodifing titheivatying fiding duekd multipathipropagationcandrbycidiage
for establishing a commw?'m%enceno'&s% n(t) having double-sided power spectral density Ny/2.

15 The receiver downconverts and amplifies the signal that it obtains from
the channel (the downconverter and amplifier are not shown in Fig. 5), and
correlates the resulting signal-r(t) with its own locally generated versions of
cos(2xf,t) and cos(2xf,t). As shown in Fig. 5, each correlation can be carried
out by a suitable mixer 505, S07 and a resettable integrator 509, 511, which

20  integrates the mixer's output signal during successive time intervals T = 1/2xf,
although many other devices that are known to those of ordinary skill in this art
can be used. The output signals generated by the correlators are conventionally
filtered by low-pass filters 513, 515 for suppressing the sum (up-converted)
signals, as well as components that might be due to nearby radio signals.

25 Assuming the sinusoids cos(2xfit) and cos(2xf;t) are orthogonal and
separated by at least the coherence bandwidth of the channel, the signal r(t)
received by a second transceiver such as the second user B during the k-th

signaling interval is given by the following expression:
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arbitrary vector is detm ned efficiently in real time and with | ow
har dwar e conpl exity. SEQUENCE ESTABLI SHVENT 5

general i zed Wat ion link conprises two comunication g”(“\g)ﬁnnel S:
a channel froma first user's transmtter to a second user' s“?’g € ,
and a channel fromthe second user's transmtter to the first user's

recei ver. One can consider the link to include a third channel to an
eavesdr opper desiring access to the informati on exchanged by the
first and second users. This sinple 10 scenario is depicted in Fig. 4,
whi ch shows a first user A a second user B, and an eavesdopper E.
In general, the characterist of the AB chanpel, the BA channel , and
t'he . AE channel all vary with tinme. Thernal I se in each of .the

channels S represented by the additive noise terns n[err](t) i =1, 2,

3. Al t hou ar, t e, e res se of the
A-B channel is 'al m KMW n&l&é)e @w 'ﬁ'a’A" he n()

excl udin thernal rt, _pert ods of

t?(metJ l)ngt he order a T’“@hﬁﬂrmi(&fhe )i Tzh%e %ﬂ ‘Q?Mal ot

will be understoommm&bmmwhmot reci procal when t her mal

noi se (and ot her possi I’lﬁnl ?‘ﬁ Hal e | ud Al so,
it is inportant to und??gf i%mﬁ?gm?@%%@@ » the variables Ao
channel and B-A clhaveRayleigie probabilitycdensifiéogived by tiefollewing evpresifsh of the
first- user - eavesdr opper A-E channel and the

second- user - eavesdr opper B-E channel . These differences arise
because signal phase decorrelates rapily with _‘g:hangi ng

R
?a:p( .i;:.),forx,zo

2iA) = ‘

0, ﬁrk‘<0 ﬁ‘z

5 where o? = E{A2())}is a characteristic of the channel and E{.} denotes
expectation with respect to p,. The phase terms 9,(k) and ©,(k) are mutually
independent random variables, and each has a probability density that is uniform

10  over the interval [—r, x].

Similar expressions for the received signal r(t) can be developed for -
communication channels having other characteristics, such as Rician-distributed
fading. For example, the probability densities for a Rician-distributed channel
are given by the following expression:

[

3 2 k
)“2;" ) 1,,(?” Jor\, = 0

A
| 7 exp(-
M) =

oo' fbr)\,<0 Eq°3

15 where 1,(.) is the modified Bessel function of zero order, and s? is the power of a
direct line-of-sight component.
In the transceiver of the second user B, the filtered correlator output
20  signals are provided to a differential phase detector 517, which generates, for
each time interval T, an estimate of the difference between the phase terms 6,(k)



spatial position. Two met hods of establishing a key sequence
are descri bed bel ow. 25— -~ COMB OF TONES ~- The

i mmedi ately follow ng description involves transni ssion of two tones

at atime, but it will be appreciated that nore than two tones can be
transmtted wolosaeld & as described later. 30 Rﬁfc‘rf&s@@o&&
Fig. 5, suppose a first transceiver such as the first user A
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transmts a signal s(t) conprising two sinusoids having frequencies f[err]
~and f[err] and havi ng equal initial phase offsets [err] and

energies E during a k-th signaling i nt erval [KT (k+ 1)T]. The

transmtted signal s(t) can be generated in any of nurrber of ways,

e.g., by anplifying and summ ng the out put Si gnalg of t wo sui tabl e

osci I lators 501, 503 or g h&ggﬂaﬂﬁ Eﬁﬂuﬂeh

resul t toaswtabletrans%ssmn requen m)ulatlngac rrier S|g%mﬂmw'

| gnoring the modul at i ong18, iwhichy ammg 3 pumberqf\peadetepmined phase values

Ig::l: g}[/\neggby aLe;:]]tenna an pwm Fm%e%ugﬁh%g H@%‘%‘T",’&“

whi ch nodi fi es the tranenlynecessagy M&e@m&mmfotghﬁfﬂmmmbe
fading due to multipgath gn S
noi se n(t) having d§ub|&%%ﬁ§§g§¥ gﬂqhg Si tyq‘lldg%%d@ﬂwﬂﬁedmpped
when it results in no ambiguity.)
The baseband differential signal generated by the differential phase
detector 517 in the receiver B is given by the following expression:

U, = 2A,AE expli(B, - 6)] + AN, + ANy
= X, + j¥, Eq. 4
where N, and N, are complex-valued Gaussian random variables having zero
10 means and variances o> = 2EN,, and "*" denotes conjugation. The phase-
difference estimate is given by $® = tan? Y/X,. As noted above, the second
user B quantizes the phase-difference estimate into one of M predetermined phase
15  values, generating a quantizer output signal Q($®). Fig. 6 illustrates phase-space
decision regions for M = 4.

The differential phase detector or phase measuring device 517 may
produce either an analog or a digital measurement of the baseband signal’s
instantaneous phase. A suitable differential detector is a combination of two of

20  the phase detectors described in U.S. Patents No. 5,084,669 to Deat and U.S.
Patent No. 5,220,275 to Holmqvist, both of which are expressly incorporated
here by reference.

By repeating the above estimation-quantization process at each of times
k =1, 2, ..., n, the second user B establishes a sequence of quantized phase-

25  difference estimates that is given by the foilowing expression:

= [ o@), o@D, ..., o@D 1. _ Eq. 5

This sequence ry of phase values generated by the quantizer 519 is stored in 2
buffer 521, such as a random-access memory, a shift register, or equivalent



15 The receiver downconverts and anplifies the signal that it
Obt-atrtrs=from —t-he—eheanhel —(e—down corverter—and anplifier—are-not

shown in Fig. 5), and correlates the resulting signal-r(t) with its
own | ocally generated versions of cos(2rf[err]t) and

cos(2[err]f[ amdbédassy’s shown in Fig. 5, each correlation caWd

out by a suitable m xer 505, 507 and a resettable integrato

which 20 i ntegrates the m xer's output signal during successive tine
intervals T = 1/2[err]f[err], al t hough many ot her devices that are
known to those of ordinary skill in this art can be used. The out put
signals generated by the correlators are conventionally filtered by
| ow pass filters 513, 515 for suppressing the sum (up-converted)

signals, as well as conponents that mght bejgue to nearby radio signals.
25 Assum ng the sinusoids cos(2[err]|f[err]t) and

cos(2[err]f[err]t)device, Mdmadhg&ﬁamd&nnmwwafahﬁﬂﬁﬁuﬁ he
coherence bandw dth of the channel ézg ab& . received by a
sécond transcei vergé‘ﬂ% B é‘ﬂé decoder 523 inthe
si gnal i ng interval M@H%Mﬂk%iﬁwwﬁ@wm feren u&%%%‘?

96/ 22643
13 [err] Wmmmmmwwuwmwm are

i ndependent, igentical Im [,@%t ﬁ%lﬁﬁﬂxh&bﬁf For

a channel suffering Rayl |str|§ute dﬁng, vari agﬂeeugl\'fgflﬂf(w

have Rayl ei gh probﬂﬂm s iIf theslegnder 523 has: 4 blok lengthi N gnd
thmmebuffetdelaylstorﬂusexamplemwhlchﬂleeombcons:stsofonly

two tones simultancously transmitted at each of N times. As described below,

more than two tones can be simultaneously transmitted, which reduces the buffer
10 delay accordingly. For example, if T tones are simultaneously transmitted,

T — 1 phase differences can be quantized at once, and the buffer delay is

N/(T — 1).

The vector ry generated by the buffer 521 has N elements, each of which

is M-ary, and this N-element vector is the input to any of a wide variety of
15  minimum distance decoders 523. One useful decoder is the bounded distance
decoder, which is a low-complexity decoder described in R. Blahut, Theory and
Practice of Error Contro] Codes, chapt. 7, Addison-Wesley, Reading, MA
(1983). The decoder 523 maps the N symbols generated by the buffer to another
N symbols, which is the cryptographic key sequence kg of interest, as described
20  in more detail below.

It will be appreciated that the signal processing operations carried out in
the receiver can be performed in the digital domain by a suitable digital signal
processing (DSP) device. With such a configuration, almost any type of
modulation can be detected by programming the DSP device to appropriately

25  manipulate digital samples of the received signal, as described for example in
U.S. Patent Application No. 07/967,027 to Dent et al. for "Multi-Mode Signal
Processing", which is expressly incorporated here by reference. It will be
appreciated that the DSP device may be implemented as hard-wired logic
circuitry, or, preferably, as an integrated digital signal processor, such as an

30 - application-specific integrated circuit (ASIC). Of course it will be understood



[err] 5 where o[err]= E{Alerr](k)}is a characteristic of the channel and
E{.} denotes expeetat+on- w-th respect to P[err]. The phase t-erns
[err](k) and [err][err] (k) are nutually i ndependent random

vari abl es and each has a probability density that is uniform 10 over the

interval [-[err], 5@;;&#“, Simlar expressions for the mwu
si gnal r(t) can be evel oped for communi cati on channel s havi ng ot her
characteristics, such as Rician-distributed fadi ng. For exanple, the
probability densities for a Rician-distributed channel are given by
the foll ow ng expression: [err] 15 where L[err](.) is the nodified
Bessel function of zero order, and S[err] is the power of a di rect

| i ne- of - si ght conponent. In the transceiver of the second user
B, the filtered correlator output 20 signal s ar rovided to a
differential phase detector 517 whi ch generates, Tor each tinme

interval T[err] an estirgde *}ﬁa}dinf:ﬂﬂé Bﬁﬂwtwﬁ@w&ylﬁﬁifoﬁmor
[err][err] (k) WO 96 22643
PCT/ US96/ 00785 performing a required function, which is an arrangement commonly selected
when speed or another performance parameter is more important than the
versatility of a programmable digital signal processor.
5 In a manner and with hardware similar to that described above, the first
user A establishes its own sequence of quantized phase-difference estimates from
a signal transmitted by the second user B. With a delay after transmission by the
first user that is negligible, i.e., a delay that is small in comparison to the
channel’s coherence bandwidth, the second user B transmits a signal comprising
10  the two sinusoids having the frequencies f, and f, and equal phase offsets and
energies. In other words, the first user A transmits, then the second user B, then
the first user A, and so on in an interleaved manner in order to maintain the
reciprocity assumption.
Suppose the first user A is a radiotelephone moving at a speed of
15 100 km/hr with respect to a base station or other transceiver (the second user B)
and using a radio frequency carrier in the 900 MHz region. If the delay between
the transmissions by the first user and the transmissions by the second user is 10
usec, the radiotelephone would move only 0.28 mm during each delay, a
distance that is negligible in comparison to the wavelength of 0.3 m. Thus, the
20  scatterings of the signal from the various reflectors should be strongly correlated.
Also, a 10-usec delay is longer than the time usually needed to permit all signal
rays due to multipath propagation to arrive at the second user and shorter than
the few milliseconds needed to ensure the reciprocity of the channel. If the
motion is slower or the delay is shorter, the reciprocity of the channel is even
25  more precise.
Thus, the first user A forms a baseband differential signal (the output of
its own differential phase detector) given by the following expression:



14 and [err]2(k). The sucessive phase-difference estimtes are
pr-ev+eet—to—a—erentzef——————510—whi ch—altocates a

nunber of predeterm ned phase val ues to each phase-difference
estimat. In accordance with Applicants' invention, it is only
necessary thgg g*)ﬁsghase difference estimates for different erval s
be 5 uncor‘r’e ated with each other. (In the fol ow ng, g‘{l‘wex Kk
will be dropped when it results in no anmbiguity.) The

baseband differential signal generated by the differential phase

detector 517 in the receiver Bis given by the follow ng expression:

[err] where N err] and N err] are conpl ex-val ued Gaussi an random
vari abl es having zero 10 means and variances o[err] = 2ENerr] and "*
denotes conjugation. The phase- dlffergnce estimate is given by
[ferr]= tan[err] Y[err]/ X err]. As noted abové t he second user B
quanti zes the phase-difference estimate into one of M predeterm ned phase

15 values, generating a quarﬁlz% gngl _Q(k}'q; rd )A',VFi g. 6

illustrates phase-space ng'e T)!) Eq. 6

The differential phase .detector o h rreasurl ng device 517 may

produce either an apal (%g or _.a digi taI measur enent of the baseband signal’

i nst ant aneous phasWherg, Maiage indepeadent of M and Mo ( The estimated Mrﬂ!ﬁfﬂeﬁcof

two of the DpaERedyohb Fi udasm‘ 8 w1\ X, Pﬁﬁﬂmw §R° to
whi C

Dent and U S. Pat ent No. 220, 275 to Hol® nqw st, bot are
expressly i ncoPportetthe reciprocity Qféh%m raglydifference between U, amBiJnrlsanatl ng

t he above estinmati a@“m?‘t process at each of tines =1, 2,
n, the second user es ahl “'hes a sequence of quantized phase 25
di f ference estimates tf&(mgﬂymemnnmﬁewmmmm thefirstr |

Storea i a o ke esBie K SholEiod ST R AEAH ekl WP B0 BY e ©

regi ster, or equi vbllewmgexpressxon

r,=[0@), Q@) ... 0@ ] Eq. 7

10  which is the sequence stored in a buffer in the first user’s transceiver and
provided to a corresponding error correction decoder in that first transceiver.
From these transmitted signals, the eavesdropper E can obtain a baseband
1S  differential signal given by the following expression:

Uy = 2AAE explj(©, - 6)] + AV, + AWy
=X, +j¥, Eq. 8
where the 4;, i = 1, 2, 3, 4, are mutually independent. The eavesdropper’s
estimated phase difference is &g = tan? Yo/X;. Also, the €, i = 1, 2, 3, 4, are
20 mutually independent random variables. The eavesdropper E can establish a
sequence of phase-difference estimates given by the following expression:

re = [ 0@, 0D, ... O] Eq. 9

As noted above, each of the three sequences or vectors r,, rp, and rp that
25  are established is provided as an input signal to a respective error correction
decoder. The output signals generated by the decoders correspond to the key
sequences K,, Ky, ke. It will be noted that no encrypting need be performed at
the transmitters A, B. The decoders limit the number of possible keys to
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PCT/ US96/ 00785 - gdevi ce, which has a length that s--determ ned
by paraneters of a m ni num di stance, error-correction decoder 523.
The error correction decoder 523 in the receiver B transforns the
sequence of quantiggeePpase-diffierence estimtes and gen

out put si gnal thatﬁ‘gorresponds"to the receiver's key sequence kg.s{'.i%'lgﬁ"'aﬂs
In effect, the size of the buffer 521 is determ ned by the |l ength of the
key sequence desired. If the decoder 523 has a block |l ength N and

di mensionality Kk, then the buffer delay is N for this exanple in

whi ch the conb consists of only two tones sinmultaneously transmtted
at each of N tinmes. As described bel ow, m)re than two tones can be
si mul taneously transm tted, which reduces the buff 10 del ay

accordi ngly. For exanpl e, if T tones are sinultand usl y transmtted,

by (. rase differnces:copelg, SRl & ne BB wed o e s AEb Bl e g

el enents, each of whi chkey as described if moye desaitibélows N-el enent vector is the
uobful ' Gecoder 15 the boundet gAY the el uéeﬁﬁféﬂf\m?ewe A ot aré utcienty
Error Control Codas, Chat - AGGl SorE sl cy  Foad Tor VA (1989) .
N Symbol . uhi ch 15 the crypt ographic ke S4aengd kd%r Phtorast, as E&-10

descri bed 20 in more detail bel ow. I t WI |1 be appreciated
that the signal prodessandydefiser ati ons carried out in

0 - LTI o) g
10 where o2 = J%(,,,D,)/[l + (@, = @,)%?] ;Jo is the Bessel function of order 0;
wp is the Doppler frequency shift due to relative motion between the transmitter
and receiver; 7 is the transmission time delay; and ¢ is a time delay spread
between the multipath signal rays. Then, as explained in W. C. Jakes, Jr., ed.,
Microwave Mobije Communications chapt. 1, John Wiley and Sons (1974), ¥ is
15  arandom variable having a probability density function given by the following
expression:

P¥) = 47 [ 2@lgGx - W) + 8 - ¥] ax Eq. 12

Fig. 7 shows the probability density function p, as a function of ¢/x for
20 five different values of the parameter o®. For a frequency separation (w, — «,)
of 40 KHz and a time delay spread o of 5 usec (i.e., o < 0.4, even for the
worst case that w7 = 0), the random variable ¢ is almost uniformly distributed.
In this case, the quantizers quantize the phase-difference estimates into each of
the M phase values with equal probability 1/M. The security of the System
25  depends on the degree to which the phases of the tones are decorrelated by
passage through the communication channel. If the decorrelation is substantially
complete, then the amount of work an eavesdropper must do to break the system
approaches that of an exhaustive search for the key sequences k,, k.
It will be appreciated that the preceding analysis was simplified by letting



the receiver can be performed in the digital domain by a suitable digital
sigrrat processnyg—{tBSP—dev+ee=—Wt

type of nodul ati on can be detected by programr ng the DSP devi ce to
appropriately 25 mani pul ate digital sanples of the received signal, as

described forwgsgsgedss in U S. Patent Applicadon No. Wﬁ%{’ to
Dent et al. for "Milti-Mde Signal Processing”, whichi's essly

i ncor por at ed here by reference. It will be appreci ated that the
DSP device nay be inplenented as hard-wired | ogic circuitry, or,
preferably, as an integrated digital signal processor, such as an 30
application-specific integrated circuit (ASIC). O course it wll be
under st ood WD 96/ 22643
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that an ASIC may include hard-wired logic circuitry that is optimal for

performng a requihmmmwwsmdqummmmwyed

Ver sat i1ty of o P SaPlk v FHRHEcRae i el 3 g5Bet Vs ol ctedfy,

manner and w th hahdmpmmbwwtuWJMgm\@ndrh&:mst

user A establishes its.own nce of uantlze hase-difference estinmates
from a si grensest WF‘n‘g i‘“ &ﬁﬁ“ I fter
transnission b§ the precéding srialysis W%&Mh@mlmﬂm@dd@

that is small in corrparl n to th channel's coherence bandw dth,

t he second user h%@#ﬁiﬁmmﬁg"% MMWH"MMQ'Y
havi ng the frequerlﬁngﬁmrze[,eug,;ekaﬁ,jl@,gc E‘f?ﬁ

energies. In other words, the fi rst user At ansmts, then t se ondp user
B, then t Huch p comb,of senea, In fact,the saquences,mu,imcouMde\getiemed ablrat | n

order to maintain ¢g€by simultaneously transmitting a comb of the appropriate number of tones,

10  and estimating and quantizing the phase difference of each successive pair of
tones. Simultaneous transmission of the two or more tones is desirable because
it is easy then to control the initial phases of the tones, leading to a less
complicated system. _

Moreover, it is not necessary that the frequency separation between the

15  tones in one pair of tones be the same as the frequency separation between
another pair; in other words, the "comb” can have unevenly spaced "teeth”.
Also, it is not necessary to consider only pairs of successive tones; in other
words, the “teeth” in a pair can be separated by other "teeth®. For example, if
the comb includes ten tones f,, f;, . . . f;, arranged in order of increasing

20 frequency, the necessary uniform distribution of the random variable ¢ (see
Eq. 12) could be obtained by pairing, say, the tones f, and f,; f, and f;; f; and f;;
etc. It is only necessary for the tones in each pair to be orthogonally spaced,
i.e., the frequency separations must be sufficient as described above.

25 PILOT SYMBOLS
Instead of transmitting a comb of sinusoids as described above, the key
sequences k,, k; can be established based on only a plurality of pilot symbols
such as the bits that may be transmitted for synchronizing the operation of a first
transceiver and a second transceiver. Such sync bits are typically included in
30 conventional cellular radiotelephone systems as described above in connection



reci procity assunption. Suppose the first user Ais a

radi ot el ephone novi ng at—e—speed-of 15 100 knm'hr with respeet—to0 a base
station or other transceiver (the second user B) and using a radio
frequency carrier in the 900 MHz region. If the delay between t he
transm ssions by tW@okndssds User and the transmi ssions by the secopgdndsRiprdss
10 [err]sec, the radiotel ephone would nove only 0.28 mm during each
delay, a di stance that is negligible in conparison to the

wavel ength of 0.3 m Thus. the 20 scatterings of the signal fromthe
various reflectors should be strongly correl at ed. Al so, a
10-[err]sec delay is longer than the tine usually needed to permt al

si gnal rays due to nultipath propagation to arrive at the second
user and shorter than the few m|lisecond20needed to ensure the
reciprocity of the channel. If the motion is slower or the delay is

shorter, the reciproci t withiFigsh 3AnTwi0 ways of establishing therkays basedioncthe pilot symbols

TS, e, (LLSC user A LaliapadBgpnd 0 fferential of gnal "(the out put of

WO 96/ 22643 PCT/ US96/ OA &quence k can be crudely established by hard-decision decoding the

h[7er r] .['?'Lre] esti mat \emde[)ﬁgi@emnd Wé ﬁrﬁ%’h‘@%ﬁ%@g‘ggf Mﬂ&d’?‘gﬁdﬁm the

is [err] = tane[eri§] Yésnterlof 4sphere. rthwwmmmdnwmm by the

tUFgr { ]ec: gr Fflhey of the ﬁg?wlwmwemonl ea%l f f erentﬁee bet wee )Jthgge%ond user.
Thus, the two pilot symbol sequences will be mapped to the same sphere and
yield the same key. Even if the errors in the sequences decoded by the first and
second users are slightly different, the two sequences will still be mapped to the

10  same sphere with high probability, yielding the same key. A possible

" shortcoming of this method is that many pilot symbols are needed to make it
computationally difficult for an eavesdropper to exhaust all possibilities. If the
pilot symbols are the sync bits in a cellular radio telephone system, it is currently
believed that at least sixty bits are needed.

15 It will be appreciated that the necessary pilot symbols need not be.
transmitted together, viz., it is not necessary to use all of the sync bits in one
time slot of a TDMA channel. For example, any one or more of the sync bits in
one time slot can be used with any one or more of the sync bits in other time
slots. It is only necessary that the time slots be separated by a time interval that

20 is longer than the coherence time of the channel as described above.

A more refined method of establishing a key sequence based on the pilot
symbols uses channel state information rather than hard-decision decoding. In
this method, the first and second users interpolate known pilot symbols and
quantize the outputs of the interpolators in 2 manner similar to that described

25  above with respect to the method of establishing the key based on a comb of
tones.

For example, after downconverting, amplifying, and filtering the received
signal as necessary, the second user determines a phase estimate for each of the
bits in the sync portion of a time slot. Of course, the first and second users

30  could agree to use another set of known bits. The second user determines the



addi tive Gaussi an noi ses. By successively repeating the
weer—A ¢ |

e 'Flrof
of phase-difference estimates that is gi ven by the fol |l owi ng
expressi on: [err] 10 which is the sequence stored in a buffer in the

first user's swhdgsdegl ver and provided to a correspondgﬁl‘fg&‘&c"s
corection decoder In that-first transceiver. Fr

transmtted signals, the eavesdropper E can obtain a baseband 15

differential signal given by the foll ow ng expression: [err] wher e
the Alerr] i =1, 2, 3, 4, are nutually independent. The eavesdropper's
esti mated phase difference is [err]. Also, the e[err], i =1, 2, 3, 4, are
20 nmut ual |y independent random variabl es. The eavesdropper E can
establish a sequence of phase-di fferencﬁ estimates given by the

fol |l owi ng expression: [err] ot ed above each of the three
sequences or vectom g,w ﬁmmed
is provided as an input Signa to a res ective error corr ctio

decoder. The out puiphasesfor tge phase-diffesense estimates-anethen quantized key

e perfor med ot | 08 Pihidelid ans'*me'i'%'? Hhighonfociils 5 et Bbod SpiRie SBaneci e

of possi bl e keys t ewith key establisifiefitby’tnéfiitting a comb of tones.

PCT/ US96/ 00785 ¢ Fig. 8 is a block diagram of a system for carrying out this *refined
method” of using pilot symbols. In a first transceiver, data to be transmitted is
encrypted according to a key sequence by an encryptor 801. Of course, before
the key sequence has been established, the encryptor would simply pass the data
to be transmitted without alteration. A muitiplexer 803 combines the encrypted

10  data to be transmitted with the known pilot symbols, which may be bits used for
synchronization and overhead signaling in conventional radiotelephony. It is only
necessary for the pilot symbols to be transmitted with known phases. The
sequence of interleaved data and pilot symbols formed by the multipiexer 803 is
provided to a pulse shaper and up-converter 805 for transmitting the information

15  through the communication channel, which in general is characterized by fading
and additive white gaussian noise.

At the receiving second transceiver, the signal received from the channel
is down-converted as necessary and passed through a matched filter 807. The
signal generated by the matched filter 807 is divided by a suitably controlled

20  switch 809, or decimator, into a signal comprising the received data that was
transmitted and a signal comprising the received pilot symbols. An
interpolator 811 measures the phases of the received pilot symbols and forms the
difference between each measured phase, which generally will have been rotated
by channel fading, and the known transmitted phase of the respective pilot

25 symbol. The interpolator 811 preferably low-pass filters these phase-difference
estimates. The phase difference values generated by the interpolator 811 are
quantized by a quantizer 813, stored in a buffer memory 815 if necessary for
accumulating enough phase difference values, and then decoded by a decoder 817
for generating a key sequence as described above in relation to Fig. 5.

30 The phase difference values generated by the interpolator 811 are aiso



I ncrease the probability of the first user's and second user's establishing

t he sane key as—deser+bed in nore detail bel ow To
explain why the tones flerr], f[err] nust have frequencies that are
sufficiently separated so that their phases are independent, |et
[err] 5 and de{ygv@mases[€7r] 10  where [err] ; Jo iS the Bes

function of order O; werr] is the Doppler frequency shifﬁ’l}lmm
relative notion between the transmtter and receiver, [err] is the
transm ssion tine delay; and a, is a tine delay spread bet ween t he

mul ti path signal rays. Then, as explained in W C Jakes, Jr., ed.,

M crowave Mbil e Comruni cations chapt. 1, John Wley and Sons (1974), [err]
is 15 a random vari abl e having a probability density function given by
the foll ow ng expr essi on: [err] Fig. 7 shows the
probability density function p[err] as a function%?f [err] for

five different val ues of {llaﬁﬂ' 7 EQr aeutog.ggw&{
(Werr]-werr]) m an tlﬁégguﬁha{%ﬂslprea é ierrF*ec ing
(i.e., alerr] < 0.4, evdhe dasa thahwas u-ansmmdor demadulabort 819 alsojrecjves tiecdata that
random variable # is al t
quanti zers quanti ze the%ﬁw %Mﬁg&% M“Shgé%ﬁy(#v& Effsm%%m
M phase val ues with equaynqhraniziing thetphase/ differine values and theadatal that wasStrzmsmitiad.
depends on the degre to whi ch { he pha of the tones ate deco reI at ed
passage through the "E?A'Eﬁﬁ'ﬁﬁgﬁﬂ TWE@&W‘@P&%% ueice before
substantial l'y Corﬁ&hahnnoﬁ e ecigptal BaHiniteid Mmﬁm9
do to break the system roaches .th 0 stlve search for
t he key sequences k[err]“‘dl!l[’elﬁy] pmduceﬁtb J.‘,M“%L}

decryptor 823 for recovering the data transmitted.

In a manner and with hardware similar to that described above, the
10  transmitter establishes its own key sequence based on transmissions from the
receiver, and that key sequence can be used to decrypt encrypted transmissions
from the receiver. -

SPHERE PACKING AND ASSOCIATION
15 Assuming that K is given and the spheres are predetermined, the general
problem of mapping an arbitrary sequence to a sphere is NP-hard, viz., the
computational complexity of the problem is proportional to the number of
possible spheres. For this application of secure transmission and spreading, the
number of spheres is prohibitively large. Nevertheless, imposing a simplifying
20  structure on the candidate sequences k (corresponding to the representatives ¢ of
the spheres) serves to reduce the computational complexity to an acceptable
level.
In accordance with Applicants’ invention, the set of candidate sequences
is limited to the set of sequences of a linear block error correcting code. The
25  radii of the spheres are then determined by such a code’s error correcting
capability, i.e., the number of errors that the code can correct, and the received
sequences r can be mapped to the candidate sequences k by an appropriate
known decoding procedure.
As one specific example, linear Bose-Chaudhun-Hocqumghem (BCH)
30 codes can be used as the set of candidate sequences k; such codes can be
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lated that the preceding analysis was sinplified by

16/ 22643 et
19

the two tones have equal energies and equal initial phase offsets, which
o obtain with a phase-Ilocked | oop for exapg,}@gs‘m’”
general, it is only necessary for these paraneters
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ion of the random variabl e [err] (see Eq. 12) could
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mt &qmmuulh,khamdk! Again, it will be noted that no
encrypting need be performed by the transmitters. The decoders substantially
limit the number of possible sequences, thereby increasing the likelihood of
sequence agreement between the first and second users. It may be noted that
decoders might not be needed at very high signal-to-noise ratios (SNRs),
although such very high SNRs would be difficult to obtain in 2 practical
communication system.

In many communication systems, an information sequence to be
commaunicated is biock-coded for correcting errors. In orthogonal block coding,
a number N of information bits are converted to one of 2V N-bit orthogonal
codewords. Decoding such an orthogonal codeword involves correlating it with
all members of the set of 2N codewords. The binary index of the codeword
giving the highest correlation yields the desired information. For example, if the
correlations of a received 16-bit codeword with each of the set of sixteen
orthogonal 16-bit codewords having indices 0-15 produce the highest correlation
on the tenth codeword, the underlying information signal is the 4-bit binary
codeword 1010 (which is the integer ten in decimal notation). Such a code is
called a [16,4] orthogonal block code. By inverting all of the bits of the
codewords, one further bit of information may be conveyed per codeword. This
type of coding is known as bi-orthogonal block coding. A significant feature of



| .e., the frequency separatlons must be sufficient as descri bed above. 25
Pl LOT SYMBOLS trst-ead- of transmtting a conb of si-Ausoi ds as

descri bed above, the key sequences k[err], k[err] can be established
based on only a plurality of pilot synmbols such as the bits that may
be transnitted forwgygsigiPni zi ng the operation of a first _ PCTIUSSG007BS

transcei ver and a second transceiver. Such sync bits are typical I'n d
in 30 conventional cellular radiotel ephone systens as descri bed above in

connection WD 96/ 22643

PCT/ US96/ 00785 20

wth Figs. 2A-2C. Two ways of establishing the keys based on the pilot
synbol s are descri bed bel ow. A sequence k can be
crudely established by hard-decision decoding the24 pi |l ot synbol s and

mappi ng the resulting sequence of decoded pilot synbols to the 5 center
of a sphere. It is bel i suchdodingiis that/simultaneousi cormelations withaalictbe oethogdesl bigek he

Second user o Taeeftd i g% ey, bl Rmed SHERARY BT SR o Rl

t he sane sphere and Transformn {FWT) evieza nIn the casefofan[128,7] block code, fori exaimple, 128

sequences decoded by the flrst and ecqn ht
different, the two sequf® "B%"%Eﬁég“’ ﬁ%ﬂtww?dﬁw

Wihth hi gh prollc)abihliﬁy ﬁlﬁmﬁ iermﬁmmbj |oﬁtheconehnond ofthek
shortcom ng of this method is t ot .synbo] s are needed. to nmake it
conput ati onal Iy diffi cufgnal Smples M?ﬁﬂﬁ@“ﬂ%ﬂdﬂ%%l# l& FWVIT; prpeegsor

If the pil ot syjtiek&ived tn LIS Faréat Nol 53573458 16 Deh kﬂﬁcnrathemomam

t el ephone system it is currently bel ?gved t hat gt | east sixty bltsby
are needed. 15 refereacey | | be appreciated that the necessary pil ot

synbol s need not be

10 PERFORMANCE ANALYSIS
To assess the performance of Applicants’ sequence agreement system, it
is helpful to assume the following events:

G ={6,¢R,6,¢R}, B ={0,e¢R,0;¢R]}.

The probability of a symbol match between the first and second users is given by

the following expression:
M
!JPr(GQ = Y [Pr (0, ¢ R)P Eq. 13
8] i=l
15  The probability of a symbol match between the first user and an eavesdropper is
given by the following expression:
o 1
p,=PrilUPrB) = = Eq. 14
il M

The probability density function of an estimated phase © in a decision
20  region can be derived as follows. Initially, assume A = ©, - ©, is given and
eﬁual to zero. Consider the following:
where, conditioned on A, and A;, E{X} = 2A,AFE a p; E(Y) = G and
25  variance (X) = variance (Y) = 2EN(AZ + A2) 4 of . The conditional joint



transmtted together, viz., it is not necessary to use all of the sync bits
|n—ﬁne—---m-**+ﬁ%ﬁﬂ+ﬁ—<ﬁ~ifiﬂamﬁ-eh&nneL——Feﬁ—e*anpLe——any—ene—e&—nn;e—gi___
the sync bits in one tinme slot can be used with any one or nore of
the sync bits in other tine slots. It is only necessary that the
time slots beygegpeated by a tinme interval that 20 s Io%;us%the
coherence tine of the channel as described above.

refined method of establishing a key sequence based on the pil ot

synbol s uses channel state information rather than hard-decision decodi ng.
In this method, the first and second users interpolate known pil ot
synbol s and gquantize the outputs of the interpolators in a manner
simlar to that described 25 above with respect to the nethod of
establishing the key based on a conb of 25 tones. For
exanpl e, after downconverting, anplifying, and filtering the received
signal as necessary, the second user determ nes a phase estimte for each
of the bits in the sync pdV/ts 3AME a ANpe 8Nt . OF course, the
first and second users 30 could agXeej¥Yo use another set of known bits.

The second user determ nes the Xs= m\p@%/;&@gﬁe + AN)
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di fferences between each of the phgsen@@ﬂ{vhatwand t he respective

pr edet er m ned phases.for thie known b| ts. These phase-difference
estimates are therprasbility desbity function oft RKCand" ﬂl&'ﬁgr&gﬁéﬁ&ﬁ
decoder as described above |ntyconnect°|ﬁon vi \%? h key eStabli1snent by
transmtting a conb of tones. ) 8|s a blo di agram of a
system for carrying ya]fm%rng pi | ot
synbols. In a first transceiver, data tQ ansm ted IS encrypt ed

according to a key sequence by an encryp r 801 O course, before

t he key sequence has been established, the encryptor would sinply pass the
dat a and with the change of variables:

ReyX+ ¥, and 0 = tan? Y

X

the conditional joint density function of © and R is given by the following
expression:

Pr8la) = Lo exp (- (7 + 4 - 20r cost) 120])

2
Ztao

5  Integrating over the interval r € [0, oo], it can be shown that the probability
density function of 4 is given by:

POIT) = = exp (-1)

-r:m*o)[x - o AT eoso)]

. 1
2r
where:
It can be shown that A’ is uniformiy distributed over the interval
[—=, x]. With regions given by R, = [—xi/M, xi/M], fori = 1, ..., M, the
10  desired probability of an estimated phase © in a decision region is given by:



tp be transmtted without alteration. A multiplexer 803 conbines the
encrypted 10 data t o—-be-t+ransm-tted with the known pilot synbols, which

may be bits used for synchroni zati on and overhead signaling in
conventional radiotel ephony. It is only necessary for the pilot
synbol s to be tranggg w th known phases. The sequenc

interl eaved data a?ga pI synbol s forned by the nultiplexer 803 Kglrmsssmns

provided to a pul se shaper and up-converter 805 for transmtting the
~information 15 through the conmuni cation channel, which in general is
characterizerd by fading and additive white gaussi an noi se.

‘At the receiving second transceiver, the signal received fromthe channel

i s down-converted as necessary and passed through a matched filter 807. The
. signal generated by the matched filter 807 is divigged by a suitably
~controlled 20 switch 809, or decimator, into a signal conprising the

recei ved data that was transm tted and a signal conprising the
recei ved pilot synbols. An i nt erpol at or 8%@,}§reasues t he phases of
- the received pilot synbols and forns the Ence between each

measur ed phase, which generally will have been rgod gt by channel
fading, and the known transmitted phase of the rekpec |ve pilot 25
synbol. The interpolator 811 preferably | ow pass filters these

phase-difference estimates. The phase difference val ues generated
by the interpolator 811 are guant i fe-d Py, a quantizer 813, stored in
a buffer nenory 815 if necessary Pr{fre R) = — icfw(ﬂat—i&m) ADudh dp TS e

di fference val ues, and then decoded by a rx, 817 for generating

a key sequence as described above in relation to Fig. 5. 30 The
phase difference values generated by the interpolator 811 are al so

WD 96/ 22643 PCT/ US96/ 00785

22 provi ded to a denNdwl eahsider@8fi©useiofta lieanbloek cotle haeing meinimum Hamming

decoder for recovering geance d, dimension k, and block length n. Let t = [(d - 1)/2] be the number
of errors that can be corrected by the decoder. The probability that the
S  sequences established by the first and second users agree is the probability of the
two received vectors being in the same decoding region of a codeword.
Let ¢ be a codeword with Hamming weight 1. Three vectors ¢, r,, and rp
are available. Rearranging the coordinates of these vectors does not change the
performance analysis. One such permutation is as follows:

10
! ey
om YIS .. #9981 COCOSOD .. GRS
o . ! &
fge 11 11 S0 .8 T .1 0.0
| . BRSSO
15

The probability that the sequences agree and that the sequence is ¢ can be shown
to be given by:

asl U5 § E a-i-k

255> 8 B 3 > [;]u-px"'- _

joO0 k%0 m=0 w0 m>0 me0



the data that was transmtted. The denodul ator 819 al so receives the data
t hat was—transmitted. which-aay have passed through a delay deyice

821 suitable for synchroni zing the phase difference values and the
data that was transmtted. 5 Assum ng that received data was encrypted
accordi ng t owldi@n¥Qy Sequence before trasm ssion, t ncryvpt ed
transmtted data produced-by the denodul ator 819 a

sequence produced by the decoder 817 are provided to a decrypt or
823 for recovering the data transmtted. In a manner and with
hardware simlar to that described above, the 10 transmtter establishes
Its own key sequence based on transm ssions fromthe recei ver, and
t hat key sequence can be used to decrypt encrypted transm ssions

fromthe receiver. SPHERE PACKI NG,4ND ASSOCI ATI ON 15

Assuming that Kis given and the spheres ar&predeternined, the generaL

pr obl em of mappin .arbitrary sequence to a sphere is NP-hard, viz., the
conput ati onal conplexity of the problemis proportional to the nunber  of
possi bl e spheres For this applicati of secure transm ssion and spreadi ng,
t he number of spheres is prﬁfoﬂw@h?‘?‘arg@ Nevert hel ess,

I nposing a sinplifying 20 structure @gsthekpgpgldate sequences k
(corresponding to the represetatives c t he spheres) serves to
reduce the conputational conpl e@ifymt e jar mgce@&pt <t | evel .

I n accordance with Applicants' |nvent|on the set of candi dat e sequences

is limted to t heThs wpmmi&yummagmﬁsﬁvaﬁbyerror correcting code.
The 25 radii of the spheres are then determ ned by such a code's error

correcting capability, i.e.,di,'gf g;ﬂfgr j‘d,errors that the code can
correct, and the received sequerce cg ¢ mapped to the

candi dat e sequences k by an appropriate known decodi ng procedure.
?gdggeczﬁeggfLgegxgggﬂmésIé@far Bose- Chaudhuri - Fbcququgagk BCH)§%G&H e
WD 96/ 22643 the sequence established by the eavesdropper agrees is given by a similar
5  equation substituting p, for p,. Without the use of a decoder,
Pr(k, = ky) =Pr(r, = rp) = p: » and Pr(k, = kp) = Pr(r, = rp) = /M.
It is of interest to discuss the tradeoffs involved in such a sequence
agreement system. A small value for the dimension k yields a code with good
error correcting capability, but as k decreases the speed with which an exhaustive
10  search can be carried increases exponentially. The choice of the code parameters
is crucial since the code restricts the size of the candidate sequence space, but the
reduction should not yield an insecure system.
For a large number M of decision regions, a larger code can be used,
ﬂumwwimnummgﬂmcmmmmnhmnﬂxunyofmeqnumuaMm,P.dxmmng
1S  which results in a good probabilistic secrecy. This is not sufficient, however, to
obtain a good cryptographic system. With increasing M, thermal noise effects
become dominant and an increase in E,/N, (ratio of bit energy to noise energy) is
required to achieve a sequence agreement with certain probabilistic secrecy.
Therefore, a tradeoff exists between computational secrecy, probabilistic secrecy,
20 and transmitted energy.
As another example, consider the use of a (31,13) Reed-Solomon code
over GF(32). The size of the code (the number of possible codewords, or bit
sequences) is 327 = 2%, and the computational secrecy is substantially better



23 decoded with | ow conplexity using either the

Pet er son- Gor enst ei n- Zi-erlefemoou.. . procedure or di e Berl ekanp- Massey
procedure, or any procedure for decoding cyclic codes, as described
i-n the above-cited book by R Blahut. If the code paraneters are

(n, k) with mni L.Ng distance d and wi th code synbol 5

G-(2[err]), candida gﬁgggﬁences of length mm can be established F?gﬁggaggé
of size 2. The Hamming radius t of the sphere, or equivalently the error
correcting capablity of the code, is given by t [err][(d-1)/2]. (The
spheres need not be cl osely -packed). The received
sequences rf[err], r[err], and r[err] are the inputs to error correction 10
decoders i npl enenting the Berl ekanp- Massey procedure. The out puts of the
decoders are the sequences k[err], k[err], and K[ ]. Again, it wll be
noted that no encrypting need be perfoned the transmtters. The

et oby i nar easl ng 1 he (1R LIRS 25 i S bcflencl 878 ol YA T Bt copryprion

t hereby increasing the Il | C . ence agf r |
first and second users. standardyconsisting offifty+six secret bitsaad ¢ight parity pits. Tde nijgimum

needed at very high sig - 1.0- N ' l‘éh@ﬁimnn : ugh such

very high SNRs woul d be%@&%aﬁ%ﬁgﬁn I'na prac |cgléiﬂt&9"

conmmuni cati on system Fig. 9 shows theperformance of iacsettire communication system that uses
i nformati on sequence,to b conmmunj ca | s bl - coded for

correcting errors. I or‘l‘ﬁbﬁmsm dl%@gd‘%aﬁ% Oqfa(ﬁl,ll)Reed-
information bits are corgeinicidcode and theqlerfofrinces of tviotuncoded agsend. From Fig. 9, it
codewords. Decodi ng such an orthogonal codewqrd.involveg cqarrelating it

wi th al | menber s G be geencthat, ui é'f"e?’F}A‘ﬁH&éwf : h&%@@*’?ﬂ&éws
_th](ca codeword . gi ?/ieﬁb_ l]'cidhﬁd bymﬁﬂrml tusers dpi@ftdggg Be10tes ij;{gﬁlg ‘g-“"

i nformation. For exanple,.i e relatjions, o recgive -bit . .
codeword with each of t f8He$ °fs§lx‘f%é?flc%§§ fWﬁo@o?ﬂgl 1%%-!“8?%% s is
having indi ces 0-151pr Omwﬂ:dnwhmm,d@*e&w!, compared & & B6min@hiciion
codeword, the underlying Information signal is the 4-bit binary

codeword 1010 (which i s Sysem;withoyea decoder, \Magrovers Prike 1= Kby 0 ang, PHre < Bac= 0

I's called a [16,%0%%@%{1 il ock code. By inverting all of the
bits of the codewor ds, one urit)her bit of information may

be
conveyed per codeword. This 3msuchasysteny, theousend aj decoden iadesisable forthe, §zpe pad second
bl ock coding. A signifiGgak hfduph fiotQtrictly required as described above, but use of a decoder

1S  does not help the eavesdropper. For spreading the information transmitted or
despreading the information received, the sequence produced by the decoders can
be used as it is, or a binary representation of the whole or part of the sequence
can be used. It will be understood that this "spreading” does not refer to the
spreading carried out in 2 CDMA communication system. The key sequences

20  established in accordance with Applicants’ invention are generally unsuitabie for
use as CDMA spreading sequences due to their uncontrolled cross-correlation
properties, although Applicants’ key sequences can be used for encrypting and
decrypting information communicated in 2 CDMA system.

Applicants’ sequence agreement methods and apparatus based on the

25  reversibility of a radio channel provide superior computational secrecy as well as
probabilistic secrecy. Using Applicants’ invention, long arbitrary key sequences
can be shared, and a key sequence can be changed even during a communication
“session”. In a cellular radio telephone system, it would be desirable to establish
a new key sequence at least each time a mobile station registered with the

30 communication System, and even perhaps more frequently, such as for each call
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24————such—eed+ng—hs—&ha{~a—nﬁ++&ﬁeeus+eﬁﬁe+&kken—w+h—a-h+he————
ort hogonal bl ock codewords in a set may be peformed efficiently by
.reans of a Fast Wal sh Transform (FW) device. In the case of a

[128, 7] bl ocworggilsegsf Or exanple, 128 I nput si gnal sam@ﬁ%
transfornmed into a 128-point Wal sh spectrumin which 5 each point In the
spectrumrepresents the value of the correlation of the input si gnal

sanples with one of the codewords in the set. A suitable FW processor
I's described in U S. Patent No. 5,357,454 to Dent, which is incorporated

here by ref erence. 10 PERFORMANCE ANALYSI S To assess

t he perfornmance of Applicants' sequence agreenent system it i's

hel pful to assunme the follow ng events: 2@ The probability of a
synbol match between the first and second uSérs is given by t he

fol | ow ng expr essgP@ach time 4 Phedetermined thhe imeWRPQigses.Y Of a symbol natch
between the first user_and an eavesdropper is
of using a linear code, a secure communication system

could employ combs of 2M orthogonal tones transmitted by each user. Such a
comb system has the same performance as a block-code system, but the comb

S  system requires a much larger bandwidth, as required by orthogonal signaling,
and a more complex frequency synthesizer for generating the tones.

In either system, the performance measure for security is taken to be
probabilistic, and different from the Shannon measure of perfect secrecy. In
particular, in the block-code system, the probability of two users’ establishing the

10  same secret key sequence is close to one and the probability of an eavesdropper’s
establishing the same sequence is substantially 2zero. This is probabilistic
secrecy. Also, the number of possible key sequences is large enough that finding
the correct sequence by exhaustive search is impractical. This is computational
secrecy. _

15 While particular embodiments of Applicants’ invention have been
described and illustrated, it should be understood that the invention is not limited
thereto. This application contemplates any and all modifications that fall within
the spirit and scope of Applicant’s invention as defined by the following claims.



given by the foll ow ng expression: [err]. The probability
density function of ar—est+wated phase [err] in a decision 20 regi on can
be derived as follows. Initially, assune [err] =[err][err] - [err][err] is
gi ven and equal to zero. OonS| der the folTow ng: wher e,
condi tioned on Al eydeshRghsAlerr], (X) = vari ang@rristbnarss
[err]. The conditional joint - [ ISHE I%HH' ml

PCT/ US96/ 00785 obability
density function of X and Y is given by the follow ng expressmn [err]

. 30

CLAIMS:

1. A method of establishing a key sequence for secure communication
between a first radio transceiver and a second radio transceiver comprising the
steps of:

5 in the first radio transceiver, transmitting a plurality of sinusoidal signals,
each sinusoidal signal having a respective predetermined frequency and a
predetermined initial phase;

in the second radio transceiver, detecting the plurality of sinusoidal
signals transmitted by the first radio transceiver, and transmitting the plurality of

10  sinusoidal signals after a predetermined time period;

in each of the first and second radio transceivers, determining a phase of
each of the plurality of sinusoidal signals received from the other radio
transceiver;

in each of the first and second radio transceivers, determining differences

15  between the phases of pairs of the sinusoidal signals received;

in each of the first and second radio transceivers, quantizing each
difference into a respective one of a plurality of phase decision values; and

in each of the first and second radio transceivers, decoding a piurality of
the quantized differences into a key sequence according to a predetermined block

20 code.

2. The method of claim 1, further comprising, in each of the first and
second radio transceivers, the step of determining a magnitude of each of the
plurality of sinusoidal signals, wherein the magnitudes are used in the decoding
step as soft information.

25 3. The method of claim 1, further comprising, in at least one of the first
and second radio transceivers, the step of encrypting information to be
transmitted according to the key sequence; and in at least the other one of the
first and second radio transceivers, the step of decrypting encrypted transmitted
information according to the key sequence.

30 4. The method of claim 3, wherein the encrypting step comprises the



and with the change of variables: [err] t he conditional joint
densi \ : . \

Integrating over the interval r—f{err}-[Q [err]]t can be shovvn t hat the
probability density function err] is given by: [err] [err]
wher e: wolsegzklls e shown at w!ﬂ gmmﬂ"’m y di stn%mthe

I nterval [err]. Wth regions err] for i =170, M
the 10 desired probability of an estim ed" phase [err] in a decision region
i's given by: WD 96/ 22643

PCT/ US96/ 00785
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step of combining the key sequence and the information to be transmitted in a
stream cipher system.

5. The method of claim 3, wherein the encrypting step comprises the

- step of combining the key sequence and the information to be transmitted in a

S  block-oriented cipher system.

6. A method of establishing a key sequence for secure communication
between a first radio transceiver and a second radio transceiver comprising the
steps of: |

in the first radio transceiver, transmitting a predetermined digital word

10  including a plurality of bits;

in the second radio transceiver, detecting the predetermined digital word
transmitted by the first radio transceiver, and transmitting the predetermined
digital word after a predetermined time period; '

in each of the first and second radio transceivers, hard-decision decoding

15 each of the plurality of bits in the predetermined digital word received from the
other radio transceiver; and

in each of the first and second radio transceivers, mapping the hard-
decision decoded plurality of bits into a key sequence according 10 2
predetermined block code.

20 7. The method of claim 6, funhercompnsmg,meachofﬂleﬁrstand
second radio transceivers, the step of determining a magnitude of each of the
plurality of bits, wherein the magnitudes are used in the mapping step as soft
information. '

8. The method of claim 6, further comprising, in at least one of the first

25  and second radio transceivers, the step of encrypting information to be
transmitted according to the key sequence; and in at least the other one of the
first and second radio transceivers, the step of decrypting encrypted transmitted
information according to the key sequence.

9. The method of claim 8, whemntheencrypnngsucpcompnsesﬂ:e

30 step of combining the key sequence and the information to be transmitted in a



26 [err] [err] Now consi der the use of a linear block
code havi ng m ni nrum Hara-Ag—- -d+stance d, dinension k, and--bl ock |ength
n. Let t =[(d - 1)/2] be the nunber an be corrected

by the decoder. The probability that the se tabl [ shed by the
first and second uggbgnaaey €e is the pro u l!i @b%ﬁﬂn
vectors being in the sane decodi ng regl H HI H et C Be

a codeword with Hamm ng weight 1. Three vectors c, rl[err], and r[err]
are avail abl e. Rearrangi ng the coordi nates of these vect ors does not change

t he performance anal ysis. One such pernutation is as follows: 10
[err] 15 The probability that the sequences agree and that the
sequence is ¢ can be shown to be given by: [err]
32
stream cipher system.

10. The method of claim 8, wherein the encrypting step comprises the
step of combining the key sequence and the information to be transmitted in a
block-oriented cipher system.

5 11. A method of establishing a key sequence for secure communication
between a first radio transceiver and a second radio transceiver comprising the
steps of:

in the first radio transceiver, transmitting a predetermined digital word
including a plurality of bits;

10 in the second radio transceiver, detecting the predetermined digital word
transmitted by the first radio transceiver, and transmitting the predetermined
digital word after a predetermined time period;

in each of the first and second radio transceivers, determining a phase of
each of the plurality of bits received from the other radio transceiver;

15 in each of the first and second radio transceivers, determining a difference
between each phase determined and a respective predetermined phase;

in each of the first and second radio transceivers, quantizing each
difference into a respective one of a plurality of phase decision values; and

in each of the first and second radio transceivers, decoding a plurality of

20  the quantized differences into a key sequence according to a predetermined block
code.

12. The method of claim 11, further comprising, in each of the first and
second radio transceivers, the step of determining a magnitude of each of the
plurality of bits, wherein the magnitudes are used in the decoding step as soft

25  information.

13. The method of claim 11, further comprising, in at least one of the
first and second radio transceivers, the step of encrypting information to be
transmitted according to the key sequence; and in at Jeast the other one of the
first and second radio transceivers, the step of decrypting encrypted transmitted

30 information according to the key sequence.
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[err] O ferr] j +k TJerr] t

O [err] nferr]+ - nferr] + k - nferr] + rr[err] [err] t Thus, the
probability | agreenent

Pr(k[err] =k[err])=[err]AP[err] where Alerr] is a vvelmﬁ?mm
enunerat or function of the code l'wm'm, [err] t hat t he
sequence established by the eave ‘given by a simlar 5
equation substituting p[err] for p[err] t hbut* t he use of a decoder,
Pr(k[err] =k[err])= Pr(r[err]—r[err])— p[err] and Pr(k[err] =[err]) =
Pr(r[err] =r[err])1l/ M is of interest to discuss the
tradeoffs involved in such a sequence 3 greenment system A snall
value for the dinmension k yields a code with %ood error correcting

capability, but as k d lﬂﬁﬂfj ‘Hhm?
search can be carried ?nc?@%ses exponen I al W%%&%é‘m

par anet ers step of combining;the key memuon tocbestramsmided: ina

candi dat e sequence,Sha Qﬁﬂ PHEILP reduction should not yield an
i nsecure system ‘

15. The method of claim 13, wherein the encrypting step comprises the

5  step of combining the key sequence and the information to be transmitted in a
block-oriented cipher system. |

16. An apparatus for establishing a key sequence for secure
communication between a first radio transceiver and a second radio transceiver
comprising:

10 in the first radio transceiver, means for transmitting a plurality of
sinusoidal signals, each sinusoidal signal having a respective predetermined
frequency and a predetermined initial phase;

in the second radio transceiver, means for detecting the plurality of
sinusoidal signals transmitted by the first radio transceiver, and for transmitting

15  the plurality of sinusoidal signals at a predetermined time after the beginning is
detected; |

in each of the first and second radio transceivers, means for determining a
phase of each of the plurality of sinusoidal signals received from the other radio
transcetver;

20 in each of the first and second radio transceivers, means for determining
differences between the phases of pairs of the sinusoidal signals received;

in each of the first and second radio transceivers, means for quantizing
each difference into a respective one of a plurality of phase decision values; and

in each of the first and second radio transceivers, means for decoding a

25  plurality of the quantized differences into a key sequence according to a
predetermined block code.

17. The apparatus of claim 16, further comprising, in each of‘ the first
and second radio transceivers, means for determining a magnitude of each of the
plurality of sinusoidal signals, wherein the magnitudes are used by the decoding

30  means as soft information.



For a | arge nunber M of decision regions, a |arger code can be used,

t hereby increasing the eenputati onal secrecy of the system also, Plerr]
decreases, 15 which results in a good probabilistic secrecy. This is not
sufficient, however, to - obtain a good cryptographi c system Wth

i ncreasing M thenswdegheég@e ef fects become—dortrant and anpeigssRess
in EfN[err] (ratio of bit energy to n required to
achi eve a sequence agreenent with cert ﬂﬁmiwu‘l Secrecy.

Therefore, a tradeoff exists between c ecy, probabilistic
secrecy, 20 and trasmtted enerqgy. As arot her exanpl e,
consider the use of a (31,13) Reed-Sol onon code over GF(32). The

. size of the code (the nunber of possible codewords, or bit

" sequences) is 32[err] = 2[err], and the conputathgal secrecy is
substantially better MD 96/ 22643 PCT/ US96/ 00785

28 than that of DES18[ erhe mmls,m@Wgﬁmwmme

the digital encryption standard, consistin Si X secret

bits and eight parity b.ﬁrstwmmwm "ﬂ%r%m iog fobe,

Reed- Sol onon code i's ei qhihGfifited according %@m@%%&sﬁmaﬁam
S

of a secure conmuni cation systemthat uses uch a Reed- Sol onon code
Al so shown are the perf Jisseandseeond sadio transceivers e eans msm@éa@nm

t he performances of &wo. é&ﬁfjﬁg% , can be
seen that, with the %se 0 anne cg‘é ’Eiue probab| lity that the keys
est abl i shed by the first and lsedampmnsowmﬂ&aghwﬂ&mmg meansscamhines

55, "Tespect very. i 5 180 S0 abEEE it o il o By

respectively, conpared to a @0mikeiappdratos of claim 18, whestin the/enciypting medrs cambines
Moreover, Pr(k[err]=k[ergl }S0eaitc ald ' iiformition"th b tandhnitted in a block-oriented cipher
| 10  system.
21. An apparatus for establishing a key sequence for secure
communication between a first radio transceiver and a second radio transceiver

comprising:
in the first radio transceiver, means for transmitting a predetermined
15  digital word including a plurality of bits;
in the second radio transceiver, means for detecting the predetermined
digital word transmitted by the first radio transceiver, and for transmitting the
predetermined digital word after a predetermined time period;
in each of the first and second radio transceivers, means for hard-decision

20  decoding each of the plurality of bits in the predetermined digital word received

from the other radio transceiver; and

in each of the first and second radio transceivers, means for mapping the
hard-decision decoded plurality of bits into a key sequence according 10 a
predetermined block code.

25  22. The apparatus of claim 21, further comprising, in each of the first
and second radio transceivers, means for determining a magnitude of each of the
pluraity of bits, wherein the magnitudes are used by the mapping means as soft
information.

23. The apparatus of claim 21, further comprising, in at least one of the

30 first and second transceivers, means for encrypting information to be transmitted



(both'are about 10[erer]). In such a system the use of a
g I . et o I I } ’

strictly required as descri bed above, but use of a decoder 15 does not
.hel p the eavesdropper. For spreading the information transmtted or

despr eadi ng Wipesrakar nati on rec&uLedT_t_he—sequenee produced pefnistgoosgcoder s

can be used as it i or a bi nar represent ati on of the whole or
part of the sequence r“m“l Hﬂﬂ m MEE ibe understood that this
spreadi ng does not refer to the carried out in a CDVA
communi cati on system The key sequences est abl i shed i n accordance

with Applicants' invention are generally unSU|tabIe for use as CDMVA
spreadi ng sequences due to their uncontrolled cross-correlation

properties, although Applicants' key sequenc?§ can be used for encrypting
and decrypting informati on conmuni cated in a CDVA system

Applicants’ sequenggordigs Mt ey SRGuLAES a0l Gn aPlat Me StheoiRbf e R and 25

reversibility of a radlo channel provide superior conputational secrecy as
wel | as prigesnd é&get desmagn g HsTyPted Hransmitied dnformation ong

arbitrary key seqmwﬂw ﬁ,ﬂmbg shared, and a key sequence can be
changed even during a communi cati "sessions. In a cellular radio

tel ephone system it w34t dMhesappamstus of claim 33 whensin the encrypting means cambiaps

sequence at | egst &nce lméh qunﬂ.‘ﬁg &%&%M
conmmuni cati on gyst@?n%an ever?Hag)e aps nore frequen , Such as *Tor™~eac

cal | WO 96/ 226428. The apparatus of claim 23, wherein the encrypting means combines
PCT/ US96/ 00785

or each tine a pr é%%?ﬁ%‘"&‘%‘ﬂf%‘”& p%‘é'gmm inablock-oﬁmtepﬁgqhgﬁd

of using a |inear sgstemk code, a secure conmuni cation system could
enpl oy conbs of 2M ort t}ggomlapﬁa%s t L&%ﬂt e%?%%ﬁ& hl)ser Such a
10 communication between a first radio transceiver and a second radio transceiver
comprising: -

in the first radio txanséeiver, means for transmitting a predetermined
digital word including a plurality of bits;

in the second radio transceiver, means for detecting the predetermined

15  digital word transmitted by the first radio transceiver, and for transmitting the
predetermined digital word after a predetermined time period;

in each of the first and second radio transceivers, means for determining a
phase of each of the plurality of bits received from the other radio transceiver;

in each of the first and second radio transceivers, means for determining a

20 difference between each phase determined and a respective predetermined phase;
in each of the first and second radio transceivers, means for quantizing
each difference into a respective one of a plurality of phase decision values; and

in each of the first and second radio transceivers, means for decoding a
plurality of the quantized differences into a key sequence according to a

25  predetermined block code.

27. The apparatus of claim 26, further comprising, in each of the first
and second radio transceivers, means for determining a magnitude of each of the
plurality of bits, wherein the magnitudes are used by the decoding means as soft
information.

30 28. The apparatus of claim 26, further comprising, in at least one of the



conb system has the sane performance as a bl ock-code system but the conb
5 systemrequires a-uch-targer bandw dth, as required—byorthogonal

si gnal i ng, and a nore conpl ex frequency synthesizer for generating
t he tones. In either system the perfornmance neasure for
security is taken‘w prebeb1—|—1—et+c—anel—el4—f—f erent fr onpt1r0s96/00785

Shannon nmeasure of pertect sectecy uIar |n t he bl ock-code
system the probability of two userﬂlﬂ‘ﬁmgmﬁ ﬂ 3‘“ sanme secret
key sequence is close to one and t an eavesdropper S

establishing the sane sequence is substantially zero. This is probabilistic

secrecy. Also, the nunber of possible key sequences is | ar ge enough t hat

finding the correct sequence by exhaustive search is inpractical.
This is conputational 15 Whi |l e particyggar enbodi nent of
Appl i cants' invention have been descri bed and illustrated, it should

be understood that the gpy tﬁlﬁé& nz‘pnﬁd”mon-rﬁbhmmued
appl i cation contenpl at es any an a f'l catl ons_t Wé’%ﬁ?ﬁ

the spirit and scope of WWM f'%ﬂf‘g

cl ai ns. WO 96/ 2 Gwﬁéd

30 CLAI M "g“%mu f’ K net%oﬁ 3? establ'i shing a key

sequence for socure conmdingtm(ﬂukeyma ween a first radio transcel vr
and a second radi o transceiy, hqﬁit g?&gpm combines
in the first radi o transcei rﬁﬁnﬁéﬁg‘gﬂng apfuralty |nu50|dal

si gnal s, each singueyisefuencei apdahe informatom tor bestpansmitted in a streare ciphergystem.
frequency and a predfé GHE ned 'n'of'&m%%nmemcrwnng means combines

the key sequence and the information to be transmitted in a block-oriented cipher
system.



in the second radio transceiver, detectlng.the plurality of si nusoi dal

S|fﬂﬁﬁ1r1HHansﬂrffed—by—%he~¢++s%—#aéve—%naHéee+veF——and—++aﬂsﬁh+bhng—Lhe—————-

plurality of 10 sinusoi dal signals-after a predeterm ned tinme peri od;
in each of the first and second radio transceivers, determ ning a phase of

each of the {igysptdesy Of sinusoidal signals recei ved from t#&,‘g’%g adi o
radli o

transcei ver;  in each of the first and secon
transcelvers determ ning differences 377 between the phases of pairs of
t he sinusoidal signal s received, in each of the first and

grence into a
dnd

ing a plurality of
™32 predeterm ned

second radi o transceivers, quantizing each
respective one of a plurality of phase decision_ya uesy
in each of the first and second radio transcqi
the quantized differences into a key sequepe
bl ock 20 code. 2. The
conprising, in each of the first and
step of determ ning a magnitude of each of
si nusoi dal signals, wherein the nagnitudes arjle wsed
step as soft information. 25 3.
conprising, in at |least one of the first
transceivers, the step of encrypting info
according to the key sequence; and in g
first and second radio transceivers
transmtted i nf or mai on ace
4. The nethod of claim3, whepe
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step of conbining the key sequence and t he f‘__ig nformation to be transmtted in

a Sibefr@a-CHpher—sy-stem i -S—Fhe—rethog—of—ctarmS;
wherin the encrypting step conprises the step of conbining the key
.squence and the information to be transmtted in a 5 bl ock-ori ent ed

ci pher syst agbosm2643 6. A nethod of establishing pdffisecdmsence
for secure conmmunication - between a first radio transceiver and a
second radi o transcei ver conprising the2/7 steps of: in
the first radio transceiver, transmtting a predetermned digital word 10
including a plurality of bits; in the second radio

transcei ver, detecting the predeterm ned digital word transmtted

by the first radio transceiver nsnitting the predeterm ned
digital word after a predeter _g'dq‘e pg.lgd in each of
the first and second radio t#anSCei Vet s, nard-deci si on decoding 15 each -

of the plurality of bits in the predetermned digital word received from
t he @ h@r radjgo transggiver; opg 24 in eachgpf the
first and s t scerver s, mappr Ty rihe—itar- crectstomr
decoded pl uf#l t Ry} PREAMt S|i SYN G Key @agnencd acgyying fo a

predet erm n¢d_bl otk code | 20 L. The method oficlaim®6, further
conprising, in each of the first and second radi o transceivers, the -
step of determ ning a magnitude of each of the plurality of bits,
wherein the magnitudes are used in the mapping step as soft
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