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Receive an authentication request sent by a user through a terminal, 2 10
the authentication request carrying a user identification and'or /

a wearable device identification of the user

Y
Acquire downlink authentication information, and issue to the terminal 220
a detection instruction that carries the downlink authentication /'

information and the wearable device identification of the user

Y

Receive a detection acknowledgment, returned by the terminal, 230
which carries uplink authentication information, the uplink
authentication information being generated, by a wearable device /
designated in the detection instruction. according to a device -
authentication key and the downlink authentication information

Y
Match the downlink authentication information with the wuplink| 240
authentication information by using the server authentication
key of the user, /
wherein the user passes the authentication if the matching succeeds |-
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310

Send an authentication request to a server according to
an operation of a user /

320

Receive a detection instruction of the server, the detection
instruction carrying downlink anthentication information and /

a wearable device identification

330

Send the downlink authentication information to a wearable
device designated in the detection instruction, and receive /

uplink authentication information returned by the wearable
device

340

Send to the server a detection acknowledgment that carries
the uplink anthentication information /

Receive a user authentication result determined by the
server according to the uplink authentication information, /

the downlink authentication information, and a server
authentication key
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a user through a terminal

a device authentication key, and issue to the terminal a write
instruction that carries the device authentication key and a wearable
device identification of the user _

Recetve a write acknowledgment returned by the terminal
and if the write acknowledgment indicates that the device
authentication ley has been successfully stored in a wearable

relationship between a user identification, the wearable
device identification, and the server authentication key of the user
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Acquire a server aunthentication key of the user and

device designated in the write instruction, store a corresponding

410

Receive a wearable device registration request sent by /

420

430



Send a wearable device registration request to a server
according to an operation of a user

identification of the user

Recerve a write mstruction of the server, the write mstruction 520
carrying a device anthentication key and a wearable device

Execute an operation of writing the device authentication key on

a wearable device designated in the write instruction

Send a write acknowledgment to the server, the write

acknowledgment carrying a message indicating whether the device /

authentication key is successfully written
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Non-volatile
memory




Authentication request receiving unit

Detection instruction issuing unit

Detection acknowledgment receiving unit

Matching unit
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Authentication request sending unit

Detection instruction receiving unit

Uplink authentication information unit

Detection acknowledgment sending unit

Authentication result receiving unit
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Fegistration request recefving unit

Write instruction issuing unit

Write acknowledgment receiving unit
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Registration request sending unit

Write instruction receiving unit

Write operation execution unit

Write acknowledgment sending unit
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