MOBILE SECURITY COUNTERMEASURES

ABSTRACT OF THE DISCLOSURE

A method includes generating a user profile for an authorized user of a mobile device
based on behavior patterns associated with the authorized user. The method also includes
detecting subsequent user behavior of a particular user during an attempt by the particular
user to access the mobile device. The method also includes comparing the subsequent user
behavior to the behavior patterns of the user profile to determine whether the particular user
is authorized or unauthorized. In response to determining that the particular user is an
unauthorized user, the method includes detecting activity by the unauthorized user and
performing a countermeasure of a plurality of countermeasures in response to detecting the
activity. Each countermeasure of the plurality of countermeasures has a different security

level and corresponds to a degree of the activity.
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