Drawings

Acquire behavior data of a user

l

Select a specific behavior link from the behavior data

I

Determine a risk coefficient of the specific
behavior link in the behavior data

l

Judge, according to the risk coefficient,
whether the specific behawvior link is risky

FIG. 1

Select, from the behavior data,
fragment data in a specific time period

Yy

Acaquire behaviors included in the fragment data

Y

Sort the behaviors in chronological order according to
occurrence times to obtain the specific behavior link

FIG. 2

1/4



S131

Acquire a total number of operations that the user /'/
operates all behavior links in a first time period

l

5132

Acquire the mumber of operations that the user /""
operates the specific behavior link in the first time period

l

133
Determine a ratio of the total number of behaviors to /-"' S

the number of operations to obtain the short-term risk coefficient

FIG. 3

, , S134
Acquire a total time length for the user from //

a registration time to a current time

l

S135
Acquire an actual time length that /’
the user operates the specific behavior link

l

, . , , S136
Determine the historical risk coefficient according to /""J

the total time length and the actnal time length

FIG. 4

2,



S137
Determine a total number of users included in /""I

a user group to which the user belongs

l

Acquire, in the user group, an actual /_, S138
mumber of users who have operated the
specific behavior link in a second time period.

l

S139

Determine the team risk coefficient according to /.-f

the total number of users and the actual mumber of users

FIG. 5

S141
—~

Sort risk coefficients of behavior links in descending order

S142

Judge whether the risk coefficient corresponding to
the specific behavior link is in risk ranks

Yes
S143
¥ r”

Judge that the specific behavior link is risky

,H’SI44

4

Judge that the specific behavior link is not risky
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