
;e3e* (()$))()60*T*(12) INTERNATIONAL APPLICATION PuBLISHED UNDER THE
PATENT COOPERATION TREATY (PCT) (19) World Intellectual Property
Organization  International Bureau  (~3) International Publication Date
(10) International Publication Number 7 February 2002 ~0~.02.2002> pCT WO
02/l 139l A2 (51) International Patent Classification': HO~L 29/00 (74)
Agents: J01'NER, Roger, S. et al ( Pillsbury Wmthrop LLP, 16UUTysons
Boulevard, Mcl.can. VA'_'_'l0'' (US) (21) International Application Number:
I'("f/USO1/'_'3453 (22) International Filing Date: _'~ July '_'UOl ('_'S.07
?0U1 ) (25) Filing Language: English (2G) Publication Language: (3U)
Priority Data: 09/(,'_'9,408 I:ngh,h 1 Augu,t'_'000(0108'?000) L)S (71)
4pplicant: HEREUARE COMINUNIC4TIONS, INC. ~IIS/tIS), 37U7 Wilhams Road.
Suile 10(). San Jo,c. CA 9i1 l7 (tIS) (72) Inventors: ANTON, Francis) IN.)
Jr., 1838 Chdrmeran Avcnuc, San Jose, CA 951'?4-304d (US) DONG, CIar6, I
IcrUlarc Communisation,. Inc , 3707 Wilhams Road. Sunu 10U, San Josc, CA
95l17 (LJS) KIM) Jong. IIercUarc Communicdnons, Inc., 3707 Wilhams Road,
Suite I00, San Jose, CA 95l 17 (US) NIARATHE) Ranganatha, 3475 Granada
Avenue #38'_', Santa Clara, CA 9~USl (US). (81) Designated States
Inauona!): AE, AG. AL, AM, A'f, AU, AZ. BA. BB, BCi. BR, BY. BZ, CA, CH,
CN, CO, CR, CU. C:G, DF:, DK, DM, DG, EC, EE) ES. FI, GB. GD. GE, Gli, GM,
L1R, HU, ID, IL, IN, IS, JP KE. 11G, hP 1LR, KZ, LC, LK. I,R. I,S, I:I,
l.ll, LV. MA. MD, MG, Mk. MN, IvIW, Ma, MG, NO, NZ, I'L, 1'T, RO, RU, SD,
SE, SG. SI, 51:, SL.'fJ,'fM,'fR. T'l.'f!, UA. 11(i, LJI. VN, YU, ZA, ZW
(8.1) Designated States (regrnnal): ARIPO patent (GH, GM. Kl:. I.S, MW, MG,
SD. SL.. SG,'f7, L1G, ZW), Eurasian patent (AM, AG, Bl; KG, kG. IVfI),
RU,1'J, TM). European patem (Af, BE. C:I1, ('Y, DE, DK, ES, FI. FR, GB, GR)
IE. f1. I,U, IvIC, NL, I''L. Sl;. 'fR), OAPI patent (BF. BJ, CF, C:G, Cl,
CM. GA, GN. GQ. GV1', ML, MR, NE, SN, TD, 'fCi) Published: - ivrthout
international search report and to be republished upon receipt oJtlrat
report (Coruurued on nest page) (Sa) Title: SYSTEM FOR DtSTRIBLJ'fED
NETWORK AU1'HEN'fICAfION AND ACCESS CONTROL (5) AUTH + EF 1 Network 129
Mobile User Device Target Device 133 12l _ ~. _ _,. ,., (3)SYN( ())SYN 5 i
,   (2) Web Site \ (8) Unb'"",n Relocate \d (4) AU EF l C6F2 U~ + N
Redirection Web AuthenticaUon Web (7) ~O+1;F2 Gate Keeper Web Server 139
Server i37 Server l35 41 M ~ (S7) Abstract: A user gams access to a private
networkl. by connecting to a network, either through a hardwired or
wireless connection, and then inmate, an Internet access request.targeting
any website II the user is not already authorized for Internet access, O
then the user is sent to a first predetermined website that points the user
to an authentification server accessible via the Internet The
authentication server send, the user an HTTP form page, requesting
authentication information. When the user responds, a network O monitoring
device within the private network alters the form page to include the user
s hardware address, and an encoded ID based on the network's location The
authentication server forward, this data W a gate keeper server, which
authenticates the new user and transmit, an unblock message along wish
another encoded ID based on the network's location and the user's hardware
address  



WO 02/1139l A2 For two-letter codes and other abbreviations, refer to the
"Grudunce Notes on Codes acrd .ahhrewatrons" appcarrng at tlrc hegnrnrn~ of
each regular rssuc of tire !'C7' Ga=elte
.A3{.Ah8X^ki7HPk&+=KP{vpkf`[UU]ca]caU]ca]ca]caU]ca]caU]ca]ca]ca]caU]caU]ca]
caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]caU]ca]caU]ca]caU]caPJX6Bw
EINSUazuojd_ZU]ca]ca]caU]ca]caU]ca]ca]caU]caV]caV]caU]ca]caV]ca]ca]caU]ca]c
aU]ca]caU]ca]caV]caU]ca]caU]ca]caU]ca]caU]ca]caOV[e
EINSUazuojd_ZU]ca]ca]caU]ca]caU]ca]ca]caU]caV]caV]caU]ca]caV]ca]ca]caV]ca
V]c^aV]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]c<aPz[<10%&'()-@
$10%&'()-!3 '!10%aa&'()-3
'!10%&'()-!l``$10%9=9=&'()-f!`$10%&'()-fPk&a?!V{3910%##&'()-!10%VV&'()-S@F1
0%&'()-10%&'()-s10%&'()-m@10%&'()-w   ENz[:
'F"10%&'()-'$910%&'()-y#l"G10%&'()-!L10%]]&'()-g!@10%QQ&'()-!{310%VV&'()-Na
yW5!I`'F"10%AA&'()-!`'F"10%--&'()-! 'F"10%&'()-!'F"10%
&'()-!t0'F"10%YY&'()- 0'F"10%q q&'()-.R }[9+
1099!l+<&10%99&'()-!h3&10%&'()-3&10%&'()-!03&10%&'()- [3&10%{0!{&'()- <
h'F"10%)&'()-}[9+
1099!l+<&10%99&'()-!h3&10%&'()-3&10%&'()-!0F10%\&'()-f`10%\&'()-  1099 1099
Normal" "Heading 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c"
"Heading 53]c" "Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A
"Default Paragraph Font P PN6Times New RomanArialCourier New"h Root
EntryWordDocument*   


