METHOD OF SECURI NG A PHYSI CAL ACCESS AND ACCESS 'DEVI CE
| MPLEMENTI NG THE METHOD Technical field The invention

. is situated in the field of the control of physical
access to entrances to a sensitive area and nore
particularl'y checking the'uniqyeness of a person
passi ng through a controll ed passage. This field
contains two types of problem a first consisting of
aut henticating a person presenting hinself, the second
consi sting of ensuring that only the authenticated
person passes through the controll ed passage so as to
guard agai nst fraud or an unauthori sed person
profiting fromthe passage of an authorised person in
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art A nethod of detecting uniqueness in a |obby is
known from the docudMRLEEENDINGGTHRMETHIDs net hod
couples a ticket reader for validating a transport
pass and ul trasonic detection. Only one type of sensor
is used. A nethod of protecting an access based on the

aut henti cati on of persops ﬁé.a iigﬁ@eisensor systemis

known fromthe doeunment —&x Al. It is not

sought to ensure uni queness of the passage.
The invention is situated in the field of the control of
physical access to entrances to a sensitive area and more
particularly checking the unigqueness c¢f a perscn passing
through a controlled passage. This field contains two types

of problem, a first consisting of authenticating a person
presenting himself, the second consisting of ensuring that
onily the authenticated person passes through the contreclled
passage so as to guard against fraud-or an unauthorised
person profiting from the passage of an authorised person in

order to slip through (“tailgeting” in English).
Prior art

A method of detecting uniqueness in a lobby is known from
the document EP 0 706 062. This method couples a ticket
reader for validating a transport pass and ultrasonic

detection. Only one type of senscr is used.

A method of protecting an access kased on the authentication
of persons by a single sensor system is known from the
document US 2002/097145 Al. It is not sought to ensure

unigueness ¢f the passage.



2 A nmethod of protecting access by inmage analysis is
known from the docunment: WO 03/088157 A. A detection of
the objects.i's carried out, these objects are :
cl assified, and characteristics are extracted from
themin order to determ ne attﬁnpts at fraud. An

access control systemhaving three different zones is
known fromthe docunment FR 2 713 805. In a first
so-called toll zone, the users nmake the paynent. In a
second zone, the persons are counted. In a third zone,
referred to as the passing zone, a barrier may cl ose
whee rige el mﬂmbtoﬁ:tmegsmsxow dehaiye hnhghesis hian drlven
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t he ground for deternrnlng whet her one person or nore

areraadardg téfst RESnar teeF b fted FhRE tReCBPRhitRy of
a gdoaraccording ta thesrgsult of this test. Systenms

for counting persons using an entrance by video imge
processi ng are known through t he docunent EP 1 100 050

Al. In this ng Y, f S d..
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Al rivom tfmomsehseder:aﬂnemryplﬁs Df71SeBe6r t Ondet Etmnedfmalled
presence of a, person aqﬁa i.s unbgoeness In this
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f rom seyebak seasepentéd beam cutdfit-acephéguratd Orednd as
a heat detector, in order to detect a non-hunman obj ect
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here is to count the persons rather than to identify fraud

types of fraud.

it is known from FR 2 871 602 A how to use a pressure mat on
the ground for determining whether one person or more are
situated on the mat and controlling the cpening of a door

according to the result of this test.

Systems for counting persons using an entrance by video
image procéssing are knewn through the document EP 1 160 050
Al. In this document, only one type of sensor is used. It
is also known through the document US 2002/0067259 Al how to
use several types of sensor to determine the presence of a
person and his uniqueness. In this document, it is
described how to correlate the data from several senscrs, a
beam cutoff configuration and a heat detector, in corder to
detect a non-human obiject so as to discriminate a person

with luggage from an intrusion. As for the document US



2004/ 0188185, this .describes correlating the
information froma heat inmge and an optical imge in
order to count the nunber of persons-'present in a '
space. - I n tthe docunment EP 1 308 905 Al a description
Is given of the use of a pressure-sensitive mat for
detecting the presence of pers%ns and their direction
of novenent, and effecting a counting fromthe data
fromthe mat and their change over tine. These nethods

are however. not sufficient, to detect, with rel. ilit
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detection rate for attenpts at fraud when a person is
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bet ween t he nmeasurenents obtai ned and the
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of paraneters. The invention concerns a nethod of
prStéabiindg tEngEE et S e S avay P g2 acpF BF & 19 RFESOD -
sensor systens (1.4, 1.5, 1.6), the nethod being ained

at distinguishing valid access froma fraudul ent

attenpt at accessDiggkpsuzengf t Hre figivemiiieg steps: in

a prelimnary phase: '

The invention aims to improve the detection rate for
attempts at fraud when'a perscen is-passing through a
controlled space. It is based on the use of different sets
of parameters issuing from at least two different sensor
systems, some of these sets of parameters being based on
correlations of measurements issuing from these various
sensor systems. Learning is carried out so as to
characterise different types of fraud in order then to allow
the identification of an attempt at fraud by correlation
between the measurements cbtained and the characterisations

of each type of fraud for each set of parameters.

The inventicn concerns a method of protecting physical
access having a plurality of sensor systems (1.4, 1.5, 1.6),
the method being aimed at distinguishing valid access from a
fraudulent attempt at access, comprising the fecllowing

steps:



determining at |east one set of paraneters issuing
fromsensor systens including at | east one set of
paraneters issuing fromat |east two different systens
(6.1); deternining by learning, for each set of
paraneters and for each type of fraud envisaged, a

cl ass of values of the paranet%rs in the set
corresponding to this type of fraud for this set of
paranmeters (6.2); during access: determ ning sets of

val ues forned_ b thﬁ val ues taken by each paraneter of
eéﬂheﬁgFe&ﬁmbg?%ﬁe? $3for this access (6.3);

determining a probability of fraud associated with

each type of fraud for each set o araneters, .
ac‘co%ggb‘“%‘b”t%é‘tséteaﬂ Qaf ugst o%{ pRe Sty R strom
accessnahd 418 GlsA39c0HE RS PONAI Nt drthectyBe Phrameters
fraud for this set of paraneters (6.4); - determ ning

a gl bparing dsabi laitt yeaf tf Fu@ddbEisiardt SFsherh (hel )’
access according to the probabilities of fraud

obt ai ned for each set of paraneters and for each type

of- fdauern(;115)g by learning, for each set of parameters and

for each type of fraud envisaged, a class of values of
the parameters in the set corresponding to this type of

fraud for this set of parameters (6.2};

during access:

- determining sets of values formed by the values taken by
each parameter of each set of parameters for this access

(6.3);

~ determining a probability of fraud associated with each
type of fraud for each set of parameters, according to
the set of values determined during this access and the
class corresponding tc the type of fraud for this set of

paraneters {6.4);

- determining a global probability of fraud associated with
the access according to the probabilities of fraud
obtained for each set of parameters and for each type ot

fraud (6.5).

According to a particular embodiment of the invention the

probability of fraud associated with each type of fraud for



each set of paraneters is estimted by calculating a
di stance between the set of val ues determ ned during
this access and the class corresponding to the type of
fraud for this set of paraneters. According to a
particul ar enbodi mrent of the ipvention, this distance
is an al gebraic di stance between the set of val ues
deternmi ned and the barycentre of the class. According
to a particular enbodi nent of the invention the
robabi | ity _of fraud associ ated w th eac of :
PR Por Bhone sefile ot ePe thl RE e Ui e o

_ nelirseringet bethRetnotke adut tdfe vatlepsofieteteimidatirdmgbyhis
| earni ng of the classes coqprises a s of tr

te ai ni
¢ FCSSTEURBR FREI CLARA Ve S ROBERAPnES L 6% I iuitdfnd for
enhadi reRt oef phhgndfvention the sensor systens
conprise a systemof caneras (1.5, 1.6) supplying

profile images (1.8, 1.9, fig 3). According to a
p%&kb%ﬂhﬁg @gbgd§§§%§c&¥agI@%bbﬁ!ﬁ@htogft{ﬁéSﬁﬂﬁgﬁion, this
systens conprise a pressure mat systemon the ground
(Hisrasopplyi ay presewie idimgescelb@iwesy We skHeof values
| Qtr}ngﬂeé' §’r?dC&@%asrg%e%_t%%%%et{l&r?Pés‘?st.eCF' ng a
p I'Cal acCccesS conpri sing. a control space;
According to a particular embodiment of the invention the
" probability of fraud associated with each type of fraud for
each set of parameters 1is estimated by a neuromimetic
network and the step of determination by learning of the

classes comprises a step of training this neuromimetic

network.

According to a particular embodiment of the inventiorn the
sensor systems comprise a system of cameras (1.5, 1.6}

supplying profile images (1.8, 1.8, fig 3}.

According to a particular embodiment of the invention the
senscr systems comprise a pressure mat system on the ground

{1.4) supplying pressure images (1.7, fig 4).

The invention also comprises a device for protecting a

physical access comprising:
- a control space;

- a plurality of sensor systems in this control space (1.4,

1.5, 1.6}



a plurality of sensor systens in this control space
(1.4, 1.5, '1.6) 6 neans of analysing the information
sensor system-(1.9); issuing fromthe and-know ng

that there is determ ned at | east one set of

paraneters issuing fromthe sensor systens, including
at | east one set of paraneter§5issuing fromat | east
two different sensor systens, being deterni ned by _
| earni ng, for each set of paraneters and for each type
of fraud envi saged, a space class of values of the
paraneters of the set corresponding to this type of

fraud [of 453550, PRLAIEL S sth® 3080 HET 2 0RO

gsensor system (1.9});

and knowing that there is determined at least cone set of
parameters issuing from the sensor systems,_including at
least one set of parameters issuing from at least two
different sensor systems, being determined by learning, for
each set of parameters and for each type of fraud envisaged,
a space class of values of the parameters of the set
corresponding to this type of fraud for this set of

parameters, the analysis means comprising:

- means of determining sets of values formed from the
values taken by each parameter of each set of parameters

for this access;

- means of determining a probability of fraud associated
with each type of fraud and for each set of parameters,
according to the set of values determined during this
access and the class corresponding to the type of fraud

for-this set of parameters;

- means of determining a global probability of fraud
assoclated with the access according to the probabilities
of fraud obtained for each set of parameters and for each

type of fraud.

Brief description of the drawings




means of determ ning sets of values formed fromthe
val ues taken by each paraneter of each set of
paraneters for this access; neans of determning a
probability of fraud associated with each type of
fraud and for. each set of parapeters, according to the
set of values determned during this access and the

cl ass corresponding to the type of fraud for this set
of parameters; neans of determ ning a gl oba

probability of .fraud assgociated w.th the access
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enmbodi ment, the said description being given in
r edzadiorw .0 amgadaekedianyi ng drawi ngs, anong whi ch:
Fig 1 depicts an overall diagram of an embodiment of the

invention.

Fig 2 depicts graphically a characterisation class for a
type of fraud in the space of a set of parameters according

to an embodiment of the invention.

Fig 3 depicts an example of a profile image obtained by a

camera.

Fig 4 depicts an examplé of a pressure image obktained by a

pressure mat.

Fig 5 depicts an example of a pressure image corresponding

to a passage followed, back to back by “juxtapesing the

feet”.
Fig 6 depicts a flow diagram of the method.

Detailed disclosure of the invention

In the context of the contrel and protection of physical
accesses, it is often crucial to verify that a person is
indeed the only one to have passed through a door, a

corridor, a security lobby, etc. Detection of unigueness



Fig 1 depicts an overall diagram of an enbodi nent of
the invention. Fig 2 depicts graphically a
characterisation class for a type of fraud in the
space of a set of paraneters according to an

enbodi nent of the invention. Fig 3 depicts an exanple
of a profile imge obtained by“a canera. Fig 4 depicts
an exanple of a pressure image obtai ned by a pressure
mat. Fig 5 deplcts an exanple of a pressure inmage
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implementation of the detection of uniqueness. The
measurement means used can be of all types: pressure oI
temperature sensor, optical means (camera, laser beams etc)..
Likewise the analysis of the measurements can be
consolidated to a greater or lesser extent {combined or
independent use of the data), interpreted (taking dynamic or

static factors into account), etc.

The system described here is based on a system of detecting
uniqueness using a pressure mat con the ground. The
advantage of a system of this type is observing the contacts
on the ground and their change over time in order to be able
to deduce the number of persons present according to the
traces present on the ground and their changes.
Nevertheless, there exist very simple means of defrauding
such a system by reducing the contacts on the ground. For
example, two persons may pass simultaneously if they are

sufficiently close to each other.

The object of the invention is to consolidate the existing

detection of uniqueness by using a combination of pressure

sensors on the ground and cameras—and/or-pre
and to treat attempts at fraud with an algorithm for the
merging of data and behavicural analysis of the objects
detected. Thus the algorithm ﬁakes it possible to classify
the passage_according to the type of possible attacks by
comparing the measurements made and the different classes

associated with the types of fraud envisaged, and the




In the context of the control and protection of

physi cal accesses, it is often crucial to verify that
a person is indeed the only one to have passed through
a door, a corridor, a security |obby, etc. Detection
of uni queness can then be spgken of . The turnstile
in the netro or the secure double door in an airport
are exanpl es of inplenentation of the detection of

uni queness. The neasurenent nmeans used can be of al

types: .pressure_oqr, tenperature sensor, ical n
(R SRer BeAnaT ote) i e S Ehe T araryeid f the
t hetgamasurenments can be consolidated to a greater or

| esser extent (combined or independent use of the

data), interpreted (taking dynamc or static factors
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on a system of detecting uni queness using a pressure
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change over tine in order to be able to deduce the
nuribengdf tper $ohsy pfewenteedor dilngtt o The lokwesis equipped

present. an_the ground and their ch . vert.he
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exanpl e, two persops na ass simultaneously if th
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of uni queness by using a conbination of pressure
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d%h%ﬁﬁigéog’two—dimensional pressure image 1.7 supplying at
each of its points the level of pressure exerted. One
example of these pressure images is shown in fig 4. These
images make it possible to determine the contacts between a
person or an object present in the lobby and the ground and
to calculate its weight and to have an idea on the
distribution of this weight in the plane. Moreover, the
pressure belt is capable of acquiring pressure images
periodically, which also makes it possible tc study the
dynamic behaviour of these objects and to deduce therefrom,
for example; a mean movement speed, a direction-and the
relative movemenis between objects. The leobby is also
provided with a second sensor system consisting of video
cameras 1.5 and 1.6. These cameras are two in number in the
example embodiment but their number may be higher or lower
according to the quantity of information that it is wished
to obtain. It is possible in particular te add a camera on
top. These cameras supply profile images 1.2, 1.3 for

determining profiles 1.8, 1.9 associated with the persons or



and to treat attenpts at fraud with an al gorithmfor
the nmergi ng of data and behavi oural analysis of the
obj ects detected. Thus the algorithm makes it possible
to classify the passage according to the type of
possi bl e attacks by conparing the neasurenents nmade
and the different classes assd@ ated with the types of
fraud envi saged, and the- 9 decision on fraud or not
is then taken according to the class. |In the exanple

enmbodi nent _descri bed, , t i.nvention_is inplenmented
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and based on a plurality of sensors of ?he same type.
Théwowobby £59edui pped at floor level with a first

sensor system consisting of a pressure-sensitive mat

1.4. This mat supplies a two-di nensional pressure

i mage HeVisapphyilbhg atpreaotendkd by pohatssemeon epsitepfs such
pressure_exerted.. One exanpl e of these pressure i es
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present in the | obby and the ground and to cal cul ate
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for "exanple, a nean novenent speed, a direction and

t bé tbhkatyweonoVemesrts yetsween objects. The | obby is

al so provided with a second sensor system consi sting

of video caneras 1.5 and 1.6. These caneras are two in
nuRbel obiby t he exaigd €l erhodiccertl bat méhes rohunpri mimy the
be higher or | ower_according to the quantitg of Lusi
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caneras supply profile images 1.2, 1.3 for determ ning
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disk for storing the images received, both pressure and
profiles, as well as programs necessary for processing these
images and extracting therefrom the parameters that are used
for determining whether passage is validated or not. In the
case of a validated passage, this computer may for éxample
énable the opening of a door situated at the end of the
lobby. In the contrary case, the door remains closed and an
alarm may be emitted in the direction of a surveillance

station or the like,.

A person wishing to defraud and therefore to enter without

authorisation generally attémpts to profit from the passage




obj ects present in the | obby. The floor and walls of
the | obby can be in saturated colours in order to
limt the problens caused by shadows cast by the
persons or objects present in the |obby. An exanpl e of
a profile image is shown in fig 3. This device can be
suppl enmented by ot her sensor §ystens such as infrared
barriers, diodes, |lasers or the like for detecting the
arrival of a person or an object in the | obby,

measurin he. heat em tted by .a person as.well  as,an
ofﬁé?nu§thPrb%ﬁ§ﬁﬁ?ﬁ¥¥l?ﬁ%o¥885y€?58§F§§h§§§gPa?P§ door
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a badge reader or bionetric identification nean%ﬁsucﬁe

agUahPEABRT PRFSthe W ¥idf RE BHRRYS ATRYEFpMHPAST

T%%rl BRbY L Sokh ¥ ARl Y CRANRBCHAENLP: $@ANS 10fi sAe@ihbAOmay

t he gata produced by the sensor systems, neans of
andbysbagnadesel datdie coriPAdcatieef silivh atidorised person or
controllj T - cqQn

CRt CPEEET: do wiT R R g Gk TorT S af e ehgoeer of

i pagespt toei vediedotde phesseneoandy proifd |bas ataempsling to

as pro ne_necessary for processing these.inages and.

o SoRGREL i AT « HE 3 Bhat or SOrRY S e Bleqor g Lok €0
deher i pidgadeihers passagelesbyaki tatettlgr imobrder to

the case of a validated passageJE this Qonputergga¥ for

e L8RP ES ehad| @HHE op@AiindCof A @BYTE SHUHEF At OoPAELde

- epdoot thechobby.sd BRenceBt LAY €aSesydtheé de@tinguishes

remains closed and an alarmmay be emtted in the
dbneégt ten ‘OfargeUripsitiirante  seaei 6o ¥ aid 9 ithe. pregsure

a0, aut Moy Sed NRLSOR LA QFdeL Lo S1P I Qugh Lhe:
qena0e T Ed f%‘bb&%l%h?%’bgt tggngtgarray be made unknown .
t B3 bheapot Horeorsed geed$on, Theofwaldsfor mvamdlse assanet to

that the rson following himis_al so t [ . LS
PR B PRy e S B e it £ e R R Pl Resene
adthes + 5eeh peysam .or chytaaar phonichlat scaser efagr @lao pose
case for the fraudster of attegPiin to deceive thi
SBRSDI OBy st WP eRpLEng B cONTEAIITIYE fis§ayert ©F
Tov8Q 4 Nhsby hgy re alrk8NBlE tesShbeked O teedld Bitempts at
person, for exanple back to back, in order to deceive

t feaednesrRiEesantd od vj Gxeapose Af seeettbld dngsisdett hosed-
O{J?é h&liifeﬁ{ PYS S Lhal §hecsyst £pdis! inguieehesn
only two " é%ge" footprints, see tor exanple the

pd eseuinei natage ivialfidgpessTbies oype oindlaawdrsion, phatever

referred tq as "j uxtapositions aud” . The fr, S :
njfa})]/e a?%%e’aﬁoéjsﬁlpfda?(g_bl éssé?gﬁ%h%%gﬂgd%%ﬁ%e c?rff kt):)%li% tpg&son n
r ered i dngptexactinsual engii de the autdhorlisedgyer ot been
CErtainigarticular cases may al so pose probl ens of
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baby in the arnms of its nother. These attenpts at

fraud represent only exanpl es of possible types of
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paranmeters issuing fromthe sensor systens. These
paranmeters may be data directly issuing fromthe

sensors or paraneters calculated fromthe infolLmation

suppl i ed. '



12 For the canmera system it is possible to obtain,
fromthe i mages taken, so-called profile imges. These
i mages are obtai ned by discrimnation of the subject
with respect to the background. The digital inmage
processi ng techni ques necessarY are known. Once these
profile images are obtained, it'¥s possible to extract
therefrom paraneters as illustrated by fig 3. The

| ocation of the centre of gravity 3.3 of the object

3.2, its height 3.6 and its width . 3.5 are easily
obtg?ﬁeﬁheW?é%ﬁﬁﬂwsdﬁtﬁﬁal}Ei%So?oﬁqﬂ?%enﬁﬁegbBééPftf?ﬁﬁ the
it ifages0cQssi Rlecheieyt pastitbeiRan . spegdssd. mdes are
the centre of gravity. It Is also possible to apply an
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speed @fe o¥3the object, as well as the distribution of this
volume acccerding to the height of the object. It is
possible for example to chose to divide the height into
three equal parts and to determine the percentage of the
volume situated in the bottom part, the middle part and the
top part of the object. These parameters represeht only
examples of parameters that can be envisaged issuing from

the camera system.

In a similar manner, parameters are extracted from the
sensor system formed by the pressure mats. The pressure
images, such as those illustrated in fig 4, here also make
it possible to obtain, for each object 4.2, its height 4.6,
its width 4.5 and the global centre of gravity of the
detected objects 4.3. A study of the changes over time in

the objects makes it_possible to calculate the mean speed of



novenment 4.4 of this centre of gravity as well as the
mean over tinme of the previous values. It is also
possi bl e to cal cul ate gl obal hei ght and w dth.
Integration of the pressure values affords an
estimation of the total weight of the objects present
in the | obby. The sane can be 'done with all the sensor
systens that it is chosen to use. Each of- themis able
to supply paraneters that can be useful for the
detection of the various types of fraud os;%gle In
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dérpredrassipPlast ated Jabbpi-g 6, step 6.1. The
paranmeters chosen issuing froma sensor systemare

mat ched to a set of paraneters. The paraneters issuing
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volume/welght ratic of the objects present in the lobby, or
the difference in speed of movement between the objects
detected by the cameras and the cobjects detected by the
pressure belt. It is also possible to compare the positions
and number of contacts on the ground with the objects

detected by the cameras.

A choice is made among all these possible parameters. In
this way a certain number of sets of parameters are defined
as illustrated in fig &, step 6.1. The parameters chosen
issuing from a sensor system are matched to a set of
parameters., The parameters issuing from the correlation
between two sensor systems will also supply a set of
parameters. In this way one set of parameters per senscr

system and one set of parameters by correlation made between




In order to be able to determne the validity of an
access, that is to say to respond to the question
whet her this passage corresponds to the passage of a
single person or not, it is therefore necessary to
det erm ne whet her a coIIectioq of sets of paraneters
cal cul ated during this access éorresponds to the
passage of a single person or an attenpt at fraud. To
do this, it is possible to proceed with a | earning
pq?se. The vaI% s_of thelyaniou sets ofcgaéggg§§ﬂ£ rough
defTheF a5y 8 Y IS bt ¢ e¥0rdd e - EaRE s 8F C0f paranme ersd
Cathdha e a&deashulém di smensirefalrespapebibes® @dciilating a
di nensi on corresgonds to a paraneter. Duriqg a given
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pasdagd, Sehé 9h Gasvuenl i s36¢ £6F 8acReparafiter

defd e sponachgr tbnchhi sagRage representing the set of
values. This is illustrated in figure 2. In this

figure a three-di nensional space is shown
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the nmeasurenents nade during a series of passages. |If
s@chespri @8 b¥ewasurements are made 15 for valid
passages, then for passages corresponding to attenpts

at fraud there are established for each set of

paradet ehsscl Bsskes moryiddpondi pgoteed vakh d pagsagey phase.

SAeCLRTEET PLOS TR, SOy YRR s Whinco avore
i Wiugtbatedecondddg Gstrepeh. 2f padafieteracdarséde gleen as a
parzneters, a class corr sponding 59még§i¥§n&%%%s onds to a
aftp ﬁbgém%?s$?%- space where eac p
parameter. During a given passage, the values calculated
for each parameter define a vector in this space
representing the set of values. This is illustrated in
figure 2. In this figure a three-dimensional space is shown
corresponding to a set of three parameters. FEach of the
dimensions 2.1, 2.2, 2.3 therefore corresponds to a
parameter of the set. The vectbr 2.5 corresponds to the
values measured or calculated during a given passage. The
successive measurements of various passages give a
coliection of vectors defining a c¢lass of values
corresponding to these passages. Such a class 2.5 is shown
in fig 2. For each set'of paramelters a class is thus

defined corresponding to the measurements made during a

series of passages. If such series of measurements are made



When it is sought to classify a passage or access the
first step is therefore to require the infornmation

from each sensor system This information is then used
to calculate the paraneters corresponding to each set

of paraneters. The sets of vah§es corresponding to

each set of paraneters, as ill'ustrated in fig 6, step
6.3, are therefore obtained. It is therefore possible
to calculate a di stance neasurenent between the val ues
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17 A person skilled in the art wll understand that
the invention, although describing the use of a
pressure mat and canera, may include in the same way
vari ous sensor systens such as infrared or |aser
barriers, infrared caneras, diode systens or any other
means of obtaini ng i nf or mati on'%n the obj ects or
bodi es present in a control space. Likew se, the

i nvention described ains to discrininate t he

un| resence of pers gt coMg%doﬁg

neS
e e g TR 0

Unf&i@ﬁ%ﬁﬁ oaf tBevabhEl eoprar rl@lﬂelrkzenne&ﬁl&l-/%W&olmél
nmet hod of protecting ph{SIC%L access having

pIQﬁQﬂQQ§ﬁfoﬁa§én§5rl§§s flegroyges, eﬁf%ﬁt1Q9u9 weighted
”P% %'t'?sg 16?{1%9 8bq 4 SOT MRkl REi¥akif AGRRSS sheam
raudul ent a tenpt at access, conpr|S|ng t he

f(ﬁuupuu1§UQpépgn, which may be a simple threshold or a more
sophisticated function such as the Sigmoid-function. The
knowledge or information stored in the network corresponds
to the synaptic weight of each neurone, these weights being
calculated by learning. This learning is done by means of a
“training” algorithm, which consists of modifying the
synaptic weights according to a set of data presented at the
input of the network. The aim of this training is to permit
the neural network to “learn” from examples. If the
training is carried cut correctly, the network is capable of
providing responses as an éutput very close to the original
vélues of the set of training data. However, the entire
interest of neural networks lies in their capacity to
generalise from the test set. Such a neural network trained
on the passages constituting the classes during a learning
phase is therefore in a position to carry out reliably a
classification of the passages and to give for each passage

a probability associated with each set of parameters and

- each passage or access.

" The pertinence of the choice of parameters constituting the

set of parameters for each sensor system, the use of sets of

supplementary parameters involving in their calculations

several sensor systems as well as the characterisation in
space of each set of parameters of the types of fraud by

learning are so many factors each contributing to the

robustness and reliability of the classification.



in a prelimnary phase: determning at |east one set
of paraneters issuing fromsensor systens including at
| east one set of paranmeters issuing fromat |east two
different systens (6.1); determining by |earning, for
each set of paraneters and for_each type of fraud

envi saged, a class of val ues of” t he paraneters in the
set corresponding to this type of fraud for this set
of paraMeters (6.2); during access: determning sets
of values formed by the val ues taken by each paraneter
of each set of paraneters for this access (6. 3);

ded esdn S8 Gs 1A 1pkeebabi khéyaf diaudinassechatiethat tihe
each type of fraud for each set of paraneters,

ackofef iHgPro alfeosgt BeseatRidy détfeitned AuPTHP IR &at and

acLess  ANthdhe nehase ¢Rr{espond %é/t QathButYPEn M r systens

fraud for this set of paraneters (6.4); .
such as infrared or laser barriers, infrared cameras, diode
systems or any other means of obtaining information on the
objects or bodies present in a control space. Likewise, the
invention described aims to discriminate the unigueness of
presence of a person, but it could just as easily apply to
other criteria, such as the unicqueness of a vehicle or the

like.



19 determning a gl obal probability of fraud
associated with the access according to the
probabilities of fraud obtained for each set of
paranmeters and for each type of fraud (6.5). 2. The
met hod of claim1l1, where the8probability of fraud
associated with each type of fraud for each set of
paraneters is estimted by cal culating a distance
bet ween the set of values determ ned during the access
and the class correspondi 6gAt¥St he type of fraud for
each set of paraneters. 3. The nethod of claim 2,
where the distance is an al gebraic di stance between

11 he setmaafhodalodeprdeterimoedhanicd headarycdrtriegot t he

|ass. 4. The method of clajm1, h
o LG | O GFTFPauavaACEBEI Cbok il el 1 yihe gpehod

pd Iy iy eackiset 10k npak AFELLT 5d | Scesdd nted by raudulent
neurom neti c network and where the step of determ ning

AR dds ES BV Sl e EPAPHGS eBAPFF2 e5C ! AT EH 619754 ni ng
this neurom netic network. 5. The nmethod of claiml,
where the sensor systens conprise a system of caneras

i B preligyinsuppieyiesg:profile images (1.8, 1.9, fig 3).

determining at least one set of parameters issuing from
sensor systems including at least cne set of parameters

issuing from at least two different systems (6.1);

determining by learning, for each set of parameters and for
each type of fraud envisaged, a class of values of the
parameters in the seit corresponding to this type of fraud

for this set of parameters (6.2);
during access:

determining sets of values formed by the values taken by
each parameter of each set of parameters for this access

(6.3);

determining a probability of fraud associated with each Type
of fraud for each set of parameters, according To the set of
values determined during this access and the class
corresponding to the type of fraud for this set of

parameters (6.4);



6. The nethod of claim1l, where the sensor systens
conprise a pressure mat systemon the ground (1.4)
supplying pressure images (1.7, fig 4). 20 7. A
device for protecting physical access to a sensitive
area using a control space ddnprising: a plurality of
sensor systens for issuing information about the
control space (1.4, 1.5, 1.6), comunicating with a
conmput er that analyzes the information issuing from
detersniyor asystodml( propabihétiynebr Medidrdpeidigited with

tggtg%égggugé%gyafﬁa 3 the probabilities of fraud obtained

for each set of parameters and for each type of fraud (6.5).

2. The method of claim 1, where the prcbability of fraud
associated with each type of fraud for each set of
parameters is estimated by calculating a distance between
the set of wvalues determined during the access and the class
corresponding to the type of fraud for each set of

parameters.

3. The method of claim 2, where the distance is an
algebraic distance between the set of values determined and

the barycentre of the class.

4, The method of claim 1, where the probability of fraud
associated with each type of freud for each set of
parameters is estimated by a neuromimetic network and where
the step of determining the classes by learning comprises a

step of training this neurcomimetic network.

5. The method of claim 1, where the sensor systems comprise
a system of cameras (1.5, 1.6) supplying profile images

(1.8, 1.9, fig 3).

&. The method of c¢laim 1, where the sensor systems comprise
a pressure mat system on the ground (1.4) supplying pressure

images (1.7, fig 4)}.



at | east one set of paranmeters issuing fromthe sensor
systens including at |east a second set of paraneters
issuing fromat |east two different sensor systens,
bei ng determ ned by | earning, for each set of
paraneters and for each typeodof fraud envi saged, a
space class of values of the paraneters of the set
corresponding to each type of fraud for each set of
paraneters, and; the conputer conprising: a program

7 det®rdgigry st proftegalingsphoeied! fromihedval wessitive

e eac r. of s . of paraneters

a%%%é@?#%%t%);)%ﬁgéaggbgggegggﬁﬁm?%g&bontroI space; a

second program determ ning a probability of fraud

lated with h t f_f d d fy set of
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class 21 <corresponding to the type of fraud for this
set of paraneters;

a computer that analyzes the infermaticn issuing from the

sensor system (1.9),

the information being determined comprising:

at least one set of parameters issuing from the sensor
systems including at least a second set of parameters
issuing from at least two different sensor systems, being
determined by learning, for each set of parameters and for
each type of fraud envisaged, a space class of wvalues of the
parameters of the set corresponding to each type of fraud

for each set ¢f parameters, and;

the computer comprising:

a program determining sets of wvalues formed from the values
taken by each parameter of each set of parameters relating

to physical access in the control space;

a second program determining a prcbability of fraud
associated with each type of fraud and for each set of
parameters, acccording te the set of values determined during

rhysical access in the control space and the class




a third prograns determning a gl obal probability of
fraud associated with the physical access in the
control space according to the probabilities of fraud
obtai ned for each set of paraneters and for each type
of fraud, and protecting physical access to the
sensitive area based on the gl obal probability of
fraud. 8. A device for protecting physical access to a
sensitive area using a control space conprising: a
cprueapiryind tserdor typst efs ffrondi Ssui byl $ nfaor et i on
control space (1.4, 1.5, 1.6), communicating
p%?%ﬁé%éﬁiuron1netlc network that anal yzes the
information issuing fromthe sensor system (1.9), the
i nformati on being determ ned conprising: at |east one
asethiod mmwgm&ﬂ&udeaexmummggfBogﬂbhelsprQMHbfmmﬁyunf fraud

|nclud|n east Seco set of . paraneters iSssuin
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8. A device for protecting physical access to a sensitive

area using a control space comprising:

a plurality of sensor systems for issuing information about
the ccontrel space (1.4, 1.5, 1.6}, communicating with a
neuromimetic network that analyzes the information issuing
ftrom the sensor system (1.9), the information beiné

determined comprising:

at least one set of parameters issuing from the sensor
systems including at least a second set of parameters
issuing from at least two different sensor systems, being
determined by learning, for each set of parameters and for
each type of fraud envisaged, a space class of values of the
parameters of the set corresponding tco each type of fraud

for each set of parameters, and:;

the neuromimetic network comprising a plurality of

interconnected formal neurons for:



determ ning sets of values fornmed fromthe val ues

taken by each paraneter of each set of paraneters

relating to physical access in the control space;

determining a probability of fraud associated with

each type of fraud and for @ach set of paraneters,

according to the set of values determ ned during

physi cal access in the control space and the cl ass

corresponding to the type of fraud for this set of
debe gt 1% ; Ssirfd cdetVéld Al AGTBSY| bbar probabiugs yagen by

j.at it h e .physi [

e%%%ﬁ%% spaégc§g§%F iﬁ%gtggt%gkgﬁ% g%%??%%%@“%?%f}aud
plopt ataledk s sedoh tset cohtpat appéees and for each type

of fraud, and protecting physical access to the

sensitive area based on the gl obal probability of
détatteining a probability of fraud associated with each type

of fraud and for each set of parameters, according toc the
set of values determined during physical access in the
control space and the class corresponding to the type of

fraud for this set of parameters; and

determining a global prokability of fraud asscciated with
the physical access in the contrcel space according to the
probabilities of fraud obtained for each set of paramecters
and for each type of fraud, and protecting physical access
to the sensitive area based on the global probability of

fraud.



