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Data Storage, Data Check, and Data Linkage Method and Apparatus

The present application claims priority from Chinese patent application with an
application number 201610694496.6 and invention title “Data Storage, Data Check, and
Data Linkage Method and Apparatus” filed on August 19, 2016, the entirety of which is

hereby incorporated by reference into this application.

Technical Field

The present application relates to the technical field of Internet information
processing, particularly to a data storage, data authentication, and data tracing method and

apparatus.

Background

In the digitalized information era, data is no longer cold text records but information
resources containing production values. In order to accurately analyze the information
resources contained in data, the authenticity of data storage needs to be ensured, i.e.,

ensuring that the data stored in the database is original data.

So-called data tracing can be understood as recording the evolution information and
evolution processing content of original data over its full life cycle (from creation to
dissemination to extinction). The study of original data can track the evolution of original
data over its full life cycle and determine the data provenance of the original data. It is a

matter of significance to data providers and data requesters.

At present, a data provider stores data in a database, and stores, in the database, data
content to be stored as well as other information related to the data to be stored (e.g.,
creator of data, whether the data has had version changes, and time of data creation).
When a data requester needs to obtain data from the database, the data provider will
provide the data requester with a digital signature for accessing the data to be obtained.
The data requester obtains the data to be obtained from the database based on this digital

signature, and checks the authenticity of the data to be obtained.

However, data providers store data in a database, and a large number of databases

that are used at present have a modification function. Let us suppose a data provider
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promises that it will provide a data requester with version A data (the digital signature
corresponding to version A data is A1), but for other reasons, the data provider provides
the data requester with version B data (but the data requester does not know whether the
data obtained is version A data or version B data), and the digital signature obtained based
on version B is BI. To have the data requester believe the obtained data is version A data,
the data provider may modify the digital signature corresponding to version A data stored
in the database, i.e., modify the digital signature of version A data to B1. In this way, when
the data requester checks by using B1, the check result is OK. It causes the data requester
to believe the obtained version B data is the version A data that it wants to obtain, but in
fact, the data obtained by the data requester is not the version A data that it wants to
obtain. As a result, the data analysis result that the data requester obtains based on the
obtained version B data has a large deviation from the expected result, causing loss to the
data requester.

To sum up, a data storage method is urgently needed to solve the problem of
inability to determine data authenticity due to easy tampering of data in current

technologies.

Summary

In light of the above, the embodiments of the present application provide a data
storage, data authentication, and data tracing method and apparatus to solve the problem of
inability to determine data authenticity due to easy tampering of data in current
technologies.

The embodiments of the present application provide a data storage method,
comprising:

determining a first check value of a first data version of a target object;

searching for a second check value of a second data version of the target object that
is adjacent to the first data version;

creating a data block based on the first check value and the second check value and
storing the data block in a blockchain, wherein the data block stored in the blockchain is

immutable.

The embodiments of the present application provide a data storage apparatus,

comprising:
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a determining module determining a first check value of a first data version of a
target object;
a searching unit searching for a second check value of a second data version of the

target object that is adjacent to the first data version;

a storage module creating a data block based on the first check value and the second
check value and storing the data block in a blockchain, wherein the data block stored in

the blockchain is immutable.

At least one of the foregoing technical solutions adopted by the embodiments of the

present application can achieve the following beneficial effect:

through determining a first check value of a first data version of a target object;
searching for a second check value of a second data version of the target object that is
adjacent to the first data version; creating a data block based on the first check value and
the second check value and storing the data block in a blockchain. A first check value of a
first data version of a target object is stored in a blockchain in the form of a data block. As
the blockchain has the feature of being immutable, when a data requester obtains the data
content corresponding to a first data version of a target object, it can check, based on the
first check value stored in the blockchain, whether the data content corresponding to the
first data version has been modified, thereby determining the authenticity of the data
content corresponding to the first data version, effectively solving the problem of inability
to determine the authenticity of data content due to easy modification of data content, and

increasing the data analysis efficiency of the data requester.

The embodiments of the present application further provide a data authentication
method, comprising:

receiving a data authentication request, the data authentication request comprising a

version identifier of a data version of data to be authenticated and a check value obtained

based on data content of the data to be authenticated;

based on the version identifier of the data version contained in the data
authentication request, searching, in a blockchain, for a pre-stored check value

corresponding to the version identifier of the data version;

based on the received check value contained in the data authentication request and
the check value obtained via the searching, authenticating the data content of the data to be

authenticated.
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The embodiments of the present application further provide a data authentication
apparatus, comprising:

a receiving module receiving a data authentication request, the data authentication
request comprising a version identifier of a data version of data to be authenticated and a

check value obtained based on data content of the data to be authenticated;

a searching module searching, in a blockchain, based on the version identifier of the
data version contained in the data authentication request, for a pre-stored check value

corresponding to the version identifier of the data version;

an authenticating module authenticating the data content of the data to be
authenticated based on the received check value contained in the data authentication

request and the check value obtained via the searching.

At least one of the foregoing technical solutions adopted by the embodiments of the

present application can achieve the following beneficial effect:

through receiving a data authentication request, which contains a version identifier
of a data version of data to be authenticated and a check value obtained based on data
content of the data to be authenticated; based on the version identifier of the data version
contained in the data authentication request, searching, in a blockchain, for a pre-stored
check value corresponding to the version identifier of the data version; based on the
received check value contained in the data authentication request and the check value
obtained via the searching, authenticating the data content of the data to be authenticated.
As the blockchain has the feature of being immutable, the pre-stored check value obtained
from the blockchain that corresponds to the version identifier of the data version, is
authentic. The authentic check value is used to check whether the data to be authenticated
in a data authentication request has been tampered with, thereby ensuring the authenticity

of the data to be authenticated.

The embodiments of the present application further provide a data tracing method,
comprising:

receiving a data backtracking request, the data backtracking request comprising a

version identifier of a first data version of the data to be backtracked;

based on the version identifier of the first data version, searching, in a blockchain,

for a data block containing the version identifier of the first data version, and obtaining,
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from the data block, a version identifier of a second data version adjacent to the first data

version;

based on the obtained version identifier of the second data version, backtracking
sequentially and obtaining a data block containing the version identifier of the initial

version of the data to be backtracked;

based on the data block, determining data content corresponding to the initial

version of the data to be backtracked.

The embodiments of the present application further provide a data tracing apparatus,
comprising:
a receiving module receiving a data backtracking request, the data backtracking

request comprising a version identifier of a first data version of the data to be backtracked;

a backtracking module searching, in a blockchain, based on the version identifier of
the first data version, for a data block containing the version identifier of the first data
version, and obtaining, from the data block, a version identifier of a second data version
adjacent to the first data version; based on the obtained version identifier of the second
data version, backtracking sequentially to obtain a data block containing the version

identifier of the initial version of the data to be backtracked;

a determining module determining data content corresponding to the initial version

of the data to be backtracked based on the data block.

At least one of the foregoing technical solutions adopted by the embodiments of the

present application can achieve the following beneficial effect:

through receiving a data backtracking request, the data backtracking request
comprising a version identifier of a first data version of the data to be backtracked; based
on the version identifier of the first data version, searching, in a blockchain, for a data
block containing the version identifier of the first data version, and obtaining, from the
data block, a version identifier of a second data version adjacent to the first data version;
based on the obtained version identifier of the second data version, backtracking
sequentially to obtain a data block containing the version identifier of the initial version of
the data to be backtracked; based on the data block, determining data content
corresponding to the initial version of the data to be backtracked. Because both a version
identifier of a first data version of a target object and a version identifier of a second data

version adjacent to the first data version are stored in the form of a data block in the
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blockchain, and because the blockchain has the feature of being immutable and adopts a
linked data structure, it is possible to backtrack and find evolved versions of the data to be
backtracked as well as the data content corresponding to every evolved version, and

ensure the authenticity of the data evolution.

Brief Description of the Drawings

The drawings described herein are intended to provide a further understanding of the
present application and constitute a part of this application, and the exemplary
embodiments of the present application and their descriptions are intended to explain the
present application and not to limit the present application. In the drawings:

FIG. 1 is a flow diagram of a data storage method according to some embodiments
of the present application.

FIG. 2 is a structural diagram of data blocks created in various blocks in a
blockchain.

FIG. 3 is a flow diagram of a data authentication method according to some
embodiments of the present application.

FIG. 4 is a schematic diagram of a scenario of a data authentication method
according to some embodiments of the present application.

FIG. § is a flow diagram of a data tracing method according to some embodiments
of the present application.

FIG. 6 is a schematic diagram of a scenario of a data tracing method according to
some embodiments of the present application.

FIG. 7 is a structural diagram of a data storage apparatus according to some
embodiments of the present application.

FIG. 8 is a structural diagram of a data authentication apparatus according to some
embodiments of the present application.

FIG. 9 is a structural diagram of a data tracing apparatus according to some

embodiments of the present application.

Detailed Description
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In order to achieve the objectives of the present application, the embodiments of the
present application provide a data storage, data authentication, and data tracing method
and apparatus, storing a first check value of a first data version of a target object in a
blockchain in the form of a data block. As the blockchain has the feature of being
immutable, when a data requester obtains the data content corresponding to the first data
version of a target object, it can check, based on the first check value stored in the
blockchain, whether the data content corresponding to the first data version has been
modified, thereby determining the authenticity of the data content corresponding to the
first data version, effectively solving the problem of inability to determine the authenticity
of data content due to easy modification of data content, and increasing the data analysis

efficiency of a data requester.

It should be noted that the blockchain recorded in the embodiments of the present
application may be understood as a reliable database, and the reliable database is a
database similar to a non-relational database. Compared with a conventional database, the
reliable database has the following difference: the reliable database is characterized by
being decentralized and trustless. So-called decentralized means that in a system based on
a blockchain, there is no centralized hardware or management body, the rights and
obligations between any nodes of the system are equal, and the damage or loss of any node

will not affect the operation of the whole system.

So-called trustless means that participation in data exchange between any nodes of
the whole system does not require mutual trust, the operating rules of the whole system are
open and transparent, and the data content of the whole system is open, too, so within a

range of rules and times set by the system, no node can or has a way to cheat other nodes.

The technical solutions recorded in the embodiments of the present application
propose a data structure (subsequently it may be referred to as a “data block™). This data
structure contains a data header and a data body. The data header stores a check value of a
current data version of a target object and a check value of a previous data version
adjacent to the current data version to facilitate subsequent data tracing of the target
object. The data body may store data content of the target object corresponding to the
current data version or may store other content. No limitation is set here. In this way,
through this data structure and a blockchain, the integrity and authenticity of the target

object and its evolutions are ensured.
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The technical solutions of the present application will now be clearly and completely
described by referring to the embodiments and accompanying drawings of the present
application. Obviously, the described embodiments are only some and not all of the
embodiments of the present application. Based on the embodiments in the present
application, all other embodiments obtained by those of ordinary skill in the art without

creative effort shall fall within the scope of the present application.

Below, the technical solutions according to the embodiments of the present

application are described in detail by referring to the accompanying drawings.
Embodiment 1

FIG. 1 is a flow diagram of a data storage method according to some embodiments

of the present application. The method may be as shown below.
Step 101: determining a first check value of a first data version of a target object.

In the embodiments of the present application, the target object here may be data in
any form. It may be a business form, a manuscript of a book, or a software source code; or

it may be a set of pictures, a piece of music, or a video. No limitation is set here.

The data versions of the target object here may refer to different data content
evolved and generated over the full life cycle of the target object. An identifier may be set
for every piece of data content. This identifier may be called a version identifier of a data

version.

For example: For a video, every part of the video (or every season) may be called a
data version. Supposing the first part of video A corresponds to data version 1.0, then in
the evolution process the second part of video A corresponds to data version 2.0, the third
part of video A corresponds to data version 3.0, ......, the N™ part of video A corresponds to

data version n.0.

As another example: For application software, a plurality of versions of application
software may appear according to development needs. Let us suppose that the versions of
the application software in the evolution process of the application software include

version 1.0, version 1.0.1, version 1.0.1.1, version 2.0, version 2.0.1, .......

The first data version of the target object in the embodiments of the present
application may refer to a current data version of the target object. Taking the foregoing
application software for example, the version number corresponding to the first data

version is 2.0.1.
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For example, in the embodiments of the present application, the methods for
determining a first check value of a first data version of a target object include, without
limitation, the following method:

Firstly, determining a data content summary of the target object in the first data
version; secondly, calculating a first check value of a first data version of the target object

according to a preset algorithm and the data content summary.

For example: A description is made by using the example of a software source code
as the target object. The data content summary of the current version of the software
source code is determined. A hash algorithm is then used to process the data content
summary to obtain a hashed value of the current version of the software source code (here,

it may also be referred to as a first check value).

It should be noted that the preset algorithm may be a hash algorithm, or may be any

other (for example: SHA-1) algorithm. No limitation is set here.

Step 102: searching for a second check value of a second data version of the target

object that is adjacent to the first data version.

A second data version of the target object in the embodiments of the present
application may refer to a previous data version adjacent to the current data version of the
target object. Taking the foregoing application software for example, the version number

corresponding to a second data version is 2.0.

For example, a version identifier of a second data version adjacent to the first data

version of the target object is determined;

a data block recording a version identifier of the second data version is searched for
in the blockchain, and a second check value of a second data version of the target object is

read from the data block.

It should be noted that if the current data version of a target object is the original
data version (example: version 1.0 of application software), as there is not a previous data
version adjacent to the first data version, there is no need to search for the second check

value recorded in Step 102.

Further, after determining a version identifier of a second data version adjacent to
the first data version of the target object, the method for determining a first check value as
recorded in Step 101 may be referenced to obtain a second check value. Here it should be

noted that if a second check value is obtained according to the method for determining a
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first check value as recorded in Step 101, it needs to be ensured that the data content of the
second data version adjacent to the first data version of the target object has not been
tampered with.

Or a data block recording a version identifier of the second data version is searched
for in the blockchain, then the data content summary of the second data version of the
target object is read from the data block, and then a second check value is obtained by
referring to the method for determining a first check value as recorded in Step 101.

Step 103: creating a data block based on the first check value and the second check
value.

In Step 103, after obtaining a first check value and a second check value of the target
object, a data block is created based on the first check value and the second check value.

For example, the created data block contains a data header and a data body.

The first check value and the second check value are written in the data header of the
data block according to a preset format.

Table 1 is a schematic table of the check values written in a data header of a data
block.

Table 1

Data header

First check value: 1234567890ZXCV

Second check value: null

Time label: XXXX year YYYY month ZZZZ day 10:00:00

From Table 1, it may be seen that the generation time label of the data block is:
XXXX year YYYY month ZZZZ day 10:00:00, the first check value written in the data
block is 1234567890ZXCV, and the second check value is null. Thus it can be seen that
the data block is the initial data of a target object (for example: data), i.e., it is the data

origin of a target object.

Optionally, because a first check value / second check value of a target object is
obtained through an irreversible algorithm, different data versions of a target object get
different check values through calculation, i.e., the first check value / second check value

of a target object is unique.
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Table 2 is a schematic table of the check values written in a data header of a data

block.
Table 2

Data header portion

First check value: ! @#¥ %...... &* () ASDF

Second check value: 1234567890ZXCV

Time label: MMMM year NNNN month ZZZZ day 14:00:00

From Table 2, it may be seen that the generation time label of the data block is:
MMMM year NNNN month ZZZZ day 14:00:00, the first check value written in the data
block is ! @#¥ %...... &* () ASDF, and the second check value is 1234567890ZXCV.
Thus it can be seen that, because the second check value in Table 2 is the same as the first
check value in Table 1, the data version corresponding to the data block shown in Table 1
is a previous data version adjacent to the data version corresponding to the data block as

shown in Table 2.

It should be noted that the data header of a data block may also store the version
identifiers of two adjacent data versions, i.e., a version identifier of a first data version and

a version identifier of a second data version.

Optionally, in addition to a data header, the created data block also comprises a data
body. The data content summary of the target object in the first data version, or the second
check value, or the data content of the first data version of the target object may be written

in the data body of the data block.

FIG. 2 is a structural diagram of data blocks created in various blocks in a

blockchain.

From FIG. 2, it may be seen that data block 1, data block 2, and data block 3
correspond to the same target object. In the data body of data block 1, a data content
summary of a current data version / an adjacent previous data version is stored. In the data
body of data block 2, a check value of a current data version / an adjacent previous data
version is stored. In the data body of data block 3, data content of a current data version /

an adjacent previous data version is stored.

In another embodiment of the present application, the data content of a target object
may be stored in a data block, and it may also be stored in a cloud data gateway or

database.
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It should be noted that when the data volume of data content is small, the data block

3 approach may be selected with priority as a way to store the data content.

For example, the data content of the first data version of the target object is stored in

a cloud data gateway or a database.

It should be noted that the data body of a data block not only may store the content
described above but also may record a digital signature of a target object that is provided
by the data provider so as to facilitate a data requester to authenticate the identity of the
data provider. The data body may also record data block creation time and other relevant

information, a version identifier of a data version, etc. No limitation is set here.
Step 104: storing the data block in a blockchain.
Here, the data block stored in the blockchain is immutable.

In Step 104, the data block is added to the blockchain according to a linked data

structure.

For example, a newly created data block is added to the tail of'a data block that has

been connected to the blockchain.

In another embodiment of the present application, after storing the data block in the

blockchain, the method further comprises:

storing a mapping relationship between a version identifier of a first data version of

the target object and a block identifier of the data block.

alternatively, storing a mapping relationship between a version identifier of a first

data version of the target object and a block identifier of the data block.

It should be noted that in the embodiments of the present application, storing a data
block in the blockchain may also be referred to as executing the operation of adding a data

block to the blockchain so as to store it in the blockchain.

Through the technical solutions recorded in the embodiments of the present
application, a first check value of a first data version of a target object is determined, and a
second check value of a second data version of the target object that is adjacent to the first
check value is searched for; based on the first check value and the second check value, a
data block is created, and the data block is stored in a blockchain. A first check value of a
first data version of a target object is stored in a blockchain in the form of a data block. As
the blockchain has the feature of being immutable, when a data requester obtains the data

content corresponding to a first data version of a target object, it can check, based on the
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first check value stored in the blockchain, whether the data content corresponding to the
first data version has been modified, thereby determining the authenticity of the data
content corresponding to the first data version, effectively solving the problem of inability
to determine the authenticity of data content due to easy modification of data content, and

increasing the data analysis efficiency of the data requester.
Embodiment 2

Based on a same inventive concept, FIG. 3 is a flow diagram of a data authentication
method according to some embodiments of the present application. The method may be as

shown below.
Step 301: receiving a data authentication request.

The data authentication request contains a version identifier of a data version of data

to be authenticated and a check value obtained based on data content of the data to be
authenticated.

In Step 301, the executive agent of the embodiments of the present application may

be a blockchain, or it may be another device. No limitation is set here.

For example, when a data requester receives data provided by a data provider, it may
consider the provided data as data to be authenticated, determine a version identifier of the
data version of the data to be authenticated, and obtain through calculation a check value
of the data to be authenticated based on the obtained data content of the data to be
authenticated.

In this case, in order to ensure the received data to be authenticated is authentic, the
data requester sends a data authentication request to the blockchain to check whether the

data provided by the data provider has been tampered with.

Step 302: based on a version identifier of a data version contained in the data
authentication request, searching, in a blockchain, for a pre-stored check value

corresponding to the version identifier of the data version.

In Step 302, because a data block is generated during storage of a target object, and
the data block is stored in a blockchain, a mapping relationship between a version
identifier of a first data version of the target object and a block identifier of the data block

is stored when the data block is stored in the blockchain.

When a data authentication request is received, the block identifier of the data block

corresponding to the version identifier of the data version contained in the data
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authentication request is determined based on pre-stored mapping relationships between
version identifiers of the data versions, the unit identifier of data blocks, and block

identifiers of blocks.

The check value corresponding to the version identifier of the data version is read

from the data block corresponding to the block identifier.

It should be noted that the check value corresponding to the version identifier of the
data version obtained in Step 302 is generated during storage of the target object and is

stored in a blockchain, so the check value obtained via the searching is authentic.

Step 303: based on the received check value contained in the data authentication
request and the check value obtained via the searching, authenticating the data content of

the data to be authenticated.

In Step 303, the received check value contained in the data authentication request is

compared with the check value obtained via the searching.

When the received check value contained in the data authentication request is the
same as the check value obtained via the searching, it is determined that the data content

of the data to be authenticated is authentic.

When the received check value contained in the data authentication request is
different from the check value obtained via the searching, it is determined that the data

content of the data to be authenticated has been modified.

Through the technical solutions provided by the embodiments of the present
application, a data authentication request is received, which contains a version identifier of
a data version of data to be authenticated and a check value obtained based on data content
of the data to be authenticated; based on the version identifier of the data version
contained in the data authentication request, a pre-stored check value corresponding to the
version identifier of the data version is searched for in the blockchain; based on the
received check value contained in the data authentication request and the check value
obtained via the searching, the data content of the data to be authenticated is authenticated.
As the blockchain has the feature of being immutable, the pre-stored check value in the
blockchain that is obtained via the searching and corresponding to the version identifier of
the data version, is authentic. The authentic check value is used to check whether the data
to be authenticated in a data authentication request has been tampered with, thereby

ensuring the authenticity of the data to be authenticated.
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FIG. 4 is a schematic diagram of a scenario of a data authentication method

according to some embodiments of the present application.

From FIG. 4, it may be seen that the blockchain contains a plurality of data nodes.
These data nodes may receive data authentication requests sent by different users.
Corresponding data information is searched for in the blockchain based on the data
information carried in the data authentication request (here it may refer to a check value).
Based on the received data information and data information obtained via the searching,
the data to be authenticated in the data authentication request is authenticated to ensure the

data requester can obtain authentic and valid data.
Embodiment 3

FIG. 5 is a flow diagram of a data tracing method according to some embodiments

of the present application. The method may be as shown below.
Step 501: receiving a data backtracking request.

The data backtracking request contains a version identifier of a first data version of

data to be backtracked.

In Step 501, when the evolution process or evolution history of a target object needs
to be searched for, the operations of the embodiments of the present application may be
initiated, i.e., sending a data backtracking request. The data backtracking request contains
a version identifier of a first data version of the data to be backtracked.

Here, the version identifier of a first data version may be the version identifier of a
current data version, or it may be the version identifier of any data version. No limitation
is set here.

Here, the version identifier of a first data version is used to determine a starting point

for backtracking the data to be backtracked. For example: application software, with a
current data version of 3.0. Once a backtracking request is initiated, the version identifier
of the data version carried in the backtracking request may be 3.0, or may be 2.0, etc. No
limitation is set here.

Step 502: based on a version identifier of a first data version, searching, in a
blockchain, for a data block containing the version identifier of the first data version, and
obtaining, from the data block, a version identifier of a second data version adjacent to the

first data version.



10

15

20

25

30

16

In Step 502, because the data block not only stores a version identifier of a first data
version but also stores a version identifier of a previous second data version adjacent to the
version identifier of the first data version, a data block containing the version identifier of
the first data version may be obtained based on the version identifier of the first data
version, and the version identifier of a previous second data version adjacent to the version

identifier of the first data version is obtained from the data block.

Step 503: based on the obtained version identifier of the second data version,
backtracking sequentially to obtain a data block containing the version identifier of the

initial version of the data to be backtracked.

In Step 503, the obtained version identifier of the second data version is chosen as a
starting point and backtracked in turn by the method described in Step 502 to find a data

block containing the version identifier of the initial version of the data to be backtracked.

For example, based on the obtained version identifier of a data version, the
following operations are executed until a data block containing the version identifier of the

initial version of the data to be backtracked is obtained:

searching, in the blockchain, for a data block containing a version identifier of the
obtained data version, and obtaining from the data block a version identifier of a previous

data version adjacent to the obtained data version;

triggering cyclic execution of the foregoing operation until a data block containing

the version identifier of the initial version of the data to be backtracked is obtained.

It should be noted that here, the obtained version identifier of a data version may be

a version identifier of any data version except the first data version.

Step 504: based on the data block, determining data content corresponding to the

initial version of the data to be backtracked.

It should be noted that in the embodiments of the present application, whenever a
version identifier of a data version is obtained, the data content corresponding to the data
version may be determined. In this way, the evolution process of the data to be
backtracked may be analyzed based on the obtained data content, to authentically and

effectively analyze the production value contained in the data to be backtracked.

Through the technical solutions of the embodiments of the present application, a
data backtracking request is received, which contains a version identifier of a first data

version of data to be backtracked; based on the version identifier of the first data version, a
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data block containing the version identifier of the first data version is searched for in the
blockchain, and a version identifier of a second data version adjacent to the first data
version is obtained from the data block; based on the obtained version identifier of the
second data version, sequential backtracking is performed and a data block containing the
version identifier of the initial version of the data to be backtracked is obtained; based on
the data block, the data content corresponding to the initial version of the data to be
backtracked is determined. Because both a version identifier of a first data version of a
target object and a version identifier of a second data version adjacent to the first data
version are stored in the form of a data block in the blockchain, and because the
blockchain has the feature of being immutable and adopts a linked data structure, it is
possible to backtrack and find evolved versions of the data to be backtracked as well as the
data content corresponding to every evolved version, and ensure the authenticity of the

data evolution.

FIG. 6 is a schematic diagram of a scenario of a data tracing method according to

some embodiments of the present application.

From FIG. 6, it may be seen that as the blockchain adopts a linked data structure.
When one of data blocks is determined, other data blocks associated with the data block
can be obtained according to the features of the linked data structure, thus achieving the
objective of tracing the data origin, and meanwhile ensuring that the obtained information

is authentic.

Let us suppose there are five data blocks corresponding to the target object. They are
data block 1, data block 2, data block 3, data block 4 and data block 5. Here, data blocks

storing version identifiers of data versions are taken as an example.

The version identifiers of data versions stored in data block 5 are 5.0 and 4.0. The
version identifiers of data versions stored in data block 4 are 4.0 and 3.0. The version
identifiers of data versions stored in data block 3 are 3.0 and 2.0. The version identifiers of
data versions stored in data block 2 are 2.0 and 1.0. The version identifier of the data
version stored in data block 1 is 1.0. During data tracing, data block 51 is determined at
first, followed by data block 4, data block 3 and data block 2, and lastly data block 1. In

this way, the objective of data tracing can be achieved completely.

Embodiment 4

Based on the same inventive concept, FIG. 7 is a structural diagram of a data storage

apparatus according to some embodiments of the present application. The data storage
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apparatus comprises: a determining module 71, a searching module 72, and a storage
module 73. Here:

the determining module 71 determines a first check value of a first data version of a
target object;

the searching module 72 searches for a second check value of a second data version

of the target object that is adjacent to the first data version;

the storage module 73 creates, based on the first check value and the second check
value, a data block and stores the data block in a blockchain, wherein the data block stored
in the blockchain is immutable.

In another embodiment of the present application, the determining module 71

determining a first check value of a first data version of a target object comprises:
determining a data content summary of the target object in the first data version;

according to a preset algorithm and the data content summary, calculating to obtain

the first check value of the first data version of the target object.

In another embodiment of the present application, the storage module 72 creating a

data block based on the first check value and the second check value comprises:

creating a data block, and writing the first check value and the second check value in

the data header of the data block according to a preset format.

In another embodiment of the present application, the data storage apparatus further
comprises: a writing module 74. Here:

the writing module 74 writes the data content summary of the target object in the
first data version, or the second check value, or data content of the first data version of the

target object in a data body of the data block.

In another embodiment of the present application, the storage module 72 stores the
data content of the first data version of the target object in a cloud data gateway or a
database.

In another embodiment of the present application, the storage module 72 stores a
mapping relationship between the version identifier of the first data version of the target
object and a block identifier of the data block after storing the data block in a block of the

blockchain.
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In another embodiment of the present application, the storage module 72 storing the

data block in the blockchain comprises:
according to a linked data structure, adding the data block to the blockchain.

It should be noted that the data storage apparatus according to the embodiments of
the present application may be achieved by hardware or software. No limitation is set here.
The data storage apparatus stores a first check value of a first data version of a target
object in the form of a data block in a blockchain. As the blockchain has the feature of
being immutable, when a data requester obtains the data content corresponding to the first
data version of the target object, it can check, based on the first check value stored in the
blockchain, whether the data content corresponding to the first data version has been
modified, thereby determining the authenticity of the data content corresponding to the
first data version, effectively solving the problem of inability to determine the authenticity
of data content due to easy modification of data content, and increasing the data analysis

efficiency of a data requester.
Embodiment S

FIG. 8 is a structural diagram of a data authentication apparatus according to some
embodiments of the present application. The data authentication apparatus comprises: a

receiving module 81, a searching module 82, and a authenticating module 83. Here:

the receiving module 81 receives a data authentication request, which contains a
version identifier of a data version of data to be authenticated and a check value obtained

based on data content of the data to be authenticated;

the searching module 82 searches, in a blockchain, based on the version identifier of
the data version contained in the data authentication request, for a pre-stored check value

corresponding to the version identifier of the data version;

the authenticating module 83 authenticates the data content of the data to be
authenticated based on the received check value contained in the data authentication
request and the check value obtained via the searching.

In another embodiment of the present application, the authenticating module 83
authenticating the data content of the data to be authenticated based on the received check
value contained in the data authentication request and the check value obtained via the

searching comprises:
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when the received check value contained in the data authentication request is same
as the check value obtained via the searching, determining that the data content of the data

to be authenticated is authentic;

when the received check value contained in the data authentication request is
different from the check value obtained via the searching, determining that the data

content of the data to be authenticated has been modified.

In another embodiment of the present application, the searching unit 82 searching, in
the blockchain, based on the version identifier of the data version contained in the data
authentication request, for a pre-stored check value corresponding to the version identifier

of the data version comprises:

based on pre-stored mapping relationship between version identifiers of data
versions and block identifiers of data blocks, determining the block identifier of the data
block corresponding to the version identifier of the data version in the data authentication

request;

reading a check value corresponding to the version identifier of the data version

from the determined data block corresponding to the block identifier.

It should be noted that the data authentication apparatus according to the
embodiments of the present application may be achieved by hardware or software. No
limitation is set here. As the blockchain has the feature of being immutable, the searched-
for pre-stored check value in the blockchain that corresponds to the version identifier of
the data version, is authentic. The authentic check value is used to check whether the data
to be authenticated in a data authentication request has been tampered with, thereby

ensuring the authenticity of the data to be authenticated.
Embodiment 6

FIG. 9 is a structural diagram of a data tracing apparatus according to some
embodiments of the present application. The data tracing apparatus comprises: a receiving

module 91, a backtracking module 92, and a determining module 93. Here:

the receiving module 91 receives a data backtracking request, the data backtracking

request comprising a version identifier of a first data version of the data to be backtracked;

the backtracking module 92 searching, in the blockchain, based on the version
identifier of the first data version, for a data block containing the version identifier of the

first data version, and obtains, from the data block, a version identifier of a second data
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version adjacent to the first data version; based on the obtained version identifier of the
second data version, it performs sequential backtracking and obtains a data block

containing the version identifier of the initial version of the data to be backtracked;

the determining module 93 determines the data content corresponding to the initial

version of the data to be backtracked based on the data block.

In another embodiment of the present application, the backtracking module 92,
based on the obtained version identifier of the second data version, performing sequential
backtracking to obtain a data block containing the version identifier of the initial version

of the data to be backtracked comprises:

based on the obtained version identifier of a data version, executing the following
operation until a data block containing the version identifier of the initial version of the

data to be backtracked is obtained:

searching, in the blockchain, for a data block containing a version identifier of the
obtained data version, and obtaining from the data block a version identifier of a previous

data version adjacent to the obtained data version;

triggering cyclic execution of the foregoing operation until a data block containing

the version identifier of the initial version of the data to be backtracked is obtained.

It should be noted that the data tracing apparatus according to the embodiments of
the present application may be achieved by hardware or software. No limitation is set here.
Because both a version identifier of a first data version of a target object and a version
identifier of a second data version adjacent to the first data version are stored in the form
of a data block in the blockchain, and because the blockchain has the feature of being
immutable and adopts a linked data structure, it is possible to backtrack and find evolved
versions of the data to be backtracked as well as the data content corresponding to every

evolved version, and ensure the authenticity of the data evolution.

Those skilled in the art should understand that the embodiments of the present
application may be provided as methods, systems, or computer program products, so the
present application may adopt embodiments in the form of pure software, pure hardware,
or a combination of software and hardware. Furthermore, the present application may
adopt the form of a computer program product implemented on one or a plurality of
computer-usable storage media (including but not limited to disk memory, CD-ROM, and

optical memory) that contain computer-usable program codes.
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The present application is described by referring to the flow charts and / or block
diagrams of the methods, devices (systems), and computer program products according to
the embodiments of the present application. It should be understood that every flow and /
or block in the flow charts and / or block diagrams and combinations of the flows and / or
blocks in the flow charts and / or block diagrams may be achieved through computer
program instructions. These computer program instructions may be provided to the
processor of a general-purpose computer, special-purpose computer, embedded processor,
or other programmable data processing equipment to generate a machine so that through
the instructions executed by the processor of the computer or other programmable data
processing equipment, an apparatus for achieving the functions designated in one or a
plurality of flows in the flow charts and / or one or a plurality of blocks in the block

diagrams is generated.

These computer program instructions may also be stored in a computer-readable
memory that can guide a computer or other programmable data processing equipment to
work in a specific way so that the instructions stored in the computer-readable memory
generate a product comprising the instruction apparatus. The instruction apparatus
achieves the functions designated in one or a plurality of flows in the flow charts and / or

one or a plurality of blocks in the block diagrams.

These computer program instructions may also be loaded to a computer or other
programmable data processing equipment so that a series of operating steps are executed
on the computer or other programmable data processing equipment to generate the
processing achieved by computer. Thus, the instructions executed on the computer or other
programmable data processing equipment provide steps for achieving the functions
designated in one or a plurality of flows in the flow charts and / or one or a plurality of
blocks in the block diagrams.

In a typical configuration, the computing equipment comprises one or a plurality of
processors (CPU), I/0 interfaces, network interfaces, and internal memories.

The internal memory may be in the form of volatile memory, random access
memory (RAM), and / or non-volatile memory such as read-only memory (ROM) or flash
memory (flash RAM) in computer-readable media. Internal memory is an example of
computer-readable media.

Computer-readable media include non-volatile, volatile, movable, and non-movable

media and may achieve information storage by any method or technology. Information
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may be computer-readable instructions, data structures, program modules, or other data.
Examples of computer storage media include, without limitation, phase change random
access memory (PRAM), static random access memory (SRAM), dynamic random access
memory (DRAM) and other types of random access memory (RAM), read-only memory
(ROM), electrically erasable programmable read only memory (EEPROM), flash memory
or other memory technologies, compact disc — read-only memory (CD-ROM), digital
video disk (DVD) or other optical memory, cassette type magnetic tape, tape disk memory
or other magnetic storage devices, or any other non-transfer media. They may be used to
store information that is accessible to computer devices. According to the definition in this
document, computer-readable media do not include transitory media, such as modulated

data signals and carriers.

% &8 % 4

It should be further noted that terms “include”, “contain”, “comprise,” or their
variants are intended to cover non-exclusive inclusion so that a process, method,
commodity, or equipment including a series of elements not only includes these elements
but also includes other elements not clearly set out, or also includes the elements inherent
to such process, method, commodity or equipment. Unless otherwise limited, the elements
defined by the phrasing “including one...... ” do not exclude the presence of other similar

elements in the process, method, commodity, or equipment including the elements.

Those skilled in the art should understand that the embodiments of the present
application may be provided as methods, systems, or computer program products, so the
present application may adopt embodiments in the form of pure software, pure hardware,
or a combination of software and hardware. Furthermore, the present application may
adopt the form of a computer program product implemented on one or a plurality of
computer-usable storage media (including but not limited to disk memory, CD-ROM, and

optical memory) that contain computer-usable program codes.

The foregoing descriptions are embodiments of the present application and are not
intended to limit the present application. For those skilled in the art, the present
application may have various changes and modifications. All modifications, equivalent
substitutions, and improvements made without departing from the spirit and principles of

the present application shall fall within the scope of the claims of the present application.
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Claims

1.  Adata storage method, wherein the method comprises:

determining a first check value of a first data version of a target object;

searching for a second check value of a second data version of the target object that
is adjacent to the first data version;

creating a data block based on the first check value and the second check value and
storing the data block in a blockchain, wherein the data block stored in the blockchain is
immutable.

2.  The data storage method according to claim 1, wherein the determining a first
check value of a first data version of a target object comprises:

determining a data content summary of the target object in the first data version;

calculating the first check value of the first data version of the target object
according to a preset algorithm and the data content summary.

3.  The data storage method according to claim 1, wherein the creating a data
block based on the first check value and the second check value comprises:

creating the data block, and writing the first check value and the second check value
in a data header of the data block according to a preset format.

4.  The data storage method according to claim 3, wherein the method further
comprises:

writing a data content summary of the target object in the first data version, or the
second check value, or data content of the first data version of the target object in a data
body of the data block.

5.  The data storage method according to claim 3, wherein the method further
comprises:

storing data content of the first data version of the target object in a cloud data
gateway or a database.

6.  The data storage method according to claim 1, wherein after storing the data

block in the blockchain, the method further comprises:
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storing a mapping relationship between a version identifier of the first data version

of the target object and a block identifier of the data block.

7.  The data storage method according to any of the claims 1 to 6, wherein the

storing the data block in a blockchain comprises:
according to a linked data structure, adding the data block to the blockchain.
8.  The method according to claim 1, further comprising:

receiving a data authentication request, the data authentication request comprising a
version identifier of the first data version of the target object and a third check value

obtained based on data content of the target object;

based on the version identifier in the data authentication request, searching, in the

blockchain, for the first check value;

based on the third check value and the first check value, authenticating the data
content of the target object.
9.  The method according to claim 8, wherein the based on the third check value

and the first check value, authenticating the data content of the target object comprises:

when the third check value is the same as the first check value, determining that the

data content of the target object is authentic;

when the third check value is different from the first check value, determining that

the data content of the target object has been modified.

10. The method according to claim 8 or claim 9, wherein the based on the version
identifier in the data authentication request, searching, in the blockchain, for the first

check value comprises:

based on pre-stored mapping relationships between version identifiers of data
versions and block identifiers of data blocks, determining a block identifier corresponding

to the version identifier in the data authentication request;
reading the first check value from the blockchain based on the block identifier.
11. A datatracing method, wherein the method comprises:

receiving a data backtracking request, the data backtracking request comprising a

version identifier of a first data version of the data to be backtracked;
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based on the version identifier of the first data version, searching, in a blockchain,
for a data block containing the version identifier of the first data version, and obtaining,
from the data block, a version identifier of a second data version adjacent to the first data
version,;

based on the obtained version identifier of the second data version, backtracking
sequentially to obtain a data block containing the version identifier of the initial version of
the data to be backtracked;

based on the data block, determining data content corresponding to the initial
version of the data to be backtracked.

12. The data tracing method according to claim 11, wherein the based on the
obtained version identifier of the second data version, backtracking sequentially to obtain
a data block containing the version identifier of the initial version of the data to be
backtracked comprises:

based on an obtained version identifier of a data version, executing the following
operation until a data block containing the version identifier of the initial version of the
data to be backtracked is obtained:

searching, in the blockchain, for a data block containing the obtained version
identifier of the data version, and obtaining from the data block a version identifier of a
previous data version adjacent to the obtained data version;

triggering cyclic execution of the foregoing operations until a data block containing

the version identifier of the initial version of the data to be backtracked is obtained.

13. A data storage apparatus, wherein the apparatus comprises:

a determining module determining a first check value of a first data version of a
target object;

a searching unit searching for a second check value of a second data version of the
target object that is adjacent to the first data version;

a storage module creating a data block based on the first check value and the second
check value and storing the data block in a blockchain, wherein the data block stored in
the blockchain is immutable.

14. The data storage apparatus according to claim 13, wherein the determining

module determining a first check value of a first data version of a target object comprises:
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determining a data content summary of the target object in the first data version;

calculating the first check value of the first data version of the target object

according to a preset algorithm and the data content summary.

15. The data storage apparatus according to claim 13, wherein the storage module

creating a data block based on the first check value and the second check value comprises:

creating the data block, and writing the first check value and the second check value

in a data header of the data block according to a preset format.

16. The data storage apparatus according to claim 15, wherein the data storage

apparatus further comprises: a writing module, wherein:

the writing module writes a data content summary of the target object in the first
data version, or the second check value, or data content of the first data version of the

target object in a data body of the data block.
17. The data storage apparatus according to claim 15, wherein

the storage module stores data content of the first data version of the target object in

a cloud data gateway or a database.
18. The data storage apparatus according to claim 13, wherein

the storage module, after storing the data block in the blockchain, stores a mapping
relationship between a version identifier of the first data version of the target object and a
block identifier of the data block.

19. The data storage apparatus according to any of the claims 13 to 18, wherein

the storage module storing the data block in a blockchain comprises:
according to a linked data structure, adding the data block to the blockchain.
20. The apparatus according to claim 13, wherein the apparatus further comprises:

a receiving module receiving a data authentication request, the data authentication
request comprising a version identifier of the first data version of the target object and a

check value obtained based on data content of the target object;

a searching module searching, in the blockchain, based on the version identifier in

the data authentication request, for the first check value;
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an authenticating module authenticating the data content of the target object based

on the received check value contained in the data authentication request and the first check

value.

21. The apparatus according to claim 20, wherein the authenticating module
authenticating the data content of the target object based on the received check value

contained in the data authentication request and the first check value comprises:

when the received check value contained in the data authentication request is the
same as the first check value, determining that the data content of the target object is

authentic;

when the received check value contained in the data authentication request is
different from the first check value, determining that the data content of the target object

has been modified.

22. The apparatus according to claim 20 or claim 21, wherein the searching
module searching, in the blockchain, based on the version identifier in the data

authentication request, for the first check value comprises:

based on pre-stored mapping relationships between version identifiers of a data
versions and block identifiers of a data blocks, determining a block identifier

corresponding to the version identifier in the data authentication request,
reading the first check value from the blockchain based on the block identifier.
23. A data tracing apparatus, wherein the apparatus comprises:

a receiving module receiving a data backtracking request, the data backtracking

request comprising a version identifier of a first data version of the data to be backtracked,

a backtracking module searching, in a blockchain, based on the version identifier of
the first data version, for a data block containing the version identifier of the first data
version, and obtaining, from the data block, a version identifier of a second data version
adjacent to the first data version; based on the obtained version identifier of the second
data version, backtracking sequentially to obtain a data block containing the version

identifier of the initial version of the data to be backtracked;

a determining module determining data content corresponding to the initial version

of the data to be backtracked based on the data block.
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24. The data tracing apparatus according to claim 23, wherein the backtracking
module, based on the obtained version identifier of the second data version, backtracking
sequentially to obtain a data block containing the version identifier of the initial version of

the data to be backtracked comprises:

based on an obtained version identifier of a data version, executing the following
operation until a data block containing the version identifier of the initial version of the

data to be backtracked is obtained:

searching, in the blockchain, for a data block containing the obtained version
identifier of the data version, and obtaining from the data block a version identifier of a

previous data version adjacent to the obtained data version;

triggering cyclic execution of the foregoing operations until a data block containing

the version identifier of the initial version of the data to be backtracked is obtained.
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