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13 DECEMBER 2005 -1 S 4718 SG Method of Transmtting Confidential Data 5 The
present invention relates to a nethod of transmtti ng aspEcHRBERaZDOTat a

bet ween two communi cation devices and, in particular, to a nmethod of secure
conmmruni cati on between a chipcard and a conditional access nodule (CAM in a
pay TV environnent. 10 EP 0 720 326 A2 di scloses a nethod of establishing a
secure comuni cation channel between tWwo sinilar stations. The

comuni cati on procedure uses synmetric encryption/decryption one to avoid
probl ens encountered with earlier systens where a distributed nmaster key is
used in cgqbygg&%on with nodifier elenents such as a tinme stanp, a counter
or the liKe. 'Tnthe symmetric procedure, a 15 secret encryption key is known
to both conmuni cation devices. This nmethod only works with paired
conmuni cat i on devices—ln—anothernethod that s diselosedin- WD 97/38530, a
secure comuni cation bet mmethwoﬂgﬁhgﬁﬁti%ggnﬁ&n@qa%aand a chipcard is
obt ai ned by asymetric encryption. One of The devices generates a random
key which3s encrypted with a 20 public key and sent to the second device.
The second device decrypts the encrypted key with a correspondi ng private
key. Both devi ceThagredche imentiomrédetes td ar methodypf tramsnatithgd emtfidentisindasd dat a
exchanged between the devices. This, pethod relies on a random val ue
generated in oPftyeehEVcommaInigaliop glevioes and, ws pHticulay it 3 émﬁtmrawf derure,

secure nethod ofy,f(ARH bdtR8erd 2 LRipPEUHRE" conditional access module (CAM) in a

pay TV environment.

10 EP 0 720 326 A2 discloses a method of establishing a secure communication
channel between two similar stations. The communication procedure uses
symmetric encryption/decryption one to avoid problems encountered with earlier
systems where a distributed master key is used in conjunction with modifier
elements such as a time stamp, a counter or the like. In the symmetric procedure, a

15 secret encryption key is known to both communication devices. This method only

works with paired communication devices.

In another method that is disclosed in WO 97/38530, a secure communication
between two devices such as a CAM and a chipcard is obtained by asymmetric
encryption. One of the devices generates a random key which is encrypted with a

20 public key and sent to the second device. The second device decrypts the
encrypted key with a corresponding private key. Both devices use the random key
for encryption and decryption of data exchanged between the devices. This

method relies on a random value generated in only one of the devices.

The present invention provides a secure method of transmitting data between

25 two communication devices which relies on a common secret based on two values
each of which is generated by a different one of the devices, thereby avoiding
possible replay attacks. According to the invention, the method of transmitting

data between two communication devices includes the following steps:



25 two conmuni cation devices which relies on a cormpbn secret based on two
val ues each of which is generated by a different one ok gfteviiH %S, t hereby
avoi ding possible replay attacks. According to the invention, the nethod of
transmtting data between two commruni cation devices includes the follow ng
steps: 13 DECEMBER 2005 Step 1: a first randomkey is generated on the side
of the first comrunication device. Step.2: a second random key i s generated
on the side of the second connunication device. 5 Step 3: the second random
key is encrypted by nmeans of public key and transpitted to the first
communi cati on de¥ieBd: asf,trétpraadorarkey %g@e&ée%f’nﬂﬁ‘e“ﬁ? pEthedyshepnuypicgipidevi ce,
t he transnlttq% ggcond randomkey is decrypted with a corresponding private
key. Step 5: t irst randomkey is encrypted on the side of the first 10
conmmuni cation device and transmtted to the second conmuni cation device.
Step 6: the secofpcdmausecati mndoevkee islegmypited tonether ansnof tthel secomslt

random key. Steg}Jin each communi cati on devi ce conbi nes the random keys into
a secret sessP ‘Rgﬁnﬁ@é@VFBr encryption and decryption of the data
transmtted 15 between the devices. After step 7, both devices share a

secret sessi on keyePasafd QBoddVRandamdRs lsvaﬂcmcgs?%e%%flanﬁlﬁ%me@nédw of
each other and in different devices, thereby excluding the possibility of a

successf ul repr@lymatetdetekhe farst mmmgnlcatmdﬁweqvent of the nmethod is achi eved by
using a particular

Step 4: on the side of the first communication device, the transmitted second

random key is decrypted with a corresponding private key.

Step 5: the first random key is encrypted on the side of the first

10 communication device and transmitted to the second communication device.

Step 6: the second communication device decrypts the transmitted first

random key.

Step 7: each communication device combines the random keys into a
secret session key used for encryption and decryption of the data transmitted

15 between the devices.

After step 7, both devices share a secret session key based on two random
values generated independently of each other and in different devices, thereby

excluding the possibility of a successful replay attack.

A further improvement of the method is achieved by using a particular

20 encryption key for encryption of the first random key in steps 5 and 6: in addition
to the second random key, a random number (a “challenge™) is generated on the

side of the second communication device, and this random number is likewise
encrypted with the public key and transferred to the first communication device.

The first communication device decrypts the random number with its private key,

25 and the first random key is encrypted with the decrypted random number prior to

the transmission of the first random key to the second communication device.



20 encryption key for encryption of the first randomkey in steps 5 and 6:
in addition to the second random key, a random nunber (apkchmiBERRYE') is
generated on the side of the second comruni cation device, and this random
nunber is |likewise encrypted with the public key and transferred to the
first conmunication device. The first conmunication device decrypts the
random nunber with its private key, 25-dnd the first randomkey is encrypted
with the decrypted random nunber prior to the transm ssion of the first

random key to the seeond Mérﬁ%ﬂmngﬁioﬁ%ill%wg&f\&gﬁ rét%reﬁce

preferred enbodi nent of the invention w now be di scl ose th reference
to the draw ngto thaeraving! Ehd sigglecfigufre bhéheddrawinggiliuktratet esential essepsnitfithd st eps
of the preferregqgegbodbiogent. Wth reference to the drawing, a first

comuni cat i on Rf&RTEE ePodineftgyrt 5 Card (SC) and a second conmunication
device D2 is a conditional access nodule (CAM in a digital pay TV

envi ronment ( DVBwiiRhefercdbPSihe da ahfitsh@omhidviRalibPelize 9L id A¥hLH tO

2 b

application in such an environnent. Both devices DI and D2 woul d exchange
confidentisal daaml, (S€)ehd asecomtljcomamemation dagicerl?t is armepduigposl gcEdMsENgdule

entitlement co ITess E()é(li,) and contr r.ds 10 T ot ect
the confi dentigﬁ%tlg ?r(@gh?a;i.aéfgs roSBYlﬁcal,meé'tt s@ﬁgforcsm&g%ﬁh%g%ﬁ%%nel IS
est abl i shed beinvemibn Rl Giviie@So [Appliddion THQuéH b tentiedrihéht DBodWISices IBICT et
private key PrK and has a corresponding public key PuK. Device D also has

a random numbe#ndg&Memeult egehanggronfidemindl dadayi sishDas kpGilgmentiempodgemenk ey

Puk, “whi ch may, haye. boein 45 daRSIIRTdh A SRKES B WE Sheal wiayi ce D2
10 (CWs). To protect the confidential data from eavesdropping, a secure

communication channel is established between the devices D1, D2.

The first device D1 owns a secret private key PrK and has a corresponding

public key PuK. Device D1 also has a random number generator G1.

The second device D2 knows the public key PuK, which may have been
15 received from device D1 in the clear. Device D2 also has a random number

generator, G2.

Initially, both devices D1, D2 do not share any secret. In order to provide a
secret session key shared by the devices and used for encryption/decryption of
data exchanged between the devices, a protocol is proposed that is safe enough to

20 avoid leakage of information, and powerful enough to exchange keys of a
sufficient length. The protocol involves asymmetric cryptography for transmission

both from D1 to D2 and from D2 to D1.

Random number generator G1 in device D1 internally generates a first

random number K1. Random number generator G2 in device D2 internally

25 generates a second random number K2. D2 will also generate a further random
value, a “challenge” CHLG. Random numbers K1 and K2 are of a sufficient

length to avoid crypto-analytic brute-force attack.



generator, &. Initially, both devices D1, D2 do not share any secret. In
order to provide a secret session key shared by the deypgesmand 2003ed for
encryption/decryption of data exchanged between the devices, a protocol is
proposed that is safe enough to 20 avoi d | eakage of |nfornat|on and

power ful enough to exchange keys of a sufficient |Iength. The protocol

i nvol ves asymmetric cryptography for trénsmission both fromD to D2 and
fromD2 to DI. Random nunber generator Gl in device D internally generates

a first random puoReDKincr{fH*QMAIUOREG %H%ﬁh@'ke@ul(”arﬁleéé'nﬁﬁtk@%esult
internally 25 generates a second random nunber : al so generate a

further randornto desiced)!. DevidedP] m@eecemqu@ rﬁah@omdn@bm‘elrt@mhl ltsanlmvalt@k%br e of a

ffi t t -CEMBER
3005 Bevi ce D2 EndiyRe RaouRPRSKE AR £ Hi DGl bR AR E KA I E 1 osul
to device DI . &gvidn@of nithber KOG/ efRrylphethe @oadateraitd miaeyPivith ICHNLGTh S

private key PrK. Device DI now knows K2 and CHLG Device D concatenates K2
with its Sown enarpeed esbersertiiremdleted?3ipt s the concat enated nunbers with
CHLG The 5 encrypted result is sent fromDl to D2. Device D2 now decrypts

rotriove K ana 15VibP il el B RSP RLOR KT ABED BRI G 1

K2. 1f the cordeegfptiéd keaso bafievd K¢ eind db. Ib)Dt:lhbcﬁe‘fcbIC@ﬁlsfs)teﬁcﬁﬂﬂrdB&vB@\Kz share
bot h random nunbers KI _and K2. 10 Finally, both devices DI and D2 will
conbi ne r andonViits orp ke df the cppegtde? h@ah?én Recsived, hash devigesde! and Bemew

session key K aaw R ehdbh RML-IRY 268K,

10 Finally, both devices D1 and D2 will combine random keys K1 and K2 in the
same manner to provide a secret session key K now owned by both devices.
Session key K is used for symmetric encryption and decryption of confidential

data exchanged between the devices.

Another example for use of the invention is a conditional access module

15 (CAM) as the first device D1 and a decoder in a Set-Top-Box (STB) as the second
device D2. Here, too, confidential data would be exchanged using a session key

for encryption/decryption that originates from two random numbers each

generated in a different one of the devices.



Session key Kis used for symmetric encryption and decryption of

confidential data exchanged between the devices. Anot r use of
the invention is a conditional access nodule 15 (CAM nggEgﬁm}R?g%)dew ce D
1 and a decoder in a Set-Top-Box (STB) as the second device D2. Here, too,
confidential data would be exchanged using a session key for
encryption/decryption that originates fromtw random nunbers each

generated in a diffEvehiaisie of the devices. 13 DECEMBER 2005 5 New Cai rns

| ..4 nethod of transmitting confidential data between a smart card (D1) 5
and a conditional access nodul e (D2), in, which a) a first random key (K)

i's generated on the gide dﬁ(%tl ok %@Wﬁﬁp &%qunt(alpdeA1bcl@3Jc@1 asﬁnQQ{‘gandaﬂm?m key

(K2) and a random nunber are generated or, the side of the

condi tional asokssombidohe a(:EE)s,mode @) tihevisgecond random key (K2) and the
‘random nunber (CHLG) are encr ypt ed by means of a public key éP K) and
transmitted from the conditpigaedoraseeds! ibatmeaieoe) tosi f—"‘h@l DR (D) ;
d) on the side of the sm@ % ard (D1), the transmtted second random key

(K. 2) and random number I]_ ) are decrypted 15 using a corresponding

private key (PrKk); ve) the afskEcHd rEAFORRK Cﬁ@&aﬁ@)a 3 dors a6ad: (@mg@pak@y (K2)
are encrypted with the random nunber ) on the side of the
generated on the 51de of the conditional access module (D2);

10 c) the second random key (X2) and the random number (CHLG)
a:eiencrypted by means of a public key (PuK) and transmitted
from the conditional access module (D2) to the smart card (D1),

d) on the side of the smart card (D1), the transmitted second
random key (K2) and random number (CHLG) are decrypted

15 using a comresponding private key (PrK);

e) the first random key (K1) and second random key (K2) are
encrypted with the random number (CHLG) oﬁ the side of the
smart card (D1) and transmitted to the conditional access
module (D2);

20 ' 0 the ‘conditional access module (D2) decrypts the transmutted first
random key (K1) and second random key (K2);

g) the ‘conditional access module (b?.) checks the integnty of the
decrypted second random key (K2) by comparison with the
original second random number (X2); and

25 h) both of the smart card (D1) and the conditional access module
(D2) combine the random keys (K1, K2) to a secret session key



smart card (D) and transmitted to the conditional access nodule (D2); 20
f) the conditional access nodule (D2) decrypts the transpetef@Berizo6d random
key (K1) and second random key (K2); g) the conditional access nodul e (D2)
checks the integrity of the decrypted second random key (1(2) by conparison
with the original second random nunber (K2); and 25 h) both of the smart
card (171) and the conditional access nodule (D2) conbine the random keys
(KL. K2) to a secret session key 13 DECEMBER 2005 6 (K) for use in synmetric
encryption and decryption_of the  confidential data. 2. The nethod according
to any of the preceding dFdifRBUSGIA SR ¢ FETBPEESEICIFREyop) ths devel oped
so as to have the sane led(}%tﬁtaer?ns %%h of the first and second random keys
(KI', K2), 10 3, The netho accoraéi ng In any of the preceding clains, in
which the first and second random keys (KlI, K2) are each produced by a

respective random, qurber, generator (Gl R 9L NS SIRLL G, RD and o
5  session key (K) i1s developed so as to have the same length as each of the first and

second random keys (K1, K2),

3, The method according to any of the preceding claims, in which the first
and second random keys (K1, K2) are each produiced by a respective random
10 npumber generator (G1, G2) of the smart card (D1) and of the conditional access
module (D2).



