; e3e%s. X%NNoTrswewT. x 0 5 MAY 2003 1 A SMART STUB OR ENTERPRI SE JSvMAY-2003
BEAN | N A DI STRI BUTED PROCESSI NG SYSTEM Field of the Invention The present
i nvention relates to distributed processing systenms 5 and, in particular,
conputer software in distributed processing systens. Cross Reference to
Rel at ed Applications This application clains the benefit of U S

Provi sional 10 Application No. 60/107,167, filed Novenber 5, 1998. The
foll owi ng copending U. S. patent applications are assigned to the assignee
of the present application, and theit disclosures are incorporated herein
by reference: (A) Ser. No. Not Yet Known [Attorney Docket No. BEAS1027] 15
filed Not Yet Known by Dean B. Jacobs and Anno R Langen, and originally
entitled, "CLUSTERRMMABITERER GE EMVERPRISBWANA'X RESNAME APASSI NG KERNEL | N
A DI STRI BUTED PROCESS| M3 TRIBUAMD PRE)CEBSINGISYSTEMYet Known [ Attor ney
Docket No. BEAS1030] 20 filed Not Yet Known by Dean B. Jacobs and Eric M
Hal pern, and entitled, "A DUPLI CATED NAM NG SERVI CE | N A DI STRI BUTED

PROCESSI N STEM ;, and.(C) Ser. No. Not Yet Known [Attorney Docket No.
BEAS1031 &%&%&Wé%t Known by Dean B. Jacobs and Anno R Langen, and
ori ginal |y ent ithegshesefk IWSERRER ENHERRB! 5 HAVAT Mrbbe &siSEGYREeMsSTRI BUTED
PROCESSI NG SYSTEM'.

5 and, in particular, computer software in distributed processing

systems.

Cross Reference to Related Applications

This application claims the benefit of U.S. Provisional
Application No. 60/107,167, filed November 5, 1998.

10 The following copending U.S. patent applications are assigned
to the assignee of the present application, and their disclosures are
incorporated herein by reference:

(A) Ser. No. Not Yet Known [Attorney Docket No. BEAS1027]
filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and

15 originally entitled, "CLUSTERED ENTERPRISE JAVA™ HAVING A
MESSAGE PASSING KERNEL IN A DISTRIBUTED PROCESSING
SYSTEM";

(B) Ser. No. Not Yet Known [Attorney Docket No. BEAS1030]
filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
20 entitled, "A DUPLICATED NAMING SERVICE IN A DISTRIBUTED
PROCESSING SYSTEM"; and

(C) Ser. No. Not Yet Known [Attorney Docket No. BEAS1031]

filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and
originally entitled, "CLUSTERED ENTERPRISE JAVA™ IN A SECURE
25  DISTRIBUTED PROCESSING SYSTEM".
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0 5 MAY 2003 WD 001 28464 2 Background of the Invention PCTI U8991246065Th%;?
are several types of di-stributed processing systens. Generally, a 003
di stributed processing systemincludes a plurality of processing devices,

such as \meggqg%)ut ers coupled to a 5 communi cati on nmedi UnpcERRWIHNs6AL I ON
medi uns nmay 1 nclude wired nediuns, wreless nediuns, or conbinations -

t hereof, such as an Ethernet |ocal area network or a cellular network. In a
di stributed processing system at |east one ,processing device may transfer
information on the communication nedi ymto another processing 10 device.
Client/server architecture ? 7 O illustrated in Fig. 1 a is one type of
di stributed processing system Cient/server architecture 1 i O includes at

| east two HL%GP Juﬁ'&’ qlqy" 5 nii“ ustrated as client 105 and application
server 103.‘—%3&5?1—01—%—% i y also be coupled to 15 conmunication
medi um 104, suchrrsreCdreadtvetflSy pdy Rif R Iributs€ pYEteddidg RY8tembusi ness | ogi c
and/ or coordinates transactions in providing a service to another

processi ng @endrelly, sutistrivsited ipencess® awvsiveon indlides aiweralAypfi cati on server

103 is typically . d with soft f i di ice. Th
Sof tuar o b0 RE5 HBOGTOG Sl &1 R o 9aor 05 BHBHEH drm ng modei s, such

as Enter priggnddidatiorPadilmE) BolnrtGRRadn! hbiRiahef, Intifdd%virdd a-b. The
service may include, for exanple, retrieving and transferring data froma
dat abase, pmediutnsgwanelessagedamds onr cambinatansgthene efguatdhoas aRor exanpl e,
server 103 pay retrieve data from database 101 a in 25 g%er_si stent storage

101 over confiHICatorahafRaIN ety a0 A CedYR MEE o8k a 'P ey dEtiD¥ RS cl i ent 105.
AT LR R o R
PCT/ US99/ 24@drrdation on the communication medium to another processing

10 device.

Chent/server architecture 110 illustrated in Fig. 1a is one type
of distributed processing system. Client/server architecture 110
includes at least two processing devices, illustrated as client 105 and
application server 103. Additional clients may also be coupled to

15 communication medium 104, such as client 108.

Typically, server 103 hosts business logic and/or coordinates
transactions in providing a service to another processing device, such
as client 103 and/or client 108. Application server 103 is typically
programmed with software for providing a service. The software

20 may be programmed using a variety of programming models, such as
Enterprise Java™ Bean {"EJB") 100b as illustrated in Figs. 1a-b. The
service may include, for example, retrieving and transferring data
from a database, providing an image and/or calculating an equation.
For example, server 103 may retrieve data from database 101a in

25 persistent storage 101 over communication medium 102 in response
to a request from client 105. Application server 103 then may
transfer the requested data over communication medium 104 to

client 105.



A client is a processing device which utilizes a service froma seryer and
may request the service. Oten a user '106 interacts with client 10 SaM4Y 2003
may cause client 105 to request service over a comrunication nmedi um 104
fromapplication server 103. Aclient 5 often handles dir [ ractions
with end WREYEB4%ch as accepting requests and di spl ayi ng%?éélfﬁ}%@@i _
variety-of different types of software may be used to program application
server 103 and/or client 105. One programm ng | anguage is the JavaT""
progranm ng | anguage. JavaT"" applicatjon 10 object code is |loaded into a
JavaT"" virtual machine ("JVM). A JVMis a program | oaded onto a

processi ng device which enulates a particular nmachine or processing device.

More information on the JavaT"" programm ng Iang_uage may  be_obt ai ned at
http:// ww. j avasdf Eliedns aRiaaessg dRESPIFIcRAves & 8k ™e8i 8in. 15 Ei g.

1 bill - Foid L iON. '
Interfaces (PABTENE oY PRLESLAE RSP R R RR R WD,

i ndependent clieatm 0Bdakd Wdydcdisnsiagit 106 Sy séQudst dbaviaebesstsa and net wor k
infrastructure. JavaT"'" Enterprise APIs 100 include, for exanple, renote

met hod i nvocammenncarion' mediooa,! ORI Berapaloahionaskivea &8 " ANaliemg and
Di rect | nt.erf JNDI) 100c. RM_100a i di st rjbut ed i
G T A R e R R R

particul ar, ,g@@&@%&h%%f%mﬁ erfaces enabl es one JavaT"" object to
call the public nethod of another JavaT"'' object running on a different

JVM 25 An inst ankadktEIBIIf0TIbNt sypempdtaditywans enay beaisdd ent / ser ver
architecture descri be(il, ahove. An j f EJ b is a software

tance 0
conponent orpragFaéUsaé’(ﬂ'éaB?'é-SSU‘fqu éeaf%fcq'éﬂt‘i&%l g)t”@dp%ﬁﬁﬁmﬂgon code

t hat can be i i4h t 1 . iC M inst.ance of EJB
100b contai r%glq uésﬁfegsg”ﬁt ‘(J)%\?ag. %Aﬁﬁgmﬁmt&gﬁ-sgpghc‘?day. ~%”I\9%@bgp03 WO
001 284f3 PCTd8is09¢ 2dd Qlichdst aneda QravaBt vietual O3adhipd ¢l Vi yRnagaEM

persi stence, transactions, concurrency, threading, and security. JND ~ 00c
provi des di rigc Biogramdloadas g te BnRtaceRsINEleyvism T Mic eriwlakes appl i cations. 5

Client/serve rchitecture 110 has.m i.sadvant ages. .First,.architecture
T 10 does ot SRS e g ot sl St 363 Lt IR RRaee it connect i ons.
I'n other worgsa™ heogrHR@InPlangluiagBiriayBedbtimedog added to server 103 is
limted. In addition, adding tw ce as many processing devices (clients)

does not nechigsdivivw Jdvasobvcam, wahichiis indonperatad byurdfepardeoheweine. Second,
it is difficult t in{ain application gpde on .clients 105 and 108. Third,
ar chi té%t ure 110 ’%Svgbs'h‘éﬁf?tﬁﬁéet‘@@y@t"ém EQWGF‘@% ARPligatioRgl e point of
failure. If - ' d ' T\ L ha : ient 105 will
not be able ??ggﬁﬁﬂétlh?rt%ﬁéﬁcé?l%q:gﬁ;ﬁa% E{g%i I Igég%ratgégh%ﬁn% ti-tier
ar chi t ect ur ecdddto Ebmaim sddpénddim2fromnagdertiingatarisattoacdistesmswi t h end

users, accepting requests and display results. Tﬁ\péol i cation server 153 hosts
the appl i catﬁj%ﬁ'&&ﬁfé,a%ﬁ?WW&t'@?aéHHﬁHHPcaﬁ‘@ns, NEORE oA P8hs, and

transacti Onsi'ncm}e",iqg§ ngﬁi'b}/e?rreﬂr?ol%e "?Hé’m%‘arm@é&uér‘i ?‘WY@P')%&)QPE&@?

20 100b, and Java™ Naming and Directory Interface (JNDI) 100c¢c.

RMI 10Qa is a distributed programming mode! often used in
peer-to-peer architecture described below. In particular, a set of
classes and interfaces enables one Java'™ object to call the public
method of another Java™ object running on a different JVM.

25 An instance of EJB 100b is typically used in a client/server
architecture described above. An instance of EJB 100b is a software
component or a reusable pre-built piece of encapsulated application
code that can be combined with other components. Typically, an

instance of EJB 100b contains business logic. An EJB 100b instance
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20 provi des durable transactional managenent of the data. Milti-tier

architecture 160 has simlar client/server architecture 110 di sadvant ages
descri bed above. Fig. 2 illustrates peer-to-peer architecture 214.
Processin jces 216, 217 and 218 are coupled to conmuni j i um 25
213. Pr oc‘gggﬁﬁdg‘gevi ces 216, 217, and 218 include network gg’?)tu\%gabr/{eg%%ma,
210b, and 210c for communi cating over nedium 213. Typically, each
processing device in a peer-to-peer architecture has simlar processing
capabilities and applications. Exanples of peer-to-peer program nodels

i nclude Common Cbj ect Request Broker .~ 5 MAY 2f3 WO 00l 28464

PCTI US99124604 5 Architecture ("CORBA") and Distributed Object Conponent

Model (" DCOM! rchitectu In a platformspecific djistributed processing
System oo QTR SPRE dLe CWPRAYY i des SURIEPer el BRGPCYRTm  Thi <
allows 5 th r I Y ggE€, such as shared disks,

mufti-tail e?%@gkr%?cghgp%iagﬁépajgggl nt g?éonnect s, for communicati ng between
processi ng devi ceNDEXa0plpzovidks plisddtoryraspeasrhing fdinstivinsutcedaya'dcessi ng
systens include | BM Corporation's S1390 Paral |l el Sysplex, Conpaq' s Tandem
Di vi si on Hi refifayaresaprigadionsenpaq' s 10 Digits! Equi prent CorporationT""

(DECT"".) DivisiagRn,. VNVST™ r f t (&or.poration
W ndovvs5 NT cl ust ?'eggf%rc rsamaeﬁg%r%kﬁQ#a‘éﬁ%%gyﬁ?%@q%gggga rfc’:?sghsacti on
processi ng (JrBhitattfbterd dbes A8 schit Ralithesdude, seFPen ol hgstare 220

illustrates a BEA Systens, 15 Inc. TUXEDO architecture. TP nonitor 224 is
coupl ed to phrarsie snany denneecsonstM ziherrgopdy, thengumpermiicliegnt®23 by
comuni cati on di um 280, 281, and 2 respectively.,.ATM 2 may be an
aut omat ed teM ?P&é’h‘?%é?dﬁgtﬁzsf%&%é 'ﬁq'ﬁ@?%%nz{l‘ agigﬁ’ﬂﬁﬂ'e?g&gﬁd TP noni t or
273 may be apgihels HaAYSHoLEOnE  RAASSO(CIEPRY) Mes 5 ABCBBAAIT 224 is
coupled to baclk-ensd saep\s}grs 22%,8 226, al;lcd 227 by commniccatirog medi uns 283,
284, and 23$5providesgouibhitsvicoaplradch mepiorsastoent Setondge idelrifomi287,

storing database 289, by _ conmunication nmedium 286. TP nmonitor 224 incl udes
a wor kf | ow cEhfaiaEt appligatiasy cod@omelides vi apd gt kb m processi ng
devi ces, 25 T. ( r gofg' , var: servers
such as serv%&%ké}fgflJ@Z%%ﬁsldsag%&%? I§8fﬁy§\% conwrjosl %’ngiri@ee%bfgz (1)

wor kl oad bal g0 1Deéeen osiefaliersnd &dadkiup isatbtspadilabld,i dlierari@s | owi ng for
addi tional servers andlor clients, (3) fault tolerance of redundant backend
servers (or #epybeahledoadrtaimaipepservige.5 ~| A~ 2003 WD 00/ 28464

PCTI US99124604 6 sent, by a workflow .controller to eryer j has not
failed)? and (4) Bl8s oot lug AR 2 MNTIoRen & SReIBLEE Gy, *é%m_vav?fi mul t aneous
connecti ons 4620AaKa g8 direef WikractioRMRi®Sed LEREadcbRRPRCldRRsEY 0cessi ng
architectures include IBM Corporation's CICS , 5 Conpaq's Tandem Di vi si on
Pat hway| For dbi®,dispiapaesdtDEBERPlicAGMS, seaver THartsmits tiBagpe@iiabiion’ s Enci na.
TP architecture 220 al so has many di sadvantages. First, a failure of a

si ngl e pr oce§8ffgCoRidinates COTPMKERIGAtIN S SYNREIPHEATRAS: A net wor k

i noper abl e. . e i L f rac I Vi ces
(both serverg‘%gﬁgg%?[?%nt%g%%%p#e@%{g%H%ﬁ%rg}bl‘%fgb%g% %@F?%ﬁd by TP
moni t or20224  Ipegvives duedtsie Ipdrisartionall Mandgehienidfi thietgatan routing a client
request to a server is limted. For exanple, if communication nedium 280 is
i noper abl e, but cbiuttirierarcbiecige G bes soiarelientiardpr archimatape
typically 15 not request, service directly fromserver 225 over

communi cat | oﬁ'm@?ﬁgﬁ’ ggRAlesGuPed ADOYE- TP nonitor 224. Fourth, a client
typically does nofy; B rRePArkmiENGuREDYR! PfoY processi ng
device. Fifth, no f %’\S’Mﬁs@%g?% grrgéggftware] oruAPIs areouséS gor t oad

bal anci ng. Andvitestdg,a2 tVisent 218 prealdupiediyo mommehieation @@dpant i cul ar
server even if the client has relevant information which would enabl e

effici &4t serdfikeProcessing devices 216, 217, and 218 include network
software 210a, 210b, and 210c¢ for communicating over medium
213. Typically, each processing device in a peer-to-peer architecture
has similar processing capabilities and applications. Examples of

peer-to-peer program models include Common Object Request Broker



Therefore, it is desirable to provide a distributed processing systé%?éﬁﬁZZM3
in particular, distributed processing systemsoftware that has the

advant ages of the prior art distributed processing systens 25 w thout the

i nherent di sadvantages. The software should allow for industr t%qgard
APl s whi W0 ®f284%ypical |y used in either clientlserver, nuﬁ??ﬂ¥¥§?fo r
peer-to-peer distributed processing systens. The software should support a
vari ety of conputer progranmm ng nodels. Further, the software shoul d enable
( 7 ) enhanced fault tol erance, 0 5 MAY 2003 WD 00/ 2846:1 PCTI US99124604
7 (2) efficient scalability, (3) ef fecPi ve | oad bal anci ng, and (4) session
concentration control. The inproved conputer software should allow for
rerouting or network reconfiguration. Al so, the conputer software shoul d

al | ow for thechitacipre Wk PBRAo? anseDistapetegt Obiesrt {yoypegapayMprdalce. SUMVARY

OF THE | NVE | di stributed processing systemis provided and,
in particul 'gi[%é@lglﬁguérgﬁ{tgéﬁﬁ\%}are for a distributed processing systemis

provi ded. The cormutatfeaht ycEric M¥tAveted podeatldy spdweranserof the 10
di stributed processing systemas wel|l as enables efficient sca(abi(ity. The

conput er soPtregassing Hewsefmay ghihi hieesame Oagr ki h sy Eegn ankhis @deivsn

concentratiogn) The conputer software supports rerouting or.recgnfiguration
of a c(?’rrput é’?g HEE W T‘T’B*r'ﬁéar(‘,/(ﬁﬁf&tv@resﬁ'r'gﬁéfes rﬁﬁéﬁfﬁsgﬂvékf"’é‘ﬁg of conput er
pr ogr amm ng dme|aﬁd%§{1la§de%‘ﬂsinfré’rrco?1ﬁeH§? fafseommunﬁlﬁihgyb&wmard APl s t hat

are used in both clientlserver and peer-to-peer distributed processing

ar chi t ect ur @socedsing depitesr Exdrhphasecofeplatioes-spetdtierdistniblitesh of the state
of a server or other processing devij sof tware al so supports

Th
message for \Bé?%‘ﬁ?@“%ﬁdé’ierﬁs nglvde yB e@?”ﬁ@ﬁ?éggpﬁgégg(?@n_gﬂ?d‘?hg a security
20 rodel . A%@Péx@g (foc?nﬁgs'g’saﬁ’r‘?&ém%iﬁ ién Piedta LNGH '@Hmpqus' stribufied

processing s em ¢conpr S a conmmuni cati on nedi um coupgl ed a first
process) Nng dwyitgIEE Qg nferieCOMdr o eSHEY i eivemn DenMmst™ gragessi ng
device includes a first software programenulating a 25 processing device
("JVML") i nslofidvarg. @k MigroseftieC orpor atien &Vingpeys ﬁ%ﬁ% FlgSterd@rdcesr uct ur e
("RIVML "). (Thﬁgseg?nd processi ng device includes a first software program
enul ating a i'ng device ("JVM") including a first kernel software

layer having a dai@ 2p illustrates a transaction processing (TP) architecture

220. In particular, TP architecture 220 illustrates a BEA® Systems,

15 Inc. TUXEDO® architecture. TP monitor 224 is coupled to processing
devices ATM 221, PC 222, and TP monitor 223 by communication
medium 280, 281, and 282, respectively. ATM 2271 may be an
automated teller machine, PC 222 may be a personal computer, and
TP monitor 223 may be another transaction processor monitor. TP

20 monitor 224 s coupled to back-end servers 225, 226, and 227 by
communication mediums 283, 284, and 285. Server 225 is coupled
to persistent storage device 287, storing database 289, by
communication medium 286. TP monitor 224 includes a workflow
controller 224a for routing service requests from processing devices,

25 such as ATM 221, PC 222, or TP monitor 223, to various servers
such as server 225, 226 and 227. Work flow controller 224a
enables (1) workload balancing between servers, (2) limited
scalability or allowing for additional servers and/or clients, (3) fauit

tolerance of redundant backend servers {or a service request may be
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fromthe first processing device is transferred to the second processing
device through the first kernel software |layer and the first software

pr ogram i\'z‘votolaﬁsjsi rst processing device to the first kernel p&p{t¥sgod ayer
and the first so?tware 5 programin the second processing device. According

to anot her aspect of the present invention, the first software programin
the first processing device is a JavaT"'' virtual machine ("JVM') and the
data structure in the first processinggdevice is a renote JavaT"" virtual

machine ("RIVM'). Simlarly, the first 10 software programin the second

processing device rs a JVM and the data structure in the second processing
device rs a RJVM The VMin th C 0CeSS| r orresponds to
the JVMin ﬁ?@¥ |yr§twcbr 18&59,;30@%5?%@%% \gcro‘?vg]?cﬁr{gﬂg%%%g%ﬁ%@’aasn ect of the

present invaayis@8siohN@ntenthY¥n i Mg thierfimbeoeLsmhiigasieyise i ncludes a
socket manager software conponent, a thread nanager software conponent, a

message routdangestionadeLaminpoteatvera. reesaies edrphes vamsastbowar e
conmponent, andl or .a peer-gone detecti tware. cq . 20 According to
anot her aspe‘b’PFSFs‘f‘ﬂearB?'ég‘éWt'e? HVEW%? Bﬂ\,"@t PPN %@%: ng device
conmuni gat escé{\‘n@'%q‘é‘?aﬁ&&&nﬁi\}_ﬁi%%h%gﬂf&wﬁs#@b%aﬁ'QFIS’E vol sel ected

fromthe group consisting o ansm ssi on Control Protocol ("TCP'). Secure
Socket s LayeACMSSEAQ Traygaet@xripofatiors pdricidr.ot ocol (" HTTP") tunneling, and
I nternet | nter ORB _Protocol 258%"“ OP") tunneljng. Accordi rll:g t o anot her
aspect of the prebR@fchitrainte @70 alpe has eany dralyanipoefeyifddti Acl udes

ooy St O 2Bul0h1 3 AR rogBO G Aoy Teririor 3903000128464 9

PCT/ US99124 ano r-aspec e preéese I nvention, the

first procesgienged@yiGRopsrablpeeecehds it seslabiitpropersabagodevi ce. Al so,
the first processing device is a server and the second processing device is

a cliehd. 5 pocesdinggdadces dodmbr sexgpescandrlients) souptas 19 Afemond®r a second
conmmuni cati o diumis coypled_to the nd .processi ng. device. Athird
processi ng dggfgecf@a‘(?eciﬂﬂﬁfaggwt gptrﬂgn'é‘ércgﬁ%q}% hF E5E %W@&FUm The third

processing d esh Qs il t BsPFPYRM &Ml iahitRE. a4 ocessi ng
devi ce ("JVI\/E?"{?,B' Flﬁglﬁh ﬁg rguﬁlgéﬁtefl% r\gg]{]t?/vare Payer havi ﬁg a first data

structure ("&dafbie))if camtnanigetondneaditan 88OUstinomergbR)MR"') . According to
still another aspect of the present invention, the fir processi ng device

includes a sEABMMAVFAECR r‘P@‘ﬁPFb@Qa@ﬁﬂ"é’Fe%BYFW% eg%at?énf\ﬁ?‘?ﬂé‘/
repli caghandy gl Sof R SBRREE Hlechy Ml 34968 225 WA RAU ARG t War @

conponent an
medium 290 and must access TP monitor 224. Fourth, a client
typically does not know the state of a back-end server or ather
processing device. Fifth, no industry standard software or APls are
used for load balancing. And sixth, a client typically may not select a
20 particular server even if the client has relevant information which
would enable efficient service.

Therefore, it is desirable to provide a distributed processing
system and, in particular, distributed processing system software that
has the advantages of the prior art distributed processing systems

25 without the inherent disadvantages. The software should allow for
industry standard APls which are typically used in either client/server,
multi-tier, cr peer-to-peer distributed processing systems. The
software should support a variety of computer programming models.

Further, the software should enable (1) enhanced fault tolerance,



sof tware conmponent. According to anot her aspect of the present inve t5i ﬂKY 003
the first processing device includes an Enterprise JavaTM Bean obj eCtY. 20
According to still another aspect of the present invention, the 20 first

pr ocessi nﬂ/o%/‘ﬂ;c&? includes a naming tree having a pool of gtpbs.sigsed at a
node of the tree and the second processing device includes a duplicate.of

the namng tree. According to stilt another aspect of the present
invention, the first processing device includes an application program
coded in a 25 statel ess program nodel gnd the application programincludes
a statel ess session bean. According to still another aspect of the present
invention, the first processing device includes an application program

coded in a > NVAY ~~~ 00),28464. / 4604 teless factory
pr ogram mdé??gﬁﬁc'gﬁésgﬁlﬁpiﬁ?&t denegﬁefcéb\}rgaq;ﬁaﬁﬁ%%géggaaéga é%&lss'soé‘ssi on bean.
Accor di ng t adiidenkraAet B&itrds PERE iMbrdiRl PoeRRNEr oAk Aol @by St
processi ng device includes an application prog{ram coded in a 5 stateful
progr am nodeior aaputivg appetwatk taeopifigyratinn.nd seletheapommuitely sessi on bean.
Accordi ng to(ﬁii |1 apot her' as ecth of, the .gresen hnventi og, an article of
manuf act ur e HENAL ﬁBO‘é'ﬁi A T RE DA B AT H iU STR%Pbei ded. The
articlegof npautaghyrfeGogmprises a first set of digital 10 information for
transferring a nessage froma RIVMin a first processing device to a RIVM
in a second processing device, According to another aspect of the present

invention, the article of manufacture conprises a first set of digital
i nformation, including a stW@ﬂ@Mg sof t war e program f or
An improved distributed processing system is provided and, in

particular, computer software for a distributed processing system is
provided. The computer software improves the fault tolerance of the

10 distributed processing system as well as enables efficient scalability.
The computer software allows for efficient load balancing and
session concentration. The computer software supports rerouting or
reconfiguration of a computer network. The computer software
supports a variety of computer programming models and allows for

15 the use of industry standard APls that are used in both client/server
and peer-to-peer distributed processing architectures. The computer
software enables a determination of the state of a server or other
processing device. The computer software also supports message
forwarding under a variety of circumstances, including a security

20 model.

According to one aspect of the present invention, a distributed

processing system comprises a communication medium coupled to a
first processing device and a second processing device. The first
processing device includes a first software program emulating a

25 processing device (“JVM1") including a first kernel software layer
having a data structure ("RJVM1"). The second processing device
includes a first software program emulating a processing device

("JVM2") including a first kernel software layer having a data



15 sel ecting a service provider froma plurality of service provi dgmsyay 203
According to another aspect of the present invention) the stub has a
fail over software conponent for renoving a failed service provider fromthe

plurality of service providers. According to another aspe resent
i nvent i o0 ¥A&¢f oad 20 bal anci ng software conponent sel ect%thngs?%/rggﬁloge _

provi der based on an affinity for a particular service provider. According
to anot her aspect of the present invention, the | oad bal ancing software
conponent selects a service provider ipn a round robin manner. 25 According
to anot her aspect of the present invention, the |oad bal ancing software
conponent randomy selects a service provider. According to another aspect

of the present inventj fhe | oad bal anci .0f t war e conponent .sel ects a
servi ce. pr ouTirsHrg foh 2"} " i aeetSoBa B M BRCHTB BOr 24804 11
plurality i Vi Ased jjce

provi der. %%@%wﬁg%tog{h%n%%ﬁ{e@ Es pecf”gafkg%p{rhggg%ﬁﬁpﬁsg% Fgfﬁ,@lt he | oad
bal anci ng ssdftware |ayerpodetiie fiedtewifsvaresprogaen pr thw fest groaesting 5
plurality of service providers based upon the data type requested.

Accor di ng t@evpeitndahe fupekerns sofevanedsyat angvdstfirsh softyeaneoad bal anci ng

sof tware co t. sel ects g service provider fromthe plurality of service
provi dérs bg@%gﬁ’plgnt%tehséeccﬂngsErscfceﬁﬁ@] iég ICg'ervi ce provider. 10 According to

anot her aspect OActb®Riimyg €6 &iMothBY 8EpdANef e pladadt | aittd ) dheofidstar e
conponent selects a service provider fromthe plurality ~f service
provi ders bsefedanpenogram ire the firsdpiacessingndevicn is @rJaves Vpriwialier r esponds.
machine ("JVM") and the data structure in the first processing device
is a remote Java'™ virtual machine ("RJVM"). Similarly, the first

10 software program in the second processing device 1s a JVM and the
data structure in the second processing device 1s a RJVM. The
RJVM in the second pracessing device corresponds to the JVM in the
first processing device.

According to another aspect of the present invention, the

15 RJVM in the first processing device includes a socket manager
software component, a thread manager software component, a
message routing software component, a message compression
software component, and/or a peer-gone detection software
component.

20 According to another aspect of the present invention, the first
processing device communicates with the second processing device
using a protocol selected from the group consisting of Transmission
Control Protocol {("TCP"), Secure Sockets Layer {("SSL"), Hypertext
Transport Protocol ("HTTP") tunneling, and Internet interORB Protocol

25 ("IIOP") tunneling.

According to another aspect of the present invention, the first

processing device includes memory storage for a Java™ application.



Accordi ng to anot her aspect of the present invention, the 15 articl ﬁﬂﬁfw ”
manuf acture conprises a first set of digital information, including an 003
Enterprise JavaT"'" Bean object for selecting a service provider froma

plurality of service providers. According to another aspec resent
i nventi on?98%3#48% is stored in a processing device in a di‘t"sg(r)/p%%gp% .
processi ng system The 20 stub includes a nethod conprising the steps of
obtaining a |list of service providers and selecting a service provider from
the list of service providers. Accordi ng to anot her aspect of the present
invention, the method further includesrenoving a failed service provider
fromthe 25 |list of service providers. According to still another aspect of

the present invention, an apparatus conprises a conmmruni cation di um

coupled to a firdtCoEEEEY ﬁ@OHWiisé’eﬁﬁd’féﬁgé’é%ﬁed“dpﬁ%ggpng‘% 3ce. The

5 Wy 003 VB Do Iy I R BBt BB eRE froEr Mg AR IS T ¢ ©
accessi ng a therfiisc @r@capsinte te vitke ssesonedr pndctbesiengpndepicneshargy a dupl i cate

nam ng tree and the service provider. According to another aspect of the
present i nvedfiMighis dieBt.nani ng tree has a node including a service pool of

oot Y DA AR LA I MR Bl e

i nvention, the service I nc ccording to er aspect of

the present ¢omaiini@tioramdiginsisrddupied 1o e eesbng p‘id§é§d‘ﬁ1ﬁfdwrldéies_ a first
conputer coupled to a second conputer. The first conputer has a nam ng
tree, includfrigird premessngmavica iveogpled toheatasesd ermmmwuegiier provi der.

The second conputer has a replicated nam ng tree apd the service provider.
15 Accor di ng"¥8"4Rot ”HE‘{)QE‘ECEiﬁs"i%geﬁ'lcgégﬁpdieﬁ\?eﬁ'ﬁtosﬁ Y3 stribut ed

Dr ocessing. SYRIPECARRIIHINE fobbésthg REIRRSEUNITEVisauRRPhadrhg a second

processi ng device is provide irst processing device has a JVM and a
first Rernel ssufvanataydrdyasing rclinsdidage stfuctee (RRVMM The asetcarsgcpndcessi ng

device includes a first 20 JVM and a first kernel software |ayer including
a second RIVAAaASHEGHEYd FdYMye )t ransferred fromthe first processing

bot ween the 115t JURI g e JoRr Aot T b e Rar Tepect of
the present Firsteitbt@ssing RVidd Ficludes a stub having a replica-handler
software component. The replica-handler software component
15 includes a load balancing software component and a failover
software component.
According to another aspect of the present invention, the first
processing device includes an Enterprise Java™ Bean object.
According to still another aspect of the present invention, the
20 first processing device includes a naming tree having a pool of stubs
stored at a node of the tree and the second processing device
includes a duplicate of the naming tree.
According to still another aspect of the present invention, the
first processing device includes an application program coded in a
25 stateless program model and the application program includes a
stateless session bean.
According to still another aspect of the present invention, the

first processing device includes an application program coded in a



25 processing device is running under an applet security nodel, behi@d @y 2003
firewall or is a client, and the second processing device is also a client.
0 5 MAY 2003 WO 00l 28464 13 PCT/ US99124604 O her aspects and advant ages of
the present invention can be seen upon review of the figures, the detailed
descri pt i WP,00a864t he clai ms which follow. Brief Descripti oRCOUSEHEOH gures
5 Fig. 1 aillustrates a prior art clientlserver architecture; Fig. 1 b
illustrates a prior art JavaTMenterprise APlIs; Fig. 1 c illustrates a
multi-tier architecture; Fig. 2a illustrates a prior art peer-to-peer
architecture; Fig. 2b illustrates a prit®r art transaction processing 10
architecture; Fig, 3aillustrates a sinplified software bl ock diagram of an
enbodi ment of the present invention; Fig. 3b illustrates a sinplified
sof t war e bl cxtktalessfantoof ptagrake mede! ianduther apRitationRprpgrae inthudésyy. 3c
Illustrates a clustered enterprise JavaT"'" architecture; Fig. 4 illustrates
a clustered %ﬁf@@ﬁ%‘i%eésli)&v%qa - naming service architecture; Fig. 5a

illustrates a S”BAEcértdgbg %%*eiiut%%fasﬁé&-omé blds3ht &t Gshdh BB 031 ect

architecture; 20 Fig. 6a is a control flow chart illustrating a |oa

bal anci ng netitsadiroegsing Glevieaine ! wdey amkpplicatiaharegrant lcosedahiaag | oad
bal ancing nethods; Fig. 7 is a control flow chart illustrating a failover
met hod; 525 FFigtels! program mede! Rdie 8PRIFRTOST PIRATBMCOSHIIRNE] of a

I(;: iggnt g_sgr vegn{ipy the,clygtgred enterprise JavaT"" architecture shown in

According to still another aspect of the present invention, an
article of manufacture including an information storage medium is
provided. The article of manufacture comprises a first set of digital

10 information for transferring a message from a RJVM in a first
processing device to a RJVM in a second processing device.

According to another aspect of the present invention, the
article of manufacture comprises a first set of digital information,
including a stub having a load balancing software program for

15 selecting a service provider from a plurality of service providers.

According to another aspect of the present invention, the stub
has a failover software component for removing a failed service
provider from the plurality of service providers.

According to another aspect of the present invention, the load

20 balancing software component selects a service provider based on an
affinity for a particular service provider.

According to another aspect of the present invention, the load
balancing software component selects a service provider in a round
robin manner.

25 According to another aspect of the present invention, the load
balancing software component randomly selects a service provider.

According to another aspect of the present invention, the load

balancing software component selects a service provider from the



D 5 MAY 200 WO 00l 28464 PCTI | i S99/ 24604 14 The invention will be befrelAY 2003

understood with reference to the drawi ngs and detail ed description bel ow
In the drawings, |ike reference nunerals indicate |ike conponents. DETAILED
DESCRIPTION 5 |. Clustered Enterprise JavaT'" D stributed i System
A. C ust 8 Bfer pri se JavaT"'" Software Archi ecture Fi g?g{}s&%??%ﬁﬁ@gr ates a
sinplified block diagram 380 of the software |layers in a processing device
of a clustered enterprise JavaT"" system according to an enbodi nent of the
present invention. 10 A detailed descr1i1pti on of a clustered enterprise
JavaT"" distributed processing system'i's described below. The first |ayer

of software includes a conmunication nmedi um software driver 351 for
transferri ng and receivjng informati on on a,co ni cation nmedi um such as
an et her net PIUgRIHY Ojr%edegtmwerggbwgrﬁ%a“% o%h %3¢N F6TVIRR| uding a
transm ssi OPW&'&F,O' protocol ("TCP") software conponent 353 and I nternet
protocol ("T'P"~ software conponent 352 are upper software |ayers for
retrieving and sgedbriingaskagasepbspéacdisthef piestot micnaion, nha lpadti cul ar
format. An "upper" software |ayer is generally defined as a software
conmponent wHRERCING $OTHWETr@COPAPRRUESIRCS FeSHViIGRPOVIGRIWEP™ & t war e | ayers

or software _conponents..A JVM.354 is then i ed. A kernel 355 having
a renote Jaf?&’fg}?tyv?‘!rq?ﬂéﬂcenﬁﬁc?"l\f'a%rsst%@%dsu‘Hpe?fp‘% ?ggz?ba)eoheqlwt@gn_ Ker nel
355) described i pA@etdhy tBedthet 3sHECT thel pRIBEhEINnVERTRAD &HeBRMEEN
processing devices in a clustered enterprise JavaT"'" 25 distributed
processi ng $pkneing Reftotaze merhponémveaietts ens@yrceaaptbviderefnon skke JavaT"" bean
358 are upper sqoftware | ayers of kerne|] 355. EJIF 358 is a container for a
varioty of  BhUAFY: SLSHIVCEPrRfiders beses wasH SoRSIaRShaYslks) Seevice
PCT/ US99/ 24%@61\/-'!559_. 3b illustrates a detailed view of kernel 355
illustrated'in

10 According to another aspect of the present invention, the load

balancing software component selects a service provider from the
plurality of service providers based upon a time period in which each
service provider responds.
According to another aspect of the present invention, the
15 article of manufacture comprises a first set of digital information,
including an Enterprise Java™ Bean object for selecting a service
provider from a plurality of service providers.
According to another aspect of the present invention, a stub is
stored in a processing device in a distributed processing system. The
20 stub includes a method comprising the steps of obtaining a list of
service providers and selecting a service provider from the list of
service providers.
According to another aspect of the present invention, the
method further includes removing a failed service provider from the
25 list of service providers.
According to still another aspect of the present invention, an
apparatus comprises a communication medium coupled to a first
processing device and a second processing device. The first

processing device stores a naming tree including a remote method



Fig. 3a. Kernel 355 includes a socket manager conponent 363, thread %N&ﬁe@ﬂm
364 conponent, and RJVM 356. RIJVM 356 is a data structure including nessage
routi ng software conmponent 360, 5 nessage conpression software conmponent

361 inclydin breviation table 161 ¢, and peer-gone det J war e
corrponenw%’oog/g?“% VM 356 and thread nmanager conponent 364 Fﬁ)égg%/?&&éth

socket manager conponent 363 to transfer information between processing
devices. 10 B. Distributed Processing SystemFig. 3 illustrates a
simplified block diagramof a cl uster?g enterprise JavaT"" distributed
processi ng system 300. Processing deviCes are coupled to comuni cation
medi um 301. Communi cation nmedium 301 may be a wired andlor w rel ess

conmuni cation nmediu 5.ar conbination thereof. I n an enhodi nent,

Communi cat | BoReuhm R B R Breghat HaSus PR ARE. 1Teue Gty nat o
enbodi nment , i Ji j i ; N (WAN) such as
the Inter ne?'%%r%’g%w%wé;g%&%ﬁ%&'ﬁﬁgﬂrﬁgr geng‘oé(;?%é( communi cati on
medi um 301 poviddrh a LAN and a WAN. 20 A variety of different types of
processi ng devices may be coupled to communi cati on nedium 301. In an

embodi nent, a prOEEIING teanctRenasPed of GenrieReNpinRsE wdfigut er 100 as
illust gat ed

a prt BPess ol GenieaPnpin SO ofut er 100
woul d. Sndor 2PE Fegihdd s HoERaRGRETR Mg sl o P EAL YRR 25 one

particul ar pyped&ds. processi ng device where nultiple other types of
processing devices with a different software and hardware configurations
coul d be utilizeécrardingdodmotkensspectrofetiisopliasent infention, pihesent
invention. In an alter n?t enbodi nent, a processing 0 5 MAY 2003 WO
001 28464 PCFIEHOP996iH% “f%sd%ﬁ may be a printer, handhel d conputer,

| aptop conputer, A%E@Fmﬁg%ﬁdt%@%s?@ét‘a@hﬁﬁepr&%&?rimvéﬁtjé?rﬂ% val ent thereof.

Fig. 3c illustrates an nment of the present invention In which servers
302 and 303 d@tsberdpbred essingasyriemcadmoriseedi finst £odtuteSenuple 883 i s al so
coupl ed to comuni cati on nmedi um 305 whi c%ﬁrr‘?n%dhave sim | ar enbodi nents as

descri bed aBo\RESA GUBRFH t of ROAFEMFRARPH POAM0Y. TePi BUY08 i s al so
oo P TR M TP A% o3 2EHAERTB T, ol ert S0
l'ine and boxetdndicempiter hbs Sheplidabrl Hateis tieedaddahe isBrvice
provider.
15 According to another aspect of the present invention, a
distributed processing system comprising a first processing device
coupled to a second processing device is provided. The first
processing device has a JVM and a first kernel software layer
including a first RUOVM. The second processing device includes a first
20 JVM and a first kernel software layer including a second RJVM. A
message may be transferred from the first processing device to the
second processing device when there is not a socket available
between the first JVM and the second JVM.
According to another aspect of the present invention, the first
25 processing device is running under an applet security model, behind a
firewall or is a client, and the second processing device is also a

client.



al ternate enbodi ments, server 302 is (1) both a client and a server, 8r5 M&? 2003
aclient. Simlarly, Fig. 3 illustrates an enbodi nent in which three
processi ng devi ces are shown wherein ot her enbodi nents of the present
i nventi owg neBasde nultipl e other processing devices or 15PEamiiniedti on
medi ums. as illustrated by the ellipses. Server 302 transfers information
over communi cation nmedi um 301 to server 303 by using network software 302a
and network software 303a, respectively. In an enbodi ment, network software
302a, 303a, and 304a include comuni caBi on nedi um software 20 driver 351,
Transm ssion Control Protocol software 353, and Internet Protocol software
352 ("TCPIIP"). Cient 304 also includes network software 304a for
transferring infOthat aspect® adel ¥¢variBge 9 o€ ithe QTN Cidh/icAionEck v e 3D5.
Net wor k software 303a in server 303 is also used to transfer information to
client 304 Bsemapopfres®ve ofnthaifigiresntheedetated ot scapsiondiang the an
enbodi nent of.the Rrsﬁpﬂt i nvention, each processing device in clustered
enterprise JQURTWINGACR'P¥Ct ure 300 incl udes a nessage- passing kernel 355
that supports both nufti-tier and peer-to-peer functionality. A kernel is a
sof tware program used d 5 MAY 2003 WD 001 28464 PCT/ US99/ 24604 17 to

gt Rescriptioniafahet Bigatdser sof t ware programs on a processing

provi de fungsn 1% ’
device._ In parti server 302, se client 304 have kernels

ul ay , rver 303, and cl :
302b, 303b, and 384b3 PlEsHates ganer 4fﬁ°§&?f/ﬁsmeérﬂ,f°¥‘ﬁe%%%r 5 for two JVMs
to interact, whe r | A 0 a1 ieac VM constructs an
RIVM r epresent i ng%hﬂles g%g‘r%&g?\/és%%}g%té{ag%se\réﬁief%%%@t/bh%gﬁpper | ayer on one
side, through a ¢oy.respesdtangs Biiiti-ter asshitdeeuweomuni cat i on nmedi um
t hrough the peer RIVM and delivered to the upper |ayer on the other side.
In various 10 enthédli FeAUSTIahes SaRfQS FAPESE PIRASS fAEFPEBCTYSehg a variety of

di fferent prot oc%l S %ll? ﬂ@é?%i(‘g%éﬁsﬁﬁ-?’?tté'ggcttﬁ’éoéf%’celgiﬁgsm ssion Control
) t

Prot ocol /| nt er net '$r ecure Ket's yer ("SSL"),
Hypertgxt Traagsipestirdr ot ocol (" HTTP" unneling, and Internet InterORB
Protocol ("110P") tunneling, and conbi nations thereof. The 15 RIVMs and
socket managers di®aBe illstrares mt simplified sedewets blatdediegram ehake protocol s

and share them?%at ween ahl objsects in.the upper layers. A socket is a
| ogi cal | oc TIPS LS IALIRTESENt BVFNHAM bet ween processing devices in a

di stributed processi g RKHAEL ol BindiffeaclofiaRd Bidks diabPan of yexecut e

t hreads and thread manager 20 software conponent 364 nultipl exes the

t hr eads bet eeeneisibosweateddadtigg 3and request execution. A thread is a
sequence of executing program code segnents or functjons. For exanple,
server1302 i ncl udd8- JyNinsirades A alpstergg anterrissni @ty areBitecte: 302 al so

e o wee (SRR A B R oS Rild s ESS 00 A |
server 302 t@rchiy®Murén server 303.
Fig. ba illustrates a smart stub architecture;
Fig. 5b illustrates an EJB object architecture;
20 Fig. 6a is a control flow chart illustrating a load balancing
method;
Figs. 6b-g are control flow charts illustrating load balancing
methods;
Fig. 7 is a control flow chart illustrating a failover method;
25 Fig. 8 illustrates hardware and software components of a
client/server in the clustered enterprise Java™ architecture shown in
Figs. 3-5.



D 5 MAY 2pp~ WO 00l 28464 18 C. Message Forwardi ng PCT/ US99/ 24604 ngtm\(eﬁh%
enterprise JavaT"" network 300 is able to forward a nessage through an
internedi ate server. This functionality is inportant if a client requests a
servi ce“)‘d@%gamback-end server 5 through a front-end gat ewgy;sob9ie08xanpl e,
a nessage tromserver 302 (client 302) and, in particular, JVML may be
forwarded to client 304 (back-end server 304) or JVMB through server 303
(front-end gateway) or JVM2. This functionality is inportant in controlling
session concentration or how many comyections are established 10 between a
server and various clients. Further, nmessage forwarding may be used in

ci rcunst ances where a socket cannot be created between two JVMs. For
exanpl e, a send i ni Mo rity node!
W h does not AnFan-BaliBl @t pefilP Prlr 00T IRTLRARBAEL SRAH Y o7 15
A det ai | eddelesmidsPanh@icbildd@esgriptiin bew i ty thodrhwirsgriikg ded at
http//:ww. j avasoft.com which is incorporated herein by reference. Another
exanpl e i negfeEencanumarnls indisaits dikegforopengfiSsage is behind a firewal | .

Al so, as described bel ow, nessage forwarding is applicable if the sender is
a client and the receiver is a client and thus 20 does not accept incom ng
sockets. For exanple, if a npESgeebspeSoRISFTION server 302 to client 304,

t he nessage woul d have to be routed through server 303. In particular, a
message hahd@listexediBritesriset daval) BBRfihutedtRieeassty By steepr esenting cl i ent
304) woul d be in server 302. The
nmessage woul d bé eer VMR i n server 302

stered Enterprise Jaya o .Sotbware Archi
S O i, 5

%ﬁ?@@rﬁ in server 303. The

message Wouotitvwhenidyerpas agrobessing iestuokof 8 adlisBiadMBniarprisé 5 MAY 2003 WO
00/ 28464 PCT/ U399124604 19 server 303 and RIVM2 in client 304. The message
t hen woul d Js¥apasystemasgcending iaradempodieentaahie piasensdayentiactom RIVM2 i n

o1 e 508 A QBN AT b 3o Beo T3 UL T AL | o erver
RIVME at arwo&ég@angFsgrst@fmgm;e%cribédcaéa@m B4 fieseial e of s@kfivpsle socket to
server 302, server 302 is able to start using the socket instead of nessage
f orwar di ng intiudegta semreunigeBon Thedivenbottvwazatdriveri38iugem at ed by a dashed
line transferring and receiving information on a communication medium,
such as an ethernet local area network. An operating system 310
15 including a transmission control protocol ("TCP") software
component 353 and internet protocol {"IP") software component 352
are upper software layers for retrieving and sending packages or
blocks of information in a particular format. An "upper” software
layer is generally defined as a software component which utilizes or
20 accesses one or more "lower" software layers or software
components. A JVM 354 is then implemented. A kernel 355 having
a remote Java™ virtual machine 356 is then layered on JVM 354,
Kernel 355, described in detail below, is used to transfer messages
between processing devices in a clustered enterprise Java™
25 distributed processing system. Remote method invocation 357 and
enterprise Java™ bean 358 are upper software layers of kernel 355.

EJB 358 is a container for a variety of Java™ applications.



10 and box representing client 304. In an enbodi nent, the use of G 5 MAY 2003
transferring nmessages by RIVMs ensures reliable, in-order nessage delivery
after the occurrence of a network reconfiguration. For exanple, if client
304 was weo@rdssgured to comruni cati on nedi um 301 i nstead BET/URIRMEidcat i on
medi um 305 as illustrated in Fig. 3. In 15 an alternate enbodi nent,
messages may not be delivered in order. An RIVM perforns several end-to-end
operations that are carried through routing. First, an RIVMis responsible
for detecting when a respective clientdserver has unexpectedly died. In an
enbodi ment, peer-gone sel ection software conponent 362, as 20 illustrated
in Fig. 3b, is responsible for this function. In an enbodi nent, an RIVM
sends a heart begig.n®s siagrrdtes @ detailetiveahssSesver S58hia0strated ier nessage
has been sent in a predetermned tine period. If the client/server does not
recei ve a Wégr 3dediernekdhfdntindene peckpitmprpraedcempenent @3.a failed 25
client/server ich _should have sent th t t o cted. In an
enbodi nment ,tﬁéeaglaﬂaé‘a%r :ég%t ‘F%‘E‘W@?nf'sa'&gﬁgmﬁ @&m%% fli meouts or if
no nmessageyyNawer ReGR ﬁ\%‘ﬂidiﬁ? rhés Rl IRAINGY s8MNVaPe L¥RiponeraMBo WO 001 28464
PCT/ US99/ 24604 20 in a predeierm ned anmount of tinme. In still another
enbodifrent ,massagiel enmpoeisian sottvcaearapbdoénedddendlading i ent . Second,
during nmessage serializatign, RIVMs, in particular, nessage conpression

sof t war e 36???”%\6'5?8%@%’& &gﬂrﬁnﬂq‘gp§ef‘rgé’r?§nﬁ’?rte88°aa°t°§t‘(‘/§f%es to reduce

message Si | i hi ' ' [ mat chi ng
abbrevi ati écﬁoneggrl\%gt.cé’gg.r ’g}éﬁrgp?gs W@%@q’ﬁéﬁﬁﬁé%@g%ef‘g?%n tabl e and
RIVML i ncl udesaat wathc bboigetaibneyératomponaht 8630w tragsfersadégendtiynwar di ng
between an interi T~edi ate server, the body of a nmessage is not deserialized
on the 10 iPRW(EREIPHRCESEEOVEEVIESS.route. > . Milti-tier/ Peer-to- Peer
Functionality Clustered enterprise JavaT"" architecture 300 allows for

multi tier and peer-to-peer programm ng. Clustered enterprise JavaT""

archi ygcture 3008 supR@BRed Prdle iRh IBistemynt ax for clientl server

progranm ng consistent with a nulti tier distributed processing
architecture. AsFign3elasphtes a henpipfiecoplank diegean -ofialelusseesd ragment wites

an informational .nessa .0 server's l.og file: ient cl.nt = new

T30 ent (- PR ARG, SRSt Heaferisde bl SO0 FBtesang T "

cl nt. get T3Sg4\Le€%fd cb\%ﬁfe)d; td E8mhiliREatish nfedilB61¢! E8Rmdnicahignfirst Iine
establ i shes a session th the acnme server using the t3 protocol. If RIVMs
do not al r eaddileni301 neache IMMiredrsid/oc tveirelasfRadivirhumicatienanbdiunand an

underlying TC1l' socket is established, 25 The client-side representation of
this é%ssi ofir combinatimn thafeobpjreap embodiment, communication medium

301 is a local-area-network (LAN). In an alternate embodiment,

communication medium 301 is a world-area-network (WAN)} such as
the Internet or World Wide Web. In still another embodiment,
communication medium 301 is both a LAN and a WAN.

20 A variety of different types of processing devices may be
coupled to communication medium 301. In an embodiment, a
processing device may be a general purpose computer 100 as
illustrated in Fig. 8 and described below. One of ordinary skill in the
art would understand that Fig. 8 and the below description describes

25 one particular type of processing device where multiple other types
of processing devices with a different software and hardware
configurations could be utilized in accordance with an embodiment of

the present invention. In an alternate embodiment, a processing



and the server-side representation conmuni cate through these RIVMG. QTHgjay o3
server-side supports a variety of services, including database access,
renote file access, workspaces, events, and 0 5 MAY 2003 WD 001 28464

PCT/ US9 1 logging. The second line obtains a LogSesvis&5404 ect and
the thi rg%gllb?%ée}m&/ri tes the nessage. Clustered enterprise JavalTM conputer

architecture 300 al so supports a server-neutral syntax consistent with a
peer-to-peer 5 distributed processing architecture. As an exanple, the
followi ng code fragment obtains a stupgfor an RM object fromthe

JNDI conpl i ant nam ng service on a server and invokes one of its nethods.
Hasht abl e env = new Hashtabl e(); env. put(Context. PROVI DER URL,

"t3: 11 acne: ") i L AJ =ACTORY,
webl ogi c. | 0T ERYOST & B eERRhGRd DRy Bl et S ne

| ni t ~" | ContspahhenvislivRaradshehe; ddger ot ejuivlentabltddf. acne. eng. exanpl e") ;
result = e.exanple(37); 15 In an enbodi nent, JNDI nam ng contexts are
packaged as RM hipj 8ctibustpatespireaminodireant of slee psgserTrogentibe inbove code
illustrates & ki nd of 5% boaaéﬁgia pi ng. ghe first four lines obtain an RM
stub for th&NAR $6TYFrLSHESAN HE RURECL P FEMMEPIGIIAR TG WSt al r eady

exi st 5 achaei desdr085 809Gk %180 BAKMA £f cohfndibaton iedilln?8ognder [yl ng TCP

socket for the t3 protocol Is est I shed. The caller object - the RM
stub - and whi&hcaladydeavs dienitdrj aabodinaentBMs desaribednabovec at eeddmdoungh t he

RIVMs. The fifth |line | ooks up_another object, an Exanple, at the nanme
acme. eng. exGpMBINGRLIAhEediwn3Q i neCHank IHASOFOUMRd tRanpl e net hods. | n

an enbodi ne - ﬁg@e_[q?l LTS Iﬁ?cnfr LOGRSS] device as
t he nam ng géerp\rﬁdgﬁcgt?on ano lf’1'g‘rédggnbo|hi an@ﬁ{t?ﬁ{éﬁée%@arrp eel?llt'rr%ﬁ‘éri?t!sg%f\L a client.
| nvocati on phytthecbipienl © ebhatiniteees MaditMme30T eatillostrefed B9 tppropri ate
RIVMs if they do not already exist. 0 5 MAY 2003 WO 00/ 28464 22 11.

Repl i t8- Anadeshad Braand iyl EBB dohj HaahouCheusaisr sugetthatrinFi g. 3c, a
processing device is . able to provid service to other processing devices
o ohi t ect BB ETRPA B e ATV’ ARe aa) BPOLISIBh deets SHhuE,

archi tect urgr 880, kfieR@SkiMiSARl BBl & M0&raidsadt EnfbdHFaRt in Ahigddi ti onal
service may easily be added to architecture 300 by adding replicated RM
and/ or EJB Ubpeqirscetssing dexicstsi ang shaoweesshergirdetharesrobodiendytsadided

processi ng devi ce. Mreover, because the andl or . EJB obj ects can be
replicated ﬂ?ﬂBi@ﬁBEﬂ"%mr’t @@f &e£|¥IPHQ[@e§FH&Q§YW§S§gvi ce,

T P, o RSB SR o i EYRUUGRICD, 0 ) [l ano
Server 302 transfers information over communication medium
301 to server 303 by using network software 302a and network
software 303a, respectively. In an embodiment, network software
302a, 303a, and 304a include communication medium software
20 driver 351, Transmission Control Protocol software 353, and Internet
Protocol software 352 ("TCP/IP"). Client 304 also includes network
software 304a for transferring information to server 303 over
communication medium 305. Network software 303a in server 303
is also used to transfer information to client 304 by way of
25 communication medium 3085.
According to an embadiment of the present invention, each
processing device in clustered enterprise Java™ architecture 300

includes a message-passing kernel 355 that supports both multi-tier

and peer-to-peer functionality. A kernel is a software program used



Fig. Sa illustrates a replica-aware f"RA") or Smart stub 580 in 05 MAY 2003
architecture 500. Architecture 500 includes client 504 coupled to

comuni cati on nedium 501. Servers 502 and 503 are coupled to 15
comuni ¢&f doB4eaedi um 501, respectively. Persistent storagerdsvyz®ob09 is
coupled to server 502 and 503 by comuni cati on nedi um 560 and 561,
respectively. In various enbodi nents, comrunication nmedi um 501, 560, and
561 may be wired andl or wi rel ess comuni cati on nedi uns as descri bed above.
Simlarly, in an 20 enbodi ment, client 504, server 502, and server 503 nmay
be both clients and servers as descri bed above. One of ordinary skill in
the art would understand that in alternate enbodi nents, nultiple other

servers angh ptdveaé Sui@¥miataingdrudesd tbbtAEL BbtGril iogPinadsrd bl ustrated by
ellipses. Also, as stated above, in alternate enbodi nents, the 25 hardware

and sof t wapeaesainggdedteon of client 504, server 50Z and server 503 is
descri bed below and jllustrated,_] Fig. 8 _.RA . St Ois a Smart stub
which is able & PREGFUNR Sepweh 3071 Serer E’e@%é’\ﬁw@éﬁrﬁ%@ﬁ@r\@ and swi t ch
bet ween th n (o] £ al er met hod
508. In anﬁ@r%?%@%&@, g@éﬁ%@%b%&?ﬁﬁ@%%@ﬁgﬁgégggﬂjé%réﬁgdcg |8Pr/rent, an RA
stub $80 i fied velesivavis aplintaabanghetheb@bey iaeé ctiehecbssarvearppesgii ate | oad

bal anci ng met hod 507 and/or failover nethod 507. fn an alternate
enbodi nent JVM sppgirectoan haY MnEpresardingodeantier orMapsrges feg pefler net hod

is inplene kN alternate mhodi r | ndl 06 may i nclude
mul tiple | g'g)g'qﬁg? &H@Fﬁ@a‘@t %%g’ggasﬁcgéj’oﬁﬁ%% i%?%&%%@@%g F?FLY 6ds and

conbi nat i oRgrddseiRotomhiliriBadi @skdigm, thioufPtiepedardivan, 8R§ | npl ement s
the following interface: public interface ReplicaHandl er { 10 Object

| oadBal ancelelibgredt toctiver epp @ Byieden) thehotbes sRi.r s iAiows edExcept i on; bj ect

15 1 ioa atESPREEIE TRoRRY Sy 2 BBt KOt SRACCIIRS SO & oad

different protocols, including, but not limited to, Transmission Control
Protocol/Internet Protocol {("TCP/IP"), Secure Sockets Layer {"SSL"),
Hypertext Transport Protocol ("HTTP"} tunneling, and Internet
InterORB Protocol ("IIOP") tunneling, and combinations thereof. The

15 RJVMs and socket managers create and maintain the sockets
underlying these protocols and share them between all objects in the
upper layers. A socket is a logical location representing a terminal
between processing devices in a distributed processing system. The
kernel maintains a pool of execute threads and thread manager

20 software component 364 multiplexes the threads between socket
reading and request execution. A thread is a sequence of executing
program code segments or functions.

For example, server 302 includes JVM1 and Java™ application

302c. Server 302 also includes a RIVM2 representing the JVM2 of

25 server 303. If a message is to be sent from server 302 to server
303, the message is sent through RJVM2 in server 302 to RJVM1 in

server 303.



bal ance net hod 507, which takes the current server and returns a

repl acenent. For exanple, client 504 may be using server 502 for reQ?iNé‘Vii‘@
data for database 509a or personal storage device 509. 20 Load bal ance

met hod 504 offBMesSW tch to server 503 because server 502 i pcavesdogashad with
service requests. Handl er 506 may choose a server replacenent entirely on
the caller, perhaps using information about server 502 | oad, or handl er 506
may request server 502 for retrieving a particular type of data. For
exanpl e, handler 506 may 25 select aqgarticul ar server for calculating an
equati on because the server has enhanced cal cul ati on capability. In an
enbodi nent, replica handier 506 need not actually switch providers on every

i nvocation becagse Mggggd“g?;gﬁogll(ﬁﬁ% 506 is trying to mnimze the nunber of
connections tha creat ed. MAY 2003 W O 00l 28464 24 PCT/ U
S99/ 24604 Fig. Gusitered entdrpdbe iJavatnagrark BOCuistatde itogorward @ad bal anci ng

software 507 illustrated in Figs. 5a-b. 1t should be understood that Fig.
6a is a cofPeHIage|BiPYImgRdriarmaskiateasarng’ t HE'S Sgnctanalidgi®nce of functions

or steps Wq %r%ﬁ?i@?%ﬂ&ﬁ%ﬁ%@ét Qféev?@{cg firHrrJQ CQ%I?(P%EP\%FS method 507. In

al ternate enbodinents, a onal functirons or steps are conpl eted.

Furthey, inhedudd b ardrateheghaslspNtFor aaevsie e aragsfiedd friorn @epadrt i cul ar
function or all the functions. Load bal ancing software 507 begi ns as
i ndi cat ed b30Zi¢lisng 383 .and, detrar itwiat i S¥M s mavehe faswarded tyiceent ock 601 as

t o whet her 10.calling t d e i,.shed, "an affjyify" for a particular
server. A c:wlgrﬁt?é%%n%ﬁegﬁrﬁ]@ﬂyo? g&%éhrggﬂy‘ggerfﬁétdogowwtﬁ%? sits

current tra%hi@wawar avdn e, SEhi¥elinBasnaARyat filpidriariah ddrifdifingi f an affinity
is established, control is passed to |ogic block 60Z, otherwse control is

passed to |sEgsonbtauierdfrtionfodbbrr mangt ¢amaaiaredare estabsieedl ock 15 602
whet her the affinity server provides the service requested. if so, control

i s pabSed tRFIMRFNCA BB %Y?'@‘I‘I%FW%"@; control is passed to |ogic block
604. The provi de}fl.{rocq(r? %@%pﬁ'@%ﬁ%hp@%‘;?g‘béé’d FEENEOmIstad&urned to the

client inlogic b ogi c 4, a namng service is
contact ed apthesapdrbedahhst bofcrédedatainadn seovl\es20Fgr oxardeless i s

obt ai ned. A getNextProvider nethod is called to obtain a service provider
in | ogic bl dacrRNEESOT yanesasgedfivaNifEnuRdest thenarplet ReguPhomafa nethod are
illustrated jn Fi

obt ai ned i nwlhé)cdl gg(fsﬁ BSEEBB%W%%E%%P:%E%&%Sggéglgl Eogﬁ{eﬁﬁf‘ﬁg@gfﬁg re:ﬂ‘ Cgelr\s;i ce
I S noy5provixd@dailéd HeSEkptRdP Bk 1RO GppRtat@ulioptnd@éian pragideat srod 507 exits
as illustrated by logic block 6D38. An enbodi ment of failover nmethod 508 is
i | 1 ustrat edhttp//Rivguw.Tawsbfiesar,ivekidhi in ideerpiorates berein by reference.
Another example includes when the receiver of the message is
behind a firewall. Also, as described beiow, message forwarding is
applicable if the sender is a client and the receiver is a client and thus
20 does not accept incoming sockets.
For example, if a message is sent from server 302 to client
304, the message would have to be routed through server 303. In
particular, a message handoff, as illustrated by 302f, between
RJVMS3 (representing client 304) wouid be made to RIVM2
25 (representing server 303) in server 302. The message would be
transferred using sockets 302e between RJVM2 in server 302 and
RJVM1 in server 303. The message would then be handed off, as
iliustrated by dashed fine 303f, from RJVM1 to RJVM3 in server 303.

The message would then be passed between sockets of RIVM3 in



Figs. 6b-g illustrate various enbodi nents of a get Next Provider netho@5db%ﬁzm3
in logic block 605 of Fig. 6a. As illustrated in Fig. 6b, 0 5 MAY 2p0 WO
001 28464 PCT/ US99! 24604 25 t he get Next Provi der net hod sel ects a service
provi dewo to2ad4asound robi n manner. A get Next Provi der met h@€Ta2P912460ént er ed
as illustrated by circle 621. Alist of current service providers is ’
obtained in logic block 622. A pointer is increnented in logic block 5 623.
The next service provider is selected based upon the pointer in |ogic block
624 and the new service provider is féturned in |ogic block 625 and

get Next Provi der nmethod 620 exits as illustrated by circle 626. Fig. 6c¢C
illustrates an alternate enbodi nent of a 10 get Next Provi der met hod whi ch
obt ai ns a sawer GO 3pany RdetMByinsdicactdi0dy dheemessaggtimn desuldasedonl y. A

get Next Provi der nmethod 630 is entered as illustrated %ci_rcl_e 631. A list
of current PaeFeA. @ iBrerai@ss BY ithe sinsheAdineadOff | Lot BY¥# Byn 48Pt bl ock 632.

The next s ice i def:: | ected randomy as illustrated by |logic
bl ock 633 ?@KaﬁdR‘g{/@élwﬁ‘sé}%}ﬁc%S%'r ovider is returned in logic block 634. The

get Next Provi der nmethod 630 then exits, as illustrated by circle 635. Still

anot her enbodi ment of a getNextProvider nethod is illustrated in Fig. 6d
whi ch obt ai ns aDserRareatingovi der based upon the | oad of the service

provi ders. A getNextProvider thod. 640 is 20.entered as illustrated by

B el & 6an. aST AR ROFRE Fitn Bl Bt S8R SBhudieatenn [ ogie bl ock
642. The | pacth®br eBRIMGIEN}ER REQNHILE bth&DRIVIRLaL Bnl aghe. tqck 643. The
service provider with the least load is then selected in |ogic block 644.
The new serxaoplaribiider 304 dreares etdirare doicket dgisertdros®? 64é&rvand

get Next Provj der %@ met hod 640 exits as illustrated by cjrcle 646. An

al ternate i FRIALIO FHard HURRIERE PPGEPHEISTRRY T PES399 W4 AEW in Fig. 6e

ooy PR P SR et mBRBReNP R LSl o gty gLl e Trom
i |l ustg at ecindybéx Fepresé&®ting BlikhsB0dl uan emtbodiment, the use of
transferring messages by RJVMs ensures reliable, in-order message
delivery after the occurrence of a network reconfiguration. For
example, if client 304 was reconfigured to communication medium
301 instead of communication medium 305 as illustrated in Fig. 3. In
15 an alternate embodiment, messages may not be delivered in order.
An RJVM performs several end-to-end operations that are
carried through routing. First, an RJVM is responsible for detecting
when a respective client/server has unexpectedly died. In an
embodiment, peer-gone selection software companent 362, as
20 illustrated in Fig. 3b, is responsible for this function. In an
embodiment, an RJVM sends a heartbeat message to other
clients/servers when no other message has been sentin a
predetermined time period. If the client/server does not receive a
heartbeat message in the predetermined count time, a failed
25 client/server which should have sent the heartbeat, is detected. In
an embodiment, a failed client/server is detected by connection

timeouts or if no messages have been sent by the failed client/server



O ~ MAY 2QQ~ WD 00/ 28464 PCT/ US99124604 26 service providers is obt B5AY 2083
| ogi ¢ bl ock 652. The type of data requested fromthe service providers is
determned in | ogic block 653. The service provider is then sel ected based
on the datpyeh¥Rg 1N 1 ogic block 654. The service provider pcgrusedruened in

| ogi ¢ bl ock 655 and 5 get Next Provi der nethod 650 exits as illustrated-by
circle 656. Still another enbodi nent of a get NextProvider nethod is
illustrated in Fig. 6f which selects a service provider based upon the
physi cal |ocation of the service provigers. A getNextProvider nmethod 660 is
entered as illustrated by circle 661. A list of service providers 10 is
obtained as illustrated by logic block 662. The physical distance to each
Service proy i : ! i+Nyel @gi-C (Bl vihce provider
ahi ch has. £ He B S e e e e &

sel ect ed i nfdiledi sodleadhdicbtes dHeilenbsesaridliest.provi der is then returned in
| ogi ¢ bl ock 665 and t he get Next Provi der  net hod 36 15 exits as illustrated
by circle 666. SPEFPNY: AUFPGEPesASSIPERANEate N R Vgﬁ'l‘@)&qﬁpﬁwaﬂer net hod i s
Lhustrat edolgysbhg. i RARGicheiAThAré SEY UnbfeRbRN LARmARTed on the amunt
of time taken 150 tche service provider to respond to previous requests.
Controk of gendmittBdaidtdesivey twdedid: hreseagesed. abo 2@cohpighrisd by
circle 671. A list of current service providers is obtained in |ogic block
672. The ti AechaMMAIYM paic naistains engichinadabbreyiaticsptaitleso Forparti cul ar
nmessage i s determn i.n.1ogic bla 673, T ervj Lovi der, whi ch
responds i nei’(ﬁ@péﬁoﬁ?&lt |r}cﬁ)lg%espgpiaﬁﬁr?glaggpggp%aaqdnﬁﬁggpg ‘B%Hé’ﬁsé‘m. The
new servi ce n%@ﬁ!rg;eébbév%idﬂq%blé.eff%m?@ mdbskhgBiferhRfikg Berwaka sontrol
from get Next Provi der nethod 670 exits as illustrated by circle 676. ' If

i nvocati on dfteamsdiate cervest hbe Hoaiyl of Armesssigeaswny ddsatiaiizedonythies
warranted, RA 580 stub calls fail over nethad 508, which takes the failed
server %and AMCEREERAP SETYHINCAY By what the failure ~) 5 MAY ~ WO

001 28464 PCT/ US99124604 27 was and returns a new server for the retry. If a
new server is unavail able, RA stub 580 throws an exception. Fig. 7 is a
control flow charg. MditistartRddractPédromarctiaofalinar e 508 shown in Figs. 5a-b.
Fai l over nethod 508 is entered as illystrated by 5 circle 700. A failed
provi der from t h&lupredientenprieatiapaoyiadediseure P doywvs dor BMled in | ogic
bl ock 701. A getNextProvider nmethod is then called in order to obtain a
service pr0\}|egQn!*%%r’WéaF%rer%g%P'@i'der is then returned in logic block
703 and fail over gyathedd Pfeprisesima™ dresitéalies 30p siggdres 4A4. 10 Wiile
Figs. 6-7 illustrate enbodi ments of a replica handler 506, alternate
enbodient s expicitdrynitie fOoLliemi/sryvEUPEQGremMIMing ewrdsteat ivoitls a maitteof

i npl emented i n round robin manner.. First) .a list _of serve or. service
provi ders oft& @EV Uied REoGRsSing Bhehf teaHE e 015 29 RERITPY: TigetRllonBe used
and the |1 Stejaas st cdde ér‘ﬁcx‘ﬁ/’?ittéé/aHQHﬁirﬁ%’ciJﬂ\%Fme%rsagQGtoc’cfm acts a

nam ng servi ce as descri bed bel ow and obtains an up-to-date |ist of

provi ders. server's log file:

T3Client cint = new T3Client("t3://acme:7001");
20 LogServices log = cint.getT3Services().log{);
log.info("Hello from a client”);

The first line establishes a session with the acme server using
the 13 protocol. If RUVMs do not already exist, each JVM constructs
an RJVM for the other and an underlying TCP socket is established.

25 The client-side representation of this session - the T3Client object -
and the server-side representation communicate through these
RJVMs. The server-side supports a variety of services, including

database access, remote file access, workspaces, events, and



Second, if handler 506 is about to select a provider fromthe |ist aﬁg
there is an existing RIVMI| evel connection to the hosting server ove Wﬁpbﬂma
no nmessages have been received during the | ast 20 heartbeat period, handl er
50f ski pwa®as4asrovi der. In an enmbodi nent, a server may | BEEUSPUEWIEr since
death of peer is determ ned after several such heartbeat periods. Thus,

| oad bal ancing on the basis of server toad is obtained. Third, when a

provi der fails, handier 506 renoves the provider 25 fromthe list. This
avoi ds del ays caused by repeated atteRpts to use non-working service

provi ders. 0 5 MAC 200 WO 001 28464 PCT/ US99/ 24604 28 Fourth, if a
service is being invoked froma server that hosts a provider of the

servi ce, thegginmt Tiemsdcded lire obtains THicgJeavicestehijest antl abatthod of
providers for chainsg i nvokes of services. Fifth, if a service is being

i nvoked wi t W% WHESJIEBPBeHT29% 5 transaction and the server acting as
transaction coordi nator hosts a provjgder of the service,_ then that provider

is used. This fablysteredeantesPizsairdd ofOHPHIRTRICEIRFIHP B0 @lsthsact i on. The
fail th j h j: N ified
U ek AP OLEH FHELAY) 6 L JENPSSHD A Bepelesel (10 %

stub 580 wi WistABtitddeproteasingpaichiteeturen Afanesseithplel tag fapphvirat i on-rel at ed
fa.rlure, since there can be no expectation that matters will inprove. in

the event ofodf fragmert eliaing e-stebadioe@nt Vil gbiectiromt e $8B!I-may or nay not
be able to safely retry the aperation. Some,initial_non:ide t ent
operation, SUUIPRDtPRENASERLYIRG e SPEYat e bioKeSort A 115 et dhase,

m ght have conplgesg. In an enbodi E'ent, f%A'stub 580 will retry after an
infrastructure falasaP'esny rr Newt H@sn@EP!8lii he user has decl ared that the

service methods ang.pderPleRRPROVIDER URIE SBStesmearodietier m ne t hat
processi ng of the request never s 3 ( exanpl e of the latter, RA

q t tarted. As_an
stub 560 will 20 erueRytGentexd. INAHALLEQNHR baiAREPRY 'met hod, stub 580

switches to a serv-w\i,eq;s;o@e?HggWQM@;nhgmo,h@&ﬂf@tbmt);As anot her exanple, a
RA stub 580 will retry if it gets a negative acknow edgnent to a

transacti onal op&rAYR¥HCIXA=RIEVE IMBRICONteedIni zes a special flag that

nstructs the 25 mangil of L oo GRABIE IR MbIRR(Sidtheldhia. RamBiegl . A0

additional flag can be used to specify that the service nethods are
i denpotent. |n anesubcdienexampRA3giub 580 will use the replica handl er
descri bed above and illustrated in Fig 5a. An additional flag nmay be used
to specify a different handler. In addition, at the point a service is 0
5 MAY 1B-~~ WO 00llas#eempPaiiinusen LiMBDrarphglephteyxds aré packagedirg RMii o a
clustered narg'.n servi cie as_descri bed bel QW t t}]e hgndl er may be overridden.
objects to implement remote access. Us, the above code
illustrates a kind of RMI bootstrapping. The first four lines obtain an
RMI stub for the initial context on the acme server. If RJVMs do not
already exist, each side constructs an RJVM for the other and an
20 underlying TCP socket for the t3 protocol is established. The caller-
side object - the RMI stub - and the callee-side object - an RMI impl -
communicate through the RJVMs. The fifth line looks up another
RMI object, an Example, at the name acme.eng.example and the sixth
line invokes one of the Example methods. In an embodiment, the
25 Example impl is not on the same processing device as the naming
service. In another embodiment, the Example impl is on a client.
Invocation of the Example object leads to the creation of the

appropriate RJVMs if they do not already exist.



Fig. 5b illustrates another enbodi ment of the present invention in vihgaayazmgs
EJB object 551 is used instead of a stub, as shown in 5 Fig.5a. III.
Replicated JNDI -conpliant nam ng service As illustrated in Fig. 4, access
to serviveeiopssdi ders in architecture 400 i s obtained threaghusas/24604

JNDI - conpl i ant nam ng service, which is replicated across architecture 400
so there is no 10 single point of failure. Accordingly, if a processing
devi ce which offers a JNDI-conpliant nam ng service fails, another

processi ng device having a replicate@2nanm ng service is available. To offer
an instance of a service, a server advertises a provider of the service at
a particular node in a replicated namng tree. In an enbodi nent, 15 each
server addg, aRépicat A akeoridifaftrSibeEJB Objecxenpat i bl e servi ce pool stored
at the node in the server's copy of the namng tree. If the type of a new
offer is inconpgt iFR].3dMd Prdde@singP@eBte ¢4 BBIeStd Pra\lded séiviiée BOO! , the new
offer is made pendi'ng and a call back is nmade through a ConflictHandl er

i nt erface. offidreproziesieg devieesoin afchitectiyeZ800 dyrreplieating RMbt her wi | |
ultimately be installed ev where.. When l.i ent . | ook t he service, the
client obt &NAL E A OBIEwS ¢ ﬁrﬁ(‘sc@ﬁ‘f@&%mf%go(ée'ﬁ\ﬁaégyﬁt‘?@?atﬁg resh the
clients I|i Vi L dar I JA r replicated nam ng
servi tge infg'zr”éﬁl&ti%'ﬁturgﬁfyﬁéﬂaa%ré%gg?%ﬁfwygr%ﬁd 3%2 and 303 offer an
exanpl e 25 asetiverarp 800 weadBihgarepiiPated BMentd/oeEYB abjdctsas anrepl i ca of

t he nam ng service tree 402 and 403, respectively. The node

acne. eng. eXXPing PIPasarnagiardes of devylye RIAFeEDDId_ViGeservice 0 5 MAY

2003 WO 001,28464 PCI/ US99/ , tively,

cont ai ni ng “ég?eﬁveef ,gﬁ%%aﬂsg éé_g&ng\l %Q‘gz(?r\?lt‘é%%%?eocﬁlg ea?p%% r%é]lgéaggﬁ Client 304
obt ai ns a RAr&idhbR0AenRyCtie DR NeiMgROpaRiessing dodkupriditipke
acne. eng. exanpl e node. Stub 304e contacts an instance of a service pool to

obt ai Y0 a curreenssing stevisfess andferr @ goaynuaicatian| raediens enay &ail prdwattlers. St ub

304e may switch between the i%@éances 8[ a service oal as, needed for

| oad- bal anciHg e8HE" BEN'GEEITE SPYPRORYAPthE" PG fcaqmg'o PEA9ESF the nami ng

service are replica _aware or Smart stubs which, initiall Ioag bhal ance anong

naming 10 servi da9pPavivrraieafarepiFa@nae ¢ RE ¢ PEmmart %tupa,’: Hr8. Each

| nstance Ofa&ﬂﬁe@%g}bée%ﬁﬁe%tﬁgg W&%\Jb%saclfeﬂmcﬁl %oH:Fetd the current
ers. e stu om t

nam ng service provi obtains a fresh I1st e instance

it is curregémynuifcdttbn medhantSOT.aBdrers PORGeRSE0B hre Tipten uses Donai n
Nam ng Service ("DNS') to find a (potentially 15 inconplete) initial |ist
of i n§%ancesommiunigaigmmediumcedbl seertivelvs rRersistenbsiarpamadenican exanpl e,

a stub for dnitial context _.af th m.n Vi can .oht ai ned as
fol | ows: Haéﬂséﬁlcé’ugﬁ\? w %%oo%é@ﬁt %Tﬁg ;b‘é%\(fﬁﬁhflt‘%%ﬁ't%gxﬁngﬁ | DER_URL,
"t 3: /| acmeChustAd 389 1reshechPeRnVirouak SNt aEodimbh i, AloriNHRERIHACTORY,
"webl ogi c.jndi. WebLogiclnitialContextFactor"); Context ctx = new
| nitial Cont medien\§Q1, 560, and 561 may be wired and/or wireless
communication mediums as described above. Similarly, in an
20 embodiment, client 504, server 502, and server 503 may be both
clients and servers as described above. One of ordinary skill in the
art would understand that in alternate embodiments, multiple other
servers and clients may be included in architecture 500 as illustrated
by ellipses. Also, as stated above, in alternate embodiments, the
25 hardware and software configuration of client 504, server 502 and

server 503 is described below and illustrated in Fig. 8.

RA RMIi stub 580 is a Smart stub which is able to find out
about all of the service providers and switch between them based on

a load balancing method 507 and/or failover method 508. In an



Sone subset of the servers in an architecture have been bound into DNS

under the name acmed uster. Mreover) an application is 25 still ab0& MAY 2003
speci fy the address of an individual server, but the application will then
have a swogb/esapoi nt of failure when the application firstp@Ei/USIvR4s04t 0
obtain a stub. 0 5 MAY 2003 WO 00/ 284b4 PCT/ US991 24604 31 A reliable
mul ti cast protocol is desirable, In an enbodi ment, provider stubs are
distributed and replicated namng trees are created by an IP nmulticast or
poi nt-to-point protocol. In an I P nul28cast enbodinent, there are three

ki nds of nessages: Heartbeats, 5 Announcenents, and StateDunps. Heartbeats
are used to carry information between servers and, by their absence, to

identify fadhpddis®inteas. RABIANBBMERIBNEs §0BpkdaBandRet50d t1edf ers and
retracti ons of services. The Announcenents from each server are

sequenti al I%'Mﬁtﬂﬂ eppropdiete taaskbalancitouwiBed MV Andmuniedarat in order to
10 identify | cene Each, server, inclu iin its Heartbeats the
seqguence numEE %éB?henl?%f" ﬁ%ﬁrﬁf@%ﬁwqm ﬁasénggnlf)adrl\}%ﬂﬁ??'\'?

Acknow edgngatisod-ahNE ' singlerfaflol &SinetNb@ U FRPRMerRE]. | IRCAIWIRdd N Subsequent
out goi ng Heartbeats. To process NAKs, each server keeps a list of the |ast

sever ab Annembodimeents, réglicat endier 6@6 msyhasiudermultifie oMK arri ves for an
Announcement that has server whi ch

b d,. th d St Dunmp,
o e h B bR B HAd e e raalipls (ailoyal FreBoug And REMEURITAS nurher

of its next i gar chitecture,
the new serv@gm ?F(;r %alén?{épgt Qer{g g%ég??%%gggé: e%ﬁﬂsg?‘ver 20 whi ch

results in Si@ebynperimieng sent. If a server does not recei ve a Heart beat
from anot her server after a predeterm ned period of tinme, the server

retracts all serF{wmﬁ,rﬂéffg@s@@ze@ucghgna@f\{er not generating a Heartbeat. 1V.
Programn ng Model s 25 Applications used in the %rchltecture illustrated in

Figs. 18-5 use one of PRI lepdBapeeGRiees FYTeRITEP¥Iderthrodtst el ess or

direct, (2) stat ggﬁ»§§h,&g5.tt@ayx@épﬁcﬂmrect or (3) stateful or targeted,
dependl ng on the way the application state is to be treated. In the

statel ess Q ~ MAY 200BonRHRY @i aidpiedooVERso4 32 nodel, a Snart stub

returned by a nami ng- ggﬁ\\b&ggéébq}g*pepmrgwg y references service providers.
Exanpl e a = (Exanpl e) ctx. | ookup("acne. eng. exanple”); resultl -

e. exanpl e(37); SReemiekxrceptonexarnpl e(38); In this exanple, the two calls
to exagnpl e may bz handl ed by different service providers since the Smart
stubls able to switch

Immediately before invoking a method, RA stub 580 calils load
balance method 507, which takes the current server and returns a
replacement. For example, client 504 may be using server 502 for
retrieving data for database 509a or personal storage device 509.
20 Load balance method 507 may switch to server 503 because server
502 is overloaded with service requests. Handier 506 may choose a
server replacement entirely on the caller, perhaps using information
about server 502 load, or handler 506 may request server 502 for
retrieving a particular type of data. For example, handler 506 may
25 select a particular server for calculating an equation because the
server has enhanced calculation capability. In an embodiment,
replica handler 506 need not actually switch providers on every
invocation because replica handler 506 is trying to minimize the

number of connections that are created.



between themin the interests of |oad bal ancing. Thus, the Exanple seégm
obj ect cannot internally store information on behalf of the 10 applicati | 2003
Typically the statel ess nodel is used only if the provider is statel ess. As

an exanmph® 00428#fdre statel ess provider mght conpute some FETHEWERIWA
function of its argunents and return the result. Stateless providers may
store information on their own behal f, such as for accounting purposes.
More inmportantly, stateless providers 15 may access an underlying

persi stent storage device and | oad appq"i cation state into nmenory on an
as- needed basis. For exanple, in order for exanple to return the running
sum of all values passed to it as argunents, exanple mght read the
previ ous sum f r ofica Grisdasatradew diagram: ilkussrating tenord, baANE®S he new

val ue out, ang 20 t Jreturn i.t...Thi t at. el es ervice del, pronot es
scal abi || 1y SOtuatRE Al thBo i Fidst SasPogteaiinung PRI &l o b
returned by fFidiegd 20K W rtiol #IVAifgebnt h@kt@tﬁ@bﬂ% Fo@?caﬂ%%gh%qcéedfv' ce
provi ders, which are not thenselves Smart stubs. ExanpleFactory gf =

( Exanpl eFactfongtjorboc sxed oviigd{ ‘aae cemrgrieteekbysioét\yareBrdoptenaarcing
f.create(); resul = e.exanpl e(37);,.result2 = e.exanple(38); 0 5 MAY
2003 * Bnp 0BREAGE HeRIEIoAEORMoR Y SATUTHA JOTEHENE RS TEPPS t o
XDl © ar e s aoRleRl. B RAhANLEA BB rRBIBINSATY HePaRRpY Y - The

service provider erefore safely store information on be of the
appl i cati on.peffeenshai=tieskar ffast ooy omatletheshundtibnise used when the call er
needs to 5 engage in a "conversation" wth the provider. For exanple, the

cal ler and the pneuddesiantialtssimaags 507 Bedinskasaindidaaed hynegeolel 800.0N.
Replica-aware stubs are generally the same in the statel ess and statel ess

factory nodeh getenminetipy igithérmeadein bamelork 6PAcasstupd atbpeithe o service
providers or service Brovitﬂer factor er factory stub may

. "0 A )
fail ovet at GATINY frepd Lsiehlmhed oarbﬁges'g ap%r%\gi%%\élclr”ﬁarsf?fé@rt I's operation

I's idenpot endliend fabWd BRINiHESC@RCsdI8r BYAY Labidindrds 0fs AlrbRi rect service,
application code nust contain an explicit retry |loop around the service

creati on andramsaztiani amd al&erwbi hes @nraféinity taryitdelfeExdmyl effnity gf . create();

resultl = e.exanpl e(37); result2 = e. examl eé\}:(%8 . 20 break; ~ catch
(Excepti on e3Stabiished, contiphay Panted (e J99'E MiBGK S92 0 tHAT Y SRoERHrOf iSr

cHaTPLE Al LRI R 6o D BRSBTS R RUERGERIALL Y, o7 oot o
non- i degmpot eEO2 apesthler @RS affinity server provides the service requested. If so,
control is passed to logic block 603. Otherwise, control is passed to
logic block 604. The provider of the service on the affinity server is
returned to the client in logic block 603. In logic block 604, a naming
service is contacted and an updated list of the current service
20 providers is obtained. A getNextProvider method is called to obtain a
service provider in logic block 605. Various embodiments of the
getNextProvider method are illustrated in Figs. 6b-g and described in
detail below. The service is obtained in logic block 606. Failover
method 508 is then called if service is not provided in logic block 606
25 and load balancing method 507 exits as illustrated by logic block
608. An embodiment of failover method 508 is illustrated in Fig. 7

and described in detail below.

Figs. 6b-g illustrate various embodiments of a getNextProvider

method used in logic block 605 of Fig. 6a. As illustrated in Fig. 6b,
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availability, application code mght attenpt to undo such operations

retry. In the stateful programm ng nodel, a service provider is a

| ongl i vedwost/adsed ul object identified by sonme uni que syst epewud®/deeqs. 5
Exanpl es of "entities" that m ght be accessed using this nodel include-
renote file systens and rows in a database table. A targeted provider may
be accessed many tinmes by many clients, unlike the other two nodel s where
each provider is used once by one client. Stubs for targeted providers can
be obtained either by direct |ookup, 7 O where the key is sinply the

nam ng-servi ce nane, or through a factory, where the key includes argunents
to the creatipeqRatmiditPibviddl Riethed sERTes al SivReURoViderlinPEogify | 0ad

bal ancing or failover. Retries, if any, nust explicitly obtain the stub
agai n. Ther gohiremanres. ki gsNektRroaiderimethiBl 6280k evftensdi 2h naps to 15 one
of the three, programmn lLs. .St atel ess sessi on beans are created on
behal T of o BUFE0 BY CHalS B2 bhdISeTrEa o o eI S db e bet ween
calls. Stat 1-OF p . h i St ul session
beans are c%@?@ﬁ?@%ﬂ%ﬁ o;Gggbaé%%ﬂfeéﬁgﬁﬁ}egﬁéﬁ%}%ﬁ?%@aﬁéag nt er nal
state bet weeB28alTise nbkatefide pepddenidselnstathipadedi 2ot hire Yot éss factory
nodel . Entity beans are singular, stateful objects identified by a
system wi de [REiE bagki 834 pashtenppwi sLIVife BIoVi@STUs raBdBerd ipllpdichr ee types of
beans are cr f I | 0 . jjrent, both
EJB hones an@gﬁﬁéb%éégﬁg ?%é@xﬁ?Fg'ﬂ%eergwg%@E??néﬁt égflﬁ%t%\ggacgyn an
architecturecipdednél | ustrated in Figs. 3-5, stubs for an EJB hone are
Smart stubs. Stubs for statel ess session beans are Smart stubs, while stubs
for stateful sessggn emnsyand shtidyndRaGPHBERENof dhe replica handler to
use for an EJB-baséd service can be specified in its deploynent descriptor.
0 5 MAY02003g8WDeDAP2B46dr PETHhUSIBhi2h6dHaBts Tcecvieatpeoader yi setettirRM - based
service, which is required if the obj is to intajn ate on behal f of

bj ect ‘ S ,
t he caller, ?ﬁé“ﬁﬁﬁlﬁ@&ﬂ%r‘i%%@‘hé 9@%’}5%’&’?Y‘§gbﬁ}?§wﬁc‘%3@|‘% factory. A
targeted RM g%?&&'.a%hv%ﬁ&te%a@ R ofd %gﬁ‘?dAWstrq]I‘rH?Jr%tts%?vi%'é" conpi | er
wi t hout any speci al ¥ ags anll {'fieh “bi ndi ng the resulting service into the
replicated nprivigertsrieebtirgiduds filistidted @y legic wiock 882 batudnektr ectly into
each instance of the namng tree and no service pool will be created. This
provi des a t &8PRyétearedder iseselpeied randogely assillupBateshbydegierlpele 6%he. In an

enbodi qent , LS. Ls used.to create renote fil VSt 0-V. Flardware and
Sof twar® ConpinenbEnFRgYics affi@ s BB Sa B RhEr Bt mabitent o of an
exenpl ary Seg&ﬂﬂeﬂWé\ﬂHeﬁHeﬁHbd@B@ lh &4 lebts €6s lilustiadsd SirclEhg3syst em of
Fig. 8 includes a general -purpose conputer 800 connected by one or nore

communi cat | on Tedsitan iHENeAHAARRE L AlgBRRubviid Miekfo 0 and al so to

a WAN, here illustrated as the Internet 880. Throu LAN 840, conputer 800
can communi cidluetratéd inFheréd edsth abtpinses serdce pradder based spouehe841. In
an enbodi nent, file server 801 is server 303 as illustrated in Fig. 3.

Through the I9Rdephifhie seyice srpviders. sdogediexdBravidercaethed €4 Oisher

ters, b | h .as i.d 881. |
oty g S CRTE N NS e N A T i S S W
wi Il be appr eehaties ist SitafrRLldgfd bid KBE2NPTHLI0a808F £4cH BERNGEt 880 can

be made in various ways, e.g., directly via connection 829, or through
f ocal - ar ea nerawdir g4obtaimedin giebigeioB4Shohhg sepdceCpnpritier vB00the a

personal or office conputer that can be, for anpl e, a workstation)
per sonal con&?ﬁéﬁ?a‘gl‘gﬁ?%?e'?ﬁ@ (3 G’s?é? b&c%?%fi [rﬁ?ePeY}’o?ﬁﬁcheer system an
exenpl ary enbogligBRis HifSreturitbl in Bgic Mock2BRE and getNextProvider

25 method 640 exits as illustrated by circle 646.

An alternate embodiment of a getNextProvider method is
illustrated in Fig. 6e which obtains a service provider based upon the
type of data obtained from the service provider. A getNextProvider

method 650 is entered as illustrated by circle 651. A list of current
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Mountain View, CA). For purposes of exposition, conputer 800 can be
conveniently divided into hardware conponents 801 and software cor’%)onents
802; howwQdp/2846¢ér sons of ordinary skill in the art will aPfpFbgp%404 hat 5
this division is conceptual and sonewhat arbitrary, and that the line’

bet ween hardware and software is not a hard and fast one. Further, it wll
be appreciated that the Iine between a host conmputer and its attached
peripherals is not a hard and fast ong® and that in particular, conponents
that are considered peripherals of sone conputers are 7 0 considered
integral parts of other conputers. Thus, for exanple, user 1/0 820 can

i ncl ude a kssrbwarprovidarsis ®pbtaindd an dogiplkdgckitiz.ofhedgpk of datd ch can be
consi derea ether a Peri g@er al .device or part of  the conput er iésglf, and
can furt her"SO4ESIRILTIEM HR&FecHPEPVIdGET S TGLA IPPIC BIRGKIEPSd to be a
peri pheral. j t i,hcl ude a

CD- ROM (con%ﬁ%tsggklms:g%;r%a'ggﬂgy&neer&rg?lggfeuﬁn?%,géHWﬁlﬁctﬁE%a %gégﬁﬁﬂgbnsperi pher al
or built i nbleckhgs4ommet sdrviddapdweder ic oanonedtia (688it hiock BES angr ocessor
(CPU) 805, nenory 8G5, persistent storage 808, user 110 820, and network 20
interfBce 828tNMitBrOVder ewipre Haberils agiltistaeddyceiiplen8hfs are wel |
under st ood by those of skill in the art and, accordingly, need be expl ai ned
only briefly her &tlill Pnoteersembedbneninobe getdextxanisiee methadisopr ocessor or a

collection @f m cropracessors. configured for nultiprpcessing. 25 Menory 806
can incl udeﬁl}jéglag%(ﬁme'@e r\ﬂyﬁtc%dﬁl? a%ﬁ%%ﬁ%@égv'ﬂghﬁﬁe‘?ﬁ&%tq tzh\ﬁ rtual
menory, or Wt i i laekiQe S@FHI i rsi stent
ot or age 8087 R T g o e proRldaa R sk ekl A L G ok
or ot her peBSOsisantterszhds Wustateldthy citae &F .t €chistobfosgresse prangtgrsor in ~
5 MAY 2pp~ WO 00/ 28a64 37 PCTI US991 24604 conbi nation. It can further

i ncl ud€ nasts BPtainetpydlusitagrddy logic Rlogk €84- pE§PBYSIgRLdISFaLES KoM or

ot her | arge- [ r : : - [ 841

provi des adg??iﬁ%%ﬁ%gﬁntcr)?\éfgig?ééagg%{?ﬁ!ln?%é’{m%&%?ﬁ)éé%@égfr% %&?@%‘é@h\gggl 5 User

110 (input/pubwadbl Wiachwaseh82fodemimaisioal idielandeso ahyirsgabsthgpl ay nonitor
such as a CRT or flat-panel display, an al phanuneric keyboard, and a nouse
or ot her poichenhg hiveied, indadicoporkf4.y ThamewrseRéce infevidss is thennter, an

optical scanner . ot her devi.ces for, user, input .gnd o t O Network I/0
har dwar e 82§etb"|r8?/$(!i%g°%ﬁ ql‘ﬁ&ebg cﬁé“ﬁ&'}%&ﬁ\‘% %\f'a?' gﬁgkgﬁosf?%e out si de
wor | d.1g\Vbr e P8 G fiiGalrhded BElcirelke660 825 | ets processor 805 conmuni cate
via connection 829 wth other processors and devices through LAN 840 and

through the | nt i, 880 el rBALIMEN £of BIPARANSPAARALARIAABAAL Operati ng

system 850 and a set tasks un contro operating system 310, such

as a JavaT"'ilhanpdtedadnifon Gf @pHadbiEae apehvidarpesvidant baysed YN wef t ware 354 and
kernel 355. Operating system 310 al so allows processor 805 to control
vari ous deviageaunsiehting takesifor e sgrieRgEC\WOs! tQ &esPonDt®POEVigSand

net wor k i nt 8 Proc C of t war e, of operating
system 310, ‘?éé%%etgaf‘f%lp,ﬂg@fﬁ%%@%ﬁﬂ\ﬁﬁ% ﬁ%&lﬁ%{j r@gggiewv@g%? dfiction with
meror )06 anestidBa b BRBIRNETM .S DfisCONMBUrBht S¥BLIGThRRAdedsNisan embodi nent
sof tware 802 includes network software 302a, JVML, RIVM2 and RIJVMB, as

i |1 ustrat ed dbtainedviariogis @02k &7 2 Fhe3ome Iperan fareadhrssrviceJavaT"”
application program860 is JavaT"". aPpI ication 302c as illustrated in Fig.
3c. Persons FSPVRieAitAdrPNG 19 3 Rartighlas mesfage iggistemnined ipHggig he

block 673. The service provider which responds in the shortest time
period is selected in logic block 674. The new service provider is

25 then returnad in logic block 675 and control from getNextProvider

method 670 exits as illustrated by circle 676.

If invocation of a service method fails in such a way that a
retry is warranted, RA 580 stub calls failover method 508, which

takes the failed server and an exception indicating what the failure



systemof Fig. 8 is intended to be illustrative, not restrictive, and gsafay
Q 5 MAY Zp(~ WO 001 28464 PCT/ US99174604 38 a wi de variety of conputational,
comuni cations, and infornmation devices can be used in place of or in

addi ti on WO 00R&#54 i s shown in Fi g. 8. For exanple) connect iP§iTSUIBREGGN t he

I nternet. 880 generally involve packet switching by internedi ate router’
conputers (not 5 shown), and conputer 800 is likely to access any nunber of
Wb servers, including but by no neans |limted to conputer 800 and Wb
server 881 ( during a typical Wb clie session. The foregoing description
of the preferred enbodi nents of the present invention has been provided for
the purposes of illustration 10 and description. It is not intended to be
exhaust i ve owasandireiurnteenenwseriveofort thet tedrypr éfcé sew seneerdisscl osed.

Qovi ously, many nodi fications_and variations will be apparent to
practitionerdn Mailpbleg RAnstuhe b8P thrawe as,BreRRits were chosen and descri bed
in order to best explain the principles of the invention and its practi cal
15 applications, figerdpp eanreli iy attret §|U§Rfaltinédfa|'|ﬁV9héofaIrVYafteo5Q|$|der st and

thelnventlo for vario ment. s he vari o cations as
are suited t ?‘HB "E)ZHS % gnb%‘é'@vgr & éﬁﬁga %}t%rgglar?t @Hagggﬁ%gf’ t he
scope 0§ thecir&l¥emg. OR ﬂ%ﬂeegrwmr%rﬁ haefueklocfvmgerﬁlm*ow@f@doft hei r

equi val ent s. PEPLACEMENT SHEET W O 00/ 28464 39 C ai ns PCT/ US99/ 24604 ~ 5
MAY 2003 1. servinesiisiremobedunuégicthiesk 760l udi agthextPriddaanmeashodtisr age

di um wh tared infor mat first set of digital
i or mat 1 on, LSRR tdel 56 HaVT o e IR a S4Ranci G RorSair % omponent

for sel ecting ig&ri 'tﬁ@nPéﬁMhQ@ﬁnﬂcﬁ#@”‘b@o&l g0 bhy 18loRE HeaoPERS ders. 2.
The article of manufacture of clai wherein the stub has a fail over
sof t war e conprineas ilfustratednyi cigcla #08.| ed service provider fromthe
plurality of service providers. 3. The article of manufacture of claimi,
wher ei not he | oad halilermgsgespfiluetac: epmpaieRhts ef adleplida SRINGIGE5060VI der
based on an affinity for a particular service provider. 4. The article of
manuf act ure 6fterlase amboditnents mciute IhﬁaﬂleM@ﬁchﬁgt@ﬁﬁt%r e conponent

sel ects a seryvi rovider from.the a f erV|ce roviders in a
round robin ﬁﬁﬂﬁé’?a%ogs ﬁée%fr‘f‘?pc!?'@eafe‘ﬁﬁhaffaﬁi‘a rgg& a4 r’n 1) wherein the
| oad bal anci ng so tvvare co onent random y sel, cts service provider. 6.

The article of nmahAfifadifte O?GFEP%E%ﬁerV Pfé?vrﬂ rﬁeo 38 WaPdRci ng sof tware
t |
componen Senﬁ%ﬁupor?sfwﬁvgmﬁé Ef EEQIS i BidH ?Jaatt%eq stHIsVhEE

provi ders ba service prov e article of
manuf aciteur e dleenlracantly, updieteet Ihahhl%rl%cbatamsimgamc]‘fg sandce@sponent
selects a service provider fromthe plurality of service providers based
upon the dat &esgiiked bejouvsead obdainsan dpttpcdatedist pdmiPicdaife of claim 1,
wherein the | oad bal anci ng software conponent selects a service provider
fromthe pluralit$ecdnddf haodigrrae i:ﬁealsmb'a’speaehgpbﬁ nrhe'idﬂro&ee’t thshysi cal

service provider. 9. The article ure f claim1l, wherein the
| oad bal anci rigt €8¢ thelPds Aonpdatng ?'L'é’{@g%& ° '(95' % B é@?t 'PBom t he
plurality of s%?«réf'&/%rwv mﬁ‘; &&%g& HB0d bRehl @ee%a'm.ﬁ@ HBijgdh each
service provider respo 10. An ticle of manufacture Tncluding an
i nf or me20 on dtearthgat paﬁbdmfnarfftﬂeeﬁoalﬁlps that provider. In an embodiment,

a server may later recover since death of peer is determined after

several such heartbeat periods. Thus, load balancing on the basis of

server load is obtained.

Third, when a provider fails, handler 506 removes the provider
25 from the list. This avoids delays caused by repeated attempts to use

non-working service providers.

Y 2003
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information, conprising: a first set of digital information, including an
Enterpri se Java Bean object for selecting a service provider froma

pl ural i twoobnsesvice providers. 11. The article of manuf aptTussmi46a ai m 10,
wherein the Enterprise Java Bean object has a failover software conponent
for renoving a failed service provider fromthe plurality of service

provi ders. 12. The article of manufacture of claim9 0, wherein the | oad
bal anci ng software conponent sel ects asservice provider based on an
affinity for a particular service provider. 13. The article of manufacture
of claim 10) wherein the | oad bal anci ng software conponent selects a
service provi derrFddr@m ifhesohicald b¥inafin§6k¥d FRorRrPY¥EARF $hhfhdsfsoand robin
manner. 14. The article of manufacture of claim 90, wherein the |oad

bal anci ng sefoMigareofcthepegrrine, rtheadivey psevider & Hse@r vinde fagiitateeco- 15. The
article of manﬁfacture 0 i

l.aim 10, wh he |.oad bal [ f
component  sBraLPS of REv{iecE 1B Ghetied FUBRFT AL STURER: Oy of service

id b d the | d of h i ider. 15. Th ticl f
TRnuf act ur e of ol I8 SRHERdRPE G MGSPLATITE e S68Pe W2 component
selectg a Sﬁ%ﬁ%&ﬁi&{ Qxhdcﬁ% %zrrgg? %Qﬁq@lagrt?%ﬂﬁa?'ct%fn SESHTfioPhRutdgr s based

a eq. ) g artic

upon the da ype reques e of nmanufactureof claim 10,

wher ei n t heptqadedet ey icHf thaar tat Pprpvidents aeteCtThig faeilinites cpr ovi der
fromthe plurality of service providers based upon the closest physical
servi ce prolac@gpn dafgorovigergrwitbireadranm@stiPBet ure of clai m 10, wherein the
| oad bal anci ng software conponent selects a service provider fromthe
plurality of serVhedaiuresithet capaseshrupoindaatinathqskinvedatinnwihagbeeach
service proyj derf. responds. 19. The article OI rranufﬁ;t.ure of claim 10,
further conBia8ifigg: asPeBEHT et APRICGHPRITeIHEDr RRf £ /AT ASHUCHYI®Rg a
statehgss Seqgidy) haagm@@?omm a6t téthg aRfo JBRBHERGH 4he Qbn¢lodigm 10, further
conprising: a second set of digital I nformation, inc Ugl ng a stateful
sessi on beamppkdaticheslated thieref simaauhact aare bef ne leaporthonf thdther
conprising: a second set of digital information, including an entity

sessi on beafiatters 3piimprogeNERThSHRFN (P T5A VY T 28H08C WS- 0%l A B Brilure, _
PCTI US99/ 246084, 8R0 Ay HINAED M o & IBRI I E0Riy Perby ARETRRLLuAN | nstruction
store, coupled to e pr\60esso , conprising an ar i EIe” 6

nanufacture as

recited in Somdnnliialaish-rdéinpat&itUbrationpsech e ihbRnMAGRFa ., Wherein an
application programcan be stored. 23. An apparatus, conprising: a

procesi$or; aaluenet a dield im asdatabaseomigledhave chapietedeslvoan conprising an
R S
only if either (1) the user has declared that the service methods are
idempotent, or (2} the system can determine that processing of the
request never started. As an example of the latter, RA stub 580 will
20 retry if, as part of load balancing method, stub 580 switches to a
service provider whose host has failed. As another example, a RA
stub 580 will retry if it gets a negative acknowiedgment to a

transactional operation.

A RMI compiler recognizes a special flag that instructs the
25 compiler to generate an RA stub for an object. An additional flag can
be used to specify that the service methods are idempotent. In an
embodiment, RA stub 580 will use the replica handler described
above and illustrated in Fig 5a. An additional flag may be used to

specify a different handler. In addition, at the point a service is



24. An electrical signal for accessing a service provider in a distributed
processi ng system wherein the signal is enbodied in a processor rgq:lgm,?qs
menory and includes a first signal section representing a stub in a nam bﬁ
tree. 25voApngkectrical signal for accessing a service pravidsmw/2460da

di stributed processing system wherein the signal is enbodied in a
processor readable nenmory and includes a first signal section representing
a bean in a nanming tree. 26, In a stub stored in a processing device on a
di stributed processing system) a nethpd conprising the steps of: obtaining
a list of service providers; and selecting a service provider fromthe |ist
of service providers. 27. The nethod of claim 26, further conprising the
step of: rP«H%Mbgkgd,a.é.?"b'o‘%ﬁ‘\dsi%w'a?@uB{e‘Pé!d FRmihgadari ke dJ abséHberer vi ce

provi ders. 28. The nethod of claim 26, wherein the list of service

provi ders ilselobt, ahadwmnidlenmayrzerongrrgiden.ce. 29. The net hod of cl ai m 26,
wherein the step of selecting further includes the step of: selecting a
servi ce provi derFibaSed!luppatasnaradthenembodomenTlod thretpgresgerof invkeation26,
wherein the step of selecting further includes the step of: selecting a
service pr ol wofch ?%rﬁJtBh@bJIengt%df isssedt BS1RAhOf @etiedi AS SNONM r obi n

nmanner g 31.Fi'5he5amet hod of claim 26, wherein the step of selecting further

i ncl udés the“step of: ~t F~ ACEMENT SHEET PCT/ US99/ 24604 0 5 MAY 2003 WO
001 28464 42 selecting a service provider randomy fromthe list of service
providers. 32. The nmethod of claim 26, wherein the step of selecting
further inc|pd the s of : obtaining the Load of each service provider
in the |ist hgf eé"é’r'\‘r‘?!:“ésg i‘i%?gl,‘ar&rﬂf"ggﬂge%?'i"f&? a service provider based
upon the | oad of each service provider. 33. The nethod of claim 26, wherein
the step of sel ebsilbi¢stratechisrFignél @8685% He S8PWPR PAPYIdAER Y ni ni ng the type

ervice prodiUrEACES T BNty AR aRIcH BB RRIaM BT 7 26

wherei n t he sgivige, Ovhi®l ©GlepNBatedr 4d10Es iaRchitetasré BOOSieR%erefis et er m ni ng
t he physical distance to each service provider in the list of service

provi dérs; &iglgepiedtdfngilaresenceedipglwiitiarproeessinadevica witiclker vi ce
provi ders ba%ed up\mrbpn t he c| osest phc/vii cgl. di ste%Ece to the service
provider. 357°Thé ROYTEY'EET BPMID% >CIEY f“tLF_"tEmeo PP 6°°Sti%ct i ng furt her
i ncl udes t heiesic@Ntavihg a0RIMcEtdY ASmihd 5BR/iBETd 9¢aildbie aENoHEF YWhCe provi der
inthe list of service providers to respond; and selecting a service

provi der fr omstahee bf stsaVicegravsereepadvedses daseddeponthdieenvioe aperi od for

each service provider to respond. 36. A systemfor |oad balancing within a
cluster, compPdrécHigr nededandireRiiaatemh 8artad Jrge-a HROrAMPRYIMAINtyr ocessi ng

devi ceg, couplefl LR, SAUhCOTRUGRLOMS FRUNR 809 ldlingepgryl ces, said
plurality of processing devicés including a first processing device and a
second proceRl Bfbréde\dtaBe node in the server’s copy of the naming tree. If

the type of a new offer is incompatible with the type of offers in an

existing pool, the new offer is made pending and a callback is made

through a ConflictHandler interface. After either type of offer is

20 retracted, the other will ultimately be installed everywhere. When a
clitent looks up the service, the ciient obtains a RA stub that contacts

the service pool to refresh the client’s list of service providers.

Fig. 4 illustrates a replicated naming service in architecture
400. In an embodiment, servers 302 and 303 offer an example
25 service provider P1 and P2, respectively, and has a replica of the
naming service tree 402 and 403, respectively. The node

acme.eng.example in naming service tree 402 and 403 has a service




a third processing device, in conmunication wth said conmunicati ons05 MAY 2003
medi um said third processing device including a stub operating thereon,
said stub configured to select one of said plurality of processing devices
for hanoWo eopsaequests fromthe third processing device fACTAISAREIWU| ar
service. 37. The systemof claim 36 wherein said stub includes a replica
handl er that determ nes avail abl e processing devices wthin the cluster)
and sel ects one of said avail abl e processing devices for handling said
request. 38. The systemof claim36 wB@rein said stub includes a | oad

bal anci ng conponent and a fail over conponent. f ~E~LACEMENT SHEET WO

00/ 28464 PCT/ US99/ 24604 ~ 5 SAY ~ 43 39. The system of claim 37 wherein
sai d repli gpohatileand d3adesspedtiidipvesnadfihgar efesmuenenExhille sel ect s
one of said avail abl e processing devices upon failure of a processing

devi ce. 40.setyeesyrovider 6t andifd-361igAe B&4noktang ﬂéﬁ‘\;frt'e@e?@:fmgvaevi ce is

renoved from.a li of availaple procgssi evjces. 41. The t em of

cl aim 39 vvhcjegr”gl%;ﬁl §éﬁn519r g?)rl%i'éé%PQr? &) %tr eé?rgﬁgetngs'g)éa glflq 88“’& o% Si ng device
as bei ng urngysd kaRksors 4a- inshthceyst §8eplice RIS LMRY gicuradididiald vver

sof tware conponent is configured to determ ne when a processing device
currenil y hrafeflenngs nequedakslief saymceaprdvidarb. fSiubs304e may sevitored from t he
cluster. 43. The systemof clajm37 wherein said replica handler includes a
load bal andiH/east Meie RSoReRSSr HiAE RoS) derEeghg Br 1958 GaLARGNGbI o
processi ng Q’ﬁyifé:iﬁﬁ/e‘r'?i ng a | oad bal ancing nethod. 44. The system of claim
43 wherein said | oad bal anci ng software conponent selects a processing

devi ce based on ffi.nj ] t {Cul c | eviGe.. 45. The
system of claim %Q»" ]Ié)rrgbélxgéﬁiC?B%&bdaflc{g‘ﬁgriqanﬁ{n%o %r&gébga%o : oﬁeant selects a
processi ng gwdieer Isaegd stmba wHigh thitiahy lodtebbledcedmongerasiisigem of cl ai m 43
wherein said | oad bal anci ng software conponent randomy selects a

proced$8i ng SRIVicEepraviderstandsgwite infthel evemt 44 afriiuee n Bsghdinisterc®al anci ng

software co nent selects a_processing device based on the present |oad at
cach process) AL HBUTIS SSUce THhe CYBRlt BFOBIFIR U Shater "Bl d I oad

bal anci ng sRikWRY SeRREPBRRNteSE! BRE S18h RHRSRS Y NEsHEN ¢&Raped on the data
type requested. 49, The system of claim43 wherein said | oad bal anci ng

sof t war e coimstarerd itSelceckstiy ywingesk hgotwrdpcthibasedesy) thhesystesest
hysi cal i device. 50. The, f claim43 wh i id|oad
bal anci ng. sBFEWROERIB TG Seeiet DNSp B aes i Pe0iel based on ¢ he i me
peri oggin "‘mc%Fnﬁ@Fé? iRirtﬁfﬁ§tsbpg15(?5¥éé§eaﬁ§%ﬂ?é]ﬂ§'trégszor;mﬁté}’@{ fORf cl aim 43
plurality o u a

wherein said processing devices Inc es a a server, and said
third procesaénd téhewi.casidicbndepia £etantor thietihitidieositetr absoei ated with
said client. f~EP~. ACEMENT SHEET n , t, 9AY 2003 WO 00/ 28464

PCT/ US99/ 2488ming sgpvicencap freeabtatned sadoliaWanci ng within a cl uster,
conprising: a first processing device, said first processing device

i ncl udi ng a st ubHapbtakié rgvt henewrhlagdvbiest;ub configured to comunicate a

request for servi t 0 | i Q% [ I ess} “gevices, and,
wherein said st u%ﬁgéquggf%;netgéf'gﬁ(%brgﬁ—gﬁ{‘d ?3?32‘1%?‘?@{”% erj?@? rocessi ng
devi c@® for handenugpwiahtergifedi AL SCGONMXTS FAEHOBY, cl ai m 52 wherein said
stub includes a replica ha t hat .determn val | abl e processing
devices within thg}%(?lkf%?'éQ%}%thg‘ci@%?kgﬂgleéﬁgg d'avai | abl e processi ng
devi ces for handComgesadtt =eqeeshitididonida(eawsi em of claim 52 wherein said
stub includes a | oad bal anci ng conponent and a fail over conponent.

Some subset of the servers in an architecture have been bound
into DNS under the name acmeCluster. Moreover, an application is
25 still able to specify the address of an individual server, but the
application will then have a single point of failure when the

application first attempts to obtain a stub.



55. The system of claim53 wherein said replica handler includes a 03& MAY Q003
sof tware conponent that selects one of said avail abl e processi ng devices
using a failover nmethod. 56. The system of claim55 wherein said fail over
sof t war evoompmanent is configured to determ ne when a prodéSsisy2¢484i ce
currently handling requests fromsaid stub fails or is renoved fromthe
cluster. 57. The system of claim55 wherein a failed processing device is
renoved froma |ist of avail abl e processing devices. 58. The system of

cl aim55 wherein said replica handl er 3dlesi gnates a fail ed processi ng device
as being unavail able. 59. The system of claim53 wherein said replica

handl er i ncludes a | oad bal anci ng software conponent that selects one of
sai d avai |l abl e paoeksisknguldiedstpeotesions desichbdal &manngmb68imdite syst em of
claim59 wherein said | oad bal anci ng sof tware conponent selects a

processi ng Rievides Yubea@redignbatahpng replicaeglamied BeepriR 65aRE devi ce.

i cate oV BEAIE RURIES? B HAHEL g3 brb Bk AR ARLIET € Somponen:

sel ects a processin I Ce "base n a’roun in me 2. The system
of clai m 5%mbetphentaherd aadttabaiclinaf seddsaaee Keambeerd, randony sel ects
a processing device. 63. The system of claim59 wherein said | oad bal anci ng
softwabe cofpoaencemehtstandaSmatebesen g Heevibeathaedserht® Ig@rMyoad at each
processi ng device.. REPLACENMENT SHEE 0 I\/AYbZOOS V\D.gO/ﬁ?%% d

PCTI US99/ 24502rMgtign betwaan Seeyehs P19 (Pa g 58P v EPeitR 1S6PUTY B89 al anci ng
software co t I } type

r equest ed. g%&eﬁﬂeﬁgﬁbﬁ g\%)qﬁ(r)\ e@{e;‘?%%%g&aﬁ%%?ﬁﬁsgﬁg%?%%r%ﬁ?%ﬁ%?%g sof twar e
conponent sef eetwdces. praeessnawncenecs basedadnseiver aroseqtieptiyiby cal

processi ng device. 66, The system of clai m59 wherein said,l oad bal anci ng

sof tware coRpBwERedsHagh&caiver FEaSesIRs AL ANCQURSEEENLM Crd® Beriod in

whi ch ,gach R:{e(?ﬁﬁ?% Agﬁgijﬁ@eﬁ@ﬁﬂfnﬁﬁch%!e?ver%%ﬁ@gqm s ﬁ?éﬂb@ﬂsanp' ng in a
cluster, conprising the Steps of~ providing a plurality of processing

devi ces) i nte®EBHBEEES hambar tdT thedastminneahtemsntizdiaggersai d plurality of
processing devices including a first processing device and a second
processi ng degatiwe Asknowlesgomraat!' NGkt dejuR dSUAVIRENIHNER Bifocessi ng

device, via.sai omuni cati gns medi u ing a-rst ' id third
processi ng ﬁ?"g%, '%QFES%QL{%‘%CWPW E‘lﬁafu%eggﬁ' el nggﬁgeg 0 a}{ssaiec#}’lhi rst or
sai d second sprRGa&inat HEVHCaT (2% dadBriiAhdiMcanidpAs eRAt tHiBserlize met hod of
claim67 wherein said stub 1 ncludes a replica handler that determ nes

avai | difl e phasessitndf deVAKewrivies fon anhénooustamendrithat dlasdheerone of said
avai | abl e processing devi ces for handbi ng sajd reguest. 69. The nethod of
cl ai m 68 whé&etRds gy Serysr iseadR Mafdf |“ﬁ‘%?'u‘€fb§hacq AR COTR B e
conponent t - Sal 5 i ; LLeS Uusi ng
failover. 7(@%{ ?ﬁghgn%%ﬁ/oegr%?%lliﬁm @%%grﬁgyﬁngﬁgﬁfﬁg I%g\}fejsfﬁg)g?t war e
component | Ammdricgaiartt. t\Whiet 2 hew eenwmrjomsmexdsting@rdeitecreur rent |y
handl i ng reguests fromsaid stub fails or is renoved fromthe cluster. 71.
The nethod dhediew seeriheKsifar she dirsemessagh iiom each edhegservery oad

bal ancjng sof ftware conponren hat | n i i l.e. processi ng
devi ce% usi nﬁﬁl}é%ar&skfg? érﬁg%ﬂ%.d%ps %%ﬁqcrégﬂgdﬁoé)gec&% %o%e}{végggglr\l’%sai d | oad
bal anci ng sqf HeaFB eSO MR ARbtITR KFUEr aftBF QGReabRIMIIRI pBrieaTItirAB, an
affinity for a particular processing device. 73. The nethod of claim71
wher ei n sai dheczivératetratits gl ssefrvivas eoféereg dnethte swivecnet gepetatdgsang devi ce
based on round robin. 74. The nethod of claim 71 wherein said | oad

bal anci ng sdﬁ?%‘?%atcorrponent random y sel ects a processi ng devi ce.
REPLACEMENT SHEET PCT/ US99/ 24604 ~ 5 MAY 2pQ WD 00/ 28464

IV. Programming Models

25 Applications used in the architecture illustrated in Figs. 3-5 use
one of three basic programming models: (1) stateless or direct,
(2) stateless factory or indirect, or (3) stateful or targeted, depending

on the way the application state is to be treated. In the stateless



46 75. The nethod of claim 71 wherein said | oad bal anci ng software 05 MAY 23
conponent selects a processing device based on the |oad of each processing
device. 76. The nethod of claim 71 wherein said |oad bal anci ng software
conponentweabesgdss a processing device based on the data typerwsgumstied. 77.
The nethod of claim 71 wherein said | oad bal anci ng software conponent

sel ects a processing device based on the cl osest physical processing

device. 78. The nethod of claim 71 wherein said |oad bal anci ng software
conponent sel ects a processing device Based on tine period in which each
processi ng device responds. 79. A nethod of |oad balancing at a stub in a
cluster, conprising the steps of: selecting, at a stub operating on a first
processi ng devder.a SRRrobud RituF@dd by Phamirsessiicd |dtgliraretay handling a
request for a service; and, comunicating said request fromsaid stub to

t he sel ect edefpeeressisegvidepreeide8d. The net hod of claim 79 wherein said

stub includes a replica handler that determ nes avail abl e processing

devi ces within thBExahpkt er= dBdanplactt.lookupl asaiedeny.aixbaiple" pr ocessi ng

devi ces for handlhp%ngaLd %eguegé:}ﬁl. The net hod of claim 80 wherein said
replica handl er i nctudes & &R %r sof tware conponent that selects one of
sai d avail abl e prosafi rgedeahqes(3Bing fail over. 82. The nmethod of claim
81 wherein said failover software conponent is configured to dEterm ne when
a processing device currently handling requests fromsaid stub fails or is
renmoved fromthe M usi§ example, tHeetwetdatid tofexahalarBsy beehandleddiyd replica
handl er includes a | oad bal anci ng software conponent that selects one of
sai d avai | abfidfasept sewicryPeRMidersssinge e Sorartisavb e phlg. teawitthe net hod of

cl ai m 83 wheyfgj i,d 10 bal ancing.sof f ent I

processi ng dég{,"ggg’ﬁég% 'ﬁ%hﬁﬁngefr%% ?i%]ag‘r'&égrbcgﬁg})gﬁh%sr %%o_%’gés@f)ﬁeg devi ce.
85. The met hegrdte ebpicic8An¥ha{tBinhIRAst@rd R rmation e gk fdfihar e conponent
sel ects a processing devi c based on round robin. 86. The nethod of claim
83 wheréi n sapdli¢atiah.balpitellnghs citadess monpbisensed anlyoifithegposides a

processi ng device. 87. The nethod of cl ai m83 wher eweésai | oad bal anci ng

h
sof t ware conPoREelesd &t an £XAMRiBsaiMe SRIBESSHISNIPES A $URAYE each
processi ng deuj 7.k T 003
PCT. -1500/ 24805 85 e@%ﬁﬁ@gﬁgﬂ o T teffroft fandl Fetdn e MO | ng
sof t war e conpeaidssSprlovtdess anapy st@esinfyniaioncen hhsie dvem bethalfdauaht ype

requested. 89. The nethod of claim83 wherein said | oad bal anci ng software
conponent sePREJFPE agCRYDIIRG BURPRSy| MOTp ABBQrERtyhstatplessRroyidarscal

oro0esSing eyl oo dl o TURRL NG, B LA BPTodNELET 38| dhd 020 bl anci ng

sof tware conponent S€l ec a essing devic ased on tine period in
whi ch each prappresiicw sERY IiER AREMEMYISH aBlas-Aeddest BASIEOrFdrogé¢hmpleanci ng
wi thin a cluster, conprising: a plurality of processing devices, said
plurality of ipoederstormyatwie cegeiurol thei mgnind burst ofpalbrabsisnpgpeked te and a
second processin% device) a third.phoces hﬂgadevice, aLd third processing

S

devi ce i ncl udf A% ALOUTERSe SEATRIG GNIGRL 'Y B4 CoHPI Y Gr ed to sel ect
one of said Fli_a‘t'é@ééet,}éd@ﬁpﬁf@&@ﬁéhf‘gr éﬁ@%?&thH@Hé‘W&%uée&He%% fromthe
third processing device for a particular Service. 92. The systemof claim
91 wher28 n sdhensetwniincThidestazeieeplsepdch aratict promatesistalabilitgs avai |l abl e
processing devices within the cluster, and selects one of said avail able
processi ng devi cesnfihé sha@ss @ csdrydhiogiiafiing FFodelNthes Bat@Mseibcl ai m 91
wherein said stub includes a | oad bal anci ng conponent and a fail over
conponent, 94eturneddysthentookup ligsiania@2omnhinaticneatas dhe alsisired $ewitteer i ncl udes
a failover software co nent that selects one of said avail able processing
devi ces upon H‘ﬁ?’i‘{‘ﬁ’% ‘Hgﬁ’g‘ PeRUsTepseLes erarhstubfe system of cl ai m 94
wherein a failed processing device is renoved froma |list of available
processi ng devi ceExagwleraniory §f em (GrampiaRact@Yhher ei n sai d replica handl er
desi gnat®es a fai | extxpoadosd Sacmedmng.eramplelki ng unavai l abl e.

Example e = gf.create();

resultl = e.example(37);
result2 = e.example(38);



97. The systemof claim 94 wherein said failover software conponegt MAY 2003
configured to determ ne when a processing device currently handling
requests fromsaid stub fails) or is renmoved fromthe cluster. 98, The

syst em oWOdloaR46# 92 wherei n said replica handl er includes BCT/WatP/Babdanci ng
sof tw8r.e conmponent that selects one of said avail able processing devices
using a | oad bal anci ng nethod. 99. The system of claim98 wherein said | oad
bal anci ng saftware conponent sel ects REPLACEMENT SHEE' ~ 0 5 MAY 2003 WO
00/ 28464 48 PCT/ US99/ 24604 a processi g device based on an affinity for a
particul ar processing device. 100. The system of claim 98 wherein said | oad
bal anci ng software conponent sel ects a processing device based on a round
robi n method. 10 thiThexayptesrtheftvwd ailis 98 exbemde ars gudranmedbad Baci ng

sof tware copponent randomy sel ects a processing. device. 102. The system of
clai m 98 mgg%&ﬁgsbﬁ e B8 perdReinfgvieiss ¢ &ﬁreesezr FoREN{IdBEMAY s a

processi ng L t I . i evice. 103.
The system gfe%figﬁ%%gﬁgﬁgg?ee{ﬁﬁo@éﬁﬁfggdg a '?ﬁ‘éﬁ%gggpgﬁg@ E%H%onent

sel ects a psraeiess fgcw@dey niidatedidbellieddahantipedieguesidedo 104. The
system of claim 98 wherein said |oad bal anci ng software conponent selects a
proces8i ng @BYaGR ilbase&anyarsatienc|\wiskdhe gripyideal Ao cv@sspieg theviatler 105. The
system of cl.aiim 98 wherein id | oad balancing.sqftware. conponent selects a
processi ng 88 irnc‘g pb'%'éjarHﬁgﬁﬁgn??%"bgrat?aocg('?'ﬁg'\;\?ﬁqéH’eegé’gwtﬁr}gcessi ng device
responds. 1@@piidd8wiys @M PhrhdhdPafld tWEhdirs Bl &l sRlbfedlsi 4yg of processing
devi ces includes a a server, and said third processing device includes a
client, witistathiesstfabtony soedels ethenptly diffiedertd snwhelldat. the eetbdsod of | oad

bal ancing in @ cluster, conprising the stepg of: providing a plurality of
processi ng &G (BSPTEGE @TRYIHRE PE ge%'fcep%%‘@é%'i %ﬂftg%?'ces including a first

processi ng device and_a second processing devi ce; and, comrunicating a
request® from a t Hi PEPYRUI8st M tHBvNeY faliRysHtawit imitaet&ditdot hird

processi ng i J: 6. .S conf i ; o] id first or
said second%géf/%cgt;%sgfoﬁ,é&dééﬁggsgﬁ%ﬁ%gaﬁgﬁ %g'ﬁggﬁ?t?@t(:iuggtmrﬁ% The net hod
of clai m 10Tnsovagseittie sakithtsityof A€ intlesiaeareipk] apphedtireeotBahuget er m nes
avai |l abl e processing devices within the cluster and sel ects one of said
avai | abl e preof&y8giangexigitoredryf wophenedindrigiessardicecefgesion add. The net hod of
claim 108 wherein. said replica handler includes a failover software
conponent tH'AY"%aSPé‘Ct s one of said avail abl e processing devices using
failover. 110. The thoq of claim 109 wherein said failover software
conponeht is conf"l"a[?rsgﬂmc d determ ne when a processi ng device currently
handl i ng requests f®om said stub fails or is renoved fromthe cluster.
~EP~ACEMENT SHEET WO Q01 28464 PCT/ US99/ 24604 49 0 5 MAY 2003 111. The

met hod of cl ai m 108 Wh&RBPIE 8arddheiHated handl er includes a | oad bal anci ng
sof tware conponent thads g€l eCkSeaspie{3pai d avail abl e processing devices
usi ng | oad bal ancing. 112. The nmethod of claim 111 wherein said | oad

bal anci ng sof t ware cofigBtehe §e¢>@¢'t\@|eé3@riocessi ng devi ce based on an
affinijy for a particylay.processing device. 113. The method of claim111
wherein said | oad bal anci ng software conponent selects a processing device
based on round robjmeatch (Exception e) {

if (lretryWarranted(e))

throw e:
25 }

This would, for example, handle the failure of a provider e that
was successfully created by the factory. In this case, application

code should determine whether non-idempotent operations



114. The nethod of claim 111 wherein said | oad bal anci ng software @dhﬁéﬁéﬂm-
randomy sel ects a processing device. 115. The nethod of claim 111 wherein
sai d | oad bal anci ng software conponent selects a processing device based on
t he | oadwofooieswelh processi ng device, 116. The net hod of cl acmukid24sber ei n
sai d | oad bal anci ng software conponent selects a processing device based on
the data type requested. 117. The nethod of claim 111 wherein said | oad

bal anci ng software conponent selects a processing device based on the

cl osest physical processing device. 1B8. The nethod of claim 111 wherein
sai d | oad bal anci ng software conponent selects a processing device based on
time period in which each processing device responds. 119. A conputer
readabl e megtrapidtag! uth RErthésinciessd agaisiiigd dppEEeasn Waidehmiglen execut ed
cause the conputer to performthe steps of: providing a plurality of
processi ng #EeMPEdo Undaceudhueipesdiions andetlyconmuni cati ons nmedi um said
plurality of processing devices including a first processing device and a
second processi nip theystatefulmdogonming ceadalgaseregegyovidesnsa omige d
processi ng device, Vi ai d_conmuni cati ons nmedi um using a stub at said
third pr oce@é‘f%gﬁHWF‘E@SJeﬁi' ’??Jth‘bd %Hnsfqrﬁ‘ﬁrué'émf%s’ééﬁeé‘&'t 'dedtfy-of said first
or saig sec 8] - dewv] i SadiHar 120. The
conputgr reggggﬁggﬁgﬁi%ﬂ?ggghpgﬁﬁr%%gi&%ggg%%ggéﬁgqgfﬁgyinceﬁdes a replica
handl er t haincliedeeremoes fievaydtehl=apdooessinng ddeabasestabilé.hiA tafyeted ust er and
sel ects one of said avail able processing devices for handling said request.
121. The mePHOdder mavabenacoessafemany taed hepraryackpmal splikadhedes a

fail over so r ent. t hat_sel ect.5.one i.d,avai |.e processing
devi ces usi %E@aﬁ‘g\%ﬁ&qs Mgl it pi ide PRl BREE BB BReBb 2o ca

PCT/ US99/ 2460dh $orl 2 gettiep UiBeseE ar @adalthihetsiihen 19) dideat didib wher ein
said failover software conponent is configured to determ ne when a

proces$i ng dewareehesaveist simmphané inagningepesvics faroen galthrostahbafails or is
renoved fro tthe cl uster. éZB.. Tllhe conput er rgad@bl e nmedium of claim 120
wher ei n sai FERY i WRERANN SFYiREIHAFELTEUIMELSE hAIBRE AR BPERRIPE conponent
that sel ect $n @ifiePlas@l thea¥@ibl ARl BoRHRCBAR I NMastaNE ChStaliel 8g Reatkdal anci ng.
124. The conputer readabl e medium of claim 123 whérein said | oad bal anci ng
sof t war e coifpamenmusekesplictia qgtatesse subdegaioe based on an affinity for a
particul ar processing device. 125, The conputer readable nmediumof claim
123 wherei n sai d Thepd aba ltiaeel KiBdS it bedrs incRIBNedh 8evasith rAaps @6essi ng
devi ce based on round robin. 126, The conputer readabl e nedi umof claim 123
wher ei 1P sai @neceldthirariuae iniggesnming enedstporrdatelesmaession gasstarea

processi ng ice. 127 he conmput er readabl e nedium of. cl ai 23 wherein
sai d Toad b%‘?éﬁt&%nﬂq égp?\?{é‘r é Bgﬁb%lﬁahf:a@egl g(‘f’?én%{g‘b 'Bé?sg\%ﬁﬁag]es\%?%e_ based on
the load of RAGReRr QMRS SSRgeId8Y ise8sich2Beant MapoiPtHestatEa4aMhedaredi UM Of
claim 123 wherein said | oad bal anci ng software conponent selects a

processi ng deatefal baswan deanbardatraatedoen behabsifeal pat®ylamhelleroapdit er
readabl e medi um of claim 123 wherein said | oad_bal anci rclgq sof t war e conponent

selects a prioRIBLANgtesedh sty hetwesn ct'"‘_Hlé- cPBdRL SEAYONCRAANS B ng

devi ceyq 134-tp€*&afe?é§%“%a"c"to{¥e%ﬁ%'l.e ERRAY WBaRk &E%ﬁﬁ@ﬁ%?’, y’(ﬁg&ﬁﬂ n said | oad
bal ancring software conponent selectsS a processing devi'ce based on tine
period in wobjécwaabnified 8ysa BYstiavi wrieriesnoRAgty bdans Mamtdithee of

manuf acture, conprising: a stub operating on a first processing device) for
sel ecti ng orfdatgfubmeidgr.alAllt fhree types @f dieags deicsestedoby Ratagltémny a request

f i d i cati id t id st th
(a7 2 25TV Sl EQTMILESL e SR bRt O SR oL L e
wher ei n sai CbecatriétheQ?érEQ%aPe Fe@flgPér?@ed‘é‘é\FlbeﬁMi.h% adedehitbBafrea¥Al | abl e

processi ng devices within the cluster and sel ects one of said avail able
procesg2tng divswamdfiarFigandls, nsrubaifor radidl® home e 802846451

~', ~Pl ~~CEME SHEET 4 5 MAY 2003 PCTNS99/ 24604 133. The article of

manuf act ur e SiDS| 197 Statelesarfassian baras Reg St SivRE evhila Stuedon fai | over

sof tware CO@:Q’E&&UF sé&%n %%!aﬁg ta%do Qr('?tiRI bgéarisdaraevﬁ!:{.a%% r@E}ﬁgg %%in'a%rde\/i Ces

using failovar.
to use for an EJB-based service can be specified in its deployment

descriptor.
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134. The article of manufacture of claim 133 wherein said fail over software

conponent is configured to determ ne when a processing device currently
handl i ng requests fromsaid stub fails or is renoved fromthe cluster. 135.
The artiwbaoegssianuf acture of claim 132 wherein said repl PCUSTHoRr

i ncludes a | oad bal anci ng software conponent that selects ane of said-
avai |l abl e processing devices using |oad bal ancing. 136. The article of
manuf acture of claim 135 wherein said | oad bal anci ng software conponent

sel ects a processing device based on &% affinity for a particul ar
processi ng device. 137. The article of manufacture of claim 135 wherein
sai d toad bal anci ng software conponent selects a processing device based on
round robin. 9 3% drlaatébhiitike®f RWMbakadtasreicef vetiah s t8quivdreifei n sai d

| oad bal anci ng software conponent randonly sel ects a processing device.
139. The ar thepbjast isnaunaistainestate @ndqeﬂna{f:agf Weeeelier, she @appbadtionl anci ng

ft t select ' i he | oad of h
o oceasi ng ABUF CBUSTEUSIOHE SARETURD To7 THEGLY ack OpBoOTS 1Al BrA%E wher o n
sai d | oad bakanes _enSY EY@t@dW 18€IFRAT SoRpRELGRERIUIGAEVi ce based on

the data type requested. 141. e article of manufacture of claim 135

wher ei B sai épeviat flegh aamcd tiprsbindivey the epdnieatsesdtedtto deprapdiestdchg devi ce
based on the cl.osest physical processing.device. 2. The article of

manuf acture"&m'EQéf‘?ﬁ'lgsfvb&bf%ﬁWes%t?laci g/é’g ﬁa@%‘ff&%ﬁﬁegg‘ft"\)ﬁrﬁa nponent
selects a pr, j A nllglag i [ [ i h s ocessi ng
devi ce respéﬁﬂgsé%%.tﬂi riﬁ?ﬁg[ I ggég‘apﬁ%ggrs‘g?%gp%gs@m% ggﬁp@'simg a
conmuni cat i gronkeidsuntargetad sérvc® edrse Nje dayi iGetheauupingdsdroidehe

conmmuni cation nmedium having a first software programenul ating a first
processi ng dEMee |n @aRdermbsdimentdhisdisripes tepraaiataangs die ays¥ms| oad

bal anci ng software conponent and a failover software conponent for
selecting one of a plurality of replicated objects; a second processing
device, coupled to the conmunication nmedium having a  REPLACEMENT SHEET O
5 MAY BD0 WY O0H28dW4rdammd IBgFowadloniitresdond sof t ware program enul ating a
second processing device; wherein the first software programin the first
processi ng devi Ce&Figs8asndws hard wachane saifidvatecdipshedat af shructure in the
first processing device is a renpte virtual machine and wherein the second

sof tware pr dHfeampPIRRY Shevesarerar plvteasilligirased s Figs. 3-9i rtRBBYR®EERI ne and

t he second d Styr. ure in the,sec | vice.l te
virtual nmac h‘?‘lnég gn@f&h{éﬁr%lgﬁnﬁ?é'pr“'éﬁg%e%ﬁﬁ?ﬁg{ g%&gg‘%ﬂnnee%t%&té&eégggond
processi ng devineee ¢ehirAGARAGES Nt MetiPny, dudkahs TaaRkagoh B2 aof 4 LAN _
processing device. 944. An article of manufacture, including an information

st or ageb medi 30 windralsa toss YW ANethere diustiated@s theflnternes 880ef di gi t al
information for transferring a ness froma renote virtual nmachine in a
first pr oces@i‘rﬁé’ghglv/?i&eéég ‘gow_r“f‘ifaggﬁtf@ﬁi HRMMPENUCYEYH ?‘86&%%"‘1 ng devi ce,
wherein the g&apl e %{;H@'as”ﬁiﬁgﬁ' g«?r pelydes, ﬁn@ﬁﬁcﬂ&ﬁwén‘%“hlé’ge%frt war e

conponent having a replica-han or selecting the virtual machine froma
plurality of8@1ir$ salvere®ds aesliustrateglinrfyi 8y Ofirqupbcthesinogrnée\88%ks. 145.
The distributed processing systemof claim 143, wherein the first

processi ng de9MeHteTRPQ a8 eomEHNiRAterwlh ftengommEens, botBiesadl stored at a

node of .t he t he .second.  pROCESS| Vi i n es a duplicate of
t he na%ong t%'é(z?e'%gge 'ﬁW%%ng\/@'cgeo%eé%ggglle i?%JILI SERVER P
eaRCHI TECTUREmbb@imiEn ©SWWEEN erver 88 1Gs serdt13 08 BB éea iIRGIHUE99/ 2a60a ~. -

COMVUNI CATI ON MVEDI UM ' ~ 02 APPLI CATI ON SERVER
As will be appreciated, the connection from computer 800 to Internet

880 can be made in various ways, e.g., directly via connection 829,

or through local-area network 840, or by modem (not shown).

25 Computer 800 is a personal or office computer that can be, for
example, a workstation, personal computer, or other single-user or

multi-user computer system; an exemplary embodiment uses a Sun
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*510%<& ()-36tdYNC 10< 10< 10< 910%& ()-Z

- 10%<& () -510%& ()-L310%& ()-Y6 10%& ()- XdEYNC 3

109 & ()-!110% & ()-y10%H| & ()-ys10%| & ()-10%H & ()- (1 10% & ()-4X ¢
dEYNC | "WO%dR&d6l) - ' 10%4| & () - 10%| & () -, 9! 10%| & () - 10%| BEYSI9A0M| & () - ¢
0adEYNC y&10%}| & () - '

$10%| & () -#10%| & ()- '10% & ()-10%| & ()-Z10% & ()-+] @EYNC
@10%| & () -
41 10%| & () -, & 10%4| & () -: +!'10%| & ()-3710%H & ()-,3(gl0% & ()-@b@ ! 10%
5k5& ()-"110% & ()-'10% & ()- 104| 104| 104| @®910%| & () - @#10% & () -;
YyWIED@ ,' 10% & ()-S@10% & ()-y 10% & ()-@ 10% & () - @&10% & () -,
'10% & () - W coftb@atiddd & dam furthdih 8lude-rma b8 af ghivhll &8k 84¢) sudh as
10% & ()-S910% & ()-T\ _aBb@010% & ()- S/410% & ()-S-10% & ()- @10% & () -
$10% & () -' ! s Perwavided hy QRaROM arogihey large-capngity)stprage

technology. (Note that file server 841 provides additional storage

capability that processor 805 can use.)

5 User 1/0 (input/output) hardware 820 typically includes a visual
display monitor such as a CRT or flat-panel display, an alphanumeric
keyboard, and a mouse or other pointing device, and optionally can
further include a printer, an optical scanner, or other devices for user

input and output.

10 Network |/O hardware 825 provides an interface between
computer 800 and the outside world. More specifically, network /O
825 lets processor 805 communicate via connection 829 with other

processors and devices through LAN 840 and through the Internet
880.

15 Software components 802 include an operating system 850
and a set of tasks under control of operating system 310, such as a
Java™ application program 860 and, importantly, JVM software 354
and kernel 355. Operating system 310 also allows processor 805 to
control various devices such as persistent storage 808, user |/O 820,

20 and network interface 825. Processor 805 executes the software of
operating system 310, application 860, JVM 354 and kerne] 355 in
conjunction with memory 806 and other components of computer
system 800. In an embodiment, software 802 includes network
software 302a, JVM1, RJVM2 and RJVMS3, as illustrated in server

25 302 of Fig. 3c. In an embodiment, Java™ application program 860 is

Java™ application 302c as illustrated in Fig. 3c.

Persons of ordinary skill in the art will appreciate that the

system of Fig. 8 is intended to be illustrative, not restrictive, and that
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h& () - 888889y &} 88MPduring a typical Web client session.

The foregoing description of the preferred embodiments of the

present invention has been provided for the purposes of illustration

10 and description. It is not intended to be exhaustive or to limit the
invention to the precise forms disclosed. Obviously, many
modifications and variations will be apparent to practitioners skilled in
the art. The embodiments were chosen and described in order to
best explain the principles of the invention and its practical

15 applications, thereby enabling others skilied in the art to understand
the invention for various embodiments and with the various
modifications as are suited to the particular use contemplated. |tis
intended that the scope of the invention be defined by the foliowing

claims and their equivalents.
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3. The article of manufacture of claim 1, wherein the load balancing software
component selects a service provider based on an affinity for a particular service
provider.

4, The article of manufacture of claim 1, wherein the load balancing software
component selects a service provider from the plurality of service providers in a round
robin manner.

5. The article of manufacture of claim 1, wherein the load balancing software
component randomly selects a service provider.

6. The article of manufacture of claim 1, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
the load of each service provider.

7. The article of manufacture of claim 1, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
the data type requested.

8. The article of manufacture of claim 1, wherein the load balancing software

component selects a service provider from the plurality of service providers based upon
the closest physical service provider.

9. The article of manufacture of claim 1, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
a time period in which each service provider responds,

10.  An article of manufacture including an information storage medium wherein is
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stored information, comprising:

a first set of digital information, including an Enterprise Java Bean object for
selecting a service provider from a plurality of service providers.

11.  The article of manufacture of claim 10, wherein the Enterprise Java Bean object

has a failover software component for removing a failed service provider from the
plurality of service providers.

12.  The article of manufacture of claim 10, wherein the load balancing software

component selects a service provider based on an affinity for a particular service
provider.

13.  The article of manufacture of claim 10, wherein the load balancing software

component selects a service provider from the plurality of service providers in a round
robin manner.

14. The article of manufacture of claim 10, wherein the load balancing software
component randomly selects a service provider.

15. The article of manufacture of claim 10, wherein the load balancing software

component selects a service provider from the plurality of service providers based upon
the load of each service provider.

16.  The article of manufacture of claim 10, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
the data type requested.

17.  The article of manufacture of claim 10, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
the closest physical service provider.

18.  The article of manufacture of claim 10, wherein the load balancing software
component selects a service provider from the plurality of service providers based upon
a time period in which each service provider responds.

19. The article of manufacture of claim 10, further comprising:
a second set of digital information, including a stateless session bean.

20.  The article of manufacture of claim 10, further comprising:
a second set of digital information, including a stateful session bean.

21.  The article of manufacture of claim 10, further comprising:
a second set of digital information, including an entity session bean.
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a data store, coupled to the processor, wherein an application program can be
stored.

23.  An apparatus, comprising:
a processor;

an instruction store, coupled to the processor, comprising an article of
manufacture as recited in ¢laim 10; and

a data store, coupled to the processor, wherein an application program can be
stored.
24.  An electrical signal for accessing a service provider in a distributed processing
system, wherein the signal is embodied in a processor readable memory and includes a
first signal section representing a stub in a naming tree.

25.  An electrical signal for accessing a service provider in a distributed processing
system, wherein the signal is embodied in a processor readable memory and includes a
first signal section representing a bean in a naming tree.

26, In a stub stored in a processing device on a distributed processing system, a
method comprising the steps of:

obtalning a list of service providers; and

selecting a service provider from the list of service providers.

27. The method of claim 26, further comprising the step of:
removing a failed service provider from the list of service providers.

28. The method of claim 26, wherein the list of service providers is obtained from a
naming setrvice.

29. The method of claim 26, wherein the step of selecting further includes the step
of:
selecting a service provider based upon an affinity.

30. The method of claim 26, wherein the step of selecting further includes the step
of:

selecting a service provider from the list of service providers in a round robin
manner.

31.  The method of claim 26, wherein the step of selecting further includes the step
of:
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obtaining the load of each service provider in the list of service providers; and
selecting a service provider based upon the load of each service provider.

33. The method of claim 26, wherein the step of selecting further includes the steps

of:

determining the type of data requested; and

selecting a service provider from the list of service providers based upon the
data type.

34. The method of claim 26, wherein the step of selecting further includes the steps
of.

determining the physical distance to each service provider in the list of service
providers; and

selecting a service provider from the list of service providers based upon on the
closest physical distance to the service provider.

356. The method of claim 26, wherein the step of selecting further includes the steps
of:

determining a time period for each service provider in the list of service providers
to respond; and

selecting a service provider from the list of service providers based upon the time
period for each service provider to respond.

36. A system for load balancing within a cluster, comprising:

a communications medium,;

a plurality of processing devices coupled to said communications medium and
providing services, said plurality of processing devices including a first processing
device and a second processing device,

a third processing device, in communication with said communications medium,
said third processing device including a stub operating thereon, said stub configured to
select one of said plurality of processing devices for handling requests from the third
processing device for a particular service.

37. The system of claim 36 wherein said stub includes a replica handler that
determines available processing devices within the cluster, and selects one of said
available processing devices for handling said request.

38. The system of claim 36 wherein said stub includes a load balancing component
and a failover component.
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41.  The system of claim 39 wherein said replica handler designates a failed
processing device as being unavailable.

42. The system of claim 39 wherein said failover software component is configured

to determine when a processing device currently handling requests from said stub fails,
or is removed from the cluster,

43. The system of claim 37 wherein said replica handler includes a load balancing

software component that selects one of said available processing devices using a load
balancing method.

44. The system of claim 43 wherein said load balancing software component selects
a processing device based on an affinity for a particular processing device.

45. The system of claim 43 wherein said load balancing software component selects
a processing device based on a round robin method.

46. The system of claim 43 wherein said load balancing software component
randomly selects a processing device.

47. The system of claim 43 wherein said load balancing software component selects
a processing device based on the present load at each processing device.

48. The system of claim 43 wherein said load balancing software component selects
a processing device based on the data type requested.

48, The system of claim 43 wherein said load balancing software component selects
a processing device based on the closest physical processing device,

50. The system of claim 43 wherein said load balancing software component selects
a processing device based on the time period in which each processing device
responds.

51. The system of claim 43 wherein said plurality of processing devices includes a a
server, and said third processing device includes a client, with the stub associated with
said client.
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52. A system for load balancing within a cluster, comprising:

a first processing device, said first processing device including a stub operating
thereon, said stub configured to communicate a request for service to one of a plurality
of other processing devices, and,

wherein said stub selects said one of said plurality of other processing devices
for handling said request.

53. The system of claim 52 wherein said stub includes a replica handler that
determines available processing devices within the cluster, and selects one of said
available processing devices for handling said request.

54. The system of claim 52 wherein said stub includes a load balancing component
and a failover component.

55. The system of claim 53 wherein said replica handler includes a failover software

component that selects one of said available processing devices using a failover
method.

56. The system of claim 55 wherein said failover software component is configured

to determine when a processing device currently handling requests from said stub fails
or is removed from the cluster.

57. The system of claim 55 wherein a failed processing device is removed from a list
of available processing devices.

58. The system of claim &5 wherein said replica handler designates a failed
processing device as being unavailable.
59. The system of claim 53 wherein said replica handler includes a load balancing

software component that selects one of said available processing devices using load
balancing.

60. The system of claim 59 wherein said load balancing software component selects
a processing device based on an affinity for a particular processing device.

61. The system of claim 59 wherein said load balancing software component selects
a processing device based on a round robin method.

62. The system of claim 59 wherein said load balancing software component
randomly selects a processing device.

63. The system of claim 59 wherein said load balancing software component selects
a processing device based on the load at each processing device.
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processing device and a second processing device; and,
communicating a request from a third processing device, via said
communications medium, using a stub at said third processing device, said stub

configured to select a one of said first or said second processing devices for handling
said request.

68. The method of ¢laim 67 wherein said stub includes a replica handler that
determines available processing devices within the cluster and selects one of said
available processing devices for handling said request.

69. The method of claim 68 wherein said replica handler includes a failover software
component that selects one of said available processing devices using failover.

70.  The method of claim 69 wherein said failover software component is configured
to determine when a processing device currently handling requests from said stub fails
or is removed from the cluster.

71.  The method of claim 68 wherein said replica handler includes a load balancing
software component that selects one of said available processing devices using load
balancing.

72.  The method of claim 71 wherein said load balancing software component selects
a processing device based on an affinity for a particular processing device.

73.  The method of claim 71 wherein said load balancing software component selects
a processing device based on round robin.

74. The method of claim 71 wherein said load balancing software component
randomly selects a processing device.
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80. The method of claim 79 wherein said stub includes a replica handler that
determines available processing devices within the cluster and selects one of said
available processing devices for handling said request.

81. The method of claim 80 wherein said replica handler includes a failover software
component that selects one of said available processing devices using failover.

82. The method of claim 81 wherein said failover software component is configured

to determine when a processing device currently handling requests from said stub fails
or is removed from the cluster.

83. The method of claim 80 wherein said replica handler includes a load balancing
software component that selects one of said available processing devices using load
balancing.

84. The method of claim 83 wherein said load balancing sofiware component selects
a processing device based on an affinity for a particular processing device.

85. The method of claim 83 wherein said load balancing software component selects
a processing device based on round robin.

86. The method of claim 83 wherein said load balancing software component
randomly selects a processing device.

87. The method of claim 83 wherein said load balancing software component selects
a processing device based on the load of each processing device.
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first processing device and a second processing device,
a third processing device, said third processing device including a stub operating
thereon, said stub configured to select one of said plurality of processing devices for
handling requests from the third processing device for a particular service.

92. The system of claim 91 wherein said stub includes a replica handler that
determines available processing devices within the cluster, and selects one of said
available processing devices for handling said request.

93. The system of claim 91 wherein said stub includes a load balancing component
and a failover component.

94. The system of ¢laim 92 wherein said replica handler includes a failover software
component that selects one of said available processing devices upon failure of a
processing device.

95. The system of claim 94 wherein a failed processing device is removed from a list
of available processing devices.

86. The system of claim 94 wherein said replica handler designates a failed
processing device as being unavailable.

97. The system of claim 94 wherein said failover software component is configured
to determine when a processing device currently handling requests from said stub fails,
or is removed from the cluster.

98, The system of claim 92 wherein said replica handler includes a load balancing
software component that selects one of said available processing devices using a load
balancing method.

99. The system of claim 98 wherein said load balancing software component selects
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randomly selects a processing device.

102. The system of ¢laim 98 wherein said load balancing software component selects
a processing device based on the present load at each processing device.

103. The system of claim 98 wherein sald load balancing software component selects
a processing device based on the data type requested.

104. The system of claim 98 wherein said load balancing software component selects
a processing device based on the closest physical processing device.

105. The system of claim 98 wherein said load balancing software component selects
a processing device based on the time period in which each processing device
responds.

106. The system of ¢laim 98 wherein said plurality of processing devices includes a a
server, and said third processing device includes a client, with the stub associated with
said client.

107. A method of load balancing in a cluster, comprising the steps of:
providing a plurality of processing devices, said plurality of processing devices
including a first processing device and a second processing device; and,
communicating a request from a third processing device, using a stub at said
third processing device, sald stub configured to select a one of said first or said second
processing devices for handling said request.

108. The method of claim 107 wherein said stub includes a replica handier that
determines available processing devices within the cluster and selects one of said
available processing devices for handling said request.

109. The method of ¢laim 108 wherein said replica handler includes a failover
software component that selects one of said available processing devices using
failover.

110. The method of claim 109 wherein said failover software component is configured
to determine when a processing device currently handling requests from said stub fails
or is removed from the cluster.
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selects a processing device based on an affinity for a particular processing device.

113. The method of claim 111 wherein said load balancing software component
selects a processing device based on round robin.

114. The method of claim 111 wherein said load balancing software component
randomly selects a processing device.

115. The method of claim 111 wherein said load balancing software component
selects a processing device based on the load of each processing device.

116. The method of claim 111 wherein said load balancing software component
selects a processing device based on the data type requested.

117. The method of claim 111 wherein said load balancing software component
selects a processing device based on the closest physical processing device,

118. The method of claim 111 wherein said load balancing software component

selects a processing device based on time period in which each processing device
responds.

119. A computer readable medium including instructions stored thereon which when

executed cause the computer to perform the steps of:

providing a plurality of processing devices, in communication with a
communications medium, said plurality of processing devices including a first
processing device and a second processing device; and,

communicating a request from a third processing device, via said
communications medium, using a stub at said third processing device, said stub
configured to select a one of said first or said second processing devices for handling
said request.

120. The computer readable medium of claim 119 wherein said stub includes a
replica handler that determines available processing devices within the cluster and
selects one of said available processing devices for handling said request.

121. The method of claim 120 wherein said replica handler includes a failover
software component that selects one of said available processing devices using
failover,
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123. The computer readable medium of claim 120 wherein said replica handler
includes a load balancing software component that selects one of said available
processing devices using load balancing.

124. The computer readable medium of claim 123 wherein said load balancing

software component selects a processing device based on an affinity for a particular
processing device.

125.  The computer readable medium of claim 123 wherein said load balancing
software component selects a processing device based on round robin.

126. The computer readable medium of claim 123 wherein said load balancing
software component randomly selects a processing device.

127.  The computer readable medium of claim 123 wherein said load balancing

software component selects a processing device based on the load of each processing
device,

128. The computer readable medium of claim 123 wherein said load balancing
software component selects a processing device based on the data type requested.

129.  The computer readable medium of claim 123 wherein said load balancing

software component selects a processing device based on the closest physical
processing device.

130. The computer readable medium of claim 123 wherein said load balancing

software component selects a processing device based on time period in which each
processing device responds.

131, An article of manufacture, comprising:

a stub operating on a first processing device, for selecting one of a plurality of
processing devices for handling a request for a service, and communicating said
request from said stub to the selected processing device.

132. The article of manufacture of claim 131 wherein said stub includes a replica
handler that determines available processing devices within the cluster and selects one
of said available processing devices for handling said request.
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component is configured to determine when a processing device currently handling
requests from said stub fails or is removed from the cluster.

135. The article of manufacture of claim 132 wherein said replica handler includes a
load balancing software component that selects one of said available processing
devices using load balancing.

136. The article of manufacture of claim 135 wherein said load balancing software

component selects a processing device based on an affinity for a particular processing
device.

137. The article of manufacture of claim 135 wherein said load balancing software
component selects a processing device based on round robin.

138. The article of manufacture of ciaim 135 wherein said load balancing software
component randomly selects a processing device.

139. The article of manufacture of claim 135 wherein said load balancing software
component selects a processing device based on the load of each processing device.

140. The article of manufacture of claim 135 wherein said load balancing software
component selects a processing device based on the data type requested.

141. The article of manufacture of claim 135 wherein said load balancing software
component selects a processing device based on the closest physical processing
device.

142. The article of manufacture of claim 135 wherein said load balancing software

component selects a processing device based on time period in which each processing
device responds.

143. A distributed processing system, comprising:

a communication medium;

a first processing device, coupled to the communication medium, having a first
software program emulating a first processing device, and a stub including a
replica-handler with a load balancing software component and a failover software
component for selecting one of a plurality of replicated objects;,

a second processing device, coupled to the communication medium, having a



109& () - &@LOYBE () - MLOYB& () -1 (31098& ()- 10z 10zYrf
10! F (12)%35& ()-I§)10%& () - n’§)10%(& ()- m~() £ e rurrrrHE@MCEMENT ?HE%

&L0%BXB&' (Lo AQYB& ()-!c3109BB& ()-rrr s%}[9H 10! F 10%%@99&4%010%& (
&910%3& O)-,< 10%3& O-" 9210%& ()-",109B& () Nor mal " Head| ng 13]c"
"Headi ng 23] c" "Heading 33]c" "Headi ng g% Head| ng 53] c" "Heading 63]c"
"Headi ng 73] c" "Headi ng 83]c" "Headi ng ]c"A " Def ault Par agr aph Font
I'n(F/ 5E<BI t OTH bQ ov} <LG "rP $% - 5>LGOX i n%pt vxz| ~
0<C. K5Vt M i LvBj % A3Ws0%, 3Xc @V C $& + -. 0G258] 99,
<#>F?R@A. CDEF9HI JI LMOR6STVWWK1YCQ\ | e adxefl i k{l or sJuwxz~& 0e ZU&MBOU ' (hZ@
u[ ED o#&fSecondsofliwaye pragrasr emkiating a segonprprogessing device,
#EUE () * +, - WIETBBAHRETBSL software program in the first processing device is a virtual
<=>? @\BCIBEEéHﬂhé KN ERSE dMAVSIdktUre in thecfist grogeskimgodeyics isvavkembtd viftilalhes
Ne;v$5§£ m(a rﬂhfﬂzgé\gﬁ%%;ﬁwme Beebndabfiwiie PigrariEnthe second processing device is
iK’the sec c/{ata structure in the second processing device is a
ey C%#.gftf o vein tRBTERIGBRVirtial RN IKSECOh

=22 GBI 'P& %mv&f\t? the BALTERNe A% r ATOsRsIng fevice.

144. An article of manufacture, including an information storage medium wherein is
stored, comprising:

a first set of digital information for transferring a message from a remote virtual
machine in a first processing device to a virtual machine in a second processing device,
wherein the remote virtual machine includes a message routing software component
having a replica-handler for selecting the virtual machine from a plurality of virtual
machines in a plurality of processing devices.

145. The distributed processing system of claim 143, wherein the first processing
device includes a naming tree having a pool of stubs stored at a node of the tree and
the second processing device includes a duplicate of the naming tree.
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