WO 2004/ 1170625 PCT/ CA2003/ 000181 APPARATUS AND METHOD FOR SYNCHRONI SI NG
DATABASES BY COVPARI NG HASH VALUES 5 The present invention rel ates
generally to a manner by which to place, and naintain, a database enbodied
at a nobi l‘? R"?’?{e “i n match with a correspondi ng dat abase enbodi ed at a
communi cat| DA He'M5rk. More particularly, the presentPGHEARIYEHSt el ates to
apparatus, and an associated nethod, by which to determ ne whether the

dat abases are in match with one 10 another and to place the databases in
match if the databases are determined to be out-of-match. Conmunications
bet ween t . Le node and the network by way of an air interface are
carried o[}?%l)g%bﬂr?ﬁrﬁlgr%mﬁ%ﬁiopi%3%‘%’&%%*5&‘5%%%’7?SBYOFOMP@ﬁ%ﬁSHC%QE?ty to
carry out the determ nation and, if needed, place the 15 databases in match
wi th one another. Hash information is first utilized, prelimnarily, to
determ ne whet her the databases are in match with one another, requiring,
t hereby i fi mal  baH#vitTecht ispentionelates geiendlr thaceanndnkly whisthemplabe dat abases

are out - of - Mbgmat LR ddefhsd ESY 4 ] is u t pl ace the :
databases in natch with one anot her d’ag% %%@Mﬁl%%&f’ﬁ%al NVENTI ON Dat a
communi cat i on°¥&FPPRAURS dptebagheabribed 2t aparmupicatioreetwosocMetey.  Many vari ed

functions andpgsetvbafshé BN Eaveh@on LRl 1o Bbﬁagthﬁ%d ehL&styaLi on.  that
data be conmuni ﬁgaed qui cklé‘éand accurately. Suc unctions and services

sonet i mes r eqUicFedt Wavhich & defeuniprwheshenthe depledesove in mighivithcamst 25

di st ances 1bet ueektr SPACEHEDAE da@BIBYIN GALE BnSIRAL0NSare WSImSLIR ¥, 2
conmuni cat i on SX“SEtﬁgI{lAtg'gl udes a first communication station, ormng a
i

sendi ng stati Beh, nds data upon a comruni cation channel to a second
conmmuni cati on st atdampudi@itivhiBetdreéLHEINGLAY n5E4HdQRe netVBRYbHIELS 6F ent  types
of conmmuni cat {iﬁpnl ser xicggs ar eeé{]egul arly effectuated 30 between many sets of
communi cat i on® s¥at BAET APUPETE BB E Ieapirigileseensd ampug® 05004/ 070625
PCT/ CA2003/ 0081k8del cppiicity 14 Carmudut itipod dirmGautia ah&,at hRcSMNAGRS. Many vari ed
types of 15 databases in match with one another, Hash information is first utilized,
preliminarily, to determine whether the databases are in maich with one
another, requiring, thereby minimal bandwidth upon the air interface. And,
when the databases are out-of-match, a conflict resolution scheme is used to

place the databases in match with one another,

20 BACKGROUND OF THE INVENTION

Data communication services are an endemic part of modern society.
Many varied functions and services require, for their practical effectuation,
that data be communicated quickly and accurately. Such functions and
services sometimes require that the data be comrﬁunicated over significant

25  distances between spaced-apart communication stations.

Most simply, a communication system includes a fifst communication
station, forming a sending station, that sends data upon a communication
channel to a second communication station, forming a receiving station.
Many different types of communication services are regularly effectuated

30  between many sets of communication stations, pursuant to point-to-point or
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communi cati on systens have been devel oped and i nplenmented. And, with
advancenents in technol ogi es, additional comunication systens, providing
expanded comuni cati on services and capabilities, are under devel opnent. A
S radi o cogpupi, Lon systemis an exenplary type of communication system
In a radio COIGY%)?;I}G('%‘&U on system the communication chahhECAENIPRY for med
bet ween sendi ng and receiving stations conprises a radi o comruni cation
channel , defi pethttpenidpaimdiomninidetibosereded aini@erurieh eygeouni cat i on
stations. Awreline connectiqn t herwi.se required to.interconnect the 10
conmuni cati on ‘Sta ulmc?ﬁé?n fyssgégbg\c}llag? E%F“éigv?lﬂ%edca&%’rﬂﬁ BEPTan 20HalHRl is defined
upon the radi ed¥annkmemns hetecltdebogias, wididinahemaricaivntsasntmw drbviting
advancenents i qch ies. 1S a.nerging of..technol ogies. That is to say,
previously dis p%%nat e%@ﬁ%@%ﬁd&yseg‘?%gs?g(lé?ag)a&rirlélre o aﬁ%u?‘:{&é Y&l vAncenent s
I n one technolraly commupicadimybipm iaks oxdiplpy oypedd cosumemidatibn systdner
t echnol 00y ar ¢as radkPborRRARAGSR: + dBhAuRIBERRRINAL hAha0nf)s p1deR ¢ part of
nmodern society. Advancenents |.r¥ cohputer, an ata-processing rel ated
t echnol ogi es, PH&EPen sendie dadereeivipg entoisedmpeng datia omooessiing systens are
avai | abl e t hatRRENlatnda AR a3RRUHLR (fnc LA R RHALAGART Processed. 20
y

Communi cation systens are regularly used hich to transport data that
is to be storé@tiony HrarEEseenreqih At qusedtofipterapanest Preocessi ng ar e,

i ncreasi ngby, chagdnRuiddaRRR Blobohtellas GRETMMGALAGR BY I Rend,
technol ogies utilized in conmmunication systens are increasingly used in

data processiPR $¢spdipink eghshihicaritehinedevi ces, and systenms permitting the

use 25 of such devQ&RSmiRkOwRAY BlelaPirReR¥niMH &Ehlfo@og@(%rigﬁ'}xﬁgrg'iﬁFiopus dat a
processi ng operations and, conmuni cati on services. Additional applications

and services SRBAPEIFS KBRS} ihOSaHePraXi e adisRapts thBOlPEY ieds 2TPor t abl e dat a

storage and phREAESiIFEhELVASENceBNPin J¥8 SechRbIOfY,a6krtRimdy, apr sonal di gi t al
assi stants (PDAs} are,exerage:rzr%{l@;) data processing devices 30 that are

widel y uti'fi zBPVidsheapiigeotisr L 86585 such devi ces, and the data stored
t hereat is sel ect dhdryinstaice] @vafdoeesbing as alsein afdeiiepdevi moderd becielat a f or ns
a series of data, I8ROl (SRR Al Pud S S Ut G ALY 1dindGi natR" € F1el ds.
also been implemented, and data processing systems are available that 'pcrmit
large amounts of data to be stored and processed.
20 " Communication systems are regularly used by which to transport data
that is to be stored, or processed. Technologies used for data processing are,
increasingly, used during operation of communication systems. And,
technologies utilized in communication systems are increasingly used in data
processing systems. Communication devices, and systems permitting the use
25  of such devices, are available by which to perform various data processing
operations and communication services. Additional applications and services
shall likely become available in the future.
Portable data storage and processing devices, sometimes referred to as
personal digital assistants (PDAs), are exemplary of data processing devices
30 that are widely utilized. Databases are stored at such devices, and the data
stored thereat is selectably retrievable by a user of the device. The data forms

a series of data records, each data record containing one or more fields.
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2 WD 2009/ 070625 PCT/ CA2003/000181 During operation of the device, the
data is retrieved and di spl ayed, or otherw se nade avail able to the user,

in a desired manner. Sorting, and other, processing operations are also

sel ect abl y,g6}4 ed upon the data contained at one or nore databases of
the device. Tﬂ(}fé‘%@g% is further selectably changeabl e PSUVEHNBREE! of the

devi ce. I\/annerﬁurﬂ‘réeopgga vid q}fb whi ch to back-up the data stored at the
portabl e device. By acllgflr‘?g-t p‘yef”r?& tHedata és reiripved andadisplayddeor ecovered in the

event of | oss otlferwive nuele availabld e tROIAR) & 168M ré ous personal digital
assi stants, a’bg%c%{iz?%%%‘ ti’;tcmstorq e and fr ocessiq’gaéln évéoéggg,' aB‘? B@Frde manner s
by 10 which to back-up the date %’p‘&ﬁ”ﬁ‘@ YRSHArmebwnutthe datecomabiner atconput i ng
stations, by Wayoomor databaskscdmineddican THe HiER Gs FJ?&EF&%«:‘{%‘F{‘ nee the data

is storedsat pihe pefsRhal, ;gomputer, or other conputing s %ﬁafl%er?, the stored
data of the database stored thereat is al so updat eabl e, i.e., changeabl e,

thereat. \Wen the Marner§ gregrordd otwiilieosRpRuaiR: 405 #biQNs qe - €. . at the
portable 15 deviseadnd. at . CC ter .back-up device, change of any
portion of thg data stor eydﬂ%l%ln%ﬁ%qg%&%vbﬁsg’es‘{ag’r‘é’& bstreqiversdrin g such
devi ces cause$'Phel Yssplibe dute at thatpaltalsiedevior. | vagRS ferohyt digipe copi es of

one anot her. S4heaauend i.zation of the databases is required to
pl ace the é((;ata ases. in O%gﬂ%%gr %B{a%@w Wo‘éﬁ‘?@mﬁﬁa‘ﬁ@ Progifeanpmsais DAt i on

oper at i ond” ar M5B9 Bickedp the gata upen perserah campulets ion grherBsRsMARt back- up

oper ations i nsiidng byt Rey SONESOE : respecti ve databases are conpared
to one another. And, rg)gponsli ve&tngéﬁntt?g?Orglgﬁgg‘?’rf’l%%ﬁ%e,"' dReitidtard the data
found to be oUPCPHA BEPEHOBH EomPuer o other pmmaingtsheiod athabRsasdadbimat ch Wit h

one anot her. w6k Bembpekioadd Medavis 688 PRV ; Lot RASk;; YR, Of  the stored data
to a 25 conmputin wa ofuBaﬂf&%’;D |’5’eéi:°han|%ﬁ%<bé?’ft3%"8?‘t' Back-up and

stahiﬁn by
synchroni zat i on ogvell"“’éﬁt DAY Betrst Aeidie Bgpavwsy lovhtienss aeli o thé porkapieer f ace ar e,
however, MNor eiepicolah®a®Bght @ainpatdLbdch- %hﬁv@@%\é‘h%ﬁ)& alnk?&t%tni D(%F‘ic eneral |y

. | f

associ ated wth, 9dt 0 ,CO ni cation systens.. Conventi onal & s by which
to back-up, A cjsynn%ﬁldgt'zigg%,stodg{ 4 eithgraf gueh deviges cespetieinvgediteabases are,
databases no longer fully to be copies of one another. Subsequent
synchronization of the databases is required to place the databases in
conformity with one another. Synchronization operations are performed, for
20 instance, during subsequent back-up operations in which the contents of the
respective databases are compared to one another. And, responsive to the
comparisons, portions of the dat_a found to be out-of-match are altered to place
the databases in match with one another.
Other portable devices provide for back-up of the stored data to a
25 computing station by way of a radio air interface. Back-up and
synchronization operations performed by way of a radio air inierface are,
however, more problematical due to the bandwidth limitations generally
associated with radio communication systems. Conventional manners by
which to back-up, and synchronize, data stored at the respective databases are,
30 as a general rule, prohibitively bandwidth consumptive.
If a manner could be provided by which better to provide for the back-

up and synchronization of the data of dynamically-alterable databases, use of a
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30 as a general rule, prohibitively bandw dth consunptive. |If a manner
coul d be provided by which better to provide for the back- up and

synchroni zation of the data of dynam cally-alterabl e databases, use of a 3
WO 2004/0&9@%@HF§J£CA2003/000181 radi o communi cati on s stem t hr ough whi ch
to back-u narfitain the databases in-match with oREVEABIHENBAOUI d be
faC|I|tated It isin light of this' background information related to

synchroni zat i andio obmdmhﬁ:aﬂ&m}at&rsmfugﬁ&ttﬁ&as&ﬁcm h?lfan& Beinsdignief | cant
i nprovenents Od a%ases resen |nve tion H e evol ved. SUMVARY OF THE
| NVENTI ON The ‘présent | Rv é‘n"f‘lﬂbﬁ“e 36{'8 F¥PHGIRG f2cititpedt ageousl y provi des

appar at us, and anItassol@glatoédumohgdunmmeaﬁhnTré)atBJi & SncRbfizARMt ai n, a
database  erbagufid Bivefis T Bl fusRO S, bl MRLCR, AN 8, COLT Sepondi ng dat abase

enbodi ed 10 at a communi catron h enbodi ment
of the presentinventienbderevolvedmanner s provided by which to determ ne
whet her the databases are in match with one another and to place the
databases in match if the databases are determ ned to be out-of-match. 15

Conmuni cations are ef f ect SHMMARKAHFFHEINVENTION ace extending

bet ween t he nobi | 0 icati.ons are carried

out in manners thg?ner%gﬁﬁlipgw}egg%é%ecwgl%ﬁngga%?gegﬁgﬁHécf“‘geéﬁﬁﬁzi‘rﬁ‘}s’to carry
out the det ernd pratisoriaisd oetlesl, Andhich tpbhice anbenagkahimbagssbisa match with one

another - 20 PLabbL g yndSheR R bRl Al  OFLASKa LS. dpLabaRes T e 10

match with one another are made responsive to rn'so
i nformati dA t kb cQBMUREHEESRELY ki ve of val ues contained in the respective

databases.  Separ atdubaalpe Ak LAolfeh LIITRE Aok B TRB) Ldmligle and at

t he network based upon the respective hereat
respectivel y. isTHevidedhy wﬁ#@rtﬁﬁﬂeanmwhprdwm databadse arpobiniatcineille i s

communi cated Bye Wahe@fanl bep@Ed thkAhRPIBLR thirch Nene BRLMREKRArt. And, once
delivered to the network part, the hash infornmation,
determined to be out-of-match. '

15 Communications are effectuated by way of an air interface extending
between the mobile node and the network. The communications are carried
out in manners that require lessened amounts of channel capacity to carry out
the determination process and to place the databases in match with one
another.

20 Preliminary determinations of whether the databases are in match with
one another are made respbnsive to comparison of hash information that is
representative of values contained in the respective databases. Separate hash
information is formed at the mobile node and at the network based upon the
respective databases embodied thereat, respectively. The hash information

23 formed at the mobile node is communicated by way of the air interface to the

' network part. And, once delivered to the network part, the hash information,
formed at the mobile node, is compared with corresponding hash inform;;ltion,
formed at the network part. Communication of the hash information over the
air interface necess_itatcs only minimal bandwidth consumption.

30 If a determination is made that the databases are out-of-match based

upon the comparisoas of the respective hash information, additional
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formed at the nobile node, is conpared with correspondi ng hash information,
formed at the network part. Comruni cation of the hash infornmation over the
air interface necessitates only m ninmal bandw dth consunption. 30 If a
determ nat‘\,(s)g“w%i d de that the databases are out-of-match based upon the
conpari sons o “Th&"r espective hash information, additiBFHHEEANINBO0L/ 070625
PCT/ CA2003/ 000181 determ nati ons, based upon addl tional hash information,
are made. |f tdsE€rmipddpns, bavatl u;imt mdciﬁlmml h&ﬂ&nﬂoﬂﬁldtmt gretlide. thge dat abases are

out - of - mat ch, aﬁ&ltgﬁzh%gt {ta t at ses are communi cated over the
air interface and the %gtna ase ?tfh'baﬁ% YihaEr Yy-afimdicheach ot her.

Responsi ve t o Sgierd Bortionpel the dmbasama:tepummamhteti@var 6O Bl likielrad=q8®! Ut i on

schemne, confl iged dangd are altered, thereby t
pl ace the \d§at lebasaes afaﬁ&{rhb&%e ngl%?fgdng% ﬁo‘i%ho%ger RYBWEVELp A of the

present i nventPBRIIseYhERY Bwisyant fon coplictatsdnionacbend, I‘cbg@ﬁfiﬂgj when t he

respective dapafiesest @k Aa@YRRE ' 10 misnatch,
i.e., the dat gb ses are guspecfggggﬂe}egbgglg%%? tog?l%sesthgﬁ?’%msf%’cnl BHeR o

out - of - mat ch WP 6AR Aot her . The synchroni zati on procedure is triggered
by either the netmehkafattorQhe ﬁx‘&?en’f’ﬂﬂ'eﬁt?od"?ﬂﬁhroﬁ%tné}( ngf}%&fq{sz&g\gl on

procedure is _tri gered for instance the net wo 0ses a history
of changes Ilgf%gﬁ% When{hegstReqtivg %?W@eﬂ%éﬂmﬁwfi@é@lp@rsmm to

per f or mande ofisnasohn&.BY, Rl daGib R adBsuBpRERAAYHE ohi‘oiﬁs'}ﬁéﬂ}gﬁxéﬂ?oﬂngrr The
th e no for instance,

synchroni zat i on_gr durF IS trg‘:ﬁgered bcé e nobi

when a field Happin 33 U ORg 2eaibsig dbe syqciepnisatian prasedure itodeered byger s t he
synchr oni zat|c1thcptiwoﬁsfsormpeﬂ ol tHeaBdMero@Pe TaL kﬁ@hioﬁ:za@&{ﬁ QLR gpon the
dat abase at t{g} gg gmst ngon tri gerl ng he synchroni zati on
process, the h&é POsEIT o Geﬁ’vé’f}? TEINSEY 4 Bistopy of ¢hangpatlisiege, or -
dat abases, beflhafe\v‘addbdxebexsehemulsmtgmkbubﬁt to pegainRflc@ba GRANTNRI-G@dLd O the

network past (o} spect o resent i nvention, the nobile node
i ncl udes gg fﬁh&d?%ng{lﬁéth?’i o {W%ﬁ’“ﬁ RALAUDTHPIGFSES Britigesned Bt or . The

hash i nf or matthemobye netieatfwrrlpstsnc&ewa@t atitly mpeinatlsting ohalzeat L1shagh
i nformation erSIﬁ}é%tde ttr?gg%rsf t'hc[: §)tznchronization process when a restore operation is

- performed upon the database at the mobile node.
Upon tfiggering of the synchronization process, the hash information
20 fcpresentative of the database, or databases, believed to be in mismatch is
created and communicated to the network part.

In another aspect of the present invention, the 'mobile node includes a -
functional entity forming a hash information generator. The hash information
generator is selectably operable to create hash information pursuant to a first

25  technique and pursuant to at least a second technique. The first technique is
less computationally-intensive and forms hash information requiring lesser
amounts of communication channel capacity upon which to communicate the
hash information over the air interface than the hash information created
pursuant to the second technique. Hash information is first created pursuant

30 to the first technique. If, subsequently, a preliminary determination is made,
responsive to analysis of the hash information created pursuant to the first

technique, that the databases at the mobile node and the network part are ouf-
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25 techni que and pursuant to at |east a second technique. The first
technique is |ess conputationally-intensive and forns hash information
requiring | esser amounts of communication channel capacity upon which to
comuni cat@obiifysdigsh information over the air interface than the hash

i nformation created pursuant to the second techni que. PRESA204P8 8 %ati on is
first created pursuant ‘30 to the first technique. If, subsequently, a
prelimnary de]tfﬂarawmanslumfarmamdﬁ ther @BRENGIvIRnt & tﬁ@@éc)éﬁdl gecRiigbdre hash

i nformati on cr %"{AH{“ tasﬁ qlﬁt)rhetfl rst techni t hat the dat abases at
the nobile no e an e netvvorf( Prajaion s °°<5‘a?“‘13°€\?&9 ﬂFﬁ’?HBESde to
PCT/ CA2003/ Oommﬁtwgﬂcmtﬁoh;hehdéimonaifanam%|t@ae inadd terofir eat ed pursuant to

the second techni qye, notféﬁgspeﬁthﬁ“ t@f&'egen P‘%%lg?tp‘?“;&%g%ﬁq{ Iln%ﬁé?pgi S conmuni cat ed

by the nobile node t net wo nal ysis to be
made t her edf . inoudgnGichBienaispieyer r@ﬁtlshdegalsseperabln\mrmnm atlidaet nobi | e node

al so 5 includggea.& gHtent oftﬁE?h@lﬁa@S@g; Qﬁ%bdsgs al%ltt}/e [ﬁfgl g to retrieve

at |east selected portions o at abase” or ases %dFed at the
nmobi | e node. T#ﬁéoﬁeﬁtféme“?réﬁméwetheﬁébmdspregonsh@ thebcmteredfportl ons of the

e ot 2 dfabARaagoh EpPRNBla Rk o JBLERIL0AL bA: HBRAAARY ST © O the

additional hash information th tabas € out - of - mat ch.
And, once 10 F'EPWBéR?édhatttPFedad%l%aaﬂs|@P%rﬁﬁhhptﬂa@fematb@/ Hay. ket he air

interface1bo idigeved! werdsta ik @6mfnhﬂx@£te§|%%%ra9"o@a;c' a‘?ﬂn?e?fagé)tov\’ﬂFBQWOrﬁ he

dat abases are |r} rrgtch or out-of - one anot n anot her aspect
of the presenforifgLAiPEHNaYRRs P Ghgthethe databasen pie ingrasih gedit-af- the networ k

part to form suMR® veieH ¥ ardthedt her apparatus to 15 facilitate the
synchroni zati on of_the databases of the nobjle node and the network part.
A conparator is c JOPFaYCE FPEc Zfl\Fé’rf’SﬁHT io¥entions FugFtiqneb e BSRLS aFthf or mat i on
f:omr}Jlnl cated pwvided anﬁiewmrvb«)rp@ﬁf& tcbﬁbrfn@nﬂbﬁ)bér&ar@ﬁ@?appa@ﬁs{ ®spondi ng, f

ocal | y geper i nf or S .us aratqor. to perform
t he corrpa‘rflglsoi%"é:ﬁqiltl£3 %}t? HEEERERY 9}t}“ﬁﬁ?t&l%f’rséssgftth%lfnogﬁgg‘b‘ift%ﬁé%%s are 20
out - of - mat ch wéttvhrlopet. a @binpirator heccmphgias adcdive GRdiGRBnAof #ghegi for

A ona s | MO umbRin2Eeed B0 Bl eRork phe BY chd BB HbGa, | On |1 vt eh hash

Corresponding, locally generated hash information is used by the comparator
to perform the comparisons. If the comparison indicates that the databases are

20 out-of-match with one another, the comparator causes a request for additional
information to be generated. In an implementation in which hash information
is formed pursuant to a first technique and at least a second technique, the
request for the additional information is dependent upon which hash
information-type has been compared. If the first-type hash information is

25  compared, the request for further information is a request for hash information
formed pursuant to the second technique. And, if the hash information that
has been compared is the second-type hash information, the request for the
additional information forms a feich request requesting contents of the data of
the database,

30 When the content of the database, or databases, at the mobile node is
fetched and returned to the network part, the comparator further compares the

contents with the corresponding, locally-stored contents. If the contents are
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is formed pursuant to a first technique and at | east a second techni que,
the request for the additional information is dependent upon which hash
i nformati on-type has been conpared. If the first-type hash information is
25 conpared, the request for further information is a request for hash

i nf or mat i FHC 440K pursuant to the second techni que. PETACAZ0R3COPISE hash
information that has been conpared is the second-type hash information,

the request f @issiriigar, 4 @ohteR 3t odd) LOMIRELD Mo R BRaAsEEE Cdledifipest
requesting conhents fg%%,t he t he dat abase. 30 Wen the content of

data aof . . |
the dat abase, Bfredataesiiondt wzt"%t‘ﬁéh%%ﬁqaéesﬁ%’ebei ayeryigiteananfl imvhat et ur ned to

the network paithgtidobehecaparlsakOfo BeldvieRaiit GO RANE pukiMit t£FOBS@RES Wi th the
correspondi ng, | ocally-stored contents, If the contents are 6 WD

2004/ 070625 PﬁP&i’é’Béé’l%fg‘fm ¥ e dafabases aregaused it bpiacediin gHER or t he

ot her, of thewlat@abkaseder.s sel ectably altered. Selection of which of the
dat abases is to beTl(])e\{_%vwitt i ions the contents are

X En,.adin at , IS"Eucflé;}O
to be overwitten I & Hadd “PUPLIEAE? BrogetEhis Bretideq Reyhigh tfonaeiitne.
Ther eby, the dutdienes carbedicdustd niabilb@ochd aced thandti®bk paki ofkiidradiae anot her.
Thereby, a sy ' ' roged i rovi ded . by which.to maintain the
dat abases enb(@)(?i@élgﬂgé éﬁ] tr?%bioﬁg dr%igja 38‘%%5' né?m%h“eedﬁ%f%h?nﬁﬁ??n Bfrﬂt he radio
conmuni cat i onosgyatathar Withils vdidicalgasbsedrpowns of Endedith of thy achnterfacat i on with
one anot hg ' IJ:d 7] L n f_bandw dt.h .of the.air
interface ?Om@ﬁ%lg?%%ﬁ!rl\{é@hl@%?bﬁ gé%ﬁeg%nﬁr@é’ﬁ% g&a%ﬁe{]lﬁlgreneéc “\’/\lgpkusﬁgir:t. Mor e -
ef fici ent usethsfchapked cagratinetailgblpde itteyradivabmabin@ation $yhenr aaisal wonmuni cat i on
systemis useg?rtf&m Rkl ShkeHGlREARLgat i on operations. In these and other

aspects, therefore, ‘apparatus, ‘and an associated nethod, is provided for a
radi o comuni cat i ol tBgpspadhpthThispectslithertivre opparaing and em asspeipledh has a networ k

part that mai er@io'a,sisg;row}i@éﬁsﬁor 8 r68 YOhKuniCQh sybdehStriddjgbase contai ni ng
data and a_nobile node that nmaintains at | east a nobile-copy, first

dat abase dont SPTHMHBICHANLYSEPR A AMEETE PAE i CRGIKDE MRS BeUHEFk-t he
mobi | e- copy obogy@irdldataBas bohiRidg da¥d arded ABRSEnode BFR GEANBL ¥b 1e£QRT espond

mobile-copy, first database containing data. The data of the network-copy and
of the mobile-copy of the at least the first database, respectively, correspond
when the network-copy and the mobile-copy of the databases are in match

20 with one another, Data of at least one of the network-copy and the mobile-
copy of the at least the first database is selectably altered to place the
network-copy and the mobile-copy in match with each other. A hash
generator is embodied at the mobile node. The hash generator is adapted to
receive representations of at least portions of the mobile-copy first database.

25  The hash generator selectably forms hash values respensive to the
representations provided thereto, The hash values are for communication to
the network part to determine whether the network-copy and the mobile-copy |
are in match with one another. A content retriever is embodied at the mobile
node. The content retriever retrieves data from the mobile-copy of the at least

30  the first database upon detection of determination that the network-copy and

the mobile-copy are out-of-match. The data retrieved by the content retriever



when the networ k-copy and the nobil e-copy of the databases are in match 20
with one another. Data of at |east one of the network-copy and the nobil e-
copy of the at least the first database is selectably altered to place the
net wor k'quéz&%m Pe nobi | e-copy in match with each other. A hash

gener at or §t%ed at the nobile node. The hash genBYHEAOIWOBYANt ed t o
receive representations of at |east portions of the nobile-copy first

dat abase. 25 Ehfrhashugenasatomhe aeieet pit 16 Healsa® tchasbh MRl d48sorkesponsi ve to
t he represent; atl ons, ro%ed t&%reto The hash val ues are for

conmmuni cat i on P8 4HE FRPHHFIESMEEL er mi ne whet her the net wor k- copy
and t he nobil e- copy mareeomplermztppl‘bcvutfbh oot eERhiiatentidn GADEHRNLogLt ri ever s
enbodi ed at t The content retriever Eet rieves data fromthe

nobi | e- copy OP Eetrgle)fbcaa{' %Ieé’gtﬁ“eg(‘Srof‘hté'eiaf‘ioé‘lpaa%t‘%ﬂ%@"é“&fﬁ 4 GebeEi on of
det er mi nat iSon stinatarigérbbaled wbe Kolibopyg agdriptidie offei gr&sesi0Pyreddrzdout - of - mat ch.

The data retri t refrieve WO 2004/ 070625
PCT/ CA2003/ Oog%é?&lm%tsf%?h%%%ﬁ%baﬁ%n enfl?lgdﬁg} *vor k part to be used to

mat ch the network- copy and the nobile-copy theretogether. A nore conplete
appreci ation of the PREIER DESCERIPTIONOF ESHECH Wm of can be
| e

obt ai ned fromthe acconpanyi ng draw ngs that are sunmari zed
bel ow, the foll ow Fﬂgudebxﬂrusqmtﬂm&motﬁmtahblopk dmeninl of-qormefoerred enbodi nent s

of the invent 'cgﬂmfﬁﬂ:? l&h s?eﬂp%%il% mlgnsdl exg: liz“FlkeDEeSsgrﬂ Ell:cn ongs: THE

DRAW NGS Fi gure ates unc Fonar I'agram ot a radio
communi catlioonosgrsblem in V\/m ch an enbodi nent of the present invention is 10

operabl e. Fi gure ZgjgllUishidtas, ﬂ@%&%@idﬁ!ﬁ&%ﬂ EADr e ABLL T ONS Of

the radio conmunication system shown I n Fi i gure ustrates a
message sequefeRmyniggrahiskawheytinFimirghal i ng generat ed dur| ng oper ation

of the radi o comugicARtd PRsEHst z?ﬁbég%qhé}lcéﬁmgfa%]&ﬁﬁuﬂ% the sfgnglife 4
illustrates a representation of the, possible results
generated during operation of the radio communication system shown in

15 Figures 1-2,

Figure 4 illustrates a representation of the possible results of a .
comparison between records of the databases embodied at the network and
mobile node purswant to an exemplary scheme of an embodiment of the
present invention,

20 Figure 5 illustrates a representation, similar to that shown in Figure 4,
but here of another exemplary scheme.

Figure 6 illustrates another representation, similar to those in Figures

4-5, but here of a scheme of another embodiment of the present invention.

25 ' DETAILED DESCRIPTION

Referring first to Figure 1, a radio communication system, shown
generally at 10, provides for radio communications with mobile nodes, of
which the mobile node 12 is exemplary. Communication services are
effectuated with the mobile node during operation of the communication

30  system. Data originated at the mobile node is selectably communicated by

8



conpari son between records of the databases enbodied at the network and
nobi | e node pursuant to an exenplary schene of an enbodi nent of the
present invention. 20 Figure 5 illustrates a representation, simlar to
that shown in Figure 4, but here of another exenplary scherre Figure 6

i 11 ustrat &0 FNHINE representation, sinmilar to those IRCIRAP®890184-5, but
here of a schene of another enbodi nent of the present invention. 25

DETAI LED DESORLPTH EhiiRe! @erfmeagp&s & $4daid BuF LA g horBechAfll RoGAITAMY cat | on

system shown W?enera 0, provides for radi o comunications with
nobi | e nodes, & a"%WPéhpﬂtfh@f tﬁ@)B?m@“ﬁléﬁémlSZS'P@ éNenpitapsigindsduntitiiecat i on

services are na%a@wamqe%mum@um&@. laeglﬁmdwcst@@bpmmwm of the

comuni cati on 30 s¥_stem Data origi nated at | e node I's selectably

communi cat ed Hjks € EE‘HW‘EI%%EB“%‘I‘?W’@GQP‘GG@&@lmOWf’é? up- 1 i nks

defined upen a rachoeph;pakese;ft;mangn hed maarktﬂaet JTORd ¢ fni@f€ariodnd a network
part of the comrunjcation system And, data orlg inated at the network part

of the communfEHER Grivesropally fegreéﬁrﬁﬁ‘hﬁf‘@ﬁ?réé sHglsnRase sRUARDWA- | i nks def i ned

upon the radi @ldsiritkd.1%hd BasBrsfa‘ﬁbﬂQ6daﬁ|@estaQobélﬁgdmgd |o@ cf1008. WﬁuEOr pur poses
of illustrati OB t he net\/\orkd‘gﬁét of the &OITTT’UI’]I cation

functional Iy V8SP&SEAPAFH fhg mobile pofle,ang geperaliy¢ifesaple ¥ egqq ustrat ed.
The base stat mhxlelﬁodéeﬁ pﬁﬂﬁtt@d movanagendnieamolsile 0k lis pdsBionabls] &# whi ch
communi cat,j,ons nobi | e _node.. ar n ef fect able The nobile
mode 1's. paPr Bl e, Ahetiries Sers AE RO ENT G e BT BRAET & 2t 10

ot her tines, ccrmmmueata:geyaamaﬂ;sodeﬂndmd lay devie¢ 22, dleteSiderfitfe:dnetawor k part of

the comunic S al,so.inc evj.ce 22.. h 18 |dent|f|ed
L CaEa o BEL a2 RA SRRSO 5% Belf) The RELISR RiplA R S
provi ded by tt@éay 2f2edndth®rm1d4tdn@ ig Grevegpm U yoimplemantdtivg, enbmmmry

TP ement at | o sEIDAMIE PBipr . SATEIRHLEr 5y BALPRAM of 10 [he syne

server 24 is cou to an nistration erver 26. The
admi ni st r a8 i orfreipiszationpiadyiesrvendpi Hhsadninisvetigereyies providest he

comuni cat i Onacﬁlyiﬁisﬁgﬂimrviggrtoitﬁ‘e%cﬁ'ﬂﬁlﬂwication system and, for instance,
provides administrative control over the sync server.
The sync server is functionally coupled to dataﬁ_ases, of which three
‘exemplary database-types are shown in the Figure. Microsoft ™ Notes
20  database 28, an Exchange ™ connector for an Exchange-based database 32 as
| well as other types, here indicated as third-party databases 34. The databases
are, here in the exemplary implementation, of a text format, here an extensible
mark-up language (XML) format. The data maintained at the databases 28,
32, and 34, as well as others, are formed of a plurality of data portions,

25 formatted into fields. For instance, the fields into which a database, such as
the database 28, is formed includes record fields that are selectably populated
with data. Selected ones of the record fields form key fields.

The mobile node also embodies databases, here shown at 38, 42, and 44
that, for purpdses of example, correspond to the databases 28, 32, and 34

30 maintained at, or coupled to, the sync server 24. The databases maintained at

both the network part and at the mobile node are at least selectably alterable in

asymmetric manner.



provi des adm ni strative control over the sync server. The sync server is
functionally coupl ed to databases, of which three exenplary database-types
are shown in the Figure. Mcrosoft TM Notes 20 dat abase 28, an Exchange TM
connector for an Exchange-based database 32 as well as other types, here

i ndi cat ed M2 party dat abases 34. The databases BGRCAHEYWIBH t he
exenpl ary inplenentation, of a text format, here an extensible mark-up

| anguage (XM.) f or Réfing Fprsaticat of thetobaimedioatsydche, siakapagsese 28, 32, and

34, as well asigbhess a6 f 2k of ,a.plurality .of data portions, 25
formatted into fields. For i ns{{ggsgéa,mb?ﬁgd’fa’lt ecfgx?lﬁat'ﬁ’d\%ﬁﬁ pfoamgdt abase, such

as the dat abdg Bgneiwerk parheWhen dleubiedasee awrid-mdte afhhabnahg, g6l ect ably
popul ated w tdlataqﬁpaiatiﬁ%{h@q;egg &Qﬁ%m%ilet-ﬁﬁg%ﬁ& redneMe ds form key fields.

The nobi | e .node al so enbodi es dat abases, here shown: At S8Y %49 and 44
that, for purpBBedatghaseisidentical cdevesspifieh tsymieiddtaanasad@8o o2, and 34

30 mai nt ai ned ofithe darab&ey PAEHot Rherlvil rSHRSa REH LG, dat abases
mai ntai ned at . both the network part r‘?ré([-} at thﬁg)ghr?lg)léf fhs ‘ﬁﬁ?ggseé’rt ®at |east

sel ectably al £atrhaspeng NS Hifemaich widrmme pnother\\B2004/tDT7 QGRS of the

PCT/ CA2003/ 0004:8ase Mk th hgclOPLY RtdaONo@Er, tLhEnSATIHM ﬁ;%rizt‘?cgns% stem back-up of
the databases creat gg or f%t herwi se enbodi ed, at the nobile node is
performed wi PR PRSI KP © pEPeCU atbesse ingaetgh adidsongrapoiber. mat ch with one

anot her, the Hdabeorpapulsatimdrdiitacion®l fistodhed HEwaPBE heaie ARYARE e .
net wor k- copy QJ dtwrilcﬁ 5e Sane dat abase is identical.” However, 1T an asymmetric
change is nade 8 ChECMEFT {hRTIIMATSR Snchiqnizaten BEsdeanigimizepoThed to t he
other of the tdtebasesicatios sydeahaRasRs afArdt@NULE! A SnbdiidBlGR i th one

dat abases .,f orm back-ups to each ot her,

anot her. Bec ies of. th : ) (
synchroni zat i n%‘%gggft?%hs‘gg?%w“ Eflfeoqp%’dt“ﬁ égb?.%fﬁ@‘%‘%atrtb%ﬁ@é#? ve dat abases
in match wit hnwite Aadotrtvdrer pdBidiavieNednpalaRe F0SE caYOTEd A thd 81cQBries per f or med

by way of jan j r,.| ,.the. bandw di h .required to perform such
synchroni zat i oﬁoﬁh@%[eﬁ%g%&n?afnb%a'.e PREMRCAP S EFhuni cati on system i ncl udes

appar atus 50 of akismwbddiustates pbritoneof the esmimichN@NEis@m 100 RRELi on of the
appar atus 50 1in§re$'gnf&ma?ﬂ', Ak Ftig‘ﬁc rii?lmrlatees po.rtions of the sync server 24 and the
mobile node 12. Communications are effectuated betiveen the sync server and
the mobile node by way of a communication path, including a portion formed
20 upon an air interface extending between the network part of the
communication system and the mobile node.

Here, the mobile node is shown to include receive circuitry 52 and
transmit circuitry 54 capable of transceiving communication signals
containing data that are communicated during operation of the communication

25  system. The apparatus 50 is coupled to both the receive circuitry and to the
transmit circuitry. The apparatus 50 embodied at the mobile node is
represented in terms of functional elements. The functions performed by the
functional entities are carried out in any desired manner, such as by algorithms
executable by processing circuitry. In other implementations, the functions

30 performed by the various entities are carried out in other manners.

Here, the apparatus includes a hash generator 58. The hash generator is

coupled to a memory element 62 at which the databases 38, 42, and 44 are

10



node. And, another portion of the apparatus 50 is enbodied at the sync
server 15 24, or other network part, of the conmunication system Figure 2
illustrates portions of the comruni cation system 10. And, . nore

parti cul ar the Figure illustrates portions of the sync server 24 and the
mobi | e nodﬁgi"l’""'@@fﬂum cations are effectuated betweerP@MeA§316018er ver and
the nobil e node by way of a comrunication path, including a portion forned

20 upon an ai g, iRkl a%e ngt fAiNG lpsé%wy Heﬂ}?ab@ee{owrl%vg%ﬁm&@ the

comuni cati on system and the nobile he nmobil e node is shown to
i ncl ude recei fameng eumproishe driabasey mpistrined @f themeamary Slemeapébioe of

transceiving ﬁ&fmklﬂiaﬁfiﬁﬂn@tnorﬁ'tglaﬂabé the%é@s?édrﬁa%in@%ﬁ»dﬁgé@% foh € TRemTuni cat ed
during operation of the communication 25 system The apparatus 50 is

coupl ed to botashfpetipreRaripemed by tiethagh %ﬂmraqu ipglede. fordpgaRees circuitry. The

appar at us $0 @iyt odthdcRQui®hls Well R9ERrd S mputRiba NP Nneshsive, f8L M5 Of
functional elenents. The functions perforned by the functional entities

are carried CHGH COMPUGEER et RATR &PRerpiiN S%E"tﬁ'i)y&%r@}’]iﬁtriiﬁ?ﬁ“mé&ecut abl e by

Er OCﬁSSi ng ci ﬂ‘oChUJnngf}t signal, @Eﬂ&eﬁpxbma(tjdarteme _aﬁpli%ﬂﬁo tHeltish gmgt@mf 39; per f or ned
y the variou s are carried_out jn o manner,s

appar at us i nc‘l’ftfg‘éb a@??hdgf?é?‘é‘t‘?f‘rfo?)‘ged %h@eltl?ég’nge&éﬁé‘?fdf B‘F""i‘és t?:oupl ed to a

nmenory el ementhe G2naiit widuidiy, e idaicalease vapsf ttléib,atfﬂﬁ'ﬂj ’Hl*ﬂetaa[remlto WO

2004/ 0706 PCT/ CA2003/ 1100 i ntai ned., . Th ener a | :

el ect abl §7 op S ABNA I cie g i Ae S st iBHE RGP HROPEVER M. dat abases

mai nt ai ned atofttheccrmfrmnyatmlnelmam, &l te trapedifted mfdrasitiof inolitedns theo pl ace t he

accessed data |Qse§ho -digest form The hash functions perfornmed by the

hash gener at or 't Acl U e for instance, 5 conputation of check suns as well
as nore conputati d“hahﬂagarétm é(hsrhbcaiiemash\e mbbifectddorlsoonpudesta mgeest The hash

generator is aeleqlal %199&?{ t%t 0§£1¥&1tr§92 aTﬂé} g&k Féﬂeﬁ@?' here

represented to be applied t genera or line 64.
Hash i nf otfratdémsmtésde nﬂé@ctbtyq@m@ dﬁaswng@tf@rtatﬂmmolslemmlfehe@d!@nat he transmit

circuitry, eit;,ﬁminggemcgﬁ&das%mamasﬁ ng ,mﬂahnn Gﬁdatzb@co}&ma@a he @ circuitry
transmts the hash 1 nfornation provide ereto to the network part
or more of the databases. When the request detector detects a request for

additional hash information, the detector notifies the hash generator, here
indicated by way of the line 72, to request the additional hash information.

20 And, when the request detected by the detector is for data records, the request
is forwarded on, here by way of the line 74, to a content retriever 78. The
content retriever operates to retrieve the requested data from the one or more '
databases maintained at the memory element 62. The content retriever
retrieves the requested data and provides such data to the transmit circuitry 54.

25  The transmit circuitry is operable also to transmit the retrieved data to the
network part by way of the air interface formed therebetween.

The apparatus 50 embodied at the mobile node further includes a
content writer 82. The content writer is coupled to the receive circuitry to
receive data downloaded thereto to be written into or overwritten upon one or

30 more of the databases maintained at the memory element 62.

The portion of the apparatus 50 embodied at the sync server 24 includes

an uplink receiver and detector 84. The receiver and detector operates to

11



of the comunication system and the transmtted information is routed to
the sync server 24. The apparatus 50 enbodi ed at the nobil e node al so
i ncludes a request detector 68 that is coupled to the receive circuitry

52. The re‘gﬁest detector 15 operates to detect requests comrunicated to
t he robi | e REWA 7% additional information, such as ad8FTCAMEPONEYN
information or data records stored at one or npore of the databases. Wen

t he request deﬂaeﬁ@nmdﬁh&@ﬁ&nsagchﬁqtéﬂﬁbgr thdmobiddlgbdel RPRAhn@ S | Nf or mati on,
t he detector notlf ies th rator, here indicated by way of the

line 72] to reddsdPiiaden WBF‘EJJB‘%MT RESKIVER Y dRestereleomblpeovidten t he

request detect @da bgtmtbrettdmaemtmom;&reft&r sglatir doﬂ@@fad&us hRE chfbieRta 1S
f orwar ded on, E% :pe\(a%‘? f.the line 74, to % cont retriever 78. The
a

content retriever “oper & lsrcglfl‘?le%\f’ea A "’(ﬂé{"théf f'f%m t he one or
nore dat abasedatshabastZsi Biécanét34tai'ﬁernmmqu dihermasti gmdratckl 88 penkanh retriever

Cirouttry sa. DERESHARGCA S BORuBH B i TRaBolAR B SfegBat BRanar ¢ the
retrieved dat aneilerpde. Y&tepdwekh indorimakiyn wadelivéretl e thei detdent: @ faage f or med

Lher ebet ween. ThRaapRARBLSaafoPTROM AL LSRN Synode, Lyrher | ncl udes

a content wrlter 82. The c nt ent
circuitry to thesebile tagatkerddtinthe dabelly ghe:rzembhm iiffermatidnt Resiing of or

overwittep UQQ@C%t&BnQHaMﬁhgfcoﬁa RraflPhRIASARIRI M AL ARG gt Lhe nermory

el ement 62. The p on of thé a tus at t sync server 24
i ncludes an Jﬁ‘rqrﬁkequéwewatoa% b¢ eeneeatorsyl is Fplectpldy @pewebleand det ect or

operates o LLcHha00d G2963R, PHCAZARAAPGLE] vy IRl S RITYN C2U | onS

generated by the nobi|e node pursuant to t onizat1on procedures.
The receiver dR#Pedetdditione! wiraation frpmyhe piokts no@Fat%“ﬂé@‘B@ﬁfedret hereat to a

conpar at or 86. prarh@ed:@wv@mk thafis AP 9604 &ﬂ;amu@alséﬁéi&dg@m[aﬂg@r 88 that
is coupled to a enent 92 at which 5 dat abases 28 and 34

are maint a‘sned““el*ﬁé‘sﬁag ﬁg @%WEWB%F“B@‘W@PW% qf shanggm meds ol 9bgous t o

operation of tihedhatsRegamaidaddal tthreeiidad R8maty dibBentiBDIhk 8yA0RSer WIEN hash

i nformation |s elivered to rThe detector 84 and
the mobile node. The change hlstory listing 1s accessed during subsequent

synchronization operations to reduce the need otherwise to communicate
information over the air interface between the mobile node and the sync
20 server, .

The apparatus 50 embodied at the sync server also includes a data
writer and overwriter 102 coupled to the uplink receiver and detector and
comparator 84 and 86. The data writer is selectably operable to write, and
overwrite, data into any of the databases maintained at the memory element

25 92,

Figure 3 illustrates a message sequence diagram, shown generally at
112, that illustrates operation of the communication system pursuant to the
synchronization procedures of an embodiment of the present invention.
Database copies mainfained at the mobile node 12 and at the sync server 24, or

30 other network part, are placed, or maintained, in match with one another, The
procedure is initiated by a synchronization trigger, here indicated by the

segment 114. The trigger is generated, for instance, at the mobile node or at

12



provided to the conparator, the conparator conpares the val ues, cal cul ated
at the nobile, together with the I ocally generated hash information.
Results of 10 the conparisons nmade by the conparator are provided to a hash
and data record request generator 94. The generator 94 is selectably
operabl e WR3WHMW%Fe to the results of the conpari sonsPeEE&B30pIsE
conparator to request additional information fromthe nobile node. Such

requests are the ovinaedpiroam mmeumktﬂerxﬁébsm&ﬁ@rR@s%onslb&oatﬂpar atus al so
which a'listing I's maintained of

i ncludes a ch tory |st 98 at
changes made tat giggﬁ}n% ({}t et'ﬁrg 'Ié‘as'ggb‘%(ﬂﬁliaéf’d hath infamagiepdietei ve menory -
el ements of t hedlsytn@ by grevtdock Hlﬁdbish& up@Dddi codsiBed ihfe GRAAGEAHST OT Y

listing is accgasadsduk bsequ nchroni zation operations to reduce
the need otherw se tsg%clggn%rﬁ%?[ca %ﬂ 1“8‘? tion over the air interface

bet ween t hé nobi | eOnexdforandl thhbashyinorR4iones wmmumhaeaap@eawﬁoréo enbodi ed

at the sync s e and overwiter 102 coupl ed
to the u);;I i nkGi{aﬁétc{emld\;?cja&g bkgﬁé H% fal&agﬁwa&? raéﬁlﬂ?er%ﬁc 3RYrBeed trhe dat a

writer is sel kg %Pyerdﬁer%rmeeietloemd id e santer@y,ahshash@nfodadtanijpt 0 any of

t he dat abases .gRbRtal 486a;:at Y-8l 2. Figure 3 illustrates
a nmessage seqlfen(i:)e di a%rzilmte&s %A}}n%g&é)cr}felrzgl %ﬂﬁcf’msﬂ?ﬂn% Ha$# 7 | ust rat es

operation of BREPTRS |lﬁ@tﬂiﬂ®ﬁmfs>hsxeemhpmcswabﬁ proeidedBy way beeoni zat i on
procedur esjgof sanm&rhogli mrent of the present invention. Database copies
mai nt ai ned at the nobile node 12 and at the sync server 24, or 30 other
network part, are Pld5lepginagon W&[P#ﬁeaﬁsﬂédlcaliedbmmcm@rblmicelﬁnmdoer The

procedure is whbtma&%Mcmls%%ﬁeomhéﬁ%w&fE'dgtgﬁﬁma:hcfi{ g udhopted by the

segnent 114. The trigger_is generated or Instance e node or
at 12 WO 2004)"6‘?’6‘6‘2%1 Ny Rotraated dadgaformpéomend be hashdnforamiordel | ver ed t o

t he nobil e nodaiveResPRaRSiMe st@ed lkhethe%{dbgg%ﬁﬂﬁﬂ'e(aissfnﬁ?arpﬁ%@q!a‘srhe the nobile

gener at es ash inform e i ndi cated by the block 116, based upon
data conta neH’f?V\“ag‘ﬁ’@ ‘bcl"ca#‘r‘?)"‘rtg ‘o‘g ¢ ipjabasgmirg i g@thniie o dransll intakeie nobi | e

node. the end block. Otherwise, if a mismatch condition is indicated, a request is
generated, indicated by the segment 132, requesting additional hashes, such as
hash information of records maintained at the mobile-node copy of the one or
more databases maintained at the mobile node. Once delivered to the mobile
20 node, the requested hash information is formed, indicated by the block 134,
And, such additional hash information is returned, indicated by the segment
136, to the network part and routed to the sync server 24.
When delivered to the sync server, the additional hash information is -
compared, as indicated by the block 138, with locally-generated hash
25  information, indicated on the line 142. A determination is made, indicated by
the decision block 144, as to whether the data, of which the additional hash
information is representative, has changed. If not, the no branch is taken to
the end block 146. Otherwise, if a change is indicated, a fetch request is
generated by the sync server and communicated, indicated by the segment 148,
30 to the mobile node. Determinations are also made, also indicated by the block
138, of whether data is to be downloaded to the mobile node. Determinations

of what, if any, data is to be downloaded is based upon the type of

13



5 Once forned, the hash information is communi cated to the network part,

i ndi cated by the segnent 118, by way of the air interface, and routed to
the sync server. Once delivered to the sync server, the hash information is
conpared, as indicated by the block 122, with correspondi ng, |ocally-

gener at ed WA3K+PHFBY mati on, here indicated to be provisedchyposayisof the 10
segnent 124. A determ nation is nade, as indicated by the decision bl ock

126, as to Wh@héirbridations Mk R b DeFolrsetad ExLhd] g determ nation
is made as to t he Iocallyq}éener at ec?lt hg aﬁgléyh}]gl}r?r‘g%tbn and the hash

x
i nf or mat i on éﬁs?‘g‘é‘r“&ﬂa‘tedwf%be%%}‘haﬂ SPSPEFt 1 igus vbbWhen dedds arle

dissimlar. |fsehtre thambbildnddef @4a8d QN ek &s i ases are in
mat ch, the no branch is taken to th% elrz'lgg*)l ock. t(éaﬁlef\%vmﬁgetme% a m snmat ch

condition is i'Rdi®at ed, a request is generated, indicated by the segnent
132, requesting addnt:a mabrehash&smoamda&he P@%E‘stédﬁa{?eﬂ rIPLAyOEk of records

mai nt ai ned at he one or nore dat’abases mmi nt ai ned
at the nobile r&t}g chat gﬂfy '\98$B’)(‘/J‘kt152 PRLTERHBRS: dndienrtgbpethe segmang quest ed

hash i nf or mat i166h, uoshef ermd:ven natd; aliedhtibasd Raipbitod ks %ﬁﬁlrognﬁ@d g such
addi ti onal urned, j cated b e segnent 136, to
naskutRLOEIEL "?"cfk 136y §%‘é°“éé$€5rfq§ascn fofalsePkd to the

the network part and Troute
sync server, ticatigdirefundlto H&sﬂohthmﬁaahm@m tngCKisRay Bélingds | ndi cated by

the bl ock 1h38uouiit ihaGakd i SRS R T o an i PR RPN bl oGk 194,  as

line 142. uPerm nation
t o whet her t he datReview DWhe(messm sagietnté dinglamhiadibated MaoddreiasON i S

representativ - Lah ne branch is take t he end

bl ock 146. O %’g?eu@ag‘e"ﬁhggmg’éﬁ%n’“geﬁues“"ud"g" 8 LU SORvef SP%’h“V‘éaglﬁ’ééif theg

gener at ed by Fﬁ@hWF?@“%PV@FSSaﬁhIe wnmgmzela@xemb,rvarmdmpataed:ehwabm segnent

148, 30 to thﬁadﬁ@@bﬂo@ﬂ%@%‘ret@%fe‘iﬁ@r%{h'lg&gl Aefieled RallPAorn@liS0. | NI CaLEd bY
Svhl oade i

the block 138, of whether data is to be nObi | e node.
Det er mi natlf onény FHsmpiah betieeihe hagininformation ittsicatiownisagyed sirsettbeed  upon t he

type of 13 VIO,200Mh0IAGAS. REI CARDIBLOMLIL oS AR RBbAET | Ons that are to

be perforned. ExerIipI ary syhnehroni zati
he synchromzatlon server then requcbts the mobile node to start

sending hash information of all records of selected databases indicated to be
in a mismatch. The hash information that is associated per record is, for

20  instance, a hash of the key fields of a record and a hash of the record fields,
based upon field mappings.

The hash of key fields of a record is used for matching records of a
selected database at the sync server. The hash of the record fields is used to
determine whether there has been a change on the record content, which could

25 indicate a possibility that a content conflict resolution policy must be run.

If the sync server determines that a record’s changes at the mobile node
must be reflected at the sync server, the sync server requests fetching of the
record content from the device. The server then applies the content changes,
e.g., on the server. The fetch request for records depends upon the conflict

30  resolution scherme that is utilized. The server could as well reflect the server
changes by éxplicitly sending all required updates to the device if the conflict

resolution scheme calls for such updating.
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possibilities are noted below with respect to Figures 4-6. Wen data is to
be sent to the nobile node, data is, e.g., " piggybacked together with the
fetch request. 5 Once delivered to the nobile node, the requested data, if
any, is retrieved, indicated by the block 152 and returned, indicated by

t he segrreh’fomj?ﬁﬁ""q“o the sync server. And, the databae€Tieaxpdaned, as
appropriate, as indicated by the block 166. The segnent 168 is

representative of @¢i.94 e e node. And,
a change history |Ié}[l rltgﬁl;egKi}g%%qg&%gécgﬂ#d‘ﬁggwdg bet ﬁmﬁt{mgﬁé 172, to

mai ntai n a | i SERTRYFREEIOR Rac-WIHaTRe serRe (i mebibf nadh echress siyevsgoeHy at di agr am
i ndi cates t hatisdahafpas@oad fhfcefdma[»é ﬁﬁmhéd%?me é@éénén@%sﬂnﬁhq,%ew&ﬁ to the sync

server upon initiation of synchroni zat i on process. I'he synchronization
server conpar &¥ipigiged é&“a{f’é@ indicsted Py ghosipmen 1tgﬁe Idergeating ardee pf tiet h

| ocal | y- genser aleaenbash andf186 @licaid aétﬁs%nwldxtesmieabc&% ¥pfBed he hash
informati on i ndi cat ﬁs tb‘f‘ﬁ"fe sync server that _a part. cul ar database nust

be invol ved i HER'EY é’taftcﬁ‘?dﬁ}i“?)’é‘é@é" nofife here s oaputtiel drinkef ver t hen

requests the nmbé blﬁirﬂbﬁ@oﬂd@ tﬁé%ﬁﬂxcﬁem&bmd fh&\ampﬂzﬂé@a&mfl&&dof all records
of sel ected datab se d to.be ,in a msmatch. The hash i nformati on

that is associ&t® "% %rpd’ iy, settipgs, be), ?‘f‘i’s"c’éh‘?:%t erofi{hg Froptds fhe key fields

of a record amddaecharslha aba IQEIerpmaftdnfobﬁéﬁlcﬁierem&eﬁhnlgémﬂhafdcﬁﬂxdi mappi ngs.
The hash f kexﬂ{on {h s of a,r rd i records of a

e.server, ?9# T far e ]?hl ng
sel ected dat abage e rRyes yRad: st ¢ &P 8%%# ofork fsated cBnges frat ds i s used
to det erm nedaet eyt onhie mobas nbe e schanglthe fedohd dfelﬁid)ﬂidﬂwﬁﬁnt ent, which

could 25 i ndi i L &.500t ent confli ol ution pollcy
nmust be run. %@uﬁ%ge ge?%gécgep\;{é%/m {;‘ ee’rmr(riler?g%a’ie Ofnm“nrmaé tB‘a’si}hanges at the
mobi | e node mﬁs@at@ebyrtéélsmf@dla@ the sync server, the sync server requests

fetohing of the [RERAGS BANLEN s LOMM B5 Y58 scdNBoS GURhlgHy 20p! 1 es

t he content changes, e ser records
depends upgén @h@%dﬁﬁrhqagtamis@iemmlhﬁﬂlaoqhI&G:tveme!tthmbﬂlesmd@ tdcplednd The server

could as wel | b@loheflofdl&reSfU Oy, THARIEI3OVepfosPles Sharl ¥ 8 6ATh
required updatnes 0to t(r)]e dg%e |¥ tEe con?tf)ycg resf(l)ﬁtrutrleon scﬂlgg’rre calls for
such updat i ng! between the mobile node and the network. If there is a conflict of these

values, the conflict is resolved according to a conflict resolution scheme.
And, the areas 192 and 194 are representative, again, of record changes of
20 records that do not exist on the server and on the device, respectively, The
subset of the mobile node’s records, represented by the area 192, should be
reflected on the server and appropriate updating of the data contents of the
associated databases is effectuated.
Figure 6 illustrates a representation of a two-way synchronization
25  scheme, shown generally at 212, also representative of a scenario occurring
pursuant to operation of an embodiment of the present invention. Again, the
elements 184 and 196 are representative of mobile node and server records,
résPectivcly. And, the area of intersection of intersection 188 on shared
records of which conflicts thercbetween are resolved pursuant to a conflict
30 resolution scheme. Here, in a two-way synchronization procedure, the non-

shared records, indicated by the area 192 are written to the network-copy of
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14 WO 2004/ 070625 PCT/ CA2003/1100181 At |east three schenes are selectably
utilized. Figure 4 illustrates a representati on one-way sync server to

nobi | e node schenme, shown generally at 182. Mobile node records are

i ndi cated by the el ement 184. And, network maintained records are

i ndi cat ed WY 24878 5enent 186. Intersecting areas of theCBCANSH®MEE 184 and
186, indicated at 188, indicate shared record changes between the network

part and the nb®idsecin@d@atabise! PRCHhE S0 sHRBT dc6lds Hai dgth Lhgse shared
records, the c@gflict, is resolved, and updates are refle ted  accor di ng.to
Cc

conflict policy”&Et ¥THgE0 fheassocigicd dgpabrsge! gierraedibsrnadhe records is

updat ed. The area TB&ebgplicctaitiasesmOplabedN AMEMEBEH A, thandswikhat do not 10
exi st on the Sery. rea 194 regresent net wor k | ocated changes

AH0 erI:'BeAcnd§ }{%hlg% is fsi c icated o he 3d
that do not Exrst on the @ mMeEQR is fysbcuyptated otesdhe aigor ds of t he

net wor k  stoulivtetfecerte frlake tpediminatytietcrmbiali®nsnIdthe B aRr Rt HABIUR qat ed
thereto, indi ed. he segnent 19 Figure S illustrates a one-way sync
to server scer’}rga?(lgho,ltgé%%/\nalnogteeﬁeﬁhﬁlbf ng@ rﬁ‘ﬂlg’?é??‘”l‘-@}eea,“ infeafaRe tapditent s~ 184
and 186 repr esesit datrbiikagiono theredwed relsiiand infoghmnkxbRGQE deguire@spect i vel y.
The area 188 1 record changes between the nobile node and
t he networ k. I(:?’R{eﬁgﬁgglﬁlgﬁ%%ggﬁﬁ ?’getm%(fnst hese values, the conflict is

resol ved accor di nglheopraviounfdsciptionssied aftirefarrsd benmples fAndnplthentazeas 192 and
194 are repre I \LE, ' f cord.chan of 20 records .that do not
exi st on tei Pe z%}bg%dn\gﬁblmgﬁﬁ% E%Opgé)\fngh%é?ve’rngg%g’(’: ?@'é?ty“.ecelsﬁ%“ ygjﬁg%ie of the
nmobi | e node' s bY daepsriptiepr Esesvopelobtjie plreemimantioRis dolined tybtle refl ected on
the server ang,aRREPPLIALe updating of the data contents of the associated
dat abases is effectuated. Figure 6 illustrates a representation of a

t wo-way synchroni zation 25 scheme, shown generally at 212, also
representative of a scenario occurring pursuant to operation of an

enbodi nent of the present invention. Again, the elenents 184 and 196 are
representative of nobile node and server records, respectively. And, the
area of intersection of intersection 188 on shared records of which
conflicts therebetween are resolved pursuant to a conflict
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30 resolution schenme. Here, in a twd-way synchronization procedure, the
non- shared records, indicated by the area 192 are witten to the

net wor k- copy of 15 WD 21104/ 090625 PCT/ CA2003/ 000181 the associ ated

dat abase. And, the non-shared records indicated by the area 194 are
witten to the associ ated dat abase of the nobile node. Thereby, the

dat abases are placed, and maintained, in match with one another. Because
hash information is first communi cated over the air 5 interface to nake
prelimnary determ nations of whether the databases are in match with one
anot her, the bandwi dth required upon the air interface to nake such
determ nations is reduced relative to information exchange required of
convent i onWsydetiioni zati on operations. The previous descriptions are of

preferred exanpj es Tt b pph SRR A8 o bl BYATHAMa ARY e SHORR Of Lhe
i nvention should not gcessarllyabe imted by I'S descrFiption. e scope
of the pregenmaintematat deast 8 ndefonkechbdyyfitshdatabetd owitaigid datagornihig\ae cl ai m

1. tus. f di i cati ten ' t K t that
i ki e S GLARL RRRR. L BBy THIPaE (A BDALT LOrear W CUSERPY or i ng a

series of gakdAafB6& Sntainth@dMaFbhRinpodgrtdlialf dued dcatkdys tad dA@ast data
nobi | e-copy first database containing data formng a series of data

records, tieoyktod thaacirrri-copgcdddde srotilfecqin Mo R-TE6hgatabdFct he nobi | e- copy
of the fir i . _ ks ¢oRy and
the mobi | 6oEBy ab LR PP b Bl e R S P A M Rob O g Wil FORY 20
appar at us daabsselaec tmiplaychawitbranegnbtier, daidaapphrats faasicodridy eiteting the

ol ace t he SRkt RbPid e e e et et rbceBl e R e a PR EET S o
appar at us t@IphiaBhstdo Hab@te generiatefy enbad edbat-cbpe imabittie winbdachnd

adapted to receive representations of at |east the nobile-copy of the at
| east the HPFistaidAPRBELRS CARPHSINGash generator sel ectably form ng both

checksums and haghnvahbesor 6380MmeE e thPmobile node and adapted to receive
representations of at least the mobile-copy of the at least the first database, said
hash generator selectably forming both checksums and hash values responsive to
the representations provided thereto, a checksum being formed first for
communication to the network part from all of the records in the first database in
the mobile node, a first hash value being formed for communication to the
network part from a first set of records from the first database and a second hash
value being formed from a second set of records from the first database, the first
and second hash values being formed upon the mobile node’s receipt of a signal,
which indicates that a determination was made by the network part that the
checksum did not match a checksum formed at the network part from records in
the network part that are supposed to match the first set of records in the mobile
node, the first and second hash values being more computationally intensive to
determine than a checksum,

wherein a match between a mobile node-determined checksum and a

network-part determined checksum indicates that the mobile copy of the first

database matches the network copy of the first database; and
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the representati ons provided thereto, a checksumbeing fornmed first for
comuni cation to the network part fromall of the records in the first

dat abase in the nobile node, a first hash val ue being forned for

comuni cation to the network part froma first set of records fromthe
first database and a second hash value being fornmed froma second set of
records fromthe first database, the first and second hash val ues bei ng
formed upon the nobile node's receipt of a signal, which indicates that a
determ nati on was nmade by the network part that the checksumdid not match
a checksum forned at the network part fromrecords in the network part
that are supposed to match the first set of records in the nobile node,
the first and swhogth havhmatshheswbed agatdleanadtsniriempingd ahesksum @ikt ve to
det er mi ne i.N..a | Jool =det erm ned
checksum aﬁﬁ@grﬂﬁgpﬁgﬁm?w%&%@% g@‘%%e?i%ﬁﬁn&% ief:gg%élstﬁf Eggl e}tlzﬁg nobi | e
copy of t healfie fatmeddiat thb asehiatctremd heometpoadingchpy hosh vilec ffomsed tat abase;
and 17 wherein a nmisnmatch bet a. [ node- det erm ned checksum and a
ot wor k- palE LY R bt HCK S B QAeBS R FHT BLREEH t he T ot
hash val ue forgggeima bi1emaRRAI HeewBAIE natlllean R d26RVINGH BBcdlsust aipsh val ue
formed in the network part indicates that the first databases ymatch each

other; andSiheriepartaleiratiae pheskewndnlla™edim %mﬁ%@%é’@@’i"?ﬁ“ﬁé‘ﬁ feplecksum and
a networ kl%a%ﬁr\}ah%e#o?&%gﬁ?lﬁgi}ﬁgﬁﬁgﬁd}é%hh%"@ﬁirctéﬁogdi sivet ghypbehveen the

first hash value forne e node an corresponding first hash
val ue f orfmeded mn threnetetonb plrtpadicaiendhaghe dirshdatabdses hia out afanatishyash ar e
out of matchhvvith, each other; and a content retriever enbodied at the
nobi | e nod&’ s?é]i“a’é% tent retriever for retrieving data fromthe

nobi | e- co!coy of _et&tﬁalta@t dg_ﬁ@&te_rtehﬁ’oﬁierdsdt tgatnaiba;ﬁzendmosaiﬁmntmigbétlrimaﬁﬂﬂ' s
recei pt of a, sign i ndicating.that a determ natio S e at the

net wor k pdtrighng %ﬁ ot m&gwpgppa’n%f 'glﬁélt henst F@-Q%\A@a 8SOEROb gt ch,

the data pebild R¥&HsPYcapi & £ORhENIdIGHMLAYE o HSer s AR AL hade hohkhe
network part, to be used to match the network-copy and the nobil e-copy to

each ot hernet@orkrpast &gidhanevak-wipaiand thomerlencepi arehiad Iof geatedi.dber

generat es ota}eaeretrieved by said content retriever for communication to the network part, to

be used to match the network-copy and the mobile-copy to each other.

2. The apparatus of claim 1 wherein said hash generator generates the
hash values responsive to an internal triggering event, occurrence of which is

detectable at the mobile node.

3. The apparatus of claim I wherein said hash generator generates the
hash values responsive to an external triggering event, occurrence of which is

detectable at the mobile node.

4, The apparatus of claim 3 wherein said hash generator generates the
checksums upon detection of the external triggering event, indications of
occurrence of which is detectable at the mobile node and wherein said hash

generator generates the hash values responsive to determination of mismatch of
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hash val ues responsive to an internal triggering event, occurrence of which
is detectable at the nobile node. 3. The apparatus of claiml| wherein said
hash generator generates the hash val ues responsive to an external
triggering event, occurrence of which is detectable at the nobile node. 4.
The apparatus of claim3 wherein said hash generator generates the
checksuns upon detection of the external triggering event, indications of
occurrence of which is detectable at the nobile node and wherein said hash
generator generates the hash val ues responsive to determ nation of m smatch
of 18 the checksum val ues, generated by said hash generator, with a

net wor k- cal cul at ed checksun1 5. The apparatus of claim4 wherein each data
record is thercteeksm velues,deenicrreedibly Agiddiash egseragor Wit a Relyvarkel d and at

| east a fi o] d, and wherein the hash val ues sel ectably

gener at ed %§&ﬂ5&§ h@c lgrcllanerator are formed of values of the at |east the
first key f|eId. 6. The apparatus of claim5 wherein the determ nation that

the network-copy a Yy e_out mat ch r esponsi ve
Lo vl oee " b7 CORY Pothd Oeret pEs O RbEred bafl a8 F s RORAE NS key
field. 7. flhas ampadhatgw& J@dst alfaknkdy MBRI @idnattlbest diafliat F&lord Eebd] aJayl said

content retriever nprises both the at | east .the first key feld and t he

at | east t¥Weereiy g haaatvalqeééskatahbéganeretedﬁvesaa%a‘flh&me%tprérf‘a LS ur t her

conpr|5|ngﬂ¢%mg§&y@kngmggggq%gtk@ ree¢ei ve val ues of the checksuns
generated by said h generat or, sald determ ner for determ ni ng whet her

the val ues of the checksuns generated by the hash generator correspond

wi th | ocal Iy~ geper atag , £egheURBiay ANy Ack SANRSE ALE AURLA hdiAneai d

determ ner to receive 1ndications e erm nations made thereat, said
request or mtwedt-abpy afidthe mqbésicbpy aaddutt éfomaich is mianiterraspcnm\aas@wlmsed with
t he nobil e- t he f|r g appar at us of

cl'ai m s witr B RethEt e Fermsia P AaMAGTghe of feRet e K2y fic]

7. The apparatus of claim 5 wherein the data retrieved by said content
retriever comprises both the at least the first key field and the at least the first

data record field.

8. The apparatus of claim 1 further comprising:

a determiner adapted to receive values of the checksums generated by said
hash generator, said determiner for determining whether the values of the
checksums generated by the hash generator correspond with locally-generated
checksums; and

a requestor coupled to said determiner to receive indications of
determinations made thereat, said requestor selectably for requesting additional

information associated with the mobile-copy of the at least the first database.

9. The apparatus of claim 8 wherein the additional information
requested by said requestor comprises a request for the mobile node to deliver

hash values to the comparator.
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requested by said requestor conprises a request for the nobile node to
deliver hash values to the conparator. 19 10. The apparatus of claim3$8
wherein the additional information requested by said requestor conprises a
request for the nobile node to deliver values of at |east portions of the
data records. 11. The apparatus of claim 10 further conprising a conparator
adapted to receive the values of the at |east the portions of the data
records responsive to the request therefor to the nobile node, said
conparator for conparing the values with corresponding val ues of the

net wor k-copy of the at |least the first database. 12. The apparatus of
claim1l 1 further conprising a database val ue dater coupled to said
conpar at or, saldodafaﬁaﬁﬁmvﬁpaéfQb@aﬁéwhgéﬂ@@Ma%ﬁvhomﬁeﬁ&bﬁﬁﬂpéspon5|ve to

conpari Sor}%g[{%?&% Eg s?r@blgﬁﬁgéwra&?rﬁﬁxés%s a Pé tuggt f%& tﬂ %%Ellg'ﬁgﬁe g@%ﬂ@i {/ee%cor d of a

sel ected on e-Cco east the
first dat albdses oﬂa&.leidn@oam@&ratms dafa trlcarcm. 12 V\/nerel n sai d dat abase val ue
updater operates pursuant to a selected conflict resolution protocol. 14.
A met hod of comunicating in a radi o comunication system having a network

part that maintains Ehengipaedts 6£>pi>auﬁf1OafufriHesfcoﬁl@hab@s@corﬁpmaairrﬂdmgwdat a
formng a series of data records and a nobil e node that nmintains

mobi | e- cop§ T6fC1VhENG YHlues ahtherddeast b BOHIONG oAk addBrRTHYS ACPeRFINE th dat a
records, tie rgalat aﬁ%ﬁé?k@tﬂ&ﬁ%@@ nBlic,t A% BEH a%r%?y,oﬁ‘i‘ﬁgrlh gndobi | e- copy

of the first database, respectively, correspond when the network-copy and
the nobi I\@lwp\yltbfcomepdndmsg vaacabbshe seteork-cony of thvi atlcavighadosther, sai d
met hod fonitgngctably altering the data of the network-copy and the
nobi | e-copy of the first database to place the network-copy and the
nmobi | e-copy in natch with each other, said nethod conprising 20

sel ectabl y send first hec{ m rﬁg?%$e nobi. e & gﬁ net wor k
part, the flrst e KRS ARPBEATRYO @ﬁFB 2\ eﬁgoﬁpnénﬁfb APRE IS A cont ai ned
in the updater couplcd to said comparator, said database value updater selectably

operable responsive to comparisons made by said comparator to alter at least one

data record of a selected one of the mobile-copy and the network-copy of the at

least the first database.

13.  The apparatus of claim 12 wherein said database value updater

operates pursuant to a selected conflict resolution protocol.

14. A method of communicating in a radio communication system
having a network part that maintains a network-copy of a first database
containing data forming a series of data records and a mobile node that maintains
a mobile-copy of the first database containing data forming a series of data
records, the data and data records of the network-copy and the mobile-copy of
the first database, respectively, correspond when the network-copy and the
mobile-copy of the first database are in match with one another, said method for
selectably altering the data of the network-copy and the mobile-copy of the first
database to place the network-copy and the mobile-copy in match with each
other, said method comprising:
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nobi | e-copy of the first database; conparing, at the network part, the the
first checksumsent fromthe nobile node with a correspondi ng second
checksum that was cal culated fromall of the data in the network-copy of
the first database; and selectably requesting a first hash value fromthe
nobi | e node, which is determned froma first set of records in the
nobi | e-copy of the first database, and selectably requesting a second hash
value fromthe nobile node, which is determ ned froma second set of
records in the nobile-copy of the first data base, the first and second
hash val ues being determ ned in response to a determnation that the first
checksum does not match the second checksumthe first and second hash

val ues requi ri niglessrpusendioaal fisst gbeekssomposx theompbilanpdn ta Hematwerk j r st

checksum x?fﬂ-?, tB% ri3bt c%%@ﬁ{iﬁx’g %ﬁ%&gﬁ?@%ﬂ%ﬂ%@%‘fﬁﬁ% mtﬁ%idﬁ& &Qh%ﬁ%gg? Pﬂe each

ot her in the ’network par eterm ne er the e copy and
t he netwomkbidopypaonéthinfinatdatubase;out of match with one anot her when said

first and second checksu mat ch on ngt her or, do not ch .one anot her.
15 “The. et hod GEEF Henf ey IFLY Rk SOonBEILT et b Gt ArTGHETORe - sendi ng
the first 208i1s86806ithasory@&dpdadiny QbhdehsmRimehaodes tolchheed netv@it k part;
conparing, at the network part, the first and second hash values fromthe

mobi | e nodk, the dlatoinslas pehupigednyr aft tharfirssélaberehash val ues deternined at
the network pasreiec.téaoé?}&{mtsﬁﬂ% Qq{iﬁé’?ﬁgsl‘jfh@asinc Y%lny Hboi BH@T{@@CE%S node and
cating e a

the network part in hat t Irst t abases 1n the nobile node
and net wordetenpaned firoen edtrstofet mitredurdaidtizehebilabbyy 0é thuebtst ngtabast.east
portions of th ile-co of the first . database to..be gent, to .the

et wor K pett SIEVBL B SRUE e A-ichoh P b AL Do Rty YRk g

oper ati on @fe@QRP@fionga Rasdhdvah bESecodds Lbtheliigbin@ibpgd odthecti gt Riafbbdsar t her
conprising the operations of sending portions, of the nobile-copy of the
first datdhaddstyd eonehapt kalyss PeinEsiaPFE N FREPPBIY 1oGhETIEF FRE Chobi | e
copy of theaf inkSirsfalAREPE L h¥ehRek e é@gonc§?ﬂh%k99ﬁrtﬁﬁ irgs ffd &RBFENG with

correspondi ng portions of the network-copy of ] ‘
hash values requiring computationally more complex computation than the first

checksum, the first checksum and second checksum being compared to each
other in the network part and used to determine whether the mobile copy and the
network-copy are in match or out of match with one another when said first and

second checksums match one another or do not match one another.

15.  The method of claim 14 further comprising the operations of:

sending the first and second hash values from the mobile node to the
network part;

comparing, at the network part, the first and second hash values from the
mobile node, to corresponding first and second hash values determined at the
network part, a mismatch between hash values from the mobile node and the
network part indicating that the first databases in the mobile node and network
part are out of match; and

selectably requesting at least portions of the mobile-copy of the first
database to be sent to the network part in response to hash value comparisons

made during said operation of comparing hash values.
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first database, and selectably causing overwiting of the portions of a

sel ected one of the network-copy and the nobil e-copy responsive to

conpari sons nade during said operation of conparing the portions of the
nmobi | e-copy. 17. The nethod of claim 16 wherein the selected one of the

net wor k- copy and the nobile-copy of which the portions thereof are

sel ectably caused to be overwitten is selected according to a conflict
resol ution schene. 18. The nethod of claim 17 further conprising the
operation of <creating a change-history by indicating overwiting of the
portions selectably caused during said operation of selectably causing. 22

16.  The method of claim 15 further comprising the operations of
sending portions of the mobile-copy of the first database to the network part,
comparing the portions of the mobile copy of the first database delivered during
said operation of sending with corresponding portions of the network-copy of the
first database, and selectably causing overwriting of the portions of a selected
one of the network-copy and the mobile-copy responsive to comparisons made

during said operation of comparing the portions of the mobile-copy.

17.  The method of claim 16 wherein the selected one of the network-
copy and the mobile-copy of which the portions thereof are selectably caused to

be overwritten is selected according to a conflict resolution scheme.
18.  The method of ¢laim 17 further comprising the operation of

creating a change-history by indicating overwriting of the portions selectably

caused during said operation of selectably causing.
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