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al-1
<?xml version= “1.0" encoding= “UTF-8" 7>
—root> _ u
—<{site id= “relay-server—1@abc. net” }511_1
name= “RELAY SERVER 17 stat= “active” >J>~——

<node div= “software”  ~N513-1
group= “20070402133100@reiay-server-1. abc. net” E19-1
id= “client—1@relay-server-1. abc. net"” —_
name= “CLIENT 1”7 site= “” />

Usite> “N514-1
</root>
} . . ~a]-2
<{?ml version= “1.0” encoding= “UTF-8" 7>
~<{root>
—<site id= “relay-server—-2@abc.net” }511_2
name= “RELAY SERVER 2" stat= “active” >J——=

{node div= “software” ~N513-2
group= “20070402133100@rel ay-server—1. abc. net”
id= “client—2@relay-server—2. abc. net”
name= “CLIENT 2" site= “" />
{/sited “N514-2
</root>

512-2

FIG. 4
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42

{?xm! version= “1.0" encoding= “UTF-8" standalone= “no” >
—root> _

—<group id= “20070402133100@re|ay-server—1.abc. net” }421

lastmod= “20070402133100" name= “GROUP 1" > —

{site id= “relay-server-1@abc. net” /> }422
{site id= “relay-server—2@abc. net” /> ==
<{/group>
{/root>
) 52
<?xm! version= “1.0" encoding= “UTF-8" 7>
—<{root)>
—site id= “rélay-server—1@abc. net” }521_1
name= “RELAY SERVER 1" stat= “active” >J——
<node div= “software”
group= “20070402133100@relay-server-1. abc. net” 5991
id= “client-1@relay-server-1. abc. net” —
name= “CLIENT 1" site= "“" />
{/site>
—<(site id= “relay-server—2@abc. net”
name= “RELAY SERVER 2" stat= “active” > 52122
<node div= “software”
group= “20070402133100@relay-server—1. abc. net” 5990 -
id= “client-2@relay-server-2. abc. net” - e
name= “CLIENT 2" site= “" />
{/site>
{/root>
02
{?xm| version= “1.0” encoding= “UTF-8"
—<root>

<node div= “software” '

_ group= “20070402133100@re|ay-server—1. abc. net”
621 T~ rfode addr= “" expr= “0" —~ 622

id= “client-1@relay-server-1. abc. net”

name= “CLIENT 1" pass= “client-1" port= “" />

</root> 623
. 12
{Mxml version= “1.0" encoding= “UTF-8"
—<root>

<node div= “software”
group= “20070402133100@re|ay-server—1. abc. net”
121 ~ node addr= “" expr= “0" ~ 722
id= “client—2@relay-server—2. abc. net”
name= “CLIENT 2" pass= “client=2" port= “" />
{/root> M 723

FIG. 5
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42

<?xml version= “1.0" encoding= “UTF-8" standalone= “no” »
~{root)
-<graup id= “20070402133100@relay—server—1. abe. net”
astmod= “20070402133100" name= “GROUP 1" >
{site id= “relay-server—1@abc. net” />
<site id= “relay-server—2@abc. net” />

<{/group>
</root>
03
<?xml| version= “1.0" encoding= “UTF-8" 7>
—<root>

-<{site id= “relay-server-1@abc. net”
name= “RELAY SERVER 1" stat= “active” >
<{node div= “software” 5331
group= “20070402133100@re] ay-server-1. abc. net” 532
id= “client-1@relay-server—-1, abc. net” =1
name= “CLIENT 1" site= “relay-server—1@abc. net” />
<{/site> N 5341
—<{site id= “relay-server—2@abc. net”
name= “RELAY SERVER 2" stat= “active” >
<node div= “software” > 533-2
group= “20070402133100@re|ay-server-1. abc. net”
id= “client-2@relay-server—2. abc. net”
name= “CLIENT 2” site= “” />

631 -

21

{/site>
{/root>
63
{?xml version= “1.0" encoding= “UTF-8" 7>
—<root>

<node div= “software”
group= “20070402133100@relay-server—1.abc. net”

+— node addr=

~ node addr= “200.1.10.1" expr=_ “1213935960484"
id= “client—1@relay-server—1.abc. net” 632
name= “CLIENT 1" pass= “client-1" port= “5070" />
{/root> N 633
12
<Mxml version= “1.0” encoding= “UTF-8" >
—<root>

<node div= “software”
group= “20070402133100@re|ay-server—1. abc. net”
£L Y expr: {IO”
id= “client—2@relay—server-2. abc. net”
name= “CLIENT 2" pass= “client-2" port= “" />

{/root> 723

FIG. 6
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141
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o

—root> _ _

—<group id= “20070402133100@re|ay-server-1. abc. net”
lastmod= “20070402133100” name= “GROUP 1" >
<{site id= “relay-server-1@abc. net” />
<{site id= “relay-server—2@abc. net” />

{/group>
<{/root>

<{Mml version= *1.0" encoding= “UTF-8" standalone= “no” >

54

<{?xml version= “1.0" encoding= “UTF-8" %>
—{root>
—<site id= “relay-server-1@abc. net”
name= “RELAY SERVER 1” stat= “active” >
<node div= “software” > 543-1
group= “20070402133100@re|ay-server~1. abc. net”
id= “client-1@rejay-server-1. abc. net”
name= “CLIENT 1” site= “relay-server—1@abec. net” />
{/site>
—{site id= “relay-server—2@abc. net”
name= “RELAY SERVER 2" stat= “active” >
<node div= “software” = 543-2
group= “20070402133100@re | ay—server—1. abc. net”
id= “client—2@relay~- server— 2. abc. net”
name= “CLIENT 2” site= “relay-server—2@abc.net™ />
{/site> SN 5442
</root>

242

-2

8

hY

{?xm! version= “1.0" encoding= “UTF-8" 7>
—<root>
<node div= “software”
group= “20070402133100@relay-server-1. abc. net”
~— node addr= “200.1.10.1" expr= “1213935960484"
id= “client-1@relay—-server—1. abc. net” ’
name= “CLIENT 1” pass= “client-1" port— “5070" />
<{/root> 633

ek

hY

<?xml version=‘ 1 0 encoding= “UTF-8"
—<root> ,
<node div= “software”
group= “20070402133100@relay-server-1. abc. net”
~ node_addr= “210.10.20. 1" expr= “1213935978484"
id= “client-2@relay-server-2. abc.net” 742
name= “CLIENT 2” pass= “client-2" port= “5070" />

<{/root> 743

FIG. 7
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_ s _
“1.0" encoding= “UTF-8" standalone= “no” 7>

{xml version=
-<{root>
-<{group id= “200704021331008relay-server—1. abc. net”
lastmod= “20070402133100” name= “GROUP 17 >
<{site id= “relay-server—1@abc. net”

lan= "200. 1.10. 0/24" /> 452

{site id= “relay-server—-2@abc. net”

lan=_“210.10. 20. 0/24" />

{/eroup>
<{/root>
. /‘54 ~
xml version= “1.0" encoding= “UTF-8" 7>
—<root>

—<site id= “relay-server—1@abc. net”
name= “RELAY SERVER 1" stat= “active” >
<node div= “software”
group= “20070402133100@relay~server-1. abc. net”
id= “client-1@relay-server—1. abc. net”
hame= “CLIENT 1” site= “relay-server—1@abc. net” />
<{/site>
—{site id= “relay-server—-2@abc. net”
name= “RELAY SERVER 2" stat= “active” >
<node div= “software”
group= “20070402133100@relay-server-1. abc. net”
id= “client—2@relay-server-2. abc. net”
name= “CLIENT 2” site= “relay-server—2@abc. net” />

{/site>
</root>
. ) /63
<{?xml version= “1.0" encoding= “UTF-8" 7>
—<{root>

<node div= “software”

group= “20070402133100@relay-server~1. abc. net”

~ node addr= “200.1.10.17 expr= “1213935960484"

id= “client-1@relay—server-1. abe. net” o
name= “CLIENT 1” pass= “client-1" pqEEf “8070" />

631

hY

<{/root> 633
| | 14

<{?xm| version= “1.0” encoding= “UTF-8" 7>

—<{root>

<node div= “software”

group= “20070402133100@re | ay-server-1. abc, net”
741 1~ node addr= “210.10.20. 1" expr= “1213935978484"
id= “client-2@relay-server-2. abc. net” 742
name= “CLIENT 2” pass= “client-2" port= “5070" />

</root> 743

FIG. 9
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561

<?xml version= “1.0" encoding= “UTF-§" 2>

—<root>
—<site id= “relay-server—1@abc. net” |
561-1

name= “RELAY SERVER 1" stat= “active”
lan=_"200.1.10.254” >
<node div= “software”
group= “20070402133100@relay-server—1. abc. net”
id= “client-1@relay-server-1. abc. net” ‘
name= “CLIENT 1” site= “relay-server—1@abc. net”
lan= “200.1.10.1" />
{/site>
{/root>

0621

962

<?xml version= “1.0" encoding= “UTF-8" >
—<root>
—<site id= “relay-server—2@abc. net” }
name= “RELAY SERVER 2" stat= “active”
lan=_“210.10, 20. 254" >
<node div= “software”
group= “20070402133100@relay-server-1. abec. net”
id= “client-2@relay-server—2. abc. net”
name= “CLIENT 2" site= “relay-server—2@abc. net”
[an= “210.10.20.1" />
{/site>
{/root>

061-2

062-2

FIG. 10
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45

{xml version= “1.0” encoding= “UTF-8” standalone= “no” 7>
~root>
~<group id= “20070402133100@relay-server-1. abc. net”
lastmod= “20070402133100” name= “GROUP 1" >
{site id= “relay-server—1@abc. net”
lan= “200,1.10.0/24" />
{site id= “relay-server—2@abc. net”
lan= “210.10.20.0/24” />

</group>
{/root>
— el _
<xml version= “1.0” encoding= “UTF-8" 7>
—<root>

name= “RELAY SERVER 17 stat= “active”
lan= “200.1.10.254" >
<node div= “software”
group= “20070402133100@re|ay-server—1. abc. net”
id= “client~1@relay-server—1. abc. net” 5721
name= “CLIENT 1”7 site= “relay-server—1@abc. net”
lan= “200.1.10.1" />
{/site> :
—<site id= “relay-server—2@abc. net”
}571—2

—{site id= “relay-server—1@abc. net”
571-1

name= “RELAY SERVER 2" stat= “active”
lan= “210.10.20. 254" >
<node div= “software”
group= “20070402133100@re!ay-server-1. abc. net”
id= “client—2@relay-server-2. abc. net” 572-2
name= “CLIENT 2" site= “relay-server—2@abc. net”
lan= “210.10.20.1" />

{/site>
{/root>

63
NO CHANGE FROM FiG. 9

14

NO CHANGE FROM FIG. 9

FIG. 11
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( START )

h 4

5101~ SET OTHER-END RELAY SERVER

'
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S103
IS ROUTING
FUNCTION OK?

YES

5104 —~ TRANSMIT ROUTING COMMAND

v

5105 -~ ACQUIRE NETWORK ADDRESS

v

5106 —~ UPDATE GROUP INFORMATION

y

$107 — ESTABLISH ROUTING SESSION

3

5108 —~| START ROUTING FUNCTION

S109 Y
IS ROUTING

FUNCTION OFF?

5110~ DISCONNECT ROUTING SESSION

'

S$111—~ UPDATE GROUP INFORMATION

”

C END D)

FIG. 12
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( START )
v

S201 —~ ANALYZE PACKET
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STORAGE UNIT

~s125
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GROUP
GROUP CONFIGURATION ROUTING PATTERN

RELAY SERVER 12 |RELAY SERVER 12 — RELAY SERVER 23

rtid=0001)
GROUP1 SER - (
RELAY VER 23 RELAY SERVER 12 — RELAY SERVER 812
RELAY SERVER 812 (rtid=0002)
RELAY SERVER 12 |RELAY SERVER 12 — RELAY SERVER 822
RELAY SERVER 822 -RELAY SERVER 832
GROUPZ RELAY SERVER 832 (rtid=0.003)
RELAY SERVER 12 — RELAY SERVER 842
RELAY SERVER 842 (rtid=0004)
46
<Txml version= “1.0” encoding= “UTF-8" standalone= “no” 7>
—root>

~{group id= “20070402133100@re!ay-server—1. abc. net” \ 4c
lastmod= “20070402133100” name= “GROUP 17 > —
{site id= “relay-server-1@abc. net”
fan= “200.1.10.0/24 rtid= “0001, 0002" />
{site id= “relay-server-2@abc.net” 463
fan= “210.10.20.0/24 rtid= “0001” /> 462
{site id= “relay-server—3@abc. net”
lan= “220.0.100.0/24 rtid= "0002” />

<{/group> 1\ 463
</root>

FIG. 20




20/22

sl

<?xml version= “1.0” encoding= “UTF-8" standalone= “no” 7>

—<root>

~Cgroup id= “20070402567800@re|ay—server~1.abq.net,"}_w1
lastmod= “20070402567800" name= “GROUP 2" > —
{site id= “relay-server—1@abc.net” .
lan= “200.1.10.0/24 rtid= “0003, 0004" />
{site id= “relay-server—4@abc. net” ‘-473 .
lan= "230.10.5,0/24 rtid= "0003" /> 41z
<site id= “relay-server—5@abc. net”
lan=_“240.10. 10.0/24 rtid= "0003”" />
{site id= “relay-server-6@abc. net”

lan= “250.0.10.0/24 rtid= “0004" /> y
</group> 473

</root>

FIG. 21




51102 —~ EXTRACT RELAY SERVER

Y

51103 —~ TRANSMIT ROUTING COMMAND

y

51104 —~ ACQUIRE NETWORK ADDRESS

v

S1105 —~ UPDATE GROUP INFORMATION

v

51106 -~ ESTABLISH ROUTING SESSION

51107
IS ESTABLISHMENT

OF ROUTING SESSION
COMPLETED?

S$1108 —~| START ROUTING

S$1109 .
IS ROUTING
FUNCTION OFF?

S1110 —~ DISCONNECT ROUTING SESSION

v
S1111 —~ UPDATE GROUP INFORMATION
v
(C END )

FIG. 22
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C START )
v

ANALYZE PACKET
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