Title: REGION-BASED SECURITY TECHNICAL FIELD [0001]The subject invention relates generally
to computer systems, and more particularly, relates to systems and methods that provide security to a
subset of objects based on a region descriptor for the subset in order to mitigate data propagation and
storage requirements of classical object inheritance hierarchies. BACKGROUND OF THE INVENTION
[0002]Modern commercial database design includes a host of complex data considerations involving

how to store, manage, and manipulatgigoerraNSHA date sEeehrdata often includes intricate
relationships to other data such as in an object tree providing inheritance properties between various

objects. These types of relationships often conmgieaiedhe effiient design of databases and
components to E@aﬁge such data. For example, %%e aspect to the database desgn process lies in

understanding t y a relatl RS ARSHIVE T RS NP ST A Y ST S PR MR Gaind
accurately proviggtisasslyitbl #do tafsema st aRasedenbar pm vide dscia idc e s (iBsés dflatjacadout
different subjects stored in separate tables. For example, one table may qnly store facts about
erployees, ancANRBALI R A5 THRPE Yo 1 SERED A T8 B G ORGP Hor sorme
other corporate siatigs rajhieenisitddatessibgisshfactineeithese aigeireatizally combined and presented
in many different ways. For example, users m rint reports that combine facts about employees and
facts about sales. [0003]Generally, t%@&&ﬁ%ﬁ&’ogfm%ﬁﬁcw lg)Blroken down in some order
such as separat@godjjects in yMivaernycantriérenlddataBasrHgadrrRindisteuines dupupkedijects are
related. These progrgms often include a relational database qﬁﬁﬁbusip%ﬁﬁ@common dataﬁﬁtse

language such ZOTBIRGLAIIRS BN IR S P 8h AT L AT R BT G EE ATOLES B R 1o data,

several decisiorguaheliasusiiynadiedas iiarichichdidpeashi siata ctreromasiadh @i hoovhgesthrdata should
be organized. For insdiance th?se decisions mﬂz‘# include.determiningige sg{)‘é)e o} a database to
|

decide which ddt=¥d ?Qrg‘h‘?g aiireArnedln Wﬁ‘?& Wé'?gﬁl(é@?%%d Nisj information into
separate subjeatslagionbhiiss Frapyepeltan teerdefisitrit debipubfetitabistsendeomiaients the database.
Other aspects include detgjqrmi in resgectile fields that arﬁanﬁed%{gjl intgprder to decide what

fe. HAYR R

information to stOA8qH%eH PAERLER %)c%e@Pﬂ%rm A RAIREE3 Hedd and is
displayed as a aoltersianding tabdieay-arreitinmgldatabastieldnagaménnpysieeesttriielaauliide Last Name;

another could befFire ﬁate.gb«notré%' E)nsideéation IS de}ermirtle relaé;%%ghi%)s such as deciding how
data in one tabl&TSTEIAR G0 e EEYIRGHEr tabfRL BESTHEIL Sheh LI AEI ALY BB ES Gt Create
new tables to clacifysthiaor| &dmnashiips: diffieeressdiyctOQ0rET eseparatsealdeal camexamplifaliethat may
be encounteredt qe%desi ningra gattab?}se Trp]efe grobleénshc nrcE%# e data%f b? ha]{dir to use and
maintain. These A%y TRAIOHE KRG Gn 4Rt EHHRYS tar§edICDEr BPfRMERAPGIRTE A S ate to the
same subject. FegaxkingEaeoren dathbe wiigirttabletaforfields pewasumptatecostiteneWizeanweihgs fields that

contain sales inf]orm ion.]AI§o it it%oftert maore elfficient if each (tiable C rel(ﬁalins datadg%%rr%ng only one
y

. M Tk facts are hen autdmatcally-combined Andnress man
subject. In other cases, over 244G 1S TR RSO E B iRterioraly R BAEMH many records

because they argayst &ppkgalyiplt¢o iteysenagcorids rdiug Libabtyipiecikdtsadtitat Geipbpedoagdn another

table. Redunda?c IS anqthefrsoroblem when a large number of tables, many of which having the same
: actsabout sales. -
fields. For example} when separating tables for January sales and February sales, or for local

customers and [0603 custorersrallyyhictetigne idatabash nofontstooe isfliifekaadusvty pesofiaformation.
Thus, one technigye 15 GPRSISRARA A A0R I IRRIIO LR RN SR A A AHPIRGEIM RS table.
how the subjects are related. These programs often include a relational database
query using a common database language such as Structured Query Language (SQL).
Before such languages can be applied to data, several decisions are usually made as to
which types of data are important and how such data should be organized. For
instance, these decisions may include determining the scope of a database to decide
which data to store therein. Then determining the tables needed to divide information
into separate subjects, such as "Employees™ or "Orders.” Each subject will then be a
table in the database. Other aspects include determining respective fields that are
needed in order to decide what information to store in each table. Each category of

information in a table is called a field and is displayed as a column in the table. For



[0005]In addition to the complexities of how to setup and design the tables and fields of the database,
other considerations must be taken. These include how should data security be provided for the
respective tables and fields (e.g., security such as who or what can access a file). This includes how to
provide security to complex structures stored in databases such as hierarchical objects. Classically,
security considerations have been propagated in an inheritance hierarchy for such objects, wherein

each item in the-Rigrarevnweaidle negademprRyRdaiekitaneg v ihadimseaisdtanadosinyever, there
is a common problem faced by any implementation that utilizes relational database's table rows to

store hierarchich@®jetROIRREANRIGEHIeH StoiREHRINATSIAtNSAIBT HethasHietld e bR populate
the security datgnteritstahiddolelagis RAsrANA hetieaRaCcOBRAfRE JHMMMART @5 td BB AMENTION

[0006]The following presents a simplified summary of the invention in order to provide a basic

understanding d 8FmBERL[0GS OraIae MVBA fRIAUIGRIRS AMTSAPIEAR%t an extensive overview of the
invention. It is npggoagnded toTigemtifye keyzaticahaiempittal RftHAE myendienceltreliigate the scope of

the invention. Its sgle purpose is to Eresent some concepts of the invention in a simplified form as a

prelude to the nf5RA0AES fREADEERipE BRSTHRICR HRSCaR SRS ER1GEB BR HHEEL B ] #fention relates to

systems and mefaadsithahese il Iediet Mases GRCtably (eid Rllubt Rheatabsriokettpraving
hierarchical relationships between the objects. A region companent is provided that maps security

o
information to aXLI{&edp gﬂﬁé@@ee%@ﬂ%é i SEERIRyORESAILS R LSRRt 1519%BrE BN ity zones

that are indepengentehibe hicralchy figkis talovh ahiesis ExfiRthilb A rAgieniPlszFee iasieare security
attributes which mitigates database processing requirements eg:ﬁ fewer nodes in which to update

) (e.
security data). IATHERSEAT fASR LR 8%?65%@33?%&@&‘&%9%% HiIaCk rUiABRaFSEabase's table

rows to store higkaielRieplsaleess, wHieHidalam ¢aeaas gl afh BeRUTnEeesiirIs thebguset on each
object and also u&%gopulate th(—:ljisecurity descriptor to rfjgsr%ectiv chil .ObliiﬁCtS based on the inheritance
cex

model. This ca B GhePRHSANE AmNES THAAS WSHANY 1BIPLiSE ANghRR ElapQIR
mitigated by intrgbieéngartaicRebiangshepsigdetatiop HRADRME fedigacamiise agtalBrRiEomaiypbjects

(does not have tq be in a cantiguous treg) that share the same or similar security descriptor. When a
Seovurity descrip G TERRELE SERLLH e FeETBEE RS 355 BBIEA BLIERYR TRy it o
collapse. For insta¢cendresiamhesdlsspbt ifor Idigte et aaety iidiesesiptonstonany, ehivhidp@esrs resulted
from the change; whereas a region may collapse into another region if the change results into the
same security detf (%Qttﬁﬁr%f’ﬁb%sﬂ@? I&B?O??.I 8{%'8?-53'&%‘?{}8&? FEQ%?/ I(§Wning its own
security descriptonsaligging alvire iheopeatioh/pdeadtiptpro theiadsasngtcaily oestipirg the number of

object updates asecuri{ d criﬁtor %n an object is Cngcr)] ed thatr%%é{j ffect tne SE urity
(ﬁ%ii' i

descriptors on J)bjects. Hegdad SICYMe T ARERS CQEFHJEH‘ A6 PR objects in

a hierarchical oljectisidslef. the tirabass ofdrecsudifrebivemtion,# teksan Ehdefimetlds lzoset of objects
ARt R et o e o st
the objects’ secuuith gt whdivas, aega Pidee dreescintly dsdaviat ptoaiddesns iy tobject domain
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security considerations have been propagated in an inheritance hierarchy for such

objects, wherein each item in the hierarchy would need to be updated if one of the

items were changed. However, there is a common problem faced by any

implementation that utilizes relational database’s table rows to store hierarchical

objects, which is how to set security information or data on each object and populate

the security data to its child objects based on the inheritance model.

SUMMARY OF THE INVENTION

[0006] The following presents a simplified summary of the invention in order

to provide a basic understanding of some aspects of the invention. This summary is

not an extensive overview of the invention. It is not intended to identify key/critical

elements of the invention or to delineate the scope of the invention. Its sole purpose



descriptor domain directly and independently from the hierarchy which mitigates overall database
processing. [0010]To the accomplishment of the foregoing and related ends, certain illustrative
aspects of the invention are described herein in connection with the following description and the
annexed drawings. These aspects are indicative of various ways in which the invention may be
practiced, all of which are intended to be covered by the subject invention. Other advantages and

novel features qg%%i@&@tﬂ%%ﬁ@h@@iﬁ%ﬁﬁ@%@ﬁoﬁ@ﬁht%éﬂlmiﬂ‘@rﬁ'ﬁé@ﬁ degeupiian of the
invention when considered in conjunction with the drawings. BRIEF DESCRIPTION OF THE

DRAWINGS [0099f&Retailrdfessstrtianénside e eegiarlaitistrating an object security system in

accordance withggpAspect ofthe fIHpeEiHDMRITHIO el HEL1AIEyatedisan dinsiias g iRED@an example
security domain transform in accaordance with an aspect of the su%%ct invention. [0013]Fig. 3

illustrates an alt&9i80vESEE REYARHRMAILALRS P, atabatsQRiset WaH HhiBERIBRthe subject
invention. [0014&iigiohdHisIRiGrEnARBRIB] SESUTIY WHRITRSASIBNBARER BANGEY e maspect of the

subject invention. . ) . . . .
security information to a subset of objects existing in a hierarchy in order to create
one or more security zones that are independent of the hierarchy. This allows objects
existing in a region or zone to share security attributes which mitigates database
processing requirements (e.g., fewer nodes in which to update security data). In
general, classical database architectures often utilize a relational database’s table rows
to store hierarchical objects, which is also causes a related security descriptor to be set
on each object and also to populate the security descriptor to respective child objects
based on the inheritance model. This causes ever increasing amounts of processing
time for each object update and is mitigated by introducing region-based

considerations.

[0008] A region can be a collection of objects (does not have to be in a
contiguous tree) that share the same or similar security descriptor. When a security
descriptor on an object is updated, the region to which the object belongs may split or
collapse. For instance, a region can split if a different security descriptor on any child
object is resulted from the change; whereas a region may collapse into another region
if the change results into the same security descriptor as that of the other region.
Instead of each object directly owning its own security descriptor, a region owns the
security descriptor; thus dramatically reducing the number of object updates when a
security descriptor on an object is changed that may affect the security descriptors on

other objects.

[0009] In general, a region is classically defined as a sub tree of objects in a
hierarchical object model. In the case of the subject invention, a region is defined as
a set of objects sharing the same security descriptor, whereby those objects sharing
the same security descriptor do not have to be under the same sub tree. This
indirection allows for efficient processes to manipulate the objects’ security
descriptors. Thus, region-based security essentially transforms an object domain to a

security descriptor domain and performs security descriptor operations on the security



[0015]Fig. 5 illustrates region component processing in accordance with an aspect of the subject
invention. [0016]Fig. 6 illustrates example region processing algorithms in accordance with an aspect
of the subject invention. [0017]Fig. 7 illustrates a security region process in accordance with an aspect
of the subject invention. [0018]Fig. 8 is a schematic block diagram illustrating a suitable operating
environment in accordance with an aspect of the subject invention. [0019]Fig. 9 is a schematic block

diagram of a sagRIFERMMHER SRPEEAPIRNHAERMIRGI RS SHPIERIdRYERY M RAhiigsa%!. DETAILED
DESCRIPTION OF THE INVENTION [0020]The subject invention relates to systems and methods that

provide region- BY&al daiEhAss R5a8atasse objects having hierarchical relationships. Rather than

P ating & S e Y QS omplahment ot the Toregorss andl 1a1atad ends, certain
illustrative aspects of the invention are described herein in connection with the
following description and the annexed drawings. These aspects are indicative of
various ways in which the invention may be practiced, all of which are intended to be
covered by the subject invention. Other advantages and novel features of the
invention may become apparent from the following detailed description of the

invention when considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Fig. 1 is a schematic block diagram illustrating an object security
system in accordance with an aspect of the subject invention.
[0012] Fig. 2 is a diagram illustrating an example security domain transform
in accordance with an aspect of the subject invention.
[0013] Fig. 3 illustrates an alternative security domain transform in
accordance with an aspect of the subject invention.
[0014] Fig. 4 illustrates example security interfaces in accordance with an
aspect of the subject invention.
[0015] Fig. 5 illustrates region component processing in accordance with an
aspect of the subject invention.
[0016] Fig. 6 illustrates example region processing algorithms in accordance
with an aspect of the subject invention.
[0017] Fig. 7 illustrates a security region process in accordance with an aspect
of the subject invention.
[0018] Fig. 8 is a schematic block diagram illustrating a suitable operating
environment in accordance with an aspect of the subject invention.
[0019] Fig. 9 is a schematic block diagram of a sample-computing
environment with which the subject invention can interact.

DETAILED DESCRIPTION OF THE INVENTION
[0020] The subject invention relates to systems and methods that provide
region- based security to database objects having hierarchical relationships. Rather

than updating a separate security descriptor for each object, the subject invention



introduces the concept of a region, whereby security for a given object is derived from its association
to the region as opposed to the hierarchy. This is in contrast to classical architectures that require
individual object descriptions and have security imposed by the inheritance hierarchy. In this manner,
database processing and storage can be conserved since many objects may share similar security
attributes which can be defined on a more global scale for the respective region. In one aspect, a

system is providagtdhaédambladperiang RRCWHYENFPSEanRg e e ivER SIS EEiSsHENRIbE @D A

database component that stores a plurality of objects having a hierarchical relationship between the

objects. A regioHiHRIEN: 9ShA .0 AFiBPPOrREL NG RIGFEEDY tHY DSjELEOURF Aps security data

to the subset, wihigssiththechfeb(iN ZORe fedlfriAARAAGATh[deCobRIgst Hsdisasrueiaéegrfipm the
hierarchical relationships between the ot;gﬁcts. 0021]As used in this application, the terms
&

component,” "syBtBAIed- Ry iBenhsHnce Wke HRISHIERAE Y8RRRASE Ry OFRIIE M -related entity,

either hardwaresigragatindEQdeha Wake ﬁﬁ%ﬁ%géﬁf,%é?%@é%i PilaPsararRy A RGEyoN. For
example, a component may be, but is not limited to ein%b%t rocess running on a processor, a

processor, an oBjBI SANSERHABLCR i PraaLeAe SRTREHI PR, cBhIPERPESY way of

illustration, bothaasyaealicalionifdamiag fani Rraes et anddbecaaAtfyeinganaegR e PIAeRYstaRe or more
components may reside within a process and/or thread of execution and a component may be

localized on ond YRR AHALMRARS ASABIRBLIBRHIE 3P0 6! W&E%%MQY@Q\%?{H@@%&'

components canefRIH4AJTRTWERH NS (1) BBV repdakispeshatRRYING Yasiaiy datasstsvetures stored
thereon. The coemHgonents may communicate via local and/or remote processes such_as in accordance

with a signal haPR§eHR& F MUPSIEIARY BRARSECHETY Jak KOs R WrRE (e ¥MYIE HEEISEEHYi#9NeRh another

component in ajacaidyRiRintGiBuIRA istrssobdier awiPshameireilcauehasrstgaternet with
other systems vija the Bg%al ..[0022]Referring initially to Fig. 1, an object security system 100 is
[

illustrated in acAA%S A%spect of the subject invention. The system 100 includes a relational
database 110 (§ap2§QL or oendypendaiebpskidiian ishassoniateshvpthanregigiteaiyrponent 120 (or

components) that defines one or more apject security zones 130. In general, individual nqdes of an
objoct hierarchy (DS 0N GHTLLLG RHRcHE L MBI RO e O M ATGBly

updated when aijeivsesudriomphanigasofrarinase. Matfwaeswithrobictsemavarsigned by the region

component 120 per the respective security zones at 130. By mapping objects tq a security zone 130

ot than umGAACH L 0 XTI B PHE IR B P Vb ek Bp A 0nt FE SSibace 110

can be mitigateduiiing oihe pegiess a0 mpritestol 24h vbfisfio em e artuiile Rotinyg o appit@ dtom, an

inheritance hierarchkl - whe{ye each object L%&I,Wate oa securggﬁomain of objects where zones of
3 i

objects share a lJRA%aMs8g r‘?ﬂ/ap(%ﬂm?. it MR Ijl USHAIRLY 2 BPQI(-E-@H W&Hf&?gﬁn be
propagated whesaraor @bt this seeaair iynisdiey opogas. [ynmerehorepetatipgnimesredycesi e gl of

security zones 130 as opposed. to updating each individual object in a classical inheritance hierarchy.
e moted that AR ATER LT o PR DB £ DR REER BN S PR TECLORER 100 owover
inheritance is beougRneseodldy disnisittdbeaileen thanoconyentmmplisiseritivoc ehbss weapagjests in a
tree. Thus, inheritance occurs between component t are.modeled in.a security domain rather than
i objeot domafiTRECH A Gt R A D I P I PO iU T8 HEASUEES the object
and its associatewrzdriket&h rarherctmpoaspticitiyysesmuiupéraie dild doet] @bjgot teiottiroetstes the
region component 120 .provide%f secur.ittY/ to.a r%q%on. of identified ob(j[%tcts and e sentégl% IIdecouples,
disassociates, ot iﬁﬁgb%(f%)é qr}g]eé%ﬁ SOHAl 88}8&%%%{&‘}%% gtpﬁ?é)ﬁggg%gt%"s ¢ iﬁ?r@hanges to
all objects in theohéeramgiondtdatitactiegevih tentenctnepdatabase (bt spstdne, distrimeedan (Identifier)

ID for a security descriptor, The database includes a [Table!ltem].;able having a column called SDID
(Sectrty DescrBRF TR L SO0 1R ALTD 2y e LLeity TR A e ana

maintained in adighdén SQL system table, for example. A system table can be exposed through a

public view (e.g Securit scriptar). The fallowing table s a simplified illustrati n hgw a
Security desoripB7 2 be plLGE N AT ALLIR et P b Bt i LA
Associates an iteraocstttl@nse euitityad esgrqb tof tHe. siib jed DiS idot S s . Beccsyste Delkithi hotlidetagps the ID to

the content of mr%lgtelgHﬂtXa(iiaeosa%@qt%'(e.g., SQL or other type database) that is associated with a
region component 120 (or components) that defines one or more object security zones
130. In general, individual nodes of an object hierarchy (e.g., see one object of

hierarchy at reference numeral 140) are not individually updated when object security



Sd id Type SecurityDescriptor ...

changes are made. Rather, security policies are assigned by the region component
120 per the respective security zones at 130. By mapping objects to a security zone
130 rather than updating each object individually, the number of read/write operations
at the database 110 can be mitigated. Thus, the region component 120 transforms
security policy mapping from an inheritance hierarchy - where each object is updated,
to a security domain of objects where zones of objects share a similar security policy.
In this manner a smaller subset of security updates can be propagated when an
object’s security policy changes by merely updating the reduced subset of security
zones 130 as opposed to updating each individual object in a classical inheritance
hierarchy. It is noted that inheritance concepts can be employed to propagate policy
in the system 100 however, inheritance is between security zones 130 rather than
conventional inheritance between objects in a tree. Thus, inheritance occurs between
components that are modeled in a security domain rather than an object domain. This
implies that security mappings for a respective object are between the object and its
associated zone 130 rather than explicitly set out per individual object 140.
Therefore, the region component 120 provides security to a region of identified
objects and essentially decouples, disassociates, or is independent of conventional
object hierarchies that propagate security changes to all objects in the hierarchy.
[0023] In general, items in the database 110 can be assigned an (Identifier) ID
for a security descriptor. The database includes a [Table!ltem] table having a column
called SDID (Security Descriptor ID). This SDID is a unique ID of a security
descriptor which is stored and maintained in a hidden SQL system table, for example.
A system table can be exposed through a public view (e.g., Sys.Security_Descriptor).
The following table is a simplified illustration on how a security descriptor can be
plugged into or associated with a basic object model:

[Table!ltem]: Associates an item with a security descriptor ID.

“ItemID “SDId

[Sys.Security Descriptor]: Maps the ID to the content of the security descriptor.
Sd_id Type SecurityDescriptor | ...




[0024]To efficiently assign a security descriptor ID (SD ID) to an object item, an SD region technology
is based in part on the observation that most object items tend to share the same security descriptor.
An SD region is a set of items (which do not have to be contiguous as in conventional systems) that
share the same or similar SD ID. Typically, all items in the [Table!ltem] shown above can be grouped
into different SD regions. The relationship of SD regions can be established in such a way that the SD

of one SD regio ggm]inherit frenafii@cathyHsanpthee R tegiofimdhers esority)demathpesadhed above.

In essence, a S regon tree is established that is comparable to the corresponding object item tree,

. . . . g obj
but with fewer ndH85 489AN Beraiogy ittrsed hBathaiyeeLbsriva I SRRt TIRSIBIPEL I ee thus can
be used to updatadhe HeresrelRapticantty BeeisaltsWheNSIN BefRHIEY dtSndf $R A% ¢ipmterddhree SD

regions are created to assign SDs to substantially all the items in the tree. Thus, one SD region is for

the root item (WRE83YS EXBRGREIUS AR IB FPARBHIRIRE Y e IBh el aharrathe SpRI RSEBHBkiner items
and the last SD doy ronTagiitaingralieesms H0 ] ReferineriPsida i tho @bsh Hegyralie@ ingsurity domain

transforms 200 and 300 are illustrated in accordance with an aspect of the subject invention. At 200 of

Fig. 2, the noded BEERORRL IS aFB8 6 HARN IR AP A89198% FHREASERPFEeY IBSURBH ey nodes

at 220 are contaiRetHesTs o BAVEIiechRALGA ARGIBFR RPIfCODIAINGTIREN SDYEFBAIM Higsn's security
descriptor (SD) is updated (e.g., by _chan%ing the SD's owner, group, Access Control List and so forth),

the SD region Wit BRAGBAT RS ARYE sPlEREDPraS SUBGH e SSBOMENEE Hidlkated at

240. Security chngrsadle grneralysfesiasbbpie dhtadeipitentofapamogeessianmeol Entry
(ACE) which can be of an ex%icit or an implicit form. When explicit ACEs are added to an item's SD,

new SD regionsSBANHWHRIEREACE IO IAT thidteFPaIo this! BERP fiFRIENIESS UYis 6aHP8 5ehiad, one for

the item (where (pgagxliCiteACESIREERIUSIRN). itP@icans Jatclisaaeptains iehdreniaaebgee, for its
non-container cl-!iélrdren. Referring to Fi% a more complex situati?&is illustrated

. ‘when a
non-propagated ¥SHIRH K8¥ENS %&&éﬁa %gatﬂ & Phakritesr AR ¥ alhins ems 'fi\/%‘%gﬁ?regions are

created around theidtemeasDllegitnedfat $eGobn Heis caseronedagion STcicaieinday, hinitristself
(where the explicit ACE tsq&%%?d 330, one re%i{g)n for its direct container children at , one region for its

direct non-contd 8Pl B e G R FSTRS RO - HiF At e h BPARAMBINEl “¥BSand one
region for its no[eoRBict non-cretaifiay chiteFiat 3 40d KRReImsisruriafiderdgstgaastdrihsnew regions

can be created when an.jtem's SD is updated explicitly (not through inheritance). Generally, 3 or 5 new
regions (omer 2B L OB A H R SR BEREY LA R e Bt o SD. Five
SD regions are gogaiedit. 2 nob-noEngbiadEjedt ieagdd rndttuaensie sagiokate gend #ly created
in other cases. As an example, assume: the item whose SD contains non-inhegited properties
(non-inherte ABR T3 IRRD b AT GONARY A oRd A6 CHE ArNLAR BB oot fter can
own 3 or 5 SD regitisedépandinghapan itenyreswitgxiebciAE ESD) ihepdited\(sen-bgntainer can have
its own SD region if its SD has explicit properties. If all.of the explicit prqperties of a Root Item's SD are
removed. then FRRTLEIE A0 Sr RPN FOTERRRORIEY biL ML SEan o TS SRS s SD
which then mitigaltegei tiai iidmeb elbigstceadue iyl it datds.cE aehgido pe givuissis e ilbptestedtatd as a row
in a Security Hierachy table sych as the followj ample: [Table!Security Hier achy]: Stores the SD
inheritance rela s B HHI SLESTS 1 HEHE 1 T A BUR T ) M A Aeoess
SDIdParentSDIdRowtik&Emiiy| COOB)airde Sempas: 00V §Xpotodunmaryfl ibie fabovevableesptiditclude an
SDId which is th of the eqgion, an IdParent field which is the |D,of the SD. where the
nnerited sscurt) BFORLHEUEA I o, BBk SAHE R A S T LA Wi Uere the
explicit SD is defiiechsanthséeadarngiofielaredrazties, briktfoe BDitplieddcethatiplcitohOHe ae
non-container, a Scope field that is encode follows: 0: the SD applies.to the. Root Item. 1: the
SD oy appie N B0 L, A2 A RGeS Lt T L el ren, 3: he
SD applies to theeRwahtieorFsgaEnadmerd cmighlex situation is illustrated when a non-propagated

explicit ACE is added to an SD on an item at 310, in which case five new regions are

created around the item as illustrated at 320. In this case, one region is created for the

item itself (where the explicit ACE is added) 330, one region for its direct container

children at, one region for its direct non-container children at 350, one region for its

non-direct container children at 360 and one region for its non-direct non-container

children at 370.



[0028]It is noted that when a database is bootstrapped, three default security descriptors can be
created if desired; one descriptor for the top Root Item, one descriptor for all container children and
one descriptor for all non-container children. Consequently, three SD regions on the top Root Item can
be created also. Typically, all the items subsequently created in the volume can have one of the SDs
as its default SD. When explicit ACEs are added to the item, new SD regions can be created as

discussed abovgyohe)29]Fig. #4lkiskAles XA P!BrRPTUEY, RIGHAS 8RR ACE WRENSS itdthr &N
aspect of the &éﬂ'ée_ct invention. Various security interfaces 400 can be provided for interacting with the

region-based cotl2iftBGFRY SAIGIHYANRE BV UTR ERAIHARAS) wineAE I hh S BI LA RNV §8i8AfRice examples
that can be applig@er ApsaritapdssibigpaintertaprsdaicirinpvinerserUiltAedaand Mhdaterirees for

setting security information at 420, and interfaces for holding links as will be described in more detail

below. The followkhg ¥R EE sreaRd e d-R9Rpd e AGRIDAIRSIN e RS e interfaces

400. Public sealegielassrdignaany iheiRQBR] sHBIeeM ARG EXbRMIE HEMHE RUREM STHDBS:
GetSDDLSecuriti() public GenericSecurityDescriptor GetSecurié)%)épublic void SetSDDLSecurity(

string sd, SEC NRIESRANARNEs KELiPr BRASHES B1aNsBreEeHify  Brindned<aset) Bdber st gsd |
SECURITY INF{VI/sElR¥egiabove, a container-type Root Item can own 3 or 5 SD regions

depending upon the types of explicit ACEs in the SD. A non-container can have its
own SD region if its SD has explicit properties. If all of the explicit properties of a
Root Item’s SD are removed, then the SD regions owned by this Root Item may be
collapsed into its parent item’s SD which then mitigates individual object security
updates. Each SD region can be represented as a row in a Security Hierachy table
such as the following example:

[Table!Security Hierachy]: Stores the SD inheritance relationship and
establishes items to share the same security descriptor.
_ SDIdParent | SDId _RootltemID | IsContainer | Scope

[0027] The columns of the above table can include an _SDId which is the ID
of the SD region, an _SDIdParent field which is the ID of the SD where the inherited
security properties are coming from, a _RootltemID field which is the ID of the item
where the explicit SD is defined, an _IsContainer field which is 1 if the SD applies to
container, or 0 to a non-container, and a _Scope field that is encoded as follows:

0: the SD applies to the Root Item.1: the SD only applies to the Root Item’s
children.2: the SD applies to the Root Item’s direct children. 3: the SD applies to the
Root Item’s non-direct children.

[0028] It is noted that when a database is bootstrapped, three default security
descriptors can be created if desired; one descriptor for the top Root Item, one
descriptor for all container children and one descriptor for all non-container children.
Consequently, three SD regions on the top Root Item can be created also. Typically,
all the items subsequently created in the volume can have one of the SDs as its default
SD. When explicit ACEs are added to the item, new SD regions can be created as

discussed above.



public string GetUserEffectiveSecurity() public void AddHoldingLink( Quid itemld ) public void
RemoveHoldingLink( Quid itemld ) The following provides a brief description for the security interfaces
410 through 430: public string GetSDDLSecurity() - Retrieves the entire security descriptor on the
item in SDDL string format. It includes inherited and explicit Access Control lists. public
GenericSecurityDescriptor GetSecurity() - Retrieves the entire security descriptor on the item in the

format of a Ma[‘@@?f\c'—s Clagp SRNEBEHES AR BYORL it HterfacBd B0 ivPid BRI EIRBGATY (
string sd, SECURITY INFORMATION si ) Sets the security descriptor on the item. This function

ignores the inheREFAE S SREEGRKGAHSE thEarRieT RBeHHY HRSFEFER ¢ YA RSALERIVLSEH Aelding links.
It can be called {xs@EGHY &It el dtpebRsigxRih OG5 &:ibdr bRl T Y Hfo PRI AN

specifies which part of the security descriptor is to be updated. public void SetSecurity(

GenericSecuritASeehp Rt §davdpieniesrranpIEHRAAGADRE SPPLieskd ReeeSaBUNE S riptor on the
item. Takes the jMafagefAGimclass REUAE RELPAIATIAEH aces for setting security information

at 420, and interfaces for holding links as will be described in more detail below. The
following code fragment is an example of a public declaration for some of these
interfaces 400.

Public sealed class ItemSecurity

{
public ItemSecurity( Guid itemid )

public string GetSDDL Security()

public GenericSecurityDescriptor GetSecurity()

public void SetSDDL Security( string sd, SECURITY _INFORMATION

si)

public void SetSecurity( GenericSecurityDescriptor gsd ,
SECURITY_INFORMATION si)

public string GetUserEffectiveSecurity()

public void AddHoldingLink( Guid itemld )
public void RemoveHoldingLink( Guid itemid )

}

[0030] The following provides a brief description for the security interfaces
410 through 430:

public string GetSDDLSecurity() - Retrieves the entire security descriptor on
the item in SDDL string format. It includes inherited and explicit Access Control
lists.

public GenericSecurityDescriptor GetSecurity() — Retrieves the entire security
descriptor on the item in the format of a Managed ACLs class
GenericSecurityDescriptor.

public void SetSDDL Security ( string sd, SECURITY_INFORMATION si )
Sets the security descriptor on the item. This function ignores the inherited ACEs. It
re-generates the inherited ACEs from its parent and other holding links. It can be

called to set owner, group, control flag or explicit ACEs.



public void AddHoldingLink( Quid itemld ) - Updates the security descriptor on the item when adding a
new holding link to the item. public void RemoveHoldingLink( Quid itemld ) - Updates the security
descriptor on the item when removing a new holding link from the item. public string
GetUserEffectiveSecurity() - Retrieve the security descriptor on the item that contains the ACEs
relevant to the current security context. [0031]Fig. 5 illustrates region component processing 500 in

accordance witlspr@RIeH ONEGRMIEIONVERIMTeSWRIER pRoHeliRiiens e RiRYIRad bEhese
include an security descriptor (SD) region which is a set of items that share the same SD. The set of

items do not haY84¥§8rm a contiguous tree. A security hierarchy (SH) row is a row in a [Table!Security

Hierachy] table listed heigit RasSELtR8IQN SBREIR SvRig/DSIrIpWrigse table. ParentSDId SDId
Rootltemld IsContainer Scope SDO SD1 Itemld ) ) )
SECURITY_INFORMATION si ) - Sets the security descriptor on the item. Takes
the Managed ACLSs class as the input parameter.
public void AddHoldingLink( Guid itemld ) - Updates the security descriptor
on the item when adding a new holding link to the item.
public void RemoveHoldingLink( Guid itemld ) - Updates the security
descriptor on the item when removing a new holding link from the item.
public string GetUserEffectiveSecurity() - Retrieve the security descriptor on
the item that contains the ACEs relevant to the current security context.
[0031] Fig. 5 illustrates region component processing 500 in accordance with
an aspect of the subject invention. At 510, region definitions are provided. These
include an security descriptor (SD) region which is a set of items that share the same
SD. The set of items do not have to form a contiguous tree. A security hierarchy (SH)
row is a row in a [Table!Security Hierachy] table listed below. Each SD region

should have an SH row in the table.

_ ParentSDId | _SDId | Rootltemld | IsContainer | Scope
SDO SD1 Itemld 0 3
[0032] A row in the above table is referred to as an SH row which corresponds

to an SD region. Rows in this table indicate a set of items (can be a single item) share
the same security descriptor (SD1 in the above example). The set of items are defined
by a common root (the Itemld), a common type (container or non-container) and a
scope. The scope is optional to support different operating system security models.
[0033] At 520, region merge and creation considerations are described. In this
aspect, one new SD region may be created under the following conditions:

1. SD changes made on a non-container item.

Three new SD regions may be created under the following conditions:

1. SD changes made on a container item, and

2. The SD changes doesn’t include non-propagate ACEs.

Five new SD regions may be create under the following conditions:

10



03 [0032]A row in the above table is referred to as an SH row which corresponds to an SD region.
Rows in this table indicate a set of items (can be a single item) share the same security descriptor
(SD1 in the above example). The set of items are defined by a common root (the Itemlid), a common
type (container or non-container) and a scope. The scope is optional to support different operating
system security models. [0033]At 520, region merge and creation considerations are described. In this

aspect, one new SD region may be ggaiemsiidardedhallevvingnepidifonsd 1.SD changes made on a
non-container ftem. 2. The SD changes include non-propagate ACEs.

[0034] SD regions may be merged under the following conditions:

1. Parent SD is enforcing SD inheritance by flushing child SDs. or

2. Explicit ACEs are removed from a SD.
[0035] At 530, various notions are provided that may be employed in the
following algorithms described with respect to Fig. 6. These notations include:

_Item or * - The current item system applying the operations on.

SDId(x) or SDId - The sd_id of the security descriptor on item x.

SDId_NC(x) or SDId_NC - The SDId applies to non-container child
objects of item x.

SDId_C(x) or SDId_C - The SDId applies to container child objects of
item Xx.

SDId_NC2(x) or SDId_NC2 - The SDId applies to direct non-
container child objects of item x.

SDId_C2(x) or SDId_C2 - The SDId applies to direct container child
objects of item x.

SDId_NC3(x) or SDId_NC3 - The SDId applies to non-direct non-
container child objects of item x.

SDId_C3(x) or SDId_C3 - The SDId applies to non-direct container
child objects of item x.

SHRow(x, 1, J) - The row in [Table!Security_Hierachy] table where
_Rootltemld = x, _IsContainer =i, _Scope =j

UpdateltemSD(OIldSDId, NewSDId, Rootltem, IsContainer, Scope) -
Update the SDId of all items of type (IsContainer) whose current SDId = OldSDId,
ancestor is Rootltem within the Scope to NewSDId.
[0036] UpdateSDBIlob(SDId) - Update the content of the security descriptors
of this SDId and its children if the SDId of its children do not form a cycle with this
SDId. For example, when a holding link (with SDO) is added on to a file item (with
SD1) which doesn’t have its own row in [Table!Security Hierachy] table, three rows
will be created (SDO, SD1, _Item, 0, 0), (SD1, SDO, _lItem, 0, 1), (SD1, SDO, _Item,
1,1). Here

11



Three new SD regions may be created under the following conditions: 1. SD changes made on a
container item, and 2. The SD changes doesn't include non-propagate ACEs. Five new SD regions
may be create under the following conditions: 1. SD changes made on a container item, and 2. The
SD changes include non-propagate ACEs. [0034]SD regions may be merged under the following
conditions: 1. Parent SD is enforcing SD inheritance by flushing child SDs. or 2. Explicit ACEs are

removed from ar&f2e K193 PA tHe3hilRHONS @Pﬂi%ﬁe@mﬁ@ﬁﬁ%%%?tr@m%@mﬂ'\%?@fin the following

algorithms described with respect to Figa. 6. These notations include: Item or * - The current item
system applyind'B¥8tep ErAfiaRe 4186 or SDId - The sd id of the security descriptor on item x.

UpdateSDId (SDId, SDId_New) - Update the rows of the current item
in [Table!Security Hierachy] where SDId = SDId to set _SDId = SDId_New.

UpdateParentSDId (SDIdPar, SDIdPar_New) - Update the rows of
[Table!Security_Hierachy] where ParentSDId = SDIdPar to set _ParentSDId =
SDIdPar_New.

CreateNewSD (SDId) - Create a new SD from the current SD plus the
changes being made (add/remove ACEs, add/remove holding links).
[0037] Fig. 6 illustrates example region processing algorithms 600 in
accordance with an aspect of the subject invention. In this aspect, at least three
separate or combined algorithms 600 can be employed to effect region processes.
These include a Set security descriptor at 610; a Add holding link 620; and a Remove
holding link algorithm at 630. With respect to the Set Security Descriptor 610, there
are various ways to change the security descriptor on an object that at least include:

. Add/Remove non-inheritable explicit ACEs.

. Add/Remove inheritable explicit ACEs that apply to this item
and all its children.

. Add/Remove inheritable explicit ACEs that only apply to its
children.

. Add/Remove inheritable explicit ACEs that only apply to this
item and its direct children.

. Add/Remove inheritable explicit ACEs that only apply to child
containers.

. Add/Remove inheritable explicit ACEs that only apply to child
objects.

. Add/Remove inheritable explicit ACEs that only apply to

certain type of objects.

. Change the owner of security descriptor
. Change the group of security descriptor
. Change security descriptor control flags.

I. Stop inheritance of ACEs
ii. Start inheritance of ACEs

12



SDId NC(x) or SDId NC - The SDId applies to non-container child objects of item x. SDId C(x) or SDId

C - The SDId applies to container child objects of item x. SDId NC2(x) or SDId NC2 - The
SDId applies to direct non-container child objects of item x. SDId C2(x) or SDId C2 - The SDId
applies to direct container child objects of item x. SDId NC3(x) or SDId NC3 - The SDId
applies to non-direct non-container child objects of item x. SDId C3(x) or SDId C3 - The SDId

applies to non-direct containejjichild QRiggs sthéiegBntrol flags oatyREWIE kokhid R€rfow in
[Table!Security Hierachy] table where Rootltemld = x, IsContainer =i, Sco '

UpdateltomSD(OIRREbI0. NevfS5RD. k9607 AP esoiBk ForGebiSan tsudne Bee sl deseHRREms of

type (IsContainey) wRasehERS o falthotQlsHaMgeansasintiigRAURERewiHE MR ngaaRers NewSDId.
[0036]UpdateSDBIlob(SDId) - Update the content of the security descriptors of this SDId and its

children if the SBRFERREA R AYhSEREr AL QB THEH BN SDRE Bk EPTRO Wi AEPholding link

(with SDO) is adfighan Hpadieritam (rableBleddnitdacs tinay et RVR (DuardT ablri$gcurity
Hierachy] table, three rows will be created (SDO, SD1, Item, 0, 0), (SD1, SDO, Item, 0, 1), (SD1, SDO,
item, 1, 1). HerdglReIBlos RGFHOBIIATIHERL Bresiaswrots fgdicehsRoulitReArdsdrinser of

updates in [Tabtadtenti8Ri&Security Hierachy] table if the item does not have a designated row yet.
To reduce the update in [Table!ltem] table, the following formats can be used to
create these rows: (SDO, SD1, *, 0, 0), (SD1, SDO, *, 0, 1), (SD1, SDO, *, 1, 1) where
SDO is the old SDId of the target item of the holding link, SD1 is the new SDId of the
target item. By this scheme, should only need to update the source item in
[Table!ltem] table.
Based on this scheme, if an explicit non-inheritable ACE is added onto this item later,
do not perform an update in [Table!ltem] table. At 630, it can be assumed the SDId
of the security descriptor on the holding link to be removed is SDId_HD. In the case
of removing holding link, SD regions may collapse, and thus rows in
[Table!Security_Hierachy] may be merged.
[0039] Fig. 7 illustrates an example security region process 700 for database
object security in accordance with an aspect of the subject invention. While, for
purposes of simplicity of explanation, the methodology is shown and described as a
series or number of acts, it is to be understood and appreciated that the subject
invention is not limited by the order of acts, as some acts may, in accordance with the
subject invention, occur in different orders and/or concurrently with other acts from
that shown and described herein. For example, those skilled in the art will understand
and appreciate that a methodology could alternatively be represented as a series of
interrelated states or events, such as in a state diagram. Moreover, not all illustrated
acts may be required to implement a methodology in accordance with the subject
invention.
[0040] Proceeding to 710 of Fig. 7, security descriptors for respective objects
in a database are decoupled or disassociated from a classical object hierarchy by
removing the requirement for each object to be updated (security wise) in view of any
potential update in the hierarchy. At 720, one or more security descriptors are utilized

to define object regions for objects residing in the database. As noted above, this can
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UpdateSDId (SDId, SDId New) - Update the rows of the current item in [Table!Security Hierachy]
where SDId = SDId to set SDId = SDId New. UpdateParentSDId (SDIdPar, SDIdPar New) -
Update the rows of [Table!Security Hierachy] where ParentSDId = SDIdPar to set ParentSDId =
SDIdPar New. CreateNewSD (SDId) - Create a new SD from the current SD plus the changes
being made (add/remove ACEs, add/remove holding links) [0037]Fig. 6 illustrates example region

processing algoyifg) 0 @Qndﬁs#@c@rﬂ@gwa%m Sy abiheraaRHING g IminatvBjaspect, at
least three separate or combined algorithms 600 can be employed to effect region processes. These

include a Set sa&&ff{NRELBFiRSCHNS 3r Ui NJEH NS A AR SBPSERIBARRMPRVD H BT 8hk algorithm
at 630. With respeetig Hiea2etReediti. DERiBleh bddloH iR 85 MadeHRyaN S IdwihEnee the security

descriptor on an ok%%ct that at least include: Add/Remove non-inheritable explicit ACEs. Add/Remove

inheritable explitftERaEEs IRMAARHIGSY AR REHOARRIRH IROHIRIRRIRCts belonging dArBe 8o thHetitable

explicit ACEs thm&@wjéﬁ%tmiigpdﬂﬁé%re set per selcdfd RoBAY eitheddabieexpliciofyd Es that only
apply to this item and its direct children. Add/Remove inheritable explicit ACEs that onlt¥] apply to child

containers. AddPRE¥RVEPHINEIENLNERREIPICEEETHELBHR) EpPlY thndhieg/Explicit) and the

location of a security change in an object hierarchy, various security regions may be
created from such settings. At 740, transforms occur between classical object
domains and the security domains of the subject invention in order to propagate
security changes within the database. This can include creating region subsets around
a given object at the time a security change is requested for the object (e.g., create
three or five regions depending on security change type).

[0041] With reference to Fig. 8, an exemplary environment 810 for
implementing various aspects of the invention includes a computer 812. The
computer 812 includes a processing unit 814, a system memory 816, and a system bus
818. The system bus 818 couples system components including, but not limited to,
the system memory 816 to the processing unit 814. The processing unit 814 can be
any of various available processors. Dual microprocessors and other multiprocessor
architectures also can be employed as the processing unit 814.

[0042] The system bus 818 can be any of several types of bus structure(s)
including the memory bus or memory controller, a peripheral bus or external bus,
and/or a local bus using any variety of available bus architectures including, but not
limited to, 11-bit bus, Industrial Standard Architecture (ISA), Micro-Channel
Architecture (MSA), Extended ISA (EISA), Intelligent Drive Electronics (IDE),
VESA Local Bus (VLB), Peripheral Component Interconnect (PCI), Universal Serial
Bus (USB), Advanced Graphics Port (AGP), Personal Computer Memory Card
International Association bus (PCMCIA), and Small Computer Systems Interface
(scsh.

[0043] The system memory 816 includes volatile memory 820 and nonvolatile
memory 822. The basic input/output system (BIOS), containing the basic routines to
transfer information between elements within the computer 812, such as during start-
up, is stored in nonvolatile memory 822. By way of illustration, and not limitation,

nonvolatile memory 822 can include read only memory (ROM), programmable ROM
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objects. Add/Remove inheritable explicit ACEs that only apply to certain type of objects.
Change the owner of security descriptor Change the group of security descriptor Change security
descriptor control flags. i.Stop inheritance of ACEs Start inheritance of ACEs Change other control
flags only applied to this item. [0038]At 620, when a holding link is added to an item, the security
descriptor on this item may or may not be changed, depending on whether the holding link has

inheritable ACEgamshyhertier 3y SRoaraindbtRON BEPRAIA FRRATRG TERla®eMHowever, the

[Table!Security Hierachy] table should be updated. When a holding link is added onto an item, three

new rows for théGEPR IrSlEsteeE Ao tHEIRki e Bisieesy Q29 e KRB AR SR MRRP Yoes not

have a designaiggaioly vglichcedidesiérpdIrdate iehhakle Bombiebielthe dedpwichtrrmats can be
used to create these rows: (SDO, SD', *, 0, 0), (SD', SDO, *, 0, 1), (SD', SDO, *, 1, 1) where SDO is

the old SDId of IHBItaligat RAWIIF availRhls ity TARY SBM3stsh ALY rRSDiensHHRAMSRAN). By this

scheme, shouldggRbhiie ehiol yprEIR/Me\sRHFERIE M AREID HIRM), iable| ERtg daansbrAafNeme, if an
explicit non-inheritable ACE is added onto this item later, do not perform an uﬁdﬁaé%ﬁin Table!ltem]

table. At 630, it BRBSREAME $hansest 3 BRAMLESPRAMEFBIEN B HE b&Mmoved
is SDId HD. In thrasaebemravingirkig)ink, SD regions may collapse, and thus rows in

[0044] Computer 812 also includes removable/non-removable, volatile/non-
volatile computer storage media. Fig. 8 illustrates, for example a disk storage 824.
Disk storage 824 includes, but is not limited to, devices like a magnetic disk drive,
floppy disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card,
or memory stick. In addition, disk storage 824 can include storage media separately
or in combination with other storage media including, but not limited to, an optical
disk drive such as a compact disk ROM device (CD-ROM), CD recordable drive
(CD-R Drive), CD rewritable drive (CD-RW Drive) or a digital versatile disk ROM
drive (DVD-ROM). To facilitate connection of the disk storage devices 824 to the
system bus 818, a removable or non-removable interface is typically used such as
interface 826.

[0045] It is to be appreciated that Fig 8 describes software that acts as an
intermediary between users and the basic computer resources described in suitable
operating environment 810. Such software includes an operating system 828.
Operating system 828, which can be stored on disk storage 824, acts to control and
allocate resources of the computer system 812. System applications 830 take
advantage of the management of resources by operating system 828 through program
modules 832 and program data 834 stored either in system memory 816 or on disk
storage 824. It is to be appreciated that the subject invention can be implemented
with various operating systems or combinations of operating systems.

[0046] A user enters commands or information into the computer 812 through
input device(s) 836. Input devices 836 include, but are not limited to, a pointing
device such as a mouse, trackball, stylus, touch pad, keyboard, microphone, joystick,
game pad, satellite dish, scanner, TV tuner card, digital camera, digital video camera,
web camera, and the like. These and other input devices connect to the processing

unit 814 through the system bus 818 via interface port(s) 838. Interface port(s) 838
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[Table!Security Hierachy] may be merged. [0039]Fig. 7 illustrates an example security region process
700 for database object security in accordance with an aspect of the subject invention. While, for
purposes of simplicity of explanation, the methodology is shown and described as a series or number
of acts, it is to be understood and appreciated that the subject invention is not limited by the order of
acts, as some acts may, in accordance with the subject invention, occur in different orders and/or

concurrently with ey, asite{EmpIthatsshargbans siesresshe ime R ©XAIP Mithess sled in the

art will understand and aﬁpreciate that a methodology could alternatively be represented as a series of

interrelated stat@4 1S WALhIR¥ife R)BARUSRRAAOMB SB IS YRS AlIPRTIE #8#BRYCts may be
required to implaéwy(? Bw.hqfﬁ%?%rié‘x%ﬁ%éﬁawmﬂhﬁflé@{)@ﬁd@U@ﬁ@ﬂﬂe[ pbroceeding to
atabase a

710 of Fig. 7, security descriptors for respective objects in a re decoupled or disassociated

from a classical OFRLIHi8ILAN 1 FetRdhArig et (PR RATRYIESLR BB QYR BEIgHEaRH security

wise) in view of @UB{)Q@&@E‘M@P ISQQ%QJiﬂ\mféd"i@rﬁf@é%té’\fhﬁ?ﬂlé?élar@rsm%%ﬁ%tlﬂé\(/i&@%ﬂgtﬁk«% are
utilized to define object regions for objects residing in the database. As noted above, this can include

collapsing or mEPGHEP BhRRSLKEESARY BLYAGF AR AT QidBs ey 196734 Ardb S BHIR FREIR ine
security regionsagpsiiectisesiaiuthabstipssapen ki soF By dataiohthedrasioimifdson such

region data can he defined in a row of the database including resulting relationships to other objects

belonging to the’FcAALYRR Caisle Il REpYie SoMERs AP aRperionsMEaT L ShPH HRY g8 tabase.
As noted abovegggpeieiag@reheiysa®f Aeaesk Gensrldnibothaniadtexaliaibransiéhe iecation of a

security change jn an object hierarchy, various securit%ng ions may be created from such settings. At

740, transformsI5USHS HERNSEPRIE B A5G QLIRS SRR RS SYEL AL (R BB the*ubject
invention in ord¢pdamropagate inputtysthangespeyvikimthe daaagenticnaamineigeogieating region
subsets around aﬁ;iven object at the time a security change i re%uested for the E()%gy'ect (e.g., create

three or five regfOARFERER RIS A JBELH I RAE D RITESS B G AN S SRR i, ﬁ?é’exemplary

environment 81f:fasttoiemast{spsyaranhasnrets kil theniputntioseivell des rceompuieirR FE, The
computer 812 includes a rocessin&ﬁunit 814, a saste memoE}/ 81@ and a sl)éstem bus 818. The
system bus 818‘%‘88{%@@ tBARICETRERSSSRS AR PR G b PR S 165, I TRSS MRS mory 816 to

the processing weiiv@té nbtie apideresiieg anait@didatigrintuasy mhivpopdl efdilablenpiasessors. Dual
microprocessors and other multiprocessor a%ihit tures also c?kEJbe employed as the processing unit
AT i

814. [0042]The SRS DIRIAEVS IBFPRP U] B elar AUPOSES A TARERY HE memory
bus or memory gevitobas i HRrripas@ltsromeweompltesspediorRelnoal turapisinG pBasMariety of

available bus architectures including, but not limjted to, 11-bit bus, Industrial Standard Architecture
(SA). Nicro- oG A CATERRAFA TRAGHDIEE R0 AP T EIREFE B e Defonics (DB,
VESA Local BuplydiB)lyPesipleted Garganenidatiorcoomectitn@30UNveveek HreidddBsigUSB),
Advanced Graphics Port (AGP), Persopal Co%&er Memolr ard Interna%%?msoc'ati(@ bus
(PCMCIA), and SIRATRASHHTRAPSPUESHRD RRAMAES sy ‘%éﬁd%fﬁ%e yat P8 ncludes
volatile memoryaé&Onatwonkn(alame. rhémorclidogies inakidd mpbitddisribaystddatél Ki¥slaczontaining
the basic routin ansfer information hetween elem ithip the r uch as during
startup, is storezﬁié?agngcﬂ%?ﬁé %%%V%%%%YQP%&?C&Eﬁj?mt%ﬁ]eéﬂ%ﬁﬁ%éﬁaﬁﬁo%%volatiIe
memory 822 caRinglLElEr662. Dahd thertikey URAQNHe¢mog taissiabledd @t are not limited to,

point-to-point links, circuit switching networks like Integrated Services Digital

Networks (ISDN) and variations thereon, packet switching networks, and Digital

Subscriber Lines (DSL).

[0048] Communication connection(s) 850 refers to the hardware/software

employed to connect the network interface 848 to the bus 818. While communication

connection 850 is shown for illustrative clarity inside computer 812, it can also be

external to computer 812. The hardware/software necessary for connection to the

network interface 848 includes, for exemplary purposes only, internal and external

technologies such as, modems including regular telephone grade modems, cable

modems and DSL modems, ISDN adapters, and Ethernet cards.
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(PROM), electrically programmable ROM (EPROM), electrically erasable ROM (EEPROM), or flash
memory. Volatile memory 820 includes random access memory (RAM), which acts as external cache
memory. By way of illustration and not limitation, RAM is available in many forms such as synchronous
RAM (SRAM), dynamic RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM
(DRRAM). [004fdGaspputer Bitgjatsp insdHepatie mevRIIRGIAR ST QyRPIR. calilgfron- volatile

computer storage media. Fia 8 illustrates, for example a disk stora&s 824, Disk storage 824 includes,

but is not limite®ITQBNERE %"H%%"ﬁ@"ﬂ@%%ﬂp- EVERHIO) BRKIRIRTRS tapRe €M A Grive, Zip

drive, LS-100 diityguflasBridemabyeCaishtes) memoryestitént(s) addidan hdiskrateinromaRs ssrnaeude
storage media separately or in combination with other storage media including, but not limited to, an

optical disk drivEeichE8%S G588 RUREINGENEeesE D rESKRe® SARASRIRSIH BHRIRED-R Drive),
CD rewritable driygdSdprEv(Y) DBye)raE sediala) veraiia Bk ar sl YDttt (Egfacilitate

connection of the disk storage devices 824 to the system bus 818, a removable or non-removable

interface is typidAIEAESRIEERFSLHIRYLRE 82HCeBHAER FEREH3P SAENRtsS e BRER Abes
software that ackaRFamitierBdiapleshEeR SaGEERJdRRRARIE SempHeTrspussRIedescribed in

suitable operating environment 810. Such software includes an operating S)@tem 828. Operating
I

system 828, whidTEANIRULHReuFERiR 8B RGE 83ha SRRLEIOCOIRY SRS dera b drtas of the

computer systephéla sgysiemarPticationsed I dakenadiwoitags otdhpaanaocsssst affesources by
operating system 828 thro% program modules 832 and program data 834 stored ejther in system

memory 816 or T ERICLELHJECes 2 RTMYHEAL R AL It AR LEIATRIRGH LN be

implemented withcyidEeUSORRRIAIRE GYSERNEET GRehia(i)ns Chapaiatngaysieat. 10R46]A user
enters commands or information into the computer 812 th%glri\ ut device(s) 836. Iﬁgut devices 836

include, but are AR @ L PEiAIN S PRAAEES IR ANECL B AOSHIL0IRHCAAd,

keyboard, micraphempldgastie siyameopadiisatetiediste deanpgoily Sinelaagdheigiadcgmera,
digital video camera, web camera, and the like. These and other input cg,‘vice?llconne%:t to the
processing unit BB ALe-0) BRSTRC GK0BE S VTR SFHER iy Bea O PRI Ca bR (o) 836

include, for exarrjstoyedatatarerinfmaadelpat i@ asevees930d a universal serial bus (USB).
Output device(s use some of the same, type of ports as input device(s) 836. Thus, for example, a
0SB port may B0 1o proVHBL B DLETLHPApORER SRSV B AU AL A MRk computer 519
to an output devipgB4déh. QuipLsfasbapier it D isdividedseribiisteie dhadcivabteashisninag augput
devices 840 like monitors, speakers, and printers, among other. qutput devices. 840, that require
special adapterOPRETI ¥ KPR oS RS RHEDG56 A ARG FUMEE P SAHE W ideo and
sound cards thadrrofisieiaaneskill bf tennestigndpigveanthermaipudesice Bihaichiwmeystem bus
818. It should be noted that ofher devices and/or systems. of devices provide both.input and output
capabilties suchITILHELE EbUpAHEHES) BRF o0 oy tter B1ooiN B RSB LE

environment usingriegdsl toenecitendltsuoheltratorns, neodificatonp diel vasidtibrasthenigile computer(s)
844. The remote computer(s) 844 can be ersonal c uter, rver, a router, an ork PC, a
workstation. n I P! S SePhe B T NS B SR e T e AR he anl the
like, and typicalkgrimctirckdsdestiny usedlirtitheratentetidedaisohptioe@tive thatosputané@his-or

f breyi device 846 is i with r 844,
Remote compult ity BARJURURY B RU S COTRD RGPS 3 e OA b Mo A TR 346 anc

then physically oimegtettt iwvitanemplogatias tansttoal 8&ddNetvobakrinterface 848 encompasses
communication networks such as local-area networks (LAN) and wide-area networks (WAN). LAN
technologies include Fiber Distributed Data Interface (FDDI), Copper Distributed Data Interface
(CDDI), Ethernet/IEEE 802.3, Token Ring/IEEE 802.5 and the like. WAN technologies include, but are
not limited to, point-to-point links, circuit switching networks like Integrated Services Digital Networks
(ISDN) and variations thereon, packet switching networks, and Digital Subscriber Lines (DSL).
[0048]Communication connection(s) 850 refers to the hardware/software
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employed to connect the network interface 848 to the bus 818. While communication connection 850
is shown for illustrative clarity inside computer 812, it can also be external to computer 812. The
hardware/software necessary for connection to the network interface 848 includes, for exemplary
purposes only, internal and external technologies such as, modems including regular telephone grade
modems, cable modems and DSL modems, ISDN adapters, and Ethernet cards. [0049]Fig. 9 is a
schematic block diagram of a sample-computing gavigpsgent 900 with which the subject invention can
interact. The system 900 includes one or more client(s) 910. The client(s) 910 can be hardware and/or
software (e.g., W&&s‘}%’r@@éé&%és, computing devices). The system 900 also includes one or more
server(s) 930. The server(s) 930 can also be hardware and/or software (e.g., threads, processes,
computing deviges). TRSRRIVPESRREAIHIMADIBEEALS AAPSHRITb AR APRRIADTRYRAPI0Ying the
subject invention, for example. Onée possible communication between a client 910 and a server 930
may be in the fé#tabasesaeusl yRibmatagamenb the stempesPHStdgen two or more computer
processes. The Sy,ste_md%%@sL&J&ﬁg]o%&amm@g'Qq,lmns»%?r&bié&stﬂ@&iﬁg% hgspmployed to
facilitate communications between the client(s) 910 and the Server(s) 930. The client(s) 910 are
operably conndutstrebietiadatinpsbiphetverndhsioharalityed ehigctahasedgnsieges mordhstinformation
local to the cliefi(s)i 30 %{Q@f@ﬁ%ﬂ%@ﬁ%@ﬂ@emﬁiﬁr%@%ﬁ%&s@”neCted to one or more server
data store(s) 940 that can be employed to store information local to the servers 930. [0050]What has
been described abové i¢gigicompanplehasidefines sjphirali pdoacurily, Zinesueaeh eAUBHESIble to
describe every R aRblSGmBIaHAN Y hLomRaRAAIR LB AAHRS: HapUERazas of describing
the subject invention, but one of ordinaryskill in the art may recognize that many further combinations
and permutatioiswittherepgijées favthaisasurity Fossitsied Abcoeametpondng isatitindesattnas intended
to embrace all gl Al s Red iR A aUaRS ek b Rl AU aRdigegpe Of the
appended claims. Furthermore, to the extent that the term "Includes” is used in either the detailed
description or trswidihdenss Eprme mcieonrddneras-tocebrijetiosiskinrbetwesnribe seeiritytaotes term
comprising’ ap;GaAHRY: IJSISHE S RD RTINS Hanalional el A slaig, CLAIMS

What is claimed is: 1. A system comprising both a processor and a memory configure to facilitate

database secusigoaddierarchgmiationbhippéiaenstnaonsieeing sepaeaigtrasedidergrsricomithgt stores a
plurality of oquﬁ:}& H@E}g@ﬁﬁéﬂ?gg{g@{ﬁk@é{iﬁ{%ﬁ@ fm}gkqs[?%@lity of objects based on one
Ips plurality

or more first inheritance relations ween the [ objects;”  aregion component that
defines a plurality of semanBinSeRIBpeneHt trdadspciaiee ¢rsingldbs pliasdidnatiobipetcwitheponding

security descrigior gl dsap e SPGUIN RIPREIS S DECGEHIN A0, BPGLUik cayfsponding

security descriptor | that identifies the corresponding security descriptor, Wherein.tﬁe plurality

of security zonesclothatre 6o mptdeiilshmuralitya wbobitptb et ebarerrepsciicilay eomespbadiag on one or
more second i [tan i ' ' E hiqrarchal relationship
of security zon%%%@?%gﬁ %&g@#ﬁ?ﬁbﬁ%?g%ﬁ%ﬁrﬁf}%%%%égggr%ﬂgﬁg%%gm?between the
plurality of objexsisesprhding seernpyidgsconiporadisteht thetaetase soezach of the pluedityadf objects with a
di i . Hentifi : : hat
conTeshonaING SEeH JSScHRlp bl RN IGHShans 06 Aly Al ahsPau AR sudhpal one o

more of the plurdlity of dbjects are a r corresponding security descriptor afe part of a

particular securepeassediateihy ihethebitstasoppeisdridithy Sesiigratekicaprolationghinch that access
to each of the %{(gégx %"ﬁéﬁ%@%@&ﬁ ned by the corresponding security descriptor defined in the

security zone associate object, as opposed to the first hierarchical relationship between the
plurality of objébts.  The system of claim 1, wherein the region component and the mapping

component comprise one or more database tables.

3. The system of claim 1, wherein an object is associated with a security zone by
associating an item identifier for the object with the corresponding security descriptor
identifier for the security zone.

4. The system of claim 1, wherein, in response to a request to change a particular
security descriptor that is associated with a particular object, the region component

either splits a security zone or merges a security zone.
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2. The system of claim 1, wherein the region component and the mapping component comprise one or
more database tables. 3. The system of claim 1, wherein an object is associated with a security zone
by associating an item identifier for the object with the corresponding security descriptor identifier for
the security zone. 4. The system of claim 1, wherein, in response to a request to change a patrticular
security descriptor that is associated with a particular object, the region component either splits a

security zone of, MergeRASRSH Y 2ANR 4 SwHarey Bie Phal SlRirdYetherritibmeatifetanabiect is a

container object and wherein the region component splits the se'curitﬁéeone intp three security zones
by performing tBeEs#d AR EEEion cpsmpoRpnt SRithHG SREUEHNZOBRAS THEFKIORIBLFRPEHBAL and

associating theiFgdRaneSReYoib4eRe With the container object in the mapping component;
creating a second new security zone In the region component and associating the second new security

zone with any containgeeiied LR eFHiE: AOBE iR RO FREIOR FOBRRASH A Rrappiriedhsponent;
and  crealing:a (G RegRPs UL RGN 4 REI B EOMPRRARL ARl pesApiiag (e third new

security zone with any non-container objects that are children of the container object in the mapping
component. 6.The sy$SHEAIIDBE @1a76PAd WA SSPHIHE BRI BIE 5684080 ROEPORRAABA 3BROEIANE wherein

the region compneRsSPikWRE-ARE b MR IR EYRAREHERER B RGHRRGING the following:

creating a first new security zone in'the region component and associating the first new security zone
with the contaifeRigH)eCe Miegtd i pirRpithspBIRORent; andeating a second new security zone in the

region component andasspeiR e thew sSQRHy FM SR ERIESIB AR CAI ARBERIR iRt are
children of the container object in the mapping component;

third new security zone with any non-container objects that are children of the

container object in the mapping component.

6. The system of claim 4, wherein the particular object is a container
object and wherein the region component splits the security zone into five security
zones by performing the following:

creating a first new security zone in the region component and associating the
first new security zone with the container object in the mapping component;

creating a second new security zone in the region component and associating
the second new security zone with any container objects that are children of the
container object in the mapping component;

creating a third new security zone in the region component and associating the
third new security zone with any non-container objects that are children of the
container object in the mapping component;

creating a fourth new security zone in the region component and associating
the fourth new security zone with any non-direct non-container objects that are
children of the container object in the mapping component; and

creating a fifth new security zone in the region component and associating the
fifth new security zone with any non-direct container objects that are children of the
container object in the mapping component.

7. The system of claim 4, wherein the request to change the particular security
descriptor that is associated with the particular object comprises a request to change
an Access Control Entry (ACE) defined in the particular security descriptor that is

associated with the particular object.
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creating a third new security zone in the region component and associating the third new security zone
with any non-container objects that are children of the container object in the mapping component;
creating a fourth new security zone in the region component and associating the fourth new security
zone with any non-direct non-container objects that are children of the container object in the mapping
component; and creating a fifth new security zone in the region component and associating the

fifth new securigy zoneryaty @B RIFRIFIFE Gt GARRIARKOAIEH SdpREGHE GhiIiRTRt RN GRIpRERET object in

the mapping component. 7.The system of claim 4, wherein the request to change the particular
security descrigfSrE%cha88ociated with the particular object comprises a request to change an

Access ControbEntry thERiaefidediinthe Radiciar seaHi SRS Rtpsaalimh ansardated with the
particular object 8. The system of claim 7, wherein the ACE represents an explicit or an implicit

security chang&SCyrityrong ifdhg ehangfiohs RartisHlar SEEUHALY e RO bR dHasAas Al dMaths e curity
zone if the chapge,ihaRAIHRUIALESAIY Lesstipionihatinesredaird Wik haderifvlak object

causes the security zone to have the same security descriptor as another security zone. 10. The
system of claind®P W SEEHTENZPRErface for interacting with object security includes a get security

function, a get ggscrippE WREIRGF RIaRA 95 f BRRR B MRiPGNENMBjegt, a remove
holding link function, and a get effective security function.

security includes a get security function, a get descriptor function, a set security
function, an add holding link function, a remove holding link function, and a get
effective security function.
11.  The system of claim 1, wherein the mapping component organizes each
security zone as a security hierarchy row in a database table.
12. A tangibly embodied computer storage device having computer readable
instructions which, when executed by one or more processors of a computer system,
cause the computer system to perform a method of defining security regions for
objects in a database, the method comprising:

the computer system defining a plurality of objects in a database, the plurality
of objects having a first hierarchical relationship between the plurality of objects
based on one or more first inheritance relationships between the plurality of objects;

the computer system defining a plurality of security regions for defining
access to the objects, wherein each security region is associated with (i) a
corresponding security descriptor that describes security properties for the security
region, and (ii) a corresponding security descriptor identifier that identifies the
corresponding security descriptor, and wherein the plurality of security regions form a
second hierarchical relationship between the security regions based on one or more
second inheritance relationships between the security regions, the second hierarchal
relationship of security zones being separate and different from the first hierarchical
relationship between the plurality of objects; and

the computer system providing a mapping table that associates each of the
plurality of objects with a corresponding security descriptor identifier of one of the
plurality of security regions, such that one or more of the plurality of objects that
share a particular corresponding security descriptor are part of a particular security

region having the particular corresponding security descriptor, and such that access to
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11. The system of claim 1, wherein the mapping component organizes each security zone as a
security hierarchy row in a database table. 12. A tangibly embodied computer storage device having
computer readable instructions which, when executed by one or more processors of a computer
system, cause the computer system to perform a method of defining security regions for objects in a
database, the method comprising: the computer system defining a plurality of objects in a

database, the RygRliy ol BHIBSE: g HEtaIRLIpaNARIgNaBahip Bekyps TRl o objects

based on one or more first inheritance relationships between the plurality of objects; the computer

system definin§eEYItY AREIBF awecingdayidribsobirstirmngnrased dadhe Brsbiesarcsalein each security

region is assocjgigehniih Bmﬁqﬁpgmmgysgpgsé%g_escriptor that describes security properties for
the security region, and (ii) a corresponding Security descriptor identifier that identifies the

corresponding $3curit: ¢eTpIBesTIRPIaTAANGd imethod fardefipingseGHEL Y degipns e biestt ihy

hierarchical relag%gggptpgpﬁlaﬁgélgglﬁﬁﬁgg% regions based on one or more second inheritance
relationships between the security regions, the second hierarchal relationship of security zones being

separate and differen@ffeMRWETTTEItAmR Whishdarhadss oRS P BRSO SFHOTS fepheRityand
the computer sygigmQVtie: &ML e N PREATS IR SRS B ELReHRHER rpéobjects with a

corresponding security descriptor identifier of oné of the plurality of secCurity regions, such that one or
more of the pluhﬁfﬁr@ﬂ%j&iﬁlﬂﬁéh%mﬁﬂﬁeﬁémb&@%%ﬁéﬁ@@E%ﬁ@é@’s@ﬂﬂ@? @fe part of a
particular secuityegiontiayinmibe AR RIS sPRUBLRRRY B Hlessiielgsend such that access
to each of the objects is governed by the corr_espon?;ﬁr;? security descriptor defined in the security
region associated witiht\eosputer sysspbdebning tplyralithiaf seenrit regiamsnisnigebati@en the plurality

of objects. 13-&&9&8%@&%&%@%B}@&s‘]\%ﬂ%?&lﬁ%&?ﬁéﬂﬂﬂﬁ%gf&?{ IELIONS A8 MUK i @

database, the method comprising: a computer system which includes one or more processors,

defining a plurdifiFesPanding secunix destiptonta sdescribsspiesulity rensrissderdhfee@ it ing a first
hierarchical rel%Qa&h&a@e&y&e&%&e‘p&hwigagtyeeﬁﬁslagééﬁp&w&fé&ﬂﬁ?%@iﬁ&%ﬁs fere first

inheritance relationships between the plurality of database objects;  the computer system defining a
plurality of se_c@ﬁgﬁmgmgéwgﬂﬁiﬁg%e@gsaﬂeﬂm@mmﬂ&@wmgfm réam%&ma/ region is
associated with (R, ciproRRGITa SRS Sescplidtal dascubra BRIy pIRReiRRIEr the
security region, and (ii) a corresponding security descriptor identifier that identifies the corresponding
security descrifeserariaharitaes elatisinshiny bstween thy FgGHY @mfﬁaébééﬁ@h@w@ﬁ%@l relationship
between the segyity GaioNSbasRY Aohe0BRdRepaSRARF ISR ACE, Bl Rushipsrahypen the

security regions, the second hierarchal relationship of security zones being separate and different from

the first hierarcfeledtonshifobrimiecn dbg elirahity ol datrbase abietiastndbjects; and  the computer
system providing a mappinehiahle hatAssRURIES 36 bplHE &Rl RlbYdRRbAsERUBRMS with a

corresponding security descrlgtor identifier of one of theﬁglurality of security regions such that one or

more of the plupbirglity abdatrhaseorinats widh sirerecapendieg sacEEedsssHIING léé@tjﬁ_?} gkereiptor are
partof a pa”'“d‘ﬁ‘(h@‘iﬁ&fé% Q&Dﬁ%%'}gg%ﬁsoﬁféﬁ?kﬂﬁf G GRBRAIRSAUF MY S ARIBEs@nd such
that access to each of the database objects is governed by the corresponding Security descriptor

defined in the sé&mtwﬂnegwhragme@rwmmmdmas@dbjegtqs,ca@m@mem@ﬁm@mw}mwchica|
relationship bepween Ihe PRI RPISH e ul4r J&%%?JHH&%E@E&H?B@%B@%Q@%%W 13,

further comprising: in response to a request to change a particular database object's security

descriptor, eithefospHtorRpdr %&giﬁ@@w&hjw@isﬂvemdmw@mmommemmw method of
claim 14, whergin theRATIEHE ﬁaﬁ?@e&m?ggﬁw@@@@m% andpaliessiedihgssecurity region

is split into three security regions by performing the following:
opposed to the first hierarchical relationship between the plurality of objects.

14.  The computer-implemented method of claim 13, further comprising:

in response to a request to change a particular database object’s security
descriptor, either splitting or merging a security region.
15. The computer-implemented method of claim 14, wherein the particular
database object is a container object and wherein the security region is split into three

security regions by performing the following:
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creating a first new security region and associating the first new security region with the container
object; creating a second new security region and associating the second new security region with
any container objects that are children of the container object; and creating a third new security
region and associating the third new security region with any non-container objects that are children of
the container object. 16. The computer-implemented method of claim 14, wherein the particular

database object is a cBiRiREh FRiPSEANGANRFILIRE SROUIbLIRAIEHS SRILRIPsivgrgourity regions

by performing the following:~  creating a first new security region and associating the first new
security region'#giAnEBIREABIaEIEEDIeCt; creating a second new security region and associating

the second new secugipyaggionsuibh@Rv s estaierahise indhasacpchldrenRbieeoniaingrpbiect

creating a third new security region and associating the third new security re%ion with any

non-container &giASHRABYCoRiRmEnabierls thatrrmehibbfaef the epataipegr uisskddw security
region and associating e fourtRENSEEHIHY SEIRh Wit ARUARTEIRCIRRNFEANalRRPbDiects that

are children of the container object; and creating a fifth new security region and associating the

fifth new securfSeienWHIWAEY aep-rontainecebisatathal apjehildnemebile qomiieplitsteontainer object.
17. The compujgr-implamesta [eipl At alaithodREQR B s sl hehargaihe particular

database object's security descriptor comprises a request to change an Access Control Entry (ACE)

defined in the siatehase abivGipicy costaibienoliontiand avpereiaibe srevadegipfeistspligintp dive
computer-implg&ﬁm?qe@gﬁgo&gemi&g tﬁ@qﬂg&gaapontrol Entry represents an explicit or an

implicit security change. "19. The computer-implemented method of claim 14, wherein a security zone
is merged with anothérengmyfirgmeyy gseucinmerion thd puatianedhedirstacypfeetsiecurity

descriptor cauggg&q@ﬁpmétx&gaﬁgpmcq;the same security descriptor as another security zone.

creating a second new security region and associating the second new security
region with any container objects that are children of the container object;

creating a third new security region and associating the third new security
region with any non-container objects that are children of the container object;

creating a fourth new security region and associating the fourth new security
region with any non-direct non-container objects that are children of the container
object; and

creating a fifth new security region and associating the fifth new security
region with any non-direct container objects that are children of the container object.
17.  The computer-implemented method of claim 14, wherein the request to
change the particular database object’s security descriptor comprises a request to
change an Access Control Entry (ACE) defined in the security descriptor associated
with the particular database object.
18.  The computer-implemented method of claim 17, the Access Control Entry
represents an explicit or an implicit security change.
19.  The computer-implemented method of claim 14, wherein a security zone is
merged with another security zone if the change to the particular database object’s
security descriptor causes the security zone to have the same security descriptor as

another security zone.
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