1 METHOD AND SYSTEM FOR MONITORING DATA TRAFFIC ON A BUS FIELD OF INVENTION
The present invention relates broadly to a method and system for monitoring data traffic on a bus, and
to a computer readable medium having stored thereon computer readable code means for instructing
a computer to execute a method of monitoring data traffic on a bus. BACKGROUND A system for
monitoring of e.g. Muxbus traffic between a bus contjoller and one or more remote terminals typically
involving a dedicated bus monitor workstation. On the bus monitor workstation, a vendor supplied

Muxbus card @&i roprietary monitoring software are installed. The Muxbus card in the bus monitor
workstation h T)%‘ébl Qs MISAR MODITORINGIDAT MKBUSFENIpRNeAabling bus

traffic monitoring to be carried out. Typically, the IV? S monitoring software does not allow multiple
instances to be launched, and only allows limited daia sources to be monitored concurrently.
Recently, bus monitoring software has been proposed which utilizes a client/server architecture in
which raw Muxbus data is transmitted directly over a network to a client monitoring software on a
workstation connected to the network. In one such system, the server runs on a dedicated monitoring
workstation,F BHdetREIYNERRTIRMhe previous bus monitoring software installed on the dedicated
monitoring workstation described above. In another such system, the server may be embedded in a

customized bus stguiggeBSRCHR 5PN BB Secibated monioring warksiaton described

. : S Torin .
above. The present invention has been made and is now reduced to practice with'a viewto Browdlng

an alternativi et oAy 8ySteim FOF nforitoTiBPYiRE fRffialip edium having stored tnereon

computer readable code means for instructing a computer to execute a method of
moenitoring data traffic on a bus.

BACKGROUND

A system for monitoring of e.g. Muxbus traffic between a bus controller and
one or more remote ferminals typically involving a dedicated bus monitor
workstation. On the bus monitor workstation, a vendor supplied Muxbus card and
proprietary monitoring software are instalied. The Muxbus card in the bus monitor
workstation has appropriate connectors allowing it to be connected to a Muxbus
Coupler enabling bus traffic monitoring to be carried out. Typically, the Muxbus
monitoring software does not aliow multiple instances to be launched, and only

allows limited data sources to be monitored concurrently.

Recently, bus monitoring software has been proposed which utilizes a
client/server architecture in which raw Muxbus data is transmitted directly over a
network to a client monitoring software on a workstation connected to the network.
In one such system, the server runs on a dedicated monitoring workstation,
effectively replacing the previous bus monitoring software instaliad on the dedicated
monitoring workstation described above. In another such system, the server may be
embedded in a customized bus structure, effectively replacing the entire dedicated
monitoring workstation described above.

The present invention has been made and is now reduced to practice with a

view to providing an alternative method and system for monitoring data traffic on a



2 bus, which, in at least preferred embodiments, can provide networked bus monitoring and multiple
instances bus monitoring. SUMMARY In accordance with a first aspect of the present invention there
is provided a monitoring system for monitoring data traffic on a bus, the system comprising a data
storage unit for recording raw bus data in a bus data file; a network connected to the data storage
unit; one or more workstations connected to the network and having installed thereon a data traffic
monitoring application program; and wherein the workstations perform data traffic monitoring by

accessing the busidata file hrocgh filgershadngevetihemeiwesk. Aesardingbtbasiessat invention

can providem%i% stem indwhi h [nultiple instances of the data traffic monitoring application can be
executed con(:uf)r%rrﬁlﬁ1 Tom- {Weeérﬁ%a&cﬁ'?o EVOPREEBhs. A recording application program for

recording the raw bus data in the bus data file may be provided as part of a dedicated bus monitoring
application gregaprinstalled on a monitoring workstation directly connected to the bus and the
network. Accordingly, the present invention may be implemented as an add-on or upgrade to an

existing dedicated bus monitorina{iaﬁ)plication Ero%ram. The data storage unit may reside on the
monitoring workstaliGIECTHE MM i SHnARRAGh Prit e RFAY EYRHISe REB HinRIAYSRR fool. The
command linenitwing sy sempids aver ploralitydefswitvesfor Hlberitgeodytbieravorhpisstataafeza the bus

data file forlizplayiig: 96,3 SisRimy, AhRAG BSRERIKeIOSALRD. o The command ling Rmay

comprise a source flag for specifying the bus data file from which the raw bus data Iis accessed. The
command IfR3cHPRALS WihpARE LMoy Wkateliras corrpdad dos BRIDGHRIK Grafvthadispling of
the bus datmdtksiienl atteassimgatheatawthtic daianitoring  application program; and wherein the

workstations perform data fraffic monitoring by accessing the bus data file through file-
sharing over the network, '

Accordingly, the present invention can provide a system in which multiple
instances of the data traffic monitoring application can be executed concurrently from
the one or more workstations.

A recording application program for recording the raw bus data in the bus data
file may be provided as part of a dedicated bus monitoring application program installed
on a monitoring workstation directly connected to the bus and the network.

Accordingly, the present invention may be implemented as an add-on or upgrade
to an existing dedicated bus monitoring application program.

The data storage unit may reside on the monitoring workstation.

The data traffic application program may comprise a command line tool.

The command line tool may comprise a plurality of switches for filtering of the raw
bus data from the bus data file for displaying on a display of each respective workstation.

The command line tool may comprise a source flag for specifying the bus data
file from which the raw bus data is accessed.

The command line tool may comprise a tail ftag which, if selected, causes end-of-
file-growth sampling of the bus data file in accessing the raw bus data.

In accordance with a second aspect of the present invention there is provided a
method of monitoring data traffic on a bus, the method comprising recording raw bus
data in a bus data file; and .



In accordance with a second aspect of the present invention there is provided a method of monitoring
data traffic on a bus, the method comprising recording raw bus data in a bus data file; and . 3 wherein
one or more workstations are connected to the network and have installed thereon a data traffic
monitoring application program, and the workstations perform data traffic monitoring by accessing the
bus data file through file-sharing over the network.sThe data traffic application program may comprise

a command line tool. The command line tool may comprise a plurality of switches for filtering of the
raw bus data fronVBEBUSLBRUETIRPE? NHSPIEIAHE SN AiSPTEPEEEalth o Jratwpsk visrkdiawen. The

command linstdted rayrcomprieatesficcaiingfvrgsappifyitiorthsrbyadatand entroppmdishotie raw bus
data is acc The.c ine.tool may comprise a tail flag which, if selected, causes end-of-
fle-gronth Loha T (T A P e e B g el ey e
program foFTe86FdRTY-the raw bus data in the bus data file may be provided as part of a dedicated bus

monitoring applicatiendatagrasm iBskaliagon pragmen teineowerst atinhirasdlyoppgcted to the bus and
the network. In aCﬁ%rdance Wi(t:Q_a thirg asgect of theé)risent inyention th%e is provided a computer
'HerEam & i

readable medium havig SeoHs el ad MEs RRUR oA RABR Yol WHERRS 1o WISHR M 'S "@mputer to
execute a mesho@dtef framittringdatalataffiteorfica Islispldyingnethod chspiaysing eaabcutingeatiiata traffic
monitoring appligalign program, and accessing a bus data file through file-sharing over a network,
wherein one or mqre workstations are connected to the network and have installed thereon respective

data traffic monitofing SYPMARHANSSGHRRY SAETRHSSADIUERDHED BTSRRI BRI O¥idiataring by
accessing tfile bus: ddtahfttestraauglh filmshkartngeeer the network.

The command line tool may comprise a tail flag which, if seiected, causes end-of-
file-growth sampling of the bus data file in accessing the raw bus data.

A recording application program for recording the raw bus data in the bus data
file may be provided as part of a dedicated bus monitoring application program instalied
on a monitoring workstation directly connected to the bus and the network.
in accordance with a third aspect of the present invention there is provided a computer
readable medium having stored thereon computer readable code means for instructing a
computer to execute a method of monitoring data traffic on a bus, the method comprising
executing a data traffic monitoring application program, and accessing a bus data file
through file-sharing over a network, wherein one or more workstations are connected to
the network and have instalied thereon respective data traffic monitoring application
programs and the workstations perform data traffic monitoring by accessing the bus data
file through file-sharing over the network.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent to
one of ordinary skill in the art from the following written description, by way of example
only, and in conjunction with the drawings, in which:

Figure 1 is a schematic drawing illustrating a system for monitoring data traffic on
a bus according to an example embodiment.

Figure 2 shows a screen-shot illustrating the operation of a system for monitoring
data traffic on a bus according to an example embodiment.

Figure 3 shows a screen-shot illustrating the operation of a system for monitoring

data traffic on a bus according tc an embodiment.



BRIEF DESCRIPTION OF THE DRAWINGS Embodiments of the invention will be better understood
and readily apparent to one of ordinary skill in the art from the following written description, by way of
example only, and in conjunction with the drawings, in which: Figure 1 is a schematic drawing
illustrating a system for monitoring data traffic on a bus according to an example embodiment. Figure
2 shows a screen-shot illustrating the operation of g,system for monitoring data traffic on a bus
according to an example embodiment. Figure 3 shows a screen-shot illustrating the operation of a
system for monitofii}ir8at tigffié opCABUS EccdiRivigdo BH¥mbodingertommtipuresysism séhematic

drawing illuptisng:aRMPHehEEMmiRisPIe MeRtinaradeethod of saepitargaslatadiatiipien a bus
according to an exam le embodiment. DETAILED DESCRIPTION Figure 1 is a schematic drawing
illustrating & networkedbus monitoring system 100 according to an example embodiment. The system
100 comprises a bus controller 102 connected to a plurality of remote terminals e.g. 104, 106, via a
Muxbus Coggtes 188 Absis mipritgivorkstation 110 has a Muxbus card 112 installed, which is
connected to the Muxbus Coupler 108. The Muxbus Coupler 108 forms part of the pathway, or bus,
between the bus controller 102 and the remote terminals e.g. 104,106. Also installed on the

workstation 110 isfaghtexbuss anectitensaftararankl Austhichg ia thewexesaiee mbadimentyigdarovided by
the vendor h . The S itor softw 114 includes a recording function
which enab(lig)é5 r%%%?ﬁ?ﬁgﬁ%ﬁv us & a?a% o@ ﬁﬂ? ;}tlp{ 5 W%?E\SE %r‘fcﬂﬁr.'?fa ﬁa?sbé’ese%oper rJ)%rnised that
the raw bus!8at&ostore@inteha fileraiiyHd remote terminals e.g. 104, 1086, via a Muxbus Coupler

108.

A bus monitor workstation 110 has a Muxbus card 112 installed, which is
connected to the Muxbus Coupler 108. The Muxbus Coupler 108 forms part of the
pathway, or bus, between the bus controlier 102 and the remote terminals e.qg. 104,106.
Also installed on the workstation 110 is a Muxbus monitor sofiware 114, which, in the
example embodiment, is provided by the vendor of the Muxbus card 112. The Muxbus
monitor software 114 includes a recording function which enables recording of raw bus
data into a file at the workstation 110.

it has been recognised that the raw bus data stored in the file on the
workstation 110, in the example embodiment utilizing a record functionality of the
Muxbus monitor software 114, can enable accessibility of the raw bus data using file-
sharing services to a plurality of workstations e.g. 118, 118 connected to a network 120
to which the workstation 110 is also connected using file-sharing services. Those file-
sharing services are for example available in windows-based operafing systems having
networking capabilities. The example embodiment, because a record functionality of
the Muxbus monitor software 114 is utilised, is implemented as an add—on'or upgrade
to an existing dedicated bus monitoring application program. Alternatively, the
record functionality may be provided through additional software not part of an
existing bus monitoring application program.

On the workstations e.g. 116 connected to the network 120, a networked Muxbus
monitor software 122 is installed. In the example embodiment, the networked Muxbus
monitor software 122 comprises a command line tool having various switches to allow
filtering of displayed bus data from the raw bus data stored in the file on the workstation
110, Accordingly, in the example embodiment multiple instances of the Muxbus



workstation 110, in the example embodiment utilizing a record functionality of the Muxbus monitor
software 114, can enable accessibility of the raw bus data using file- sharing services to a plurality of
workstations e.g. 116, 118 connected to a network 120 to which the workstation 110 is also connected
using file-sharing services. Those file- sharing services are for example available in windows-based
operating systems having networking capabilities. The example embodiment, because a record
functionality of the Muxbus monitor software 114 is utilised, is implemented as an add-on or upgrade
to an existingUHQIcAEY Bigs Mo HoriRg applitatbagrodgiamtiaftemairelyotketatanord funttidnality
may be provigled through additional software not part of an existing bus monitoring application

program. On the ngrkstathcir%ﬁge. . 116 connected to the network 120, a networked Muxbus monitor

software 122 is instafled. ApREERR AHERE. e heforked RiliebiRe Hiskiayedofaiare 122
comprises aitictnmanel divrerteuichindny sasicbs switehrisddvatidws filteriing alotispteyezbhirgdasa from

the raw bus laig iowerbin s, s beakniaton didlageoidinaledd Mg sxanpie ampediment

oge
multiple instances of the Muxbus 5 monitor software executed concurre nyrom the

workstation¥Egihe18merigliaglre LMol e exampik SErRsansiROLEOG IR Aifigine dighrayed data

utilizing the egimaaney ieooleishe netvorkid MwidesimaiioLsatopasd A Fjpusekhdpdhe

screen ShOto%%Qaﬁﬁg‘ﬁO iﬂﬁé%{lc;(&ﬁe%&ag}g data 202 is displayed, together with the current filter
sho S

flags 204. In the example screen own in Figure 2, the engineering datg' relat‘es to radio
traffic in one directid@t&nd IR rTHOLoBPERRD S ePafingf ovdethesMexbugitzrhérction. Figure

3 shows an®xanmpie seEeeBl sheiS30kaimchatibsarerRUtiizeshindhensoanaRaing tphinthe

example erqpodi entt. Thiscreen slhot 300 shows gO umber of flag definitions, for example a source

flag 302, antps e Iﬂgé)rgo PIREIRIG & HASS0HT 302 and a taif flag 304. The source flag 302

specifies the source (file name) from which the raw bus data is accessed via the network
120 (see Figure 1). The tail flag 304, which is selected for following a “live” raw bus data
file, initiates an end-off-file-growth sampling of the bus data file accessed over the
network 120 (Figure 1).

The method and system of the example embodiment can be implemented on
a computer system 800, schematically shown in Figure 4. It may be implemented as
software, such as a computer program being executed within the computer system
800, and instructing the computer system 800 to conduct the method of the example
embodiment.

The computer system 800 comprises a computer module 802, input modules
such as a keyboard 804 and mouse 806 and a plurality of output devices such as a
display 808, and printer 810.

The computer module 802 is connected to a computer network 812 via a
suitable transceiver device 814, to enable access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network (WAN).

The computer module 802 in the sexample includes a processor 818, a
Random Access Memory (RAM) 820 and a Read Only Memory {ROM) 822. The
computer module 802 also includes a number of Input/Output (I/O) interfaces, for
example l/O interface 824 to the display 808, and I/O interface 826 to the keyboard
804.

The components of the computer module 802 typically communicate via and
interconnected bus 828 and in a manner known to the person skilled in the relevant
art,



specifies the source (file name) from which the raw bus data is accessed via the network 120 (see
Figure 1). The tail flag 304, which is selected for following a "live" raw bus data file, initiates an
end-off-file-growth sampling of the bus data file accessed over the network 120 (Figure 1). The
method and system of the example embodiment can be implemented on a computer system 800,
schematically shown in Figure 4. It may be impleme%ted as software, such as a computer program
being executed within the computer system 800, and instructing the computer system 800 to conduct
the method of the &EmnelieatipBdifReaThis depiprite rsyéad S00tbemsisesfativtemputeatsrodule

802, input mydues sBCErasAkeyReRhED4BRLEANSE BRG R APl EHRehuPULARYiGRS, such as
a display 8%%,Cppd %rlnt r.810. The comngl%éer module 802 is connected to a computer network 812 via
iver

a suitable tANSCERRrIETIER 819°TFERABHNG AR HUP B AR BrotRER HaiRoPkOEs@Eems such
as Local ArgteNeswii® (AN japp\iateoAnea iletwaoskréathbhd Tduericoneauieitnedute B2 by the example
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822. The caomputer module 802 also includes a numbe nput INtérraces, for example
10 interfacd 824 ffthe display 808, and I/O interface 826 to the keyboard 804. The components of

the computer moduitetBO Zotypiciily reammernicaie tiseast iBjersanracieshius e 8 Aad e rpanner

known to th ski in the relevant art. 6, The application program is typically supplied to the
user of the ?o%%ﬁ%g?s@gt%%r%e 00% éﬁcg’ it r(‘f»z"]n EUES Q'gzg?r’g%g RlfitrEen %lﬁfﬁbmﬁol??loppy

disk and re28RAMRSIhE PBErRkSIsshiTinG e & Biorgye ohdldishiveuss dddtastaages changes
and/or modifications may be made without departing from the scope of the
invention.



device 830. The application program is read and controlled in its execution by the processor 818.
Intermediate storage of program data maybe accomplished using RAM 820. In the foregoing manner,
a method and system for monitoring data traffic on a bus are disclosed. Only several embodiments
are described. However, it will be apparent to one skilled in the art in view of this disclosure that
numerous changes and/or modifications may be mAde without departing from the scope of the
invention. 7 CLAIMS 1. A monitoring system for monitoring data traffic on a bus, the system
comprising: émrﬁ@torage unit for recording raw bus data in a bus data file; a netyvork connected to
the data storage unit; one or more workstations connected to the network and having installed thereon

a data traffic monitéring applieatienRnsrsyrem idrnmdieingréairorialiistion e perforredsitsteraffic
monitoring weageRssing the bus data file through file-sharing over the network. 2. The system as

claimed in claim 1, wherein a recordi lication program for recording the raw bus data in the bus
data file is provideéi %Qééﬂog?g;% g’é%@t?%ﬁ?%?ﬁ'ﬁ&%g% %_166 icaatlggr?i é?c%%f?n installed on a
monitoring workstafiff MEIRNEBRIFECR M IRE B 2FRIUAE network. 3. The system as claimed in

claim 2, wherein thendata steiegeomiitaesidesmsiemaenitpEnganosistaiann4yvihhesyusiam as

claimed in a ane of Slaims 410 3, WReraIn I dals, Lafic applcation program comprises a command
line tool. 5. The system as claimed in cla , wherein thé command line tool

wherein the workstations perform data traffic monitoring by accessing the bus
data file through file-sharing over the network.

2. The system as claimed in claim 1, wherein a recording appiication
program for recording the raw bus data in the bus data file is provided as part of a
dedicated bus monitoring appiication program installed on a monitoring workstation
directly connected o the bus and the network.

3. The system as claimed in claim 2, wherein the data storage unit
resides on the monitoring workstation.

4, The system as claimed in any one of claims 1 to 3, wherein the data
traffic application program comprises a command line tool.

5. The system as claimed in claim 4, wherain the command line too!
comprises a plurality of switches for filtering of the raw bus data from the bus data
file for displaying on a display of each respective workstation.

6. The system as claimed in claims 4 or 5, wherein the command iine
tool comprises a source flag for specifying the bus data file from which the raw bus
data is accessed.

7. The system as claimed in any one of claims 4 to 8, wherein the
command line tool comprises a tail fiag which, is selected, causes end-of-file-growth
sampling of the bus data file in accessing the raw bus data.

8, A method of monitoring déta traffic on a bus, the method comprising:

recording raw bus data in a bus data file; and

wharein one or more workstations are connected to the network and
have installed thereon a data traffic monitoring application program, and the
workstations perform data traffic monitoring by accessing the bus data file through

file-sharing over the network.



comprises a plurality of switches for filtering of the raw bus data from the bus data file for displaying
on a display of each respective workstation. 6. The system as claimed in claims 4 or 5, wherein the
command line tool comprises a source flag for specifying the bus data file from which the raw bus
data is accessed. 7. The system as claimed in any one of claims 4 to 6, wherein the command line
tool comprises a tail flag which, is selected, causessend-of-file-gromh sampling of the bus data file in
accessing the raw bus data. 8. A method of monitoring data traffic on a bus, the method comprising:

recording raw bus data g by fielg flexanabiieisinone ghmoreoralalons g sonpseted to the

network and have installed thereon a data traffic monitoring application program,
workstation8 e IFhT oRRL TR RO ASIhY By 2R cessing the bus data file through file-sharing over
the network. 8 9. Tihe méthecthasredimedisalaim:8 cuhereiniherdataieatiishapatication wwspgram

comprises li . T 0 aj [ Im.9, wh ! in,the,command line tool
comprises chﬁd?eﬁ%%/gg? gﬁ@?@s&ﬁ?"ﬁ@%ﬁ 'ﬂteg ﬁrar?év %ﬂ%%%g %}% ﬂ?e%ug%aégaé ?ﬁ"g f%%%%isplaying
on a display 5t BAESRIBYBEIRABADIREUIF2ET rFHReAIMM Y HSElRMed in claims 9 or 10, wherein the

command line toot compTisesre:seidres Bagietspeciyingshe hos wataditetfromomhiehdhmeaw bus
data s acoegsedoAfyle mellpd dscipmesinany one SLAAIESA Beh ISR g gommand ine

- tool comprises a tail flag w eletted, causes end-of- th sampling o the bus data file in
accessing thE&i% BHLESRS. 13. The method as claimed in any one of claims 8 to 12, wherein a

12, The method as claimed in any one of claims 8 to 11, wherein the
command line foo!l comprises a {ail flag which, if selected, causes end-of-file-growth
sampling of the bus data file in accessing the raw bus data.

13 The method as claimed in any one of ciaims 8 {o 12, wherein a
recording application program for recording the raw bus data in the bus data file is
provided as part of a dedicated bus monitoring application program instalied on a
monitoring workstation directly connected to the bus and the network.

| 14, A computer readable medium having stored therson computer
readable code means for instructing a computer to execute a method of monitoring
data traffic on a bus, the method comprising:

exescuting a data traffic monitoring application program; and

accessing a bus data file through file-sharing over a network;

wherein one or more workstations are connected {o the network and have
installed thereon respeciive data frafﬁc monitoring application programs and the
workstations perform data traffic monitoring by accessing the bus data file through

file-sharing over the network.



recording application program for recording the raw bus data in the bus data file is provided as part of
a dedicated bus monitoring application program installed on a monitoring workstation directly
connected to the bus and the network. 14. A computer readable medium having stored thereon
computer readable code means for instructing a computer to execute a method of monitoring data
traffic on a bus, the method comprlsmg executlng a data traffic monitoring application program; and
accessing a bus data file thraugh file-sharing over a nefwork. wherein one or more workstatlons are
connected to the REtwrR A Rave irides- MeRELRING Ls At B FFFg application
programs and the workstations perform data trafflc monitoring by accessmg the bus data file through
file-sharing over the network. METHOD AND &SSTRACIOR MONITORING DATA TRAFFIC ON A
BUS ABSTRACT A monitoring system for monitoring data traffic on a bus, the system comprising: a
data storage unit for recording raw bus data in a bus data file; a network connected to the data
storage unit; one or more workstations connected to the network and having installed thereon a data
traffic monitérimg sippiita tyetgmograny raind ngheadant thificvonks tatio b @ egetsriminpsiclata file through

file- sharing overthe RN knf Br Yrecording raw bus data in a bus data file: a network

connected to the data storage unit; one or more workstations connected to the

-network and having instailed thereon a data traffic monitoring application
program; and wherein the workstations access the bus data file through file-

sharing over the network.

FIG. 1



