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* . gre3eBgBdl . 6TAH&mM .. 1 METHOD FOR CONTROLLI NG THE BI LLI NG OF A BROADCAST
SERVICE BY UNITS OF TIME The present application concerns the field of
recei vers/ decoders of conditional accegs services, particularly the
accounting procedure of the reception and use of 5 conditional access
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of such conte i's ba the principle of subscription or event
pur chas eattaBRdrynibkcdisptverrsudbfa omdral kerd.i ght associ ated to one or several
transm ssion channels and allows the user to obtain these channels in
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20 integrated in the user unit processing the signals such as a pay television decoder or

. a DAB receiver.

During the decryption of the control message (ECM), we verify in the security module
(SC) that the right to access the considered stream is present. This right can be
administered by authorisation messages (EMM) that load such a right in the module

25  (SC). Other possibilities are also possible, such as the sending of decryption keys.

The accounting of the use of such contents is based today on the principle of
subscription or event purchase. The subscription defines the right associated to one
or several transmission channels and allows the user to obtain these channels in

plaintext if the right is present in his/her security module.



* 10 answer to certain needs. For exanple, for stock exchange information or
for the transm ssion of nusic) that have as characteristics not having a -
defined duration, the solutions described above do not allow the accounting
by subscription. Furthernmore, new suppdrts such as the Digital Area
Broadcasting (DAB) or the online ganes present simlar needs of accounting
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service for an assigned tinme (AT), this nmethod conprising the foll ow ng
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In fact, the security module (SC) does not have an internal clock and furthermore is

t he

placed outside the decoder, which means that it does not have access to the
functions of the decoder. This module only has at its disposal the control words to

25  authorise {or not authorise) the decryption of the data.

To this is added the fact that the control words are changed at a regular interval that

may not have any relation with the accounting period.



" d. determning, on the basis of the tine-current (TC), if it is placed
during the authorisation tinme defined by the tine variable (Rdate), and if
it is the case, to authorise the servige by resending the control words
(CW to the user unit (UU), -4 e. if it is not the case, to order the
debit an accounting unit (CT) and to determne if the tine-current (TC) is
conpri se the faloadg dessiptibneweT)l asl dwerkpressiohe cdutadpiedindd édri thedtirhg t he
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i nternedi ate stages consists in verifying if the user has enough credit to

accept tPRIiafebit of an accounting unit before returning the control words.
It is inportant to note that the tine variable (Rdate) remains valid even
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nove this pointer, which is generally stored in EEP menory. This allows
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counter $HP¥harge of defining the period of 5 authorisation. According to
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20 a. commutation by the user on an encrypted stream constituting a service of

. access by time unit,

b. reception by the security module (SC) of encrypted messages (ECM)
containing the control words (CW) and data specific to said service allowing to

determine the assigned time (AT) and its cost (CT) of the accounting unit,

25 ¢ reading of a time variable (Rdate) representative of the time during which the

use of said service is authorised,

d. determining, on the basis of the time-current (TC), if it is placed during the
authorisation time defined by the time variable (Rdate), and if it is the case, fo

authorise the service by resending the control words (CW) to the user unit (UU),
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i ncrenented by the security nodule, or can be an ECM nessage counter.. In
fact, the crypto-period being a known paraneter of the system it is
possible to define that the accounting unit authorises the decryption of
150 ECM nessages. The assigned tine (AT)"will then correspond to a nunber
of ECM nmessages. 10 The invention will be better understood with the help
of the fel | ovk ngs At el AlelRSGED i Babitith SECOTHIRY U @197 1bQdkdifiaanexed
figures that are given as a non |limting exanple, "namely: - Figure 1
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Commat at Vo BH0 5 @ e ieclbe; STHER WSS iNg e G TBLWOASS (A1) TAgRBREe ¢ he
ECM nessgge containing the control word CWvalid during this period is
transferred to the security nodule SC. The first control is to knowif the
time variable Rdate is in the future. If this is the case, no debit is
carried fout dhil is ot demcase. Woelprawthe tiree werablet (Rdate) dean@spigneditingase
IS present | anmed CWA. 25 According to a first
enbodi ne%ﬁ%%%rgﬁ??@ ﬁwﬁéﬁﬁr@%tcu}‘@ ?ﬁa Smtted by nmeans of ECM nessages. In
this case, it is necessary to introduce a prelimnary stage, namslty, to
control ThistrhethRd altaws & italtd éntb saawotint pestreeentsnthatasf theutast UBki of fhis
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then on @lyiaysn o takiforQNBATRE I 4duid fom%rays@%eafumeeperrra%%mtﬁ@ gt the
control of authorisation s positive W thout any accounting unit Dbeing
necessarfiewg acquiréd sllovay o idsotvecalRitatuncedaindiBse i s bi gger than the sum of
the time-current and the assigned tine, (Rdate > TC + AT), we consider the
Rdatse vatiahl. I ; i I i d r. nting
any ¢ 3T e gpCinal Bbror e Mo BGBIE Sabe B ! L fIOFE RS EARS L T2
+ AT. | feridughRoatié tv aiccapl thel debinof he zuastntitdghenit detoretrgtumidygl tee SOntrol
determnes if it is 10 convenient to use the |ast known Rdate variable to
define t¥¥9tarting point of the authorisation, or if it is necessary to
take the tinme-current TC. For this, it is convenient to know if the Rdate

vari abl at issinsptrtartiteMdty thedthel fimé harigBR! (Réatthadmbine aidi duednif dfhe tuser
assigned tine (AT) allows to overflow the tine-current. This case_is

pr esent sdN3@GEP §§MVACe; Jdipyanahle issaciitdoa servise AiHaBwerPRf sendes tWhen 15
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supplementary unit.

There are several means for accomplishing the aimed function by the time variable.
25 A first way is the use of a time counter that contains the moment when the
authorisation of service finishes. If the time-current is lower than this counter, we
consider that the service is authorised. With each overflow of this counter we add the
assigned time (AT). In this way we move this pointer, which is generally stored in
EEPROM memory. This allows to disconnect the user unit (UU) without losing the

30  moment of end of authorisation.
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the.arrival of the new control word. 20 This situation is illustrated in
Figure 1 by the RT zone. In this exanple, since the entry in the service
illustrated by the ES arrow, the user has been flowrated by three
accounting units (CT1l, CT2, CT3) corresponding to three assigned tines
(AT1, AT2, AT3) that have successively noved the Rdate variable to the
vﬂ ues Rdaétﬁdiingﬁdaérﬁﬂhelaémbﬁd&h@ﬁ, ttﬁhﬁin@gammemﬁnm hmmamtﬁin ‘.:cqlaidh
effect on the accountin ecayse, 2 e ate variable s in the futyre,
cont r ar yaR 60?%@&%&%9%8%% Hﬁ%’t?cﬁj r@r?“f%%rl's%’f tinRds t’BH’f%I” %?%St‘&&ga
wher e_ongy GAANGK RANEA LY HBRdokOVaiaIe Bnaes BcdbABq kivd ATS exampl e,
bet ween the end of the AT3 period and the arrival of the new control word
CWC, nothing indicates that the user has remained on this service if helshe
comut esOpefembodimeniraansists d using aceeriter ineharaanef definingTiigs pefinér
exi sts a i h i [ 1 i od
s 1 ong. SHPASIER, eegfnG for e ERANRAGRT BEDESLALE cab bo% ke RURGE
ti me varinahimerRddthgQhe lsaturity madee, agesambe antBEMmeassage ¢chunten. in facttbar i n
the past according to the fornula: 5 Rdatel = RdateO + AT; as.lo
ot 1SS REIA boifg AR ampeTate@r BE RSt T e pessibRVBREfng RIS
Accor di ngedddinBin® ahitikihériseatRe HetBiHtioAfof 1156 FONEMEESdged. MhcEddidrrasages
containing the control words allowto define the time-current TC. Thus, the
ti mecur r@gﬁ) velh remenrresnongdosenyiebar eilpCHanessages. s i npl enentation al | ows
to be 10 synchroni sed easily when such a transm ssion is replayed by neans
of aigli orhalinVARs AP ULl BetBVRAEA IR 1h8CROBIRN NS TofibwRED adimeR! of

I nventtion, e time of the 1nvoicing unit and the assigned'tine are

t ai nedesamiptibe, \Filkvhmaakes) esfefrice tal thewnesed digyrashthat ave igoiengasl@gendi ng
on the needs and the val ue of the object being transmtted. It is thus 15
possi bl eMBNPRXEMPE. 14 us show nore expensively than the news or the
weat her forecast. |If such a possibility is used, apart fromthe tine
vari abl e- Rdat Biguwe 1siistratde actimei Hiagremt batndiake darkentai®nt onpa assvichi s
variable at its nmonment, conditions that conprise the invoicing unit and the
assi gnedsyiipgied tp die rerintira PydinEeMtimessage, 20 apart from verifying if
the tinme-current TCis before the Rdate nonment, we also verify if the grant
condjg i ons argigUpe tangRtated the Utadehiwherenivé | paté olnivhrdven! @vbrsepassthbl e to
receive a cheap service to fix the Rdate variable in the future and to then
recei ve emrcrextedridiegd.servi ce added that woul d be authorised until the end
of the authorisation period defined by the Rdate variable. 25 If we suppose
that the. timergled N® fistPdies P! Bhef ABmBBdifitChattialariyhedbpiel GoNOVRI L. 2
suppl enmentary test nust be carried out. In fact, it is possible that the
result Roatkedbrd nRadt.el + AT is lower than the TC (time-current). It is then

necessary to calculate Rdate 2' = Rdate2 + AT and to account for two
L O ol BRUE 1 T WRrFORM BR6 iRty BREK BREK ihbEPTiherorhéntSH Y

20 commutation on the service is marked by the arrow ES. At this moment, the ECM
message containing the control word CW valid during this period is transferred to the
security module SC. The first control is to know if the time variable Rdate is in the
future. If this is the case, no debit is carried out and the control word CW is returned

to the decoder. This case is presented for the control words named CWA.

25  According to a first embodiment, the time-current is transmitted by means of ECM
messages. In this case, it is necessary to introduce a preliminary stage, namely, to
control if the Rdate variable is not too much in the future. This is possible when we
retransmit the same emission, for example thanks to a digital video recorder DVR.
Without this verification it would be possible to transmit the last seconds of a

30 transmission to fix the variable to a moment corresponding to the end of the



30 ‘peri od. In this case, the question of knowing if during a crypto-period

the tinme was ~g_overflowed is not inportant. In this type of
i npl ementation we will only use the tIBE current to determne the new tine
vari abl e according to the fornula: Rdaté2 = TC + AT, without taking into

account the previous value of Rdate. Wth the apparition of digital
recor dert?ans’?ﬁ@éleﬁ%ﬂd %é(]{ 3o IRt allnchéai?énsnhlgsbﬁ PARSIHR! Start. [Thd Eidagnsm t

a content, to go or war reverse at normal or fast speed It is then
necessar\jﬁrtabla‘ cblemgeéonhutbem rrpiadvays feiure japenpaied with dhe be@seingxahphes. As
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consequerseg hbedssapen we advanced qui ckly for exanple x5, the time al so
passes 5 tinmes quicker. 10 According to the node described above, we wll

arriye nes_fa r_to the tine varia a saconse ce we
o 11 Spay bRt R RER Vet Piiaer Sion Bieatdin dtitGe AindpiBRnt 0L e
in or deraés@n@ﬂ&%ﬁ@t(%ét@brﬁcpaﬁxw wé @Bhgha@rm@Ragteaxbénatm@nﬁ%mémm
during an accounting unit and then regl ayi ng, _at nor mal eed, the whol e of

the chos¥éeuBivempduler wil fecaed ipgR amcoup nwﬂﬁe@T pmdc@alcweter esNeY XAHiRbige two
sol uti on% gﬁﬁ ¢ ﬁ'v‘%}fﬁpﬂh’% RAGMELYsc ther time variable using the tinme of the
o0 de

nmessage e authorised tinme and the use of a message counter,
answer to this problem Another aspect to be considered is the node of
rever se If doel.Rdatet variabtmde, intthe pastsithe | sacusty masule dposertermineshié if iy st

soI |on |s cal d aut beca e it _Is ,base n

ﬁ sfient & HaE BE R RATRE et D PR PRHBRFE Bt of they
assi gmnbrtsamianf oJrl pwit ng hé@s@é@/lt@ugk@ummmmrtemeeFar ¢his if @& war d

node and the new authorised tine is defined; Rdate2 = Rdatel + E 2%1|n t he

case i n GRAVEReRk i KBOW T theyReateariabiads syficintyrqardnithemast §ot ek e hi s

MEans  addition of the assigned time (AT) allows to overflow the time-current.

This case is presented during a use of this same service at whatever previous time.
15 As mentioned above, the verification is performed when a new ECM message

containing a control word arrives.

The security module SC does not have the means to determine if the user has used
the service between the end of the authorised time defined by the Rdate variable and

the arrival of the new control word.

. 20  This situation is illustrated in Figure 1 by the RT zone. In this example, since the
entry in the service illustrated by the ES arrow, the user has been flow-rated by three
accounting units (CT1, CT2, CT3) corresponding to three assigned times (AT1, ATZ,
AT3) that have successively moved the Rdate variable to the values Rdate1, Rdate2,
and Rdate3. The control words CWA have not had effect on the accounting because

25 the Rdate variable was in the future, contrary to the situation during the arrival of the

control words CWB, where one accounting unit was flow-rated.

According to this example, between the end of the AT3 period and the arrival of the
new control word CWC, nothing indicates that the user has remained on this service

if he/she commutes before the arrival of this control word CWC.



" that we are in reverse node. The new authorised tinme is defined: Rdate2 =
Rdatel - AT g _ This nmechanismis illustrated in Figure 2, the current
authorised tinme being represented by AEF2. In the case of the advance, the
next ECM nessage is represented by CW5. The | atter being conprised in the
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durati on AT and a cost CI. In the above description, the variable Rdate is
descri befgrenash as a single tine 30 pointer. In fact, this variable can have
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25 I we suppose that the time of the crypto-period can be longer that the invoicing unit,
a supplementary test must be carried out. In fact, it is possible that the result Rdate2
= Rdate1 + AT is lower than the TC (time-current). It is then necessary to calculate

Rdate 2’ = Rdate2 + AT and to account for two invoicing units.

In certain applications, the assigned time (AT) is very big compared with the crypto-

30 period. In this case, the guestion of knowing if during a crypto-period the time was



whi ch pointer defines the end. In a particular node using these two
pointers, it is possible to keep the start pointer 15 (Rdatel) at the sane
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by the security module. If the time-current is comprised in an assigned time following

the previous authorised time, we are in forward mode and the new authorised time is
defined:

Rdate? = Rdate1 + AT

25 Inthe case in which we are in a previous time to the last authorised time, this means

that we are in reverse mode. The new authorised time is defined:

Rdate? = Rdate1 — AT
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described in the figure 3. The period AT2 was at that time authorised that follows the

20 period AT1 when the return was executed. In this case, in lieu of loading the variable
. Rdate for a preceding period AT1 of the same length, this variable is loaded so that
the authorised period AT1' overlap the former accounting step. Going forth and back

will not trigger an accounting debit. To not harm the user, only a part of the cost CT

will be debited, this part being determined according to the ratio between the

25 overlapping section and the non overlapping section i.e. the hatched section of the
figure 3. In this example, the hatched section represents 50% of the period duration,

thus only 50% of the initial cost CT will be debited. The next period ATZ' is then

conventionally processed for a duration AT and a cost CT.

In the above description, the variable Rdate is described such as a single time

30 pointer. In fact, this variable can have several configurations.
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which pointer defines the end.

In a particular mode using these two pointers, it is possible to keep the start pointer
15  (Rdatel) at the same position and move forward the end pointer (Rdateh) in each
accounting period.

As long as the new period follows the preceding period, one keep the start pointer
and one push the end pointer (Rdateh = Rrdateh + AT).

This mode presents the advantage of authorizing back and forth movement within
.20 this interval without demanding an additional payment. One considers that if a
payment has been made for this interval, it is possible to return to it without new

payment, even if this interval last several times the accounting unit.

In the contrary, if one leaves this interval to jump onto an unautherized region which
additionally is beyond a following new accounting period (TC > Rdateh + AT), both

25  pointers are reinitialized, the start pointer being loaded with the current time (Rdatel
= TC) and the end pointer being loaded with the sum of the current time and the
authorized period (Rdateh = TC + AT).
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control words (CW), said accountlng being based on accounting units
authorising the use of the service for an assigned time (AT), said method comprising

the following stages:

a. commutation by the user on an encrypted stream constituting an access

service per time unit,

b. reception by the security module (SC) of encrypted messages (ECM)
containing the control words (CW) and data specific to said service allowing to

determine the assigned time (AT) and its cost (CT) of the accounting unit,

C. reading of a time variable (Rdate) representative of the time during which the

use of said service is authorised,

d. determination, on the basis of the time-current (TC) if it is placed during the
authorisation time defined by the time variable (Rdate), and if this is the case, to

authorise the service by resending the control words (CW) to the user unit (UU),

e. if this is not the case, to order the debit of an accounting unit (CT) and to
. determine if the time-current (TC) is comprised in an assigned time (AT) adjacent to
the time interval defined by the time variable (Rdate), if this is the case to determine
the new value of the time variable (Rdate) in order to move the latter from an
assigned time (AT), and to authorise the service by resending the control words

(CW) in plaintext to the user unit,

f. if this is not the case, to load the time variable (Rdate) of an assigned time
(AT) starting from the time-current (TC) and to authorise the service by resending the

control words {CW) in plaintext to the user unit.
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4. A time accounting method according to Claim 3, characterised in that the
sense of movement is transmitted to the security module (SC) with the messages
(ECM) by the user unit (UU).

5. A time accounting method according to Claim 3, characterised in that the time-
current (TC) is extracted from the message (ECM), and in that the authorised time
(Rdate’) follows the last authorised period (Rdate) if the time-current is in this period,
or the authorised time (Rdate’) precedes the last authorised period (Rdate) if the

time-current (TC) is in this period.

6. A time accounting method according to Claims 3 to 5, characterized in that,
when the new authorised period is before the current authorised period, this method

consisting of :

- moving the time variable (Rdate) in order that the new authorised period partly
. overlap the previous period, the ratio between the overlapped region and the new
region being used to determine the reduction of the debited cost (CT).

7. A time accounting method according to Claims 1 to 6, characterized in that the
time variable (Rdate) comprises a time pointer and a duration (AT) thus permitting to

define the authorised period.

8. A time accounting method according to Claim 7, characterised in that the
messages (ECM) comprise a time base that defines the time-current (TC) and that
the time variable (Rdate) contains the moment in which the authorisation of use of

the service ends according to this time base.
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