11 August 2006 DESCRI PTI ON DATA TRANSFER SYSTEM DATA Tﬁﬁl;‘glzg%g j:qlgPARATUS,
DATA- RECORDI NG APPARATUS AND DATA TRANSFER METHOD Techri ¢at 8 The
present invention relates to a data transfer system a data transfer
.apparatus, a data-recording apparatus and a data transfer nethod that are
well suitable for transferring and/or recording content data such as
musi c. Background Art In typical usage of content data such as nusic, the
data stored in a primary recordi ng nedi um such as an HDD (hard di sk drive)
of a personal conputer is transferred to another recordi ng nedi umused as
a secondary recording nediumso as to allow the data reproduced fromthe
-secondary recording nediumto BESHIBENONIt is to be noted that the
content data includes nusical data, video data, game data and conputer
software, which are provided mainly for distribution, transfer and
utilization purposes In this case, the HDD enployed . in the personal 1| |

August 2006A ceapNsFER BgsusM( DArastraNpgeroabenkadeta sueh-as nusic
reproduced from a package recordi ng nmedi um such as a CD

‘RECORDING APPARATUS AND DATA TRANSFER METHOD

Technical Field

The present invention relates to a data transfer
system, a data transfer apparatus, a data-recording
apparatus énd a data transfer method that are well
suitable for transferring and/or recording content data

such as music.

Backgréund Art

‘In typical usage of content data such as music, the
data stored in a primdry recording medium such as an HDﬁ
(hard disk drive) of a personal computer is transferred
to another recording medium used as a secondary recording
medium so as to allow the data reproduced from'the |
secondary recording medium to be enjoyed. It is to be
noted that the content data includes musical data, video
data, -game data and computer software, which are provided
mainly'for distribption, transfer and utilization
purposes.

In this case, the HDD employed in the personal
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DA (Conpact Disc Digital Audio) and a DVD (Digital Vers tldge D@é used
for storing content data downl oaded from an external or the
| i ke by way of a communication network to the personal conmputer, which is
connected to the network. Then, the user connects the personal conputer to
a recording apparatus for recording data onto the secondary recording

medi um and copies or noves content data fromthe HDD to the secondary
recording medium In order to enjoy the content data, a reproduction
apparatus is used to reproduce the data fromthe secondary recording

medi um Concei vabl e exanpl es of the secondary recording nediumare a nenory
card enptoyhmgern senisemndiet of taehmg yeosteht agata fdash aemrgsc a m ni disc
used as a magneto- optical disc, a CD-R (CD Recordable), a CD RW (CD

Rewr i t abteproduddd- RAM & FMXRy@ntk do RMIRWedSurd 41090148 ng appar at us and
a reproduction apparatus for the secondary recordi ng nedi um

" respect ivel yoompdCEW U B P! AYETof Und heserd eaprgting  nedi uns
i ncluding the sem conductor nenory, the mni disc, t e CO-R the CO-RW

the DVD-RAMathe DS and ddeg D RWhaye hean heconing very popul ar. The

recorder and the 2 |1 | August 2006 player are de5| gne into a variety of

| P! eMeni G OB UGB SLALLANA Yol SN Y EPTRIYGH 91, @PRY atus and

way of a communication network to the personal computer,
which is connected to the network. Then, the user
connects  the personal-compufer to a recording'apparatus
for recording data onto the secondary recording medium,
and copies or moves content data from the HDD to the
secondary recOrdiﬁg medium-. In order to enjoy the content
data, a reproduction apparatus is used to reproduce the
data from the secondary recording medium.

Conceivable examples of the secondary recording
medium are a memory card employing a semiconductor memory
such aé a‘flash memory, a mini disc used as a magnéto—
optical disc, a CD-R (CD-Recordable), a CD-RW (CD-
Rewritable), a DVD-RAM, a DVD-R and a DVD—-RW.

rAs;alrecording'apparatus and a reproducticn
'apparatus for the secondary recofding medium}ﬁ
respectively, a recorder and a ﬁlayer for these recording
mediums including the semiconductor memory, the miﬁi disc,
the CD-R, the CD-RW, the DVD-RAM, the DVD-R and the DVD-

RW have been becoming very popular. The recorder and the




a portable recording/ reproduction apparatus. The user can t hus record and
reproduce content data by using an inplenentation of the ﬂéﬂ@?ﬁéwognd t he
player that is a favorite with the user or nmatches an apparatus al ready
owned by the user. It is to be noted that, when considering such usage . of
content data, for exanple, protection of copyrights of the content data
must be taken into account. Assune for exanple that the user obtains
content data by using a service to distribute the content data or by
~purchasing a package nedi um containing the content data and, after
storing the content data into an HDD, the user is allowed to copy the
cont ent daltaydrm asecatskbirghadcargd rg vaedietys o Withowheany thbakt ation. In
this case, such usage of the <content data results in a condition in which

t he ownerswith dshen et ity s:etwrdp_mgp%lpyeo@ﬁl@ttgghegppggagﬁgeéngo sol ve
this problem there have been proposed a variety of agreenments and

t echnol 0gi gforftQib1as St d IVl PRGN O onC ARYEIFERLS .| nehiangl d g gont ent
data as digital data. One of the agreenents’ is a standard called an SDM

(Secure g trlcMSishd Mddrdiduee) co‘ﬁt@%ttadg%tahfagr §SEhGDEM in the SDM
standard will be 3 1 | August 2006 described ter, At any rate, a

content stpneehd a1 PR ¢ %ﬁ@!Q%%@rh@raaﬂﬁr%ﬂ@ablggg9u£§£ta§saaprinary

recordi ng
favorite with the user or matches an apparatus already

owned by the user.

It is to be noted that, when gonsidering_such usage
of content data, for example, protection of copyrights of
the content data must be taken into account. Assume for
example that the user obtains content data‘by using a
service to distribute the content data or by purchasing a
‘package medium containing the content daté and, after
storing the content data into an HDD, the user is allowed
to copy the content data to secondary recording mediums
without any limitation. In this case, such usage of the

' content data results'in-a condition in which the owner of
tﬁe copyright is not properly protected. In ofder to
s0lve this-prOblem, there have been proposed a variety of
agreements and technologies for éssuring protection of
copyrights in handling content data as digital data. Oné
of the agreements is a standard called an SDMI (Secure
Digital Muéic Initiative).

A data path prescribéd ig the SDMI'sgandard wili be
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medi um can be properly transferred to or recorded onto a_ _secondar
recordi ng nmedium after protection of a copyright and benéf; %g¥ﬁ§§9 ner al
users are taken into consideration. The benefits include a right to
privately copy the content. Exanples of the content stored in the HDD
include a network content and a disc content. The network content is
content data distributed by an external server to the personal conputer by
way of typically a network to be stored in the HDD. On the other hand, a
disc content is read out froma package recording nediumto be stored in
the HDD. As described above, exanples of the package recording nediumare
- a CD- DA &f@crdbpdDlaThe - pakkayey reTior dimgonedinims 9 malinirecarordizd di sc

drive for reproducing the disc content. : Typically, the disc drive is
enbedded emplolyedpénsennkrsonpilit eompntecoanest pdithary heeperdbngl conputer.
Exanpl es of the disc drive include a CO-ROM drive By the way, when content
data is tuednsfiecredbenpacpeoby obpenarépnedir om ar préddrdedesntdi ag nedi um
such as an HDD to a secondary recording nediumsuch as a mni disc or a
Menory caedponiBagsuresoadienyakedite satésf yrorotecshonsof both a copyright

and a private copying 4 11 August 2006 right. In order to satisfy such
protecti eBpydatBti Snd benefits of general users are taken into

consideration. The benefits include a right to privately
cépy the content. Examples of the contént stored in the
HDD include a network content and a disc content. The
network cpntent is content data distributed by an

' exterqal server to the personal computer by way of
typically a network to be stored in the HDD. On the other
hand, a disc content is read out from a package recording
medium‘to be stored in the HDD. As described above,
examples of the package recording medium are & CD-DA and
a DVD. The package recording medium is mounted on a disc
-drive for reproducing the disc content. . Typicaliy, the
disc drive is embedded iﬁ the personal computer or

~connected to the personal computer. Examples of the disc
drive include a CD-ROM drive. | |

By the way, when coptent data is transferred in a

copy operation frém,a.primary recording medium such as an
HDD to a secondary recording medium such as a mini disc
Or a memory éard, measures ére taken to satisfy

protection of both a copyright and a privété copying
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“transferred froma secondary recordi ng medi um conforning _to the SDM
standard as follows. A secondary recording nedi um conf or fildfgust 3096 Spwm
.standard is assunmed to be a recording nmediumincluding a nenory card
enpl oyi ng a sem conductor nmenory such as a flash nenory in conformity with
the SDM standard. Such a secondary recording nmediumis used for storing a
content in an encrypted state. In a primary recording nmediumlike an HDD,
for exanple, a content conforming to the SDM standard is stored i-n an
encrypted state so that such a content will be copied to a secondary
recording nmedium also in the encrypted state as it is. It is needless to
. say that1§@F§broduction apparatus provided for such a secondary recording
medi um has a decryption function allow ng content data copied to the
secondary recor dingrfedi tm sataafenenypt pdostatéoho Betar éproduced. In a
secondary recordi ng nediumconformng to the SDM standard, a recording
- format i ndlangderardafeanf er secevdadiyngeacecdihgnineiDums edn@&s ralngdent i fier
for identifying each piece of content data. A content IDis generated for
each pi ede® dhecépM@nstabdhrl Augliet 13@86 data stored in the primary
recording medi um such as an HDD enpl oyed in an apparatus for the primary
.recordlng A secondary recording medium conforming to the SDMI
standard is assumed to be a recording medium including a
memory card employing a semiconductor memory suéﬁ as a
flash memory in conformity with the SDMI- standard. Such a
secondary recording medium is used for storing a content
in an encrypted state. In a primary recording medium like
an HDD, for example, a content conforming to the SDMT
" standard is stored in an encr?pted state so that such a
content will be copied to a secondary recording medium
‘also in the encrypted state as it is.
It is needless to say that a reproduction apparatus
provided for such a secondary recording medium has a
decryption function allowing content data copied to the
secondary recording medium in an encrypted state to be
reproduced.
In a secondary recording medium cdﬁforming to  the
SDMI standard, a recording format includes an area for
recording a content ID used as an identifier for

_identifying each piece of content data.

A content ID is generated for each piece of content
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medium and is stored along with the piece of content data- Wien content
data is copied to a secondary recording nedium a conte&?4qg$ﬁ%W§ifying
the content data is also stored in the secondary recordi ng medi um Content
| Ds are used for nmanaging content rights in prinmary and secondary
recordi ng nmediuns. A content right = of a content in a primary recording
mediumis a right to transfer the content fromthe primary recording
mediumto a secondary recording nediumin an operation to copy the
content to the secondary recording nedium On the other hand, a content
right of a content in a secondary recording mediumis a right to reproduce
t he cont attaf sgmreghdnsébengaryargc oedbndgingdneiult susht asbannot ed t hat,
in the following description, a transfer of content data (a transfer of a
right) fHOM empilpgedy ineeor dppg raedisuibrotAespeondary reeeeaidiyng medi umis
~referred to as a check-out. On the other hand, a transfer of content data

(i n actuakifiym andt iansfeiredf A drightianlthe fposea secesdasy: resesdi ng
mediumto a primary recording mediumis referred to as a check-in. In

accor dangiew tbntbatSBikastandapdeat Eanaf 8ecofahrl AHEYSLigQ06 usage rul es
are established for check-outs and check-ins. For exanple, for a piece of
.Conteht flaiaum@nbhycHAtent ID identifying the content data is also

| stored in the secondary recording medium.

Content IDs are used for managing content rights in
primary and secondary recording mediums. A content right
of a content in a primary recording medium is a right to
transfer the content from the primary recording medium to
a secondary recording medium in an operatioﬁ to copy the
'conteht ﬁorthe_secondary recording medium. On the other
hand, a content right of a content in a secondary
_fecording medium is a right to reproduce the content from
the secondary recording medium.

It is to be noted that, in the following
description, a transfer of content data (a transfer of-a
right) from a primary'recording medium to a seéondary

_ recérding medium is-referred'toras a check-ocut. On the
.other hand, a transfer of content data (in actﬁality, a
transfer of a right only) from a secondary recording
medium to a primary recording medium ié referred to as a
éheck—in._ |

In accordance with the SDMI standard, transfer
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to three check-outs froma primary recording mediumto a__ secondar
recordi ng medium are allowed. Thus, a transfer ,right alll gWeustd0Bi ece of
content data to be transferred up to three tinmes. In a check-out, a right
is also transferred froma primary recording nmediumto a secondary
recording medium Thus, the transfer right in the primary recording nmedi um
now al l ows the piece of data to be transferred only up to tw tines. On
the other hand, a reproduction right is given to the secondary recording
medium In a check-in, on the other hand, a right is returned froma
secondary recording nediumto a primary recording nmedium Thus, the.
secondar ysaasordilmy medi wnatadbdseheal fepr ediseiki-omys ghld Whicl-e -one
transferred right is restored to the primary recordi ng medi um Such
check-outs and $wchexhepkel, NEoar @ ﬁaa&gedff@bnt@ﬁ%hdakggeogjycggtent dat a
by using-a content ID for identifying the piece of content data. In

addi ti on,to nhrechetiechiloutd Bire@e a0bréMReNt-ecddtiandnthediGANEEN, 1D for
identifying the piece of content data are recorded onto a secondary

recor di ngeciRdiauin f@%@r@ﬁ@@nQ@ﬁXu&eﬁggdEﬁgo%%gLunfﬁésgigegrfngfér ________
I 1 August 2006 reproduction right to reproduce the plece of content data.
S -right allows the piece of content data to be transferred
ﬁp-to three times.

In a check-out, a right is also transferred from a-
‘primary recording medium to a Secondary recdiding medium.
Thus, the transfer right in the primary recording medium
now allows the piece of data to be transferred only up to
two times. On the other hand, a reproduction right is
given to the secondary recording medium.

In a check-in, on the other hand, a right is
refurned from a secondary recording medium to a primary
recording mgdium. Thus, the secondary recording medium

" loses a reproduction right while one transferred right is
restored to the primary.recording medium.

Such qh6ck~outs and such check~ins are managed for
each piece of content data by using a content ID for
'identifying'the piéce of content data.

In addition, in a check-out, a piece of content
data and a content ID for identifying the piece of
content data.are recorded‘onto a secondary reéording.

medium. The secondary recording medium is given a
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On the other hand, the primary recording nediumis considered to have
transferred one content ID and | ost one transfer right il 1AteystdRhee with
the usage rules. 1In a check-in, on the other hand, no content data is
actually returned. Instead, the content data is nerely erased fromthe
secondary recording nedium and the content IDis returned to the primary
recording mediumto increnent the nunber of transfer rights prescribed by
the wusage rules by one. The secondary recording medium | oses the
reproduction right to reproduce the content data. As described above,
content data is copied to a secondary recording nmediumconformng to the
SDM st AfBaPdurtiian eaghypted refrateiuce bthestporeae: gl azdiigent egot4j ng
medi um al so in an encrypted state, and content rights are nanaged in the
event of Oa theckibar bend, theckrimarp eederdimgpiexemt £ontent data to be
copied an wunlimted nunber of times and to protect copyrights as well as

to assureothédpredate-napy tighsfekrbéleonsetoitent NEpSan® fode, It is to be
noted that content data downl oaded from typically an external server to an

HDD- ser vbng @saAsferi ABGltl e6058EHFIAREE UM LS SHOIfhdd L dDD in a state
of being encrypted by using a content key CK. 8 | | August 2006 1In this
specifi'cation, o etledtdls St ehd ot hand, no content data
is actuélly returned. Instead, the content data is merely
erased from the secondary recording medium, and the
content ID is returned to the primary recording medium to
increment the number of tfansfer rights prescribed by the
uéage rules by one. The secondary recording medium loses
the reproduction right to reﬁroduce the content data.
Ags described above, éonteqt data is copied to a
seéondary recording medium conforiming to the SDMI
standard in an encrypted state to be stored into the
rrecording medium also in an encrypted étate, and content
~.rights are managed in the event of a check-out or a
‘check—in,in-order to prevent content data to be copied an
unlimited number of times and to protect copyrights as
weil as to assure the private-copy right of the user at
the saﬁe time.
It is to be nofed that content data downloaded from
typically an external server to an HDD serving as a
“primary recbrding medium is stored in the HDD in a state

- of being_encrypted by using a content key CK.
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HDD i s assuned to have been obtained as-a result of conpregsin (@riginal
content data by adoption of an ATRAC3 techni que or anot r‘?ﬁWﬁh 8si on
techni que and encrypting the conpressed data A3D by using the content Kkey
CK. In this specification, notation E (x, y) denotes encrypted data

- obtained as a result of encrypting data y by using a key x. On the other
hand, notation D (x, E (x, y)) denoted decrypted data obtained as a result
of decrypting encrypted data E (X, Y) by using the key X. Thus, the
content data obtained as a result of conpressing original content data and
encrypting the conpressed data A3D by using the content key CK can be

- expressed by notiat ichhs EpeCKriA3Riofn tbgtehbhefabangdyodegr yptegs data
obtained as a result of the decrypting encrypted data E (CK, A3D) by using

the keyHD® iis expuessedobyanel abkanopPaf GKa Es(SKref3P)}obn addition to
the encrypted content data E (CK, A3D), the HDD serving as the primary

recor di NgompHediing O@h@qng§egogggn§tggkggngéggﬁkigﬁoofmgﬁch is the
content key CK in a state of being encrypted by using a root key 9 |
AUgUSt-ZQQ@AcﬁRteEHHiquE”thSnS@ﬁng£o$B§é¥Q£§9 Eggﬁgf&ugaéng (CK
| encrypting the compressed data A3D by using the content
key CK. 1Imn this-specification, notation E_{x,'y} denotes
éncrypted data obtained as a_reéult of encrypting data y
by using a key x.

On the other hand, notation D {x, E (x, v}l denoted
decrypted data obtained as a result of decryﬁting
encrypted data E (x, y) by using the key x.

Thus, the content data cobtained as a result of

. compressing original content data and encrypting the
compressed data A3D by using the content key.CK can he
expressed by notation: |

E (CK, A3D)

On the qther hand, decrypted data obtainedras a result of
the decrypting encryﬁfed data E (CK, A3D) by using the
key CK is expressed by notation:

D {CK, E (CK, A3D)}

- In addition to the encrypted content data E (CK,
 __A3D), the HDD serving as the primary recording medium is
-~ also used for storing E (KR, CK); which is. the confent

key CK in a state of being encrypted by using a root key
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A3D) downl oaded from an external server, for exanple, the, K encrypted
content key E (KR, CK) is also downl oaded from the servelrl.A‘i‘g‘l‘S'%I%O case,
in a check-out of the encrypted content data E (CK, A3D) to a secondary
recording nmedium the encrypted content data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred fromthe HDD serving as the
primary recording nmediumto the secondary recordi ng nmedium The apparatus
for the secondary recording nedium holds the root key KR for decrypting
the encrypted content key E (KR, CK) to produce the original content key
CK. The content CK'is then used for decrypting the encrypted content data
E (CK, ABBy tBhpsodiethdhecasr igl nalcoontehtcaatentA3D td E aggor dance to the
will of the copyright owner or for a variety of reasons, however, the root
key KR calDbedowhdngddd Tham &as ¢otsayalasepobrkeyoKRegampbe, sekefor each
pi ece of content data. In addition, there is provided a function for

i nposi ngenesyptetii onstentthegets (RRf coNt ent 2 diSt byl boMePYeRERCESSI Ng Of
the root key KR This function will be described | ater concretely. Thus,
in some thseserdata called an EKB (Enabling 10 | | August 2006 Key Bl ock)
is distributed. In addition, in sone cases, a

In this case, in a check~out of thereﬂcrypted
content data E (CK, A3D} to a secondary fecording medium,
the encrypted content data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred from the
HDD serving as the primary recording medium to the
secondary recording medium.

The apparatus for the secondary recording medium
'holds the root key KR for decrypting the encrypted
content key E (KR, CK} to préduce the original content
key CK. The content CK is then used fof decrfpting the
eﬁcrypted content data E {(CK, A3D) to éroduce the
original content data A3D.

In accordance to the will of the copyright owner or
‘for a variety of reasdns, however, ﬁhe root key.KR can be
changed. That is to say, a root key KR can be set for
each piece of content data. In.éddition, there is

' provided a function for imposing restrictions on targets
of content'distribution by processing of the root key KR.
This function will be described later concretely.. |

Thus, in some cases, data called an EKB (Enabling
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regular termnal for receiving transferred content data adopts a techni que
for confirmng a root key by using an EKB. That is to saIQ,A%ﬁ‘llS‘éi@@ i's
distributed froma server to be stored in an HDD along with encrypted
content data and an encrypted content key. Consider a case in which a mni
disc (or a magneto- optical disc), which has been becom ng very popular, is
used as a secondary recording nediumin a mni-disc recording apparatus
conformng to the SDM standard. In this case, encrypted content data E
(CK, A3D) transferred to the mni disc in a check-out is stored in the
mni disc in an encrypted state as it is. Then, in a reproduction

oper at i ey tBEodkNi 1 li SLs tF¥ BEOr & NY 1@ RAIEHUIS G ONFOHMRY L@ elshe sSDM
standard decrypts the encrypted content data E (CK, A3D) to produce the

content glagel & { €embnd Lo A de v ARP, Wk She i Sed N BiQM €N 5 At @
conpressed by adoption of the ATRAC3 " conpression technique. Then, the

i Nl di SEa6PEOT Sl AenARRRL HUS SALF] AR T2 AL LIRLENY NRd dlecagi ng pr ocess

on the conpressed content data A3D to output reproduce such as

musi c. Igg@ Mgz disSC (Wsed i n anpekdisnar 1,10k~ disc t whi ch has been
becom ng popul ara t&o, on thé g?hggBhé%d,&ilsrﬂ k&gﬁgt f%%%gmgaefgefrs stored

T o oo B SR e iy AU S S P IR O Rparatus, the

and an encrypted content key.

Consider a case in which a mini disc (or a magneto—
bptical disc), which has been becoming very popular, 1is
used as a secondary recording medium in a mini-disc
recording apparatus conforming to the SDMI standard. In

l'this éase, encrypted content data E (CK, A3D) transferred
- to the mini disc in a check-out is stored in the mini
disc in an encrypted state as it is.

Then, in a reproducﬁion_operation, the mini-disc
recording apparatus conforming to the SDMI standard
Qecrypts the encrypted content data E (CK, A3D) to
produce the content data D {CK, E (CK, ABD)}.= A3D, which

~is the content data compressed by adoption of the ATRAC3
'compression techﬁique. Then, the mini-disc récording
apparatus ca;ries out a predetefmined decoding process on
the compressed coﬁtént data A3D to oufput reproduced daté
such as music.

In a minit disc usedriﬁ an ordinary mini-disc system,

thich has been becoming popular too, on the other hand,
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‘natural ly does not have a decryption function As a result, content data
recorded in a mni disc by the mni-disc recording apparat®$ss rmng to
the SDM standard cannot be reproduced by nost of mni-disc players,

whi ch do not conformto the SDM standard. That is to say, the content
data recorded in a mni disc by the mni-disc recording apparatus
conformng to the SDM standard is not reproduction-conpatible with the

m ni- disc players, This nmeans that correct use of an SDM content
purchased by the general user is |imted and the value of the service to
"provide an SDM content to the ordinary wuser as well as the |evel of user
sati sf actava wsthteohed noerimcen asechgnced reticed aersi dersakly. I n order to
sol ve the problem described above, in a recording operation to copy an
SDM conhint-dibs@ reecOMUAEyor e£ns shingu S dinemsiuch 8Ss@ 4§ diedi SC nount ed
on a mni-disc recording apparatus not conformng to the SDM standard,

the SDMng&ont&Nly i SodleCiyPliedysoa tddd rihiei o 0Nl Kan be stored in the
~mni disc in an unencrypted state as it is If such a copy operation can be

carried out, 1% Ll Augist, 2006 NOWBME! rddodde A8 IPIE 10 LY content

data with ease. Such a copy operation also | eaves roomfor possible
. by the mini-disc recording apparatus conforming to the

SDMI standard cannot be reproduced by most of mini-disc
players, which do not conform to the SDMI standard. That
is to say,-the content data recorded in a mini disc by
-the mini~disc recofding apparatus conforming to the SDMI
standard is not reproductionﬁcompatible with the mini-
disc players.

This means that correct use of an  SDMI content
purchased by the general user is limited and the value of
the service to provide an SDMI content to the ordinary
user as well as the level of user satisfaction with the
.service are hence reduced considerably.

In order to solve the problem described above, in a
reéording operationrto copy an SDMI content to a
secondary recording medium such as a mini disc mounted on
a mini-disc ;ecqrding apparatus not conforming to the
SDMI standard, the SDMI content is decrypted so that the
‘content can be stored in the mini disc in an unenc¢rypted
state as it is. |

If such a copy operation can be carried out,
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illegal copies, resulting in a fear of inpossibility to _inplenent

copyright protection, which is the original objective ofl ¢ gE0P6
standard. In order to solve the problem descri bed above, as a nethod of
transferring content data, the applicant of a patent for the present
invention has proposed a content transfer techni que described as foll ows.
In an operation to transfer content data, 'a data transfer apparatus
serving as a primary-recordi ng-medi um apparatus authenticates a

dat a-recordi ng apparatus used as a secondary-recordi ng-nedi um apparatus to
serve as a transfer destination. If the result of the authentication 1is
K, the bpuaverr of ihepesaikhe tateopy abhvewed datsheiticomskidi on that the
content provider (such as the copyright owner). approves the transfer.
Then, th&ucbnéeotpydaparasionanbsvtledvén adoRNESYPhE&ssBtRE e through a
transm ssion line and the encrypted content data is decrypted before being
stored i hlaegetondalys | ecosdl Ogng Ml AMFedn @ddidpOssiniohty @ € managed
for check-outs and check-ins. In this way, since an operation to copy and

record gmplenéntatdpy Pi Rt UPLHESYPI&, Shidfeni ss PeididiRghnore 13 | |
August 2006 ~convenience is offered to the user wthout | osing the
functi onob9edt O¥€CEs ar KOPYH BN tandard. |

In order to solve the problem described above, as a
method of transferring content data, the applicant of a
patent for the present invention has proposed a content
transfer technique described as follows.

In an operation to transfer content data, a data
transfer apparatus serving as a primary-recording-medium -
apparatus authenticates a datafrecording apparatus used
as a secondary-recording-medium apparatus to serve as a
transfer destination. If the result of the authentication

' is OK, the transfer of the content data is allowed on the
condition that the content provider (such as the |
copyright owner). a?proves the transfer. fhen,zthe,content
data’ is transmitted in an encrypted state through a
'transmission line and the enérypted-content daté is
-'decrypted before being stored in‘a secondary fecording
medium. In addition, rights are managed for check-outs
',and check-ins.
In this way, sincé an operation to copy and record

_'qontent data in an unencrypted state is permitted, more

13




By adoption of such a technique in a system |Including a personal conputer
used as the data transfer apparatus and a mini-disc rec A deheus 6as a
data- recording apparatus, a transfer of a content froma primry
recordi ng nmedi um i npl emented by an HDD enpl oyed in the personal conputer
to a secondary recording nmedium inplenmented by a mini disc nounted on the
mni-disc recorder is actually well suitable for both the content

provi der and the user. By using a nedium such as a mni disc, which has
been becom ng popular in general, as the destination of a check-out
descri bed above, the usefulness of the mini disc in practical use is

i ncreasedontenéerre ihevéfared taseBei nswhi ehthbet dBbaiig afisd er appar at us
such as a personal computer nmay not be capable of recognizing the

condi ti ofAunctobhetocaptotbutes ebparigdtum adopting its own uni que data
managenment net hod. An exanple of the nmedium adopting its own uni que data

managenent net hBg agop@idh Nbf db$€h FOtctMSiGRE in CONMEleflata recorded in a
menory card given as an exanple of a mediumconformng to the SDM

fstandardiﬁélﬁaﬂﬁgeg_%&ryéﬁﬂg o tsP Lbal é@etﬂé'da¢$/¥ﬁﬁﬁgﬂ£906 menory
- card is well conpatible wwth a personal conmputer. That Is to say, the
o persona]aﬁﬁﬂPéﬁﬁé 8REVANG: RS- 8@ Becorder used as a data-
récording apparatus, a transfer of a content from a
.primary'recording medium implemented by an HDD employed
.in the personal‘computer to a secondary recording medium
implemented by a mini disc mounted on the mini-disc
recordép is actually well suifable for both the content
provider and the user.
By using a medium such as a mini disc, which has
been becoming popular in general, as the destination of a
cheékmout described above, the usefulness of the mini
" disc in practical use is increased. However, thefe are
dases in which the data transfer apparatus such as a.
 pérs0ha1fcomputer may not be capéble of recognizing the
condition or other attributes of a medium adopting its
own uﬁiqué data management method. An example of the
medium adOpting its own.unique déta‘management method is
' a mini disc.
For instance,.content data fecorded in a memory
card given as an example qf a medium conférming to the

SDMI standard is ménaged'by using a FAT so that the

14




transfer apparatus is capable of obtaining information on_ the state of the
~nmenory card connected as a renovable nediumused as a dedtAeaet i n a
check-out by nmerely reading out a FAT fromthe card. The state of the
menory card typically includes the storage capacity of the card and the
nunmber of contents recorded on the card. Thus, when it is desired to
transfer out certain content data to the nmenory card in a check-out, it is
possible to forma judgnent as to whether or not the content data can be
transferred out to the nmenory card on the basis of the storage capacity of
the card and other information. In the case of a nedium devel oped as a
nmedi um  adoptdyngairtls iewwelni goepdat sl BRAYRNENpePREHOT Eonputypically
audi o-data applications as is the case with a mnmni disc, however, the

per sonal Tepulseiol $aRQt thappblaonal dbmgeily 96t MG NYs i Af @5pRtion on the
state of the nediumso that the judgnent cannot be fornmed in a check- out

or ot her tapekFeiroRppaFAYEs W_@eeabBSUéSSfOBbéaﬂﬁmgdi&ﬁoﬂﬁaﬁi‘& hgg medium
as a secondary recording nediumat the destination of a check-out is

assumed, +he spaisoB! tﬁ@mg;nekysewh”soﬁﬁéét%é 5|3 AU 215000 data
transfer apparatus is required to have a netho aJ?omnng the state of the
"nini disﬁeaﬁuhhﬁsgﬁhgé ey nation in a check-out by merely |

reading out a FAT from the card. The state of the‘ﬁemory

card typically'includes.the storage capacity of the card

and the number of contents recorded on the card.

Thus, when it is desired to transfer out éertain
content data to the memory card in é check—out, it is
possible to form a judgment as to whéther or not the
content data can be transferred out to the memory card on
the basis of the storage capacity of the card and othér
information.

In the case of a meaium developed as a medium
adopting its own unique data manégement method for

_typically audio-data applications as is the case with a
 mini disc, however, the personal computer'is not capablé
.of directly obtaining information on the state of the
medium so that.the judgment cannbt be formed in a check~
out or other operations.

Thus, when the use of a mini disc or another medium
as é secondary recording medium at the destination of a

- check-out is assumed, the personal computer serving as . a

15




to be recogni zed. D scl osure of Invention Enbodi nents of res
invention provide a data transfer apparatus with a capa&lﬁ*é@ ﬁroperly
recogni zing a state of a secondary recording nmedium for recording content
data in an unencrypted state prior to a transfer of content data in an
unencrypted state between a primary recording nedium enployed in the data
transfer apparatus and the secondary recording nedium 16 | | August 2006
According to a first aspect of the present invention, there is provided a
data transfer nethod adopted by a data transfer apparatus formng a
transfer gﬁ;t greln said data transfer ap ﬁaratus has a primary
recor di ng nedirOAT'Gs&H PBPTREYTi 1Y BREFYHEEdteonfBAt aghehhod dat a-recor di ng
appar at us sai d data-recording apparatus is capable of

recor di ng* ﬂﬁlgg %Guﬁ?ﬂbes%fdtﬁ%n@bﬁ% dife ont bheaptiheronedivecondary
recordin nedlun1|n an unencrypted 'state; and said data transfer apparatus
i s connetPelet BECRFRHZ¥At a- recor di ng apparatus so that said data transfer

. apparatus and said data-recording apparatus are capable of communicating
.wWth each other, said data transfer nethod conprising: a confirmation
procedure for confirming that said secondary recordi ng medi um has been
mount ed Bitolenime cfattaveaedodi ng apparatus; an information acquisition

Embodiments of the present invention provide a data
‘transfer apparatus with a capability of properly
recognizing a state of a secondary recording medium for
recording content data in an unencrypted state prior to a
transfer of content data in an unencrypted-state'bétween
a primary recording medium employed in the data transfer

apparatus and the secondary recording medium.

16




17 1 | August 2006 procedure for acquiring information on said secondary
recordi ng medi um mounted on said data-recordi ng appar at ud! 4422986 d

dat a-recordi ng apparatus; an authentication procedure for confirm ng that
sai d data-recording apparatus is indeed an apparatus serving as a valid
destination of a transfer of said content data stored in said primary
recordi ng nmediunm wherein a public key is transmtted to said data
transfer apparatus, then a random nunber is generated by said data
transfer apparatus and transmtted to said data-recording apparatus, the
random nunber is encrypted by said data-recordi ng apparatus by using the
secret key held by it, the generated encrypted data is 18 --- -------- 11
August 2006 transmitted to said data transfer apparatus and then decrypted
by said data transfer apparatus by using the public key, and the
decryption result is conpared with the random nunber; a judgnent procedure
for formng a judgnent as to whether or not said content data stored in
said primary recordi ng nmedi um should be transferred to said

dat a-recordi ng apparatus on the basis of an authentication result produced
by said authentication procedure; and a transfer procedure for

transferring.said.content data to
gAccordlng go a fgrst aspect of the present invention,

ﬁhere is provided a data transfer method adopted by a data
trahsfer apparatus forming a transfer system wherein: said
data transfer apparatus has a primary recording medium used
for storing encrypted content data; a data-recording
apparatus is employed; said data~recording apparatus is
capable of recording and reproducing said content data onto
and from a secondary recording medium in an unencrypted
-state; and said data transfer apparatus is connected to
salid data-recording apparatus so that said data transfer

apparatus and said data-recording apparatus are capable of

communicating with each other, said data transfer method

comprising: a confirmation procedure for confirming that

sald secondary recording medium has been mounted onto said

data-recording apparatus; an information acquisition

17




sai d data-recording apparatus in accordance with a result_ of said judgnent
formed by said judgnent procedure. 19 11 August 2006 | n1hANEPHLReR wit h
enbodi ments of the present invention, prior to a check-out of content data
fromthe data transfer apparatus to the data-recordi ng apparatus, the
data transfer apparatus is capable of acquiring informati on on a secondary
recordi ng nmediumused as the $ destination of the check-out. To be nore
specific, the data transfer apparatus disclosed is capable of obtaining
information on the secondary recordi ng nmediumsuch as a mni disc, which
i's infopreddArONFdiNQceeenEqr ¥nféBenl timerediidnsecoan®ery st or age capacity,
track count (content count), track nanes and attributes. Thus, the data
transf efe APREA} Yo hos8bed So anall e1faf@idragng appopetusg udgnent as to
whet her or not the check-out is to be acconplished on the basis of the

condi ti Sl 41 aHCORdBEYI hECassH o (B0 idiMaudleht i dugush 2006 Bri ef
Description of Drawi ngs Fig. i's an explanatory di agram showing a tree

SUTUC U6, O ATl GG Y90 RENLAUS AADRIAY B cBRa1 8ADAYAERuS! (e

present”invention; Figs. and 2B are each an expl anatory di agram
is indeed an apparatus serving as a valid destination of a

transfer of said content data stored in said primary
recording medium; wherein a public key is transmitted to
said data transfer apparatus, then a random number is
generated by said data transfer apparatus and transmitted
to said data-recording apparatus, the random number is
encrypted by said data-recording apparatus by using the

secret key held by it, the generated encrypted data is

18




showi ng an EKB of the encryption technique adopted by th enbodi nent; Fig.
3 is an explanatory diagram show ng the structure of thi1 é&su%sf%{ﬁe
encryption technique adopted by the enbodinent; Fig. 4 is a block diagram
showi ng the structure of a data transfer systeminplenented by the

enbodi nent; Fig. 5 is an explanatory diagramshow ng typi cal data paths of
an SDM content according to the enbodinent; Fig. 6 is a block diagram
showi ng a primary- recordi ng-medi um appar atus provi ded by the enbodi nent;
Fig. 7 is a block diagram showi ng a secondary recordi ng-nmedi um appar at us
provi ded by the enbodinent; Fig. 8 is an explanatory di agram showi ng a
cluster format of a mni-disc system Fig. 9 is an explanatory di agram
showi ng an area structure of a mni disc; : 21 11 August 2006 Fig. 10 is
an expl anatory di agram show ng U-TOC (user table of contents) sector 0 of a
m ni-di sc system Fig. 11 is an explanatory diagramshowing linking in

U TOC sector 0 of a mni-disc syste Fig. 12 is an expl anatory di agram
showi ngt TRttt tter spigf datai %FQBF BrsyRPRRGLus an en

decrypted by said data transfer apparatus by using the
public key, and the decryption result is compared with the
.random number; a judgment procedure for forming a judgment
as to whether or not said content data stored in said
primary recording medium should be transferred to said
data-recording apparatus on the basis of an authentication
result produced by said authentication procedure; and a
transfer procedure for transferring said content data to
said data-recording apparatus in accordance with a result

of said judgment formed by said judgment procedure.
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Fig. 13 shows a flowchart representing an authentication process according
to the enbodinent; Fig. 14 is an explanatory diagranlshéhfﬁﬁuﬂﬂggiibuted
content data to be transferred and a process to encrypt the data; Figs.
15A and 15B are explanatory diagranms showing a typical encryption

t echni que adopted by the enbodi nent and DNKs (device node keys) used in
the technique; Fig. 16 is an explanatory diagram show ng a procedure
adopted by the enbodi nent to decrypt content data; Fig- 17 shows a
flowchart representing check-out operations carried out by the enbodi nent;
Fig. 18 shows a continuation flowhart representing check-out operations
carried out 1By 2CRETERBER|iHeht enpboglimeatssofintes mramardry di agram showi ng a
record- object control conmmand used in the enbodinent; Fig. 20 is an

expl anafFFPtaPRgrRM Thdw Bgcherkcont- oR2contenfugiaste ZOO® tbbj ect response
~command used in the enbodinent; Fig. 21 is an explanatory di agram show ng a
check- datie toansier cumeaaduased thet detenbodingimnt, abpgra®idsis an

expl anatory di agram showi ng a check- out response command used in the
enbodi tkat da®h gt r@8s showpparatoschar tapsplie sabicagiehagk-in

information on a secondary recording medium used as the
destination of the check-out. To be more specific, the
data transfer apparatus disclosed is capable of oﬁtaining
information on the secondary recording medium such as a
mini disc, which is information on the secondary
recording medium’s name, storage capacity, track count
'(content count), track names and attributes. Thus, the

| data transfer apparétus disclosed is capable of forming a
'proper judgment as to whether or not the check-out is to be

| accomplished on the basis of the condition of the

secondary recording medium.
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operations carried out by the enmbodinent; Fig. 24 is an explanator di agram
showi ng a check- in control command used in the enbodi ne Ad A Yeugf. 0@% is an
expl anat ory di agram showi ng sub- functions of the check-in control comand
used in the enbodinment; Fig. 26 is an explanatory di agram showi ng a check-
in response command used in the enbodinent; Fig. 27 is an explanatory

di agram showi ng generation of a content IDin the enbodinent.; Fig. 28
shows a table associating content IDS in the enbodinent; Fig. 29 shows a
fl omchart representing operations carried out by the enbodi nent to acquire
~medium information; Fig. 30 shows a continuation flowchart representing
operations carried out by the enbodiment to acquire mediuminformation; 23
11 August 2006 Fig. 31 is an explanatory diagram show ng an incl usive

1 og-in centedbl Desomiptivsedf i Dréahengsbodi ment; Fig. 32 is an explanatory
di agram show ng an inclusive |ag-out control command used in the :

enbodi Mment ; Fi i3 1 S AmexlEAnatiok i G s WG A 0 8treedi SC- St at us
control command used in the enbodi nment;

structure of an encryption technique adopted by an

embodiment of the present invention;

Figs. 2A and 2B are each an explanatory diagram
showing an EKB of the enéryption technique adopted by the
embodiment; |

Fig. 3 is an explanatory diagram showing the
structure of the EKB of the_encryption technique adopted
by.the embodimént;

Fig. 4 is a block diagram showing the structure of
a‘data transfer system implemented b§ the embodiment;

Fig. 5 is an explandtory diagram showing typical
data paths of an SDMI content according to the
embodiment; | |

Fig. 6 is a block diagram showing a primary-
recording-medium apparatus provided by the embodiment;

| Fig. 7 is a block diagram show1ng a secondaryu
recording~medium apparatus provided by the embodiment;

Fig. 8 is an explanatory diagram showing a cluster
forﬁat of a mini-disc system;

Fig. Q,is ah explanatory diagram_shpwing an area

structure of a mini disc; .
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Fig. 34 is an explanatory diagram showi ng a get disc-status response
-command used in the enbodinent; Fig. 35 is an explanatoﬁviﬁﬁﬁﬁfgﬁmshomﬁng
a get- disc-nane control conmand used in the enbodinent; Fig. 36 is an
expl anat ory di agram showi ng a get- di sc-nane response command used in the
enbodi ment; Fig. 37 is an explanatory di agram show ng a get- disc-capacity
informati on control conmand used in the enbodinent; Fig. 38 is an

~expl anatory di agram showi ng a get- disc-capacity information response
command used in the enbodinent; Fig. 39 is an explanatory di agram show ng.
a get- disc-capacity information response command used in the enbodi nent;

Fig. 40 is an erRpfanadoiy &hagxplashevi{igddagehm Wk Ondractkocount control
command used in the enbodinent; Fig. 41 is an explanatory di agram show ng

a get 24(hskrAugpst 3806onaudis;t EackoeOUNLEr §SRPASEIEORMBYPLrused in the
enbodi nent; Fig- 42 is an explanatory di agram show ng a get -

~audi o-track-namesgcopir ol QMBSO HSedri Nal her SHPOMLIBNL 1 Fifing3 TS an
expl anat ory di agram showi ng a get- audi©o-track-nanes response command used
inthe 4in y-TOC sector 0 of a mini-disc system;

Fig. 12 is.an explanatory diagram showing U-TOC
‘seCtor 1 of a mini~disc system;

Fig. 13 shows a flowchart representing an
authenticatioh process according to the embodiment;

Fig. 14 is an explanatory diagram showing
distributed content data to be transferred and a process
to encrypt the data;

| ' Figs. 15A and 15B are explanatory diagrams showing
a typical gncryption technique adopted by the embodiment
;nd DNKs (device node keys) used in the technique; |
Fig. 16 is an explanatory diagram showing a
pf0cedure adopted by the embodiment to decrypt content
- data;
Fig..17 sﬁows a flowchart‘represénting check—out
_ opeiationé carried out by the embodiment;

Fig. 18 shows a continuation flowchart representing
check-out operations carried out by the embodiment;

Fig. 19 is an explanatory diagﬁam.showing é record—

'-quect control command usgd in tﬁe embodimént;

_Fig-_ZO is ‘an explanatory diagram showing a record-
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enbodi ment; Fig. 44 is an explanatory di agram show ng a read- :
i'nfo-bl ock-for-track-attri butes control comand; Fig. 45 1i1§°‘%i45te779815anatory"
~di agram showi ng a read- info-block-for-track-attributes response comrmand;

- Fig.~ 46 is an explanatory di agram show ng a read-
‘info-block-for-track-node control command; Fig. 47 is an explanatory

di agram showing a read- info-block-for-track-nmode response command; Fig. 48
is an explanatory di agram showi ng a read- info-block-for-track-size control
command; and Fig. 49 is an explanatory di agram showi ng a read-

i nfo-bl ock-for-track-size response command. Best Mde for Carrying out the
I nvent i onbfept ef espats @ nbhathaedt uodd the piesamodvantj on is explained in
par agr aphs arranged in the following order- 1. Tree Structure of Encryption

Keys and EKB 25ig.) 2Augustar2Q06] 2ha S} &INSRnd HHAHIRD 3. cHata. Pat hs of
SDM Contents 4. Typical Confi guration of Data Transfer Apparatus

(Pri mar yolecesli fgr NeshioAd AR st Bp)odimehyi cal Configuration of
Dat a- Recor di ng Apparatus (Secondary- Recor di ng- Medi um Appar at us or
RECQFding/REDFQQQEtQ@ﬂjéPQﬁ{%ﬁH§ﬁanatory diagram showing a check-

out response command used in thé embodiment;

Fig. 23 shows a‘flowchart representing check-in
operations carried out By the embodiment;

Fig; 24.is an éxplanatory diagram showing a cheék—
in control command used in the embodiment;

Fié. 25 is an explanafory diagram showing sub-
functions of the check-in control command used in the
'embodiment;

Fig. 26 is an explanatory diagram showing a éheck—
in response command used in the embodiment:;

Fig.‘27 is- an explanatory di;gram showing
generation of a content ID in the embodiment;

Fig.‘28 shows a table associating content IDs in
tﬁe embodiment ; |

.Fig. 29 shows a flowchart representing operations
carried out by the embodiment toracqﬁire medium |
information;

Fig. 30 shows a continuation flowchart represénting
opérationé carried out by the embodiment t§ acquire

medium information;
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6. Managenent Technique of Mni Disc 7- Authentication Process B. Content
"Encryption Technique 9. Content Check-Quts/Check-Ins 10.11@1882006n and
Managenent Techni que of Content I1Ds 11. Acquisition of Medium Infornmation
1. Tree Structure of Encryption Keys and EKB ‘First of all, before the
transfer system inplenented by an enbodi nent of the-present invention is
expl ai ned concretely, an organi zation of encryption keys ,used in

di stribution of contents is described. To begin with, the follow ng
description explains an encryption-key ownership schene for devices and a
data distribution scheme, which are adopted when encrypted data is

distributed frome. canteNtawi Stpldnd e Qiiék@rarﬁleé/ti&@ﬁufaé}h serving as a
content recipient, by referring 26 I | August 2006 to Figs. 1, 2A, 2B and

3. Fig. intSufilveXPb@nah OFYn €S0 AFhRdleM fied@ i €€he SEABGA RS ©f encryption
keys- Reference notations DVOto DV15 at the bottom|ayer of the

hi‘erar chi cal tregy. sisupd Ue SO ) G e lsnale 4 device on the
(0} e

content-recipient side. Thus, each |eaf hi erarchical tree structure

COrT espORHE1 ke SUCTLA-HRY Efntr &P Lotthadd sy SESRY UL, 5 01 ven 2

Fig. 33 is an explanatory diagram showing a get-
disc—-status controi command used in the embodiment;

Fig. 34 is aﬁ explanatory diagram showing a get-
disc—statuS'response command used in the embodiment;

Fig. 35 is an explanatory diagram showing a get-
disc—name control command used in the embodiment;

Fig. -36 is an explanatory diagram showing a get-—
disc-name response command used in the embodiment;

Fig. 37 is an explanatory diagram showing a get-
disc—capacity information controi command used in the
embodiment;

Fig. 38 is an explanatory diagram Showing‘a get-
discfcapacity iﬁfofmation response command used in the
embodiment ; |

Fig. 39 is an explanatory diagram showing a get-—

- disc-capacity information'responée command used in the
embodiment;

Fig. 40 is an egplanatoryfdiagram showing a get~
audio-track-count controlrcommand used.in_the embodiment ;

Fig. 41 is an explanatory diagfam showing a get-
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keys at a nanufacturlng tinme, at a shipping tine or thereafter. Stored in

a menory enpl oyed in each of the devices, the set of keyd AfigpsinzG06

device includes a |eaf key assigned to a | eaf representing the deV|ce in

the hierarchical tree structure shown in Fig. 1 and node keys each

assigned to a node between the leaf and the root in the hierarchical tree

structure. Keys included in this key set are referred to as DNKs (Device

. Node Keys), exanples of which are explained as follows. KOOOO to Kl Il at
the bottom |l ayer of the hierarchical tree structure shown in Fig. 1 are

| eaf keys given to the devices DVO to DV15 respectively. KRis the root

key assi gnddotorthk-coohtoneipent@pcofimbhe hseaaighikal tree structure.

KOOO to K111 are node keys assigned to nodes on a second hierarchical

| ayer. frembbhemehettom | ayer. In the follow ng description, the node keys

27 | | August 2006 nmay nmean node keys including root key KR assigned to
the root. In th hlmawmﬁ:aé T84 S £ Ch LU Sr 0 WLl 1 DN\Ks gi ven
to-devi ce DVO inﬁ?ude a | eaf }gi KC[E()ynodéfrkeys étﬁf and KO as wel |

as.a roohuley¥-KRaclbgamode o keyS1 K ha %@?&i %P %g%l%ng?c&}%gén{(ey KR,

which are included in the DNKs, are eac state of

bei ng encrypted.py u@ﬁrghtgﬁaé§§ga3§%6£§xg%%gram showing a get-—

audio—track-names response command used in the
embodiment;

Fig. 44 is an explanatory diagram showing a read—
_info«block~for—track—attributes control command;

Fig. 45 is an explanatory diagram'shqwing a read-
info—block—for—track"attribuﬁes response command;

Fig. 46 is an expladatory diagram showing a read-
info-block—for-track-mode control command;

Fig: 47 is an eﬁplénatory diagram showing a read-
info?blockffor—trackhmode response command;

Fig. 48 is an explanatory diagram showing a read-
info—blocknfor—trackmsize control command; and

Fig. 49 is an explanatory diagram showingda read-

info-block-for-track-size response command.

Best Mode for Carrying out the Invention
A preferred embodiment of the present invention is
_;explained.in paragraphs arranged in the following drder.

1. Tree Structure of Encryption Keys and EKB -
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By the sane token, DNKs given to-device DV5 include a |eaf key KO0101, node
“keys K010, KO and KO as well as the root key KR In thelshwisigfpsé DNKs
given to device DV15 include a |eaf key K1111l, node keys K111, K| and K
and the root key KR It is to be noted that, while only 16 devices DVO to
DV15 are shown in the tree structure shown in Fig. 1 and the tree
"structure is designed as a bal anced, right- left symretrical structure
having- 4 hierarchical |ayers, the tree structure may include nore devices
and has a configuration with a layer count varying fromportion to
portion. In addition, a variety of information-processing apparatus

i ncl udedZi-nSybéenr éensigucéituienshown in Fig. 1 have a variety of recording
medi uns. The information-- processing apparatus are devices of a variety of

types. 28 DatAupashs2006spMheceevéses have recordi ng nedi uns such as a
DVD, a CD, an MD and a flash nenory, which are either enbedded in the

devi ces oL Tapibel nOME S e 2oe G sHRLNtehfdam the , devices with a high

degree of freedom In addition, a variety of application services nay be

r ender-ed($e1md He-Rd o8 QL THRY- M R0 G5 N APRA! @lys. The tree structure
shown in Fig. 1 is used for distributing contents and keys to the devices
carryingsoupyg; ¥af | @ Yr ffuration of Data-Recording Apparatus

(Secondary-Recording—Medium Apparatus or

Recording/Repfoduction Apparatﬁs)

6. Management Technique of Mini.Disc

7. Authentication Process

8. Content Encryption Technique

9. Content Check-Outs/Check-Ins

10. Generation and Management Technique of Content IDs

11. Acquisition of Medium Information

1. Tree Structure of Encryption Keys and EKB
'First of all, before the transfer system
implemented by an embodiment of the. present invention is
explained concretely, an organization éf encryptibn kéys
: pgedrin distribution of contents is described.
To begin with, the followihg descriptioh explains
aﬁ encryption-key ownership scheme for devices and a data
‘disfribution scheme, which are adopted whén encrypted
data is distributed from.a_content.distributbr-to fher

deviges each serving as a content recipient, by referring
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applications. In a systen1mhere|n these various information- proce55|ng
apparatus (or devices) and application exist, |let a group Aeusieitlpo
~include devices DVO Dvl, DV2 and DV3 using the sanme recording nedium In
the tree structure shown in Fig. 1, the device group is enclosed by a
dashed line. Assune for exanple that, for all the devices, a content

provi der encrypts a content to be transmtted to the devices pertaining to
the group enclosed by the dashed Iine to be used as a content comon to
the devices. In this case, the content provider also transmts contents
keys to the devices to be used by the devices as keys comon to the

devi ces. tox Fegs. pkoceksidg amdthe systemincludes transm ssion of

- encrypted paynent data of content fees fromthe devices to the content
provider, a firanci al Setdd ewpitar2Gdry ddugiisim 2006ringnst itrdld on or anot her
enterprise. The enterprise such as the content provider or the financial
sett| emestracstid ubf oncaypiasn Aty Pr oRessirag cko nbtansbnk pyol kecti vel y
data to the devices enclosed by the dashed |I|ine, nanely, DVO Dvl, DV2 and

DV3. TheDehs expritse bexehangesedal@ vid hidve daviGas,cahi ch formthe
af orement i oned group. A plurallty of such groups exists in the tree
:StrUCtUF§t§ﬁ&WWkérhﬁﬂﬁh FHL. eNt&(dY i®Giote a device on the

content-recipient side. Thus, each leaf of the

hierarchical tree structure corresponds to such a device.

‘Each éf the devices DV0O to DV15 is given a set of

keys at a manufacturing time, at a shipping time or

thereafteri Stored in a memory employed in each of the
- devices, the set of keys given to a device includes a

leaf key assigned to a leaf representing the device in

the hierarchical tree structure shown ih Fig. 1 and node
_kéys each assigned to a node between the leaf and the

;oot in the hierarchical tree structure. Keys included in
r.thié key set ‘are referred to as DNKs (Deviée Node Keys),
-examples of which are explained as follows. |

K0000 to K111l at the bottom layer of the

hierarchical tree struéture shown in Fig. 1 are leaf keys
given to the devices DV0 to DV1S respectively. KR is the
“root key assigned to tﬁe root on the fop of the

Ihierarchical tree Strqcture. K000 to K11l are node keys

fassigned to nodes on a second hierarchical'layer from the

bottqm layer. '1n the following description, the node keys
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such as the content provider or the financial settlenment institution,

whi ch exchanges data with the devices, functions as nesdddeigyst2906
distribution neans. It is to be noted that that node keys and | eaf keys

can al so be nmanaged by a single key nanagenent center in an integrated
manner. As an alternative, the keys can also be managed by the
nmessage-data distribution nmeans, which exchanges various kinds of data
with groups cited above, in group units. As nentioned above, the nessage-
data distribution nmeans is an enterprise such as a content provider or a
financial settlenment institution. A node key and/or a |eaf key are renewed
when onemay méem ndds been 1wakedhindr 08es Sidg R0 JNPNHEED ithecarried out
by a key nmanagenent center, a provider, a financial settlenent institution
or. anot hesoenterprise. As is obvious fromFig. 1, in this tee structure,

30 I | August 2006 the 4 devices, nanely, DVO DV1, DV2 and DV3, which are

i ncluded in t hegreup hikawe HAERN t‘i«%%s;st%@%u%%yéhﬁ%’ %Hdﬁ%é) apd the root
key KR By assigning these node and root keys to the devices DVO Dvl, DV2

and DV3 juficd e dlf OUp s KEY P RN f the avinGes xadogormpa content can
be provided to only the devices. By setting the shared ndde key KOO itself
| as a C%féﬂKd(iﬁY; B SR &s & SANEN l%%tc%@{ro%flt.o ¢ noge
keys K000, K00 and KO and the rootrkey KR, which are
inciuded in the DNKs, are each held by device DV0 in a
state of being encrypted by using the leaf key K0000.
By the same tokeﬁ, DNEKs given to device DV5 include
a leaf key K0101, node keys K010, K01 and KO as well as
the root key KR. 1In the same way, DNKs given to device
 DV15 include a leaf key K1111, node keys Kill, K11 and K1
aﬁd the root key KR.
It is to be noted that, while only 16 dévices bvo
to DV15 are shown in the tree structure shown in Fig. 1.
and the tree structure is desigﬁed as a balanced right-
left symmetrical structure having 4 hierarchical layers,
the tree stchtu;e may include more devices and has a
_qonfiguration with a layer ¢ount varying from portion to
' portioﬁ. |
In addition, a variety of information-processing
apparatus ihcluded in the tree structure shown in Fig. 1
have a variety of recording‘mediumsf The information-

processing apparatus adre devices of a variety of types.
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“devi ces DVO Dvl, DV2 and DVvV3 can be set for only the deV| ces w t hout
transnitting a new key. As an alternative, a new content Ik 2086
encrypted by using the node key KOO to produce an encrypted key E (KOG,
CK), which is then distributed to the devices DVO, DvVl, DV2 and DV3 by
way of a network, or by using a recording nmediumfor recording the
encrypted key and supplying the nediumto the devices. In this way, only
the devices DVO DvVl, DV2 and DV3 are capable of decrypting the encrypted
key E ~(KOO, CK) by using the node key KOO shared thereby as a comon key
to produce the content key CK Assune that it is discovered at a tine t
that keyshe K88tilce KQHve KXo KD o dndR unthi sifr1ares ewneh by tdre  devi ce DV3,
have been anal yzed by a hacker and hence exposed to the hacker. In this

case, itahsMbeseasaryldsh wehaed, thei devi£e AMGdr emdiRiesy stem or,

specifically, 31 I | August 2006 the group including the devices DVO, DVI,
DV2 and B8, dwlcgé der &on %é’%ﬁ‘&ﬁn@@cﬁ S XGNANGELh MR o 18- cRY Shem
thereafter. 1In addition, is al so necessary to renew the keys KO0O01,

KOO, KO @le&@t@lgﬁygdﬂg(k&ﬁ Qg)éq( é% Ofﬁég%c)é a%j é& es ectively and
to transmt the renewe eys (t t? Rto the
- devices \Pé/QLeRy fa%ﬂvgatllén 'sseﬂ;vpicbees r}r%[ye%t—::[ r}:%tndré%%%t If%r]]: g'xte) aaa denotes
| information-processing apparatus. The ftree structure -
sﬁown in Fig. 1 is used for distributing contents and-
‘keys to the devices carrying out a variety of
‘applications.
In a system wherein these various information-—
processing apparatus (or devices) and application exist,
let a group be set to include devices DV0Q, DV1, DVZ2 and
© DV3 using the same recording medium. In the tree
structure shown in Fig. 1, the_defice group is enclosed
by a dashed line. Assume for example that, for all the
devices, a content provider encrypts a content to be
transmitted to the devices pertaining to thé group
enclosed by the dashed,line to be used as a-contenf-
common. to the devices.: In this case, the-Coptent providér
 a1so transmits contents keys to the devices to be.used by
- the dévices as keysfcommon to the devices. Other
. 'processing in the system includes ﬁransmission of
eﬂcrypted payment data Qf:content fees from the devices,

.to_the content provider, a financial settlement
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a key Kaaa s renewed key of a t generation. It is needless to say that, in
a - distribution of a content, node keys and the root key IKrR\ugst 29080 be
renewed in sone cases for a varlety of reasons including a desire of the
copyright owner and a state of transmssion to the system Thus, when a
key is renewed, it is necessary to transmt the renewed key to regular
devices owning the pre-renew key. Next, processing to distribute renewed
keys is explained. Updated keys are organized and transmtted by using a
table like one shown in Fig. 2A. The table is transnmtted to a device by
way of a network, or by storing the table in a recording nmedi um and

rOV|d|ngnkmetuﬁEGhUBktanbﬂﬁeQeéh%%r Fhget abhip cantains & hlpgk data
Ealled an EKB (Enabling Key Bl ock) F thg devi ce DVSEP§'32 I T August 2006

det ached theo®ohiensy p-eias d6§C£th§ aQRé_lE 1for the EKBis
supplied to thedeV|ges DVOF DVl “and ENQ a IS %gf%ﬂgnoted that the EKB

contai ns ;@RGHY¥RLedn E§¥§189t8h@egr8§e£§$Hgt o Of r ERGH €t|ng new keys to be

distributed to sone devi ces at aves o0 ree structure |ike the one

shown i ncg&gec{l?gtﬂﬁegéggl sﬁajtﬁg dgﬁgéégdﬁ%g}]%?%%zl%g%é Kgg/shReec?ewal Bl ock)

The bl ock data o own-i n
line, namely, DV0, DV1, DV2 and DV3. The enterprise

exchanges data with the devices, which form the
aforeméntioned group. A plufality of such groups exists
ih the tree strugfure shown in Fig. 1. The enterprise

' such as the content provider or the financial settlément
institution, which exchanges data with the devices,
functions as message—data distribution means.

It is to be noted that that node keys and leaf keys
can also be managed by a single key management center in
an ihtégrated manner. As an alternative, the keys can
also be managed by the message-data distribution meéans,
which exchanges various kinds of data with groups cited
above, in group units; As mentioned above, the‘meséageu
data distriﬁution means is an enterprise such.as a
‘content provider or a financial settlement institution. A
-node key and/or a leaf kevy are réﬁewed when one of them
has been leaked. Processing to renew keys is carried out
by a key management center, a provider, a_financial
éettlement institution or another enterprise.

As is obvioug fr0m Fig. 1, in this teelstrucfure,
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encrypted renewed node keys that can be decrypted by dev'cgs needi ng t he
renewed node keys. The typical EKBs shown in Figs. 2A a t40%ach

bl ock data created for the purpose of distributing renewed node keys of
the t: generation to the devices DVO, DVI and DV2 in the tree structure
shown in Fig. 1. Assune that the keys KOOI, K001, KOO KO and KR have
been illegally exposed to unauthorized person.. In this case, the devices
DVO. and DVI require renewed keys K(t)OO K(t)O and K(t)R whereas the
device DV2 requires renewed keys K(t)OOL, KTOO K(t)O and K(t)R As shown
in Fig. 2A, the EKB includes a plurality of encrypted renewed keys. An
encrypt edhcedefed ikey . anamehy , bBVOoNDYL , t DE2EKRAI BVE, (WRDOIR, aKét) 001) ,
which is a result of encrypting a renewed key K(t)Od by using the |eaf
key KO0O1@rewmdedbynt ftbedgvop, DiaveThusmohhkegeyi f6de3Bels | kABIgust 2006
.DV2 is capable of decrypting the encrypted renewed key E (KO010, K(t)O001)
by usi ngandekKDeahdkepeomned kyyt RR.desy cisdigeldg thard dde eewed node
key K(t)001. In addition, an encrypted renewed key E (K(t)001, K(t)00) on
the secomdoli keytr et the betvtiessobvdhepEKB pehowiai Bvki gn &4 can be :

decrypted by using the renewed node key k(t)OOl to get a renewed node key
K(t)00. ghotp adnkedsr ¥phebn eoevRE K&¥iEed K(L) Ofnmdi 1o AL QM tA1g, Second
be provided to only the devices.
By setting the shared node key KOO itself as a

éontent key, for example,_a content key common to the
devices DV0Q, DV1, pv2 and DV3 can be set for only the
devices without transﬁitting.a new key. As an alternative,
a new content key CK is encrypted by ﬁsing the node key
K00 to produce an encrypted,key.E.(KOO, CK), which is
then distributed to the devices DV(, DV1l, DV2 and DV3 by
wgy.pf a network, or by using a recording medium for

~ recording the encryptéd'key and supplying the medium to

the devices. In this way, only the devices- DVQ, DV1, DV2
and DV3 are capablerof decrypting the encrypted key E

- {K00, CK) by using thé node kéj'KOO shared thereby as a

common key to produce the content key CK.

| Assume that it is discqveted at a time t that keys

R0011, K001, K00, KO énd'KR, which are owned by the

.device DV3,_have been analyzed by a hacker and hence

exposed to the hacker. In this case, it is necessary to

detach the device Dv3 from the system or, specifically,
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line fromthe top of the EKB can be decrypted by using Lge reneﬁﬁ% node
key K(t)00 to get a renewed node key K(t)O Finally, an n%? renewed
key E (K(t)O KMR) on the top |line of the EKB can be decrypted by using
the renewed node key K(t)O to get a renewed root key K(t)R As for the
devi ces DVO and DV1, the |eaf keys KO.000 and KOOO1l as well as the node
key KOOO are not renewed.: Thus, only the renewed keys K(t)00, K(t)O and
K(t)R are needed. Therefore, in the case of the devices DVO and DVI, an
encrypted renewed key E (K(t)000, K(t)00) on the third I|ine fromthe top
of the EKB shown in Fig. 2A can be decrypted by using the renewed node key
K(t) 000 %he gitour Imepveydichanodes kdev ey QOVO THaRL , Ve rard/ v rienewed key E
(K(t)OO, K(t)O on the second line fromthe top of the EKB can be

decr ypt emcdyr ush rord et edwvee dexdoendgedy (il Gthe84ktstlerAugust 2006 to get a
renewed node key K(t)O- Finally, an encrypted renewed key E (K(t)O K(t)R)
on the tdpedeareteaf. the EKB can be decrypted by using the renewed node key
K(t)Oto. get a renewed root key K(t)R As described above, the devices

DVO, DVI and DV¥2 addetGepablie ok abkai Rekeskhey’ eBevedekofhekR¥yK(1) R It
~is to be noted that indexes included in the EKB shown in Fig. gA are each
-~ an absolrge addresxkefami llafePRIRA&K (£) 001, K(£)00, K(t)0 and
| E{t)R respectively and to transmit the renewed keys

K(t)00L, K(t)00, K(t)0 and K(t)R to the devices DV0, DV1

and DV2. It is to be noted that netation K(t)aaa denotes

a key Kaaa's renewed key of a t generation.

It is needless to say that, in a distribution of a
content, node keys and the root key KR may also be
renewed in some cases for a variety of reasons including
a desire of the copyright owner and a state of
transmission to the system. -

Thus, when a key is renewed, it is necessary to
transmit the renewed key to fegular devices owning the
ﬁre?renew key..

Next, processing to dietribufe rehewed‘keys is
expleined.e Updated-keys_are organized and transmitted by

-using a table like Qﬁe shown in Fig. 2A. The table ie
transmitted to a device by way of a networ%, or by

. storing the table in a recordiﬁg medium and-proﬁiding ﬁhe
medium to the device. The table contains a block data

_called an EKB (Enabllng Key Block) If the device DV3 is
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key used as a decryption key for decrypting an encrypted _ _key on the sane
line as the index. As another exanple, assume that the rédleWdstd89 key
K(t)R and the renewed node key K(t)O on the high hierarchical |ayer of the
tree structure shown in Fig. 1 are not required, and only the node key KOO
needs to be renewed. In this case, the EKB shown in Fig. 2B can be used
for distributing a renewed node key K(t)00 to the devices DVO DVl and
Dv2. The EKB shown in Fig. 2B can be used typically for distributing a new
content key conmon to devices pertaining to a specific group. To put it
concretely, the devices DVO, Dvl, Dv2 and DV3 pertaining to the group

encl osed9ByacheddasnredtheneystanFag. désshabedasbece| dfog exdhpmeand need a
new common content key CK (t) In this case, encrypted data E (X 35 | |
August 20b8 EEKB) 09, s@pliyd tndthbedEKBcebhopmo| ND¥L gan@Bywre transnmitted to
t he devices DVO, DV1, DV2 and DV3. The encrypted data E (K (t)0O0 CK (t))
is aresult of Ieniyypt iy ddieedienhLONTRN BN t@HEHE Shddypddy Using a
renewed node key K(t)OO which is a result of renewing thé node key KOO
comon tkeyheodesines &VQefM ts Y2 eRdryPVBngBYedisdyd bufigg only the

- encrypted data E (K (t) 00

distributed to some devices at leaves of a tree structure
like the one shown in Fig.rl. The EKB is also referred to
as a KRB (Key Renewai Block).

The block data of the EKB shown-in Fig. 2A includes
encrypted renewed node keys that can be decrypted by
devices needing the renewed node keys. The typical EKBs
shown in Figs. 2A and 2B are each block data created for
the purpose of distributing renewed node keys of the t
generation to the devices DVOQ, DVl and DV2 in the tree
;tructure shown in.Fig. 1.

Assume that the keys K0011, K001, K00, KO and KR

'”have been illegally exposed to unauthérizéd person. In
fhis case, the devices DVO0. and DVl require renewed keys
K(t)00, K(t)0 and K(t)R whereés the device DVZ'requifeé

| fenewed keys K{(t)001, KT00, K{t)0 and K(t)R.

- As Shqwn in Fig. 2A, the EKB inclﬁdes a plurality
of éncrypted renewed keys. An encrypted renewed key at

. the bottom of the EKB is E (KOOlO,VK(tJOOI), which is a
reéult.of encrypting-a renewed key K(t)OOi‘by uSing the

leaf key K0010 owned by the device DV2. . Thus, the device
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CK (t)) and the EKB, no data can be decrypted by other devices such as the
device DV4 pertaining to other groups. The devices DVO DV Augest 2006 process
the EKB shown in Fig. 2B in the sane way as the processing of the EKB
shown in Fig. 2A to get the renewed node key K (t)OO which is used for
decrypting the encrypted data E (K (t) 00, CK (t) ) to obtain the new
common content key CK (t) of the t generation. As described above, keys
are organized to forma tree structure, and keys are renewed to be
distributed to devices by using EKBs |i ke the ones described above.. By
usi ng such a key organi zation, the root key KR and node keys can be
‘renewed W2 higasgpdlole oot adé@typ0ing rEas 0fsc ARtk & AN d ik Fnor mal state
can be  distributed in a flexible manner. Fig. 3 is a diagram show ng a

typical {xooed, of (800136 By lufugystn2006: r BB e Wpemof node keys has

o a |l ength of 4 bytes. A node-key depth also has a size of 4 bytes. The

. hode- keydedepd m&@ﬁﬁe@dﬁ@@grt&f ,_kgrgé@éd:m(ﬁé }Jéz}‘yq{&)idh t he hierarchical

tree for a device serving as a destination of the distribution of the EKB.
An EKB versi on ral %@dﬁ%%oﬁ,S'aﬁeeﬁ?ccrgp@éhe§en%ehskeg&EbQKgggﬁﬂ1t hat an EKB
an

version has a function identifying a nost recent unction
i ndi cat i@ )®0) on the second line from the bottom of the EKB
shown in Figi 2A can be decrypted by using the renewed
node key K(t)001l to get.a renewed node key K(t)00. Then,
an encrypted renewed key E (K(t)00, K{(t)0) on the second
line from the top of the EKB can be decrypted by using
the renewed nodé key K(t)00 to get a renewed node key
K(t)d. Finally, an encrypted renewed key E (K(t)O,'K(f{R)
on fhe top line of the EKB can be decrypted by using the
renewed node key K{(t)O0 to get a renewed root key K(t)R.
As for the devices DV0 and DV1, the leaf keys KQOOO‘
ghd KO001 as well as the node key K000 are not renewed.
Thus, only the renewed keys K(t)00, K(t)0 and K{t)R arel
needed. |
Therefore, in the case of the devices DVO‘and pvl,
an ehcrypted renewed key E (K(t)000, K(t)00) Qn;the third
line from the top of'the EKB shown in Fig. 2A can be
-decrypted by using the renewed node key K(t)OdO to get a
renewed node key K(t)OO. Then, an encrypted renewed key E -
.{K(t)OO,.K(t)O) on,ﬁhe secpnd line from the.top of the

g EKB'can'be decrypted by using the renewed-node_key K(t)00
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relation with a content- A reserved field is an available area. A field
starting froman offset of 16 bytes is a field for storildgiugvst 208 s
actual data having a size of 16 Mwyte. The actual data is an encrypted
node key or a plurality of encrypted node keys, These encrypted node Kkeys
are the encrypted keys explained earlier by referring to Figs. 2A and 2B.
In addition, the format includes an encrypted EKB version and an

el ectronic signature. The electronic signature is put by an EKB-issuing
office issuing the EKB_ Exanples of the EKB-issuing office are a key
managenent center, a content provider and a financial settlenent

i nstitutitongeA devioewrdcebdengegnKEKBovers fri£s: ¢ hain tdiee BkR-d$ssui ng of fice
issuing the EKBis valid by 3 authentication of the signature. 37 11

~August 2@efiewdd Bggt Em(Keaf 0gurat) an dhechel Loy ngndeser Lt igpg expl ains an
enbodi nent according to the present invention adopting the key

or gani zateanbdedectppleabByCusthg- thel SelefbA0hSHL SROW RY: P Lyp! cal system
configuration. A primary-recordi ng-medi um apparatus 1° corresponds to the

data tragetes apRakeliUsoRroybyed(Pyr the present invention. On the other
hand, a secondary-

As described above, the devices DV0, DV1 and DV2
are capable of-obtaining-the renewéd root key K(t)R. It
is to be noted that indexes included in the EKB shown  in
Eig. 2h are each an absolute address of a leaf or node
kéy used as a decryption key for decrypting an encrypted
key on tﬁe same line as the inde#.

As another egamplé, assume that the renewed rooﬁ
key K(t)R and the renewed node key K(t)0 on thé high
hierarchical layer of the tree structure shown in Fig. 1
are not required, and only the nodé‘key KGO0 needs.té be
reneﬁed. In this case, the EKB shown in Fig. 2B can be
used for distributing a renewed node key K(t)00 to the

devices DV0, DV1 and DV2.

The EKB shown in Fig. 2B can be used typically for
distributing a new content key-common'to devices
pértaining to a specific group.

To put it concretely, the devices DVQ, DV1, bDv2 and

‘DV3 pertaining to the group enclosed by thé dashed line
in Fig: 1 share a réco:ding medium and need a_neﬁ common

content key CK (t). In this case, encrypted data E (X
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recor di ng- medi um appar atus 20A corresponds to the data- recordi ng apparatus
provi ded by the present invention. The primary-recording- par at us
1 and the secondary-recording-nmedi um apparatus 20A forma data transfer
system The primary-recordi ng-nmedi um apparatus 1 is inplenented by
typically a personal conmputer. For the sake of convenience, in the
foll ow ng explanation, by a personal conputer, the

pri mary-recordi ng- nedi um apparatus | is nmeant. However, the
primary-recordi ng- nmedium apparatus 1 is not necessarily a personal
‘conmputer. In order to carry out operations of the data transfer apparatus
provi ded (by0® heCPBr ésieht andventi BRE $hewnperspigl genpgéer functioning as
the primary-recordi ng- nmedi um apparatus 1 executes software for

i npl enentragsB8tted Augtse 28PEceacowpul Bl onpandakd anes er spef SDM  cont ent
data, which are initiated in the personal conputer 1. An HDD 5 enbedded in

or exteraatiypaddedat® thex personatkcopputer 4 SeLyes & the primary
recording nmedium (and primary-recordi ng-nmediumdrive neans). ‘It is .to be

not ed t haterypil gt fige HRELR &SuSSA-Ased e ]pé#rer%gy(t)r e%grxgsiin nediumin the
. explanation of the enbodinent, a recording umfuricti onihg as the
- Primary f&eaiéh NoadBdbyik (§) A0 MECASSAL 1] Y, &0, HR ¢ THE, Ly ry recording
| the node key K00 common to the devices DV0, DVi, DV2 énd
- DV3.
.By distributing only the encrypted data-E (K {(t)Go,
CK (t)) and the EKB, no data can be decrypted by other
devices such as the device DV4 pertaiping to cher.groups.
The devices DV0, DVl and DV2 process the EKB shown
in Fig. 2B in the same way as the processing of the EKB
.shown in Fig. 2A to get the renewed node key K (t)00
“which is used for decrypting the encryptea data E (K
(£)00, CK (t)) to obtain the new common content key CK
.(t) of the t generation. |
As desc¢ribed above, keys are organized to form a
tree structure, and keys are renewed to be distributed to
devices by ﬁsing EKBs like the ones déscribed abdve._.
By using such a key organiéatibn, the foot key KR
and node keys can be renewed with ease for a variety of
reasons and a content in a normal state can be
~ distributed in a flexible manner.

‘Fig. 3 is a diagram showing a typical format of an
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medi um can be one of a variety of conceivable recording _nediuns such as an
optical disc, a magneto-optical disc, a sem conductor néﬁﬁ?ﬁmgﬁwgﬁded in
the primary-recording- .nedium apparatus 1 and a portabl e sem conductor
menory such as a nenory card. The primary-recordi ng-nedi um apparatus 1 is
capable of communicating with a content server 91 through a conmmunication
network 110. Content data such as nusic can be downl oaded fromthe content
server 91 to the primary- recordi ng~nedi um apparatus 1. It is needless to
say that a plurality of content servers 91 may be connected to the

.comuni cation network 110. The user of the primary- recordi ng-nmedi um

appar at UBKg . carhe engilver o Saiode ekd s Koy gashgtdr icqust kiydss of adata from
any arbitrary one of the content servers 91. 39 | | August 2006 Content

dat a downbaadrdyfdepthhelsenhent aseiyero8latpytde. pamsongdlacaompter 1 can
be content data conformng to the SDM standard or content data not

-, conform agpth ithenSDMimBEANGRI HiefubbRNSHT SEAPR-4 i 1e £ ng the

comuni cation network 110 is a wire or radio public comunication |ine.

As ‘an alhespatiNeca® tF8BSELSSLOBLINE LOrPiNg 1he, £omUNL£aLlon net work
110 can be a dedicated line connecting the personal conputer to the
content SEryYRE distribution of the EKB.

An EKB version also has a size of 4 bytes. It is
to be noted that an EKB version has a function
identifying a most. recent EKB and a function indicating a
relation with a content. A reserved field is an available
area.

A field starting from an offset of 16 bytes is a
field for storing the EKB’s actual data having a size of
16 Mbyte. The actual data is an encrypted node key or a
plurélity of encrypted node kefs- These encrypted node
‘keys are the encrypted keys explained earlier by
'ieferring to Figs. 2A and 2B.

In addition, the format includes an encrypted EKB

lrﬁersion and an electrénic sighature. The electronic
signature is put by an EKB-issuing office issuing the EKB.
Examples of the EKB-issuing office are a key management
center, a content provider and a financial settlement
institution. A device receiving an EKB verifies that the
.EKB—issuing office issuing the EKB is valid by .

'authentication of the signature.
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91. To put it concretely, the communication network 110 _can be the
Internet, a satellite comunication network, an opticallifﬁﬁPﬁﬁ@9@ork or
any other comunication line. The HDD 5 of -the personal conputer 1 can be
an enbedded or externally connected disc drive for driving a package
medi um 90 such as a CD-DA or a DVD, fromwhich content data such as nusic
is reproduced. In the follow ng description, the package nedium 90 is al so
referred to as a disc 90 or a renovable recordi ng nedium 90. The personal
conputer | is connected to a secondary-recording--:nmedi um apparatus 20A or
20B, to which content data stored in the HDD 5 can be transferred. The
secondary-recordi ng- nedi um apparatus 20A or 20B is a recordi ng apparatus

or a recording/reproduction apparatus 40 | | August 2006 for recording
dat a ont®. aSgecandasyf i@oosidisryg nedi um Thus, content data received fromthe
personal conputer | can be recorded onto the secondary recording mediumin

a copy operatirhs. féhebeiagedasvai p€iynobxpoaeakvahl empyanpkas of the
secondary- recordi ng-nedi um apparatus 20A or 20B. In the follow ng

.- descri ptd@fbrdIOEURY ¢ He @ reeontd amrd R Ml izl t18d WRHARRG  atus 20B is a
recordi ng apparatus conformng to the SDM standard.
' organization described above.
Fig. 4 is a diagram showing a typical system
configuration. A primary-recording-medium apparatﬁs_l
correspends to the data transfer apparatus provided by
the present invention. On the other hand, é secondary-
recording-medium apparatus 20A corresponds to the data-
.recording apparatus provided by the present invention.
The primary-recording-medium apparatus 1 and the
secondary-recording-medium apparatus 20A form a data
. transfer system. |
The primary-recording-medium apparatﬁs 1 is
'l implemented by typically a personal computer. For the
_sake"of convenience, in the following explanation, by a
personal computer, the.primary—recordiﬁg—ﬁedium apparatus
1 is meant. However, the primary-recording-medium
~apparatus 1 is not necessarily a personal computer.
In order to carry out operations of the data
‘transfer apparatus provided by the present invention, the
personal qomputef functioning as thé primary-recording- |

‘ medium apparatus i'éxecutgs software for implementing
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"_the SDM st andard

In the secondary- recordlng nedlun1apparatus 20B confornlng to the SDM
standard, the secondary recording mediumis assumed to Hd AREEAP) card
conforning to the SDM standard. Such a nmenory card enploys a

sem conductor nenory such as a flash nenory. Thus, the secondary-
"recordi ng-medi um apparatus 20B is a recording/reproduction apparatus for

- recording and reproducing data onto and froma nenory card conformng to
the SDM standard. In this case, an SDM content is recorded on the
secondary recording nmediumin an encrypted state. There is created an

i nformati on managenent format including a content ID stored in the ,
secondar pcrewoidiingn aedi ureasféosnbigsbaIt BenSbVt ghandagkdicifhe content |ID
is wused as an identifier for identifying an SDM content. 41 11 August

2006 Wemecontehstdat ani ghet peedohnit BempPPe® @f the personal conputer 1,
a content IDis generated by an application for the content data and stored

in the HDD 5 almngipp th eﬁﬂ@j@@ﬁtﬁntoﬂ%ﬁeﬁﬂhﬁﬂﬂ'édﬁh ﬁﬁe&% outs and
at

check-ins are managed by using content I's assuned when
cont ent ﬁék@ohélr§6ﬂagﬁgroﬂtQe%@@ssggo ér§r1$§E "EL0G: pgi um conf or i ng to
t

content ID of the ctonten a can”al so be recorded
 Qnt0 thﬁeéﬁﬁﬁngﬁﬁa ﬁffﬁégﬁﬂgegggéfH&Q%éEEEQMééﬁ%Qnggﬁgfnt It is
- . to be notgd that, while the HDD5 is used as the primaxy
recording medium in the explanation of the embodiment, a
recording medium.functioning as the primary recording
nedium is not necessarily an HDD. The primary recording
medium can be one of a variety of conceivablé recording
mediums such as an optical disc, a magneto-optical disc,
-a semiconductor memory embedded in the primary-recording-
medium- apparatus 1 and a portable semiconductor memory
such as a‘memory card.
The primary-recording-medium apparatus 1 is capable
of -communicating with a content server 91 through a
-communication network 110. Content data such as music can
"':pe downloaded fr§m.thé content server 91 to the primary;
..;ecording*medium-apparatus 1. It is neédless to say that
a plurality of content servers 91 may be conﬁected to the
Communication_netwérk 110. The user of the primary-— |
recording—medium apparatus 1 can'réceive a. service to
-dgwnloadzvarious kinds ofrdata from any arbitréry one of

the content servers 91.




data. On the other hand, the secondary-recording-nmedi um . apparatus 20A is
a data-recording apparatus not conformng to the SDM sﬂéﬁ§§¥ﬁﬂuﬁétails of
the secondary-recording-nmedi um apparatus 20A will be described later. The
secondary recordi ng medi um of the secondary-recording-nmedi um apparatus 20A
i.s used for storing an SDM content, which requires protection of its
copyright, in an unencrypted state. An exanple of this
secondary-recordi ng-medi um apparatus is a mni disc. Thus, an exanple of

t he secondary-recordi ng- medi um apparatus 20A is a mni-disc.
recordi ng/ reproduction apparatus. In the follow ng description, the
secondar y-r ecor@ mngenediana dpparatded 20 om Stied SGokeder red-Jdo sinply as a
recordi ng/ reproducti on apparatus 20A in sone cases.. 42 | | August 2006 in

this casép itheopdesonal tcmbﬁseralfuaﬁtb@ncbgt@hgtgggaacgggyf&ggé even if
~an SDM content is recorded in an unencrypted state, successful

authenti cat the toMbestdnasribed bahebntSahakefoascaneongifiop,for an
operation to copy the SDM content. A secondary recordi ng” nmedi um of the

secondar yher epRtdsRgnARdlUM apparatus 20A is a conventional nedium which
has been becom ng popul ar. An exanple of the secondary recording nediumis

.a mini di sc. HoyeM&nsdf€ion line forming the communication
inetwork 110 is a wire or radio public communication line.
- As an alternative, a transmission line forming the
cpmmunication network 110 can be a dedicated line
connecting the personal computer 1 to the eontent server
91. To put it concretely, the communication network 110
can be the Internet, a satellite communicationlnetwork,
an thical fiber network or any other communication line.
The HDD 5 of.fhe personal cdmputer 1 can be an
embedded or externally connected disc arive for driving a
‘”._package medium 90 such as a CD-DA or a DVD, from which
}éontent'datarsuch as music is reproduced. In the |
following description, the package medium 90 is ‘also
referred to as a disc-QO.or a removable recording medium
90.
The personal computer 1 i§ connected to a
_gecondarynyecording—medium apparatus ZOA or 20B, to which
N content data stored in the HDD 5 can be transferred. The
'sécon@ary;recording—medium apparatus 20A or 20B is a-

'recp;ding apparatus or a recording/reproduction apparatus
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secondary recordi ng nmedi um of the secondary-recordi ng- nedi um appar at us 20A
‘does not include an area for storing a content ID. For I Au , a
speci al managenent technique is adopted for content I1Ds as will be .
described later. It is to be noted that a nedium which data is recorded
onto and reproduced from by the secondary- recording-nmedi um apparatus 20A,
is not limted to a mni disc. Oher secondary recording nmedi uns of the
secondary- recordi ng-nedi um apparatus 20A conceivably include a nenory
‘card enpl oying a sem conductor nmenory such as a flash nmenory, a mni disc
functioning as a magneto- optical disc, a CO-R (CD Recordable), a CD-RW(CD
Rewr i t ab&Pr HepVDARAW dat®VEn o aadsactvBa RW rdbosditdenediun.
secondary-recordi ng- medi um appar atus 20A can be any 43 | | August 2006
recor di n§happarantsnasdbbagraseihedr econding pEpssdd Uscodputapapl e of

- recording data onto-any one of these recording nediuns. The personal

conput ercdni becoanectied ¢0tshehd s6€60A8aY Yr&esad thddnd@diiM @appar at us 20A
or 20B by line conform ng to a transmi ssion standard such as the USB

(Uni ver sabppespataBusy. or | EEE- 1394 standard. It is needless to say that
anot her kind of transmi ssion line can also be used as |long as the other

-tFan$ﬁ183i0n|iTh%re are a variety of conceivable examples of the
secondary-recording-medium apparatus 20A or 20B. In the -
following description, however, the secondary-recording-
:medium apparatus 20B is a recording apparatus conforming
to the SDMI standard.

In the secondary-~recording-medium apparatus 20B
,coﬁfbrming to the SDMI standard, the secondary recording
medium is assumed to be a memory'card conformingrto the
"SPMI standard. Such a memory card employs a semiconductor
memory such as a flash memory. Thus, the secondary-

. recording-medium apparatué 20B is a
rgcording/reproduction apparatus for reéording and
reproducingfdata_onto and from a,memofy card conforming
to the SDMT standardd In this case, én.SDMI'cohtent is
recorded on the secondary recording medium in an |
encrypted state.

| There is creéted an info:mation'management format
including a content ID stored in the secondary recording
‘medium copforming to the SDMI standardﬁ: The content ID i;

 used as an.identifier forridentifyingfan'SDMi content:

v




is capable of transmtting content data or the |like. Exanples of .the other
transiission line are a wire transnission line and a radil dU4PEIRP ssi on
line. 3. Data Paths of SDM Contents Assunme for exanple a systemlike one
shown in Fig. 4. In this case, data paths prescribed by the SDM

~standard are - shown in Fig. 5. It is to be noted that a nusical content
goes through the data path in processing carried out by the personal
computer- 1, which is provided with the BUD5 as thé primary recording
medium to store the nusical content onto the HDD 5 or to transfer the
content to an external apparatus such as the secondary-recordi ng-nmedi um
appar at Ush20Acant 20B. dd e of hes tewsdisin tiee dmm padhstivd oedsonal ------ 11
August. 2006 inplemented by software executed by the personal conputer 1 to

carry outoppetessi Nt teoptaie tiei MugdedtaCt®ptan i ihe: P 5 or to
transfer the content to the external apparatus. Procedures and processing

to storefarNsé Cednt&ONIRDEa O 4 h8rddDL D e D FANSIKg g content to an
external apparatus through the data paths shown in Fig. g are denoted by

ref erencendoteit s dfla 10 1PRadiRibae chelkowing descihilioly s ef erence
notations DPI to DP9 are
o are managed by using content IDs. It is assumed that,
when confent data is recorded onto the secondary
reéording medium conforming to the SDMI standard, the
content ;D of the content data can alsoc be recorded onto
the secondary recordihg medium along with the content
.data.
On the other hand; the secondary—recording—medium
',épparatus_ZOA is a data-recording apparatus not
éonforming to the SDMI standard. Details of the
secondary-recording-medium apparatus 20A will be
described later. The secondary rECording medium of the
se?oadary—recordingfmedium;aﬁparatus,20A.is used for
storing an SDMI content, which requires protection of its
copyright, in an unencryptéd-stafe.. An example of this
secondary#recording—medium apparatus is a mini disc. - Thus,
an éxample of the secondary-récording—medium apparatus
20A is a minifdisc.recérding/reproduction apparatus; in
'_ the following description,ﬂthe.secohdary—recordinghmedium
.épparatus 20A is also refgrred to simply as é |

recqrding/reproduction_appératus 20A in some cases. .
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used to refer to their respective procedures. In a procedure DP1l, content
data distributed by the external content server 91 to tHépﬁngéﬂgﬁ
computer 1 by way of the communication network 110 shown in Fig. 4 is
examned to forma judgnent as to whether or not the data is a content’
requiring protection of its copyright in conformty with the SDM
standard. Content data distributed by the external content server 91 to
the personal computer 1 by way of the conmunication network 110 is
"referred to as a network content. A network content distributed by the
external content server 91 to the secondary-recordi ng-nmedi um apparatus
20A or 20B can Iye thiconteemt, denbadeErngotto tbh@os8DM fahamrdandter a content
having nothing to do with the SDM standard. A content conformng to the
SDM . st gpdatec® 5 |cdpyAuigiist A006 i Anth smantaiitdiayviing mtdlidag to do with
the SDM standard are referred to as an SDM-conform ng content and a non-

SDM contmendn nesgectyyedy . s At SDMuG@fanl o GHEMa than heepLencrypted by
using a content key CK in a key encryption process such as a DES process.

Typi cal | gesdfibq erenes i iaikedatds &f coiiSMr G QiR qaLent is
. encoded data A3D conpressed by using a conpression techni que such as
- ATRAC3. 4@ ddiy® the SDMI content.

A secondary recording medium of the secondéry-
recording—medium apparatus 20A is a conventional medium,
which has been becoming popular. An.example of the
secondary recording medium is a mini disé. ngever, the
secondary recording medium of the secondary-recording- |
;ﬁedium apparatus 20A does not include an area for storing
a content ID. For this reason, a special management
technique is adopted for content IDs as will be described
later.

It is to be noted that a medium, which data is
recorded onto and reproduced from by the secondary-
recordihg—medium apparatus 20A, is not 1imited to-a mini
disc. Other secondary'recording-mediums of the secondary-
:ecording—mediu@ apparatus 20A conceivably include a

. memory card employing a semiconductor memory such as a
flash memory, a mini disc functioning és a magnetéw
optical disc,‘a CD-R (CD Recordable), a CD~RW (CD
Rewritabe), a.DVD—RAM,_a DVD-R and a DVD;RW- Thus, the.

secondaryfrecbrding—medium apparatus 20A can be any
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case, the-encrypted SDM -conform ng content is expressed by reference
notation E (CK, A3D). If the distributed network content lil\ugystSio0p-
conform ng content, the data path continues fromthe procedure DPl1 to a
procedure DP2, in which the network content is stored as an SDM content .
inthe HOD 5 serving as the primary recording device. In this case, the:
content data is witten into the HDD5 in the distributed state E (CK
A3D) as it is. As an alternative, the content data is once decrypted
before 'being encrypted again by using another content key CK to generate
encrypted data E (CKl, A3D) to be stored onto the HDD 5. That is to say,

the cont gptokgyniSaspangess 44 OBRK 40 G .rddotdieadlifigdbuted net wor k

content is a non-S :content, on the other hand,” the data path conti nues
from 46.L,LpANoYst 200641 dbhesprocadur I }gﬁgg . kN which a
wat er rrarck-%heck prolcr:ess ?ls JI(;ar‘:‘P'Tre out .ealgﬁeoéfgtcgfr Irorgzatr - ceg% Cgplr% ess is a
screeni nﬂe&}{{% ss based on a watermark. Also’'in the procedure DP3, a

rk-c

wat er ma eck’ process is carried out on a disc content wthout executing

t he procedure %11(3 Ae cgosn%lconten isla.content rga% o] from a package
medi um nount ed o & driveT SMERYEES i'n 1h&CREFESR E’O%ﬁt er 1 or nounted

on a disc. ' . .
secondary-recording-medium apparatus 202 or 20B by line

conforming to a transmission standard such as the USB
(Universal Serial Bus) or IEEE—1394 standard. it is
needless to say that another kind of transmission‘line
can also be used as long‘as the other transmission line
is capable of transmittingrcontent data or the like.
Examples of the other ftransmission line are a wire

. transmission line and a radio transmission line.

3. Data Paths of SDMI Contents
Assume for example a system like one shown in Fig.

4. In this case; data paths prescribed by the SDMI

‘standard- are shown in Fig. ‘5.

It is to be noted that a musical content goes

 thr0ugh the data path in processing carried out by the

- personal computer. 1, which is p;ovided with the HDD 5 as
'the primary recordihg-medium, to store.the ﬁusical

.content onto the HDD 5_0; to transfer the content to-an_r
'égterggl épparatus such.ag the_secondarymrecordingémediﬁﬁ _'

apparatus 20A or 20B. In other words, the data paths are
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drive connected to. the personal conputer 1. An exanple of the enbedded
drive is a ROMdrive. Exanples of the package medi um i nciluegust #8pA and a
DVD. That is to say, for a disc content, which is content data not
conformng to the SDM standard, a watermark-check process is carried out.
If the disc content does not pass the watermark- check process,the data
path continues fromthe procedure DP3 to a procedure DP5 in which the disc
content is determined to be a content that cannot be copied in the data
paths. A variety of conceivable concrete handlings can be inplenented
through the design of software. For exanple, such a disc content is stored

i nto theikpDeBebiitd byeabedwhikecroptent Batens haérsanaot cbgphrapsferred
for the purpose of copying or noving the data to another - nedium As an

al t er nat tveoceneeiyvabtephasgdhi iy 8CH8r47the |l mdMOLST 20Q6endi SC content
is not stored in the HOD 5 in the content processing conformng to the SDM

standar donkb the 8Bt §nbrPASSESahHEe Mol RE MBSKE ShEC PE}?&eééte:];xBQf‘t bs, if

an electronic watermark exists and a copy control bit 1s confirmed to
i ndi cat eagppatadu§Opy operation is permitted, on the other hand, the
content is determned to be content data that can be copied legally. In

‘this case, the glala.Ratdy GOl ig14es 4.3 RIPLeIe DRdcical
.content onto the HDD 5 or to transfer the content to an
éxternal apparatus through the data paths shown in Fig. 5
are denoted by reference no£ations DP1 to DP9. 1In the
following description, reference notations DP1 to DP9 ére
used to refer to their respective procedures.

In,alprocedure DP1, content data distributed by the
external content server 91 to the personal computer 1 by
way of the communication network 110 shown in Fig. 4 is
‘examined to formla judgment és to whether or not the data
is a coptent requiring protection of its copyright in
conformity with the SDMI standard. Content data
distributed'by'the external éontent server 91 to the
personai.computer 1 by way of the communicatioﬁ_network
110 is referred to as a network content.

A network content distributed by the external
content server 91 to the secondary-recording-medium
apparatus 20A or 20B can be a content conforming to the

SDMI standard of a content having nothing to do with the .

SDMI standard. A content conforming to the SDMI standard
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to forma judgnent as to whether or not the content i's to_  be handled in
conformity with the SDM standard. Wiether or not a contlddtugust 2086 pe

handl ed as data conforming to the SDM standard is dependent on the
software design, a wuser setting or the like. If the content is not to be
handl ed in conformty wth the SDM standard, the data path continues to a
procedure DP6 in which the content is treated as a non- SDM content and
excluded fromthe content-data path conformng to the SDM standard. For
exanple, a transfer of the content to a recordi ng apparatus not conform ng
to the SDM standard is enabled. If the content is to be handled in

conf or mi Byidwiat Bontbat S i ahandartagofot s #f PEr thanshmt her daga-pat h
continues fromthe procedure DP4 to the procedure DP2 in which the content

. data is amerypredrandtst g5edni 8HATLBEN A8rhihgAUGNELL 2008 1OR,5 as an SDM

content. To be nore specific, the content data is stored into the HDD 5

- typical | ¥pimm gghgen{%sﬁégi%l (CK1, A3D) state In accordance with the
data pat hs descri bed above, an SDM network content or an SDM disc

content 1 Stohed sl 0. e IR D UG hS L3 A5 2 prier v 1 ecor di ng

medi um' An SDM network content s _ Ved fromthe
Connunlcagkﬂa QGE$Q£§n%1Qe$n8thﬁb§ key encryption process such

as a. DES process. Typically, the pre-encryption data of
an SDMI—confbrming content is encoded data A3D compressed
by using a compression technique such as ATRAC3. In this
case, the encrypted SDMI-conforming content is expressed
- by reference notation E (CK, A3D). :
If the distributed network content is an SDMI-
conforming content, the data path continues from the
procedure DP1 to a procedure DP2, in which the network
content is stored as an SDMI content in the HDD 5 serving
as the primary recording device. |
In this case, the content data is written into the
. HDD 5 in the distributed state E (CK, A3D) as it is. As
an alternative, the content data-is 6nce decrypted before
'being enérypﬁed again by using another content key CK’ to
generate encrypted data E kCK;, ABD) to be stored onto
the HDD 5. That is to say, the content key is. changed
frqm CK to CK-. |
- If the distributed network content is a non-SDMI

fconpentf.qn the other hand, the data path continues from
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handl ed in conformty with the SDM standard. On the other hand, an SDM
disc content is a content, which is read out froma di sd 1Ry S%gmﬁ CD- DA
or another nedium and to be handled in conformty with the SDM standard.
I.n addition, for an SDM content, a content ID unique to the SDM content
is generated and stored into the HDD 5 along with the SDM content. The
content IDis wused in managenent of usage rules, which is executed for

. each SDM content as will be described later. In accordance with a
predetermned rule, an SDM content stored in the HDD 5 is '"transferred to
the  recording/reproduction apparatus 20B confornming to the SDM standard
so that the pontedtreadfbetcopimbdadore SEEPNAAT YWwhiegorzdi ng nmedi um al so
conformng to the SDM standard. As descri bed above, an SDM content can

be an SbhiMtensivordhechtEidceds alt FMrHSoRONt @Ak, wheagddikion, 49 - - -
--------- | | August 2006 in the case of this enbodi ment, besides the

recordi ngieEpr PAeLEONispRaLakHen 208 ﬁ?BE@EQ‘ BEsba bhea SRMLrshandard, the
SDM content stored inthe HDD 5 can also be transferred to the

recor di ng/ r epr adugs isen AR B8z @AnBat goag%%ggklehégﬁ SDM st andar d
under a predeterm ned condition. First 'of all, assune that the personal

- CoﬁpU{erpéocessris carried out on a disc content without
executing the procedure DP1. A disc content is a content
read out from a package medium mounted on a drive
émbedded in the ?ersonal computer 1 or mounted on a disc
:drive connected to. the personal computer 1. An example of
the embedded drivé is a ROM drive. Examples of the
.paCkage medium include a CD—bA and a DVD.

| That is to say, for a disc content, which is
.ﬁontent data not conforming to the SDMI standard, ;
ﬁatermarkfcheck procesé is carried out. |
If the disc content does not pass the watermark-
check,proéess,,the data path continues from the procédure'
" DP3 to a procedure DP5 in which the disc content is
'.determined to be a cdﬁtent that cannot be copied in the.
data pathé. A variety of corniceivable concrete handlings
éan be impiemented throﬁgh the design of software. For.
example, such a disc content is stored into the -HDD 5 bﬁt |
 treated like content data that cannot be-transferred for
‘the pu?posg:of copfing or moving the data to ahother

medium. As .an alternative. conceivable handling, such a
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enpl oying the HDD 5 is connected to the recordlng/reproductlon appar at us
20B conformng to the SDM standard. In this case, an S biAvgss @@ﬁ stored
in the HDD 5 is transferred to the recording/reproduction apparatus 20B
as follows. In-the case of an SDM disc content, a usage rule for
transferring the content is determned in advance. In a procedure DP8, the
transfer of the SDM disc content according to the usage rule to the
recordi ng/ reproducti on apparatus 20B confornming to the SDM standard for
the purpose of copying the content to the recording/reproduction
apparatus 20B is recognized. It is to be noted that these data paths are
pat hs ofliaccherckenutiDrnan operead ion tle tHIEANS dnm aheorbertenfr om the HDD 5
serving as a primary recording nmediumto a secondary recording medi um such

as a nenprycess dngroeor Bgrmiony the 116 @INING/H=811=0duct i on appar at us 20B
conformng to 50 | | August 2006 the SDM standard or the

recor di ng/ r epr qduahicORoaRRALAPYS se20Ane0RheER Bkt 8ntBR SEMsEandard to
copy the content to be reproduced by the recording/reproduction apparatus

20B or 26fat £, OPErAl i b ARRASId GrdtQ e TheiQuls Ligaa eRggk-1n, which is
an operation to transfer or nove a content fromthe secondary recordlng
medi um hagke O Wiee Y 1B SREPHY NJRA dMenkle LScWRLth noting that, in
operation is permitted, on the other hand, the coﬁtent is
determined to be content data that can be copied legally.
In this case, the data path continues to a procedure DP4
to form a judgment as to whether or not the content is‘to
1be handled in conformity with the SDMI standard. Whether
or not a confent is to be handled as data conforming to
~the SDMI standard is. dependent on the software design, a
ﬁser setting or the like.
If the content is not to be handled in conférmity
with the SDMI standafd, the data path continues to a
:proéeduke‘DPG.in which the content is treated as a non-
SDMI content and excluded from the content-data path
_-conforming to the'SDMi standard. Fér example, a transfer
of the content to a recording apparatus not conforming'to
the. SBMI standard’is enabled.
If the contept is to be handled in conformity with
"ﬁhe'SDMI.standard, on the other hand, the data path
‘continues from the prqcedure DP4 to the procedure DP2 in.'

which the content data is_encrypted.and-storéd into the
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such a nove operation to transfer a content fromthe secondary recordlng
medi um back to the primary recording nedium the cont entl | Ageu5ti2806r ased
fromthe secondary recording medium As a usage rule of a transfer of an
SDM disc <content, an upper limt is inposed on the nunber of allowable
check-outs. For exanple, up to three check-outs are permtted for a piece
of content data. Thus, a content can be copied to up to three secondary
recording nediuns confornmng to the SDM standard in check-out -
operations. Wien a content is noved back froma secondary recording nedium
to the primary recording mediumin a check-in, the nunber of check-outs
carried 80P Soabaanf8PMIt hentent entTadia nicxr cdepreeridritced tine 1. Thus, even
after a content has been copied to three secondary recording nediuns
conf or m pgntenthéaS®M s st andaddinthetkontmmt s caypidel Bppirechragai N to a
secondary recording nedium51 -- --- _-- ---- 1 | August 2006 conform ng

‘to the SIBK,shanfascd pro@KdedAgmatst@@econtent has been noved from one of
the three secondary recording nediuns in a check-in back to the primary

recordi ng nedi um aAdrdshdd wsiah RN B, @%&@SIQEQQEQbEHEQbEQQ exist in up
to three secondary recording mediums conformng to the SDM st andard.

an SbBMI network content or an SDMI disc content is stored

into the HDD 5, which is used as a primary-recording

medium. An SDMI network content is a content, which is

received from the communication network 110 and to be

handled in conformity with the SDMI standard. On the

othgr hand, én SDMI disc content is a content, whiéh is

read out from a disc such as a CD—DA or another medium

and to be handled in conformity with the SDMI standard.

In addition, for an SDMI content, a content ID
uniqﬁe to the SDMI content is generated-and stored into
the HDD 5 along with the.SDMI content. The content ID is
uséd in management of usage rules, which is executed for
eaqh SDMI content as will be aescribed later.

In accofdanqe ﬁith a predetermined rule, an SDMI
content stored in the HDD 5 is transferred to the
recording/reproductioﬁ apparatus 20B conforming to the
SDMI standard so that the content can be copied to a
secondary recording medium.also conforming_to the SDMI-
standard. As described ébcve, an SDMI conﬁent-can be.aﬁ.

SDMI network content or an SDMI disc content . In addition,
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Al'so in the case of an SDM network content, a usage rule for transferring
the content is determned in advance. In a procedure DPA! Augast2086sf er of

- the SDM network content according to the usage rule to the
recordi ng/ reproduction apparatus 20B conform ng to the SDM standard for

t he purpose of copying the content to the recording/reproduction apparatus
20B is recogni zed. As a usage rule of a transfer of an SDM network
content, an upper limt is inposed on the nunber of allowable check-outs
as is the case with an SDM disc content. The upper limt can be the sane
as or different fromthe upper limt set for an SDM disc content. For
exanpl e, ianthpperski pitt thfislenbpasadnen bhsiagsbereof all owabl e check-outs
is conceivable. In this case, each piece of content data, can be copied

only to eeeosagagdaeyronaeer dhngpprehUAL COOE OLSH BGrhPnd Neo SBM standard. | f
the content data is noved back ?ron1the secondary recording mnediumto the

primary semer diagagedi UBhiNsBMEhEEKtbR: éB@réé InlchW Qﬂgl cont ent

data can be copied again to a secondary record |ng medi um conformng to the

SDM staadasdbe%rmegeeae% £001 £dcbPa AGPEARASR ML, these  usage Tul es
- froma primary recording nediumto a secon recordi ng nedlun1conforn1ng

to the SPMbargtandapd h8cacGRESknPNy LS %ﬁéf‘éﬁﬁf "SI ARy &

Vprgdetermined condition.

First of all, assume that the personal computer 1
employing the HDD 5 is connected to the
recording/reproduction apparatus 20B conforming to the
SbMI standard. In this case, an SDMI content stored in
the HDD 5 is transferred to the fecordihg/reproduction
apparatus 20B as follows,

In the case of an SDMI disc content, a usage rule
for transferring the contenf'is determined in advance. In
a procedure DPS8, the transfer oﬁ the SDMI disc content |
according tolthe usage rule to the recording/reproduction
apparatus 20B conforming to the SDMI standard for the
purpose of copying the content to the |
'recotding/reproduction apparatus 20B is recognized.

It is to be ncted.that thesé data paths are paths
of a check-out or an operation to transfer a content from
the HDD 5 serving as a primary recording medium to a

fsecondary recording medium such as a memory card mounted

 9n the recording/reproduction apparatus 20B conforming to
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transmni ssion I|ne in an encrypted state. To be nore speC|f|c t he SDM
content is transferred through a. transmssion line in anl é‘{g@{,ZOQ@D) or E
(CK , A3D) state. Then, the SDM content transferred in an encrypted
state is received by the recordi ng/reproduction apparatus 20B conformnm ng
to the SDM. standard to be copied to the secondary recording nediumin the
encrypted state as it 1is. In an operation carried out by the

recordi-ng/ reproducti on apparatus 26B conformng to the SDM standard to
reproduce the SDM content copied and recorded to the secondary recording
medi um the content is read out fromthe secondary recordi ng nmedi um and
decrypt euhEoSDEmredaudatﬁeocoﬂhentecéfﬁdpug/téptdﬁ\dlﬁie&:abrh appdea et ent dat a
recorded in the secondary recording nediumin the E (CK, A3D) or E (CK,

A3D) st aB8ai sondeﬁmypgedobyhelssmﬁ@eaﬁ@éli:@n{;o keypEkeid atddr generate
respectively a content D {.CK, E (CK A3D)} A3D or D 53 | | August 2006

{CK', E (6Kbe A3Pr»aA3Ra Whi thei SetbBAORL D SRRy Rk LR ent data
corrpressed by using the AplﬁRACS c%npressdijon@?e%hm gue. fﬁgaorl g%nal

unencrypees ogombALs sl GRANLAPNdSAIPH Ry BLgcqgsLng such as  a
. deconpressi on process opposite to the ATRAC3 conpression process to carry
out. denpghbaklon, PERSESSI H%n operatlon to transfer or move a
l | content from the seéondary recording medium back to the
primary recording medium. It is worth noting that, in
‘such a move opératioﬁ to transfer a Eontent from the
secondary recording medium back to the primary,recording
medium, the,content data is erased,from the secondary
~recording medium.

As a usage rule.of a transfer‘éf an SDHMI disc
content, an upper limit is imposed én the number of
allowable check—oufs. For example, up to three chéck—oﬁts
are'permitted.for a piecé of content data. Thus, a |
content can be copied to up to three secondary recording

'mediums-conforming-to the SDMI- standard in check-out
0pérations. When a content is moved back from a secondary
recording medium to the primary recordiﬁg medium iﬁ a
'checkhin,rthe number of checkmouﬁs carried out so far for
the contenf'data is decremented by 1. .Thusf even after a
content has been copied to three secondary recording

. ‘mediums conforming to the SDMI standard, the content can

be copied again to a sedondary'reéording medium
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to produce output audio data such as nusic. As described above, a copyright
for content data conformng to the SDM standard can beléﬁﬁﬁﬁﬂﬁ@oﬁrotected
by the encrypted state of the content data along the data paths for a
‘check-out of the content data to the recordi ng/reproduction apparatus 20B
-conformng to the SDM standard and the encrypted state of the content
.data in the secondary recording nediumas well as properly protected by
copy nmanagenent executed by checking the wusage rules set for content
transfers. If the recording/reproduction apparatus 20A is connected to the
personal conputer 1, on the other hand, the follow ng processing is
carri ed omfonning o the rfdMd stratdaras pdesddebedhaltovée wphitkeat t he
recordi ng/ reproduction apparatus 20B conform ng to the SDM standard, the
recor di s dpreoducivaan fapparaicdof 204 reneadSsaohdargntreodtrdiagsecondary
recordi ng nmedium such as a mni disc in an unencrypted state. Since a 54 |

| Augustmetliifins ciantseRihdck-rieC Pa8d 1Nt e phiiarg $ecordangunencrypt ed
state, the content data copied to and recorded on the mni disc can be can

- be reprasigiagh by TAaLOLdi 88T ¥aPi Nbondbae HEREOYYCHE PRI APRAT AL US, Wwhich has
been becom ng popular in general so that nore convenience can be offered
to the uséfst in up to three secondary recording mediums
conforming to the SDMI standard.
| Also in the case of an SDMI network content, a
USége rule for transferring the content is determined in
advance. In a procedure DP?, the transfer of the SDMI
network content according to the'uSage rule to the
recOrding/feproduction apparatus 20B conforming to the
SDMI standard for the purpose of copying the content to
“the recording/reproduction apparatus 20B is recognized.
Aé a usage rule of a fransfer of an SDMI network
-content, an upper limit ié imposed on the number of
allowable check-outs as is the case with an SDMI disc
content. Thé'upper 1imit can be the same as or different
- from the upper iimit set for an SDMI disc cOntent; Fo£
example, an upper limit of 1 imposed on the number of
allowable check-outs is édnceivagle. In this Case, each
piece of content data can be copied only to oﬁe secondary
- ,récord;ng medium conforming to the SDMI standard. If the
content dété~is-moﬁed back from the secondary recording

medium to the primary . recording medium in a éheckfin, the
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Since a content is recorded onto a mni disc in an unencrypted state,
however, a problemis raised in the protection of the cdé%?%@ﬁ@ogﬁr t he
content. In order to solve this problem it is necessary to satisfy
predeterm ned conditions for transferring content data to the
recordi ng/ reproduction apparatus 20A. In order to transfer an SDM network
content to the recording/reproduction apparatus 20A and record the
content onto . a secondary recording nmediumin an unencrypted state in a
copy operation, it is necessary to satisfy the followi ng three transfer
conditions for the copy operation: (1) The recordi ng/reproduction

appar at ugog@énshahtapass bancapl88NLESaLi 86 P HEESSIa B V&b Bk K
authentication result. (2) The copyright owner shall recognize the copy

oper ati ORelQukl 89RESImiRG CONLRB sH@t Azt /by, recor di ng/ reproduction

apparatus 20A and record the data 55 | | August 2006 . onto the secondary
recording nediqﬁlQﬁﬁqﬂTgaﬁgéygﬁég g tihe Lohent, data $hakl.sabi de by usage
rul es set for check-outs an cheéﬂ-lns. I't 1's not possible to carry out a

COPY OPELALLON L fest EBLRT €T pL R FONLENL AR 0l 3P atus other than the
recordlng?rgpro uction appa?atus go% con or%ﬁng 1o ?ﬁe
secondary recording medium conforming to the SDMI
standard in a check-out is transferred through a
transmissionrline in an encrypted'sﬁate. To be more
épecific, the SDMI content is transferred through a
transmission line in an E (CK, A3D) or E (CK’, A3D) state.
Then, the S?MI coﬁtent transferred in an encrypted
state is received ﬁy the'recording/reproduction apparatus
20B conforming to the SDMI standard to be copied to the
secondary recording medium in the encrypted state as it
is,
" In an operatioﬁ carried out by the

 recording/reproduction apbaratus 20B conforming to the
SDMI standard to‘reproduce the SDMI content copiéd and

| recorded to the secondary recording medium, the content -
is read out fromrthe secpndary'recording medium and
decrypted to reproduce the content. To put it in detail,
fhe content data recorded in the secondaty recording

.medium in the E (CK, A3D) or E-(CK’,-A3D) state is

. decrypted by using the chtgnt'key CK or CK’_t0 generate

respectively a content D {CK, E (CK, A3D)} = A3D or D
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SDM standard in an unrestricted manner even if above transfer conditions
(1) , (2) and (3) are satisfied. In this way, the functildfuyst?08bect a
copyright is preserved. In addition, the function to protect a copyright
function due to the fact that content data is transferred through a
transm ssion line in an encrypted state and it is not until the content
data is received by the recording/reproduction apparatus 20A that the data
is decrypted by the recording/reproduction apparatus 20A. In a procedure
DP9, above transfer conditions (1), (2) and (3) are checked before an SDM
network content is transferred to the recording/reproduction apparatus
20A. To d@K'i.t H nddet.airl3p)tthe naoQr dhaghr epr edecbireginappar atus 20A is
subjected to a predetermined authentication process. In addition, flag

i nfor mat horeneryptdeel lcoke et Hudad cofiprB seanbentisdabache graAEged to
verify the copyright owner's intention as to whether or not the copy

- oper at i emnipsealslionedtechuitiler e $PEGPOal hndMOMs£P06 check-out and
check-i'n usage rules are inplenented, An SDM network content copied to. the

, 1 ecor di eghpeREaduCthaR aRPALAL s Q%JEB@S& the EB@Q&HI‘PCI? S 8? L1 bed above
BR encrypt ed &ta

|s transmtted through a transmssion” line in % as it is.

To be nnaedg@gﬁbgbg51ogh5rggggsngﬁﬁgggtgoggegﬂelgTﬁﬂégsnltted t hrough the

compression procese to carry out demodulation processing
"to produce output audio data such as music.

As described above, a copyright for content data
'conforming to the SDMIrstandard can be properly protected
by the encrypted state ef the content data along the data
"paths for a.check—out of the content data to the
"recording/reproduction apparatus 20B conforming to the
- SDMI standard and the encrypted state of the content data
in the secondary recording medium as well as properly
protected by copy management executed by checking the
usage rules set for content transfetsL

If the recordlng/reproductlon apparatus 20A is
connected to the personal computer 1, on the other hand,

- the following processing is carried out.

it isrto be noted that, as described above, unlike
the recording/reproduction apparatus 20B conforming to |
the SDMI stendard, the recording/reprdduCtion apparatus
f20A records a content onto a secondary recording medium

such as a mini disc in an unencrypted state. 'Slnce a
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transmssion line in an E (CK, A3D) or E (CK, A3D) state. The encrypted

. SDM. network content is received by the recording/reprod&é?%@ﬁggﬁﬁaratus

- 20A having a configuration shown in Fig. 7 and then decrypted by a
decryption processing unit 28 to generate the original data A3D conpressed
by using the ATRAC3 conpression technique. Then, the encrypted content
data A3BD is subjected to an encoding process carried out by an EFM ACI RC
-encoder/ decoder 24 included in the configuration shown in Fig. before
bei ng supplied to a recording/reproduction unit 25 for recording the data
onto a mni disc 100. Thus, in an operation to reproduce the SDM content

copi ed t eoandnieder dedoeBetinenbnih Aise 499c thean’86ALLPYLEGPT Oduction
apparatus 20A needs to carry out the sane decodi ng processes as an

or di nar y sitaitle-, dicthe co%eba® 8Bcdat-apteadcQubnfir POLLP8H1 b) ghac 100. The
decodi ng processes include an EFNIgenDduIatPon proce%s, 579$§I August 2006

an AGl RCn@hi0n;60! E8G! baNcBROBES SoBR0alcIACRYPLESSLAN, REPCERS; adoDting 2

deconpression technique as a counterpart o npPr €ssi on

g 0 BRAOS,LRSL! opcoBL 60 CORLSRt Bl RuAEERLESEL D Lne i i sc

100 can be reproduced norma y ah ordinary nin
apparatuﬁoﬁﬂfgrtﬁﬁ HEHéral so that more convenience can be

offered to the user.

Since a content is recorded onto a mini disc in an
unencrypted‘state, however, a problem is raisea in the
protection of the copyright for the content. In order to
solve this problem, it is necessary to satisfy
predetermined conditions for transferring content data to

" the recording/reproduction apparatus 20A.

In Qrder to transfgr an 5DMI network content to the
recording/reproduction.apparatus 20A and record the
content onto a secondary recording medium in an |
uneﬁcrypted state in a copy operation, it is necessary to
satisfy the‘following three transfer conditions for the
copy operation:

(1) The recording/reproductioﬁ appara£us 202 shall pass
an authentication process, giving an CK authentication -
- result. |
{(2) The copyright owner shall recognize the copy
_operation to transfer the‘cbntent data to,the 

'__reco:ding/reprodgction apparatus Z0A and record- the data
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disc 100 is nounted on the apparatus. That is to say, the_  user can enjoy
the SDM network content copied to and recorded on the nlilrfieggssi00¢00 by
reproduction of the content by means of an ordinary m ni-disc reproduction
apparatus not conformng to the SDM standard. It is to be noted that, if
the transfer of a content is not permtted in accordance with results of
checki ng usage rules in the procedures DP7, DP8 and DP9 in the data paths
shown in Fig, 5, the content is of course not transferred to the
recordi ng/ reproduction apparatus 20A or 20B. 4. Typical Configuration of-
Data Transfer Apparatus (Primary-Recordi ng- Medi um Apparatus or PC) Fig. 6
is a bl ooktdi ageasestionbnyg rbBeoceanhggueai@n of a primary-recordi ng- medi um
apparatus 1 functioning as a data transfer apparatus. The foll ow ng

descri pt(dn Th#ptahnstar pPefsenal cERtPIE elatis sh A5 t 181 @& | BRI ¥sdgd August
© 2006 recording-nedi um apparatus 1. By buil ding special -purpose hardware

with a confegusati porfOhe8XeSULE NGng hensapE; f4nctions as the
primary-recordi ng- nedi um apparatus 1, ~however, it is also possible to

Create an apparml us e 1b1Sad (e dALAL LARLS Sodlils (grbodi ment,
software prograns to be ‘"executed for carrying out functions of the data
tranSf'ertrﬁﬂQﬁéﬁtﬂ% aEéntdst ahled o élpeaﬁﬁgéa% SAMPULEL L 10
| | recording/reproduction apparatus 20B conforming ﬁo the
SDMI standard in an unrestricted manner even if above
transfer conditions (1), (2)‘and {3) are satisfied. In
this way, the function ﬁo protect a copyright is
preserved. 1In eddition, the function to proteet a
eopyright function due fo the fact that content data is
transferred through a transmission line in an encrypted
state and it is not until the content data is received by
the recording/reproduction apparatus 20A that the data is
decrypted by therrecording/reproduction apparatus ZOA;
In a procedure DP9, above trensfer conditiens (1),
'(2) and (3)-are checked before an SDMI networkrcontentlis
etransferredrto the recording/reproduetion'apparatus édA.
To‘put it in detail, the_reéording/reproduction
epparatus 20A is subjected to a predetermined
authentication process. In addition, flag information or
the like-iecluded in the content date is examined to
ﬁerify the cepyright 0wne:’s intention as to ﬁhether or

not the copy operation is_ailowed.' Furthermore, the
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i npl enent a primary-recording-medi um apparatus as the data transfer
apparatus- It is to be noted that, in this speC|f|cat|oﬂ 4%&#-%@ﬁal
conputer or a conputer has a br oad meani ng of the so-called
general - purpose conputer. A software program can be stored in advance in a
recordi ng nedi um enbedded in the conputer- Exanples of the enbedded
recordi ng medium are the hard disk drive (HDD) 5 and a-ROM 3. As an
alternative, a software program can be stored (or recorded) tenporarily or
permanently in a renovable recording nedium 90 such as a floppy disc, a
CD-ROM (Conpact Disc Read-Only Menory), an MO (Magneto Optical) disc, a
DVD (D gigrelckvengatanide dbiesk)-ina veagreetriud e@i $¢eanthplams@meagQnduct or nmenory.
A program stored in the removable recording medium90 is presented to the

user as the so-Apabbell packagr sohtwatecopeli toAugeist 2006 It is to be
noted that, in addition to the installation of a programfromthe renovabl e

recordlnQedmmﬁHM®ﬂ¥épﬁmd@c&h©nCQE@H&%EUSa2@@095@@&0%ﬁeab§9d@%1099“nlOaded
into the conputer froma download site by way of an artificial satellite

for digi alscsateld abevebheadeantinig by rtﬁ%agﬁogme%ﬁmggleg by way of a
network such as a LAN (Local Area Network) or th I'nternet by wire
_COWUUhlcéhh@nlnlBnt@%CQQBEEHe%taEQeas it is. To be more specific,
"the SDMI network content is transmitted through the
transmission line in an E (CK, A3D) or E {(CK", ABD) stéte.
The encrypted SDMI network content is received by
the recording/reproduction apparatus 20A having a
configuration shbwn in Fig. 7 and then decrypted by a
- decryption processing unit 28 to generate the original
data A3D coﬁpresséd by using the ATRAC3 compression
technique. Then, the encrypted content data A3D is
subjected to an encoding process carried out by an
EFM/ACIRC encoder/decoder 24 included in the
‘configuration shown in Fig..7 before beingrsuppliéd to a
recording/reprodﬁction unit 25 for recording the déta
onto a mini disc 100. |
. Thus, ;n.anoperatiohyto reproduce tﬁe SDMI content
gopied to and recorded on: the mini disc 100, the
recording/reproduction apparatus 20A needs to carry out .
the same decoding processes as an ordiﬁary mini-disc
3 $ystem on data read out from the mini disc 100. The

qe;oding processes inqlude,an EFM demodulation procéss,
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downl oaded programis received by a comunication unit 8 . to be jnstalled
in the embedded HDD 5. The conputer 1 shown in Fig. 6 i ndild¥gst0%nbedded
CPU (Central Processing Unit) 2. The CPU 2 is connected to An input/output
interface 10 by a bus 12. The CPU 2 executes a programstored in a ROM
(Read-Only Menory) 3 in advance in accordance with a conmand entered to
thee CPU 2 by way of the input/output interface 10 by the user by
operating an input unit 7 such as a keyboard, a nouse or a mcrophone. As
an alternative, the CPU 2 loads a programfromthe HDD 5 into the RAM
(Random Access Menory) 4 for execution. The programis stored in the HDD 5
from t heaib et TRE ngrr & e Ced vesk- byord SOFBRNG Cahd 0 dddmPBreddp a satellite or
a network and installed in the HDD 5 or read out fromthe renovable

~ recor di ngroesh sIN@SHEUEH a afe @mPPts £8bn dkSehADYM eds on a drive 9 and
installed in 60 | | August 2006 the HDD 5- By executing such a program

the CPU @ @@tsigsrt Qi BHOCRBIA LG Ao dldd n tEaNGI RfudPParatus for an SDM
.content. The CPU 2 outputs a result of the processing to an output unit 6

-or'the communi gat bR UNiha8 Rl JARYSHQUL LYY QL the i aput/ out put
-~ interface 10 for exanple, or records the res&?t it o the %BD % as
+ requiredind T 6358 0d N WIUUSALL L ANl 113, GEPAR ©
| ordinary mini-disc reproduction.apparatus when the mini
diéc 100 is mounted on the apparatus. That is to say, the
user can enjoy the SDMI netwérk content. copied to and
recorded on the mini disc 100 by reproduction of the
content by means of an ordinary mini-disc reproduction
épparatus.not conforming to the SDMI standard.
It is to be noted that, if the transfer of a
content is not permitted in accordance with results of
checking usage rules in the procedures DP7, DP8 and DP9
in the data paths shown in Fig. 5, the content is of
course not transferred to the recording/reproduction

apparatus ZbAlor 20B.

:4; Typical'Configuratiqn of Data Transfer Apparatus
(Primary—RechdingwMedium Apparatus or PC) |
Fig. 6 is a block diagram showing the configuration
- of a primary~recording~medium apparatus 1 functioning_as
.a.data'transfer_apparatusi The following description

explains a personal computer used as the primary;.
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of communicating with a variety of servers through the caonmunication
network 110 shown in Fig. 4- To be nore ,specific, the dd 2006 g
capabl e of downl oading a network content such as a nusical content from an
external content server 91. The downl oaded network content is subjected to
processing for a content conformng to the SDM standard or processing not
conformng to the SDM standard al ong the data paths described above. the

downl oaded network content conpleting the processing for a content
conformng to the SDM standard is at |east stored as an SDM content into
the HDD 5. The SDM content stored in the HDD 5 is a content to be

t r ansf er Fégordingemeddondiepghrepuaduct i By bappal eg Usp2Ots coph Opsdag to

the' SDM standard or the recording/reproduction apparatus '

(recordi hgkdepredwithoa capfiagatut)io20AcpassiRgrafgavhReghjeation test. 61
| -1 August 2006 A connection unit 11 is a nmenber connected between the

r ecor di nghnepiodsctionhappat aky ~%@Ao§ﬂ@nbhﬁedi§ﬁ059b9QéEEQrQdUCtiOn
apparatus:20B so that data can be comunicated between the ~°

pri mary-heeewdirngiappar ai 48 andikheorgeaLding/r Lon-appar at us 20A
- or the .recording/ reproduct%gﬁ appara?us 20B. %%n%g%gg%f%g exanpl es of the

connecti gpednbt1$1lu3e€ AobSB1Rt rEace.-2nd an | EEE-1394 interface. It is
needl ess to say that a ) - :

In this embodiment, software programs to be
executed for carrying out functions of the data transfer
appafatus are installed on the personal computer 1 to -
implement a primary-recording-medium apparatus as the
data transfer apparatus. It is to be noted that, in this
specification, a persbnal computer or a computer has a
rbroad meaning of the so-called geﬁeralwpurpose computer.

A software pProgram can be storea in advance in a
;ecording medium embedded in the computer. Examples of
the embedded recording medium are the hard disk drive
(HDD)} 5 and a ROM 3.

As aﬁ alternative, a software brogram can Pbe stored
(or recorded) temporarily or permanently in a removable

.. recording medium 90 such as a floppy disc, a CD-ROM |
{Compact Disquead"Only Memory),van MO (Magneto Optical)
diSC,.é DVD (Digital Versatile Disc), a magneticrdisc and
a sem§CQnductor memory. - A program stored in the removable

recording medium 90 is presented to the_user.as'the éo—.

 xcalled,package softwaré.
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wire interface conformng to other standards and a radio _.ipterface using
an infrared ray or a wave can be used as the connection drfMgus2V0p; 5 to
be noted that the various kinds of processing for inplenenting the data
pat hs described earlier by referring to Fig. 5 do not have to be
sequential processing along the tine axis, but the processing for

i npl ementing the data paths may include pieces of processing to be carried
out concurrently or individually (Exanples of the processing to be carried
out concurrently or individually are concurrent processing and object
oriented processing). A programcan be carried out by a single conputer or
‘a plurality of Eonpstersbé mobeddiisdt) bi egi@r oo&sSStdgche I N addi tion, a
program can be transferred to a renote conputer to be executed thereby. 62
| | Augu$ts280BathonTypi aapbrEgphng@rahi €ReOkeBlanRecoEdhpgiAgpar at us
(Secondar y- Recor di ng- Medi um Appar atus or Recor di ng/ Reproduction Appar at us)
Fig. 7 imedibhogk ﬁjhﬁgl’aHéSBQMbﬁﬂe,@,té(p%jﬁé?raﬁoﬂghgﬁi%iBQ' of the -
recordi ng/ reproducti on apparatus 20A n this case, the

reCOfdin@bﬁﬂpb@daatiﬁﬂoaﬁﬁérébﬂﬁuggﬁ'f§oﬁOQfESH£EQést§tQLQ% 9%%C recor der,
for exanple. A secondary recording nedium 100 1s a mni disc r a
of an artificial satellite for digital satellite :
broadcasting by radio communication or by way of a
‘network such as a LAﬁ (Local Area Network) or the
. Internet by wire cémmunication. In the computer, the
downloaded program is received by a communication unit 8
to be installed in the embedded HDD 5.
The computer i‘shown in Fig. 6 includes an embedded
CPU (Central Processing Unit) 2. The CPU 2 is connected
to an input/output interface 10 by a bus 12. The CPU 2
executes a program stored in aAROM (Read-Only Memory) 3
in advance in accordance with a command entered to the
'CPU 2 by way of the input/outpﬁt'interface 10 by the user
by operating an input unit 7 such as a'keyboard, a mouse
or a microphone. As an alternative, the CPU 2llqads a
program from the HDﬁ 5 into the RAM (Random-Access
Memory) 4 for'execution. The prdgram is stored in the HDD
.5 from the béginning, received by a communication unit 8.
from é satellite or a netwofk_and installed in the HDD 5
or réaq out from the remoyable recording medium 90 such

as an_pptical_disc mounted on a drive 9 and installed in
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magnet o-opti cal disc). The secondary recordihg nediun110%lg%s a#i@ referred
to hereafter as the mini disc 100. It is to be noted that! [P W/ows t he

configuration of the recording/reproduction apparatus 20A including only a
system for processing data to be recorded onto or reproduced fromthe mni
di sc used as the secondary recordi ng nedium 100 and a system for
processing data transferred fromthe primary-recordi ng- nedi um apparatus 1.
Since ot her systens such as the driving system the servo systemand the
reproduction output systemare simlar to their respective counterparts
enpl oyed in the ordinary mni-disc recording/reproduction apparatus, their
det ai | edtdfaliPAng. die omduteithy Isudthes ooy cimg/repramuct icr mippar at us
20A, an MD 63 | | August 2006 control unit (CPU) 21 serves as a

control | entfprocessind| dfigaofjetat toassferr gpphdasnd reprogdusmygata onto
and fromthe mni disc 100. To put it concretely, the MD control unit 21

- control scantehation driving nechanism a spindle servo., a focus servo, a
tracki ng servo, a thread servo, operations to apply a | aser beam and a

magnetic fi'el dHed aaw epidwduthead andia gnald Ghrad Jiegpest el y  and
processing to encode data to be recorded and decode reproduceg'data.
output unit 6 or the communication unit 8 for
transmission by way of the input/output interface 10 for
 examp1e, or records tho result into the HDD 5 as required.
In this case, the oommunication unit 8 is capable
of communicating with a variety of servers .through the
communication network 110 shown in Fig. 4. To be more
‘specific, the computer 1 is capable of downloading a
network content such as a musical content from an
external content server 91; The downloaded network
content is subjected to processing for a content
conforming to the SDMI standard or processiog not
conforming to the SDMI standa?d along the data paths
- described above. The downlOaded network content
»¢ompleting the proceésing-for a content conforming to the
SDMI standard is at least stored as an SDMI contenf into
~the HDD 5. The SDMI content stored in the HDD.S is a
content to be transferred to the recording/reproduction
"épparatus 20B conforming to the SDMI standard or the
. recording/reproduction.appgpatus (recordiﬁg/reproduotioﬁ

 apparatus) 20A passing an authentication test.
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A recording/reproduction unit 25 includes an optical he tic
head, a disc-rotation-driving systemand a servo system IAP%£?ﬁ@ ity, the
recordi ng/ reproduction unit 25 serves as a nenber for recording and
reproduci ng data onto and fromthe mni disc 100. An EFM ACI RC

- encoder/ decoder 24 encodes data to be recorded onto the mni disc 100 and
"decodes data reproduced fromthe mni disc 100. As is generally known, in
the case of a mni-disc system data to be recorded is subjected to an
encodi ng process for ACIRC error correction codes and an EFM nodul ati on
process. The EFM ACI RC encoder/decoder 24 carries out An ACIRC encoding
process and anAEENMnercdadiong upriacads ien dasabee chancetedded thekar e
supplying the data to the 64 11 August 2006 recording/reproduction unit 25

I n a .r epricd ustidord opefwip idud tieoERMAG RGs eruoderd deroder 24 carries out
decodlng processes on data (RF signal) read out fromthe mni disc 100 and

suppl i edredordihe; ARYAGSRE Enaodgiddecader: @34 oy the 20T ding/d eproduct i on

unit 25. The decoding processes include binary conversion processing, EFM

denndul aidudun RIS YeGredl Hd Pr GUFRCH BrPRE TS @RI ng the
-ACIRC technlque

and the recordlng/reproductlon apparatus 20A or the
recqrding/reproduétion apparatus 20B. Conqeivable
examples of ?he connection‘unit 11 are a USB interface
and an IEEE-1394 interface. It is needless to say that a
wire interface conforming}to other standards and a radio
interface using an infrared ray or a wave can be‘used as
the connection unit 11.

It is to be noted that the various kinds of
processing for implementing the data paths described
garlie;.by referring to Fig. 5 do not havé to bé
‘sequential processing along the time axis, but the
‘processing for implementing the data paths may include
'piec§s of processing to be carried out concurrently or
ihdividually (Examples of the processing to be carried
out'cbncurrently or indiﬁidually are concurrent
processing‘agd object oriented pfoceséiﬁg)-

| A program can be carried out by a single coﬁpﬁter
of a plurality of éomputers in the distributed processing.
In addition,-a prqgram can be transferred ﬁo a remote.

computer to be executed thereby.
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A buffer nmenory 30 buffers data to be recorded onto the mni di 100 and
‘data reproduced fromthe mni disc 100. That is to say,1 HE*%ﬂ%i@? menory
30 has a buffering function commonly known as a shock-proof function. In
~an operation to record data, data conpressed and encoded by using the
ATRAC/ ATRAC3 technique is stored tenporarily in the buffer nmenory 30. The
data is then read out in predetermned data units intermttently from the
buffer nmenory 30 and supplied to the EFM ACl RC encoder/decoder 24 to be
recorded onto the mini disc 100. In an operation to reproduce data, data is
read out fromthe mni disc 100 and decoded by the EFM ACIRC
~encoder/decoder 24. The decoded data is stored tenporarily in the buffer
menory 30. The stored data is then read out continuously fromthe buffer

menory 36.afigpfbal Cobfiustal0OR osupati-etledrditd 28at@s carrying out a
deconpr essi on/ decodi ng process. The codec 23 is a nenber for carrying out

CONpr ess{ Hec i ALeS SRt 1@t FlatQIe SRR eSSi Ng based on respectively
encodi ng and decodi ng processes adopting the ATRAC/ ATRAC3 techni que., Data

to be reméméﬁmhﬁgugéﬁggadgﬂmoﬂﬁgﬁbégg%déi- conpressed by using t he

ATRAC/ ATRAC3 t echni que before Dbeing subjected to the encodi ng process.

Thus, when therig. 7 is a block diagram showing a typical
-configuration-of the recording/reproduction apparatus 20A.

In this case, the rebordipg/reproduétion apparatus

20A is configured by a mini disc recorder, for example. A
- secondary recording medium 100 is a mini disc (or a

magnetp—optical disc). The secondary recprding medium 100
'is alsoc referred.to hereafter as the mini disc 100.

It is to be noted that Fig. 7 shows the
qonfiguration of the recording/reproduction apparatus 20A
‘including only a system for.processipé-data to be |
‘recorded onto or reproduced from the mini disc used as
the seéondary recording medium 100 and a system for
‘processing data transferred from the primary-recording-
medium apparatus 1. Since other systems such as the-
driving system, the sefvo system and the reprodﬁctibn
oﬁtput.system are similar to their respective
counterparts employed in the érdinary mini;disc
récording/reproductiqn apparatus, their détailed.diagrams

_'afe_omitted.'_ | | ”

In the recordingﬁreproduction'apparatus 20A, an MD
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recordi ng/ reproducti on apparatus 20A receives data, PCM .audio da&% for
“instance, not conpl eting conpression and encoding proceé%égﬁuﬁﬁ@ odec 23
carries out the conpression and encodi ng processes by adopting the ATRAC
or ATRAC3 technique on the data to be recorded, and supplies the
conpressed data to the EFM ACI RC encoder/decoder 24. Data read out from
the mni disc 100 by the recording/reproduction unit 25 and decoded by the
EFM ACI RC encoder/decoder 24 in a reproduction operation is a data in a
state of being conpressed and encoded by adoption of the ATRAC/ ATRAC3
technique. The data is supplied to the codec 23 by way of the buffer

nmenory 3@ontiied andec (23udeconpeessssakhs daharByidsi Rgra deconpression
techni que as a counterpart of the 66 | | August 2006 ATRAC/ ATRAC3

techni quednargenehnat epsakibnguant F2edrgdi ghtial-avdiQ-daga-hayipng a
frequency of 44.1 KHz_ The digital audio data Is subjected to processing

i ncl udi ngna Db €ABVRLSHOR: RLOEERS, AN Falo éimtﬁyce&s gpd an

anplification process in an output circdit not shown in The'?igure to

gener at e ;3n$ReaKEH 1 PULPUL LS r i RQ. reproduced nusic_or the
li ke. As an al tergf\létei %2 E?ﬁgggg%r%d%g{éﬁégﬁq%n% TV Aul put ™t 8™ andt her

apparatU§P§§dggggg§b6?ugigoggéaServo, a tracking servo, a thread

servo, operations to apply a laser beam and a magneiic
field to an optical head and a magnetic head respéctively
and processing to encode data to be recorded and decode
reproduced data.

A recording/reproduction unit 25 includes an
optical head, a magnetic head, a disc-rotation-driving
system and a servo system. In actuality, the
fecording/reproduction unit 25 serves as a member for

- recording and reproducing data onto and from the mini
disc 100.

- An EFM/ACIRC1encoder/decoder 24 encodes data to be

recorded -onto the mini'disc 100 and decodes data

‘.reprbducgd from the mini disc 100. As is génefally known,
in the case of a.mini—disc system, data to be recorded is
subjected to an encoding process fof ACIRC errbr
correction codes and an EFM modulation process. The
EFM/ACIRC epcoderfdecoder 24 Carrieé'out an ACIRC
-encoding process and an EFM enchiﬁg proqessréﬁudata to -

~ be recorded before supplying the data to ‘the
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The configuration descri bed above includes conponents of a :
recordi ng/ reproduction apparatus of the ordinary nini-dﬁ%d“§§§%%%ﬁ
However, the recordi ng/ reproduction apparatus 20A i npl enented by the
enbodi ment has additional nenbers enployed in a personal conputer to serve
as the primary-recordi ng-nmedi um apparatus 1. 'To be nore specific, used
for carrying out processing such as processes to receive transmtted
content data and decode the data, the nmenbers include a comunication unit
26, a DKA 27, a decryption processing. unit 28, a cache nenory 29, a flow
control unit 31 and a systemcontrol unit 32. The systemcontrol unit 32
(CPU) i sracpedtier/feprodontiohl ungtthe. whol e recordi ng/ reproducti on
apparatus 20A. 67 | | August 2006 Typically, the systemcontrol unit 32

controls processhng sesho@Sct Sonanseroficn I eauestripicaeperation of data
and a communi cation for authentication between the personal conputer 1 and

the recoedcogbigpendyeti 90 cappasat ys: 208eoBiRGESSHOYs10s exchange a variety
of ~ commands with the personal conmputer | and processing o content data

recei ved (RroBy §hg1 per 898 aby COFPYL efnd -mi Ny @6diti @ 1a£k}g @%@9 ce with the
various kinds of control, a comand is given to the C rol "unit 21 and
~to the EFM/ACIRC encodgr/decoder 24 by the
recording/reproduction unit 25. The decoding processes
include binary conversion processing, EFM demodulation
processing and error correction processing adopting‘the
ACIRC technigque.

A buffer memory 30 buffers data to be recorded onto
the mini disc 100 and data reproduced from the mini disc
100. That is to say, the buffer memory 30 has a buffering
function commonly known as a shock—proof function.

In an operation tQ récord data, data compressed . and
encoded by using the ATRAC/ATRAC3 technique is stored
temporarily in the buffer memory 30. The data is then
read out in-prédetefmined data units intermittently from

the buffer memory 30 and supplied to the EFM/ACIRC
.gncoder/decoder 24 to be reéorded onto the mini disc 100,

In an‘operation to reprodﬁce data, data is read out
‘from the mini disc 100 and decoded by the EFM/ACIRC
encodef/decoder 24. The decoded data is storéd

' temporarily in-thezbﬁffer_memory_30. The Stored_data_ig.

'thep read outrcontinuousiy_from-the_buffer memory.SO-and';'
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operations to record and reproduce content data onto and __f on1%£% m ni
disc 100 as well as operations to read out and update ndﬂd&éﬂﬁ o
information are controlled. Not shown in the figure, an operation unit and
a. display unit are provided as a user interface. The system control unit
32 controls processing to nonitor operations carried out by the user on
the operation unit, processing carried out in accordance wth the
operations and display processing of the display unit. Connected to the
connection unit 11 of the personal conputer | shown in Fig. 6, the

communi cation unit 26 is a nenber for exchanging data with the persona
conput er stpplTkd tonmupnpdati 8B Goit c2Brpingessesasi gnals conforning to a
comuni cation technique as the USB or | EEE-1394 technique. | | August 2006
Dat a r ecdevenplbgsthendédanudingt poacanst 26 from the personal conputer 1
includes a vari-ety of conmands and an SDM content. The SDM content

recei ved by theThensodéeas ol Wi hemPér | SoStared iy tdig: cache nemory 29 by
control executed by a DVA (Direct Menory Access) 27. It is to be noted

‘that sucbompeeBkesh pﬁﬁcéésﬂﬂyréﬁdb@eéé&ﬁf@%éibﬂrﬁ%éﬁﬁ%ﬁﬁnémﬁggéﬁzg under
control executed by the CPU in place of " the DVA 27. The decryption
'“pFOCeSSiBQ Y8kpedBit81f SREHEInd Oind decoding processes adopting
| the ATRAC/ATRAC3 technique.

Data to be recorded onto the mini disc 100 is
conmpressed by using the ATRAC/ATRAC3 technigue before
being subjected to the encoding process. Thus, when the
recording/reproduction apparatus 20A receives data, PCM
audio data for instance, not completing compression and
encoding processes, the codec 23 carries out the

_ compression and encoding processes by édopting the ATRAC
or ATRAC3 technique 6n the data to be recorded, and
sUppiies the compressed data to the EFM/ACIRC
encoder/decoder 24.

- Data read out from the minirdisc_loorby the
recording/reproduction‘unit-ZS and decoded by the
EFM/ACIRC encoder/decoder 24 in a reproduction: operation
is a data.in.a state of being compressed and encoded by
édoption of the ATRAC/ATRAC3 technique. The data is

’ . supplied to the codec 23 by way of thé buffer memory 30.
The codec 23 decompresseé the'data'by.usiﬁg a':-  | |

. decompression technique as a.counterpart of the
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carrying out counterpart processing of the process to encrypt DM
content. That is to say, "the decryption processing unitqgéﬁgggﬁ@ggs
content data stored in the cache nenory 29. The unencrypted content data
is then stored in another area of the cache nenory 29. Since the SDM
content data has been encrypted by using a content key CK or CKr,
informati on usable for recognizing at | east the content key CK or CKI is
stored. As will be described |later concretely, the DNKs (Device Node
Keys) explained earlier by referring to Fig. 1 are stored. The

recordi ng/reproduction unit 25 corresponds to .a device (Dvx) shown in
Fig. 1. BNRACZRDRRA3I tetheidvx toigehexteta 1eddikeyuastivedd as node keys
and a root key, which have been encrypted by using the | eaf key. The 69

| August d2606alcantientdkey Kiw e HefFepogttyask bys usimg, suaheDNKs or, in
sone cases, an EKB received as described earlier, .Thus, DNKs are stored

i.nf or mat HegitAat agaio Meatiseds $@ ECEQINT i gib b LOMEMnkBYa kg for an SDM
content. By wusing the content key CK, the decryption processing unit 2B

i s capabh@aokoResry ik Ner Ao SHCT YDt HL sicg»}mlegroé@&@ia&?& 4 an
encrypted state. The encrypted SDM content is (CK, A3D) , for exanple,

“The resuhﬁp@ifi@@ti&?%ﬂ&é%@@ is & fc%ﬁ:p%%c qg)&ot: HRm Wi ch is
decrypted data conpressed by using the A t echni que.
the figure to generate a speaker output signal
;represegting repreoduced music or the like.
| As an alternative, the reproduced signal is output
.to another apparatus as digital audio data.
The configuration described above includes
components of a recording/reproduction apparatus of the
- ordinary mini-disc system. However, the |
recording/reproductiéﬁ apparatus 20A implemented by the
_émbodiment has additional members employed in a personal
computer to serve as the primary¥reco£dingwmedium
apparatus l, ;To'bé more specific, used for carrying out
- processing such as pfocesses to reéeive transmitted
content data and decode the data, the members include a
communication unit 26, a EMA 27, a decryption proéessing_
unit 28, a cache memory 2%, a fléw control unit 31 and a
system control unit'32..
The system control unit732 (CPU} is a member for
» édntrollipg_the whole-recording/reproduction apparatus .
__1.;20A€ o R _
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The decrypted data conpressed by using the ATRAC3 techni ?Lhi& i S %ngoded by
the EFM ACI RC encoder/decoder 24 before being stored by lfHggust200

"recordi ng/reproduction unit 25 onto the mni disc 100. It is to be noted
that the SDM content is not always data conpressed by using the ATRAC3
techni que. For exanple, linear PCM data encrypted by a content key is
concei vabl e. Thus, there is also a nethod of inputting transferred content
inthe E(CK, PCM In this case, as a matter of course, the decryption
processing unit decrypts the encrypted content in the E (CK, PCM to
generate D {CK, E (CK, PCM} = PCM which is decrypted I|inear PCMdata. In

this case, the RgMeklBy ] scieomyassedtoddrdiharGader 23dkdus ng t he ATRAC3
techni que before 70 I | August 2006 being encoded by the EFM ACI RC

encoder/ gecodesingd anch . 4£coidech @ntdr therdiuilsdiss s dig

recordi ng/reproduction unit 25. A key may be stored in the decryption

processi 99 afl 228 d Ne SR LASES Xl diRarbidt AL A hentisat ion  process.

In a typical authentication process to be describe ater, e

[ ecor di ngAL e el] AlbARPALATH S APARJISER. A SLY AL GGy P and a
stored secret key S. In~ this case, the public Key and the secret key S
are bot hapﬁ.ﬁ?i-’ﬁfjs 'ébﬁ,hep&ec%s}/s%trigo 4P reoxcc%sasr{grgeq aquia;[rizeq'Jy -Ic; - secret
| commapds with the personal compqter 1 and processing of

-cbntent data received from the personal computexr 1. In

addition, in accordance with the various kinds of control,

a command is gi?en to the MD control unit 21 and

_bpérations to record and reproduce content data onto and

 from the mini disc 100 as well as operations to read out

 and gpdate_management information are controlled.

Not Shéwn:in the figure, an operation unit-and a
display unit are'provided as a user interface. The systeﬁ
control unit 32 controls processing to monitor operations
;carried out by the user on £he operation unit, processing‘
barried out in accb:dance with the operations and display
 processing of the disﬁlay unit.

Connected to the connection unit 11 of the personal
Aéomputer 1-shoﬁh in Fig. 6, the ébmmunicgtion ﬁnit 26 is
% membef'for.exchanging data with the personal computer .1.
The"communication unit 26 processes‘signals conforming to
“é communication techniqué‘as the USB oi_IEEE—139§ .

technique. -
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key Sis also used in an encryption process. In addi tion,  the decr ption
processing unit 28 includes an enbedded hash engi ne for ééﬂ%ﬁ?ﬁ@ ut the
so- called hash-function processing in order to generate a content ID. It
is to be noted that generation of the content ID w | be described later.
The decrypted encrypted SDM content such as data conpressed by the ATRAC3
technique or PCMdata is transferred fromthe cache nenory 29 to the fl ow
control unit 31. The flow control unit 31 is a nenber for transferring

t he decrypted encrypted SDM content to an 'MD control unit 21 serving as a
recordi ng process system71 | | August 2006 for recording the data onto

the mni disc Lfcd Thecd BE BN HY QeasfiSsi@md Relivdes tthemcegdec 23, the
EFM ACI RC encoder/ decoder 24, the recording/reproduction wunit 25 and the

buf fer npePsya30) confrecdd oW GRMtYRls Wi 3oy %lsf&fn&lawa% decr wpted -
encrypted SDM content upon a request (XARQ "nade by the NMD control unit

21. The &bh@iv £oRt&oE unit 31 adjusts timings of reception of content data,
;decryptlon processi ng and processing to record data onto the mni disc

100. - The SDMI content received by the communication unit
26 is stored in the cache mémory 29 by control executed
by a DMA (Direct Memory Access) 27. It is to be noted
that such a content can of course be stored in the cache
memory 29 under control executed by the CPU in place of
the DMA 27.

The decryption processing unit 28 is a member for
caering out counterpart processing of the process to
encrypt an.SDMI content. That is.to say, the decryption
prdqessing unit 28 decrypts content data stored in,the
cache ﬁemory 29. The unencrypted content data is then
stqred in another area of the cache memory 29.

Since the SDMI content data has been encrypted- by
u51ng a content key CK or CK’, information usable for
.recogn121ng at leést the content key CK or CK' is stofed.
As will be described later concretely, the DNKs (Device
Node Keys) explained earlier by referring to Fig. 1 are
stored. The'recordihg/reproduction unit 25 corresponds to
a device (DVx} shown in Fig. 1; DNKs stored ih the DVx

'1nclude a leaf key as well as node keys and a root key,.:"

twhlch have been encrypted by using the leaf key The
3 ’
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A bus line 22 is a conmunication line allow ng various éinds of agta to be
“exchanged among the MD control unit (CPU) 21, the codec 23 A4EHE 20Uet er
menory 30, the EFM ACI RC encoder/decoder 24, the flow control unit 31,
the DVA 27, the cache nenory 29, the conmunication wunit 26, the decryption
processing unit 28 and the system control unit 32. In the above
configuration, as SDM content data transnitted by the personal conputer
1, data in the E (CK, A3D) state or data in the E (CK, PCM state is
decrypted and encoded by the EFM ACI RC encoder/decoder 24 by using the
ATRAC3 conpressi on techni que before being recorded by the

r ecordi nglomgpmadketyi OB ¢Bnt ba5reabontikednbli udif§ 3Q0n BMxtherway, in a
check-in and a check-out of 72 I | August 2006 content data bet ween t he

personal ieompitieeicakeandahhexnecacdingar Br gdYeti 9B apRat atHs 20A and in
ot her communi cation sessions, a variety of commands are also transmtted.

These commands ah@sl epRkY¥CHrBYstHLGOTHENLARLION +AlY 26 B0d, pagsed on to
the systemcontrol unit 32. The systemcontrol unit 32 carries out various

kinds of £oRreesghigihg aCE8hHanee Ut Prt BERe.OSHRP IS, n 0, RSN ts a
response to each of the connan%s fro tﬁe Y '
using the content key CK, the decryption,proceseing‘unit

28 ie capable of decrypting an encrypted. SDMI content
received in an encrypted state. The encrypted SDMI
'content is E (CK, A3D5, for exemple, The result of the
decryption is D_{eK, E (CK, A3D)} = A3D, which is
deerypted data compressed by using the ATRAC3 technique.
The decrypfed data'compreséed by using the ATRACS3
technique is encoded by the EFM)ACIRC encoder/decoder 24
‘before being stored by the recording/reproduction unit 25
onto.the mini disc 100.

It is to be noted that the SDMI content is not
zalwaye data compressed by using the ATRAC3 technique. 'Fof
example; linear PCM data encrypted bj-a'content key is
conceivable. Thus, there iS'aiso.a'method of inputtine
.transferred‘content in the E (CK, PCM). 1In tﬁis case, as
a matter of course, the'decryptien processing unit
.decrypts the encrypted content in the E (CK, PCM) to
generate D {CK, E (CK, PCM)} = PCM, whiChris decrypted
linear PCM data. ih thie ease,'the PCM deta is compressed

by the codec 23 by using the ATRAC3 technigue before
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communi cation unit 26 to the personal conmputer 1. 6. Managerrent Tﬁéhni gue
of Mni Disc The follow ng description explains data to Aygmdlalfed ont o
the mni disc 100 and managenent information. In a digital

recordi ng/ reproduction system such as a mini-disc system a TOC (Tabl e of
Contents) is recorded on a recording nediumas managenent information for
controlling operations to record and reproduce data onto and fromthe
medi um such as a disc. The recording/reproduction apparatus reads out the
TOC information fromthe recording nmedium and saves the "information in a
menory in advance. In recording and reproduction operations, the TCC

i nf or mat beangsenedaded edy 78hé EFMUINUBRC 28060det Oddé@dbt ain andwite or read
position so as to allow an access operation for the recording or

repr oducteoordepesats obhé ombei cai s¢ eth®uby tret he case of a mni disc, the
TOC information includes a P-TOC (pre-mastered TOC) and a U-TOC (a user

TOC) TherP=dKing/ tasheageabbe wmforamti on recorded as pits. The UTOC is
information recorded by adopting a .magneto-optical technique. The U-TCOC

‘is changed_ to  moesRaly weg@gf&flslﬁsutq{b Qi%oqrﬁ)ctq%% @&otc%ss‘i%%rd and
del ete nusical data. To put it in detail, when nusical ‘

unit 28 in some cases to be used in an authentication
process. In a typical authentication process to be
described later, the récording/reproduction apparatus 203
uses a stored public key P and a stored secret ke? S. In
this case, the public key P and the secret key S are both
stored in thé‘decryption processing unit 28. The secret
key 5 is also used‘in an encryption process.

In addition, the decryption processing unit 28
includes an embedded hash engine for carrying out the so-
Acglled hash—function processing in.order to generate a
content ID.

It is to be noted that generatibn of the content ID
will be described later. |

The decrypted éncrypfed SDMI content such as data

B compressed by the ATRAC3 technique or PCM data is |
'ftransferred from the cache memorj 29. to the flbw control
unit 31. |

The flow control unit 31 is a member for

' transferring the decryptedrencryptgd SDMI'contentlto an

:ﬂD control unit 21 serving as a recording process system
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data is recorded or deleted, the U-TOC stored in a menory . is first of al
~updated and the updated U-TOC copy is then stored in a ﬂﬂT%ﬁWﬁF@@?on a
disc with a predetermned timng It is to be noted that, by using the
U-TOC, content data such as audio data recorded onto the.disc.is nanaged
inunits each called a track. Typically, 1 track corresponds to a piece of
music. First of all, a data unit called a cluster is explained as data
stored in the mni disc 100. In the mni-disc system as recorded data, a
data streamis created for each unit called the cluster. The format of

the cluster used as the unit of a recording operation is shown in Fig. 8.
74 | |- Afiguste2008ind tkeodded bnackthe khbeinminscdice spsdemis a
continuous sequence of clusters CL shown in Fig. 8. A cluster is a mninmm

unit usedetdr@8ingCpretagsOopgsabhnoincl Adel USHE! cbast ugles {ry ee
sector-linking sectors SCFC to SCFE, a sub-data sector SCFF and 32 main

sectors EB@RrtacSEhEoddhy8ecadslust er +haCydssa fnd Ptdbrudbiomsectors. A
Sector is a data unit having a size of 2,352 bytes. The sector-1linking
*SeCtors 2kEE 59 §ﬁEEtﬁé¢bH§Pgraﬁemory 30).

The flow control unit 31 transfers the decrypted
encrypted SDMI content upon a request (XARQ) made by the
MD control.unit 21. The flow control unit 31 adjusts
timings of reception of conﬁent'data, decryption
processing and processing to record data onto the mini

'.disc 100.

A bus line 22 is a communication line allowing
various kinds of data to bé exchanged among the MD
control unit (CPU) 21, the codec 23, the buffer memory 30,
the EFM{ACIRC encoder/decoder 24, the flow contrel unit |

':31, the DMA 27, the cache memory 29, the communication
unit 26, the decryptionfprocessing unit 28 and the system
~control unit 32.

Iﬁ the abovg configuration, as SDMI content data
traﬁsmitted by the personal computer 1, &ata in thé E.(CK,
A3D) state or data in‘the E (CK, PCM} state is.decrypted
and encoded by the EFM/ACIRC encoder/decoder 24 by using
the ATRAC3 compression techniqgue before being recoxrded by
the regording/reproductiog unit 25'onto fhe_mini disc 100.

By the way, in:a check-in and a. check-out of
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A buffer area, a break between two consecutive recording, operatiaqons, and

an adjustnent area for a variety of operations. The sub-&éfﬁ@§$@p§§ SCFF is
used for recording information set as sub-data. The 32 main sectors SCOO
to SCIF are used for recording various kinds of data such as the TCC data
and audio data. A sector is further divided finely into units called
sound groups. To be nore specific, two sectors are divided into 11 sound
groups. That is to say, as shown in the figure, two consecutive sectors,
nanely, an even-nunbered sector such as a sector SCOO and an odd- nunbered
sector such as a sector SCOL, include sound groups SGOO to SGOA. Each 75.1

| Augustc@f06nt s@asl lgéﬁb@erh%héﬁéf—@oﬂil% &S if Sk Ng audi o data
wi th an anount corresponding to 11.61 nsec. ta is recorded in one sound

group SGebsiAn§PlébroditOidn BLhaoned s o fpri xRl e, data recorded in
the sound group S i ncl udes data LO and data ‘RO the other hand,

oh eSSBS BLPIR o PSRN o Bl S0ST0E
data arga foritfigyL or R channel are referred to as a sound
These commands are réceived by the communicétion
ﬁnit 26 and passed on to the system control unit 32. The
‘system control unit 32 carries out various kigds of
processing in accordance with fhese commands, and
transﬁits a response to each of the commands from the

~communication unit 26 to the personal computer 1.

6; Management Technigue of Mini Disc‘

The following description explains data to be
redorded,onto the mini disc 130 and management
information.

In a digital recording/reprgduction system such as

_ é mini-disc system, a TOC (Table of COﬂténts} is recorded
‘on a recording-medium.as management inf&rmatioh for
céntrolling Qperations to record and reproduce data onto
and from the medium such as a disc. The
_regording/reproduction apparatus reads oﬁt the TOC
_informgtion.from.the'recording medium and saves the
information in a memory in advance. In recording and

- reproduction operations, the TOC information is referred




frame. Fig. 9 is diagrams showing the area structure of the mnj %isc 100.
-To be nore specific, Fig. 9 (a) is a diagram show ng aréégthﬁQ#@ ed from
the disc innernost circunference side to the disc outernost circunference
"side. The mni disc 100 used as a magneto-optical disc has a pit area on
the innernost circunference side. The pit area is a reproduction-only area
used for creating data as enboss pits. In this pit area, the P-TOCC is .
recorded. Circunferences on the outer side of the pit area are a
magnet o- opti cal recording/reproduction area.. In this area, grooves are
created as gui de grooves of 76 11 August 2006 recording tracks. A segnent

- from cl usbetoOob@aghust @Ei48 6P thed HPBEELIBSts&i ssuUpd eseN6k shde of the
magnet o-optical area is used as a nanagenent area. Cluster 50 to cluster

2,251 apec@shrogeamt abgarysednbor.sboai NY SACR-PLEEELIoUSI cal data as a
track. An area on the outer side of the program area Is used as a | ead-out

ar ea. Cno?ggaggggrtgagg,nggieg &Ry is a diagram showing details of the
managenent area. In the nanagenent area, a horizontal |ine represents
~sectors and ings g{da008d of 4 mini disc, the TOC information
includes.a P-TOC (pre—mastered TbC) and a U-TOC {a user
TOC) . The P-TOC is unchangeable infotmation recorded as
pits. The U-TOC is information recorded by adbpting a
:magnéto—optical.technique. Thé U-TOC is changed to
accompany operations such as processing to record and
delete musical data. To put it in detail, when musical
| data is recorded or deleted, the U-~TOC stored in almeméry
is first of all updated and the updated U-TOC copy is
then stored in a U-TOC area on a disc Wifh a
-predetermined,timing.
It is to be noted that, by using the U-=-TOC, content
 data such as audio data recorded onto théfdisciis managed
in units each called a track. Typically, 1 track
corresponds to a piece of music.
First of all; a data unit called a cluster is .
- explained as data stéred in the ﬁini dischloof In the
ﬁini—disc system, as recorded data, a data stream is
:_crgated for each unit called the cluster. The.format of
o the.clusfer uséd-as thé uqit of a recording opération.is

~shown in Fig. 8.__-
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vertically each represent a cluster. In the managenent area, clusters 0 and
1 serve as a buffer area wth the pit area. Custer 2 i§?d§§3m§@0 power
calibration area (PCA) for adjusting the output power of a |aser beam
Clusters 3, 4 and 5 are used for recording a UUTOC, the contents of which
W || be described later in detail. A data format is prescribed in each of
the 32 main sectors (SCOOto SCAF) in one cluster, and managenent
information is included in each of the sectors. That is to say, sectors of
the U-TOC are prescribed so that the address of each track recorded in the
program area and the address of a free area as well as information such as
_the nanme of . each teaskdedider®ciorii nghd iniBS -GRik Py sheml k sAugust 2006
recorded in the UWTOC. Three identical clusters 3, 4 and 5, each including

sectors usedinmotbesblilEhcee6E0EBusBELs CONSKEML I Vel wigecordad. Custers
47, 48 and 49 are a buffer area with the programarea. It is to be noted

that a hatabedrpost h0miRbnlis 8Rit 88| fh Wi LO-PF&rRI shd A Ofdtion to be
described later is set. In the programarea starting at cluster 50 (or.
cluster 32h if gxprasssd irfbﬂd&?eéq%%%cisré@tofrg-rlq‘?{[k)ings%ectors

SCFC to SCFE, a sub-data sector SCFF and 32 main sectors

SCQO té SClF. Thus, a cluster includes a total of 36

sectors.

A sector is a data unit having a size of 2,352
bytes.

The sector-linking sectors SCFC to SCFE are used as
a-buffef area, a break between two-consecutivé recordiné
opérations, and an adjustment area for a variety of
operations. The sub-data sector SCFF is used for
recording information set as sub-data.

The 32 main sectors SC00 to SCLF aré used for
_recoiding various kinds of data such as the TOC détarand
‘audio data.

A sector is further divided finely into units
~called sound groups. To-be more specific, two sectors_aré
divided into 11 sound gr&ups.

That is to say, as shown in the figure, two
_consetﬂtive.sectors, ﬁamely, an evenrnumbe#ed sector such

 f:asfa Sectqr.SCOO and an o@dmnumbered-éeCtor such as a

- sector SCOl; include sound groupé‘SGOO to SGOA. Each
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main sectors (SCOOto SCF) in each cluster are used for __stori udi o

data such as nusic in a conpressed form known as the AT#%@&EBﬁ%&O%aCh

recorded track (or content data) and free areas are managed by using the

UTOC. It is to be noted that the sector SCFF in each cluster in the

- program area can be used for recording information serving as sub-data as
described earlier. The sectors of the U-TOC are explained by referring to

Fig. 10. It is to be noted that, as explained earlier by referring to Fig.

‘9, the P-TOC is read-only information .created in a pit area on tl-~e

i nnernost circunference side .of the disc, 90. The P-TOC is used for

managi ngsboodt gonsp hikn areaseso€hias vytesordabkeoaieg Sidaihe disc 78 | |

August 2006 (recordable user area), a |lead-out area and a U-TOC area, It

i's worthdagat waght Bat ambnd £6PFOGPEHEOAgGORLY1OPE1 CRkecdi SC wWhere all data
has .been recorded in a pit form the P-TOC can also be used for managi ng

pi eces of nusi cpat£COE deckd i MBINGLe |dditd SIMp |98 t el ngASH stthe U TCC
is not created. No detailed descriptf%n of the P}%Oc'is gﬁse%.lFig. 10 is

an expl anatery, 4hagrabhsiAut 89 g dnfle Oladtal TacRSoh & tReCtors 0 to
32 can be used as U TOC sectors. In a
- sound groupiSGOO includes data LOIand data RO. On the
- other hand, data.fecorded in_the sound group SGO01
inéludes data L1 for the L channel and data R1 for the R
channel. |

It is to be noted that 212 bytes used as a data
area for the L or R channel are referred to as é sound
frame. |

Fig..9 is diagrams showing the}area structure of
the mini disc 100.

To be more specific, Fig. 9 (a) is a diagram
showing areas stretched from the disc innermost
circumference side to the disc outermost'circumference
side. . The mini disc 100 used.as a magneto—ocptical disc
has a pit area on the innermost cirﬁumference side. The

- pit area is a reproduction—only area used for creating
data as emboss pits. 1In this éit areéa, the P-TOC is
recorded.

Circgmferences on the outer side of the pit area
‘are a magnetq—pptical recording/reproduétion-area...in..

- this area, grooves are created as guide grooves of
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cluster described above, U TOC sectors are main sectors lﬁﬁﬁﬁ%ggmgﬁl
U-TOC sector 0 is a data area for recording nmanagenent for
managi ng free areas in which content data (or tracks) such as recorded

pi eces of nusic and new content data can be recorded., In an operation to
record a .piece of nusic onto the mni disc 100, for'exanple t he MD
~control unit 21 searches U TOC sector O for a free area on the disc, and
wites the piece of nusic into the area. In a reproduction operation, on

t he other hand, the MD control unit 21 searches U TOC sector O for an area
for recording a piece of nusic to be reproduced, and nakes an access to

t he ar earécoréangoutathe. pi ece of nmusic. 79 | | August 2006 At the start
positions of a data area (2,352 bytes 4 bytes X 588) in U TCC sector O

shown in Fig. 20,seymesit ifi@n0fciRisaeas woitol dykecdatts bs taeorded as a-
synchroni zation pattern. Each piece of 1-byte data includes a string of

al | Os ofnablmbst Jhecsyshend Zatdon Patie mhdrvtildRwed 10w @ address
with a length of .3 bytes. The first 2 bytes (nanmely Custer H and Custer

L), are pschysd ois aéidﬁﬁagg r@é}ﬂttzﬂeeé hi fcqu@éte?: 5§ @oSEEEQ%eiIerE%% (Sector)
: The 3 bytes are foll by a byte (MXDE) for storing a

are a program area used for storing each piece of musical
data as a track. An area'on the outer side of the program
éxea is ﬁsed as a lead—out-area.
On the other hand, Fig. 9 (b) is a diagram showing
details of the management area. In the management area, a
horizontal line represents sectors and lines arranged
,Vertically each represent a cluster.
In the management area, cluster# 0 and 1 serve as a
buffer area with the pit area. Cluster 2 is used as a
power calibration area (PCA),for adjusting the output
péwer of a laser bgam.
Clusters 3, 4 and 5 are used for recording a U-TOC,
" .the contents of which will be déscribed later in detail.
A data format is prescribed in each of the 32 main
séctqrs (SCO0 to‘SClF) in one clusfer, and management
 information is included in each of the sectors. Thét is -
'to1say,_seqtors of the U-TOC are prescribed so that the
address of eééh track recorded in the program'area and
1.5 £he,§ddress of a free area as well as information such as

. the name of each track and recording times can be
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The synchroni zation pattern and the 4 bytes formthe header. The 3-byte
address is the address of the sector itself. It is to be!AHeE¥ 2084t the
configuration of the header including the synchronization pattern and the
.address applies not only to U-TOC sector O, but also to a P-TOC sector and
sectors in the program area. The address of a sector itself and a
synchroni zation pattern are recorded in the header to each sector
Predeterm ned foll owi ng byte positions are used for recording data such as
a maker code, a nodel code, the nunber of the first track (First TNO, the
nunber of the last track (Last TNO, a condition of the used sectors

(Used sectossgedthe thhecuaepdal mutzerdanditche disetkbs 80 4 bnAugust 2006
An area following the disc IDis a pointer portion for storing a variety of

poi nt er s5 ( n@aeh yin&rbithg Ps&EMUYs udd R aib - -t dNO2BS) . These
pointers each point to a part descriptor in a table to be described | ater.

A -part dessstpt Prelp Pedpsidd ptor of an area for Sstoring a track (nusic
and the like) recorded by the user or a descriptor of a free area. The

tabl e aSSOCiat%ﬁd@ﬁ%@stQ@,PQ@”%%@§4@PéQgAatBu? eFNQ223) wi$nlihe
255-part-descriptor table including 255 part gescrlptors ?O ﬁ to FFh) A
- part deg&gé&%&& éf@éydes t he , _
- It is to be noted that a hatched portion PD is an
_area_in which pre-paid information to be described later
is set.
In the program area starting at cluster 50 (or
éluster 32h if expressed in the hexadecimal format), 32
main sectors (5C00 to SCiF) in each qluster are used for
B .storing audio data such as music in é compressed form
known as the ATRAC form. Each recorded track (or cpntent
data) and free areas are managed by ﬁsing the U-TOC. It
is to be noted that the sector SCFF in each cluster in
the program area can be ué;d for fecording information
serving as sub—data-as described earlier.
The sectors of fhe U-TOC are explained by referring
to Fig. 10.
| It is to be noted that, aé'expléined garlier by
referring to Fig. 9, ﬁﬁe P-TOC is read-only information
.Lpreated in a pit ar¢g 0n the innermoét-circumference side
éf the.discAQO, _Thé”P—IOClis used for managin§ i¢¢ations

.in areas such as a recordable area of the disc
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start address of a part, the end address of the part and__the npde of the
" part (track node) if a specific part is continued to anéﬂﬁ%@“ gpﬁé t he
descriptor of the specific part also includes a |ink |nd|cat|ng t he part
descriptor of the other part. By the same token, the part descriptor  of
the other part includes the start address of the other part, the end
address of the other part and the node of the other part. It is to be
noted that a track is a portion in the track for recording the data, which
is continuous along. the tinme axis, in a physically continuous state. The
start and end addresses are the start and end addresses of a part or each

of a plunabnbydeblpaMB&r aesReSi Ag1aap-66€ AkeAUShE LON-tHACKIea8l ---- -
------- ---- 1 1 August 2006 Addresses are each recorded in a shortened

fornl; Iu@I@atwagthhﬁoteﬁ?ttﬁatoflﬁ glyébﬁsduét§@ﬁ18ﬁ19foﬁt§§yfd group.
Even if data of a piece of nusic (track) recorded 1n a y5|cally

di sconti aueuswABRBER11t BAtal fas B@%Hr99909383 §np£g%§t EYrf a

recording/ reproduction apparatus of this type is c reprodu0|ng

the piece. ?bcnﬁﬁhca9¥onﬁg'ngacfg§sﬁ§n£81n&hﬁlggééSo%%%yentIally’ one part

after another, wthout
recorded in a manner like a ROM. TIn this case, the U-TOC

“is not creatéd. No detailed description of the P-TOC is
givén.

Fig. 10 is an explanatory diagram showing the
formét of U-TOC sector 0.

Sectors 0 to 32 can be used as U-TOC sectors. In a
cluster described above, U-TOC sectors are main sectors
SC00 to SCI1F. |

U~-TOC sector 0 is a data area for recording
management information for managing free areas-in which
éontgnt data {or tracks) such as recorded pieces of music
and new content data -can be recgrdgd.:

In an operation to record a piece QfAmﬁsic onfo the

- mini disc 100, for egample, the MD'control unit 21
searches U-TOC sector 0 for a free area on the disc, and
‘writes the piece of music into_the,aiea. In a
-reproduction:operation, on the other hand, the MD control

-rugit 21 searcheé U-TOC sector Olfor an area for‘recording

Z_':g_piéce.of.musicqto:be reprqduced;'and makés an access to
.1  the aréa to read out the piece,of ﬁusic,
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causing a reproducti.on problem Thus, data such as a piece, of - i C
recorded by the user is stored by being split over a plﬁﬁévﬁ?§&ﬁﬁ6parts
for the purpose of using a recordable area with a high degree of
~efficiency For the above reason, a part descriptor includes a |ink. As
descri bed above, if a specific part is continued to another part, the
descriptor of the specific part also includes a |link indicating the part
descriptor of the other part. The link indicating the part descriptor is a
nunber (in the range A h to FFh) assigned to the part descriptor of the
‘other part. That is to say, in the table portion of U-TOC sector 0, each
part descri pt orAdethe ibosria pagitiond af a plece ofearusd S9% nesor ded over
three parts, for exanple, the part descriptor of the first part includes a
link to 8241 bytAug¥st582008n UheopakiedRSCH Bhewwnofint Regsegandypart and the
part descriptor of the second part includes a link to the part descriptor
of the thtriingact. piacehi sfwaybyt8edhosat sopscopfiePpastszare managed. It is
to be noted that the actual byte location (in .U TOC sector 0) of a part
descri pt oynppiohedatQohypattéfk. IEa@XYRSEEMUNBicaldatby the fol I ow ng
equation: Actual |location 304 + link X 8 the size of a part descriptor

-expressednéMub8s"® SErbN§est -all 0s or all 1s.

The synchronization pattern is followed by an
address with a length of 3 bytes. The first 2 bytes
Inameiy Cluster H énd Cluster L)}, are a cluster address

, ahd the third byvyte is a sector address (Sector)}. The 3
betes are followed by a byte (MODE) for storing a mode.
The synchronization pattern and the 4 bytes form the
header. The 3-byte address is the address of the sector
itself. |

It is to be noted that the configuration of the
header including the synchronization pattern and-the_
address applies not only to U*TOC sector 0, but also to a
P-TOC seCtor-and-sectors in the program area. The.address

of a sector itself and a synchronization pattern are

recorded in fhe header to each sector.

Prede?eymined folldwing bYte positions are used for-
récording data such'as a maker code, a model code, the
number of.thg first tréck (First TNQ)}., the number 6f the
last track (Last TNO), a ¢onditiqn-of the used sectors
.(Used_éecto#s), the disc Serial nﬁmber_aﬁd'the digé ID.
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The contents of a part described by a part descriptor of .the table portion
in UUTOC sector O (wth a nunber in the range 0lh to FFH}‘%%@“&@pgrnined
by which of the pointers (P-DFA, P-EMPTY, P-FRA and P-TNOO to P- TN0255)
is associated with the part descriptor as follows. The pointer P-DFA refers
to a defective area on the nmagneto-optical disc 90. That is to say, the
pointer P- DFA points to a part descriptor describing a defective area (or
a defective track part) caused by an injury or ,the like or points to the
first one of a plurality of part descriptors describing such a defective -
area or such a defective track part. To be nore specific, the pointer
P-DFA has a valAre dnea He llangerdO the @lilfkeh.I0THisS avabua tes: pariimper assi gned
to a part descriptor including the start and end addresses of the

- defecti vEopastorifgaaovheie83 bfl pAugusls2006medef eplipra parteMgsts, the
part descriptor includes a |link to another part descriptor describing the

other dRfERAiaed pBrINOI L @-PINE2 S8 ECHINER PRBY n@%¥IrSt SachN@oikitnk in the
ot her part descriptor is set at 00h pointing to no part descriptor~ The

poi nter £ VI PdESr 15N UUSBEhIDAS tro RS U RLQMHLY 1&,fi rgt one of a
plurality of unused part descriptors. To be nore specific, the pointer
P- EVPTY st ded@iffeda 116 (ddier Qb QR WS Al WG dhS Ry umber
' Erack {music and the like) recorded by the user or a |
descriptor bf a free area.
The table associated with the pointers (P-DFA to P~
.TNOZSS) is a 255-part—descriptor table including 255 paft
descriptors (0lh to FFh). A part descriptor includes the
start.address of a part, the end address of the part and
the mode of the part (track mode). If é specific part is
~continued to aﬁother part, the descriptor of the specific
part also includes a link indicating the part descriptor
of the other part. By the same token, the part descriptor
of the other part includes the start address of the other.
part, the end address of the other part and the mode of
- the other part. | | |
It is to be noted that a track is a portion in the
_tfack'for.recordinq the data, whiéﬁ is‘continuous‘along.
the time axis, in a physically cohtinuéus state.
The start and epd addresses are the start and end
'addreéseg of a part.ér-gach pf a plurality of parts |

composing a piece of music (or track). .
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assigned to an unused part descriptor or the first one of . a plur éity of
unused part descriptors. If a plurality of unused part dé%éﬁﬁﬁfﬁpg exi st s,
the first one pointed to by the pointer P-EMPTY includes a link pointing
to the second one, which includes a link pointing to the third one and so
on. In this way, all wunused part descriptors are put on a linked list. The
pointer P-FRA refers to a free area on the mgneto-optical disc 90. A free
area is an area into which data can be recorded (including an area from
whi ch data has been deleted). That is to say, the pointer P-FRA points to
a part descriptor describing a free area (or a free track part) or points
.to the first omeldfesseplaralddoh dfediidedascrd pitans.fARSTridynmg such a free
area - or such a free track part. To be nore specific, the 84 | | August

2006 pointiecaPififfAchasidcyaiyg bh dhe1wange, Q hsé@tdFhor Thi sSour@l ue is a
nunber assigned to a.part descriptor including the start and end addresses

of the fgeguprea. If another free area exists, the part descriptor
includes a |ink to another part descriptor descrlblng the other free area.

I'f no nore freganey @Y1 o4 he didde |0q_: ml%t har-Rant jdescriptor is set

at 00h .pointing to no part descriptor. Fig. is an explanatory di agram

‘showi ng a.ppdgl g of , MRNAGSIROL  £F @fgéén@ﬁ%@sv%ix%?éﬁ And f{$e area.

-recorded over a plurality of parts; a
.reCordiné/reproduction apparatus of this type is capable
of reproducing the pieee of music by making accesses to
the parts sequentially, one part after another, without
causing‘a reproduction problem. Thus, data such as a
.piece of music recorded by the user is stered by being
split over a plurality of parte for the purpose of using
a recordable area with a high degree of efficiency.

For the ebove reasop, a»part'descriptor includes a
link. As described -above, if a specific part is.continued
to enother part, theé descriptor of the specific part also
inc;udes a link.inditating the'part-descriptor of the
other part. . The link‘indiCating the part descriptor is a

| number {(in the range 01lh to FFh) assigned to the part
"descrlptor of the other part.
That is to say, in the table portion of U-TOC
.sector 0 _each'part descriptor describes a part.  If a
'Vplece of mu51c is recorded over three parts .for example

 the part descrlptor of the flrst part 1ncludes a link to
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Assune that part descriptors having nunbers 03h, 18h, |Fh . 2Bh and E3h
are each designated as a part descriptor describing a fﬂ%éwnggp ®n this
case, the pointer P-FRA is set at 03h pointing to the first part
descriptor. The link in the first part descriptor is set at 18h pointing
to the second descriptor whereas the link in the second part descriptor.
is set at | Fh pointing to the third descriptor and so on. Finally, the
link in the fifth part descriptor is set at 00h pointing to no part
descriptor. It is to be noted. that defective areas and unused parts
descriptors can be managed in the sane way. The pointers P-TNOL to P-TN0255

each refehetpaat tieackipuoh as 8hpi €6€008 pHStCangCOREeghby the user on
t he magneto-optical disc 90. For exanple, the pointer P- TNOL points to a

part des@esptoptdeseri bhagsacdbhdispattagkcBRabs! aAUPHEt 2008 W4 POINtsS to
one of a plurality of part descriptors, which describes the first track's

| eadi Ng B3EErOPLbACort LAE BNisa JESUME FOTRANRLE thal dRa il track Is
a piece of nusic not divided into a plurality of parts on Fﬁe di sc, that .

is, the bragkris spcoRdRd 88, @ single part. In this case, the pointer
P-TNOL is set at a nunber pointing to a part descriptor describing the
st _a_r t _and end lqu.Lrse St%e%eOfnoaéEinrt%%g Q:rher eaccq:rudailn%i}trgae lfoicra%tiotnr a(%lxg
| -:_U—TOC sector 0) of a part descriptor pointed to by a link
is expressed numerically by the following equation:
Actuél locatioh = 304 + 1link X 8 (= the sizerof a
~part descriptor expressed in terms of byteé).l
The contents of a part described by a part
. descript0r of the table pértion in U—TdC sector ¢ (with a
number in the range 0lh to FFh) are determined by which
' of the pointers (P-DFA, P-EMPTY, P-FRA and P-TNOO1 to P-
TNO255) is associated with the par£ descriptor as follows.
The pointer‘P-pFA pefers to.a deféctive area on the
',;magﬁeto~optical disc 90. That is to say, the pdinter P-
DFA points to a part déécriptor describing a deféctive
-area {or a.defective'track paft) caused by.an injury or
1the like or points to the first one of a plurality of
_part descripﬁors describing sﬁch a defective area or such
' -;g'defective track part. .To be more specifié, the pointer
P-DFA has a value in the range 0lh to FFh. Thié value is
 a number assigned to a_papt_descriptor'including.ﬁhef-f_f'

start and end addresses: of the defective part. If another
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- reproduce 't

As anot her exanpl e, assune that a second track is a piece of music divided
into a plurality of parts on the disc, that is, the traéﬁpﬂ§uﬁé@8?ded as a
- plurality of discrete parts. In this case, the pointer P-TNO2 is set at a
nunber pointing to the first one of part descriptors each describing the
start and end addresses of an area for recording one of the parts of the
second track. The part descriptors are put on a linked |ist described
above in the chronol ogical order of the parts. To put it concretely, the
pointer P-TNO2 is set at a nunber pointing to the first part descriptor

_ describing the first part on the tinme axis. The link in the first part

descri pt dlefiestSele phra BYAREE,P@hHRAt iHAG Qiefs*&%i?;;%@n_énc@ﬁé@éi gt or descri bing

the second part on the time axis ereas the link in the. second part
descri pt alinks t3€hndkh88 dlrAUgHSEraPR8r AesRUIREhgPRLAL b@geEO the third
descriptor describing the third part on the time axis and so on. Finally,

the |1 nkqefackiel BStcDarte desGh pLOlickScpele 3ha MM POLAU | NGy 40 NO part

descriptor. As a result, e part descriptors ‘are put on a l'inked |i st

(similarqtgth p ig, s described, above,. data of the second
" pi ece of ELrrus?g ?ggréggggehggg %SFngﬁgggr%Beaeﬁyagag?hdgg%??ﬁ?grs
arrangedtbn Bhéa%@rggghggi%gl,order of the parts. In an operation to

he §&ton pIeCB 9f “nusi ¢ by using

The pointer P-EMPTY pbints to an -unused part
deécriptor or the first one of a plurality of unused part
-descriﬁtors; To be more specific, thé pointer P-EMPTY ﬁas
a value in the range 0lh to FFh. This value is a number
_aSSigned to an unused part descriptor or the first one of
a plﬁrality of unused part descriptors.

If a plurality of unused part - -descriptors exists,
the first one pointed to by the pointef P-EMPTY ‘includes
a link poihting to the second one, which includes a liﬁk
pbinting to the third one and so on. In this way, all
'unuseq part descriptors are put on a linked list.,

The pointer P-FRA refers to a free area on the

.ﬁagneto—optical,disc 90. A free areé is an axeé into
ﬁhiCHrdata can bé recorded (including an area from which
rgata has been deletea), That is to say, the pointer P-FRA
points to a part descriptor describing a free area {(or a
free track part) or points to the first one of a
._f}ﬁiuraiiﬁy_of part-desciiptors describing such a.free area

- Qr such a. free track part. To be more specific, the

g4




data of U TOC sector O, the nunmber set in the pointer P- TNO2 is used to
make an access to the first part descriptor including t hé ANeHH208@Idr ess of
a first part. The recording/reproduction head is then brought to the

start address. After the operation to read out data of the first part is
conpteted, the link in the first part descriptor is used to make an access
to the second part descriptor including the start address of a second
part. The recording/reproduction head is then brought to the start
address -and so on. In this way, continuous nusical data can be read out
fromthe discrete parts. In addition, it is possible to carry out a
recor di ngoinper ab+PoRA bias Uk 1A Za80ih hend eengls ngiRr €3 Wk h aiggh degree of
efficiency. 87 | | August 2006 By the way, a track node with a size of

|.byte i6a2h§0ites0nERlel N2 88EHNPAT Lo ALSELI Pt @hsc AN L F ALK IREEng descri bes
attributes of a track described by the part descriptor. Let dl %NBB) to d8

(LSB) betBebitgr£0Mp@sing 4 ré%\%’é@(ﬁf Eﬁ@of_f@vév;kaPQQ?' 1 I Gase, the

track node is defined as follo ite permtted;, 1. Wite

pr ot ect ,e%é%’oéﬁ%% 'y %%g%%s ANth @ Pd 0SS RO LIAEMNaES & 1idk £ cOPYright
- énother p%rt descriptor describing the other free area. '
If no more free area exisfs, the link in the other part
descriptor is set at 00h pointing to no part descriptor.
Fig. 11 is an eiplanatory diagram showing a model
of maﬁagemeht_of parts each available as a free area.
' Aésume that part descriptors having numbers 03h, 18h, -1Fh,
..2Bh and E3h are each designatéd as a.part descriptor
‘describing a free area. In this case, the pointer P—FRA-
is set at 03h pointing to the first part descriptor. The
link in the first part descriptor is set at 18h pointing
#o the second descriptor whereas the link in the second
part déscriptor.is set at 1Fh pointing to the third
descriptor'and S0 on. :Finally, the link in the fifth part
'ldéscriptor is set at O0Oh pointing tolno part déscriptér.
It is to bé noted that defective areas and unused parts
descriptors can be managed in the same way .
- The pointers P-TNO1 to P-TNO255 each refer to a
tfaék_sgbh as a piece of music recorded by the qser'on
.the-magneto—optiéal disc 90. For example, the pointer'?—

TNQi points to a part descriptor describing a first track
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d3 ... 0: Oiiginal; 1. first or later generation d4 ... 0. Audio data; 1:
Undefined d5 and d6 ... 01: Normal audio; Ot hers: undefidéd\ugyst 2006 q:
Monophonic; 1: Stereo d8 ... 0: Enphasis off; 1. Enphasis on Fig. 12 is an

- expl anatory di agram showing the format of U TOC sector 1. U-TOC sector 1
is a data area. for storing characters describing the name of each track
managed by U-TOC sector 0 and the nane of the disc itself. A pointer
~portioh of U TOC sector | includes pointers P-TNA to P-TNA255 associ at ed
with the recorded tracks. The pointers P-TNAl to P-TNA255 each point to an
8-byte slot in a slot portion. Thus, the slot portion includes 255 slots -

Olh to Fkh poinadditdd @he e aSkhetir8@ ity of part deklrApgddst 2006 portion
al so includes a slot 00h having a size of 8 bytes too. U TOC sector 1 -is

used to RNRGE dRIFAGLEr tthat @1irB+ aRARK '5he ZATRMRY 13S oW TRE sector 0
descri bed above. Each of the slots Oh to FFh is used for recording a disc

title andiget @Gl name as character information witten in ASCII codes.
For exanple, a slot pointed to by the pointer P- TNAL is used for recording

a string of CchapachEes cBat gLeMp1 Y hRE URE™ ehPLet REALLT $L LrBfkee! D
~addition, a slot nay _

.~ of music not divided into a plurality of parts on the
disc, that is, the track is recorded as a éingle part. 1In
this case, the pointer PmTﬁOl is set at a number pointing
to a part descriptor describing the start and end
addresses of an area for recording the first track.

As another example, assume that a second track is a
piece-of.music divided into a plurality of parts on the
disc, that is, the track is recorded as a‘plurality‘of
discrete parts. In this casé, the pointer P-TN0O2 is set
at a number pointing to the first one of part descriptors
each describing the start and end addresses of an area
for'recording oné of the parts of the second track. The
parﬁ descriptors“are put on a linked list described above
in the ChronologiCalJérder'gf the parts. To put it
.concreteiy; the pointer P-TNO2 is set at a number
pointing te the first part'aescriptor describing the
first part on,the.time.axis. The link in the first part
descriptor is set atlalnumber pointiné to the second
fdescrith? describingrtheisecond partnoﬁ_the?time_axis:.

whereas the link in the. second part descriptor is set at
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include a link pointing to another slot. Thus, if a string of racters
entered by the 5ser fo? a track exceeds 7 bytes (or sevéhgﬁﬁﬁﬁégﬁ@rs), t he
string of characters is stored in a plurality of slots linked with each
other by such links. It is to be noted that the 8 bytes of the slot 00h

are used as a special area for recording the nane of the disc. This slot
is pointed to by none of the pointers P- TNA (x). The pointer P-EMPTY of
U-TOC sector | is also used for nanaging unused slots. It is worth noting
that, much like U TOC sector 1, U TOC sector 4 is also used as a data area
for storing character information entered by the user. The character

i nf or mat &oAuRBY rbpodnNaNE. taSEhGNEHlit@ AcPbecprof MIStLi8hd théugust 2006
" recorded by the user or a disc title. Since U- TOC sector 4 has a formt

simlar tRithapapt bh TEKeSELAOrali s bd@Cs0S6kt OFihdigynotershaw n a
figure. However, U-TOC sector 4 is used for storing code data of Kanji

charact ety eheEVEQPER£NALAEE £ S0 THUSse o %ﬁeﬁéﬂﬁtsﬁn& ned udes the
-attribute of character codes in addition to data stored Tn U TOC sector 1
- shown i, £} Q. gedlrighfeat td BULR J\S f eG9[ded Al A RUAU8LEMNed byte
but onia linked list {(similar to the one shown in Fig.
11).
As described above, data of the second piece of
‘music is recorded on parts described by pgrt descriptors
arranged in the chronoclogical order of the parts. In an
operation to reproduce the second piece of music by using
data of U-TOC sector 0, the number set in the pointer P-—
$N02 is used to make an access to .the first part
descriptor including the start address of a first part.
The-recording/reproduction head is then brought to the
start address. After thé operation to read out data of
the first part is completed, the link in thé first part
.'descriptor'is used to make an access to the secbnd part
‘descriptor including ﬁhe start adﬁress of a second part.
‘The recording/reprodﬁction head is then brought to thel
- start address and so on. In fhis way, continuous musical
data can be read out from the discrete parts. In addition,
Iit is possible to carrj out a recording.operation by .
ﬁtilizinglthe recording.area[with-a.high.dégéeEij.'_“’ "'

efficiency.
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position. Character information recorded in U TOC sector ié{s q?ged by
using a character-slot-indicating data portion in the sd ‘Wﬁ? 96 ToC
sector 1. The character-slot- indicating data portion includes sl ot
pointers P-TNAl to P-TNA255 and 255 slots 0lh to FFh pointed to by the
slot pointers P-TNAI to P-TNA255. U TOC sector 2 is used as a data area
for storing mainly a recording date for each piece of nmusic recorded by
the user. The figure or the details of U-TOC sector 2 is omtted. As
descri bed above, for the rewitable nagneto- optical disc 90, disc areas
are managed by. using the P- TOC. On the other hand, other areas such as

recordabl e usepyaripasyd) StoFddg mbv@sesi@f dTusi-e aw 1 neearieas are
managed by using U TOC sector 0. 90 | | August 2006 It is thus obvious

that, byapseVvididgash TEC S£EHK OpaBr WidSleSHSHo 2. Canbl gwaadld afdaef or tracks
recorded on the mni disc 100, division of a track into a plurality of

parts, | heKEPgL08 étP@iEuE@ba@fQ&“@fa@@T&eéﬁgkﬂééi &gl g 1 ncl udi ng
deletion-can be carried out by nmerely wupdating U TOC sector 0. In

“addi tionge by PLoyjding U-TOC sectors 1 and 4, it is possible to carry out
an editing operation of

Let dl (MSB) to d8 (LSB) be 8 :bits composing the
byte of the track mode. 1In this case, the track mode is
defined as follows: |
dl .. 0: Write permitted; 1: Write protected (Overwriting
and editing are prohibited)

.d2 - 0 A copyright exists; 1: No copyright exists.
d3 .. 0: Original; 1: first or later generation

_dé <. 0: Audio data; 1: Undefined

d5 and d6 .. 01: Normal audio; Others: undefined

d? m.0; Monophonic; 1: Stereo

d8 .. 0: Emphasis off; 1: Emphasis on

Fig. 12 is an explanatory diagram;showing'the
formét of U-TOC sector‘l. U-TOC sector i is a data area.

. for storing Characteré describing the name of éach track
managed by U~-TOC sector 0 and the name of the disc itself.

A pointer portion of U-TOC sector 1 includes
pointers P-TNAl to P—-TNA255 associated with the recorded
tracks. The pointers P—TNAl‘to.P—TNAQSS each point to an-
.S;byte~glotlin a slot_portion. .Thus, ﬁhe‘slot pc;?ion.

includes 255 slots 0lh to FFh. .In addition, the slot =
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cataloging a string of characters representing a disc title an strin
of cha?ac?ers reprgsenting t he nane gf each ?rack. I n tHgA“'gUStdzo86 °
~recordi ng/reproduction apparatus 20A, when the mini disc 100 is nounted on
the recording/reproduction unit 25, first of all, the MD control unit 21
reads out TOC information fromthe mni disc 100 and stores the :
information in a specific area in the buffer nmenory 30. Thereafter, the
TOC information in the buffer nmenory 30 is referred to in recording,
reproduction and editing operations carried out on the mni disc 100. It
is to be noted that, in operations to record content data (or a track)

ont o the poirtiiofli 9¢s50@nandaedi b saotr 86K RhLeAQYar e¢oLded gnuthesmni disc,
100, the U-TOC sectors are updated by updating the U-TOC information 91 |

I A t 06 My , f . i
ugust £200 Uai'é@agt%(c§é9rfd1é %g%}ﬁpﬁgtiﬁga{%%? i ed B, &, a

predeterm ned point of tine, the ormation stored in the

purfer meaphy AQ LamdryLlensbackopntocthe § aLodi#6.400nb0 update the

U-TOC on the mni Isc 1 . Auf hentrcati on 0CEeSssS condition for

transfer/recordi (check-o0 of , cont data to.the ' .
recofding/reprog§g¥i§% g%%a%% e 6188 Fbn 4B 2l 8o ' B recording

a disc title and a track name as character information
-w?itten in ASCII codes.
For example, a slot pointed to.by the pointer pP—
TNAI is used for recording a string of characters entered
by the user for the first track. In addition, a slot may
include a link pointipg to another slot. Thus, if a
gtring Qf characters entered by the user for a track
exceeds 7 bytes (or seven characters), the string of
characters is stored in a plurality of slots linkéd with
each other by such linksi
It is to be noted that tﬁe 8 bytes of the slot 00h
~are used as a special area for recording the name of the
disc. ‘This'slqt is pointed to by none of the pointers P-
"TNA (%) .
The pointer P-EMPTY of U-TOC sector 1 is also used
- for managing unused sloté.
It is worth noting that, much like U-TOC sector 1,
U-TOC sector 4 is also used as a data area for storing
'Character information entered by the user. The charactéﬁ--

:information may be a name assigned to a piece of music
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.20A and into the mni disc 100 in an unencrypted state as gﬁfscHhﬁgd
earlier in the explanation of the SDM data paths, the rid

aut henti cati on process carried out by the personal conputer 1 for the
~recording/reproduction apparatus 20A nust be OK, The authentication
process is processing to verify that the recording/reproduction apparatus
20A is a valid apparatus permtted. to carry out an -operation to record
the content data in an unencrypted state. The authentication process is
carried out for a recording/reproduction apparatus connected to the
connection unit 11 of the personal conputer 1 besides the

recor di ngte@prdetiahy othappanatdss 2208 sconfiand ngst fcbhe-r&Mestapdard. It
is to be noted that the connected -recording/reproduction apparatus 20B

supposed 4 q&oH of g |s i ARGU o %Q@Q.OEOUUW%CSQ%ktSEa@daUdTbé al so

subjected to a process to confirm.that the connecte

recordi ngdd@UONGHd Qb FRAUALYS o 2(}@# & recording/reproducti on appar at us
20B truly conformng to the SDM standard. |f the connected

recor di ng/ r epr oG Q3 agp%b@tgac%8§ g. goﬁggd o%OQgQEQ%%a? %gg gggltruly

"standard is not confirmed as a recor [ réeproducti

SO o1 U o SIS AELL, o0 SIS 2001 006, o3P Ded
,TQC sector 4 includes the attribute of character codes in
addition to data stored in U-TOC sector 1 shoan in Fig.
.12. The attribute -is recorded at a predetermined byte
position.

Character information recorded in U—TOC sector 4 1is
.@anaged by using a chafacter—slot—indicatiﬂg.data portion
in the same way as U~TOC sector 1. The character-slot-
indicating data portion includes slot poiﬁters P~-TNAL to
P-TNA255 and 255 slots 0lh to FFh pointed to by the‘slot
_pointers P-TNALl to P-TNA255.

- U-TOC sector 2 is used as a data area for storing

| mainly a recording date for each piece of music reaorded

by the user. The'figure ar tﬁe details of U—TOC sectar'z
‘ia omitted. |

As described above, for the rewrifalale magneto—
optical disc 90, disc areas are managed byidsinj the P-
_TOC.- On the other hand, other areas such as recordable
user'areaa for storing pieces of musiczand free.areas.are !

managed by using U-TOC sector 0.
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recording/reproduction apparatus 20B is a valid recording/ ion
appar atus 20A. The. authentication process provi ded by tﬁgfﬁgﬁﬂagﬁﬁe IS

carried out by adoption of an authentication technique based on
unsymmetrical encryption (or public-key encryption) In the wunsymretrical
encryption process, an encryption key is different froma decryption key.
Let reference notation Db denote data before the encryption process,
reference notation Ke denote the encryption key, reference notation Kd
denote the decryption key and reference notation C denote encrypted data
obtained as a result of the encryption process. In this case, the
encryption procdss isi shexpobssedsbyhaef epgngectofahyon-foc E(Ker Db) and a
decrypti on process of decrypting the encrypted data Cto 93 | | August 2006

obtai n t lfe wirter enety pt icon fdgudaPions derotedchy ES&@E@@&eonnﬁﬁét'on Db =
(Kd, C. Here, the encryption key Ke and the decryption key Kd are

ref err edntimiagiiacpaion ,0l1ike¥s onOde af tthexkeysoi s pﬂﬁ§§ingfd Las a public
key whereas the other key is kept in a predetermn ned as a secret

key. 1n phgtayt NeRkiieat benaPpacessadanethRedLel oup gt he, publ ic key, which
- is one of the encryption key Ke and the g %ryptlon ﬁgy Kd, is denoted by
‘ referenc%dﬂ%&%b‘Qﬁcﬁudlng deletion can be carried out by merely

~updating U-TOC sector 0,

In addition, by providing U-TOC sectors.l and 4, it
is possible to carry out an editin§ operation of |
Catalogihg a string of characters representing a disc
title and a string of characters representing the name of
each track.

In the recording/reproduction apparatus ZOA; when
the mini disc 100 is mounted on the
recording/reproduction unit 25, first of all, the MD
.control unit 21 reads out TOC information from the mini
_dlSC 100 and stores the 1nformatlon in a spec;flc area in

~the buffer memory 30. Thereafter, the TOC information in
the buffer memory 30 is referred to in recording,.
Areproduction and editing Opérations carried out-on the
ﬁini disc 100. | |

It is to be noted that, in operations to record
‘qqntent data (or a track) onto the mini aisq 100 and edit

-_':a track already recorded'on'the mini disc 100, the U—TOC

~sectors are updated by, updatlng the U-TOC lnformatlon
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whereas the other decryption key used as the secret key .is den Sg by
reference notation S. For the case described above, in ﬁﬁéx 20
recordi ng/ reproducti on apparatus 20A, the decryption processing unit 28
" (or the system control unit 32) is holding the encryption key Ke and the
~decryption key Kd as a public key P and a secret key S. The authentication
process is typically started by a conmand transmtted by the CPU 2 of the
primary~.. recording-nmedi um apparatus (personal conputer) 1 to the system
control unit 32 of the recording/reproduction apparatus 20A to nmake a
request for an authentication process. Then, in accordance wth .the.
command, apreaeysshgredli ke ome shbfmrimedgy 3B is carried out between the
CPU 2 (primary-recording-medi um apparatus (personal conputer)) and the
system controlThem| 82 a Predetermined -poirt .of time,. the-- | | August
2006 (recording/reproducti'on apparatus 20A). The aut henti cati on process is

. started WiphaBedprOeESSi NYESnd ti o Shotde Sy HRMBAHIOlndiidy 32 of the
recordi ng/ reproducti on apparatus 20A transmts the public key P hel d by

‘the decryptionwpiOess hark Wiito 28d il diRQY SYRl LU thdy way of the
communi cation unit 26. It is to be noted that the public key P is a key _

~ known byu-the &Ei@j@é%ﬁiﬁ%ﬁ@grmﬂl um apparatus 1 Thus, if the

'7. Authentication Process
As a condition for transfer/recording (check~ouf)
of content data to the recording/reproduction apparatus
20A and into the mini disc 100 1n an unencrypted state as
descrlbed earlier in the explanation of the SDMI data
"~ paths, the result of an authentication process carried
out by the personal computer 1 for the
recording/reproduction apparatus 20A ﬁust be CK- The
_authentication process is processing to verify that the
. Yecording/reproduction apparatus 20A is a valid apparatus
'-permittedlto carry out an operation to record the content
data in an unencrypted state. |
.Thé authentication process is oarried out for a
'récordiog/reproduction apparatus.cOnnectod to the
connection unit 11 of the personal computer 1 besides the |
recording/reprodhction apparatus:20B conforming to the
 SDMI Stéﬁdard It is to be noted that the connected

frecordlng/reproductlon apparatus ZOB supposed to conform-
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‘recordi ng/ reproduction apparatus 20A and the prinary- recqhging%gﬁgiun1
apparatus 1 recognize the sane key as the public key P, e si ng
‘does not have to be carried out. Wien the CPU 2 of the
“primary-recordi ng-medium apparatus 1 receives the public key, the
aut henticati-on process is continued to processing S2 to generate a random
nunber r. Then, in the next processing S3, the random nunber r is ‘
~transmitted to the recording/reproduction apparatus 20A. Then, in
processi-ng S4; the systemcontrol unit 32 of the recording/reproduction
apparatus 20A encrypts the random nunber r by using the secret key S held
by the deckypt5DNIPEOSRSSTA0:HINALs28sh9] GeRed at® £nsrodiad data E (S, r).
Subsequently, in processing S5, the encrypted data E (S, r) is transmtted

to the pebABEYm! €8t dtRE-cOPnéctedUBdss 2005/ rdpdidiiB@pparatus 1. Then, in
processing S6, by using the public key P, t1he CPU 2 of the

pri rrary-a.gggfsg'tag-@@@iyén.@ppéééﬁalf»n&/réﬁfé.aﬂma&xh%p?ﬁyé‘a{fdzdhﬂa E(S 1)

received fromthe recording/reproduction apparatus 20A. The processing S6

s thus 8rOeeryhiommMigCes SLEX MM - Biad P 1F (He Lbomdiseguently. in

- processi ng t he ransom nunb r generated in the processing S2 is

Conparedr@éé?diﬁﬁ?reproduction apparatus 20B supposed to conform
: to the SDMI standard is not confirmed as a
recording/reproduction apparatus 20B truly conforming to
the SDMI' standard, the authentication procéss described
below is carried out to verify that the connected
recording/reproduction apparatus ZOB is a wvalid
'recording/reproduction apparatus 20A.
Tﬁe.authentication'process provided by the
embodiment is carried out by adoption of an
~ authentication technique based on unsfmmetrical
encryption {or public-key encryption). In the
fungymmetrical encryption process, an encryption key is
idifferent from a decryption key. Let reference notation
 bb7den0te data before the encryption prdcess, reference.
.notatipn Ke denote the encryption key, reference hotation
Kd dénote the decryption key and reference.notation C
denote encrypted data obtained as a result pf the
- enCryption process. In this case, the encryption prQCess.
is expressed by reference;notétion C = EV(Ke,~Db):and_a:7

decryption process bf-decrypting the éncrypted data C to-
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decryption result D (P, E (S, r)) obtained in the processing S6. If the
public key P and the secret key S are a correct pair ofliévg?“@ﬁgﬁresult
of the conparison should show that the decryption result D {P, E (S, r))
is equal to the random nunber r. Thus, a -conparison result indicating that
the decryption result D{P, E (S, r)} matches the random nunber r
confirnms that the recordi ng/reproduction ,apparatus 20A holds a correct
secret key S for the public key P. In this case, the authentication
process goes on fromthe processing S8 to processing S9 in which the
recordi ng/ reproduction apparatus 20A is authenticated as a valid

connect i ebtpant Ree. pkk-thergpipani aanar sult Hadbeatesy thatetdig-e decrypti on
result DJP, E (S, r))does not match the 96 I | August 2006 random nunber

1, on thaocekhebnhdnd- bhegaut hentication process goes on fromthe
processing S8 to processing S9 in which the secondary-recordi ng- medi um

apparatus is dgteem pgd éﬂcpﬁp‘@génaké(ﬁllit(g %@“ﬁ%@&ﬂﬁ{é%‘?{ 1{%“ an |

apparatus allowed to receive an SDM conten generating  an

authent | gal Lon eefUkteql Lot hE LeSULE OF £06s AUIGNtILa4I0] Biogess
- described above indicates. that e connected apparatus 1s
.disclosed as a public key whereas the other'key is kept
in a predetermined mémber as a secret key.
| In the authentication process described below, the
public key, which is one of the encryption key Ke and thé
-decryption key Kd, is denoted by reference notation P
'V_Whereas the other decryption key used as the secret key
is denote& by reference notation S. For the case |
described above, in the recording/reproduction apparafus
20A, the decryption processing unit 28 (or the system
control ﬁnit 32) is holding the eﬁcryption key Ke and the
decryption key Kd as a public key P and a secret key S.
The authentication process is typically started by

a command transmitted by the CPU 2 of the prima;y;u--
recording—medium appafatus (personal computer) 1-to the
éystem control unit 32_of the recording[reproduction

_ apparatus-ZOA to makg a request for an authenticatioﬁ
process. Then, in accordance with the command, processing
-like one shown in Fig. 13 is carried out betﬁéen the CPU
2;(pfimary—recordingwmedium apparatus (personal

| ¢0mputer))'and the system control unit 32
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a valid recording/reproduction apparatus 20A, on the g? han%@ %
primary-recordi ng-nmedi um apparatus 1 recognizes that on SELY4P?i ons for
alllowing a transfer of an SDM content to the connected apparatus is
,satisfied. 8. Content Encryption Techni que The recording/reproduction
apparatus 20A and the recording/reproduction apparatus 20B in the data
transfer system provided by the enbodi mrent each correspond to a device at
the bottom of the tree structure shown in Fig. 1. The follow ng
description explains a typical inplenentation of the encryption. structure
like the one shown in Fig. 1 in the data transfer system Fig. 14 is an

expl anat Qegcdraghamespovidngtdoh | oppofatreontent . data and keys. 97 11 August
2006 Wen content data Mis distributed fromthe external content server

91 to the personpk SQPREHE!cdtidl pAsdadd i1y, s@tdaNSNigsion unit for the
content data CTI includes E (CK, A3D) , E (KR, CK) and an EKB. The

transms keeegghh&ﬁldiﬁt&hbeﬁeéhéo ,g@@ RELSONA T GRS oft e be stored

in the is a resul encrypti content data A3D by

b h
/lis' no 2 fgg%g%ﬁéﬂ%&oﬂg@%@n&mr%&@ f@Ptf&M@s Lt %%a%dc y the

key P held by the decryption proce531ng unit 28 to the
personal computer 1 by way of the communication unit 26.
It is to be noted that the public key P is a key known by
‘the primary-recording-medium apparatus 1. Thus, if the
:recording/reproduction appératus 20A and thé'primary—
recording—medium apparatus 1 recognize the same key as
the public key P, the processing 1‘does not have to be
carried out.
| When the CPU 2 of the primary-recording-medium

apparatus 1 receiveé the bublic-key, the éuthenticatibn
process is continued to processing S2 to generate a
”random number r. Then, in the ngxt processing 83, the
random number r isrtrénSmittéd to the
recording/reproduﬁtion apparatus 20A.

Then, in processing S4, the system control unit 32
of the.recording/reproduction apparafus 202 encrypts the |
random number r by ﬁsing-the secret key S_held by the
'deqryption processing unit 28 to'genérate encrypted datar

. E {5, r). Subsequently,.ln prdce551ng S5, the encrypted

data E (S, r) is transmltted to the prlmary—recordlng—. N
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A3D) is the piece of nusic to be actually distributed. E (KR i S-a
result of encryption of the content key CK for decryptiHﬂ“&%%éﬁ%ppypted
-content data by using the root key KR explained earlier by referring to
Fig. 1. The EKB is an enabling key block explained earlier by referring to
Figs. 1 to 3. As is obvious fromthe description of this enbodi ment, the
EKB is information used for updating the root key KR Pieces of content
data CT1l, CT2 and so on are each distributed as a set including E (CK,
A3D), E (KR, CK) and an EKB,, and each stored in the HDD 5 al so as a set
as shown in Fig. 14. Content data is transferred fromthe personal

conput er medtiamt hppaesondi hg/ r epr oducti on apparatus 20A or the
recordi ng/ reproducti on apparatus 20B also as. a set 98 | August 2006

i ncl uding E (CKThédD)in tdesIagane, agy BKB A aecohdance pist b a
predeterm ned procedure. As described above, the recording/reproduction

appar at ugsh80épangd &heth8ces tha) L BREOLYLAY Al SRR ApSra 1308 £ach correspond
to a device (or a ternmnal) explained earlier by referring to Fig. 1. A

| eaf | D gataygtrtochbeent LGOS NGALEPE og%ct%ogéggés@é@# ﬁﬁ&?%ﬂé assigned to

the recording/reproduction apparatus A uni que to the

recordinﬁé&@P&QQ&P%éﬁ?béﬁE%qéﬁLﬁbﬁ%&%%ﬁ% 20A. The processing S$6

.is thus a decryption process expressed by D {P, E (S, r)}.

Subsequentiy, in'proceSsing 57, the ransdm_number r
“generated in the processing S2 is compared. with the |

~decryption result D {P, E (S, r)}Aobtained in the
processing S6.

If the public key P and the secret key S are a
éotrect pair of.keys, the result of ﬁhe comparison should
éhow that the decryption resﬁlt D {P, E (S, r)} is equal
-to the random numbef r; |

| Thus, a comparison result indicating that the
decryption result D {P, E (8, r)}‘matches the random
number r confirms that the recording/reproductipn
apparatus 20A holds a correct secret key $ for the public
key P. In this cése,_the aﬁthentication process goes on
- from the processing S8 to piocessing.s9 in whiéh the .
_ recgr&ing/reproduction apparatus 20A is authepticated as -
‘a valid connection partner. |
If the comparison result:indiéates~that the
._dédxyption fesult D.{P, E,(ér r)}:ddes not matech the

96




assrgned to the recording/reproduction apparatus 20B. In__each of the
recordi ng/ reproduction apparatus 20A and the recordlng/ﬁéﬁVEHﬁ@p
apparatus 20B, DNKs (Device Node Keys) are stored. \Wen the
recordi ng/ reproduction apparatus 20A or the recording/reproduction
apparatus 20B receives a content-data.set fromthe personal conputer 1,
the content data is decrypted before being stored in the secondary
recordi ng medium (or the content data is stored in the secondary recording
mediumin the unencrypted state). In the case of the
recordi-ng/ reproduction apparatus 20B, conformng to the SDM standard ‘the

encryptedamdnhenhmdakarlsode@hﬁpbedeﬂhﬁanahetﬁén&@ﬂﬁeﬂ@i@ati@nreprOdUCed
In the case of the recording/reproduction apparatus 20A, the encrypted

content gabaeks d66kyBhedr8R knk ﬁﬂaeégsﬂQGsaWa@n%wee%D&%%g data is

recorded onto the secondary recording nedium As own in the figure, in

processi ng 481d8CEKB! sbBRaBRGIYRLELEALABL: Al Appdidels of 2l | 2
decryption process is carried out by uSing the stored DNKs and the

recel vedaRkBrhonganebabe Aokog! vkeya B lben: of heat g k%ﬂrg{gbt ained as a

result of the decryption process IS use
o generateabESrﬁgﬂgeQilgﬁgdC%o receive an SDMI content), generating

an NG authentication. result.

If the result of the authentication process
described above indicates_that the connected apparatus is
a valid recording/reproduction apparatus 20A, on the
other hand, the primary-recording-medium apparatds 1

_ recognizes that one of conditions for ailowing a transfer
of an SDMI-content to. the connected.apparatus is

Asatisfied.

8.-C0ntent Encryption Technique
Tae record%ng{reproduction apparatus 20A and the
| ;ecording/repreductidn apparatus 20B in the data transfer
- system proyided by the embodiment each correspond te a
device at the bottom of tne tree structure shown in Fig;

e Thé.fellowing description exblains a typical
implementation of the encryption structure like the one 1
showﬁ in Fig,_l in the data transfer system.

Fig;.14.is an explanatery diagram showing_a_floydof

eontent data and kejs.
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Then, the content key CK obtained as a result of the proiess tQ &gcrypt E
(KR CK) is used to decrypt E (CK, A3D) to generate the lddHeBH208at a” A3D.
. For the recording/reproduction apparatus 20A, the DNKs and a procedure for
decrypting the encrypted content data are explained concretely by
referring to Figs. 15A and 15B as well as Fig. 16. Assune a key tree
structure shown in Fig. 15A. A leaf ID of SETO and a | eaf key of KOOO are
assigned to the recording/reproduction apparatus 2DA. In this case, the
DNKs stored in the recording/reproduction apparatus 20A have pi eces of
information shown in Fig. 15B. First of all, the DNKs include the leaf ID
SETO. The DNKs "Bi%¥b qaidiande ddie |GHf ke iisomdbuleal [friomAffest 2006 The
ot her pieces of information included in the DNKs are information on node
keys on ee¥mindetomerentheeteaf KeytKAOR aratadrslr aempkenerKR ,asnshown in
Fig. 15A. That is to say, the other pieces of information are information
on node keysuadGGwnct KQassmieddias drhig rfmot tHeey-dfRdartselafta T@lput it in
detail, the node keys KOO and KO as well as the root key KR have been
encrypt edityludes Ig) (dte, lz2e0f) kay HEQOd®f airel kel MKest orRd. *As shown in the
- figure, the encrypted node keys KOO and KO as wel | as :
transmission unit is distributed to the personal computer
1 to be stored in the HDD 5.
E (CK, A3D) is a result of encryption of content
data A3D by using a content key CK. The content data A3D
is data compressed by the ATRAC3 techniﬁue. Thus, E (CK,
A3D) is the piece of music to be actually distributed.
E (KR, CK) is a result of encryption of the content
key CK for decrypting the encrypted content data by using
the root key KR explained earlier by referring to Fig. 1.
The ERB is an enabling key block explained earlier
by referring to Figs. 1 to 3. As is obvious from the
description of this embodiment, the EKB is information
used for updating the root key KR.
Pieces of content data CT1l, CT2 and so on are each
distributed as a set including E (CK, A3D}, E (KR, CK)
- and an EKB, and each stored in the HDD 5 also as a set as
shown in Fig. 14.
Content data is transferred from the personal

computer 1 to the recording/reproduction apparatus 20A or

l_ the recording/reproduction_apparatus'ZOB also as a set




the encrypted root key KR are listed as follows: E (KOOO lﬁ g 5@6KOOO KO
and - E (KOOO, KR) By using the information included in tﬂé 4 6DNKs

t he recordi ng/ reproduction apparatus 20A decrypts the encrypted content
key E (KR, CK) and the encrypted content data-E (CK, A3D), which are
received fromthe personal conputer 1. To put it in detail, the

recordi ng/ reproduction apparatus 20A first. decrypts E (KOOO KR) by using
the |eaf key KOOO to produce D fKOOO, E (KOOO, KR)j, which is the root
key KR. Then, the root key KR is used to decrypt the encrypted content key

"E (KR, CK) to produce D (K-R, E (KR, 101 I | August 2006 CK)}, which is
the cont eptik@yn&ke kipral Aymthg @@@t efk) keyg O, i Skaisgfl to decrypt the
encrypted content data E (cK to produce D {CK E (CK, A3D)j, which

i's the cgatgenRtizHata, AP apﬁrg@?fé}ﬁe g 3151*?: ELayhowever, the root key KR and

t he node keys are not fixed a or a variety of reasons, they

e E L SR B ol VRS AITER G e ot ent
. apparatus 20A and the recording/reproduction apparatus
'20B each correspond to a device (or a terminal)'explained_
earlier by referring to Fig. 1. A leaf ID unique to the
.recording/reproduction apparatus 20A is assigned to the
‘recording/repréduction apparatus 20A whefeas arleaf D
unique to the recording/reproduction apparatus 20B is
assigned to the recording/reproduction apparatus 20B. In
each of the recording/reproduction apparatus ZOA an& the
recording/reprodﬁction apparatus 20B, DNKs (Device Node
Keys) are stored.
When the recording/reproduction apparatus 20A 0r 
fhe recording/reproduction apparatus 20B receives a
content-data set from the personal”cqmputer 1, the
_content data is decrypted before being stored in the
Isecondéry recording médium {or the content daté is storéd-
in thejseéondarj recording medium in the unencrypted
state). In the case of the récording/reproduction
apparatus 20B;confofming to the SDMI standard, the
Encrypted content data is decrypted when the content data.
" . is reproduced.  Ip the case of the recording/répréduction-

apparatus 203, the encrypted conteﬁt'data'issde¢rypted_
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root key KR as described above, the root key may be charslged for ch
content data. For exanple, a nusic distribution enterpri A‘lﬁ’fﬁﬁ?gﬁ’ t he
root key KR fromcontent to content to strengthen protection of copyrights
in some cases. Since the root key KRis variable, an EKB is al so
transmtted at the sane tine as described earlier so that an authorized
devi ce is-capabl e of obtaining the changed ~root key KR Assune that, for
encrypted content data E (CK, A3D), a content key E (KRI, CK) encrypted by
a changed root key KRl and an EKB are received as shown in Fig. 16. The
EKB includes E (KO, KR ), which is the updated root key KR encrypted by
a node keyhKOthe dantenthelatst e thmtorddie ampdatiec: seatorkeyyKR 102 - - -
------- 11 August 2006 encrypted by a node key KO can be decrypted only by
devi ces owrmarg e meatieikey KO, As shown in Figs- 15A and 15B, only
devices with leaf I1Ds SETOto SET3 are capable of obtaining the updated
root key KRI. |fAsoshpwinhdn dee qaguiayi ng eakekB3nSETO apdr 951 need to

know t he wupdated root key- KR, the EKB needs to include E ( ., KRl),

whi ch i's tthe amdatatd oo deert MR rLnared HK11USLNgeargpdikay KOO
process 1is carried out by using the stored DNKs and the
received EKB to generate a root key KR.

Thén, the root key KR obtained as a result of the
aeCryption process is used to decrypt E (KR, CK) to
generate the content key CK.

Then, the content key CK obtained as a result of
the process to decrypt E (KR, CK} is used to decrypt E
(CK, A3D) to generate the content data A3D.

For the recording/reproduction apparatus 203, the
DNKs and a procedure for decrypting the encrypted conteﬁt
data are explained conqretely by referring to Figs. 15A
and 15B as well as Fig. 16.

Assume a key_tree structuré shown in Fig. 15A. A
:leaf ID of SET0 and a leéf key of K000 are assigned to
‘the recording/reproductién'apparatus ZUA:

In this case, the DNKs stbred-in the 
‘recqrding/reproduction apparatus 20A have pieces of
information shown in Fig. 15B.

-_First_of all, the DNKs_include the leaf ID SETO.

_The DNKs also include the leaf key K00O.
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As expl ained earlier by referring to Fig. 15B, the DNKs(%tored in the
recordi ng/ reproduction apparatus 20A include E (KOOO K )A%ﬁzﬁO?KOOO,
KO, which are respectively the node keys KOO and KO encrypted by using
-the | eaf key KOOO. The DNKs al so include E (KOOO, KR) which is the root
key KR encrypted by using the |leaf key KOOO |In the above-described state,
the procedure to decrypt content data A3D is described in steps (1) to (4)
which are shown in Fig. 16. Step (1) Since the received EKB is the
encrypted updated root key E (KO KR ), the node key KOis first obtained
fromthe DNKs. That is to say, the encrypted node key E (KOOO, KO is
decrypted by usiThg thbekepfickey oKODREfbLOmpEOEHCEnO (B KOO h&KO) J, which is
the node key KO 103 | | August 2006 Step (2) Next, the node key KOis

used for DS wrki ngfokeaencny phedodpdated pAOL KEYhEnEKPeeKRie included in
the EKB to produce D fE (KO, KRI)J, which is the updated root key KRI.

Step (3)1chifekepdaved waat tkey rKBk Qeyakﬁegs?§héwnﬁ§ﬁukig9f1%@? decryption
process of the step (2) is used for decrypting the encrypted content key E
(KR, CKynte ieredus8yD kEe( KRherOK)beesWhECh, EShlies SONLEOt key -CK.
| information on node keys K00 and K0 as well as the root
key KR itself. To put it in detail, the node keys K00 and
K0 as well as the root key KR have been encrypted by
~using the leaf key K000 before being stored. As shown in
the figure, the encrypted node keys KQO and K0 as well as
the encrypted root key KR are listed as follows:
“E (K000, X00) |
E (K000, KO) and
E (K000, KR)
By using the information included in the stored
DNKs, the recording/reproduction apparatus 20A decrypts
the encrypted content key E (KR, CK) and the'encrypted
content data~E-(CK,‘A3D), which-are received from. the
;persqnal computer 1.
| To put it in detail, the recording/repfoduction
apparatus ZOA first decrypts E (K000, KR) by using the
leaf key K000 to produce D {K000, E (K000, KR)}, which is
the root key KR. |
Then, the rootkeleR‘is used to_de¢rypt the

 ¢@crypted content key E (ER,.CK) to produce D {KR, E (KR,
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Step (4) The content key CK obtained as a result of the decryption process
of the step (3) is used for decrypting the encrypted cort HEuRL090 E (CK
A3D) to produce D (E (CK, A3D)j, which is the content data A3D. In
accordance with the procedure descri bed above, the recording/reproduction
apparatus 20A is capable of decrypting the encrypted content data and
storing the content data onto the mni disc 100. In the case of the
recordi ng/ reproducti on apparatus 20B, on the other hand, in an operation
to reproduce content data recorded on the secondary recording nedium in
an encrypted state, the procedure described above is executed to decrypt

t he encr (! éd ¥BAcanisdéha tontgehekayeCKeproduced nusic or the like. 9.
Cont ent Check- Quts/ Check-Ins 104 | | August 2006 The foll ow ng
description expFahaslprotesstogtentrked oKtidynide peraomajpeomuter 1 and
the recording/reproduction apparatus 20A to transfer content data from

t he HDD Bnoftyphedpevndaak damputerck, tA3bfetor BLOAGENTN T £EK OdEICt i ON
apparatus 20A in a check-out and to return the content data checked out to

the -recaCHi nBBDRPL OdHEENODs apRAr 8bnserD Aabegkat® the HDD 5 in a check-in.
In actuality, a plurality of check-outs and check- ,
' As described earlier, however, the root key KR and
the node keys are not fixed all the time. For a variety-
of reasons, they are changed. In the case of.a data
- transfer systemrin which the content key CK is
transmitted in a state of being encrypted by using the
root key KR as déscribed above, the root key may be
changed for each content déta.
For example, a music distribution enterprise
changes the root key KR from content to content to
. strengthen protection of copyrights in some cases. Since
-the root key KR is variable, an EKB is also transmitted
at the same time as described earlier so that an
authorized device is capable of obtaining the changed
root key KR. |
.Assume that, for enciﬁpted content data E (CK, A3D),
.é content key E (KR’, CK) encrypted by a changed root key
KR’ and an EKB are rééeived as shown in Fig. 16. The EKB
iqcludes E (KO, RKR'}, which is the updated root key KR’
. ¢n¢rypted_by a node key KQ.

1t is_to be noted that. the updated root key KR’
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ins of content data is carried out in a conmunication se55|on is to be
not ed, however, that only flows in one check-out of contéﬁ¥@ﬁgﬁgoénd one
chieck-in of the content data are described for the sake of explanation
sinplicity. Figs. 17 and 18 are a di agram show ng processing of a
“check-out. In the processing shown in Figs. 17 and 18, control executed by
the CPU 2 enployed in the personal conputer 1 includes steps F101 to F112.
On the other hand, control executed by conponents such as the system
control unit 32 and the decryption processing unit 28, which are enployed
in the recording/reproduction apparatus 20A, includes steps F201 to F215.
It is toepernoted bhag nodenkeni KAt cean besdeonypsedi oplenent ed by executing
a variety of control conmands 105 | | August 2006 and issuing responses
to the cdmviokscommandsth&heodéekdy oKo . ofac it idatr ri.oned iamd he HDD 5
- begins with a step F101 shown in Fig. 17. At the step F101l, the CPU 2
.issues albBqueslyfdevibesswsth DéaBNIDAUSPEO! LEMETN HOCESSalbLet he
recording/reproduction apparatus 20A. That is to say, an

aut hent i ofit bbBashehy tEONEHP@ALEQMFBHE kSytRRNSM1id @f 150 thie

recordi ng/ reproduction apparatus, 20A. |In response to'the

~aut hent i gatie8ssharingontsipl ips seTO and SET1 need to know the

| updated root key KR}, the EKB needs to include E (KOO,
KR"), which is the updated root key KR’ encrypted by
u31ng a nod key K00,

As explained earlier by referring té Fig. 15B, the
DNKs stored in the'recording/reproduction apparatus 20A
include E (K000, K00) and E (K000, KO0}, which are
fesPectively the node keys K00 and K0 encrypted by using
the leaf key R000. The DNKs also include E (K000, KR),
which is the root key KR enciypted by using the leaf key
K000,

In the above-described state, the procedure to
decrypt content data A3D is described in steps (1) to (4)
,whiéh are shown in Fig. 16.

Step (1): Since the received EKB is the encrypted
updated root key E (KO,'KR'), the node key KO0 is first
.obtained'from the DﬁKs. That is to say, the encryptéd
.nodé key_E (K000G, KO) is decfypted by uéing the leaf key
K000 to produce D {E”(KOOO, KO)}{-Which is the node key

 K0‘. R S o o -
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- command, the recording/reproducti on apparatus 20A inforns_ the personal
conputer 1 of an approval of the start of the authenticaﬂﬂdﬁ%ﬁﬂé@ggs at a
step F201. That is to say, an authentication-start response commuand is
transmtted to the personal conputer 1. Then, at a step F102, the personal
-conmputer makes a request for a leaf ID. At this request, the

recordi ng/ reproduction apparatus 20A transmts a stored l|eaf ID at a step
F202. It is to be noted that the personal conputer 1 exanmnes the leaf ID
of the recording/reproduction apparatus 20A connected to the personal
conputer 1 in this way to determ ne whether or not the

recor di ng/ r epr oSluep i 02) appasat, ush0Adde adrvampanat ugechaddg a valid | eaf
ID. 106 I | August 2006 Then, at a step F103, the personal conputer 1

transni t eanyfEKBnd Oth€ OB €RYp €d dupdbt 68 FSot A dg £ t L;edl,sf@ﬂaf)ed hereafter,
to the recording/reproduction apparatus 20A. Wen the

recor di ngh&epaeduct | Ome apparad Lﬁrg@&ergcpév%}% K}B’ vf,}il_{étli P§ al I., at a

step F203, the recording/reproduction apparatus 20A stores the version

number ofnéhep&kBed redsr & Rt®- 3) ., Then, at the next step F204, ‘the
recordi ng/ reproducti on apparatus 20A uses

Step (3): The updated root kéy KR’ obtained as a
result of the decryption process of the step (2) is used
'for'decrypting the-éncrypted content key E (KR’, CK) to -
produce D {E (KR, CK)},.wHiCh is the content key CK.

Step (4): The content key CK obtained as a result
of the decryption process of the step (3) is used for
deérypting the encrypted content data E (CK, A3D) to

- produce D {E (CK, A3D)}, which is the cohtent data A3D.

In accordance with the procedure descfibed-abdve}
the recqrding/reproduction apparatus ZOA is capable of
decrypting the encrypted content data and storing the
content data onto the mini disc 100..

In the case of the recording/reproduction apparatus -
20B, on the other hén&, in an Qperation to reprodﬁce_

;content data recorded on the secéndary fecording médiﬁm
;n an encrypted state, the procedure described above is
éxeduted to decrypt the encrypted content data to

generate repfoduced‘music or the like.

"_ 9. Content Check-Outs/Check-Ins
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the received EKB and the stored DNKs for executing the steps (%h and (2)
of the procedure shown in Fig. 16 to obtain a root key KR Aust 2086 cont ent
data, and stores the root key KR Subsequently, at the next step F205, the
-recordi ng/ reproduction apparatus 20A-inforns the personal conputer 1 that
~the root key KR has been obtained. Inforned that the processing to obtain
the root key KR has been conpleted, at a step F104, the personal conputer
1 issues a control command maki ng a request for a start of the actual
check-out session to the recording/ reproduction apparatus 20A. At this
request, the recording/reproduction apparatus 20A transmts a response
comand i ndi catThg ol hppioyalieotripeisequestiaifiorpioséasingf the actual
check-out session at a step 107 | | August 2006 F206. It is to be noted

that thi sarespansetcoymand bersbnsuedomput&8PONSLdt enéhe control command by
carrying out the authentication processing explained earlier by referring

to Fig. #8cofaifgscepbeduetibheipphPatii® PHRCESSEAISAOM bk 0. 13, the
~_recording/ reproduction apparatus 20A not conformng to the SDM standard
is autheahtgateemt ene d@HBT §1 HE VHETHEF s Oha NOLoh e &L£CPT dL NGLL eproduct i on
7 fecording/reproduction apparatus 20A in a check-out and
to return the content datg checked out to the
recording/reproduction apparatus 204 back to‘the‘HDﬁ 5 in
‘a check-in. |
In actuality, a plurality of check—outs and cheék—
ins of content data is carried out in a communication
_session. It is to be nofed{ however, that only flows in
one check-out of content data and one check—in of the
‘content data are described for the sake of explanation
simﬁlicity.
" Figs. 17 and 18 are a diagram showing processing of
‘a check-out. In the processing sﬁown in Figs. 17 and 18,
control exeéuted by the CPU 2 employed in the personal
'computerll includes steps flOl to FilZ. On the other hand,
‘control executed by components such as the-system control
unit 32 and the decryption processing unit 28, which are
employed in the recording/reproduction apparatus 203,
includes steps F201 to F215. |
| o LIt is to_be‘nOted that a commﬂnicationHSQSSioﬁ_is..f:

implemented by_executing a variety of control commands -
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apparatus 20A is an ‘apparatus allowed to decrypt the ‘encrypted caontent
‘data and store the content data onto the secondary recoﬁ&#ﬁ@mﬁéﬁﬁﬁnlin an
unencrypted state. |If the result of the authentication process is NG the
check-out session is of course aborted, though the abortion of the
‘check-out session is not shown in Fig. 17. Next, at a step.F105, the
personal conputer 1 transmts an encrypted content key E (KR, CK), which
is related to the content data to be transmtted thereafter, to the
recordi ng/ reproduction apparatus 20A. Receiving the encrypted content key E
(KR, CK), the recording/reproduction apparatus 20A executes the step .(3)
of the prodeduseishowrsponbeg. td6tht aosteplF2Bimadls.the step (3), the
stored root key KR is used for decrypting the encrypted content key E (KR,

CK) to 108 | | Pugushe2RObutpsodeseréhe §9nLestokey K tHdaibp & the next
step F208, the personal conputer 1 is informed that the decryption

process begpheduwtent heseept enh1keNof hasyhgengompletigd, Ala step F106,
t he personal conputer 1 transmits a record-object control comrand to the

recor di ngdpepr eHUCkPaN2apRaGALUS 20AuLOrPEQXT f6o LpLormpkign on a content
u

to be checked out hereafter to the“recordi ng/reproduction apparatus 20A

The fOrn@ﬁtﬁén%@@aﬁ?SﬂrHEQQEEQtt&ogﬁéOieggggfﬂgféépfoduction

apparatus 20A. That is to say, an authentication-start
contrbl command is transmitted to the
.fegording/reproduction apparatus 20A.

In response to the authentication—start control
éohmand, the recording/reproduction apparatus 20A informs
the personal computer 1 of an approval of the start of
the authentication process a£ a step F201. That is to gay,
‘an authenticatiog—start response command is transmitted
to the personal computer 1.

Then, at a step flOZ, the personal computer 1 makes
a fequest_for a leaf ID. At this request, the

+ recording/reproduction apparatus 20A transmité a stored
leaf ID at a step_FZbé.
| It is to be noted that the personalrcomputer 1
:gxamines the leaf ID of the recording/reproduction
‘apparatus 20A connected to the personal computer 1 in
this way to determine-whether'or-ﬁot the
ﬁecording/reprodﬁction.apparatus 20A isaan a§paratus.

“having a valid leaf ID.
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shown in Fig. 19. The size of the record-object control ommand, i s 30
bytes. The record-object control command is a command iéid@ﬂmﬁﬂmpﬁe
personal conputer 1 to informthe recording/reproduction apparatus 20A (or
20B) of information on actual content data to be transferred in a

communi cation session of a check-out. As shown in Fig. 19, the format of
the record- object control conmand includes 'Record object' as an

operation code. In addition; the format also includes information bits
such as a conmunication result (result), an identification code of the
comuni cati on object apparatus' (destination list ID), a track nunber for
a check-out coihent oh. at htepeEdAdar yheepordongl nedhpirténew obj ect
~position. nunber), a content-data type (content type), the format of the
cont ent dakasmitshenpEKBafpr189ntehtAdgusat @RO6h fecesdbag nedi um (downl oad
format track attribute), the attributes of the content in the secondary

recor di ngramedieume(it hackatfode) , ta €nat eatodat Ag) eagtbadépnsent size) and a
bul k data I ength of the content data (bulk data size). The format of the
content dgbaritusheopri mary recordi ng nmedi.um (downl oad format track
attribute) is a conpression technique of content data to be transmtted

fromthe RDD 5 @Rgni tBebiécsd Al nGPriftdadse LON G A S20n
o receives the EKB, first of all, at a step F203, the
recording/reproductién apparatus 20A stores the version
nﬁmber of the EKB (refer to Fig. 3). Then, at the next
'_étep F204, the recording/reproduction apparatus 203-uses
the received EKB and the stofed DNKS for executing the
steps (1) énd (2) of tﬁe procedure shown in Fig. 16 to
obtain a root key KR for'the content data, and.stores the
root key EKR.
Subsequently, at the next step 5205, the
recording/reproduction apparatus 20A informs the personal
- computer 1 that the root key KR has been obtained.
Informed that‘the processing to obtain the root kéy'
KR has been completed, at a step FiO4, the personal |
computer 1 issnes é control cémmaﬁd making a réquest for
::a start of the actual checkhout session to the
-recording/reproduction apparafus 20A. At this request,
_ﬁhe ;ecording/reproduction apparatus 20A transmits a
'”ffgsponSe cémmanqhindicating an approval bf the feéuest-.-

for a start of the actual check-out session at a step
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conpressi on techni que, which is adopted when the content gata iﬁ gutput to
a transmssion line, and its bit rate. The attri butes of 14 #2H00 i n the
secondary recording nedium (track node) is a specification of a
conpression technique, which is to be adopted when the content is recorded
onto the mni disc 100 and other attributes such as an attribute

speci fyi ng nonophonic or stereo. The specified conpression technique is
typically either ATRAC, ATRAC3 at 132kbps or ATRAC3 at 66 kbps. It is to
be noted that, though not shown in Fig. 17, the recording/reproduction
apparatus 20A transmts a response conmand to the personal conputer 1 in

- responsef£86the record-object control comand transmtted by the personal
conputer | at the step F106. Fromthe notice transmtted at the step F208-
to .110 | | Aufusis 20060¢e i mali edt ehaonph et | ssminddhedeenydptison process to
obtain ,the content key CK and fromthe response command transmtted in
responseisouetieinecespombs ecd tloat cohtrsbnemithnd gy pelweialg canput er | '
recogni zes that preparations for reception and decryption of content data
have beenheoaptkteticdtide pesesss Ngs repsDducdd ®hApRAF a3ws 20A, Thus, the

flow of the check-out goes on to Pl representing a step F107 shown in Fig.
18. At thesersigp, téheigontent data is transferred to the
| As described earlier, in the processing shown in
Fig.'iﬁ, the recording/reproduction apparatus 20A not
éonforming to the SDMI standard is authenticated to
‘determine whether or not the recording/reproduction
apparatus 20A is an apparatus allowed to decrypt the
. encrypted content data and store the content data onto
 ,the secondary recording medium in an unencrypted state.
If the result of the authentication process is NG, the
chgck—out session is of course aborﬁed,.though.the
Aabortion of the che@k-out éession is not shown in Fig. 17.
‘Next, at a step F105, the personal computer 1
transiiits an encrypted content key E (KR, CK), which is
.Felated-to the content déta to be tiansmitted thereafter,
té the,recording/reproduction apparatus 20A.
Receiving the encrypted conteﬁt key E (KR, CK), the
A :ecording/reproduction épparatus 20A.execu£es the step
~ - {3) of the procedure shown in Fig. 16 at a step F207. At
. ;£he step (3),-the.$to;éd roof key_KR.is ﬁsed‘fqr | |
. decry§tiﬁg.the:encrypted c§nt¢nt key E (KR; CK} to

108




recordi ng/ reproduction apparatus 20A. To be nore specific, . content data E
(CK, A3D) encrypted by the content key CK is transnitted! 285489t her

- hand, the flow of the check-out in the recording/reproduction apparatus
20A goes on to R representing a step F209 shown in Fig. 18. At this step,
the content data E (CK, A3D) which has been- transferred fromthe personal
conputer .1 is received. Then, the step (4) of the procedure shown in Fig.
16 is executed to decrypt the encrypted content data E (CK, A3D) by using
the content key CK and to store the content data A3D obtained as a result
of the decryption process onto the mni disc 100. Furthernore, a content

| D.is gepevated thencdheentunksgrypt edreaont et 1 dext step F208,----- 11
August 2006 When the processes to transfer a piece of content data (such

as a pi eeReOpetiShe) E60Pputle pPeisondtosRbPULIRst | tRddidOorfpesd the content
data onto the mini disc 100 are conpleted, it is necessary to update the

U TCC oprbbessl 8b g8aud@0thl 0BEnNRY 1y @espdd bedeatddeiecddie U-TCC
recorded on the inner circunference portion of the mni disc 100 is used

for managi ng t her st alfeanth fOd Adressem A SALLIATK £ SHEhAS gach piece
of music and other information. In an
- record-object control command to ‘the
reﬁording/reproduction apparatus 20A to provide
information on a content to be checked out.hereafter to
the recording/répréduction apparatus 20A.

The format of the record—dbject contfol command is
_éhown in Fig. 19. The size of the fecord—object control
command is 30 bytes. The record-object control command is
a command issued by the_personal computer 1 to inform the
reqérding/reproduction apparatus 20A (or 20B) of
information on actual content data to be transferred in a
‘pommunicationrsession of a check-out.

As éhown in Fig. 19, the format of the record-
kébjéCt control command in¢ludes ‘Record object’ as aﬁ
opgration code. 1In édditibn; the format also includes
_information bits suéh as a communication result (fesult),

- an identification code of the communication object
:abparatus'(destiﬁation.list ID), a track number for a
check-out cpnten£ on the secondary recording meaium (new

. §pject.poéitiqunumber),lé'coﬁtenﬁ—data_typef(content

'   type}, the format of.thé gonteﬁﬁ data.in the primary
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operation to reproduce a track, the track's addresses on % di sc 100

are obtained fromthe U-TOC. In this enbodi nent, homeverllévw?ﬁezﬁglnt of

time the process to record the content data onto the mni disc 100 is

. conpleted, only the U-TOC stored in the buffer nenory 30 is updated at a
step F210. That is to say, the U TOC on the mini disc 100 is not updated

- right away. Wien the process to update the U-TOC in the buffer nenory 30

is conpleted, a record-object response command is transnitted to the

personal conputer 1 at the next step F211. At this point of time, the

processing to wite the piece of content data is conpleted and the content

|D genepateddiay hbaicAniapimdata abrkhe %trs@kFBQ%rhﬁutéﬁp%ﬁed to the
personal conputer,|. 112 | | August 2006 The format of the record-object

responsea¢@FBideks o rSRAVNCbALEL Y- lgothéssébgﬂﬁak$ FL8ordPngthe. format of
the record- object response conmand with a size of 62 bytes i ncl udes

'Record gRheGh (2$alR ﬂB@é?t'ﬁnccSHgSnt' Eiaﬁgdi&h B (06 %9%@12

includes information bits such as a comuni cat on resu resu i , an

Cidentifi gai anpgogeqnt, | gggﬂrrs@ntﬁgt 80 0Bl oL 20PRL 2 g, ¢dest nal T on

list ID, atrac nunD chéec cont en secondary

elze). : '

The format of the content data in the primary
recording medium (download format track‘attribute) is a
compression.technique of content data to be transmitted
_From tne HDD 5 and its bit rate as well as content data’s
compression technique, which ie adoptedfwhen the content
data is output to -a transmission line, and its bit rate.

The attributes of a content in the secondary
recording medium (track mode) is a specification of a
compreseion technique, which is to be adopted when the
COntent is recorded onto the mini disc 100 and other
attributes such as an attribotespecify?ng monephonic or;
stereo. The specified compression technique is typically

either ATRAC, ATRAC3 at 132 kbps or ATRAC3 ét 66 kbps.
It is to be noted that, though not-shown in Fig. 17,
the recording/reproduction apparetus Z0A trenemits a
response command to the personal computer 1 in response
rto the record- ob]ect control command transmltted by the 7
.eapersonal computer 1 at the step F106.

From the notlce transmltted at the step F208 to
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recordi ng nmedi um (new obj ect position nunber), a content- q$ta %%Bﬁ
(content type), the format of the content data in prinaﬂ} WY g nmedi um
(download format track attribute), the attributes of the content in the
secondary recording medium (track node), a content-data |ength (content
size) and a bulk data Il ength of the content data (bulk data size). In the
case of the record-object response command, the format al so includes a
session-data field with a size of 32 bytes. This field is used as an area
for reporting the content ID generated by the recording/reproduction
apparatus 20A to the personal conputer 1. Thus, such- a record-object

r esponseiadinaind rcempsetiobyofhehrederdiypyhioeppoduessonoappasahus 20A to
report the conpletion of the transfer of the content data and the 113 |
August 208€& coontehtkéd CB &hd peosobnk eespuhee dombna Step F108, the
personal conputer 1 carries out processing on a content-ID table in

accor danteanshiittbe inotésponiet b6 €nat eBtol®-oR$et| boherdescribed |ater,
the 'processing is carried out to associate a content 1D generated by the

per sonal cemmphiler tie aper apRENdeSmbatbRe1 £ORLERL zEdat enstored in the HDD 5
with the content ID generated by the recordi hg/reproducti on apparatus 20A

~at . the gtepaF2PPons for reception and decryption of content data T
| have been completed at the recording/reproduction
k apparatus 20A4 Thus, the flow of the check-out goes on to
Pl representing a step F107 shéwn in Fig. 18. At this
step, the content data is transferred to fhe
:;ecording/reproduction apparatus 20A. To be more specific,
content data E (CK, A3D) encrypted by the content key CK
. is transmitted.
On‘the other hand, the flowrof the check~out in the
iecording/rgproduction apparatus 20A goes on to Rl
-.representing a step F209 shown in Fig. 18. At this step,
the content data E (CK, A3D) which has been -transferred
ffpm the personal computer 1 is received. Then, the step
{4) of the‘procedure shown in Fig. 16 is executed to
- decrypt the encrypted content data E (CK, A3D) by using
'.the content key CK -and to.store the content-data A3D
-obtained as a result of the decryption process onto the
mini disc 100.
Furthermo;erté ¢Qntent:ID is.generated_ﬁrom the

unencrypted content data. .
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Next, at a step F109, the personal conputer 1 transmts check- out
contr ol connang to the recording/reproduction apparatuslgdﬂﬁuﬁﬁoﬁﬁe next
step F110, the personal conputer 1 updates the usage rule for the content
‘data because of the check-out of the content data. To be nore specific, a
content right is changed by decrenenting the nunber of allowable
check-outs for the content data by 1. At a step F212, the

- recording/reproduction .apparatus 20A carries out processing of an actual
.check- out requested by the check-out control command. To be nore
specific, the U-TOC on the mini disc 100 is updated to put the recorded
content data i nWwhenephedpebbkesskate. trhkAsEhrSaWBYeca HEJRbntSnt eproduce
content data is given to the secondary recording nedium 114 11 August

2006 |t dagat dshenngked phake af. muBak)tickBm kRet PereepLEnt data's track
node in U-TOC sector O, the bit dl has been set at 1 to put the content

data in aowputer prehactsdrstata. tWheBohRenpr A5eSSHAYLt PruPdase the U-TCC
for the 'check-out is conpleted, at a step F2 a check-out response

13
comand K$st-r apsnhi-ke petsonal Lpformthat the
processing%to ugda%g ?ﬁ%ﬁiF?%%'f%? Q?hgggﬁggé?gquhggd%gén£€%ngleted.

TOC on the mini disc 100 right away.

As describeé earlier, the U-TOC recorded on the
inner circumference portion of the mini disc 100 is used
for maﬁaginé the start and end addresses of each track
such as each piece of music and other information. 1In an
7operatiog to reproducé a track, the track’s addrésseé on
 the mini disc 100 are obtained from the U-TOC.

| In this embodiment, however, at the point of time
.- the process to record the content data onto the mini disc
100 is completed, only the U-TOC stored in the buffer
menory 30 isrupdated at a step F210. That is to say, the
~U-TOC on the mini diéc 100 is not updated right away.
| When the process to update the U—TOC,in the buffer
memory 30 is gompleted, a record-object response command
-ié transmitted to the personal computer 1 at fhe next
. étep-lel; | |
N At this poiﬁt of'timé,'the processing to write the
 pie¢e of content data is completed and the content in .
' ._ geher$f§d_fq£.ﬁh¢ éontent”data at th§'step1?209 is
;répqpted.to the'bg:éonal cémputgr.l; T
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At this point of tinme, the check-out or the transfer of a contené right is
conpleted. Fig. 21 is an explanatory di agram show ng t he 11 #enit

check-out control command and Fig. 22 is an explanatory dlagran1shomnng
the format of a check-out response command. The check-out control conmmand
has a size of 25 bytes and the check-out response command has a size of 17
bytes. ~As shown in Fig. 21, the check-out control command i ncl udes
information bits such as 'Check-out' as an operation code, a conmuni cation
result (result), an identification code of the comunicati on object
apparatus (list ID), the track nunber for a check-out content on the
secondary recorBiegfemediuno { objecteposd tdiohedtinbedporlskd dormaAlgUSs 2006

and an encrypted session key (DES CBC (Ks, 0)). As shown in Fig,. 22, on

- the otheshbamdinthbgcheckf out response command includes information bits
such as ' Check-out, as an operation code, a comunication result

~ (result), an identgHdwatipnei £008) Oft HN G HAUFUNCRH0R o LRigect appar at us
~(list ID) and a track nunber for t'he  check-out content on the secondary

recor di ngbj@e Uﬂsﬁ&%@céorﬁlﬁ’éﬁ&'@{‘tﬁ%hﬁiﬁe 4F gesarided Abqyk.s the

. check-in control comand is

"Record object’ as an operatlon code. In addition, the
format also includes information bits such as a
communication result (result), an identification code of
the communication object apparatus (destination 1list ID),

@ track number for a check-out content on the secondary
recording medium (new object p051tlon number) a content-
data type (content type), the format of the content data
in‘primary recording medium (download format track
attrioute), the attributes of the content in the
secondary recording‘medium (track.mode), a content~data

" length (content size) and a bulk data length of the

-content data (bulk data size).

In the case of the record—object:response command,
the'format also includes a session-data field with a size
'7 of 32 bytes. This field is ﬁeed as an'area for reporting
the content.ID generated by the recording/reproduCtion
apparatus 20A to the'personal computer 1. |
Thus, such a record—object response command is used
;;by the recordlng/reproductlon apparatus :20A to report the_ :

: completlon of the transfer of the content data and the
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transmtted by t he personal conputer 1 to the recording/re rodyct i on

~apparatus 20A and, as the check- out response conmand isl @d from
the recording/reproduction apparatus 20A to the personal conputer l,to
indicaté conpletion of the check-out, at a step FlIIl, the personal

conputer 1 transmts a control conmand requesting an end of the session to
the recording/reproduction apparatus 20A. At a step F214, the
recordi ng/ reproducti on apparatus 20A transnmts a response comand
approving the end of the session to the personal conputer 1. At a step
F112, the personal conputer 1 transmits a control command to end the

aut hent i cattentstat €ot bhe heer s@cal deoagpueprotluct i on apparatus 20A. In
response to this control command, the recordi ng/reproduction apparatus 20A

116 - - - ----- At-a-step-F108, AllgriSpe 2988a1 téaHSids B dasPanseonmand to
approve the end of the authentication state to the personal conputer 1 at a

step F2pbocéésihigSonohntoRferitVED BalSEHUERCE-SraBRIN LRt ions for
i npl ementing the check-out is ended. It is to be noted that, if a plurality

of cont enbeicBayENEhd EOHMON: ravt kay Ane %e%%@:x%tedbia@rr ylgpg out  the
connunlcatlons descri bed above, it is necessary.only:

" processing is carrled out to associate a content ID
generated by the personal computer 1 and appended to the
content data otored in the HDD 5 with the content ID
generated by the recording/reproduction apparatus 20A at
the step F209. | | |

Next, at a step F109, the pérsonal computer 1

-transmits a checkhout control command tortho
-'recording/reproduction apparatus Z204A.

At the next step F110, the personal computer 1
‘ updéteo the usage rule for the content data oecause of
'othe check-out of the content data. To be more specific, a

coﬁcent right is changed by decremenfing the‘number,of
| allowable cheékéouts.fo;'the conténtwdata by 1.

At a step F212Z, the recording/roproduction
'iapporatus 20A carrios out procesoing of_an actual check-—
- out reduested by the check-out control commaﬁd. "To be
" more specific, the U-TOC on the mini disc 100 is updated

to put therrecorded content data in-a reproducible state.
fIn this- way, a: rlght to . reproduce content data.ls glven

to the secondary recordlng medlum
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to repeat the steps F105 to F108 and the steps F207 to Fi 1 for ch of
t he second and subsequent contents. |f successive cont ent gFﬁzgﬁ?ferent
EKB versions nust be transferred continuously, an EKB al so needs to be
transferred along with each of the contents. Next, the check-in processing
is explained by referring to Fig. 23. In the processing shown in Fig.
23,control executed by the CPU 2 enployed in the personal conputer |

i ncl udes steps F101 to F156. On the other hand, control executed by
conponents such as the systemcontrol unit 32 and the decryption
processing unit 28, which are enployed in the recording/reproduction
appar atus 20A, foclsdes bstepsed20dat 0 F250hatAlSind N dhithease, a

comuni cation session is inplemented by using a variety of control

commandscafdedt ddials|tAugrshoddObn varbetyedfor apponse worm@nds generat ed
in response to the control commands. Also in the case of a check-in,

processi Rls bashUskNGat he &4 bt ofn@ncavtdentdLat igp Prpcess. a transfer.

of an EKB and a search for a root key is carried out in the same way as

the checkrgut-gegcsided above. To be nore specific, pieces of processing
carried out at steps F101 to F103 and F201 to F205 are the sanme as their

When the processing to update the U-TOC for the
cﬁeék~out is cpmpletéd, at a step F213, a check-out
tesponse command is transmitted to the personal computer
1 to inform that the procegsing to update the U-TOC for
rfhe check—out has been completed.

At this point of time, the check-out or the
transfer of a content right.ié completed.

Fig. 21 is an explanatory diagram showing the
format of a check-out control command aﬁd Fig. 22 is an
explanatory diagram showing the format of a check-out
response conmand.

The check-out control command has a size of 25
bytes and the check—-out response dommand has a size of 17
bytes. |

-As shown in Fig. 21, the check-out confrol ﬁommand
- inecludes information bits such as ‘Check-out’ as an
operation code, a cdmmunicatiop résult (fesult), an
.identification code_of_the communication object apparatus
 (list im, thé_tréck:ﬁumber_fqr é checkfout_chtent én_"'.

the secondary recording médium {object position number)
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counterparts shown in Fig. 17, making it unnecessary to epeat
expl anation. At a step F150, the personal conputer traﬁ%ﬁ% googontrol

- command nmaking a request for the start of a check- |n session to the
recordi ng/ reproduction apparatus 20A. In response to this control conmmand,
the recording/reproduction apparatus 20A transmts a response comuand at
a step F250. it is to be noted that, also in this case, the authentication
processi ng expl ai ned earlier by referrlng to Fig. 13 is carried out. .If
the. result of the authentication processing carried out on the
recordi ng/ reproducti on apparatus 20A is OK, the requested che(k-in session

is startedd &m ¢hisypradesesd hivopekSPNE@ET ARt gis 1 oykes. a request for the
ID 118 | | August 2006 of content data to be checked in at a step F151.

For exanple, the pgisenaln Garpuizer, bnt LABSBithe ra hbhaACK thknbaeckaf the
content data to be checked in on the mini disc 100 to the

Fecor di ngat epsOskied & OFormPRRd af s 2k IR ith 18 o] §IUSStsf Q] e content 1D,
At this request, first of all, at a step F251, the recording/reproduction

appar at uscgOA L QLB 2] é&g%ﬁéﬁa%n th:»d@etahecronﬁ{urﬂQ}aﬁl% %:%(alff ed content

data (or the
{result), an identification code of the communication

~ object apparatus'(list ID) and a track number for the
check-out content on the secondary recording medium
{object position number). |
As described above, the check~in control command is
transmitted by the personal computer 1 to the
reCordiﬁg/reproduction apparatus 20A and, as the check-
'6ut response command is transmitted froﬁ the
recording/reproduction apparatus 20A to the personal
computer 1 to indicate-completion of the check-out, at a
step Fi11l, the'personal computer 1 traﬁsmits a control
CQmmand réquesting an end of the session to the
recordiﬁg/reprodu;tion apparatus 20A. At a stép F21l4, the
 recording/réprdductioﬁ apparatus 20A transmits a respénse
command approving the end of thé session to the ﬁersoﬁal- 
.éomputer.l.
At a step F112, the personal compﬁter 1 transmits a
control command to end the authentlcatlon state to the
frecord;ng/reproduqtlon apparatus'2OA“~_Iﬁ:?esponse_tO this_

cbﬁtrql-commapd, the recprding/reproduction apparatus 20A3
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specified track) is content data that can be checked in The judgpent can
be formed by examning the wite-control flag (or the dﬂ”ﬁqgﬁﬁ(@ﬁe track
nmode) recorded in the U- for the track. Content data is determ ned to be
content data that can. be checked in if the content data has been recorded
on the mni disc 100 as a result of a check-out and has not been edited on
the mni disc 100. When a check-out shown in Figs. 17 and 18 is carried
out, the dl bit of the track node recorded in U- TOC sector O of the mini
disc 100 for the content recorded on the mni disc 100 as a result of the
check- out is set at 1 as described earlier. The dl bit is used as a wite

control ftragshdatst hereepaheat comaandeto oappheval fihe dise dPOts a result of
the check-out. 119 | | August 2006 To be nore specific, the dl bit is the

so-cal | edudheheipaeiest stheg td the Ppénioslh B Cosisl st ﬂthﬁnﬁ éfep
concretely, an editing process such as del etion, division

concat engpingn is prohibited for a track with the dl bit set at 1. That is
to say, no editing process such as deletion, division and concatenation

can be carried Qutep QN & A Wikl the s@q;;@nce e %ﬁ&nu\{s{.iitcg%&tonrsegar dto

whet her the secondary- recordlng medi’'um apparatus is t
for implementing the check-out is ended.

It is to be noted that, if a plurality of contents
héving a common root key are checked out by carrYing'out
rthe communications described above,'it is necéssafy only
to repeat the st-éps F105 to F108 and the stepsr F207 to
F211 for each of the second and subsequent contents.

If successive contents with different EKB versions
ﬁust be transférred continuously, an EKB also needs to be
transferred along with each of the contents.

Next, the check-in processing is exblained by
referring to Fig. 23.

In the processing shown in Fig. 23, control
executed by the CPU 2 embloyed in the peréonal computer 1

includes steps F101 to F156.° On the other hand, control

executed by comﬁonents such as the system control unit 32

“and the'decryption processing unit 28, whiéh are employed
in the recording/reproduction apparatus 204, includes
steps F201 to F257. |

. ~~ Also in this_CaSe,:a cqmmunicatién'Sessiq#tisttf-j[”

‘impleménted by using a variety of control commaﬁdéfand'a
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conventional m ni-disc recorder, that has been becom ng R ul ar t he
present tine, or a mni-disc recorder used as the recor di ﬁﬁf uction
apparatus 20A. In actuality, however, the dl bit for a track recorded on
the mni disc 100 nounted on a mni-disc systemis not set at 1
-automatically. Thus, the dl bit is information clearly indicating not only
prohi bition of an editing process for the track, but also a content
checked out fromthe personal conputer 1. If the dl bit indicates that the
content data to be checked in is content data obtained as a result of a
check-~out or content data that can be checked in, at a .step F252, the ID
of the cHﬁFéﬁFngfar¢%9®m%@a¢@@naﬁ®spm@neratednmneﬂ&aggnse(mnuﬁhn IDis
conputed at this point of time, or an already conputed and stored content
IDis l120ontrophugesna®d®6 read out. A technique for generating a content
ID will be described |ater. Then, at the next step F253, the content IDis

transmtted to Alw p@rammaba@@npUiercbecmvlms beobesgehed that, if the
content data to be checked in is not content data that can be checked in,

on the bbbeadhamdihd hetaer sonaln COMHES i chdior Hrdme ofy the fact that
~the content data to be checked in is not
transfer of an EKB and a search for a root key is carried
out in the same way as the check-out described above. To
be more specific, pieces of processing carried out at
steps F101 to F103 and F201 to F205 are the same as their
counterparts shown in Fig. 17, making it unnecessary to
repeat their explanation.
At a step F150, the personal computer 1 transmits a
control command making a request for the start of a
check-in session to the recqrding/reproduction apparatus
20a.
In response to this control command, the
_;recerding/;eproduction apparatus 20A transmits a response
command at a step F250. -
It is to_be noted ehat, also in this case, the
_ authentication processing explained earlier_by referring
:to_Fig. 13 is carried out.
- If the‘resalt'of the authentication processing
carried out on the recording/repreduetion apparatus 20A
iia OK, the requested check-in sessioh-isfstarted In thls

"case, the personal computer 1 makes a- request for the IiD.
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content data that can be checked in, and an error handIngtg&qﬁgﬁg i's
carried out thereafter. At a step F152, the personal co f% ¥ | at es
the content ID received fromthe recording/reproduction apparatus 20A. To
be nore specific, the content ID received fromthe recording/reproduction
apparatus 20A is conpared with a saved content |ID, which was generated by
t he recordi ng/ reproducti on apparatus 20A and transmitted to the personal
conputer 1 in a check-out. The saved ID was then stored in the personal
conputer 1 as table data associated with a content ID generated by the
personal _conputer 1. The content IDs are conpared with each other to
assure tﬁgtcnﬁEeEBn@%E% Hatet ehoekedebkert i dten HelSlcor Fest content dat a.
If the result of the collationis OK, at a step F153, an actual check-in
"is requeS¥edPles the pessprabfcempuier | htimmnsmsitNGa dradie rotdberr 121 | |
“August 2006 hand, error processing is carried out. A check-in is requested
at the sPéptieseomyentsiihy ta lehechkedkeddnt reol tdemmend stiewn oo Fig. 24.
Fig. 24 is an explanatory di agram showi ng the format of a check-in control
comrand badtiée gre@srd snaficepxphanat@r Yapbagrtan 230Wnag inke af or mat of a
check-in response command. The check-in control command is 17 bytes in

| engt h request for the content iD.

At this reqﬁest, first of all, at a step F251, the
-recording/reproduction apparatus 20A forms a judgment as
to whether or not the specified content ﬁata (or the

- specified track) is content data that can be checked in.
The judgment can be formed by examining the write—control
~ flag (or the dl bit of the track mode) recorded in the U-
TOC for the track. .
Content data is determined to be content data that
u.cah.berchecked in:if the content data has been recorded
;pn the mini disc 100 as a result of a check-out and has
r‘ﬁdt been edited on the mini disc 100.
:When_a cheék—out shown 'in Figs. 17 énd 18 is

carried out, the dl bit of the track mode recorded in. U-

fOC sector 0 of the mini disc 100 for the content
recorded on the mini disc iOO as a résult of the cﬁeék-
- out is set at 1 as described earlier.
The dl bit is used as a write copfrol flag for the-
 cQﬁtegt recorded pn_the mini disc 100 és“alresult 6f thé _::;_

check-out. .
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and the check-in response command is 25 bytes in length. . _The check-in
control command shown in Fig. 24 has information bits inéﬂéﬂﬁﬁﬂjm eck-in,
as an operation code, a conmunication result (result), a sub-function, an
identification code of the conmunication object apparatus (list ID) and a
track nunber for a check-in content on the secondary recording nmedi um
~0bj ect position nunber). Sub-functions are defined as shown in Fig.  25.
The definitions describe processing requested by the check-in control
command. A sub-function value of 00h indicates that the check-in control
command makes a request for a content ID. The check-in control comand is

thus a command makbagmadrer eguesEiéOr+RE actyed chegks idbiQr|iyrn a
reproduction right granted to the secondary recording nedium A

~sub- f uncirane PR e Ailag Sof @9er ¥eHi -HOWRVE s terh22 by L5 Qugyst 2006  this
val ue can be used in a command during an. act ual check-lﬁ)process. A

check- | n eiicle10MANGARY nAILRBRLAST <UR- 2LUACT LoD, Yal 4y MRkes a T equest

A 1OT1
for peculiar information such as pre-pal or mat on fecorded on the

secondar nd’ eeAllidag aLUT, HolRip3:EHCRK: T 0 £ROLE Ol COMPRNC, DAV ng
anot her sub-function value nerely réquests t fia pre- pal 153t mati on and
'theflikebg% %%%daQUH.angthefsn é £g¥$3§% editing pfocess such as
-deletion, division and concatenation can be'carried-out
on a track with the dl bit set at 1 without regard to
whether the seéondary—recording—medium apparatusris fhe
qonventional mini-disc recorder, that has been becoming
popular at the preseﬁt time, or a mini-disc recorder used
as the recording/reproduction apparatus ZOA.

In actuality, however, the dl bit for a track
recorded on the mini disc 100 mounted on é mini~disc
system is not set at 1 automatically.

Thﬁs; the dl bit is information clearly indidating
ndt only prohibition of an editing pfocess for the.traék,
but also a'contept-qhecked oﬁt from the personal computer
lf : . _

If the dl bit indicates that the content data to be

- checked in-is content data obtaine& as a result of a
) check~out or content data thét can be checked in, at a
.step F252, the ID of the content data is prepared. To put
it concretely, a céntegt-Iﬁ is computed ét_this ﬁdint_of_?

-~ time, or an already computed and stored content ID is
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.request for a check-in ~(or the return of the reproductL@n ri . On the
ot her hand, the check-in response command shown in Fig. 6AW%§ ormation
bits including ' Check- in' as an operation code, a comrunication result
(result), a sub-function, an identification code of the conmunication

obj ect apparatus (list ID) and a track nunber for the check-in content on
the secondary recordi ng nmedi um (object position nunber). In addition, the
check-in response command al so includes an 8-byte field (hash MAC) for
reporting the content ID generated by carrying out HASH function
processing to the personal conputer 1. In the check-in control comrand
transm t teg@Rdhtodthe A $eepnkys8 66rt denehatkngna shomrent b gei2B,bd he val ue
of the sub-function is set at 00h to indicate an actual 123 | | August
2006 chealgsdmiberhedtiest. ID is set at a value specifying the recording/
Teproducti on apparatus 20A. The object position nunber is set .at a value
speci fyi ng the Thaek aunbRe néxthetebherksin epatenitaiy thie yd ni disc 100.
At the next step F154, a usage rule for the content data is updated in
accor dandecasisinti tithe! aleedhel Pee8BhRO! compiaRd; To be nore specific, the

'_ nunber of permtted transfers is increnented by 1.

It is to be noted that, if the content data to be
¢hecked in is not content data that can be checked in, on
the other hand, the personal computer 1 is informed of
the fact that the content data to be checked in is not
'pontent data that can be checked in, and an error
handling process is carrieﬁ out thereafter.

At a step F152, the personal computer 1 collates
 the content ID received f#om the recordiﬁg/reproduction
rapparatus 20A. To be more specific, the content ID -

. received ffom the recording/reproduction apparatus 20A is
cOmpared with a saved content ID, which,was generated by
- the recording/reproduction apparatus 20A and transmitted
to the personal computer 1 in a check-out. The éaved ID
 was then stored in thé personal computer 1 és table-déta
aSsoCiatéd with a content ID generated by the personal
 computer 1. The conten£ IDs are‘compared with each other
: tq-assure that the COntent_data to be checked in is the
»correct content data. If the result of the collation is .
"=1 03£3at_a_step F153f;an_actual'check—in is,requested;'  a

. If the reéultzoﬁ the collation is NG, on the otherf”
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At a step F254, the recording/reproduction épparatus 204 %R%ﬁ&%@ éhe U TCC
data. To put it in detail, the contents of U TOC sector 6 are upgated to

delete the track used as a check-it object fromthe mni disc 100. That
is to say, the track is put in an irreproducible state or a state of
losing a reproduction right. Then, at the next step F255, the check-in
response conmand shown in Fig. 26 is transmtted. At this point of tine,
the check-in or the operation to return the content right is conpleted.
Upon conpl etion of the check-in, at a step F155, the personal conputer
transmts a control conmand naking a request for an end of the session to

the recbhaudngeyepr adteteonimpphs atasr POA odn. response to this control
~command, the recording/reproduction apparatus 20A .transmts a response
comand appr ovihg-hduk-eind iof tdpidsded dt AlgusttePO@E 53segsiierutiagt he
personal conputer 1 at a step F256. At a step F156, the personal conputer 1

transm ts eheckntn otorcorainebnmdid lowequestid.orz4an end of the
aut hentication state to the recording/reproduction apparatus 20A. In

response to thimsi¢Eona als comaladdi®ry SEAHA0/sheRiagduehieon appar atus 20A
transnmts a response comand approving the end of the authentication state
to 'the persoPads COBHES-in oY ERdngmhd and Fig. 26 is an
| | _ explanatory-diagramAshowing the format of a check-in
response command .
The check-in control command is 17 bytes in léngth
and the check-in response command is 25 bytes in length.
The check-in control command shown in Fig. 24 has
information bits iﬁ¢ludihg ‘Check—-in' as an operation
igode, a communication result (result), a sub—fuﬁction, an
- identification code of the communication objec£ apparatus
(list ID) and a track number for a check-in content on
the secoqdary recording mediﬁm (object position number) .
. Sub-functions are definéd as shown in Fig. 25;‘ The
 fdefinitions'describé processing requested by th¢ check-in
control co@mand. |
A sub-function value of 00h indicates that the
‘check~in contrél Command‘makes a request for a coﬁtent_ID.
The cheékuin éontroi command is thus a‘command making a
fequest for_an_actual check—in to return a reproduction
_'.rigﬁt grantedfto the:secqndary_reCOrding medium. .

. A sub-function value of 0lh is reserved. However,
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At this point of tine, the sequence of comunications fgﬁ %he ggﬁgk-in IS
ended. It is to be noted that, if a plurality of content ¢ checked
in by carrying out the comruni cati ons described above, the operation to
verify the content ID and the operation to request the check-in, that is,
the steps F151 to F154 and F251 to F255, need to be repeated for each of
the contents. 10. Ceneration and Managenent Techni que of Content IDs Usage
rules followed in check-ins and check-outs are nmanaged by using content

| Ds for each content. As described before, in a secondary recording mnedium
conforming to the SDM. standard, a format allowing .content IDs to be
recordedtg§5aﬁébﬁéd?a¢hh§,USﬁdainh@ckgmmmmdoduzdm@emmfédtuimnrlthe per sona
conputer | and the 125 | | August 2006 recording/reproduction apparatus
20B conf eharhginoptbeesSDM format are capabl e of identifying content data
used as an object of the check-out or the check-in by using a content ID
- generated by the gescionat canpdercdmmdioVadring Redierar diykg/ r epr oduct i on
apparatus 20A - for a secondary recordi ng nedium such as the mni disc 100,
whi ch ‘hasubeehobeconm @ gnppps| &l ré@icdberPa e BB iRl icapabl e of

identifying content data by using a content |ID generated by the personal
_,conputersﬂchThéspié%paid information recorded on the secondary
recording medium. Thus, a check-in control_command having
another sub-function value merely requests that pre-paid
information and the like be read out and does not make a .
'.request for & check-in {or the return of the reproduction
right).
On the other hand, the check-in response command
shown in Fig. 26 has information bits including ‘Check-
- in’ as an operation éode, a communtication result (result),
a sub—functioﬁ, an idgntificatiqn code of the
commuﬁication object apparatus  (list ID) and a track
number for the check-in content on the secondary. -
recording medium (dbject position numbér). |
In additioﬁ, thelcheck~in response command also
‘inciudes,an 8-byte field‘(hash MAC) for reporting the
o content ID generated by car:yiﬂg-out HASH funétion
processing to the pétsonal computer 1.
In the checkm;n control command transmitted at the
_ﬁgtep F153 of the checkmin shownﬂin Fig. 23, thé Va;ﬁe éf; ,::3 ” :

- the sub-function is_set at 00h to indicate an actual
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because, as a result of a check-out, content data is reggrdedg&g %he m ni
disc 100 including no area for storing a content ID. Ev Ayeu Roan area
is newWly prescribed inthe U-TOC or the |like and a content IDis recorded
on the mni disc 100, the content IDw Il be inadvertently erased in an
operation carried out by a mni-disc recorder of the old type to update
the U-TOC. Thus:, content |IDs cannot be nmanaged. in the mni. disc 100. If
content | Ds cannot be managed in the secondary recording nedium a
check-in is inpossible because content data cannot be collated in the
check-in process even-though a check-out is possible. 'To solve this

pr obl em chfekréror ditkry/iepr oducits aret appar atalsie?Ghveics fyriayi ded with | a
function for generating a content ID fromthe content data itself. 126 | |
August 20eeéordhngddepiroduct adh capiat satiss pzoNi dathd motjketpebsenabnconputer 1
so that a first content ID generated by the personal conmputer 1 can be
conpar ednwibér aisesendatoat eatue | Shgeney at@dehy ¢tha-w ansing/s eproducti on
~apparatus 20A. First of all, a technique adopted by the

recor di nghe epii odkeih 0OforpPRt abnStIROAn il genek aigp a content ID s

expl ai ned. For generation of a content ID of content data, there is
provi-ded means pftOrHeAMSMN Gt F85@BCaMMGage rule for the content
| _data is updated in acéordance with the check-in control
gommand.' To be more Specific, the_number of permitted
fransfers is incremented by 1.
At a Step F254, the recording/reproduction
apparatus 20a updates the U~TCC data; rTo put it in detail,
| the contents of U-TQC sector'O are updated to delete the
track gsed as a check—in object from the mini disc 100.
'That is to say, the track is puf in an irreproducible
state_of a state of losing a reproduction right.
Then, at the next.step F255, the check-in response
command shown in Fig. 26 is transmitted.
At this point‘of time, the check-in or the
operation to return the content right is completed.
| Upon completion of the check—in, at a step FiSS,
the personal}computer 1 transmits é control comménd
making a request for aﬁ.end of the session to the
#ecoxding/reprodnction apparatus ZQAq In response to this
control command, the reco:ding/repr@duction apparatus 20A .

‘transmits a response command approving the end of the

124




process by sanpling particular data in a content-data SHH§$n1iQZ@gdition
to track information and a content |ength (content size) g W8Nt ent
data. Fig. 27 is an explanatory di agram showi ng a nodel representing the
entire content data such as nmusic. This content data is a data streamin a
state of being conpressed by adoption of the ATRAC or ATRAC3 techni que.
The content data has been transmtted by the personal conputer 1 in a
check-out in an encrypted state, and decrypted to produce the data stream
Assume for exanple that points Pl and P2 are set as sanpling points for
the content data, and data of sound wunits (each represented. .a hatched

r ect angl épsisg ogxttoadhed perbanalof-ompatemd lunitt ahasem Fypbcal | ength of 424
bytes. The data of a sound unit thus corresponds to the sound 127 |

-August 2006 unit eaxptepnéiSeartherpdysoriereomgnter A grdhsotaweer, the
data of a sound unit does not have to correspond to the sound unit

expl ai nedoeaarbilecomhaadninaRti ngDai setthestgener ahedndyossing part of the
sanpl ed actual content data. The start. and the end of a content should be

avoi ded astaeh@detitebnaktwheChoatBanpkebgaRAbPtepBod@Etighnce it is quite
wi thi.n the bounds of probability that the start and the end of a content
~are eachappairkedk d8ha. In response to this control command, the '
| recording/reprodﬁction_apparatus 20A transmits a response
command approvihg the‘end of the authentication state to
the personal computer 1 at aAstep F257.
At this poinf of time, the sequence of
 communications for the check-in is ended.
It is to be noted that, if a plurality of contents
must be checked in by carrying out the communications.
described above, the operation to verify the content ID
and the operation to request the check-in, that is, the

Steps F151 to F154 and F251 to F255, need to be repeated

. . for each of the contents.

iiQ. Generation_ahd Management Technigue of Content IDs
Usége rules foliowéd in check-ins and check-outs
are'managed'by using contgnt Ips for each content.
As described‘before, in a secondéry recording
imedium conforming to the SDﬁI_standard,.a format allowing
'lcontent_IDs to_be.regqrded i§-adopted_'_Thus, in:a ¢heck;'

: joﬁt_or a check—in, both the personal computer 1 and the
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In addition, by setting sanpling points at .two | ocations S is tB case
with the sanpling points Pl and P2 described above, thelﬁiﬂﬁﬁﬁﬁw gy of
extracting uni que data can be increased. Fromunique data, it is possible
to generate a content ID having a sufficiently effective function as a
content descriptor. It is needless to say that sanpling points can be set
at three or nore |ocations. Mreover, one sanpling point at a | ocation
other than the start and the end of a content is sufficient. Furthernore,
if the sanpling points PI and P2 are set at |ocations determned in
accordance wth the data length (or data size), instead of being set at

| ocat i ongrecseiddoiddeatrotanddon bppaparttiscabar ceanbentngata, thhe same
content IDis obtained without regard to the nunmber of 128 | | August 2006

tinmes thepedl dolrakbitonref capadnkentt Bensiropaat ednrbhihgugh tbegcontent 1D
is not saved on the secondary recording nedium.if the content data itself

i s recordedanobbtbetSegoRHar ¥neekobdicng rMefUphelbhes 52p% ﬁQﬂ%gné ID can be
calculated at the different point of time. This phenonenon kes it

unnecessabhteat! €005Enauahed HYNLARL pekPofl:t BEmBhPL, djSC 100 used as a
secondary recording medium TO put it concretely, the sampling points P

?nd P2 However, the recording/reproduction apparatus 20A
for a-secondary recording medium such as the mini disc
100, which has been becoming popular for the past years,
is not capable of identifyihg content data by using a
dontent ID generated by the personal computer 1. This is
- because, as a result of a check-out, conteﬁt data is
lrecorded on the'mini digc 100 including no area for
~ st6ring a content ID. Even if such an area is newly
prescribed in the U-TOC or the like and a content ID is
recorded on the mini disc 100, the content ID will Be
inadvertently erased in an operation carried out by a
mini-disc recorder of the old type to update the U-TOC.
Thus/, contént IDs cannot:be managed. in the mini_di%c 100.

If'content IDS cannot be managed in the secondary
redording mediuﬁ, a check-in is impossibie 5ecause
Cpntent data cannot be collated in the check-in process
even-though a check-out is possible.

| “To sqlve this problem, the recordiné/reproduction
- apparatus ZOA is providedlwith‘a'fungtiqn‘forigenérating

é content 1D from the content-data‘iﬁself.
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are set at locations at distances of 1/3 and 2/3 of the qa§ SHﬁﬁ (or the
data length) fromthe end of the content. O course, t hd € are not
limted to the |locations at distances of 1/3 and 2/3 of the data length
fromthe end of the content. For exanple, the locations can be |ocations
at distances of the data length's any fractions- such as 1/2, 1/4, 3/4,
1/5~, 2/5,, 3/5, 4/5, 1/6, 5/6 and so on of the data |length fromthe end
of the <content. A technique to find a content ID fromcontent data by
using a hash function is expressed by using Eq. (1) as follows: Content 1D
CBC MAC (Key hash, 1V, Stream (Pl) Stream (P2) ... (1) In the above
equation, Key hbshaddithtm} nsaicle kéyta 129 prdviAlglsin 2006 peaianalavi ng a
size of 8 bytes. Stream (Pl) is data of a sound group at the sanpling

poi nt Pl copneam (P2p thadahafoksé s6HBEngr o0pgeAbribed sBFpLh&g point P2,
not ati on denotes an operator. of concatenation. Thus, notation Strean1(PI)

Stream ( B2xsohepr esephsea topaat B@a&bﬂﬁaeédtﬁftﬂaéas@éomec&%lé}% group at
the sanpling point PI and the data of the sound group at the sanpling
poi nt P21pTheneoneatiept eHedabaoP@sng/ reproduction apparatus 20A.

First of all, a technigue adopted by the
recording/reproduction apparatus 20A to generate a

 content ID is explained.

For generation of a content ID of content deta,
there is provided means for carrying out a CBC_MAC
process by eampling oarticular data in a content-data
stream in addition to track information and a conteﬁt
length (contenf size) of the content data.

Fig. 27 is an explanatory diagram showing a model
representing the entire content data such as musio. This
‘content data is a data stream in a state of beiﬂg
compressed by adoption of the ATRAC or'ATRACS technique.

oThe content-date has been transmittea by the personal
computer 1 in a chedkeout in an eﬁcrthed state, and
decrypted to produce the‘data.stream. |

Assume for example‘that'points P1 and éz are set as
sampling poiots for the content data, and data.of sound
units (each representedha hatched rectangle) is extracted.

'_;Data of a sound unlt has a typlcal length of 424 bytes

. The data of a sound unit thus corresponds to the sound
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| ength of 424 X 2 bytes. Notation IV is an initial value gf a CBC pode _
‘having a length of 8 bytes. The initial value IVis expﬂ-sﬁﬂﬁyﬁéﬁoéq. (2)
interms of a content length (length) with a size of 4 bytes and 1-byte
track information TrackMbdeByte as follows: IV = [Iength TrackMbdeByte 32
bits padding with zero] ... (2) In this case, the 4-byte content size and
the 1- byte track node included in the record-object control conmmand shown
in Fig. 19 can be used as the content Ilength (Length) with a, size of 4
bytes and 1-byte,track information (TrackModeByte) in Eq.,(2). Such a
content IDis generated by a HASH engine nounted typically on the
decryptionipregpssingd e8rlid8 Y rdBOrtihgAugusig2006 Hwevieacor di ng/
reproduction apparatus 20A_ The initial value I'V computed by using Eq. (2)

i s substihutedtanbe EQsoukd)uhot &58stLEM ke ThE ESERESh A ¢£production
apparatus 20A is capable of computing the initial value IV from

i nformattpe bochddedit Nekpeai £6QT&aPbieFt control command (received at the
step F106 of the check-out session shown in Fig. 17). In addition, prior

to a transfer of &Qntant GRS e de%%%a*{eQ{ btjh%sci%@l %%trtd%tfat?r%n be

‘identified fromthe
-sampled actual content data.

The start. and the‘end of a content shouid be
avoided-as a location at which a sampling point is set
since it is quite within the bounds of probability that
the start and the end of a-centent are each a silent data.
,In additionf by settieg saﬁpling points at two locations
as is the case with the sampling points Pl and P2
-described above, the probability of extracting unique
data can be increased. From unique data, it is possible
to generate a content ID haviné a sufficiently effective
function as a content descriptor. It is needless to say
that sampling points can be eet at three or moxe
'lqcations- Moreover, one sampling point at a location
other than the start and the end of a content.is
sufficient. | |

Eurthermore,,if the sampling points P1 aed-Pz are
set at locations determined in aecordance with the data

.flength {or data size), instead of belng set at locatlons
'iselected -at random, for partlcular content. daﬁa ‘the same

‘Zcontent ID 1s obtalned w1thout regard to the number of"
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“content size included in the record-object control comm Thus
di stances of 1/3 and 2/3 of the content length for locaﬂqﬁﬁ¥“tgpo%he
sanmpling points PI and P2 can also be determned prior to a transfer of
the <content data. Therefore, after pieces of data of the sound groups at
the sanpling points Pl and P2 are extracted followng the start of the
actual transfer of the content data, a content I D can be conputed by using
Eq. (1). For content data recorded on the mni disc 100, the size of the
content data can of course be found fromthe data of U TOC sector 0. Thus,
the locations of the sanpling points PI and P2 can be determ ned. In

addi tiontimes regck ddUeuldeiddest id ddersecor-ivhjgadatcant rol command .
transmtted in a check-out is 131 11 August 2006 recorded as a track node

in U TOGperd@dh Orsd dhatedderp 1M tidd yaldte diV @an Le-draide, from data of
U- TOC sector O by using Eq. (2). Thus, for content data recorded on the

mni di sgecdPPingd REMEN 1P Qan &ﬁmﬁ&%%@éa anYs P nts Afeddreaq For
exanpl e, the recording/reproduction apparatus 20A is capabl e of generating

2 00Nt S | Bh O o LSn RN oo RS HediAld, USRS AmATANSE 1 @ check-ou

as descri bed ove
can be calculated at the different point of time. This

phenomenon makes it unnecessary to record such a conteﬁt
ID on the mini disc 100 used as a seédﬁdary recording
medium.

To put it concretely, the samplingrpoints Pl and P2
are set at locations at distances of 1/3 and 2/3 6f the
‘data size {(or the data length) from fhe.end of the
‘content. Of course,.the locations are not limited to the
locations at distances of 1/3 and 2/3 of the déta length
from the end of the content. Forrexample, the locations

" can be locations at diétances of the data length’s any-
fractions,suéh:asfl/z, L/é, 3/4, /5, 2/5, 3/5, 4/5; 1/6,
5/6 and so on of the daté.length from the end of the
content.

A.technique to-find é content ID from content data
by using a hash function is exprgésed by using Eg. (1) as
follows: | |

Content ID = CBC_MAC (Key hash, IV, Stream (Pl) //

.”j;-étteam_{ﬁ2) o fl}zh : - | L

. in ﬁhe aboveéquation, Key hash is intfihsic.key_.j
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Unl ess the content |ID generated by the recording/reprodﬁgt'on feTele rat us
20A is associated with a content |ID generated by the per conputer 1
and stored in~the HDD 5, however, the content ID generated by .the
recordi ng/ reproducti on apparatus 20A cannot be wutilized properly The
content ID stored in the HDD 5 as described above is generated for content
data by an application running on the personal conputer 1 The content ID
found in advance by this application.includes information unique to the
apparatus (personal computer 1) having a primary recordi ng nedi um such as
the HOD 5, tinme information stored in the HDD 5 and a random nunber. An
exanpl e s teh dEvinet RaEieR g gudyttest-he personal conputer 1 is an ID
unique to the application installed 132 11 August 2006 in the personal
conputer 1. A (Stcead) (Bbht entdeéDrgefiernasedndygtdap atconei ng/ reproduction
apparatus 20A is associated by the personal conputer 1 with a (first)

cont ent . slaDpdémer gpédt BY ,t Beérpemsd®al) denputer of assdesdr gbedpabove as
table data shown in Fig. 28. It is to be noted that the table data
representst tasseemaliapspoiihgue2t onbhatappayat dendseBJad PpbEBEYr recording
-‘medi um such as' the HDD 5.

' ‘of concatenation.

Thus, notation Stream (Pl} // Stream (P2)
iepreseﬁts a concatenation of the data of the sound group
“at the sampling point P1 and'the‘dafa of the sound group
~at the sampling point P2. The concatenated data has a
length of 424 X 2 bytes.

Notation IV is an initial value of a CBC mode
having a length of 8 bytes. The initial valuéHIV is
expressed by Eqg. (2) invterﬁs of a content length
(length) ﬁith a size of 4 bytes and l-byte track
iﬁformation_TfackModeByte as follows: |

Iv = {length // TrackModeByte // 32 bits paddiﬁg
"Witﬁ‘zero} — {2}

| .In this case, the 4-byte content size and the 1-
byte track mode included in tﬁe reéord—dbject control
 commaﬁd shown in Fig. 19 can be used as the content
;length (Léngth) with a size of 4 bytes and.i~byte,track
information (TrackModeByte) in Eq. (2). |

.1': 3;3_ Spgh_a_content Ib is generqted by]a HASH énginé' .:
 1m§uﬁtéd ﬁypicallyoq.the deéryption.prb;eésing;unit 28 §£
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At the step F211 of a check-out session shown in Fig. 18, a recorg-object'
response command is used by the recording/reproduction éﬁdﬁﬁﬁ?&@o OAto
informthe personal conputer 1 of the second content |ID generated by the
‘recordi ng/ reproduction apparatus 20A. Then, the personal conputer 1
carries out .processing on the table data at the step F108. In this
-processing, an elenment of the table data (shown in Fig. 28) is created for
the content data transferred in the check-out. The el enent associates the
first content 1D generated by the personal conputer 1 for the content data
with the second content |D generated by the recording/reproduction

appar at ugh20Aecbetl ihhe repiedoetent agahaaribe2bXpi cle tab € Lata shown in
Fig. 28 consists of three elenents, nanely, first, second and third

el ement syald33 1 lcofp@iald WGJsi%ﬁgcftc{a.SS%i afd Ndids £ EleF M ENIgdD W Lh a

‘second content ID. In managenent of the table data (for exanple,

. recor d/ updgt goknthhe R iir.bvm@er@@%x:@{}f%/nlg%ﬂti%n AHdant, dat a

checked out to the mni disc 100 can y usingits content |D

Thus, chggg-Qgtgaggglecggcgﬁhgétgﬁa bempaged, As, des ipﬁgpabove, t he

“mni disc 100 does not inc an~area tor storing conten Ds. However,

' the information included in the record-object control command-
(received at the step F106 of the check-out session shown
in Fig. 17).

In_addition, prior to a transfer of content data,r
thé length of the content data can be identified from the
content size included in the record-object control
command: Thus, the distances of 1/3 and 2/3 of the
content length for locations of the sampling ﬁoints Pl
and P2 can also be détermined prior to a transfer of the
cdntent data.

Therefore, after pieces of data of the sound groups:
atrthé‘sampling points Pl and P2 are extracted following
the start of the actual transfer of the content data, a
éonteﬁt Ip can be combuted by -using Eq. (1).

For content data_fecorded on tﬁé mini disc 100, the
size of the content data can of course be fouﬁd from the
data of U-TOC sector 0. Thus, the locations of the
Samplipg points_Pl énd”PZ can be determined.
| '5 13 §d§iti§h,_é_tra9k mode included,in_the:rgcordf_f

iject cont:ol_coﬁmand;transmitted in a checkmout-i$  
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rebording/reproduction apparatus 20A is capable of finding a content 1D
for content data stored in the mini disc 100. Thus, wherliAvgustZ88ired to

check in content data back to the personal conputer 1, the personal '
.conputer 1 requests that the recording/reproduction apparatus 20A
transmt the (second) content |ID of the content data. The personal
computer 1 then confirms that the (second) content ID received fromthe
recordi ng/ reproducti on apparatus 20A matches the (second) content |ID
stored as an elenment of the table data shown in Fig. 28 (The second
content ID stored as an elenent of the table data was received fromthe

r ecor di ngacepidsductsi en tappdr atcds 20AUFTOCt BecthecRk- eut thitt BRecoNt ent
data). If the second content [|D received fromthe recording/reproduction
appar at ugn2@Aal3sal hieAUFustn?2®e6 fommticliesmt Aataeeend-coot eattbP st ored as
an element of the table data, the personal conputer 1 carries out a check
.in proceby usingh&qgconient data managed by the (first) content ID. The
above description explains the nmeanings of the pieces of processing

carried out at thessteps EdblentliPea FRE2rEE H25hshown I fdg- 23. By
adoption of such a content-1D nanagenent technique, even for a secondary
recordi ngoopdaUBLAGEnt ID can be found at any point of time.

" For example, the‘recording/reproduction apparatus
ZdA is capable of-generating a content.ID of its own for
 content data used as an object of a check-out as
. described above.

ﬁnless the qontent ib genefated by the
 recording/reproduction apparatus 20A is associated.with a
content ID generated by the personal computer 1 and
stored inithe HDD 5, however, the content ID generated by
“the recording/reproduction apparatus 20A cannot be
utilized properly.
| The content ID stored in ﬁhe HDD 5 as described
;abOVé is generated for content databelan-application
‘running on the pefsonal computer 1. The content ID foﬁnd
-iﬁ advgnce by this application includes infofmatibn
unique to the apparatus (personal computer 1) having a
primary recording medium such as the HDD 5, time
~information stored in the ﬁDD 5 and é random number. An
.;;{gggmple_qf_the_informatipn_unique ﬁq_the_persénal_ |

. computer 1 is an ID‘unique to_thefapplication_installed-.
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conformng to the SDM standard (mni disc 100 and .t he i ke),

possible to properly execute managenent of check-outs aﬂé’%ﬁ@@Qopﬁs t hat
i's, managenent of content rights, in the data transfer system 11.

Acqui sition of Medium Information So far, a check-out and a check-in from
and toa mni disc 100 used as a secondary recordi ng nedi um have -been
expl ai ned. When a check-out froma mni disc 100 used as a secondary
recording mediumis carried out, it is necessary for the personal conputer
Ito acquire -information on the mni disc 100 nounted on the
recordi ng/ reproducti on apparatus 20A connected to the personal conputer 1
i n advanée. th85pkrkoAdgusbm@@06r Ln this enbodi ment, at a point of tine
prior to execution of an actual check-out/check-in, for exanple, at a

poi nt of time the(d@sidi NGHERATHOMIS tdHe APRAT s he20A is connected to the
personal conputer 1 by typically a USB transm ssion |ine, the personal

conput er réc628Lh§3refHbIGOPTHRI £805 PR RE 0SEE S H10x L & ALIULY 8 NfpL mat i on on
the mni disc 10% noﬁnted on tﬁiﬁéecordlng/reproduct?ﬁn apﬁ%ratus 20A.

Thi's progessbigL! SoASBULE ey | B OK TR (P00 LBRe L0 18156 d00cdg referred to

as medi um i nformati on acquisition processing
' by the personal computer 1 as described above as table

data shown iﬁ Fig. 28.

It is to be noted that the table data represents
associations unigque to tﬁe apparatus using a primary
recording medium such as the HDD 5.

At the étep F211 of a check-out session shown in
‘Fig. 18, a record-object fesﬁénse command is used by the

" recording/reproduction apparatus 20A to .inform the
‘personal computer 1 6f the seéond content ID generated by
‘the-recording/reproduction épparatus 20A. Then, the
personal computer 1 carries out processing on'the‘téble

;jdaté at the step F108. Iﬁ this processing, an element of

- the table data (shown in Fig. 28) is created for the
Tgontent data transfer;ed in the check-out. The eleﬁent
associates the first content ID generated by'thé personal
computer 1 -for the content data with the second content
iD generated by.the'recording/reproduction apparatus 20a
fqr the same conteﬁt data |

The typlcal table data shown in. Flg 28 con51st5 of -

 three elements _namely,-flrst, second_and th;rd elgments,
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The. nmediuminformation acquisition processing is explained by referring
to Figs. 29 and 30. In Figs. 29 and 30, pieces of proceééfﬁ@ﬁﬁﬁogéeps F180
to F188 are <carried out by the personal conputer | by execution of
application software driving the personal conmputer 1 to function as a data
transfer apparatus. On the other hand, pieces of processing of steps F280
"to F286 are carried .out by the systemcontrol unit 32 enployed in the
recordi ng/ reproducti on apparatus 20A. Wien the nmedi uminformation
acqui sition processing is carried out at a point of time the
recordi ng/ reproduction apparatus 20A is connected to the personal conputer
1, for exaohlassatizbengtapfFis80, comeenpersonath competatd .dordtraansnits a
request for exclusive 136 | | August 2006 control to the recording/
reproductbon apparatus 20A_ In this case, an exclusive log-in control
command shown in Fig. 31 is transmtted to the recordi ng/reproduction

apparat us 20A. THheéngxecifinte dOGH 1Ml @ateonrand dxaghides a  sub-unit
type and a sub-unit 1D, which indicate a control-object apparatus, as well

as a prigeedydfibehded ofn trdi gmb i M0 Bheriontd o odLy elomphiigeeXc! usive 1 og-in
control command prevents or restricts the ‘recording/reproduction apparatus
20A from&efdyt a@lchecked out to the mini disc 100 can be
managed by using its content ID. Thus, check-outs and
check—ins can be managed.
As déscribed above, the mini disc 100 dces not
.inclﬁde an area for storing content IDs. However, the
recording/reproduction apparatus 20A is capable of
‘finqing-a content ID for content‘data sféred in the mini
disc 100. |
Thus, when it is desired to check in content data
back to the personal computer 1, the persdnal computer 1
requests that the recording/reproduction apparatuSIZOA
' transmit the (second) COntent ID of the content:data. The
personal computer 1 then confirms thaf the (second) |
. contenf 1D reCeivedfrom-the-recOrding/reproduction-
- apparatus 20A matches the (sécondf content ID stored aé'
‘an element of the table data shown in Fig. 28 (The second
'contept ID.sthed aslan element of the table data was
.:-receivéd_from the recording/reproduétion apparatus 20A in
ithe checkfout of_the-content.data),..ifjthe.second.céntent.-f"

ID received from the-reco;ding/réproduction apparatus 20A '
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operations such as processing to delete data fromthe mni, disc 1%0 used
as a secondary recording nedium edit data on the mni d#é&gfﬁépo i smount
the mni disc 100 and control-the .power supply. That is to say, the
exclusive log-in control command puts the | recording/reproduction
apparatus 20A in a state wherein the operations described above are
carried out by the recording/reproduction apparatus 20A only at a request
made by the personal conputer 1. The priority included in the exclusive
log-in control conmmand indicates various states of prohibition and
restriction of the operations. For exanple, the operations of the

recor di ngatepesdubei sacapparattisn20lD as eocedt &9l dede be¢nerdB70f thdugust 2006
the following levels: Control |evel 4: The operations are prohibited

' conpl et ehylandiess, t hreepessansbnuampluteonl t ber peesomat a copeker 1 to nake
a request for any of the operations. Control level 3: operations to control

the powein SHpéys €pecthéheostenpdasya resnigeddoyethemitytde a ,track,

link tracks and delete.a track are prohibited conpletely unless. there is
- a commandohtentt he. personal conputer | to nmake a request for any of the

- operations. Control level 2: Qperations to divide a track

The above description explains the meanings of the
pieces of processing cérried oﬁt at the steps F151, F152,
F252 and F253 shown in Fig; 23.

By adoption of such a content-ID management

: téchnique; eﬁen for a secondary recording medium not
gonforming to the SDMI standard {mini disc 100 and the
like) , it is possible to properly execute management of
check—-outs and check-ins, that is, management of content
rights, in the data transfer system. |

,il; Acquisition of‘Mediuﬁ Information

So far, a check-out and a check—in from and to a
ﬁini disc 100 used as a seéondary.recording'medium have
‘been explained.

.When a check-out frqm a mini disc 100 used as a

' secondary recording medium is carried ouf, it is
neceséary for the-pErsonal'computer 1 to acquire

.informétion Qn.the mini disc 100 mounted on the

:.recqrding{rgp#odﬂgtion.épparatus'ZOA,connected to5the B

. personal computer 1 in advance.
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link tracks and delete a track are prohi bited conpletely unless there is a
command-fromthe personal conputer 1 to nmake a request fé#“%ﬁ@“%p t he
operations. Control |level 1: Operations to-edit or delete a track other
than a check-out content are permitted. Control level 0: No restrictions
are inposed on the operations. It is needless to say that the above
control levels are typical. In actuality, a |larger nunber of various
control levels is conceivable. The recordi ng/ reproducti on apparatus 20A
sets a control node in accordance. with the exclusive log-in contro
command and, at the step F280, transmits a response indicating an.
approval of thelregussteniprdinmtl3&at 4 pupusto200bne gxcitst viso control . |
is to be noted that the state of the exclusive control is continued til
the persemabutdnpubérai attaadncheckroexgtheckeihogfout er@mprel conmand
shown in Fig. 32. This exclusive |og-out control conmand is a command
gi ven toatha petntdofgtimpr ol ciéebrapRgy abpsoddAet on é?pﬂi@@ﬁg the state
of the exclusive control. The format of the exclusive |og-out control
command 2eAt he cafRedsedthe £ NBérSbnhhecsnphistve $99t§§1£9ﬂ1§0| comand
except

t
|

a USB transmission line, the personal computer 1 carries
out communication processing to acquire information on
the mini disc 100 mounted on the recording/reproduction
apparatus 20A. This processing to ecquire information on
,rthe mini -disc 100 is referred to as medium-information
acquisition processing.

" The medium—-information acquisition processing is
'explained by referring to Figs. 29 and 30. In Figs. 29
aud_30, pieces of processing of steps F180 to F188 are
cerried-out by the personal computer 1 bp execution of
application software driuing the personal computer 1 to
function as ‘a-data transfer apparatus. On the other hand,
-pieces of processing of steps F280 to F286 are carried

::out by the system control unit- 32 employed in the
recording/reproduction apparatus 20A.

Wheu-the medium-information acquisition processing
is carried out at a'point of time the
'recordlng/reproductlon apparatus ZOA is connected to the

' personal computer ‘1, for'example at the step F180 the i

personal computer 1 transmlts a request for exclusrve
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that the priority is set at 00h |nd|cat|ng a control level of a free state.
After the personal conputer 1 puts the recordlng/reproddé#ﬁ@ﬁmé$8@ratus
20A'in the state of exclusive control and a control right is thus
transferred to an application running on the personal conputer 1,
descriptors are opened and, at the step F181, the personal conputer
acquires status of the mni disc 100 nounted on the recordi ng/reproduction
apparatus 20A. To put it concretely, the personal conmputer 1 transmts a
get-di sc-status control commuand shown in Fig. 33 to the
recordi ng/ reproduction apparatus 20A. In response to the get=disc-status
control commaad, tot hite r ecos ddDg4y eppoduahtt0on apppadhtuss 20t ransnmts a get-
139 I | August 2006 disc-status response conmand shown in Fig. 34 to the

personal tEBOEPLasE, | adtekbBusi €9 F3§LinTREnPLE S 0NGhmas@PNbSA Int hen cl oses
the descriptors in accordance with the get-disc-status response conmand.

As shownrig. F89. i 34crdihendetedi 66- %Eét Hécéﬁé{’&&ﬁ@ £oInBpdAransm tted by
the systemcontrol unit 32 enployed in the record?ng/reproductlon

- appar at ugpgQftQs 34 personal conputer 1 includes a. disc.in drive field
- at offset yte offset 1Ah. If the mni disc 100 has been nounted on the

record'ng/errQﬁHQ%&%ﬂd@ﬂyg- &ﬁifgnéoﬁgk%l command includes a

-sub—unit type and.a sub%unit ID, which indicate a
control-object apparatus; as well as a priority field for
indicating the control level. The exclusive log-in

'.control command prevents or restricts the
recording/reproduction apparatus 20A from carrying out
operations such as processing to délete data from the
‘mini disc 100 used as a secondary recording medium, edit
data on the mini disc 100, dismount the mini disc 100 and
control the.power supply.

That is to say, the exciusive log-in control
comman& pnts-the;recording/reproduction apparanus 20A in
a state wherein the operations dencribed above are

' qarfied out by the récording/reproduction apparatus 20A
'only at a requeét made by the personal computer 1.

The'pniority included in the exclusive ‘log—-in
confrnl cnmmand indicétes various states of prohibition
and restriction of the operations. |

ZV.an-énanble thé operatlons of the f_iﬁ

'recordlng/reproductlon apparatus 20A are. controlled at o
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transmtted get-di sc-status response command includes an__asserted disc in
drive' field. Thus, the personal conmputer 1 is capable oﬂlfﬁgﬁgﬁwpﬁing
whet her or not the mni disc 100 has been nounted on the :
recordi ng/ reproducti on apparatus 20A by examning the '"disc in drive,
field included in the get- disc-status command. If the m-ni disc 100 has
not been nounted on the recording/reproduction apparatus 20A, the
processing of the personal conputer 1 goes back fromthe step F182 to the
step F181 to again transmt a get-disc-status control command for
acquiring status of the mni disc 100. Assune for exanple that the mni

di sc 100thasfaoiowbegniewenséed on the recordi ng/ reproduction. apparatus
20A. 140 | | August 2006 |In this case, the personal conputer | transmts

a get disc- st atdentG@nt nAveomangnbobpacdei bhRdastapusnehithg nini disc
100 to the recording/reproduction apparatus 20A at predetermned tine

interva]éoﬁﬁléﬂ&dfaﬁﬁYé§sS@ﬁ@ﬁg-igsatéﬁhééﬁ&effgmt{ﬁ%rgégséﬂéf 100 bei ng

nount ed on ~ the recordi ng/ reproduction apparatus 20A i's confirnmed, the

per sonal -GonpUL £71 |+ ORENS. AeSELLPLOf Seapnd, { N e]gfgﬁi'éﬂss.c' hame .
control conmmand shown I n %ﬂg. % at t%e sf%3§€2§% |€Forder 0 acquire the
- naﬁe‘qf the ni@od@f%i l%g%l 3: Operations to econtrol the power
supply, eject the secondary recording médium, divide a
wtraék, link tracks and delete a track are prohibited
—gompletely unless. there is a command from the personal
computer 1 to make a request for -any of the operations.
”_Cpntrol level 2: Operations to divide a track,
| link trécks.and delete a track are prohibited. completely
unless there is a gommand.from the personal computer 1 to
make a request'for any of the operations.

Control level 1: Operations to edit or deleté ar
'frack other than a check-out content are permitted.

Control level 0: No restrictions are imposed on

. the operations.

_It is needléés to say that the ébove control lefels
afe typical. 1In actuality, a lérger number of various
control levels is conceivable. |

The fecording/reproduction apparatus 20A sets a
coﬁtrol ﬁ@de-in.accordance.with.the.exclusi§e'log—in o

::coptfpl;¢§ﬁ@agd-and, at thejste§AEQSOggtraﬁsmits a. -

- response indicating an. approval of the requést_fbr.the
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Recei ving the get-disc-name control conmmand, the systemcontrol_ unit 32
enpl oyed in the recording/reproduction apparatus 20A obtldiAteust 2908c name
~recorded in U TOC sector 1 of the mni disc 100. Then, at the step F282,
the systemcontrol unit 32 creates a get- .disc-nane response conmand shown
in Fig. 36 and transmts the get-disc-nane response command to the
personal conputer 1 in response to the get-disc-nane control comuand.
Recei ving the response, the personal conmputer 1 closes the descriptors. As
shown in Fig. 36, the transmtted get-di sc-nane response conmand i ncl udes
an 'N-Bytes Disc Title Text' field at offset bytes 19h to (19 + N)h. The

. " N-Byt eselrssivdi tbetdext' field is used. for storing an N-byte text 141 |
| August 2006 describing the disc nane fetched from U TOC sector 1. Synbo

N representing the N e otid aha0mMRSING e dites R Misisedescribed in
a 'primary field length' field at offset bytes 17h and 18h. By exam ning

the ' N BybgEréA ses Thbheidexd t{1 el hOfpet Son Lt cihSEeHAME response command,
t he personal conputer ~ 1 is capable of know ng the name of the mni disc

100 moupi gt @0 Nen T ELOTGL NOL BT QAUCT L O APPALAdish £ Uhot fn Step F184,

the. personal conputer 1 opens descriptors and transmts a
get-dischépa§§Fy-infornation '

This exclusive log-out ¢§ntrol command is a COmmand.
‘ giveﬁ tc the reco:ding/reproduction apparatus 20A to
terminate the state of the exclusive contrel. The format
of the exclusive log—out control command is the same as
the format of the exclusive log-in éontrol command except
that the Qriority is set at 00h indicating a control
‘level of a free state.

After the personal computer 1 puts the
iecordipg/reprdductipn apparatus 20A in the-statévof
exclusive contrel and a control right is thus transferred
to an application runping on the'persdnal computér 1,
descriptors are opened and, at the step F181, the
personal computer 1 acquires*status of the mini disc iOO

' mounted-ohuthe recording/reproductiqn apparatus 20A. To
-put it concreteiy,,thé personal computer 1 tranémits a
get-disc-status control command shown in Fig. 33 to the
tequding/reproduction épparatus 20A.
In :-xeé_ébﬁse tci.'the_-'éet-—d.'isc-st.atus.i'_c'o_nt';_o_l. command,

_the-recqrding/reprodﬁctiqn apparatus ZOA;transmits é.gétff .
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~control command shown in Fig. 37 to the recording/reprqduction agparatus
20A in order to acquire the media capacity. Receiving tHé August200

get-di sc-capacity-information control comrand the systemcontrol unit 32

- enployed in the .recording/reproduction apparatus 20A obtains information
recordéd in U-TOC sector 0 of the nmini disc 100. Then, at the step F283,
the systemcontrol unit 32 creates a get- disc-capacity-information
response conmand shown in, Figs. 38 and 39., transmitting the

get-di sc-capacity-information. response command to the personal conputer 1
in.response to the get-disc-capacity-information control command.

Recei vi ngiskhestespensespbheepeosnaall shapnt &n Figl o3estbhendescriptors. 142
I I August 2006 As shown in Figs. 38 and 39, the transmtted get

di sc- capaerbypniif conptiten Iespouse sespungdsinclmaeserddreiids naned ' Hours',
"M nutes', 'Seconds' and 'Franes' at offset bytes 1Bh to | Fh. These fields

show a tebaputper fotnancelb&8® €XLrQ65E88ipPot e IR fcHPULSce M DEH €S,
seconds and frames. The nunber of bytes conposing the fields naned

"Hours', thM geteqisc-Ses0RsSredPensEr 80RSanal S stored in a 'total playback
capacity length' field at offset bytes 19h and | Ah. The nunber of bytes is
the data As shown in Fig. 34, the get-disc-status response |
cdmmand transmitted by the system control unit 32
.émployed in the recording/reproductiop apparatus 20A to
~the personal computer 1 includés~a.‘disc_in drive’ field
at offset byte offset 1Ah. If the mini disc 100 has been
mounted, on the recording/reproduction apparatus 20A, the
-transmitted getudisc;status response‘command includes an
asserted ‘disc in drive’ field.
Thus, the personal computer 1 is capable of
determining whether or not the mini disé 100 has been
mounted on the recording/reproduction apﬁaratus 20A by
examining the ‘disc in drive’ field included in the get-
'discwstatus~commana. ~
If thé m;ni disc 100 has not been mounted on‘tﬁe
:'recording/reproduction apparatusAZOA, tﬁe processing of
the personal computer 1 goes back from the step F182 to
the step F181 to agaiﬁ transmit.a_get—disc—status control
.COmmand.for acquiring status of théjmini diéc 100.
Assume for example that tﬁe;miﬁi d%sc'ioouhas not. .-

*Lbeen mouﬁtéd on the recording/reprbduCtion appafatus-ZOA.
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size of the fields named Hours, M nutes, Seconds and Franes. is to be
noted that the total performance tine is the length of ﬂﬂﬁ%m¥¥-¥@ﬁes to
reproduce the entire content data fromthe mni disc 100. In addition,
fields al so named Hours, M nutes, Seconds and Franes are.provi ded at

of fset bytes 22h to 26h. These fields show a maxi num recording tine
expressed in. terns of 'Hours', '"Mnutes', 'Seconds' and 'Franes'. The
nunber of bytes conposing these fields named Hours, M nutes, Seconds and
Frames is stored in a 'maxi mum recording capacity length' field at offset
bytes 20h and 21h. The nunber of bytes is the data size of the fields
named HodrsthiMsnotes, Seeopessamal Franesterttl iisrdmsiets not@stthat the
maxi numrecording tine is the length of time it takes to reproduce data

accomoddied-shattdecdntadl 14GnddnAufpsta 200 i itqppaEd tys of £ tdrge M ni di sc
100. Furthernore, fields also naned Hours, M nutes, Seconds and Franes are

provi dedmahiofif set 1yt es éﬁﬁlféboiﬁlhgﬂ?@ﬁ%bddéﬂiﬁhfﬁﬂﬂﬁﬁhiﬁﬁﬁﬁdhng tine
expressed in ternms of 'Hours', 'Mnutes', 'Seconds' and 'Franmes' The

number o0&+t byteSe COMPOSENT: iheShn f8h 48 Ne¥ad, U S1y M”é{é q Seconds and
" Frames is stored in a 'remaining recording capaC|ty ength field at
offset bytes 24y ahd state of the mini disc 100 being mounted on
| ~the recording/repro&uction.apparatus'20A is confirmed,
the personal computer 1 opens descriptdrs snd £ransmits a
get—disc-name control command shown in Fig.‘35 at the
step F183 in order tolacquire the name of the mini disc
100. |
Receiving the get-disc—name control cbmmand, the
system control unit 32 employed in the
récordiné/reprodqction apparatus 20A obtains a disc name
_‘reéorded in U-TOC seéfor 1 of the mini disc 100. Then, at
the step F282, the system:control unit 32 creaﬁes a get-
“:disc—namé response command shown in Fig. 36 snd transmits
ﬁhe get—disc~name responss command to the personal
computer 1 in responsé to the getvdisc—naﬁe control
éommand. Receiving the response, the personal computer 1
closes the descriptors.' |
As shown in Fig; 36, the transmitted get—disc—name
response command inslsdes an ‘N-Bytes Disc. Tltle Text’
-wfleld at offset bytes 19h to (19 + N}h Th'V‘N Bytes Dlsc

- Title Text’ field is used for storlng an Nmbyte text
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28h. The nunber of bytes is the data size of the fields named Hours,

M nutes, Seconds and Franes. It is to be noted that the leMusiifgCtime is
a remaining recording tinme during which data can be recorded onto the mini
-disc 100. That is to say, the remaining time is a difference obtained as
aresult of a subtraction of the total performance tinme fromthe maxi num
recording tine. By examning the fields of the get-disc-capacity-

i nformation response comrand, the personal conputer 1 is capable of
knowi ng the total performance, the maxi mum recording tine and the
remaining tinme as information on the storage capacity of the mni disc 100
mount ed cfeschd.bingedibai nig/sice praogu ceitehcappabat Us T2RAsFher, 1at a step F185,
t he personal conputer 1 opens ,descriptors and transmts a

© get - nunbelymbfolatidireptreaeks i ngORhEOhuGBEYRBE BYOWE BmpFhbdingO+hR Order to
acquire a 144 11 August 2006 track nunber. Receiving the

“get - nunbelisef naudi @st Hasksiseat hal a CRINRAALy khslay§gﬁ§£ﬁonkgghdunit 32
enpl oyed in the recording/reproduction.apparatus 20A obtains information

recor ded aith og£50€ 59€Lar 19n0finhiheghi ni di sc 100. Then, at the step F284,
the systemcontrol unit 32 creates a get- nunber-of-audio-tracks response

| (rigrsing-RgeS hown' iy Fé&mﬂ%ing tfﬂlsxﬂ—té§ﬂ% tdles@elti-tr}{uentﬁeéito’f -ﬂl'\ledllci) }th acks
the get—disc—name response command, the personal computer
1 is capable of knowing the name of the mini disc 100 |
l@ounted on the recdrdiné/reproduction apparatus 20A.
At a step F184, the peréonal_computer 1 opens
desériptors and t;ansmits a get-disc—capacity-information
.cdntrol-qommand shown in Fig. 37 to the
recording/reproduction apparatus 20A in order to acquire
the media capacity. |
‘Réceiving the get—disc~capacity—information conﬁrol
command, the syétem control unit 32 employed in the |
:jecording/reproductién dpparatus 20A obtains information
recorded in U-TOC sector 0 of the mini disc-loo. Then, a£
'ﬁhe'step F283; the syétem control unit 32'créates a get-
'disc~capacity¥information response command shown in Figs.
38 énd 39, t:ansmitting the.get—disc—capacity~information_
response command to the personal computer 1 in response
to the get—disc~capacity-information control command.
Regéiving_the response, thg.persqna1 ¢ompufér-i.ciésesjf 

the'descriptors..
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command to the personal conputer 1 in response to the
get - nunber - of - audi o-tracks control command. Recei vi ng thélfpé§ﬂéﬁ@é, t he

personal conputer 1 closes the descriptors. As shown in Fig. 41, the
transmtted get-nunber-of- audio-tracks response comand. includes a
~'nunber of itens, field positioned at offset bytes 17h and 18h. This
field shows the nunber of tracks or contents recorded on the mni disc
100. By exam ning the nunber of itens' field of the transmtted

get - number - of - audi o-tracks response conmand, the personal conputer 1 is
capabl e of knowi ng the nunber of tracks or contents recorded on the mni
di sc 100., whi&zh sowmuint iqn t3e et @ d) ngld apfoductdtea appar atus  20A
Then, the processing of the personal conputer 1 goes on to the step F186

“shown' i ndEsg-c3Patotaelufsemaliidn | réspUgsEt cERSnd | Nf{@TH@Ld on on tracks.
First of all, at the step F186, the personal conputer 1 opens descriptors

and trangiel8sangabdavdo@rst | agki M@IBs €ONt §0bo0QMTBINE ShaMd o Fig. 42 to
the recording/reproduction apparatus 20A in order to acquire the nanme of

track #xatTherkeansytes etagets atsh O- tiaGks MATRLCAALLOL ¢apm@nd incl udes an
'object position' field at offset bytes O%ﬁ'ang %@h. the "obj ect position'
fie|d‘.‘perfo:mance time expresséd in terms of hours, minutes,
seconds and frameé. The number of byteé composing the
‘fields named ‘Hours‘, ‘Minutes’, ‘Secpnds"and *Frames’
is stored in a ‘total playback capacity length’ field at
offset bytes 19h and 1Ah. The number of bytes is the data
size of the fields named Hoiurs, Minutes, Seconds and
Framesf It is to be noted that théltotal performance time
‘is the length of time it takes t§ réproduce the entire
content data from the mini disc 100.
In addition, fields also named Hours, Minutes,
Seconds and Frames are provided at offset bytes-22h to
26h. These fields show a maximum recording time expressed
'_in.tgrms of. ‘Hours’, ‘Minutes’, ‘Seconds’ and ‘Eramés'.
The number of bytes Coﬁposing these fields ﬂaméd Hours,
Minutes, Seconds and Frames is stored in a ‘maximum
i recording capacity length’ field at offset bytes 20h and
2ih. The nﬁmber of bytes is the data size of the fields
named Hours;-Minutes, Seconds and Frames.  It7is to be.
':fnptgd that the maximum_rego;ding time is tﬁé_1en§t£:0f fﬁj;; 

time it takes to reproduce data accommodated.in_the_total'
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specifies the nunber (#x) of a track on the nmini disc 10Q. Receiving the
get - audi o-track-nanme control conmand, the systen1contrmlhﬁ#$m§§m€nployed
in the ,recording/reproduction apparatus 20A obtains the nane of track #x
from U TOC sector | and, at the step F285, +transmts a

- get-audi o-track-name response command shown in Fig. 43 to the personal
conputer 1 in response to the get-audio-track-name control command. As
shown in Fig, 43, the get-audio-track-nane response command includes an
"object position' field at offset bytes 07h and 08h. The object position'
field shows the nunber of the track on the mni disc 100. The

get - audi capradkynafrethesponsedienmand.al so i ncludes an ' M Bytes Audio
Track Title Text' field at offset bytes: 19h to (19 + M h. The | M Bytes
Disc Title TextFufiiedthdse, uSasldorasd®mdigedmdiyt erittedesdescri bi ng the
track nane 146 | | August 2006 fetched from U TOC sector 1. Synbol M

- represensie@gntiBeandurbeneof a b¥t §50608BQSA P00t heat Isipke Hagl, i & descri bed in
-a '"primary field length' field at offset bytes 17h and 18h. By exam ni ng

the ' M Bpbas Dis&sdi i@l dieXdnod i€ hifin e 196l Uxgtodams Hgsponse conmand,
the personal conputer is capable of knowi'ng the nane of track *x recorded
on the megirndi 8¢ 1AGuFBUN &fi RRcLhe, r e6LHAY/ TERT OGN | The
o 'number of bytes composing these fields named Hours,

Minutes, Seconds and Frames is stored in a ‘remaining

récbrdihg capacity length’ field at offset -bytes 27h and

.28h. The number of bytes is the data size of the fields

named Hours, Minutes, Seconds and Frames. Tt is to be

noted that the remaining time is a remaining recording

- time during which data can be recorded onto the mini disc

100. That is to say, the remaining time is a difference

obtained as a result of a subtraction of ‘the total

”pérfOImance'time from the maximum recording time.

By examining the fields of the get-disc—capacity-
_iﬁformation-responge command, the personal computer 1 is
 papable of knowing the total performance, the maximum
irecording time and the remaining time as infqrmation on
. the stofage‘capacity of the mini disc 100 mounted on the
1;rec0rdiﬁg7reproductioﬁ apparatus 20A. | |

. Then; at a step F185, the pérsonal computer.1.0p¢ns.
1lidésdx}ptors and transmits a gétjnumbe:qujéﬁdiq—tracks “?f;*7-f

. control command shown in Fig. 40 in order to acquire a
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apparatus 20A. Then, wi thout closing t he descriptors, thejgersonal
conputer. 1 carries out processing to acquire attributes WsAugus

~specified in the 'object position' field. To put it in, detall, at the
~step F187, the personal conmputer . | -transmts a get-audio-track-info.
control command to the recording/reproduction apparatus 20A in order to
acquire attributes of track #x. The get-audio-track-info control conmand
includes a read-info-block-for--~track-attributes control command shown
in Fig. 44, a read-info-block-for-track-node control comrand shown in Fig.
46 and a read-info-block- for-track-size control comuand shown in Fig. 48.
I n respomgeckontimberead-i nfo-bl ock-for-track- attributes control command,

t he read-info-block-for- track-node control command and the

r ead- i nf o- bl ockRdaridiidyg | the Apgtistun}06- o f-faack -oSitza ckenicoat rogmmand, t he
systemcontrol unit 32 enployed in the recordi ng/reproduction apparatus 20A

transm t somaspact thel yyatemadoh i ot bhotk-IDredpgasked atd rifaut es response
command shown in Fig. 45, a read- info-block-for-track-node response

.- comand saammdiﬂgFf@proéJcﬁﬂsnaaﬁﬁﬁ&ht&ﬁ(&dﬂCEH%JiHstﬂﬁ%&&m&hﬁﬁn{esponse
command shown in Fig. 49 to the personal conputer 1.

read-inf geBbpgkaf ph - L BEK- JLLLPUS €5 CHY ®lni dise 100. Then, at

.the step F284, the system control unit 32 creates a get-
number-of-audio—tracks response command shown in Fig. 41,
transmitting ﬁhe get—number—ofmaudioftrécks response
command to the personél gomputer'l in response to the
get—number-of-audio-tracks control command. Receiving.the
response, the péréoﬁalICOmputer 1 closes the descriptors.

As shown in Fig. 41, the transmitted geﬁ~number~of—
'-éudiOwtracks.response comménd.includes a ‘number of
items’ fleld positioned at offset bytes 17h and 18h. This

field shows the number of tracks or contents recorded on
_ the mini disc 100.

By examining the ‘number of items’ field of the
'transmittéd'get—number—of—audiOFtracks fesponse Commaﬁd,;
'!the'pérsonal computer 1 is capable of knowing the number
-of tracks or contents'recotded on the mini disc 100,
which is mounted op'the recording/reproduCtion apparatus
20A. | )

| Then;.thé_précéssing of the personal cqmputer-i

~goes on to the step F186 shown in Fig. 30: to acquire

- 14as.




command shown in Fig. 44 is a request for wite protect information for
the track specified in an 'object position' field. In redpbuRst3Q96¢ nhjs
read-info-bl ock-for-track- attributes control conmand, the. system control
unit 32 obtains the track's node from U TOC sector 0 and issues a .
read-i nfo-bl ock-for-track-attri butes response command shown in Fig. 45.
The. wite protect information. for the track specified in an 'object
position' field is extracted fromthe track node and included in a 'disc
sub-unit object attributes, field at. an offset byte OFh. The personal
conputer | recognizes that track #x is in a |locked state (wite-protect

. state) adndgirgendies oy trhicksf.ield set at A h or that track #x is in an
unl ocked state as evidenced by this field set at 00h~ The

read- i nf o- bl ockFiosttoehckthpdet ciond roters dmehd thkd$drdorAugust . 2006  shown
in Fig. 46 is a request for information including a sanpling rate of the
track speomputeri i apensbpestriposisi #nd fighehits 4 espPonsgaia this

read-i nfo-bl ock-for-track-node control command, the systemcontrol unit 32

i ssues atraekdnhfnbocbheekif abmhiagKshORE wspp@semoemeﬂ% shown in Fig.

| '47 In the field read-info-bl ock-for-track-nonde

recordlng/reproductlon apparatus 20A in order to acquire
the name of track #x. The transmitted get-audio-track-
name control commandlincludes an ‘object position' field
‘at offset bytes 07h and 08h. The ‘objec# position’ field
specifies the number (#x) of a track on the mini disc 100.

Receiving the getmaddio—trackuname control comménd,
the_syétém control wunit 32 employed in the
-recordlng/reproductlon apparatus ZOA obtains the name of
'track #x from U-TOC sector 1 and, at the step F285,
transmits a getfaﬁdio~track-name response command shown
Ain Fig. 43 to the personai cdmputer 1 in response to the_
.gétfaﬁdiowtrack—qame control command.

As shown in Fig. 43;.the get—audio;track—name
fesp@nse commaﬁd inciﬁdes an- ‘object position"fiéld-ét
 off$et,bytes 07h and 08h. The ‘object position’ field_
shows the number of.thé track on the mini disc 100. Tﬁe
rget—audiq—tracknnaﬁe response command also includes an
;M4Bytes Audio Track Title Text' field atroffsgt by£es

'._'_-_-'191_1 to (119 4+ Mh. The___'Maljsﬁgs_ Disc Title Text’ f_ield 1s
3#éed fof_sto£ing_an M—byte text.describing the tfack:néme .
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response conmmand, the sanpling frequency of the track spicified in the

-obj ect position' field is shown in an 'audio recording d ﬁﬁﬁ@mﬁgp@' field
provi ded at an offset byte 19h. A quantization bit count is shown in an
“audio recording sanmple size' field provided at an offset byte A
“conpression node is set in an 'audio recording conpression node' field
provided at an offset byte IBh. The conpression node can be the ATRAC or
ATRAC3 node. Channel information indicating either stereo or nonothonic is
.shown in an '"audio recording channel node' field provided at an offset
byte | Ch. Thus, the personal conputer 1 is capable of knowing information
for tracketzhédofirotheUfTel dsecleseri bedvabonem rEpeeknhenngt ikpa i ncludes the
sanpling frequency, the quantization bit count, the conpressi on node and

the 149 huhbAugoStbP086 cafgswialg naee. cridve nead i adQGhkdort rack-si ze
~.control comand shown in Fig. 48 is a request for a data size of the

track spgcipingaiy fel®@biacicwostidon af it ey BRIPARTE g thi s ,
read-info-bl ock-for-track-size control command, the systemcontrol unit 32
i ssues ajgkead-info-block-for-track-size response comand shown in Fig.

- 49,
' . By‘egamining the ‘M-Bytes Disc-Titie Text’ field of
the getﬂdisc—name reéponse command, the personal computer
ll is capable of knowing-the name of track‘#x recorded on

the mini disc 100 mounted on the recording/reproduétion
apparatus 20A.

fheg, without.closing the descriptors, the personal
'comﬁuter 1 cérries out-proéessing to acquire-attributes
@f a track specified in the ‘object position’ field. To
put it in detail, at the step F187; the personal computer
1 transmits a getmaudioftrack—info controi command to the
récording/reproduction apparatus 20A in order to acquire

_ éttributes of track #x.

The gét—audio—t;ack-info control command inclﬁdes.a
:ead;info~bldck—for4track—attributes control command
shown in Fig; 44, a'read—info—block—fdr—track—mode

 ‘cdntrol command shoﬁn in Fig. 46 and a read-info-block-
for—track~size control:command‘shown in Fig..éé.

Iﬁ response to the read-info-block-for-track— -
attributes.;@nt;01 cg¢mapq;:the.read—infbwblockfforf .

track—mode_contrbl commandiand_the read—info~block;forf.. f
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The read-info-bl ock-for-track-size response command includes fields nanmed
‘Hours', 'Mnutes', 'Seconds' and 'Franes' at of f set ‘bytlé< ugasf 2086 1En.
These fields show a data size expressed in terns of hours, mnutes,
seconds and frames. The personal conputer 1 is capable of knowi ng the
data size for track #x fromthese fields. By exchanging the contro
commands and the response commands at the steps F186, F187, F285 and F286,
the personal computer 1 is capable of obtaining one track's nanme and
attributes. The operations of exchanging the control conmands and the
response conmands are repeated for each track recorded on the mni disc

- 100. At thecgtepzeFi8Btrbhecpamsndal thonpyseem! cboEAB1 anhieghEnt as to
whet her or not nanes and attributes have been acquired for all tracks

recor dedeaplblednini tHeSeedB9dihf/napesdudhdont 4phdLs €8s hayge not been
acquired for all tracks, the 150 | | August 2006 processing goes back to

the steptki86mt sl ep6pbctNcDpes atbodsinfb-bheckt £pr FlBG:xt he track nunber
_specified in the 'object position' field is changed to another nunber

i ndi cati pg+208hbe5 +£858nE0" c¥ihERa2sHHE ARdri @t thd bul es.a5e to be

acquired next. As names and attributes have been acquired for .all tracks,

- the descipbohsodkerstoeplckmsil HaE SR Bbhitina PLRSRE SIdGrs e number of
tracks for which names an
' 47 and a read-info-block-for-track-size #esponse command

éhown in,Fig.'49'to.the personal computer 1.

The read—-info-block-for—track-attributes control
cdmmand shown in Fig. 44 is a request for write protect
information for the track specified in an ‘object
position’ field;

In response to this read-info-block-for-track-
attributes control command, the system control unit 32
obtains the track’s mode from U—TOC sector 0 and issues a
read—info—block"far—track—aytributes response command
shown in Fig. 45. -Thefwritg protecf informatién;for the
_traCk specified in an ‘object poéition' field is

‘eXtracted_fIOm the track mode and included in a ‘disc
,gub~unit'object.attributes' field at.an offset byte 0Fh.

The pgrsonal computer 1 recognizes that track #x is
in a locked state (Write—protect staté) as evidenced by
thisvfield set at 0lh or that tréck_#x is in an unlocked

) étatejas evidenced by_this fie;dg$et:at.0Qhﬁ |

"~ The read-info-block-for-track-mode control command
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attributes are acquired was requested at the step F185 %qd obt ned at the-
step F284. It is, to be noted that, in the operations of g t he
control commands and the response conmands, descriptors are not opened and
closed for each track specified in the 'object position, field. Thus, the
length of tine it takes to acquire track names and track attributes can be
shortened. As described above, in this enbodi nrent, when the
recordi ng/ reproducti on apparatus 20A is connected to the personal conputer
1, the personal conputer 1 is capable of obtaining information on a m ni

di sc 100 nounted on the recordi ng/reproduction apparatus 20A. The

i nformat isbwwni nol Gdgs d6nedi a mamaesthéomedhdoeapatbhyinthediwgber of
tracks (or a content-data count), the nanme of each track, wite-protect
data, theampdéndatatef ofachet tagkkabgetheid8lin an-*objact | | August 2006
size of each track. The capacity includes a total performance tine, a '
maxi mum pesatdbAg Fisedand a renmaining tine. The node data includes a
sanpli.ng frequency, a quantization bit count, a conpression node and a

. channel node. Asn desgpékes @bomess bye AEAUL£] ngl&él@ FH-OLIRG QRN the moni

dISC 100 used as a secondary recordi ng mediumt
1Acontrol command, the system contreol unit 32 issues a

read-info-block~for-track-mode response command shown in
- Fig. 47 |

In the field readuinfo—block—for—t?ack—mode
response command, the sampliﬁg frequeﬁcy of the track
'specified in the ‘object position’ field is shown in an
‘audio recording sample rate’ field provided at an offset
-byte 19h.

A quantization bit count ie shown in an ‘audio
recording sample size’ field provided at an offset byte
~iah. A compression'mode is set in an ‘audio recoroing
compression mode’-field provided at an offset byte 1Bh.
The compression mode can be the ATRAC or ATRAC3 mode.

Channel information indicating-eitﬁer-stereo or
gmohothonic'is.showniio an ‘audio recording channel.mode’
“field provided af an offset byte 1Ch.

Thus, the personal computer 1 is capable of knowing

| . information for—track_#x from the fields described abo;e,
ﬂ.?he information inoludés'theesampling frequenci, the; 3o'

guantization bit count, the compreésidn mode and the .
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serve as a check-out/check-in target fromnow on, an Application running
on the personal conmputer 1 is capable of carrying out vaditsidiiis of
_processing described below In the first place, the information on the
mni disc 100 used as a secondary recordi ng nediumcan be displayed as an
application screen appearing on a nonitor of the personal conputer 1.
Thus, it is possible to display the title of the mni disc 100, a total
performance tine,a maxi mumrecording tine, a remaining tine and the nunber
of tracks. On the display screen, tracks are displayed as their track
nanes along with the size of each track and other information for each
track. Ahaanedswlode .proper i nformation can be displayed to the wuser. In
t he second pl ace, when content data stored in the HDD 5 is checked out,
the size of theThenteat—-#ara—bsock5Por-trAdpgusize08bnt eonpasmehndt h t he
remaining time of the mni disc 100 to forma judgnent as to whether or

-not the fsheamanearaly.t ke igi ai rdigsest0@ogan BatysgdzEorraggemuodating the
check-out. If the result of the judgnent indicates that the free area of

the mini tdiaek bPRcagncbeiusad fehjaceoprrdatibRg rihegcheck-out, the

check-out processing shown in Figs. 17 and 18 is carried out.

' " In response to this read-info-block-for-track-size
control command, the system contfol.unit 32 issues a
read—-info-block~for-track-size response command shown in
Fig. 49.

The read-info-block-for-track-size response command
includes fields named ‘Hours’, ‘Minutes’, ‘Seconds’ and
'Frames’ at offset bytes 1Ah to 1Eh. These fields show a
data size expressed in terms of hours, minutes, seconds
and frames. The personal computer 1 is capable of knowing
‘the data siﬁe for track #x from_thesérfields.

| By exchangiﬁg the.cohtrol commands and the response

‘commands at the steps F186, F187, F285 and F286, the

: personal coﬁputer 1 is cap;ble of obtaininglone track’'s
name and attributes. .The‘operations of exchanging ther
cohtrol commands and the response commands are repeated

'_for éach track recorded on the mini disc 100. At the step
leS, the personal coﬁputer 1 forms a judgment as to
-whether or not names and attributes.have been acquired

jiifqr:ailftracks recorded on th¢ mini_disg 100,-ZIf_namés

a:and atfributes.have not been'acquired-for_all traéks, thef
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In the third place, if a plurality of contents is specifjied as check-out
obj-ects and tﬁe free area of the nmini disc 100 cannot pélu%@%mk%%m
accommodat i ng the check- out objects, check-out processing for only sonme of
the requested contents can be carried out. It is needless to say that the
information, displayed on the nonitor also serves as a guide when the
user specifies a check-in. In addition, a check-in increases the size of a
free area in the mni disc 100. It is then nice to allocate the free area
with an increased size to content data specified as a check-out object.
That is to say, by obtaining information on the secondary recording
medi um PHOIES O fldeenHacdn tve thearstiegd FABE ito tre@edat ahler ansf er system
~A preferred enbodi ment has been described so far. However, the scope of
. the pres@msrativenst.i oAti thaostép3FL8b, AUDEStraBR6nuhbelt fetoribe
~enbodiment. That is to say, it is possible to provide a variety of _
versi ons iwi tifiien ‘@brjerge pols iedsent ifdled dofi st keapgeaenb ahB¥@BLI on by changing
the data transfer systems operations including the encryption, the data
pat hs, tbembehedkhdidb/iahelknbfheeChraguesort ke iaHt Repkieathan technique,

~the content-ID generation technique, the
attributes are to be acquired next.

As names and attributes have been acquired for all
tracks, the desériptors are closed to end the sequential
processing. The'numbér.of traéks for which names and
attributes are acquixed was reqguested at the_step Fi85
and obtained at the step F284.

It is to be notéd that, in the operations of
exchanging the control commands and the response commands,
Vdescriptors ére not opened and closed for each track

Especified in the ‘object position’ field. Thus, the_
lenéth of timé it takes fo acéuire track names and track
gttributes can be shortened.

As described above, in this embodiment, when. the
-recording/reproduction apparatus 20A is conﬁected to the
.personél computer 1, the pérsonal,computer 1 is capable
of obtaining information on a mini disc 100 mounted on
the recording/reproduétion-apparétus 20A. The information
includes a media name, the media capacity, the number.of

--;ﬁrackg (0;'a:qontent—datavcount), the ﬁame:of;éachltréck,3 

 write—protect data, the mode data of each track and the_ "'
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content -1 D nmanagenent techhique and the techhique to ac%ﬁige i nformati on
on a secondary recording nmediumlIn addition, the present i 1896 does not

limt . the object of the data transfer processing froma primary recording
mediumto a secondary recordi ng medium as described above to an SDM
content. Instead, the data transfer processing can be applied widely to
various kinds of content data. Furthernore, the primary recording nedium
can be a nmediumother than the HDD~ It is needles to say that the secondary
recording nmediumis not limted to a mini disc and the
recordi ng/ reproduction apparatus 20 Ais not [imted to a ,mni-disc

recor di n§&Sp&farash tweickad, Thhecgpeontar yncredes di ngot®di um can be of
one of different types. For exanple, as the mni disc 100, it is possible
to enpl operdpsmascemsdinem sushxdsua CBcBRrdanGDtRMe anBVD-RAM a DVD- R a
DVD-RWor one of a variety of menory cards. Thus, as 154 | | August 2006

the recorgimaghiepr tdmeti onhappedat dst208hcBudesos digp BoRar at us for the
ot her medi um can be used. As i.s obvious fromthe above description, in

accor danéeeguthcyheapgaaant zkRY6RAt beR, cbliftdakacbhapalelonappasatus (or the
pri mary-recordi ng- nedi um apparatus) is capable of requesting the
‘dat a-r ecandi Agchppaeat MsgEor the secondary-recordi ng- nedi um apparatus) to -

transm t _

As described above, by acquiring the information on
the mini Qisc 100 used as a secondary recording medium to
serve as a check—put/check—in target from now on, an
application running on the personal computer 1 is capable

‘ of carrying out various kinds of processing described
| below.

.In the first place, the information on the mini
disc 100 used as a secondary recording medium can be
displayed as an applicati%n screen appearing on.a monitor
of the persbnal computer 1. Thus, it is possible.to

: dispiay the title of "the mini disc 100, a total
perforﬁanceftime,.a maximum recording time, a remaining
time and the number of tracks. On the display scréen,
'tracks are displayed as their track_names‘aloﬁg with the
Size of each‘track and other information for each track.
As a result, proper information can be displayed to the
user. |
S in:the.second plaéef.when-qontent daﬁé stored_in :

"a_ithe-HDD_5 is checked out, the size of the content data is .
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i nformation on the secondary recordi ng nmedi um serving as ,.a check-qut o |
“destination and acquiring required information even if, dMMNEW6ondary
recordi ng medium a medium adopting its own uni que managenent techni que as
is the case with a mni disc is enployed In particular, the information on
a secondary recording mediumincludes information indicating whether or
not the secondary recordi ng nmedi um has been nounted on the data-recording
apparatus, the nanme of the secondary recording nmedium the nane of each
content data stored in the secondary recording nedium the capacity of the
secondary recording nedium the nunber of contents recorded on the
secondar §°FBE5PHi Hgthedhanrafdiningi biresofotheashntodtent 1&&teor ecor ded on
the secondary recording nedium Fromthe information on the secondary
recor di n§Oredi IRFOPEn6rasota chetkepudtronot thanStee afexonf ethie 155 | |
August 2006 data froma prinmary recording mediumto a secondary recording
medi um ®Binisdihgs106ssiabl dba msacl Uit elgodreradatindgnent scias-K-@owhet her or
.not the check-out can be inplemented, the content data to be checked out
is propeif dhd thsutbnbtEnthdatadinferpptopidates foiat hehehpedke out. As a
~result, there is exhibited an effect of inplenmentation of a proper
transferapperafi the mini disc 100 can be used for accommodating
the check-out, the check-out processing sﬂown in Figs. 17
and 18 is carried out.
'In the third place, if a plurality of contents is
specified as check"dut'objects and the free area of the
mini disc 100 cannot be used for accommodating the check-—
out objects, check-out processing for only some of the
requested contents can be carried out.
It is needless to say that the information
displayed on the monitor also serves as a guide when the
user specifies a check~in. In addition, a check-in
increases the size of a free area in the mini disc 100.
It is then nice to allocate the frée area with an_
increased size to content data specified as a chéck—oQt
object.
"That is to say, by‘obtaining information on the: .
secondary recording medium, proper operations can be
carried out in the data transfer system.

~Afp;gferxed embodiment has been described so far, f”m

. However, the scope of the:present'inventiqn is not .
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In addition, by acquiring information on a secondary recordlng nedlun1 an
application running on the data transfer apparatus is c A abaisp00
presenting the information on the secondary recording nmediumto the user
as guidance information.. It is needless to say that, since content data is
recorded on the secondary recording nmediumin an unencrypted state,
conpatibility with the conventional apparatus can be obtained and, at the
sanme time, a copyright can be protected. This is because an

aut hentication process is carried out and a usage rule is checked for a

check-out. The above effects are beneficial to the user and, in addition,
it is posdpblted: dopitdei gmbpémaser with a data transfer system which is
easy to use. 156 | | August 2006 CLAIMS 1. A data transfer nethod adopted

by -a data tranSher appeeatas, for Msagessibhsier mystiate whersatisty sai d data
transfer apparatus has a primary recordi ng nediumused for storing
encrypt edfcortreibnsdatiahia datangecordesgeappalatys theceppboyed; said
dat a-recordi ng apparatus is capable of recordi'ng and reproducing said
content'daVanmmbﬁ apdchanging the data transfer system’s
operations including the encryption, the data paths, the
- check-out/check~in techniques, the authentication
technique, the content~ID generation tedhnique, the
content-ID management technique and the technique to
acquire information -on a secondary recording medium.
In addition, the present invention does not limit
the object of the data transfer processing from a primary
. recording medium to a secondary recording medium as
described above to an SDMI content. Instead, the data
transfer processing can be applied widely to various

kinds of content data. Furthermore, the primary recording

medium can be a medium other than the HDD.

It is needles_to-say that the secondary recording
medium is. not limited to a mini disc and the |
 recording/reproduc£iqn apparatus ZOA‘i; not limited to a
nminihdisc recording aﬁparatus, instead, the secondary
'repording medium_céﬁ be of one of different types. For
example, as the mini disc 100, it.is possible to employ

7ﬁLgénpther.medium Such-asla CDwR,'a CD-RW, a DVD -RAM, a- DVD;:}:

' R, a DVD RW or one of a varlety of - memory cards. Thus, as
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froma secondary recording nmediumin an unencrypted ,state; and said data
transfer apparatus is connected to said data-recording dﬂp%ﬁ%ﬁﬂﬁ?oéo t hat
said data transfer apparatus and said data-recordi ng apparatus are capable
of comuni cating with each other, said data transfer nethod conprising: a
confirmation procedure for confirmng that said secondary recording nedi um
has been nounted onto said data-recordi ng apparatus; an information
~acquisition procedure for acquiring information on said secondary
recording medium nounted on said data-recording apparatus from said

~dat a-recqrdi ng apparatus; an authentication procedure for confirmng that
157 | | Adfuseore6h 1 od e resivetriono eaipag adppardbys ai seicodeddgan appar at us
serving as a valid destination of a transfer of said content data stored

in said gHRdAFUSederdithg wddicommeditner elam depubkidc key is transmtted to
said data transfer apparatus, then a random nunber is generated by said
data transfer appatatogvaodst famsnthéedbdoe saéser dgtfok econ di ng appar at us,
t he random nunber is encrypted by said data-recording apparatus by using
‘the secrécckeylankel diby ithe phesgerctavedtenalyphedadabatksntEapsm tted
;pparatus {or the primary-recording-medium apparatus) is
capable of requesting‘the data—recopding apparatus (or
the secondary-recording-medium apparatus) to transmit
information on the éecondary recording medium serving as
-a check-out destination and acquiring required
information eﬁen if, as the secondary recording medium, a
- medium adopting its own unique management technique as is
the case with a mini disc is employed.
In particulér, the information on a secondary
frecording mediuﬁ'inclﬁdes information indicating whether
or not the sec&ndary recording medium has beeﬁ mounted on
.Fhe'data—recording-apparatus, the name of the secondary
recording medium, the name of €ach conient data stored in
'the'séCOndary recording medium, the capacity.of the
secondary recording mediﬁm, the number of cohtehts
rgcqrdéd-on the secondary recording medium and attributes
. of each contént_daﬁé recorded on the secondary recording
-medium. -
-Eppm-#he.informaﬁiqn:on:the secondary recording .

'mgdium;_priqr to a éhecquut,or a tranSfer-df content
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to said data transfer apparatus and then decrypted by sajd data transfer
apparatus by using the public key, and the decryption r e dAPeuss Qgénpared
with the random nunber; a judgnent procedure for formng a judgnment as to
whet her or not said content data stored in said primary recording nmedium
shoul d be transferred to said data- ,recording apparatus on the basis of an
aut hentication result produced by said authentication procedure; and a
transfer procedure for transferring said content data to said
data-recordi ng apparatus in accordance with a result of said judgnent

f ormed by said judgnment procedure. 2. A data transfer method according to
clai m 1, dajferfgian shinkineor mestdoomd iagy wesi turo reproceduwreidry 158 | | August
2006 executed to acquire a nane of said secondary recording nedium

mount ed crecsaidd rgateediennr dithg sapparatgds Gbla T ureaeh yconk-gnt dat a
recorded on said secondary recording nediumfromsaid data-recording

appar at ug telgmesaisd dsnfiy Mitdt0ROBS A WVEORIRNK 1RFOEiNGmedi um 3. A
data transfer nethod according to claim1l, wherein said information

acqui si t iieplemeeadid e the REHE LR %%Q%é“%ﬂ%c@%%@%h&ylgfp§@bgrsecondary
recordlng medi um nount ed on said data-recording
- and the content dati is. approprlate for the check-out. As
a result, there is exhibited an effect of_implementatién
of é proper transfer operation. | _ ;
In addition, by acquiring informafioh on a
-§e¢ondary recording medium, an application running on the
data transfer apparatus is capable of preéenting the
information on the secondéry reéording medium to the user
as guidance information. . |
It is needless'ﬁo say that, since content data is
;ecofded on the secondary recording medium in an
unencrypted state, compatibility,with the conventional
apparatus can be.obtained and, at the same time, a
- copyright can be protected. This is because an
:authentication_process is Carried out and a usage rule is
dwdédfm:acMmh@mL‘ |
The above effects are béﬁeficial to the user and,
in éddition, it is possible to provide the user wifh a

- data transfer system, which is easj to use.
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apparatus from said data-recordi ng apparatus as said infaqr t'?(g%n said
secondary recording nedium 4. A data transfer nethod accoridét claim 1,
wherein said information acquisition procedure is executed to acquire the
nunber of contents recorded on said secondary recording nmedi um mounted on
said data- recording apparatus from said data-recording apparatus as said
information on said secondary recording medium 5. A data transfer nethod
according to claim1, wherein said information acquisition procedure is
executeqjhgnﬁgquire attributes of each content data recorded on said
secondary recording nmediumfromsaid data-recording apparatus as said

_ . : cordi ng nedi um 159
Information on said d%%%o%%%ﬁ%fgi method adopted by a data

transfer apparatus forming a transfer system wherein:
said data transfer apparatus has a primary
recording medium used for storing encrypted content
data;
a data-recording apparatus is employed;

- said data-recording apparatus is capable of
recofding and reproducing said content data onto and
from a secondary recording medium in an unencrypted
.state; and

said data tranéfer apparatus 1s connected to said
data-recording apparatus so that said data transfer
_apparatus and said data-recording apparatus are capable
of communicating with each other, said data transfer
method comprising:

a confirmation procedﬁre for confirming that said

- secondary recording medium has been mounted onto said
~ data-recording apparatus; |
‘an information acquisition procedure for
: acquiring information on said secondary recording
,mediuﬁ mounted on said data—recording-apparatusrfrom
7__said datafrecording_apparatus;-
. ' an_aqthenti¢étiqnfprb§équre_fpr,confirming that
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11 August 2006

said data-recording apparatus is indeed an apparatus
serving as a valid destination of a transfer of said
content data stored in said primary recording medium;

wherein a public key is transmitted to said data
transfer apparatus, then a random ﬁumber is generated by
said data transfer apparatus and transmitted‘to said
data—recording apparatus, the random number is encrypted
by said data-recording apparatus by using the secret key
held by it, the generated encrypted data is transmitted:
to said data transfer apparatus and then decrypted by
said data transfer apparatus by using the public key,
and the decryption result is compared with the random
number;

a judgment procedure for forming a judgment as to
whether or not said content data stored in said primary
recording medium should be transferred to said data-

" recording apparatus on the basis of an authentication
result produced by said authentication procedure; and

a transfer procedure for transferring said
“eontent data to.said data—recording apperatus in
accordance with a result of said judgment formed by said
"judgment procedure.

‘2 A data transfer method accordlng to clalm 1

W-whereln sald 1nformat10n acqulsltlon procedure is
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_executed to acquire a name of said secondary recording
medium mounted on said data-recording apparatus or a
name of each content data recorded on said secondary
recording medium from said data-recording apﬁaratus as
said information on said secondary recording medium.

3. A data transfer method:according to claim 1,
wherein said information acquisition procedure is
executed to acquire a capacity of said secondary
recording medium mounted on said data-recording
apparatus from said data-recording apparatus as said
information on said secondary recording medium.

4. A data transfer method according to claim 1,
wherein said information acquisition procedure is
-executed to acquire the number of contents recorded on
said secondary recording medium mounted on said data-

recording apparatus from said data-recording apparatus

as said information on said secondary recording medium.
5? A data transfer method according to claim 1;

wherein said information acquisition procedure‘is

 executed to acquire attributes of each content data

.. recorded on.said secondary recording medium from said

 data~recording appafatus as said information on said

- secondary recording medium.




