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present invention relates to the use of Code Division Miltiple Access
(CIMMQ'connunlcatlons techni ques in radio tel ephone comuni cati on systens,
to an enhanced CDVA encodi ng scheme invol ving
scranbllng sequences for dlstanU|sh|ng and protecting information signals
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~ The present invention relates to the use of
Code Division Multiple Access (CDMA) communications
techniques in radio telephone communication systems, and
5 more particularly, to an enhanced CDMA encoding scheme
involving scrambling sequences for distinguishing and

protecting. information signals in a spread spectrum

environment.
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BACKGROUND

The cellular telephone industry has made

phenomenal strides in commercial operations in the United

States as well as the rest of the world.

Growth in major

metropolitan areas has far exceeded expectations and is

outstripping system capacity.
the effects of rapid growth will soon reach even the
Innovative solutions are required to

15

smallest markets.

If this trend continues,

" meet these increasing capacity needs as well as maintain

high quality service and avoid rising prices.
Throughout the world, one important step in

20
transmission.

cellular systems is to change from analog to digital
Equally important is the choice of an

effective digital transmission scheme for implementing

the next generation of cellular technology.

Furthermore,

it is widely believed that the first generation of

25

Personal Communication Networks (PCNs) employing low

cost, pocket-size, cordless teléphones that can be

carried comfortably and used to make or receive calls in

the home,  office, street, car, etc. would be provided by

cellular carriers using the next generation of digital

30
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snmal l esf markets. Innovative solutions are required to neet these
|ntrea3|ng capacity needs as well as maintain high quality service and
avoid:rising prices. Throughout the world, one inportant step in 20

cel Il 1 ar systens is to change fromanalog to digital transm ssion. Equally
i mportant is the choice of an effective QLgltaI transm ssi on schene for

I npl enmenting the next generation of celldlar technol ogy. Furthernore, it is
wi dely believed that the first generatlon of 25 Per sonal Contuni cati on

Net wor ks ( PCNS )pp e rich! FyatensLligphones that
can be carried c%ﬂ?hﬁyg%%' and used to Egie or receivé calls in the hone,
of fice, street1n§§ea$9ﬂ:tﬁﬁﬁﬁ¥?19§H§Q@$Hﬂed by cellular carriers using the
next generation of digitaurdntly, eHdredr st e usirmd

cel lular frequ%‘nmeency Division Multiple Access (FDMA) and Time
5 Division Multiple Access (TDMA) methods. As illustrated
in Fig. 1(a), in FDMA, a communication channel is a
single radio frequency band into which a signal's
transmission power is concentrated. Interference with
adjacent channels is limited by the use of bandpass

10 filters that only pass signal energy within the filters'
specified frequency bands. Thus, with each channel being
assigned a different frequency, system capacit; is
limited by the available frequencies as well as by
limitations imposed by channel reuse.

15 In TDMA systems, as shown in Fig. 1(b), a
channel consists of a time slot in a periodic train of
time intervals over the same frequency. ZEach period of
time slots is called a frame. A given signal's enerqgy is
confined to one of these time slots. Adjacent channel

20 interference is limited by the use of a time gate or
other synchronization element that only passes signal
energy received at the proper time. Thus, the problem of
interference from different relative signal strength
levels is reduced. .

25 Capacity in a TDMA system is increased by
compressing the transmission signal into a shorter time
slot. As a result, the information must be transmitted
at a correspondingly faster burst rate that increases the
amount of occupied spectrum proportionally. The

30 frequency bandwidths occupied are thus larger in Fig.
1(b) than in Fig. 1(a).

with FDMA or TDMA systems or hybrid FDMA/TDMA
systems, the goal is to ensure that two potentially
interfering signals do not occupy the same frequency at

35 the same time. In contrast, Code Division Multiple

Tl fiiifﬁﬂl m?in



-2-The key feature demanded of these new systens is increased traffic
capacity. Currently, channel access is achieved using Frequency D vision
Mul{j-pl e Access (FDMA) and Time 5 Division Multiple Access (TDVAR)

met hods. . As ikllustrated in Fig. 1(a), in FDVMA, a comuni cation channel is
a single radio frequency band into whi-@gk a signal's transm ssion power is
concentrated. Interference with adjacent channels is limted by the use of
bandpass 10 filters that only pass signal energy within the filters

speci fied frapoessy (M. alllisis \6ignada tovemlaphdimatdsitimed and
o enon! L SERho) SIS 3 Wi e R s )
In TDMA syst &ignals shage itherisgme) @iyequency spectrum. In both the
frequency and the time domain, the multiple access
5 signals overlap. Various aspects of CDMA communications
are described in "On the Capacity of a Cellular CDMA
System," by Gilhousen, Jacobs, Viterbi, Weaver and
Wheatley, IEEE Trans. on Vehicular Technology, May 1991.
In a typical CDMA system, the informational
10 datastream to be transmitted is impressed upon a much
higher bit rate datastream generated by a pseudorandom

code generator. The informational datastream and the
high bit rate datastream are typically multiplied
together. This combination of higher bit rate signal

15 with the lower bit rate datastream is called coding or
spreading the informational datastream signal. Each
informational datastream or channel is allocated a unigque
spreading code. A plurality of coded information signals
are transmitted on radio frequency carrier waves and

20 jointly received as a composite signal at a receiver.
Each of the coded signals overlaps all of the other coded
signals, as well as noise-related signals, in both
frequency and time. By correlating the composite signal
with one of the unique spreading codes, the corresponding

25 information signal is isolated and decoded.

There are a number of advantages associated
with CDMA communication techniques. The capacity limits
of CDMA-based cellular systems are projected to be up to
twenty times that of existing analog technology as a

30 result of the wideband CDMA system's properties such as
improved coding gain/modulation density, .voice activity
gating, sectorization and reuse of the same spectrum in
every cell. CDMA is virtually immune to multi-path
interference, and eliminates fading and static to enhance

35 performance in urban areas. CDMA transmission of voice
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channel consists of a tine slot in a periodic train of time intervals over
t he same frequency. Each period of time slots is called a frame. A given
signal” s energy is confined to one of these time slots. Adjacent channel 20
interference is limted by the use of a tine gate or other synchronization
el enment that only passes signal energy‘ﬁébeiVed at the proper time. Thus,
the problemof interference fromdifferent relative signal strength |evels

conpr essing ¢ RY A Bigh Bt Tt e adke, SRR SURITE S AL ol ¢
the informati owices qued ittyans @DMie i lato prooridespdivdt mpniatdst alataurst rate
ey "B AT L SRR R U ey
1(a). Wth FDbe offemed.syShanscemhliad eiooad fiowmat of CDMA
5 completely eliminates cross-talk and makes it very
difficult and costly to eavesdrop or track calls,
insuring greater privacy for callers and greater immunity
from air time fraud.

Despite the numerous advantages afforded by

10 CDMA systems, the capacity of conventional CDMA systems
is limited by the decoding process. Because so many
different user communications overlap in time and
frequency, the task of correlating the correct
information signal with the appropriate user is complex.

15 In practical implementations of CDMA communications,
capacity is limited by the signal-to-noise ratio, which
is essentially a measure of the interference caused by
other overlapping signals as well as background noise.
The general problem to be solved, therefore, is how to

20 increase system capacity and still maintain system
integrity and a reasonable signal-to-noise ratio. A
specific aspect of that problem is how to optimize the
process of distinguishing each coded information signal
from all of the other information signals and noise-

25 related interference.

Another issue to be resolved in CDMA systems is
system security and individual subscriber privacy. Since
all of the coded subscriber signals overlap, CDMA
decoding technigques typically require that the specific

30 codes used to distinguish each information signal be
generally known. This public knowledge of the actual
codes used in a particular cell invites éavesdropping.



systems®the goal is to ensure that two potentially interfering signals do
not occlipy the same frequency at 35 the sanme tine. |In contrast, Code
Eivistn Mut tiple -3- Access (CDVA) allows signals to overlap in both
tinme and frequency, as illustrated in Fig. 1(c). Thus, all CDMVA signals
share the sane frequency spectrum In bebsh the frequency and the tine
domain, the nultiple access 5 signal s overlap. Various aspects of
CDMA conmruni cations are described in "On the Capacity of a Cellular CDVA
system" by G | housen, Jacobs, Viterbi, SPMPRY and Wieatl ey, | EEE Trans. on
Vehi cul ar Technol ogy, May 1991. In a typical CDVA system the informational

10 datastreamto be transmtted is i ressed_upon a h .
The encod&ng of iggividual gngormg%gon signals

is simplified by encoding each signal with a common block
error-correction code, which may be readily decoded using
5 a correlation device such as a Fast Walsh Transform
circuit. Each coded information signal is then assigned
a unique scrambling mask, or signature sequence, taken
from a set of scrambling masks having certain selected
auto~- and cross-correlation properties. These scrambling
10 masks are ordered based on the signal strength of their
respectively assigned coded information signals. To
enhance the decoding process, the highest ordered
scrambling masks are initially selected in sequence to
descramble the received composite signal. In general
15 terms, the scrambling mask set is selected such that the
sum of any two scrambling masks, using modulo-2
arithmetic, is equally correlated in magnitude to all
codewords of the common block error-correction code. For
the case where the block error-correction code is a
20 Walsh-Hadamard code, if any two scrambling masks are
summed using modulo-2 arithmetic, and the binary values
of the product are represented with +1 and -1 values,
then the Walsh transform of that sum results in a
maximally flat Walsh speé¢trum. Sequences with such a
25 spectrum are sometimes referred to as "bent" sequences.
In the context of cellular radio telephone
systems using subtractive CDMA demodulation techniques,
the present invention incorporates a two-tier ciphering
system to ensure security at the cellular system level
30 and privacy at the individual mobile subscriber level.
At the system level, a pseudorandomly geﬁerated code key
is used to select one of the scrambling masks common to
all of the mobile stations in a particular cell. At the
subscriber level, a pseudorandomly generated ciphering
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hi gher~bi.t rate datastream generated by a pseudorandom code generator. The
info[pational datastream and the high bit rate datastreamare typically
nultiplied together. This conbination of higher bit rate signal 15

with the lower. bit rate datastreamis called coding or spreading the

i nformati onal datastream signal. Each T¢fornational datastream or channel
Is allocated a unique spreading code. A plurality of coded information
signals are transmtted on radio, regugngx carrier ywave

ToPntly recei ¥eH SRCPRERDoLPIAVLPHAD) TAEORRAELER 8l SBLE NDEFOPRe thBded
signal s over | sgBambling é6peratben.coded signals, as well as noise-rel ated
signals, in both frequency and tinme. By correlating the conposite signal
wi th one of the unique spreadi ng codes, the correspondi ng 25
informati on signal is isoBRIEXF DESCRIPTION. OFhFHE DRAWINGSber of
advant ages associ ated with CDVA communi cation techni ques. The capacity
imts The present invention will now be described in
5 more detail with reference to preferred embodiments of
the invention, given only by way of example, and
illustrated in the accompanying drawings, in which:
Figs. 1{a)—-(c) are plots of access channels
using different multiple access techniques;
10 Fig. 2 shows a series of graphs illustrating
how CDMA signals are generated;
Figs. 3 and 4 show a series of graphs for
illustrating how CDMA signals are decoded:;
Fig. 5 shows a series of graphs illustrating a
15 subtractive CDMA demodulation technique;
Fig. 6 is a generalized schematic showing a
spread spectrum communications system:;
Fig. 7 is a functional block diagram of a
system that may be used to implement one of the preferred
20 embodiments of the present invention;
Fig. 8 is a block diagram of another receiver
in accordance with the present invention; and
Fig. 9 is a functional block diagram of a
system that may be used to implement another of the

25 preferred embodiments of the present invention.
DETAILED DESCRIPTION

While the following description is in the
context of cellular communications systeﬁs involving
portable or mobile radio telephones and/or Personal

30 Communication Networks (PCNs), it will be understood by
those skilled in the art that the present invention may



of CDVA=based cellul ar systens are projected to be up to twenty tines that
of eX|st|ng anal og technol ogy as a 30 result of the w deband CDVA
systhis prioperties such as inproved codi ng gai n/ nodul ati on density, voice
activity gating, sectorization and reuse of the sanme spectrumin every

cell. COVMAis virtually inmmune to nulti=path interference, and elim nates
fading and static to enhance 35 performance in urban areas. CDVA
transm ssi on of voi ce REPLACEMENT SHEET -4- by a high bit rate encoder

ensures super its appkiedtte qther epmmuricathnes AR beatieRs. for variabl e
data rates al hypdg BN %aiid eﬁlﬁé‘tﬁﬁéééﬁé DhveRt £6n GhRY | by &8ef@eirfbered.

The scranbl ed ‘signal format_of
subtractive CDMA demodulation system, it also may be used
in applications of other types of spread spectrum
5 communication systems.

CDMA demodulation techniques will now be
described in conjunction with the signal graphs shown in
Figs. 2-4 which set forth example waveforms in the coding
and decoding processes involved in traditional CDMA

10 systems. Using the waveform examples from Figs. 2-4, the
"improved performance of a subtractive CDMA demodulation
technique is illustrated in Fig. 5. Additional
descriptions of conventional and subtractive CDMA
demodulation techniques may be found in, commonly

15 assigned U.S. Patent No. 5,151,919 issued September 29,
1992, which is incorporated herein by reference, and in
co-pending, commonly assigned U.S. Patent aApplication
Serial No. 07/739,446 filed on August 2, 1991, which is
also incorporated herein by reference.

20 Two different datastreams, shown in Fig. 2 as
signal graphs {a) and (d), represent digitized
infermation to be communicated over two separate
communication channels. Information signal 1 is
modulated using a high bit rate, digital code that is

25 unigque to signal 1 and that is shown in signal graph (b).
For purposes of this description, the term "bit" refers
to a binary digit or symbol of the information signal.
The term "bit period" refers to the time period between
the start and the finish of one bit of the information

30 signal. The term "chip" refers to a binary digit of the
high rate code signal. Accordingly, the term "chip
period” refers to the time period between the start and
the finish of one chip of the code signal. Naturally,
the bit period is much greater than the chip period. The

35 result of this modulation, which is essentially the
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5 . gzconpletely elimnates cross-talk and nmakes it very.difficult and
costly"to eavesdrop or track calls, insuring greater privacy for callers
and.greater imunity fromair tine fraud. Despite the nunerous advant ages
af fdorded by 10 CDMVA systens, the capacity of conventional CDVA systens
is linited by the decodi ng process. Becggise so many di fferent user

communi cations overlap in tinme and frequency, the task of correlating the

correct information signal with the appropriate user is conplex. 15 In
practi cal 'Wlﬁﬁs&ﬁé&'eestﬁé ERYAS SN Ny 3L EGPs, C8B38hbimI $nl EABL ed by
t he signal -to- se ratio, which is“essentially a nmeasure of .th

interference cei@aalhgraphefChver FRPBPAGEINGAA §té§nmeFPea§°BH&R§FBBn8f
noi se. The genggal bﬂfx&?&eﬁh{réfbﬁméOhseésséhﬁﬁ.ﬁimyeanl &xbluslive20R

| norease system capachLY and3hilLyBLIt L oR Y ShErhE RLRE' kLY AR ia oue
5 for information signal 2 as shown in signal graphs (4)-
(f). In practice, of course, many more than two coded
information signals are spread across the frequency
spectrum available for cellular telephone communications.

Each coded signal is used to modulate a radio

10 frequency (RF) carrier using any one of a number of
modulation techniques, such as Binary Phase Shift Keying
(BP$K) or Quadrature Phase Shift Keying (QPSK). 1In a
cellular telephone system, each modulated carrier is
transmitted over an air interface. At a radio receiver,

15 such as a cellular base station, all of the signals that
overlap in the allocated frequency bandwidth are received
together. The individually coded signals are added, as
represented in the signal graphs (a)-(c) of Fig. 3, to
form a composite signal waveform (graph (c)).

20 After demodulation of the received signal to
the appropriate baseband frequency, the decoding of the
composite signal takes place. Information signal 1 may
be decoded or despread by multiplying the received
composite signal shown in Fig. 3{c) with the unique code

25 used originally to modulate signal 1 that is shown in
signal graph (d). The resulting signal is analyzed to
decide the polarity (high or low, +1 or -1, "1" or "O")
of each information bit period of the signal. The
details of how the receiver's code generator becomes time

30 synchronized to the transmitted code are known in the
art.

These decisions may be made by taking an
average or majority vote of the chip polarities during
each bit period. Such "hard" decision making processes

35 are acceptable as long as there is no signal ambiguity.
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speci f&c .aspect of that problemis how to optimze the process of

di stingui shing each coded information signal fromall of the other

i nfermati on signals and noi se- 25 related interference. Another issue

to_Be resolved in CDVA systens is system security and individual subscriber

privacy. Since all of the coded subscrijer signals overlap, CDVA decoding

techniques typically require that the specific 30 codes used to

di stingui sh each information signal be generally known. This public

know edge of tride @daupllesodRAringedhen faixwar Midulpericd Iin rilie esignal

g?‘éﬁ:? ;oppl "9 graph 5(_f)S,U eR\QvH}:%g%nCc?ﬂ'anra(i%é N4 Va4 Wi H Tdd Py
indicates a bit polarity +1. Similarly, during the third
bit period, the average chip value is +0.75, and the bit

5 polarity is also most likely a +1. However, in the

second bit period, the average chip value is zero, and
the majority vote or average test fails to provide an
acceptable polarity value.

In such ambiguous situations, a "soft" decision

10 making process must be used to determine the bit
polarity. For example, an analog voltage proportional to
the received signal after despreading may be integrated
over the number of chip periods corresponding to a single
information bit. The sign or polarity of the net

15 integration result indicates that the bit value is a +1
or -1.

The decoding of signal 2, similar to that of
signal 1, is illustrated in the signal graphs (a)-{(d) of
Fig. 4. However, after decoding, there are no ambiguous

20 bit polarity situations. _

Theoretically, this decoding scheme can be used
to decode every signal that makes up the composite
signal. Ideally, the contribution of unwanted
interfering signals is minimized when the digital

25 spreading codes are orthogonal to the unwanted signals.
(Two binary sequences are orthogonal if they differ in
exactly one half of their bit positions.) Unfortunately,
only a certain number of orthogonal codes exist for a
given word length. Another problem is that orthogonality

30 can be maintained only when the relative time alignment
between two signals is strictly maintained. In
communications environments where portable radio units
are moving constantly, such as in cellular systems,
precise time alignment is difficult to achieve. When

35 code orthogonality cannot be guaranteed, noise-based
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is si‘npfli fi ed by encoding each signal with a comon bl ock error-correction
code, which-may be readily decoded using 5 a correlation device such
as a . Fast Wal sh Transformcircuit. Each coded information signal is then
assigned a uni que scranbling mask, or signature sequence, taken froma set
of scranbling masks having certain seletted auto- and cross-correl ation
properties. These scranbling 10 masks are ordered based on the signal

Snhance t he dBOBBRTE BRYcdbEeRary VIRA FR aordal B BhaUEL . 17
initially sel produced byqddfferentdecodeageneralternsecei.god dhepowitiidesi gnal .
I n general 15teleph%§%§§’ &%pdgﬂaﬁgygé%; kt§%to&%ﬁ§%bﬂﬁbe$dﬁéa‘that t he
sum of any two scra I ng nmasks, “using nodulo-2 arithnetic,” ,is equally
correl ated i nSAggAlt edeTIdeq,| houedRsHdhef eprrayomfo e Hadse signals
error-egorrect §8Nygade1y-emalile case where the block error-correction code
'S a "Processing gain" is a parameter of spread
spectrum systems, and for a direct spreading system it is
defined as the ratio of the spreading or coding bit rate
to the underlying information bit rate, i.e., the number
10 of chips per information bit or symbol. Thus, the
processing gain is essentially the bandwidth spreading
ratio, i.e., the ratio of the bandwidths of the spreading
code and information signal. The higher the code bit
rate, the wider the information is spread and the greater
15 the spreading ratio. For example, a one kilobit per
second information rate used to modulate a one megabit
per second code signal has processing gain of 1000:1.
The processing gain shown in Fig. 2, for example, is 8:1,
the ratio of the code chip rate to the information
20 datastream bit rate.

Large processing gains reduce the chance of
decoding noise signals modulated using uncorrelated
codes. For example, processing gain is used in military
contexts to measure the suppression of hostile jamming

25 signals. In other environments, such as cellular
systems, processing gain helps suppress other, friendly
signals that are present on the same communications
channel but use codes that are uncorrelated with the
desired code. 1In the context of the subtractive CDMA

30 demodulation technique, "noise" includes both hostile and
friendly signals, and may be defined as any signals other
than the signal of interest, i.e., the signal to be
decoded. Expanding the example described above, if a
signal-to-interference ratio of 10:1 is required and the

35 processing gain is 1000:1, conventional CDMA systems have
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20 . a#Wal sh-Hadamard code, if any two scranbling nasks are summed usi ng
modul 0-2 arithmetic, and the binary val ues of the product are represented
with. +1 and -1 values, then the Walsh transformof that sumresults in a
maxi mal |y flat Mal sh spectrum Sequences_w th such a 25 spectrum are
sonetinmes referred to as "bent" sequenE&%f In the context of cellular radio
t el ephone systems using subtractive CDVA denodul ation techni ques, the

present inventj.on C he y e
security at tH%P e#?% é ﬁﬁ}é e?£3€° Ebf %%%H év%% ggég%hgﬁ#%§¥V|dual
mobi | e subscrlbershamelthdnsahe s&anaeileverlngp@euddlagdoh09 génthat ed

cofle key 1S USEsh [0igRafL!aflos Q%g{:?&sé&r?ﬂbi m@fcmf bigthatl the

nobile stations In particu crlber
pseudorandon1ylﬁﬁﬁﬁﬁ%ﬁbﬁchﬁHEFrngThe total 1nterference energy 1s thus
5 100/1000, or 1/10, as compared to the desired information

energy of unity. With the information signal energy ten

times greater than the interference energy, the

information signal may be correlated accurately.
Together with the required signal-to-

10 interference ratio, the processing gain determines the
number of allowed overlapping signals in the same
channel. That this is still the conventional view of the
capacity limits of CDMA systems may be recognized by
reading, for example, the above-cited paper by Gilhousen

15 et al. |

In contrast to conventional CDMA, an important
aspect of the subtractive CDMA demodulation technique is
the recognition that the suppression of friendly CDMA
signals is not limited by the processing gain of the

20 _ spread spectrum demodulator as is the case with the
suppression of military type jamming signals. A large
percentage of the other signals included in a received,
composite signal are not unknown jamming signals or
environmental noise that cannot be correlated. Instead,

25 most of the noise, as defined above, is known and is used
to facilitate decoding the signal of interest. The fact
that the characteristics of most of these noise signals
are known, including their corresponding spreading codes,
is used in the subtractive CDMA demodulation technique to

' 30 improve system capacity and the accuracy of the signal
decoding process. Rather than simply decode each
information signal from the composite signal, the
subtractive CDMA demodulation technique also removes each
information signal from the composite signal after it has

35 been decoded. Those signals that remain are decoded only

T



-6- key enciphers individual information signals before the scranbling
operation. BRI EF DESCRI PTI ON OF THE DRAW NGS The present invention will now
be describéd in 5 nore detail with reference to preferred enbodi nents
of the invention, given only by way of exanple, and illustrated in the
acconpanyi ng drawi ngs, in which: Figs. .36a)-(c) are plots of access
channel s using different nultiple access techni ques; 10 Fig.
2 shows a series of graphs illustrating how CDVA signals are generated,
Figs. 3 and 4 show Bhéecreeidnhlgofipbhef compbsiser ai gnglhowcebsBgaeghalys are

decoded; Fi 9.  Pus"P1BaRegchbesagh SLgRURS! hbURbEA hRErReld wien HBITaCti Ve
decoding of the remaining signals.

For example, in Fig. 5, if signal 2 has already

5 been decoded as shown in the signal graph (a), the coded
form of signal 2 can be reconstructed as shown in the
signal graphs (b) and (c) (with the start of the first
bit period of the reconstructed datastream for signal 2
aligned with the start of the fourth chip of the code for

10 signal 2 as shown in Fig. 2 signal graphs (d) and (e)),
and subtracted from the composite signal in the signal
graph (d) (again with the first chip of the reconstructed
coded signal 2 aligned with the fourth chip of the
received composite signal) to leave coded signal 1 in the

15 signal graph (e). This is easily verified by comparing
signal graph (e) in Fig. 5 with signal graph (c) in Fig.
2 (truncated by removing the first three and the very
last chip). Signal 1 is recaptured easily by multiplying
the coded signal 1 with code 1 to reconstruct signal 1.

20 Note that because the bit periods of datastreams for
signals 1 and 2 are shifted relative to one another by 2
chips there are only six +1 chips in the first bit period
of the recaptured signal 1 shown in Fig. 5 signal graph
{f). It is significant that while the conventional CDMA

25 decoding method was unable to determine whether the
polarity of the information bit in the second bit period
of signal 1 was a +1 or a -1 in signal graph (f) of Fig.
3, the decoding method of the subtractive CDMA
demodulation technique effectively resolves that

30 ambiguity simply by removing signal 2 from the composite
signal. .

A general CDMA system will now be described in
conjunction with Fig: 6. An information source such as
speech is converted from analog format to digital format

35 in a conventional source coder 20. The digital bitstream

This Sheet Has Been Reﬂlaced

(L




Fig..6;is a generalized schemati c showi ng a spread spectrum comruni cati ons
systemt Fig. 7 is a functional block diagramof a systemthat nmay be used
to i.npl enent one of the preferred 20 enbodi nents of the present
invention;, Fig, 8 is a block diagramof another receiver in accordance with
the present invention; and Fig. 9 is afctional bl ock diagramof a system
that nay be used to inplenent another of the 25 preferred enbodi nents
of the present invention. DETAI LED DESCRI PTION Wiile the foll ow ng

descri ption i sgefettedobiyexheotrankhtitaercasurtecabiens 20y abgnbel nvol vi ng

POT L2l & o OB Byl Lo RLERIOUES R, RLCBL AR Ml coprpRRTIN CERLT,
present invent22anthay adds redundancy which increases the bandwidth or
bit rate of the transmission. In response to a spreading
5 code selection signal from a suitable control mechanism
such as a programmable microprocessor {(not shown), a
particular spreading code is generated by a transmit
spreading code generator 24, which as described above may
be a pseudorandom number generator. The selected
10 spreading code is summed in a modulo-2 adder 26 with the
coded information signal from the error correction coder
22. It will be appreciated that the modulo-2 addition of
two binary sequences is essentially an exclusive~OR
operation in binary logic. The modulo~2 summation
15 effectively "“spreads" each bit of information from the
coder 22 into a plurality of "chips".
The coded signal output by the adder 26 is used
to modulate a radio frequency (RF) carrier using any one
of a number of modulation techniques, such as QPSK, in a
20 modulator 28. The modulated carrier is transmitted over
an air interface by way of a conventional radio
transmitter 30. A plurality of the coded signals
overlapping in the allodated frequency band are received
together in the form of a composite signal waveform at a
25 " radio receiver 32, such as a cellular base station.
After demodulation in a demodulator 34 to baseband, the
composite signal is decoded.
An individual information signal is decoded or
"despread" by multiplying the composite signal with the
30 corresponding unique spreading code produced by a
receiver spreading code generator 36. This unique code
corresponds to that spreading code used originally to
spread that information signal in the transmit spreading
code generator 24, The spreading code and the
35 demodulated signal are combined by a multiplier 38.
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-7- besapplied to other comunications applications. Mreover, while the
present I nvention may be used in a subtractive CDVA denodul ati on system
al so_ may bé used in applications of other types of spread spectrumb5

communi cat.i on systems. CDMA denpdul ati on techniques w ||

in conjunction with the signal graphs shé%n in Figs. 2-4 which set forth
exanpl e wavef or ns in t he coding and decodi ng processes i nvol ved in

traditional
2-4, the inp

is illustratedrdansmiftes] infthmaticinddses iptipts srfgrtaian&hipJamlr
subtractive CLIA demadul ald d fANY GifSedB O dviind 'ﬁhr&f&ﬂmy

10

15

20

25

30

35

number of chips in order to obtain the actual values of
the information bits. As described above, these bit
value decisions may be made by taking an average or
majority vote of the chip polarities during each bit
period. In any event, the output signals of multiplier
38 are eventually applied to a receiver error correction
decoder 40 that reverses the process applied by the
transmitter error correction coder 22, and the resulting
digital information is converted into analog format
{e.g., speech) by a source decoder 42.

As described above, this decoding scheme
theoretically can be used to decode every signal in the
composite signal. 1Ideally, the contribution of unwanted,
interfering signals is minimized when the digital
spreading codes are orthogonal to these unwanted signals
and when the relative timing between the signals is
strictly maintained.

In a preferred embodiment of the present
invention, the error correction coding is.based on
orthogonal or bi-orthogonal block coding of the
information to be transmitted. In orthogonal block
coding, a number of bits M to be transmitted are
converted to one of 2" 2"-bit orthogonal codewords.
Deceding an orthogonal codeword involves correlation with
all members of the set of N=2" codewords. The binary
index of the codeword giving the highest correlation
yields the desired information. For example, if a
correlation of sixteen 16-bit codewords numbered 0-15
produces the highest correlation on the tenth 16-bit
codeword, the underlying information signal is the 4-bit
binary codeword 1010 (which is the integer 10 in decimal
notation, hence, the index of 10). Such a code is also
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15 + = assigned U. S. Patent No. 5,151,919 issued Septenber 29, 1992, which
is |ncorporated herein by reference, and in co-pending, conmonly assigned
U S._Patent Application Serial No. 07/739, 446 filed on August 2, 1991,
which is al so l.ncor porated herein by reference. 20 Two

di fferent datastreans, shown in Fig. 2 ~53" signal graphs (a) and (d),
represent digitized infornatlon to be connunicated over two separate

comuni cati on f n b|t
rate, digital ‘-‘C‘:H'%n'aehat[léﬁI %%%n aglugrl o Si gneﬁjtﬂf?&aﬁ%%ha{qu %?1
signal graph @aticr® uifdses of By sinkaxtring iadd, ahdheritsief 1mﬁﬁers
to a binary digidewdrdy, e cfuxttﬁ'f'ef B 3¢ | Heiit@lon Wiy 158 Rorrdyed

period" refers to.the tinme period between the start and tHhe finish of one

bit of the i nRX@AdaYoRs- This dgome ofnpedidign Y AMP¥H &d2R1ito a binary
digit of the kirghdgralcaidi Balingiccordingly, the term"chip

A significant feature of such coding is that
simultaneous correlation with all the orthogonal block
codewords in a set may be performed efficiently by means
of a Fast Walsh Transform (FWT) device. In the case of a

10 [128,7] block code, for example, 128 input signal samples
are transformed into a 128-point Walsh spectrum in which

each point in the spectrum represents the value of the
correlation of the input signal samples with one of the
codewords in the set. A suitable FWT processor is

15 described in co-pending, commonly assigned U.S. Patent
Application Serial No. 735,805 filed on July 25, 1991,
which is incorporated here by reference.

In accordance with one aspect of the present

invention, the coding is unique for each information

20 signal by using a different binary mask, also called a
scrambling mask or a signature sequence, to scramble each
block-coded information signal. Using modulo-2 addition,
such a scrambling mask may be added to the already block-
coded information and the result transmitted. That same

25 scrambling mask is used subsequently at the receiver to
descramble that information signal from the composite
signal.

It will be appreciated that maximal length

sequences, also known as m—-sequences, have been used for

30 scrambling masks. Maximal length sequences are the
sequences of maximum period that can be generated by a k-
stage binary shift register with linear feedback. The
maximum period of a binary sequence produced by such a
shift register is 2%-1 bits. Since a scrambling mask

35 usually consists of one period of such a sequence,
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period; refers to the tinme period between the start and the finish of one
chip of° the code signal. Naturally, the bit period is nmuch greater than the
chip period. The 35 result of this nodul ation, which is essentially
the= -8- product of the two signal waveforms, is shown in the signal
graph (c)” In Bool ean notation, the noduhgti on of two binary waveforns is
essentially an exclusive-OR operation. A simlar series of operations is
carried out 5 for information signal 2 as shown in signal graphs (d)-
(f). I'n practi asaxidiums qpesiod nbmyl hes endbmnt vherngtied |iMéwimal i bangtiynal s

o b e o0t oSS RIS ULAR R A8 uSBELY dlebTcphone
correlation property that each mask has a correlatlon of
unity with itself unshifted and -1/N with any bitshift of

5 itself, where N is the number of bits, or length, of the
scrambling mask. In principle, different shifts of a
maximal length sequence could be used to obtain
scrambling masks for a number of spread-spectrum signals,
provided that those signals were accurately time-

10 synchronized to one another to preserve the desired
relative bitshifts. Unfortunately, it is usually
impractical to arrange transmissions from a number of
mobile stations to be received at a base station with
relative time alignment accuracy of better than +/-

15 several chips. (In the examples of CDMA demodulation
shown in Figs. 2-5, the bit periods of the datastreams
for signals 1 and 2 were shifted by two chips relative to
each other.)} Under these conditions, maximal length
sequences are not adequate scrambling masks because a

20 time alignment error of one mask may cause it to appear
exactly like another mask.

Gold codes may be used to accommodate the time-
alignment problem. Gold codes are sequences that have
minimum mutual cross-correlation not only when time-

25 aligned but also when the time alignment is shifted by
several bits. This property is only achieved, however,
when the underlying source information is either
000000....00 or 111111....11 over the whole code
sequence. Because block coding is used to spread the

30 signal, not the scrambling mask, the underlying
information bits form a codeword of varying bit values.
Thus, the desired mutual cross-correlation properties can
not be obtained in a useful communication system.

The deficiencies of the prior art approaches

35 are resolved by the present invention. Code bits
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10 + =+ frequency (RF) carrier using any one of a nunber of nodul ation
technlques such as Binary Phase Shift Keying (BPSK) or Quadrature Phase
Shift Keying (QPSK). In a cellular tel ephone system each nodul ated carrier
is transm.tted.over an air interface. At a radio recei ver, 15 such as
a cellular base station, all of the sigidls that overlap in the allocated
frequency bandw dth are received together. The individually coded signals

composi t e si greReRAyBRoFAPRyRahal e Crag ceror ebrrabelop ple: Ak | ot on
of the recelvedombgneﬂ wathheneppfopr seteoliasepranbilfinggmesks. t Whesecodi ng
of the conposi Hie %9985: %ﬁ%ﬁéeﬁ&ﬁﬁe EQEO{IQE% BQtEBQP%%leB}Skbgoﬁ%g?e‘j or

despread by nu s recerved
with the uniqua b G§k29f M ingowmabipyi hatsylsoc ed| usdngi gnel of tZHat i s

shown i g signatbegeaBPasdbs INp{ESUA | Téhgtignal Ths ﬁ@éé’ﬂ@dlﬁ@entlon
also is applicable to bi-orthogonal block coding in which
M+1 bits are coded using one of the 2" codewords (of 2"
bits in length) or their inverses (also of 2" bits in
length). According to the present invention, the

10 scrambling masks are designed to minimize the cross-
correlation of any orthogonal codeword masked by a first
scrambling mask with any orthogonal codeword masked by
any other scrambling mask.

As discussed above, orthogonal and bi-

15 orthogonal block codes may be decoded conveniently using
an FWT circuit that correlates a composite signal with
all possible N=2" codewords of an input block of N=2%
signal samples. The FWT is an information-lossless
process that may be inverted to recompute the original

20 information signal samples from the correlations. Like
the Fourier Transform, the FWT satisfies Parseval's
theorem in that 1/N times the sum of the sguares of the
input samples equals the sum of the squares of the
computed correlations. For an input sequence of #*1

25 values, the correlations take on values between -1 and 1.
Decoding an orthogonally coded information signal
involves determining which of the correlations computed
by the FWT circuit has the largest value, the binary
index of the largest correlation representing the decoded

30 information bits. When decoding a bi-orthogonally coded
information signal, the correlation with the largest
magnitude is determined, giving an index'corresponding to
all but one of the information bits. The final
information bit is determined from the sign of the

35 largest-magnitude correlation.
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deci de the-polarity (high or low, +1 or -1, "1" or "0o") of each information
bif period of the signal. The details of how the receiver's code generat or
becones tinme 30 synchroni zed to the transmtted code are known in the
art. These-.deci sions nay be made by taking an average or majority vote of
the chip polarities during each bit peri8d. Such "hard" decision naking
processes 35 are acceptable as long as there is no signal anbiguity.
-9- For exanple, during the first bit_ period in the signal graph (f), the
average chip value is +1Th® PRt PF SAHRIDLZHoY CRFERTS fve B%Iarity +1
Simlarly, durirfigedferdice defih GREFDEpping SV@haDS wdaRs VEhae tBe+0. 75,

and the bit interference signals should not transform to generate one
‘" or more large correlations that could be mistaken for the
5 desired signal to be decoded. Rather, the interference
signals should transform such that they are evenly
spread, i.e., have the same magnitude, over all
correlations. This condition of evenly spread
correlations may be called a flat Walsh spectrum. A more
10 mathematical definition provides that if the interference
energy is normalized to unity, (viz., 1/N times the sum
of the squares of the input samples is unity) each of the
computed correlations has the same value +1/NV2,

Scrambling masks that result in interfering

15 signals exhibiting a flat Walsh spectrum when decoded
using a different scrambling mask can only be obtained
when N¥2 is an integer and N is an even power of two
(i.e., N=2#, yhere 2 =1, 2, 3, ...), e.qg., 4, 16, 64,
etc. Systematic ways of constructing scrambling masks

20 that generate flat Walsh spectra are described below.

The scrambling masks to be constructed have the
same length as the orthogonal codewords to which they are
modulo-2 added. When a unique scrambling mask is modulo-
2 added to all N codewords in a Walsh—Hadamard. code set,

25 the result is a unique set of N Y“scrambled" codewords
that forms a coset of the original Walsh-Hadamard code
set (i.e., another code set). The scrambling masks are
chosen such that the correlation between scrambled
codewords of different cosets is constant in magnitude,

30 independent of which two cosets are being compared and
independenf of which scrambled codewords within the two
code sets are being compared. -

To achieve this property, the modulo-2 sum of
any two scrambling masks must be a "bent" sequence. Aas

35 mentioned above, bent sequences are sequences having a

. This Sheet Has Been Reﬁl .
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5 ° ‘polarity is also nost likely a +1. However, in the second bit
period, the average chip value is zero, and the majority vote or average
test< fails to provide an acceptable polarity value. In such anbi guous
situations, a #soft" decision 10 maki ng process nust be used to
determine the bit polarity. For exanpl-89-an anal og voltage proportional to
the received signal after despreading nay be integrated over the nunber of
chip periods corresponding to a single information bit. The sign or
polarity of théaheWalsh transifpry adi 8m.r 66gHeNFRE EhatsarRaeWAA LI t val ue

is a +1 or -lcorbeldeeadindmabnitgaal td, asinkl pbskebliBatia®khskhafamata i S
illustrated in éhe ) aphs ( e

decodi ng, thef® 3V8rhgvghﬁgéﬂoﬁsgzg)ngﬁag%éfgg?ﬂgiF§g2§¥urgpgﬁésrzgg
Theoreti cal | yThébrg d€cEnrog-cobheeseting OedasedParts I and IT, (New
5 York: North-Holland, 1977). A set of scrambling masks
having this property may be called an "ideal" set.
The present invention encompasses two methods
for creating ideal scrambling mask sets. The first

method, Method A, produces a set of N'2 scrambling masks

1o of length N. The second method, Method B, produces a set
of N/2 scrambling masks of length N.
METHOD A:

Let n = NY2; let w,, w,, ..., w_, be the n
Walsh-Hadamard codewords of length n; and let k = log,(n).

15 The set of scrambling masks is formed using the following
procedure.

1. Select a primitive polynomial p(X) over
Galois field GF{2) of degree k from, for example, R.
Marsh, "Table of Irreducible Polynomials over GF(2)

20 through Degree 19", National Security Agency, Washington,
D.C. (1957) or W. Peterson, Error-Correcting Codes, (New
York: John Wiley & Sons, 1961). If k=1, step 1 can be
omitted.

For example, for n=4 and k=2, p(X) = 1 + X + X°.

25 2. Use p(X) to define a Galois field GF(2%)
with primitive element "a" such that p(a) = 0. The
Galois field GF(2¥) consists of n=2X elements: o0, 1, a,
a?, a%, ..., a"2, If k=1, form the standard Galois field
GF(2) with elements 0 and 1.

30 For the example above in which n=4, the GF(2?)
is formed with elements (0, 1, a, a?), where p(a)=0
defines the element "a".

3. Form the sequence: {1, a, a% a% ...,

This Sheet Has Been Rerlaced

AR



to decgde -every signal that makes up the conposite signal. ldeally, the
cohtributiaon of unwanted interfering signals is mnimzed when the digital
25 . spreadi ng codes are orthogonal to the unwanted signals. (Two binary
sequences are orthogonal if they differ in exactly one half of their bit
positions.) Unfortunately, only a certalf-nunber of orthogonal codes exi st
for a given word | ength. Another problemis that orthogonality 30 can

be mai ntai ned op when, the relative ti al i_.gnnent bet ween ¢ signal.s.is
orrictly s e B PO E AT DS s COMTERES Mo e SALRA% FoRhch
uni ts are noviEp(zonsiranidly, ki elenanteeldidept weatens, (Fured=<k, tthes
alignnent is diff&ggl to achi eve. Wen 35 code orthogonality cannot

be guaranteed,lio ased
For the n = 4 example, this gives the sequence
5 {1, a, a%.

4. Replace each element in the sequence with
its polynomial representation, giving the sequence:

{b*(a)=1,b2(a)=a,b**(a)=a?,...,b¥ " (a) =a™?}.

This can be done as follows. Each of the
elements in GF(2¥) can be expressed as a polynomial in "a®
10 of degree k~1: by + ba + ... + b _,a¥'. The coefficients
(by, by, -.., b,) give the "k-tuple" representation of an
element in GF(2%).
Consider the n=4 example above. The fact that
p(a)=0 gives:
15 0=1+a+aora’=-1-a=1+a
since + and - are equivalent in modulo-2 arithmetic.
Thus, for this example, the sequence {1, a, a?} would be
replaced with (1, a, 1+a}.
5. Evaluate each polynomial representation in
20 the sequence with a = 2, using normal integer arithmetic.
This gives a sequence of the integers 1, 2, ... n-1, not
necessarily in that order.
For the n=4 example above, this gives the
sequence {1, 2, 3}.
25 6. Interpreting each integer as an index of a
' Walsh-Hadamard codeword, replace each integer (index) in
the sequence with the n-bit Walsh-Hadamard codeword of
that index. This gives an ((n-1)n)-bit sequence.
For the n=4 example above, the Walsh-Hadamard

30 codewords are: w, = 0101, w, = 0011, and i@ = 0110, and
this gives the 12-bit sequence: {0101, 0011, 0110} or
{010100110110}.
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-10- signals may interfere with the actual bit sequences produced by

di fferent code generators, e.g., the nobile tel ephones. In conparison with
the ariginally coded signal energies, however, the energy of the noise
signals 5 - is usually small. "Processing gain" is a paraneter of spread
spectrum systens, and for a direct spre=mfing systemit is defined as the
rati o of the spreading or coding bit rate to the underlying information bit

rate, i.e., the nunber 10 hi ps per information bit or nmhol
Thus, the processing gaif-is 55585 P Eh EUGEN FRYEREH &FF d?%%ﬂﬂqg

i.e., the ratibyoéihbeyb&ﬂ&wuﬂh&ayotnthtxﬁgrQ&di&arbumanmydyeﬁmmtﬁﬁgyah
el he M9Be LIS SRiBPLt Hind BRUUahls L I e SPr e
per second i nf vepeatdngr stepused t(Thisdiksaequiveientedabictircularly

5 rotating left n shifts at a time the sequence in step 6.)

For the n=4 example, this gives two additional
sequences:

{0011,0110,0101) = (001101100101}, for {2,3,1}); and
{0110,0101,0011} = {011001010011}, for {3,1,2}.

10 8. Extend the length of the sequences from
steps 6 and 7 to n? = N bits by inserting in front of each
sequence the n-bit Walsh-Hadamard codeword Wy, which
consists of n zeroes.

For the n=4 example, this gives the three 16-

15 bit sequences:

{0000010100110110}, {0000001101100101)}, and
{0000011001010011}.

9. The set of n-1 n?-bit sequences is
augmented with the all-zero sequence, which consists of n?

20 zeroes. For the n=4 example above, this is the 16-bit
sequence {0000000000000000}.

10. Having constructed n sequences of length
n?, these may be converted into a set of n scrambling
masks by modulo-2 adding a "base" sequence of n? bits.

25 These scrambling masks form a set of n (i.e., NV?)
scrambling masks of length n? (i.e., N).

The base sequence can be chosen so that the
scrambled information signals have desired auto-
correlation properties, as well as cross-correlation

30 properties, when echoes or time misalignments are
present. Also, in the case of cellular mobile radio
communication, a different base sequence can be assigned
to different cells. In this case, correlation properties _
between different base station sequences would be

35 considered.
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per second code signal has processing gain of 1000:1. The processing gain
shown in Fi.g. 2, for exanple, is 8:1, the ratio of the code chip rate to
the information 20 datastream bit rate. Large processing gains reduce
t he chance of decodi ng noi se signals nodul ated usi ng uncorrel ated codes.

For exanple, processing gain is used iTé#Tlitary contexts-to measure the
suppression of hostile janm ng 25 signals. 1In other environnents, such

as cellular systens, prqcessin i.n_hel ps suppress her,,. frien | gnal s

that are present on the F%}hcegﬁﬁ%meeﬁn}p&% éﬁ%ﬁ‘?ﬁe %:ﬂe Lpsaesecosc?e‘g{%h%% are

uncorrel at ed st { oo 1dasicod dds..  IThe hesadrttieng seft tdfe ssutamddcing/e CDVA

30 dem)dynl %tjégorl(ft ?ﬁ% qti,?, "noi se" includes both hostile and friendly
ay e ‘Fefined as a

signals, and & n ny signals other than the signal of
interest, i.e., the sigrid10a® I UHMIded00dpandi ng t he exanpl e descri bed

above, gi f a {0000 1100 0110 1010}
{0000 1001 0101 1100}
{0000 1111 0000 1111}.
This completes Method A for constructing an ideal set of
N2 gcrambling masks of length N.
10 METHOD B:
In Method B, a set of N/2 scrambling masks of
length N is formed. The method is based on the use of
N/2 of the N? codewords of length N which make up a
Kerdock code. These codewords are permuted, then added
15 to a common base sequence as in step 10 of Method A. A
Kerdock code is a "supercode" in that it consists of N/2
code sets, each of which is a bi-orthogonal code. With
the right permutation, the permuted Kerdock code contains
the Walsh-Hadamard code as well as (N/2-1) cosets of the
20 Walsh-Hadamard code. It will be recalled that a coset is
obtained by applying a scrambling mask to all codewords
in a set.
A Kerdock code is formed by the union of a
cyclic form, first-order Reed-Muller code set with
25 (N/2-1) cosets as described in the book by MacWilliams
and Sloane mentioned above. Thus, it consists of N/2
code sets, each containing 2N bi-orthogonal codewords of
length N, giving rise to a total of (N/2) (2N)=N° codewords
of length N. By permuting each codeword in a certain
30 way, the Kerdock code has the property that the modulo-2
sum of a codeword from one code set with a codeword from
another code set is a bent segquence. |
The procedure for generating the N/2 scrambling

masks of length N is as follows:
This Sheet Has Been Repla
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signdl -to-interference ratio of 10:1 is required and the 35 processi ng
galn is 1000:1, conventional CDVA systens have the capacity to allow up
to 101 signals of equal energy to share the same channel. During decodi ng,
100 of the 101-:signals are suppressed to 1/1000th of their original
interfering power. The total interferefid energy is thus 5 100/ 1000,
or 1/10, as conpared to the desired information energy of unity. Wth the

i nformati on signal ener te ' reat han, t he . ener gy,
the information signal %‘y bg; éc%érfaz’f%t‘%he gﬁc/c%r%?%? ygeér(%%%gérg@megﬁl?%e
required signaCSRs) I9f a Kerdedck fegdsice & ameéthod Meomrarpexayngathe
determ nes t h%ﬂ\ﬁ@@xéﬁdé&)&% Oa*f’s?r%ﬁ%}& Nth S 9 Raddk | hen s@iBsshgpnel .
That this is sti t he conventional view of the
Low-Rate Nonlinear Codes," Info. and Control, vol. 20,
5 pp. 182-187 (1972) and in the above-cited MacWilliams and
Sloane text at pp. 456-457.
A method which generates the code set
representatives (CSRs) directly is given in the

MacWilliams and Sloane text at pp. 457-459. This method

10 generates the left half (N/2 bits) and right half (N/2
bits) of each CSR separately. Each N-bit CSR (csr;) has
the form:

t t
csz,=[0 IX’(Z: 931) o lx’{ei'*;: ﬁix)l
I=1 =1

where |A|B|c|D| denotes the concatenation of A (1 bit), B
(N/2-1 bits), C (1 bit), and D {N/2-1 bits) into one

15 sequence; xi() denotes the operation of cyclically right
shifting j places what is within the parentheses; Iq=1+2i:
t=(1log,(N)-2)/2; and 8, denotes a special primitive
idempotent polynomial (which can be interpreted as a
sequence) of length N/2~1 as defined in the above-

20 mentioned MacWilliams and Sloane text. Observe that the
left half of the CSR consists of [A|B| and the right half
consists of [c|[D|. The csr, is defined as the all-zero
sequence.

It is important to note that the special

25 ~ primitive idempotent polynomials are based on a Galois
field GF(2'=N/2), where r=log,(N/2). Thus, a GF(N/2) is
used to form each half of the Kerdock code set
representative. _

For example, suppose N=16, N/2=8, r=3, and t=l1.

30 Then the special idempotent polynomials (and hence
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capacity l'imits of CDVA systens may be recogni zed by reading, for exanple,
t he above-cited paper by G| housen 15 et al. In contrast to
conventional CDMA, an inportant aspect of the subtractive CDVA denodul ation
technique is the recognition that the suppreSS|on of friendly CDVA signals
Is not limted by the processing gain 6f%The 20 spread spectrum
denodul ator as is the case with the suppreSS|on of mlitary type janmm ng
signals. A Iar erce a t el, S e d,
conposite si g rge %n%%ma% ébm}gll{i‘ ét%&%&n\(}? éj%*l{rrhéf%&ﬁg éﬂ&

t hat cannot b§]mnelimxjd to MEad 25 rmst of the noise, as def| ned
above, is known and is qﬁed_tg iagshlggtg decodi {¢pidey pi gnal of interest.
The fact that the charactieristics pf g g{ t hese noi se signals are known,
i ncl udi ng their correspdhdlﬂglsbrﬁad‘ﬁb to et {K1MRRPI n the subtractive

COVA deggrodul atdepReH[ENRERE hddulo-2 arithmetic:
8," + 8;° = {0111111}).
Thus, each CSR has the form:

csr; = |o|xi(8;") |o|xi(8," + 8,7 |
= [o|xi({1110100}) |0]xi({0111111}) |
10 Evaluating this expression for j=0, 1, ..., N/2-1 gives

the eight CSRs in the following Table 1.

Table 1. Example of 16-bit Kerdock CSRs

” representative sequence “
0 0000 0000 0000 0000 “
15 1l 0011 1010 0101 1111 “
ILi 2 0001 1101 0110 1111
II 3 0100 1110 0111 0111
ILA 4 0010 0111 0111 1011
I[ 5 0101 0011 0111 1101
20 ll 6 0110 1001 0111 1110
|| 7 0111 0100 0011 1111 ﬂ

2, Permute each (N/2-bit) half of each
Kerdock CSR to obtain the left and right halves of a
permuted sequence.

25 The permutation is based on the primitive
element "a" in the Galois field GF(N/2) used to form each
half of the Kerdock CSRs. The permutation is defined by
forming the Galois field elements in the‘order 0, 1, a,
a®, ..., a¥%? These correspond to the positions 0

30 through N/2-1 in each half of the Kerdock CSR. The
corresponding position in the permuted sequence is
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as coefficients of powers of 2 (i.e., b, + 2b;, + 4b, + ...
+ 27'p_.,}, an integer in the range [0, N/2-1] results

10

15

20

25

30

(with b,

= 0 or 1, for all s), the coefficients b,

providing a binary representation of the integer which
gives the corresponding position in each half of the

permuted sequence.

corresponding position is just b_,b_,...b,bb,.
For the example above, the primitive element
"a" in GF(8) used to form the Kerdock code is defined by
the primitive polynomial p(X)=X* + X + 1, which gives
3-tuple representations of the elements in GF(8) given in

Note that the binary number for the

Table 2 (see the above-mentioned MacWilliams and Sloane

text, page

110).

Using the approach described above, the

permutation mapping for each half of the sequence giving
the corresponding new position in the permuted sequence

is also shown in the following Table 2 (which is easily
verified by reading the 3-tuples backwards).

Table 2. GF(8) and Half Sequences Permutations
field 3=tuple old new
element form position position

0 000 0 0 I
1 100 1 1
a 010 2 2
" a? 001 3 4
| a® - 110 4 3 B
4 011 5 6
3 111 6 7
6
[L a 101 7 5 3
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bit period of the reconstructed datastreamfor signal 2 aligned with the
start of the fourth chip of the code for 10 - signal 2 as shown in Fig.
2 signhal graphs (d) and (e)), and subtracted fromthe conposite signal in
the signal-graph (d) (again with the first chip of the reconstructed coded
signal 2 aligned with the fourth chip o26the received conposite signal) to
| eave coded signal 1 in the 15 signal graph (e). This is easily
verified by conparing signal graph (e) in Fig. 5 with signal graph (c) in
Fig. 2 (truncated by redmRI¥inthdhe permutiatdons theady Kexdack (95 .
Signal 1is reﬁ&amﬂl@ 1ea;;wég hadNddt B¢y igidted alefherianal id whdh code 1
to reconstruct_signal Not e that because the bit periods of
dat ast r eans fcﬁ"%"d‘ﬁd?% Tabif) 3> are shifted relative to one another by 2
chips there are only six +1 chips in the first bit period of the recaptured
signal 1 shown in Fig. 5 signal graph (f). It is significant that while the
conventi onal CDVA

Table 3. Set of 16-bit Permuted Sequences

5 “ index sequence
“ 0 0000 0000 0000 0000 1|
1 0011 1001 0101 1111
“ 2 0001 1110 0111 0111 “
I 3 0101 0011 0110 1111
10 4 0010 0111 0111 1101 “
5 0100 1101 0111 1110 "
| 6 0111 0100 0111 1011
u 7 0110 1010 0011 1111 ﬂ
3. Having constructed N/2 permuted sequences
15 of length N, these may be converted into N/2 scrambling
masks by modulo-2 adding a "base" sequence of N bits. As
in Method A, the base sequence can be chosen so that the
scrambled informati;n signals have desired auto-
correlation properties, as well as cross-correlation
20 properties, when echoes or time misalignments are
present. Also, in the case of cellular mobile radio
communication, a different base sequence can be assigned
to different cells. In this case, correlation properties
between different base station sequences would be
25 considered.

For the example above, suppose the arbitrary
base sequence is {0000111100001111}. The resulting set
of scrambling masks is given in Table 4.

i uﬂin



25 - -~ decoding nethod was unable to determ ne whether the polarity of the
information bit in the second bit period of signal 1 was a +1 or a -1 in
signal graph (f) of Fig. 3, the decoding nethod of the subtractive CDVA
denodul ati.on technique effectively resolves that 30 anbiguity sinply
by removing signal 2 fromthe conposit®3tgnal. A general CDVA systemwill
now be described in conjunction with Fig. 6. An infornation source such as

speech is converted fro Iog f % [ ?$:for in a
conventional source cod %reg:l‘i@ ai'16d'm%t nlgl asdﬁ]erat ed by
the transmtter—squrce coder 20 opy hao furthar nrocascad Jn 3 transndd
error correctffon coder jpdex sequence

0 0000 1111 0000 1111
0011 0110 0101 0000
0001 0001 0111 1000
0101 1100 0110 0000 {
0010 1000 0111 0010
0100 0010 0111 0001
0111 1011 0111 0100
0110 0101 0011 0000 4“

N oy (O [ (W N

10 |

This completes Method B for forming an ideal
set of N/2 scrambling masks of length N.

It will be understood that the scrambling mask
Methods A and B give masks having good cross-correlation

15 properties when two signal waveforms are time-aligned,
regardless of the base sequence, or mask, chosen. The
base mask can provide good auto-correlation properties,
which is important when echoes of a signal are present.
The base mask can also provide good cross-correlation

20 properties when two signals are not time-aligned, or
echoes are present.

The present invention may be readily
incorporated into a multiple access spread spectrum
communications system by storing these scrambling masks

25 in a look-up table in a RAM or ROM memory, for example,
from which a particular mask is retrieved by supplying
its associated address. A system for implementing the
scrambling masks into a spread spectrum system is
illustrated in Fig. 7. While described in terms of a

30 memory look-up table, it will be appreciated that a
suitable code generator, such as a digital logic circuit
or microcomputer, that produces on-line the scrambling

"l




22 tHhat® adds redundancy which increases the bandwi dth or bit rate of the
triansmi ssian. In response to a spreading 5 code selection signal from
a sui.tabl e control nechani sm such as a programmuabl e m croprocessor (not
shown), a -parti-cul ar spreading code is generated by a transmt spreading
code generator 24, which as described aB®ve nmay be a pseudor andom nunber
generator. The selected 10 spreadi ng code is summed in a nodul o-2
adder 26 with the coded, i nformation signal fromthe error correction coder

22. It will bdagkst dNAcAFehRY (Rl SRfhAD-ONRRY iYW S HH Y
sequences i s eQsbealdsedn exclusive-OR operation in binary logic. The

from the coder 22 into AFPTAIIF AT peS ety o BT AR by
t he adder 26 ite llaxcks oM @ire Mt I)adiindme didre \in RF)sanrge egzoday Pl any
one of o nuMgiPleymdiyid 4y AU B Shesdid) B3 &P ¥rdd dorrection
orthogonal (or bi-orthogonal) block coder 52. The
orthogonal 2M-bit block codewords are scrambled by a
modulo-2 N-bit adder 53 with a scrambling mask,
constructed as described above, retrieved from a look-up

10 table in a memory 60. In the case of ideal scrambling
masks, there are either n,=N'? or n,=N/2 scrambling masks,
depending on which method was used to generate the
scrambling mask set. Thus, the number of bits needed to
address each mask from storage 60 is either b,=log,(n,) or

15 b;=l0g,(n;) , and by transmitting the b,~bit or by -bit
scrambling mask selection address associated with a
particular scrambling mask to the memory 60, that mask is
retrieved from storage and modulo-2 added to the block
coded signal.

20 The ability selectively to address and retrieve
a specific scrambling mask becomes important in
determining the order in which signals are decoded from a
received composite signal. For example, if stronger
coded information signals are decoded first and removed

25 from the composite signal before weaker signals are
decoded, the scrambling masks must be ordered by the
signal strength of their associated, coded information
signals. In CDMA subtractive demodulation according to
the patent applications incorporated by reference above,

30 the scrambling mask corresponding to the strongest
information signal would be selected for decoding. After
that signal is removed, the scrambling mask corresponding
to the next strongest information signal is selected and
so forth until the weakest signal is decoded.

i




20 J modul ator 28. The nodul ated carrier is transnitted over an air
interface by way of a conventional radio transmtter 30. A plurality of the
coded signals overlapping in the allocated frequency band are received
together in the formof a conposite sigggl waveformat a 25 radi o

recei ver 32, such as a cellular base stafion. After denodulation in a

denodul ator 34 to baseband, the conposite signal is decoded. An individual
i nformation signal is d%%d%é?{ecf (iﬁsé&?aéjc;déwo E#I%lyi&% i, r@‘%;%{.e
signal with the 30 correspondi ng uni que spreadi ng code produced by a
recei ver spredd may de Q;R;ﬁév%{)d’ro %.pmlsl@mtpmsewé MR AND t hat
spreadi ng codgddAGtdy H4aMerd Q:h%? b (HiRrddddd B iPradidal in the
transmt spreadi ng code generator 2 The spreadi nhg code and t he 35

denpdul at ed sitFPANSNY CHBYREG by'he MAdGYIAted sjgnal is amplified and

5 transmitted via a transmitter 56 and antenna 58.
At the receiver, the composite signal received
by an antenna 61 is provided to a receiver demodulator 62
that demodulates, samples, and digitizes the composite
signal. A serial-to-parallel converter 64 converts the
10 serial samples into parallel blocks of signal samples
{which may be complex, corresponding to in-phase and
quadrature signal components). The order in which each
information signal is decoded in the receiver is
determined by the receive scrambling mask selection
15 address b, or b, applied to a scrambling mask memory 66.
In a specialized N-sample multiplier 68, each of the N
parallel samples buffered in the serial-to-parallel
converter 64 is multiplied by +1 or -1, depending on the
scrambling mask retrieved from the memory 66. One way to
20 perform this multiplication is to exclusive-OR each bit
of the digital sample with the corresponding scrambling
mask bit. For example, if the first of the N digital
samples is 1011 and the first scrambling mask bit
corresponds te -1, then the first of the N output samples
25 would be 0100. If the received samples are complex,
different scrambling masks could be used for the in-phase
and quadrature components.
The descrambled signals are decoded in a block
" decoder 70, which may include an FWT circuit 72. The
30 index of the transform component having the largest
correlation magnitude (bi-orthogonal code} or value
(orthogonal code) is determined and selected as the
decoded information by an ordering and selection circuit
74. A suitable device for determining the largest of a
35 number of input values is described in

This Sheet Has Been Reﬂlaced

[



-14- Berause several received chips represent a single bit of transmtted

I nformation, the output signal of rmultiplier 38 nmay be successively

i ntegrated over a particular nunber of chips in order to obtain the actua
val ues of 5 - the information bits. _As described above, these bit val ue
deci sions may be made by taking an averaae or mpjority vote of the chip
polarities durlng each bit period. In any event, the output signals of

mul tiplier 38 reve té@%#%n@c?rﬁ |sed Igé\:c]ﬁat[ f;&g Vf’h 164 [ &Fs cprLegqion 10

decoder 40 th process app e transnltter error
correction codebrmrynkp 4 WQ%GUIECngFm@Il%itY nipriis arpkicakien: ed

into anal og f g@tedsan g'mag%Pfﬁfcm“ RYi A SUINESedOGOded e 'S descri bed

above, this decodi ng schene
correlations with both orthogonal and bi-orthogonal

S codes. The FWT circuit 72 would preferably operate on

complex numbers when the demodulator 62 and converter 64
deliver complex signal samples, which is often the case
when the phase of the received signal is not known. The
decoded M or M+l bits of information are received by a

10 source decoder 76 for conyersion into analog form, e.g.
speech.

Using the scrambling masks generated as
described above, interference from signals having
scrambling masks different from the one selected at the

15 receiver is distributed equally, at least in theory, over
each of the FWT circuit's correlation outputs. Because
no spurious peaks occur, the risk is minimized that an
error will be made in determining the largest correlation
as the decoded information.

20 In multiple access spread spectrum
communications, it is not uncommon for the receiver to
use the method of RAKE combining to combine correlations
from different signal rays (i.e., to collect energy from
a signal and its echoes). For the system shown in Fig.

25 7, this would appear as a RAKE combining element 73
between the FWT circuit 72 and the ordering and selection
circuit 74 as illustrated in Fig. 8. For each of the N
outputs of the FWT circuit, results from different signal
times-of-arrival would be weighted and accumulated,

30 before being sent to the ordering and selection circuit.
Data corresponding to the different times-of-arrival
would be provided by the serial—to-paraliel converter 64.
Furthermore, a new method, referred to as WRAKE
combining, could be used in place of conventional RAKE

35 combining. The RAKE combining technique and the new
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15 " ‘theoretically can be used to decode every signal in the conposite
signal: ldeally, the contribution of unwanted, interfering signals is

m nin zed when the digital spreading codes are orthogonal to these unwanted
signals and when the relative timng between the signals is 20

strictly maintained. In a preferred enbadi.rent of the present invention,
the error correction coding is based on orthogonal or bi-orthogonal bl ock
coding of the information to be transmitted. In orthogonal block 25

codi ng, a nunbeffbéibhtsWRAKE approachnatrbedetatledninr todpending,of 2[err]

2 -bit t ' |
correl ati on i CHEPRL o REEHEhER" pr8© SEndnelaBbl 2OEIBY SETMTfto, MO BOS
i ndex of the c8®9ew$3d §iledgonh¥anchhabt 88PRel §PFONRABE Recejyverdwithe
desired infor ”ﬂi%tlvg%aﬁxé%b%lh&"a GRLER! 8k1 8RpPEsEl ¥ ¢RBorPoRaed

codemords nunbered O
here by reference.

When the length N of the scrambling masks, or
signature sequences, is an odd power of two (i.e., when
N=22"1 yhere 2 =1, 2, 3, ...), ideal correlation
properties are not obtainable. In other words, it is

10 impossible to construct the scrambling masks such that
the sum of any two is a bent sequence, equally correlated
in magnitude to all N Walsh-Hadamard codewords. In this
case, however, one can use a “half-bent" sequence, which
is a sequence that is equally correlated in magnitude to

15 half of the N codewords and has zero correlation with the
other half. Thus, it is possible to construct séts of
scrambling masks such that the sum of any two is a half-
bent sequence. A set of scrambling masks having this
property may be called a "semi-ideal"™ set. ’

20 In accordance with the invention, two ways of
constructing semi-ideal sets of scrambling masks are
provided. In the first way, either Method A or Method B
(the two Methods described above for creating ideal sets
of scrambling masks) is used to generate a set of either

25 (N*)2 or N'/2 scrambling masks, respectively, of length
N', where N'=2N (where N is an odd power of two). The
modulo-2 sum of any two of these scrambling masks of
length N' would be a bent sequence, equally correlated in
magnitude to N'=2N codewords of length N'=2N. Then, the

30 last half of each scrambling mask (which is N bits long)
is dropped, leaving masks of length N!'/2=N. Therefore,
the modulo~2 sum of any two of these truncated scrambling
masks of length N would be a sequence of length N that
could be equally correlated in magnitude to at most only

35 N*'/4=N/2 codewords of length N'/2=N. Thus, depending on
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produces the highest correlation on the tenth 16-bit codeword, the
underlying,information signal is the 4-bit binary codeword 1010 (which is
the integer 10 in decirmal 35 not ati on, hence, the index of 10). Such
a code is.also. -15- terned a (16,4] orthogonal block code and has a
spreading ratio R = 16/4 = 4. By invert32rmg all of the bits of the
codewords, one further bit of information may be conveyed per codeword.

This type of coding is known as bi- 5 or t,hogon llpck cadi ng. A
signi ficant fwhigheMethegdcdscydery Pssﬁﬁapﬁs 33%61§5PFé atlon with

al | the orthogepambli Q?kmf‘a@qt%V\Wfd&elnqtm seusrmpmqom tdhtefthiecisam |y by
means of a Fasét \A\?alysrt]:wo asrt]:%fa%rle(nFV@as(?ceV' Cehal']’:' tb@% case of a
In the second way of constructing semi-ideal
5 sets of scrambling masks, either Method A or Method B
above is again used to generate a set of either (N')Y2 or
N'/2 scrambling masks, respectively, of length N', where
N'=N/2 (where N is an odd power of two). The modulo-2
sum of any two of these scrambling masks of length N'

10 would be a bent sequence, equally correlated in magnitude
to N'=N/2 codewords of length N'=N/2. Then, for each Nt
length sequence, a copy of itself is appended, giving
masks of length 2N'=N. Alternatively, it is also
possible to append a copy of a different mask to each

15 mask instead of appending to each a copy of itself.
Therefore, the modulo-2 sum of any two of these
duplicated scrambling masks of length N would be a
sequence of length N that still could be equally
correlated in magnitude to at most only N'=N/2 codewords

20 of length 2N'=N. Thus, depending on which Method is
used, a set of either (N/2)'? or N/4 scrambling masks of
length N is formed such that the sum of any two
scrambling masks is half-bent.

For both cases of N (i.e., N either an even or

25 odd power of two), the above methods may not yield large
enough sets of scrambling masks. These sets can be
augmented by more scrambling masks, but the modulo-2 sum
of two such masks may no longer be a bent or half-bent
sequence. However, these sets can advantageously be

30 augmented so that the modulo-2 sum of any two masks is
equally correlated in magnitude to at 1eqst some subset
of the codewords. A sequence that is equally correlated
in magnitude to a subset of the codewords and
uncorrelated to the remaining codewords will be referred

35 to as a "partially bent" sequence.
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10 ° :[128,7] block code, for exanple, 128 input signal sanples are
‘transformed into a 128- poi nt WAl sh spectrumin which each point in the
"spectrumrepresents the value of the correlation of the input signal
sanples with one of the codewords in the set. A suitable FW processor is
15 described in co-pending, connnﬁ?%‘a55|gned U.S. Patent Application
Serial No. 735,805 filed on July 25, 1991, which is incorporated here by

Coding 1 5 uni que Tor cadlP BT Mfedn o Se BRI PaE fF & df 1 orent
bi nary mask, acyambdlined mesier,artiwa r@tmxls c(Maa:lmd;mdt um;i Hquacde t o
= sorantl ng S oyest S BorH HeFHadl e Mee s HhaRYch 288 Ton and
the result tr Mmltq‘é’d adfiest tepeacs scramw@masig imadthe original
subsequent |y glgdalie ore GRinieride1d et 2l gded 10 MK Produtndd fromthe
conposite another set of scrambling masks and these sets may be
combined to form an augmented set of scrambling masks.
If U is the number of scrambling masks in the original
ideal or semi-ideal set, then the number of masks in the
10 augmented set is SU, where S is the number of special
masks. These special masks are formed by concatenating P
patterns of length L, where PL=N and P and L are also
powers of two.
In Method 1, there are two possible patterns:
15 the all-zero pattern (L zeroces), and the all-one pattern
(L ones). A set of S; scrambling masks with the length P
is formed, using either Method A or Method B (the two
Methods described above for forming ideal sets of
scrambling masks, which are also known as "good" sets of
20 scrambling masks because of their "good" correlation
properties, such as having minimal mutual cross-
correlations between members of the sets). Each of these
P-length scrambling masks is extended to an N-length
special mask {complement mask) by replacing each "0" with
25 the pattern of L zeroes and replacing each "1" with the
pattern of L ones. Then the original set of U scrambling
masks of length N is augmented to S,U masks by modulo-2
adding each special mask to the U masks in the original
set.
30 For example, consider the previous example set
of four scrambling masks of 16-bit length created by
Method A. To augment this set using methbd 1, a set of
scrambling masks of length P=4 is needed. Using Method A
for this set yields two masks: (0000}, and (0001}.

T uﬂin



signal. It will be appreciated that maxinmal |ength sequences, also known as
m' sequences, have been used for 30 scranbl i ng masks. Maxinmal |ength
sequences are the sequences of maxi mum period that can be generated by a k-
stadge binary shift register with |inear, feedback. The maxi mum period of a
bi nary sequence produced by such a sm7%47egister is 2[err]-1 bits. Since a
scranbl i ng mask 35 usual |y consists of one period of such a sequence,

-16- maxi mum period.inplies naxi. en W= n
orambiing. mebReIAGHES: rach, BPin Ca s Ealtr YRECRE ar e e ek
has a correl afbar ohesniytipldst ftwiot spetigdsmasksd and -1/ N with any bitshift

of {0000 0000 0000 0000)

{0000 0000 0000 1111}.

5 Applying the first special mask to the original
set gives the elements of the original set:

{0000 1010 0011 1001}

{0000 1100 0110 1010)

{0000 1001 0101 1100}

10 {0000 1111 0000 1111}.

Applying the second special mask to the
original set gives the following elements of a new set:

{0000 1010 0011 0110}

{0000 1100 0110 0101}

15 {0000 .1001 0101 0011}

{0000 1111 0000 0000}.

Thus, using both special masks, an augmented
set of eight scrambling masks of 16-bit length is
obtained.

20 In Method 2, each special mask consists of a
single L-bit pattern repeated P times. A set of S,
scrambling masks with length L is formed using either
Method A or Method B. Each of these length L masks is
then repeated P times, giving rise to S, special masks

25 (pattern masks) of length N. As in Method 1, each
special mask is modulo-2 added to the original set of U
scrambling masks to produce U new scrambling masks.
Thus, an augmented set of S,U scrambling masks is formed.

For example, consider again the previous

30 example set of four scrambling masks of 16-bit length
created by Method A. To augment this set using Method 2,
a set of scrambling masks of length I=4 is needed.
Again, using Method A for this set yields two masks:
{0000}, and {0001}. Repeating each pattern P=4 times

35 yields two special masks:
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5 ‘itself, where Nis the number of bits, or length, of the scranbling
mask. 1n principle, different shifts of a maximal |ength sequence could be
used.to obtain scranbling masks for a nunber of spread-spectrum signals,
provi ded t-hat t-hose signals were accurately time- 10 synchroni zed to
one another to preserve the desired ret38tve bitshifts. Unfortunately, it
Is usually inpractical to arrange transm ssions froma nunber of nobile
stations to be received at a base station with relative tine alignnment
accuracy of better than {9000 000 0008 Q0903:ips.  (In the exanpl es of
CDMVA denodul ati on showngavd@(ynoﬂ}dﬁonf&ndﬂﬁ periods of the datastreans

for signals 1 and 2 werg r‘r’éﬁ %feéjl engt sequ S8 Hask 4 a&i@ingl

Under these conditions, nces ‘are not a qu
scranbl i ng naskes gvess &he Zlements jofe tile erhginadr swtof one nask nmay

cause ikt to appear exac%@bdd ke I YNE" ﬂggys

{0000 1100 0110 1010}

{0000 1001 0101 1100}

{0000 1111 0000 1111}.

Applying the second special mask to the

10 original set gives the following elements of a new set:

{0001 1011 0010 1000}

{0001 1101 0111 1011}

{0001 1000 0100 1101}

{0001 1110 0001 1110}.

15 Thus, using both special masks, an augmented
set of eight scrambling masks of 16-~bit length is
obtained.

It will be appreciated that Methods 1 and 2
advantageously can both be used together, either by

20 combining them individually, yielding S, + S, special
masks, or preferably by applying them to each other,
yielding S,S,=S, special masks. Thus, as many as S.U
scrambling masks, where U is the number of scrambling
masks in the original set (Method A or B), can be

25 generated.

For example, consider the special masks formed
in the examples above. Applying the first special mask
of Method 2 to both special masks of Method 1 gives both

" Method 1 special masks:

30 {0000 0000 0000 0000}

{0000 0000 0000 1111}).

Applying the second special mask of Method 2 to
both special masks of Method 1 gives two new special
masks:

35 {0001 0001 0001 0001}

This Sheet Has Been Rzﬂlaced
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CGol d-codes may be used to accommodate the tinme- alignment problem GCold
codes .are sequences that have m ni mum nutual cross-correlation not only
when tinme- 25 al i gned but also when the tinme alignnent is shifted by
several bits. This property is only achieved, however, when the underlying
source information is either 000000. 0Q . or 111111....11 over the whole
code sequence. Because bl ock coding is used to spread the 30 si gnal ,
not the scranbling mask, the underlying information bits forma codeword of
varying bit val ues. Thus{obbg g88hr 880U YqbCcross-correlation properties
can not be obtained in a_useful ¢o nnunlcatlon system _The defici encies of
the prior art approachesT88s, usipgebpEBoMethogs Lnangd, dsefpurnsercisd.

Code bits masks are obtained. 1In general, S,;S, > S, + S,, except
when 8,=S5,=2.
5 Applying the first special mask to the original

set gives the original set:
{0000 1010 0011 1001}
{0C00 1100 0110 1010}
{0000 1001 0101 1100}
10 {0000 1111 0000 1111}.
Applying the second special mask to the
original set gives the new set (encountered in Method 1):
{0000 1010 0011 0110}
{0000 1100 0110 0101}
15 {0000 1001 0101 0011}
{0000 1111 00O0CO 0000}.
Applying the third special mask to the original
set gives the new set (encountered in Method 2):
{0001 1011 0010 1000}
20 {0001 1101 0111 1011}
{0001 1000 0100 1101)
{0001 1110 0001 1110}.
Applying the fourth special mask to the
orlglnal set gives the new set (not yet encountered):
25 {0001 1011 0010 0111}
{0001 1101 0111 0100}
{0001 1000 0100 0010}
{0001 1110 0001 0001}.
A cellular communications system consists of
30 base stations and users in each cell. For both uplink
(user to base station) and downlink (base station to
user) transmissions, interference from adjacent or
nonadjacent cell signals can be minimized by carefully
assigning different scrambling masks to the signals in
35 different cells. The problem is analogous to frequency
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-17 - pnefging froma transmtter error correction coder are conbined with
ofie of a set of scranbling masks. Where the error correction coder uses

ort hogonal bl ock coding, a block of Minformation bits is coded using one
of 2[err]-5 + codewords of 2[err] bits in length. The present invention
also is applicable to bi-orthogonal blqglk coding in which M bits are
coded using one of the 2[err] codewords (of 2[err] bits in length) or their
i nverses (also of 2[err] bits in length). According to the present

i nvention, theag8ignmentCbaThl1BEatadkS iAl Budeehined11ala ndbiq e RRAAEOSS-
correlation of any orthogonal codeword masked by a first scranbling mask
with any orthoﬁgﬁéFmEOdemnrd masked by any other scranbling mask. As

di scussed above, orthogomrhkrandsbsomé51imitedr hiabetab fhlseriamdaddey nay be

gie; ggledw.c fﬂ"e”inggizéywﬂii:ﬂg £B0m YT G 61 bbbl $RY BhakES nAviRGP Rl ©
5 desirable correlation properties. Of the total
scrambling masks, there are subsets of scrambling masks
which have good correlation properties, whereas
correlation properties between masks of different subsets
may not be as good. Also, if there are more signals than
1o scrambling masks, the scrambling masks must be reused.
To minimize interference, scrambling masks with "good"
correlation properties (i.e., having the property that
the average correlation of the sum of two scrambling
masks to all possible codewords is minimal) should be

15 used in close proximity (e.g., in the same cell or
adjacent cells); those with correlation properties that
are not as Y“good" (i.e., having the property that the
average correlation of the sum of two scrambling masks to
all possible codewords is more than minimal) should be

20 used far apart (e.g., in nonadjacent cells). Correlation
properties can include the average correlation to all
possible codewords of the sum of two scrambling masks,
where one of the masks has been shifted with respect to
the other.

25 Detailed above are methods for generating
augmented sets of SU scrambling masks, where S is the
nunber of special masks used (S=S, or S, or S,S,). 1In this
way, there are S subsets of U masks each. Two masks from
the same subset have better cross-correlation properties

30 (i.e., the sum of the masks has, on average, lower
correlations to all possible codewords) than two masks
from different subsets.

This property can be exploited when allocating
masks to different signals in a CDMA system. Signals in

35 close proximity can be assigned masks from the same
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al| possible N=2[err] codewords of an input block of N=2[err] signa
sanples. The FWI is an information-|ossl ess process that may be inverted to
reconpute the original 20 i nformati on signal sanples fromthe
correlations. .Like the Fourier Transform the FW satisfies Parseval's
theoremin that 1/N tines the sum of tt88-squares of the input sanples
equal s the sum of the squares of the conputed correl ations. For an input
sequence of 1 25 val ues, the correl ations take_on val.ues between -1
and 1. Decodlﬁgbﬁﬁt@rﬁhegéﬁélF}ggééédfﬁﬁfépﬁﬁFlGﬁnspﬁné§51ﬁFﬁﬁves

?etermtnl nlg “Qb?ﬁmﬁ%xh mﬁ%kgeE&bmoaif&@%htedubﬁetbe FWE circuit has the
decoded 30 ' inf or naFbn SEEBLe ABREISEIH 4D 8 BFIOMIASGaNAY Shded
i nf ormati on sbgnanlobheeGObnelatlahewstbubhetbab@eﬁtmasgsLtUQQQH§IS
g?tgr .Egd%igégkﬂgnag E%%%éi%?%%&inQQiQ%sﬁgn%h'abﬂksﬁn%r%k pat nformation
. cell's allocated subset. Thus, interference is minimized
within the cell, since each subset has optimal
correlation properties (i.e., the sum of two scrambling
masks is bent or half-bent). Therefore, within each
10 cell, the scrambling masks available are of the form s+u,
where s is one of the S special masks, u is one of the
masks in the original set of U masks, and "+" denotes bit
by bit modulo-2 addition. Thus, all masks used within a
cell have the same special mask s, which can be thought
15 of as a base station identification (ID) mask. The mask
u can then be termed a user ID mask. Thus, by storing or
generating S base station ID masks and U user ID masks, a
transmitter or receiver can obtain any of the SU
scrambling masks. This is usually more economical than
20 storing or generating all SU masks individually.

For a first numerical example, suppose the mask
length is N=128 bits. The above-mentioned second way of
generating masks when N is an odd power of two together
with Method B gives N/4=32 scrambling masks of 128-bit

25 length. A single maximal-length sequence of 127-bit
length, extended to 128 bits, can be added to all thirty-
two scrambling masks. This gives one subset of U masks,
where U=32.

Suppose this set is augmented using both

30 complement masks (Method 1) and pattern masks (Method 2),

' using P patterns of length L each, such that PxI=N=128.
For the complement masks (Method 1), suppose P is chosen
to be sixteen and L is chosen to be eight. Using Method
B, this gives P/2=8 complement masks. For the pattern

35 masks (Method 2), suppose P is eight and L is sixteen.

Wi




information bit is determned fromthe sign of the 35

| ar gest - magni tude correl ation. The goal of mnimzing errors due to
interference fromoverl apping signhals nmeans that the interference signals
shoul d not transformto generate one or nore large correlations that could
be mistakén for the 5 desired sigm®-to be decoded. Rather, the
interference signals should transformsuch that they are evenly spread
i.e., have the sane na?nltude over all co relat ns. Thig condition of

evenly spreadU&dMde B e vy IR JEESum A more 10
mat hemat i cal @@‘glewhtdzon uHing dﬁﬂ:ri Itfdmp]fentehﬂ: |ari<£rp‘aemmnre revsksyy tihsis

normal i zed to yni tsy(j%{?viﬁz4 <pd 1/ I\JJ_atll rlrnpass]é;ue %rg of éﬂé‘i-és%‘i% eﬁiﬁyif&f nput

sanpl es is unigdyF
subsets of thirty-two masks each. Therefore, there are

5 sixty-four different base station ID masks and thirty-two
different user ID masks (U=32). If only eight base
station ID masks are needed, then either pattern masks or
complement masks can be used to give eight subsets of
thirty-two different user ID masks each.

10 As a second numerical example with N=128, the
above-mentioned first way of generating masks when N is
an odd power of two together with Method A gives
(2N)¥2=16 scrambling masks of 128-bit length. Using the
same eight pattern masks and the same eight complement

15 masks as in the first numerical example above, sixty-four
different base station ID masks and sixteen different
user (signal) ID masks can be obtained.

As another example, 512 scrambling masks can be
formed using sixteen base station ID masks and thirty-two

20 user ID masks. One set of thirty-two scrambling masks is
allocated to at most thirty-two conversations taking
place in a particular cell. Another set of thirty-two
scrambling masks is allocated to at most thirty-two
conversations taking place in an adjacent cell, and so

25 on. In this way, up to sixteen different base
stations/cells can be provided with enough masks unique
to themselves for supporting up to thirty-two
conversations each, all on the same frequency channel.
Furthermore, it is possible to factorize the mask set

30 into sixteen base station ID masks and thirty-two user ID
masks such that every desired mask can be produced by
bitwise modulo-2 adding a desired base station ID mask
with a desired user ID mask, thereby reducing storage
requirements from 512 masks to 16+32=48 masks.
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computed correl ations has the same value 1/Nerr]. Scranbling masks that
resultin interfering 15 signals exhibiting a flat Wal sh spectrum when
decoded using a different scranbling mask can only be obtai ned when N err]
is an integer and Nis an even power of two (i.e., N=2[err], where Z = 1,

2, 3, ...), e.g., 4, 16, 64, etc. Syste#@tic ways of constructing
scranbl i ng masks 20 that generate flat WAl sh spectra are descri bed

bel ow. The scranbling nmasks to be constructed have the same | ength as the
orthogonal codewor ds t o Thiadditian.ari idirIerse dhadd CTIARST a uni que

scranbl i ng NMagerire 1@dldrs b%afmﬁ tHe atdsyd c‘m@w@%nﬂ e?qa&aip;h Teglamar d
code set, 25 ., .the re uni que set of cranbl ed" co emords
that forms a ddsdf ﬁﬂi?%ﬁlﬁﬁrﬁ§°Qﬁﬁsﬁ? é%ﬂéﬂgé RASX3not her
code set). Theusaa anidhing tms lsansy e:e:ﬂlo,semds lmieﬁérairé fmmrlﬂtaly oo
betweey scramyled GJeli%h Yadll 'dHE PHe 'the Y5 hdbdpni tude,

cross-correlations, while the cross-correlations with
masks in different sets in different cells are allowed to
have higher magnitudes. Which of the thirty-two user ID
masks a particular mobile would use (in the case of a

10 static, non-cycled allocation) would be conveyed to the
mobile by the base station on call set-up. In the case
of a pseudorandomly cycled mask allocation that is
described below, the offset number to be used by a
particular mobile would be conveyed by the base to the

15 mobile at call set-up. The base ID mask in use by
surrounding base stations would be conveyed by a base
station to all mobiles in its cell by being broadcast on
a broadcast channel. The base ID may be static, while
the user ID mask selection that the base ID is combined

20 with is cyclic. The reason for this is to permit a
mobile station more easily to listen for fixed base ID
codes in order to identify which bases it can hear.

In situations where N is an odd power of two or

when more than either nfﬂﬂ” or n,=N/2 scrambling masks

25 are desired, it may not be possible to achieve the
desirable Walsh spectrum flatness property. In that
case, it may be preferable that the "non-flat"™ scrambling
masks, which should be as “flat" as possible, be
generated by numerical synthesis methods performed by a

30 computer search. Using non-flat masks, it is desirable
to average out an uneven distribution of interference
correlations to avoid a particular pair of orthogonal
codewords having more than the mean level of mutual
interference or to avoid a particular

35 codeword/information bit block from exhibiting a higher

This Sheet Has Been R

[ Illl




30 ° » independent of which two cosets are being conparéd and i ndependent
of which scranbl ed codewords within the two code sets are bei ng conpared.
To achieve this property, the nodul o-2 sumof any two scranbling masks nust
be a "bent,” sequence. As 35 menti oned above, bent sequences are
sequences having a -19- flat Walsh T#&nsform i.e., sequences that are
equally correlated in nmagnitude to all N possi bl e Wl sh-Hadamard codewor ds.

Codes.  far to P e, Fibdt HGENmER ARt e orl MG 19
scrambl i ng masky bevineguceds byr sysltingribheh sedaidtdera et isaranbisislg The
present i nvenian LRCGRRASS &S oM YIS pseudorandon counter to

select the masks, as described below.

5 It will be appreciated that such an approach is
a form of code hopping, which is analogous to the idea of
frequency hopping, and may be applied in any CDMA system
that employs a fixed set of codes or signature sequences.
Any CDMA system can be viewed as encoding an information

10 signal into blocks of L code symbols. Each block is then
impressed with a scrambling mask (i.e., signature
sequence) of length L. For example, traditional CDMA
effectively repeats each information bit L times (the
encoding) then applies a scrambling mask of length L

15 (either a sequence of length L or a subsequence of length
L).

The method described below gives a form of
orthogonal code hopping, where no two signals within the
same group {(e.g., cell or cluster of cells in a cellular

20 system) use the same signature sequence at the same time.
An alternative to orthogonal code hopping is semi-
orthogonal code hopping, where hopping sequences are
designed so that two signals within the same group rarely
use the same signature sequence. This alternative is

25 used when there are more signals than there are available
signature sequences. A third alternative is random code
hopping, where the signature sequence for each signal is
chosen in a pseudorandom manner, independent of the other
signals. Such an alternative is simpler to implement,

30 but performance is degraded.

When the allocation of scrambling masks to
signals is fixed, and the mutual correlétion properties
between the members of the set of scrambling masks are
not flat (e.g., the modulo-2 sum of two members of the

35 set is not a bent sequence), an adverse situation can
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for creating ideal scranbling mask sets. The first nethod, Method A
produces a-set of N err] scranmbling masks 10 of length N. The second
met hod, Method B, produces a set of N2 scranbling masks of length N
METHOD A: .Let n = Nerr]; let wWerr], werr] ,... Werr] be the n

Wl sh- Hadamar d codewords of length n; agg-let k = log[err](n). 15 The
set of scrambling masks is formed using the follow ng procedure. 1. Select
a primtive polynomal p(X) over Galois field GF(2) of degree k from for
exanpl e, R Moashse "¥nbLe Bfol sigralsbhavbPnayygpeates than Oié2pean

Pet or son, Brr obtat 128, pREPRAAELSh hErOUER IniBaN g0 Bhcogebrel o) O ™
k=1, step 1 capehnanentlpdv1§breeﬂhnptherft@ a—qreaaek—thap(myan 1+ X+
Xerr]. extent. This situation can be prevented by time-varying
5 or cycling the allocation of scrambling masks to signals
in such a way that they each still receive a unique mask
at any point in time but the signals exhibiting more than
the mean level of correlation between each other are not
always the same signals. For example, the interfering
10 signal exhibiting strong correlation with a given signal
may be a weaker signal at one instant and a stronger
signal at another instant, but the interfering signal
will thus not always be a stronger signal. Therefore,
adverse interference situations are not permanent, but
15 rather are transient. A colloquial description of the
effect is to say that the misery is equally shared so
that it is tolerable to all instead of being intolerable
to some.
This desirable cyclic or time-varying
20 allocation of scrambling masks to signals may be effected
by generating a pseudorandom number as a function of a
codeword counter. The pseudorandom number produced is
the same at all transmitters and receivers. To guarantee
that each transmitter-receiver selects a different
25 scrambling mask at any time, this pseudorandom number is
offset by zero for the first signal, by one for the
second signal, and so forth using modulo-t addition,
where t is the number of scrambling masks in the set. 1In
this way t different signals can each be guaranteed a
30 unique but time-varying choice of scrambling mask. The
offset pseudorandom number may be used to. address a
memory containing the set of scrambling masks in order to
extract the scrambling mask that applies at each moment.
To give an even more random relation between the
35 selections for different signals, the addressing order
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25 . 2. Use p(X) to define a Galois field GF(2[err]) with
primtive elenent "a" such that p(a) = 0. The Glois field GF(2[err])
consjsts of n=2[err] elenents: 0, 1, a, a[err] , a[err],.... a[err] If
k=1, form.the standard Galois field G-(2) with elements 0 and 1. 30

For the exanple above in which n=4, thesgE(2[err]) is fornmed with el enments
(0, 1, a, aJerr]), where p(a)=0 defines the elenent "a". 3. Form t he
sequence: (1, a, a2, a3, ... -20- aJerr]) consisting of n-1 = 2k 1

el ements of thgieH ai éIéﬁéh(Effﬁétrﬁéeu@@ﬁ@h&bmahmmhéfneuta except zero.

(For k=1, tm:saféié&fag scramgfiﬂb:hasfxgqpl 1sérb§ ggyfgdtgﬁoﬁequence

instant to instant using another pseudorandom number.
This variation may be accomplished by modulo adding this

S second pseudorandom number to the first offset
pseudorandom number and/or by using the second
pseudorandom number to permute the bits of the first
offset pseudorandom number before they address the
scrambling mask memory.

10 The present invention may be used in a cellular
radio telephone communications system although those
skilled in the art will recognize that the present
invention may be used in other types of communication
systems as well. In CDMA based cellular systems

15 employing subtractive demodulation, each set of
scrambling masks generated in accordance with the present
invention provides for privately protected transmissions
in each cell. In other words, even if one were to decode
the composite signal using the appropriate orthogonal

20 - block codes, one would still need to know which
scrambling masks are assigned to each mobile
communication before the information signal could be
descrambled. However, in order for each mobile station
to decode its own signal from the received composite

25 signal, it must be able to decode and remove stronger
signals received for other mobiles within the cell. As a
result of this subtractive decoding procedure, each
mobile within a cell must know the scrambling masks
assigned to all other mobiles communicating with the base

30 station associated with the cell. In addition, these
scrambling masks may be selected in a pseudorandom manner
based on a code key available to all mobiles serviced by
that particular cell. To prevent mobiles within the cell
from listening in on other conversations, preferred

35 embodiments of the present invention ensure private
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5 (1 a, aferr]). 4. Repl ace each elenent in the sequence with its
pol ynam al .representation, giving the sequence: {b[err]-(a) = 1,b[err](a)

=a, b[err] (a) =a[err], ...,.blerr] (a)=alerr]} This can be done as fqll ows.
Each® of the elenents in GF(2k) can be expressed as a polynomal in "a" 10
of degree’k-1: b[err] + blerr]a + ... 44p[err]aferr]. The coefficients
(b[err], b[err], ..., b[err]) give the "k-tuple" representation of an

el ement in GF(.2 31v1%)uasi d%ﬁégﬁs%:ﬁo%g??]g%gfér%¥+ﬁg t,lxggclt_néf@{ i) =0

gi ves: 15 a S|nce and -
are equi val entinffoxmaion 2 ignahrisefore Thusis flotochi coded @, t he sequence

E)(l)l yﬁomagl) \rMe)BAr (e&é%ﬁ?f%?l)ﬁc&ﬁ%\%{&é Jm?ﬁilés-;’g%den%ée vﬁ%‘%%&i usi ng nor nal
i nteger arithrattattion know that individual c1pher key.

5 The system security and individual privacy
features of the present invention will now ‘be described
in conjunction with Fig. 9. A source coder 80 converts
speech information into digital form and assembles the
information into blocks of M (or M+l) information bits

10 for subsequent orthogonal (or bi-orthogonal) block
coding. Only the M bit alternative is illustrated in
Fig. 9, but the M+1 bit alternative is simply obtained by
replacing M everywhere with M+l in Fig. 9. Although not
an essential aspect of this invention, the source coder

15 80 may also include conventional error correction coding
capabilities. Before orthogonal coding, the M-bit (or
(M+1)-bit) block is individually enciphered by modulo
adding in an M-bit (or (M+1)-bit) adder 82 a unique
enciphering bit sequence produced by a transmitter

20 sequence generator 84.

The pseudorandom numbers produced as a function
of a cipher key K1 and a code key K2 are combined with
the information from the source encoder 80 by M-bit adder
82 to the produce enciphered information signals. These

25 enciphered information signals are then spread-spectrum
encoded using preferably orthogonal or bi-orthogonal
block error-correction coding in an orthogonal block
coder 86 before application of selected scrambling masks
to the block codes in a bitwise exclusive-OR circuit 88.

30 The M-bit ciphered block is orthogonally {(or
bi-orthogonally) encoded in the orthogonal block coder 86
producing an N-bit encoded signal block (N=2" or 2" for
orthogonal or bi-orthogonal encoding, respectively) that
is bitwise exclusive-OR'ed in the parallel exclusive-OR

35 circuit 88 with a scrambling mask retrieved from a
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Thi s glves a sequence of the integers 1, 2, ... n-l, not necessarily in
that order.” For the n=4 exanple above, thIS gi ves the sequence (1, 2, 3).
25 » 6. Interpreting each integer as.an index of a

Wal sh- Hadanar d *‘codewor d, repl ace each integer (index) in the sequence with
the n-bit Wl sh-Hadamard codeword of tTR~index. This gives an ((n-1)n)-bit
sequence. For the n=4 exanpl e above, the Wal sh-Hadamard 30 codewor ds

2, ) A b A P B OGP tEed
further n-2 stohasegrdadeditstrsiamiandd modulated on a radio carrier as
represented in function block 92. The modulated signal
is amplified by a suitable amplifier 94 and transmitted
5 by an antenna 96.

The scrambling mask is selected from a look-up
table of masks in memory 90 by applying an N;~bit address
to the scrambling mask memory 90. Thus, N1 is the number
of bits in the address to the scrambling mask memory 90,

10 and 2"! is the maximum number of scrambling masks in the
memory 90 that are uniquely addressable with an N,-bit
address. An important feature of this embodiment of the
present invention is the cyclical or pseudorandom
variation of the scrambling masks retrieved by a specific

15 look-up table address. Thus, a unigque scrambling mask
must be generated and that mask selection procedure must
be pseudorandomly varied. That table address is
advantageously determined in part by the N,-bit seguence
called above code key K2. When an access code is

20 recelved for selecting a particular scrambling mask, the
code key K2 may be combined with the received access code
using modulo arithmetic in N,-bit adder 98.

The code key K2 is preferably not
pseudorandomly generated, rather it is a constant that

25 determines the operation of the pseudorandom number
generator used for selecting scrambling masks. As
described in more detail below, the code key K2 ensures
that the actual scrambling mask address varies
pseudorandomly for each mobile station. The adder 82 may

30 be a bitwise exclusive-OR circuit or a modulo-2 M-bit
adder or other equivalent circuit.

A modulo-2 adder may be modified to generate
different cipher keys such as K1 by varying the number of
bit~carry connections in the adder. All that is required

35 is that each possible M-bit input block maps to a unique
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by si'nply *circularly rotating (or circularly permuting)
time the sequence in step 5 and repeating step 6.
circularly 5

rotating left n shifts at a time the sequence in step

|l eft one shift at a
(This is equivalent to

6.)

For the n=4 exanple, this gives two add%gional sequences: {0011, 0110, 0101}

= (001101100101), for (2,3, 1) and {0171
(3,1, 2).
steps 6 and 7

10

Extend the Iength of the sequences from

0101, 0011) (011001010011), for

n-bit Wl sh- Haéﬁr?gﬁd colg (}@\l/qdér}r&]eréﬂr}g.l s| stsyo?‘é?l zech\gée{gé@%or t he

n=4 exanp

(90000101001 14340 o ph2300057 161 109 idecnats f ABORRAL 40 ObH G s

| e,

2 deg arddbechdalmbe ths cpsle key (i3 K2 seqpannres: Of course,

set of n-1 n2-bit, _sequences is

5

10

15

20

25

30

35

mobile stations to achieve the requisite privacy. The
cipher key K1 may also change for each new M-bit input
block so that cipher key K1 changes many times during a
single conversation. The intended receiver must
therefore synchronize its receiver sequence generator
with the transmitter sequence generator 84.
Synchronization may be facilitated by driving
the transmitter sequence generator 84 with a
systematically varying time counter such as a frame
counter 100. The receiver and transmitter then
coordinate which frame or block number of the signal
block is being decoded in order to synchronize
operations. The details of obtaining initial frame
counter agreement and maintaining it are not described
here in detail because time-of-day synchronization of
cipher systems is well known in the communications art.
The pseudorandom number generator 84 for
scrambling mask selection randomizing is required to
produce the same value in each of the transmitter-
receivers requiring a mutually unique selection. They
each are therefore in possession of the same system code
key K2 which is advantageously a multi-bit digital
control word on which depends the pseudorandom number
sequences produced by the generator 84. This system code
key K2 may be globally used in one cell, one network, one
country, or all over, in which case it could be
permanently built into the design of the pseudorandom
number generator. Otherwise, means may be provided
either for programming a mobile transmitter-receiver with

The

or for receiving the code key K2 for a particular cell or

network. Such means can include a physical connection of
the mobile to a programming unit, inserting a module or
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augnented with the all-zero sequence, which consists of n2 20 zer oes.
For the n=4 exanple above, this is the 16-bit sequence (0000000000000000).
10. Having constructed n sequences of |length n2, these nay be converted
into a set*of n' scranbling masks by nodul o-2 addi ng a "base" sequence of n2
bits. 25 These scranbling masks fdfma set of n (i.e., Nerr])
scranbl i ng masks of length n2 (i.e., N). The base sequence can be chosen so

that the scranbled informatiop, si Ls have desired auto:.cqorrelation
properti es, a§°9é#l°%§8c+5 g-gg?rgggfi%h %ﬁ°usglcp?8ﬁ%??Fég? ﬁgeﬁﬁgchoes or
time msalignmeolbilertopacpeogramhing unitheiaase atoustial aoupber| toradi o

communi cati on, ; | asg..s a i gne L LT nt
cells.” In thislg%ggiégéﬁgé?gfigﬁ ggggggf?gsf%§§ﬁ§%§igﬁtgg%gn?h%aggfstation
sequences woul free Bse netwerksthatedls used in generating a network

5 code key K2. :

Because the code key K2 used for this purpose
must be globally known by a number of a different users,
it does not provide a high level of security against
eavésdropping. Thus, a preferred system to protect

10 against eavesdropping includes the cipher key Kl that is
unique to each user.

Just as procedures may be required to establish
a correct system code key K2 at the mobile station, the
preferred implementation of user privacy with the aid of

15 a unique user cipher key Kl requires procedures to
establish the correct cipher key K1 at the base station
for each user. These procedures can include the mobile
station's identifying itself to the network by sending
its ID code over the air; the network would then refer to

20 a secret database wherein cipher keys are stored in
correspondence with mobile ID codes to obtain the correct
cipher key Xi. It can also be advantageous for both the
mobile and the network stations to combine such a
retrieved key K1 with an extemporaneously generated

25 pseudorandom number in order to produce a temporary
cipher key K1 that is only used for one or a few
conversations. The extemporaneously generated
pseudorandcm number may be transmitted from the network

" to the mobile station during a process of authenticating

30 that the mobile is who it claims to be, as described in
U.S. Patent No. 5,091,942, which is expressly
incorporated here by reference. '

An advantage of selecting scrambling masks
pseudorandomly is the avoidance of the adverse

35 interference situation, mentioned above, where two
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-22- Por the n=4 exanple, suppose the base sequence is (0000111100001111}.
The resultifng set of scranbling nasks is given by: (0000 1010 0011 1001) 5
(00Q0 1100 0110 1010) (0000 1001 0101 1100) (0OO0OO 1111 0000 1111). This
conpl etes.Method A for constructing an ideal set of N err] scranmbling masks
of length N. 10 METHOD B: In Methé8-B, a set of N 2 scranbling nmasks
of length Nis fornmed. The nethod is based on the use of N2 of the N2

codewords of |ength N which nake up a . . .
signals in adjacent cells are inadvertently assigned

scrambling masks that have a larger than mean mutual
correlation, and the disposition of the mobile stations
is such that interference is thereby caused and persists.
5 With pseudorandom variation of the choice of scrambling
mask, such an interference condition would only exist
transiently, as on the next block code period those two
scrambling masks would be allocated to a different pair
of mobile stations with a different relative disposition.
10 The receiver portion of Fig. 2 has hardware
analogous to the transmitter portion. A
receiver/demodulator 102 receives a composite signal from
an antenna 104, demodulates it to baseband frequency, and
converts the serial signal into parallel signal samples
15 or blocks of N bits. As described above, the signal
samples may be complex, resulting from in-phase and
quadrature components. These signal blocks are combined
in a specialized N-sample multiplier 106 with an
appropriately selected scrambling mask retrieved from a
20 receiver scrambling mask storage device 108.

. In the specialized N-sample multiplier 106,
each of the N parallel samples provided by the
receiver/demodulator 102 is multiplied by +1 or -1,
depending on the scrambling mask provided by the storage

25 device 108. Thus, a sample is either passed as is or
negated. One way to perform this multiplication is to
exclusive—-OR each bit of the digital sample with the
corresponding scrambling mask bit. For example, if the
first of the N digital samples is 1011 and the first

30 scrambling mask bit corresponds to -1, then the first of
the N output samples would be 0100.

The descrambled signal produced.by the
multiplier 106 is decoded in an orthogonal block decoder
110 using, for example, the subtractive demodulation
35 procedure described above. The decoded signal is
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Ker dockR code. These codewords are pernuted, then added 15 to a common
base sequence as in step 10 of Method A A Kerdock code is a "supercode"
in that it consists of N2 code sets, each of which is a bi-orthogonal

code. Wth theright pernutation, the Qgéguted Kerdock code contains the
Wal sh- Hadanmard code as well as (N 2-1) sets of the 20 Wal sh- Hadanmar d
code. It wll be recalled that a coset is obtained by applying a

sc_ranbl i ng mﬁéé&%lé@| Y %‘r%ziier I%egﬁﬁl\/u 15%% ogfpﬁérfl%geglby t he

union of a cy er code set with

for
(N 2-1) coset ged’se%ég e R |¥P‘F%V%O?K9W%W¢W¢@ﬁ°%n¥ilél‘6’a% et i oned
above. Thus, 'ded‘d?ié‘d Sé Fgrfl N a:x@cie-rsﬂ Sad&é@hlmnt EFirew drPéceiséhogonal

codovor 5 of |G N 0t 1 50 d0ve, ohal b B8 JAYPOC codevor s o
code has the pnﬂpﬁnmytidnulﬂrﬁasmuh&e)&hcoder 116, and the result is
converted into speech.

In Fig. 9, the RAKE combining element that was
described above in connection with Fig. 8 would be part
of the orthogonal block decoder 110. Data corresponding

10 to the different times-of-arrival would be provided by
the receiver/demodulator 102.

The scrambling mask used in descrambling the
received composite signal is determined in part by the
code key K2 provided to the receiver sequence generator

15 112. The code key K2 is combined in an N,-bit adder 118
with an access code chosen by the receiver system from a
list of unused access codes as indicated by information
broadcast by the system. The N,~bit adder 118 generates
the N,~-bit address applied to the receiver scrambling mask

20 memory 108.

The receiver sequence generator 112 is arranged
to generate the same pseudorandom N,-bit sequence for all
memory accesses by having the sequence depend only on
code key K2 that is common to all scrambling mask storage

25 accesses. The pseudorandom sequence for a particular
memory access is generated by adding an offset to that
access, modulo the number of stored scrambling masks as
described above. This process is explained below in a
different way.

30 Each mobile in a certain group is preferably
allocated a unique scrambling mask. For example, if
there are four scrambling masks MO, M1, M2, M3, they can
be allocated to four signals S0, Si, 82, 83 as follows:

S0 gets MO |

35 Sl gets M1
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sum of ‘a codeword from one code set with a codeword from anot her code set
is a bent sequence. The procedure for generating the N2 scranbling masks
of length Nis as foll ows: -23- 1. Generate the N2 code set
representatives (CSRs) of a Kerdock code. A nmethod for generating the
entire Kerdock code is given in A Keragg

Codes," Info. and Control, vol. 20, 5 pp. 182-187 (1972) and in the
above-cited MacWIIians and S§9a§€t£6ﬁ£ at pp. 456-457. A nmethod which
generates the code set representairves (CSRs) directly is given in the
MacW 1 lianms and Sl oane text a$3ppetd3M3459. This met hod

Alternatively, they could be allocated in any
one of twenty~three other ways such as:
5 S0 gets M2
81 gets MO
S2 gets M3
83 gets Ml.
It is desirable to vary the allocation between

10 these different ways pseudorandomly while still
guaranteeing each signal a unique allocation. A first
Method of randomizing the allocation is to generate, in
each mobile transceiver, a pseudorandom number using the
same recipe so that they all get the same pseudorandom

15 number as a result. Let this number be 3 for example.
Then each mobile transceiver adds a different offset,
e.g., its own signal number, to this same pseudorandom
number so that signal S0 adds 0 to 3 getting 3 (M3),
signal S1 adds 1 to 3 getting 4, which is reduced modulo-

20 4 to 0 (MO), signal S2 adds 2 to 3 getting 5 which
reduces modulo-4 to (M1), and signal S3 adds 3 to 3
getting 6 which reduces modulo-4 to 2 (M2). Starting
with other pseudorahdom numbers 0-2, the possible
allocations are:

25 pseudorandom = 3 0 1 2

S0 gets M3 Mo Ml M2
S1 gets MO M1 M2 M3
S2gets M1 M2 M3 MO
S3 gets M2 M3 MO Mi.

30 These are only four out of the twenty-four
possible ways in which the signals could have been
allocated codes. '

A second Method of randomizing the allocation
may also be employed. This involves generating a second

35 pseudorandom number which is modulo added to the offset,
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10, . generates the left half (N2 bits) and right half (N2 bits) of
each CSR separately. Each N-bit CSR (csr;) has the form [err] where AB C
D denotes the concatenation of A (1 bit), B (N2-1 bits), C (1 bit), and D
(N2-1 bits) into one 15 sequence; fierr] () denotes the operation of
cyclically right shifting j places what>1ts within the par ent heses;
Llerr]=1+2[err]; t=(10g2(N)-2)/2; and [err]* denotes a special primtive

i d t ent I th
| errpo s defi ia in the(‘mab MM&I %n |onefstlﬁa %@r&e)ﬂg; 340

N 2-1 as deflne ove- cWllirams and Sl oane

text. Observa®umpsr taﬂelqcattedmsr aboviele CHitoHRs faduko-2 additien ¢ he
right half corginSte tho&nDto Tha ustrates tdﬁa‘ id¥erb s dheactiid - Zere sesuence.

It is inmportant t tbé%aa&ierpemoao 01 10, plr]! rgé;[}} v&tilsdebrg)ot ent

pol ynomi al s aﬂ@ﬁ?
5 bitwise modulo-2 added to the addresses (mask numbers) of

the scrambling masks in the above giving the following
possible allocations:

00 01

Mi | M2 | M3 | M1 | Mo | M3 | M2
M2 | M3 | Mo | Mo | M3 | M2 | M1
10 || S2 gets | M2 M3 | Mo | M1 | M3 | M2 | m1 | MO "

[ S3 gets | M3 Mo | M1 | M2 | M2 | M1 | Mo | M3 ﬂ

10 11 ]]

0 1 2 3 0 1 2 3 |

M2 M3 | Mo | M1 | M3 | M2 | M1 | MO 1]

H S1 gets | M3 Mo | M1 | M2 | M2 | M1 | MO | M3 “

S2 gets | MO M1 | M2 | M3 { M1 | MO | M3 | M2 Jl

15 S3 gets | M1 M2 | M3 | Mo | Mo | M3 [ M2 | m1 WI

For example, to generate the eighth column from
the fourth column, bitwise modulo~2 add 01 to the binary
representation of the mask number in the fourth column.
Thus, for signal SO, "11+01=10 modulo-2, so SO gets M2,

20 while for signal S1, 00+01=01 modulo-2, so S1 gets M1,
and for signal S$2, 01+01=00 modulo-2, so S2 gets MO, and
for signal S$3, 10+01=11 modulo-2, so S3 gets M3, and so
forth. .

Some of these patterns produced with two

25 pseudorandom numbers are the same as the patterns
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field GF(2[err]=N2), where r=log2(N2). Thus, a GF(N'2) is used to form
each half of the Kerdock code set representative. For exanple, suppose

N=16, N 2=8, r=3, and t=1. 30 Then the special idenpotent polynom als

(and hence. -24- series) are given igs he above-nentioned Macwi | |ians and
Sl oane text to be: [err] =1 + Xerr] +Xerr] + Xerr] = (1001011) [err]*
=1 + Xerr] + Xerr] + Xerr] = {1110100) 5 so that, w th nodul o-2

‘é‘g'r E 2?}3} i g : [[Gﬁxﬁdd*uc’éd &fidn ond Pkblkbbhandbit Sudi!, Gt Rafe i<y Bt
different patterns has increased from four to eight.
A third Method of randomizing the allocation is
to use further bits out of the pseudorandom number
5 generator to control a permutation of the address bits.
In the above, the only other permutation is obtained by
reversing the order of the address bits so that 0 maps to
0, 1 maps to 2 and vice versa, and 3 maps to 3, giving

the following patterns:

0 01 ||

0 1 2 3 0 1 2 3 1|

10 S0 gets | Mo M2 M1 M3 M2 MO M3 | M1 Il
S1 gets | M2 ML | M3 MO MO M3 M1 | M2

S2 gets | M1 M3 MO M2 M3 | M1 M2 | MO II

ﬂ S3 gets | M3 MO | M2 M1 M1 M2 Mo | M3 "

")
o
ju
()
WS W |

0 1 2 3 0 1 2 3

II SO gets | M1 M3 | Mo | M2 | M3 M1 | M2 | Mo

15 Fl gets | M3 MO | M2 | M1 | M1 { M2 | MO | M3
S2 gets | Mo M2 | M1 | M3 | M2 MO | M3 | M1

“ S3 gets | M2 Mi | M3 | Mo | Mo | M3 | M1 | M2

For example, to generate these sixteen
allocations from the previous sixteen allocations, simply
20 interchange M1 and M2 everywhere. This produces a
further eight different patterns so that sixteen out of
. the possible twenty-four sets of allocations are now
covered.
With a number of address bits greater than two,
25 it is clear that a greater number of possibilities to
randomize the selection exist, for example, by varying
the modulus of the arithmetic used in adding the offset,
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10 ,iEvaLuating this expression for j=O 1, ..., N 2-1 gives the eight
CSRs in the followng Table 1. Table 1. Exanple of 16-bit Kerdock CSRs

representative sequence O 0000 0000 0000
0000 15 : ) 1 0011 1010 0101 1111 2

0001 1101 0110 1111 3 ) 010073310 0111 0111 4 0010
0111 0111 1011 5 0101 0011 0111 1101 20 6

N 50 b S armserasedh B SR B pen i S0
per mut ed sequepseud2¥andom number. The pernutation |s based on the
primtive element "a" in e Gl @eS aRhdtGoiNERh tUSe L iph O REATR
generates pseudorandom numbers according to a recipe that
5 depends on a secret code, or key, that is usually fixed
for the length of a message or longer. The pseudorandom
number stream still varies during the message, however.
The sequence of pseudorandom numbers produced by the
cipher machine is usually referred to as the "keystream®,
10 and the secret code that defines the recipe for producing
the keystream is variously called the "key", "key
variable", or "cipher variable". That part of the
machine that generates the keystream from the key is
called the “key generator". This is distinct from some
15 other machine that produces pseudorandom, secret keys
with which the cipher machine is programmed. To avoid
confusion, this other machine would not also be called a
Ykey generator™, but a "key management unit". Keys
produced by a key management unit may be transported to a
20 cipher machine and then injected electronically using a
"fill qun®™. '
Sometimes in cellular systems, the key used to
encipher a conversation is only used for that one
conversation. It is then sometimes called the
25 "conversation key" or "talk variable". Such a temporary
key is produced by mixing the fixed key with a random
number sent from one correspondent to the other, e.g.,
from base (network) to mobile. This is not desirable in
" the case of the pseudorandom generator that drives
30 scrambling mask selection since it must produce the same
sequence, before offsets, in all stations. However, the
technique of generating a temporary conversation key
could well be applicable to the pseudorandom number
generator that ciphers the source coded information
35 before CDMA spreading.
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hal f of the Kerdock CSRs. The pernutation is defined by forming the Galois
field elenments in the order 0, 1, a, a[err], ..., alerr]. These correspond
to the positions 0 30 through NV2-1 in each half of the Kerdock CSR
The correspondi‘ng position in the pernmuted sequence is -25- obtai ned by
expressing each elenent as an r-tuple, -@8Hiere r=log[err] (N 2). The r-tuple
has the formb[err] + b[err]a + ... + b[err]a[err]. By interpreting t he
coefficients b[err] through bferr] as coefficients of powers of 2 (i.

b[err] + 2b[err] + 4b[erk]further simple exapple[isrigefyh iRteger in the

range [0, N/Zimlﬁéﬁ%ﬁﬁfhéVhé@ €1id, pe®odand & é&faﬁﬁllnéhﬂask

coefficients b[err rovidin | nar %epresentatlon of t he |ntegb£ whi ch
gi ves the cor %) PO%i ?dﬁe?ﬁr% &h- hat ¥ Bre¥qeare £ivé s0rd
masks designated (MO, ..., M4), a 3-bit address (N,=3) may

5 be used to select one of the five. If at a particular
instant, the receiver segquence generator 112 produces an
offset of two, an access code of zero is offset by two,
resulting in the selection of scrambling mask number 2
(M2). Alternatively, an access code of 3 is offset to a

10 scrambling mask address of 5. Because of the modulo-5
constraint, imposed because there are only 5 scrambling
masks stored, the count number 5 is actually reset to
count 0 so that access 3 results in a mask address 0
(MO). Likewise, access 1 offsets to address 3 (M3),

15 access 2 offsets to address 4 (M4), and access 4 offsets
to address 6 which is reset to 1 (M1), because of the
modulo-5 constraint. Of course, the offset number varies
pseudorandomly so that the addresses vary pseudorandomly.

If the number of scrambling masks is a power of

20 two, i.e., 2", then the N,-bit adders 98, 118 can either
be modulo-2" adders or bitwise modulo-2 adders (bitwise
exclusive-OR). If the number of scrambling masks is a
composite number (a product of factors, some or all of
which can be the same or different) L = nl-n2-n3-...,

25 then the adder 98 may either be a modulo~L adder or a
combination of modulo-nl, modulo-n2, modulo-n3, ...
adders separately for each factor or radix. It is of
course much simpler to generate pseudorandom sequences of
numbers over a range that is a power of two.

30 From the discussion above, it will be
appreciated that the use of scrambling masks can apply to
control signals as well as user signals. In fact, it is
sometimes desirable to use the fixed set of scrambling
masks with optimal correlation properties for control

35 signals only. The optimal correlation properties help to
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permut €d sequence. Note that the binary number for the 10

correspondi ng position is just b[err]b[err]...b[err]b,b[err]. For the
exanpl e above, the primtive elenent "a" in GF(8) used to formthe Kerdock
code is defined by the primtive polynonmial p(X)=Xerr] + X + 1, which
gives 3-tuple representations of the el@&ents in G-(8) given in 15

Table 2 (see the above-nentioned MacWI lianms and Sl oane text, page 110).
Usi ng the approach descyibed_ above, .the pernmutation mappi or.each half
of {he sequondiiTAR THECEETERcH Re e poerran ontrel i ahEls!
sequence i s allo shmedlular heydoénh ovithng dafrtel 2t {ovni mroperebas | 3180

ver 11 ed by Saing.d i Aol o bBRKIREAS) odAlAen TofEhi] Hgnklb 1o

Sequences Pernu . new
el enent negrhyncells. Theseiepptrol s*gmalscnr(phannels incphode
2 5 bdbaast, paging, lsynchronizatid®¥0 and pilot chdnnels.

The technique of using pseudorandom numbers to encipher
the data or the address of a scrambling mask may or may .
not be used when the channel is a control channel.

It will be appreciated by those of ordinary

10 skill in this art that the foregoing methods and
functions can be carried out by appropriately arranged,
general-purpose, digital signal processor circuits and
components. For better efficiency, however, specialized
application-specific integrated circuits (ASICs) are

15 preferred.

While particular embodiments of the present
invention have been described and illustrated, it should
be understood that the invention is not limited thereto
since modifications may be made by persons skilled in the

20 art. The present application contemplates any and all
modifications that fall within the spirit and scope of
the underlying invention disclosed and claimed herein.
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a 010 2 2 a2 001
3 .4 a3  ___ 110 4 3 a4
11 6 30 a5 11

, 5 -
2pp| yi ng t.hemljmua“mw'uulea%glKerdoSIG-CSR iz Table 1 gi veg thegg; of

pernut ed sequéncés fn'thé fdllowing Table 3. Table 3. Set of 16-bit
Per mut ed Sequences 5 i ndex sequence 0O
0000 0000 00O0CCIEEMS 3 0011 1001 0101 1111

1. In a communications system for
simultaneous communication of spectrally overlapping
information signals, a transmitter comprising:

5 means for encoding individual information
signals into blocks of codewords;
means for generating a scrambling mask for
each codeword from a set of scrambling masks that have
optimal correlation properties;

10 means for combining a different scrambling
mask with each codeword to obtain uniquely scrambled
codewords; and

means for transmitting the scrambled codewords
over a communication channel.

15 2. The transmitter of claim 1, wherein the
modulo-2 sum of any one of said scrambling masks with any
of the other masks in said set results in a sequence
which is substantially equally correlated in magnitude to
each of said codewords.

20 3. The transmitter of claim 2, wherein said
substantially equal correlation corresponds to a
substantially flat Walsh-Hadamard spectrum such that,
after descrambling with the scrambling mask of a desired
signal, interfering signals are substantially equally

25 correlated in magnitude to all possible Walsh-Hadamard
codewords.

4. The transmitter of claim 1, wherein said
encoding means uses either orthogonal block codes or bi-
orthogonal block codes.
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2 N , 0001 1110 0111 0111 3 0101 0011 0110 1111 10

4 - 0010 0+11-6111 1101-5 0100 1101 0111 1110 6
0111-0100 0111 1011 0110 1010 0011 1111 3. Having
constructed N 2 perB{ﬂ le“ H H of length N, these may be
converted into N2 by #sydul 0-2 addi ng a "base" sequence of
N bits. As in Method A, the base sequence can be chosen so that the

scranbl ed information signals have desired auto- correl ation properties, as
wel | as cross-correl ati ok-20 The tpapgwitter, ofhehadBhdeswbereinesaid

nmi sal i gnment s af,e ﬁa,@seai:refhﬁgon' Brbpereaas %ciﬁalauhﬁé ?‘gapbetgra@hat

conmuni cat i on, élf ferent base sequence can he asmgP di fferent
cells. In th|sacHSGU1€6?r§P§tPgnaBYOBQPtpgssBéﬁw§€ﬁa fiBgeRRskEs¥ it i on

sequences woul §nPeof the other masks in said set is a bent sequence.

5 6. The transmitter of claim 1, wherein said
optimal correlation properties include the property that
a modulo-2 sum of any two of said scrambling masks is a
partially-bent sequence.

7. The transmitter of claim 1, wherein a
10 modulo-2 sum of any two said scrambling masks is a
sequence which is substantially equally correlated in
magnitude to half of said codewords and has substantially
zero correlation with the other half of said codewords.

8. The transmitter of claim 7, wherein said

15 substantially equal correlation corresponds to a
partially flat and partially zero Walsh-Hadamard
spectrum.

9. The transmitter of claim 1, wherein a
modulo-2 sum of any two of said scrambling masks is a
20 sequence which is substantially equally correlated in
magnitude to a subset of said codewords and has
substantially zero correlation to the remaining
codewords.

10. The transmitter of claim 9, wherein said

25 substantially equal correlation corresponds to a
partially flat and partially zero Walsh-Hadamard
spectrum.

11. The transmitter of claim 1, wherein said
scrambling masks are formed using either permutations of
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25, "¢ considered. For the exanpl e above, suppose the arbitrary base
sequence i s (0000111100001111}. The resulting set of scranbling nasks is

A T IR IR o 65
0000 5 2 8801 ood1 6111 1M0C 3 *
0101 1100 0110 0000 4 0010 1000 0111 0010 5 0100

0010 0111 00018 oy -Hadamara OdddwoPdd, OpdindtPions of a set of

Kerdock codewords, or a set of Kerdock codewords.

12. The transmitter of claim 11, wherein the
set of scrambling masks includes a scrambling mask
5 produced by adding a base sequence to another scrambling
mask in the set.

13. The transmitter of claim 11, wherein said
scrambling masks are formed by omitting the last half of
each scrambling mask.

10 14. The transmitter of claim 13, wherein an
original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks
has good correlation properties.

15 15. The transmitter of claim 14, wherein said
good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codewords and the sum having substantially zero

20 correlation with the remaining codewords.

16. The transmitter of claim 14, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are

25 formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one in each scrambling mask in said good set.

—_——
——
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10 - 7 0110 0101 0011 0000 This conpl etes

Mef hod B for formng an ideal set of N2 scranbling masks of

wll be understood that the scranbling mask Methods A and B g“mmm"“”ml’
havi ng good cross-correl ation 15 propertles when two signal wavefdrnmé *

are tinme-aligned, regardless of the bas@% Sequence, or mask, chosen. The
base mask can provide good auto-correl ation properties, mhich IS i nportant

when echoes of a signal e presept. The ase can, al s d ood
cross-correl ati on 20 fgprd%%?t?ﬁinﬁﬁbﬁ ?ﬁo°£aﬁﬁﬁ ﬁ?é §%€£§¥heg% i gned,
or echoes are speskal .miskspareeficrnedechyi vepeapibe aeahoryern%engbhated

into a nultlplg sié S%ﬁ@ﬁdtﬁgﬁcﬁﬁ€ ﬁgﬁgg?a§€£§9935§ EKW%H |ng

t hese scranbllng na I n a

for exanple, fRagkwirem a geedieetaptnaber grrben%beacmmé%mymﬁgk&

5 18. The transmitter of claim 14, wherein the
special masks are formed by forming all possible modulo-2
sums of

a first set of special masks formed by
concatenating smaller length sequences of either all
10 zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by
substituting a small length of all ones for each one in
15 each scrambling mask in said good set, and
a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
shorter length scrambling masks.

20 19. The transmitter of claim 11, wherein said
scrambling masks are formed by extending each scrambling
mask with a copy of itself.

20. The transmitter of claim 19, wherein an
original scrambling mask set is enlarged by modulo-2
25 adding any of a set of special masks to each mask in the
" original set such that the total set of scrambling masks
has good correlation properties.

21. The transmitter of claim 20, wherein said
good correlation properties correspond to the modulo-2
30 sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said

YT




Its aséociqted address. A systemfor inplenenting the scranbling masks into
a’sp{ead—spectLuanysLen1is illustrated in Fig. 7. Wile described in
rms_of a 30 nD y look-up table, it will be appreciated that a

sw tHul mllgﬂﬁl such as a digital logic circuit or nicroconputer,
t hat the scranbling -go28- masks indicated by sel ection
control 1 nput S|gnals may al so be used. Source information, e.g., speech,

is eonverted to blocks of M (or Mtl) binary bits in a source coder 50, 5
and these bit bbaekerdscandcthiedshy havéngosubstaatiaddyowzeregonal (or

bi -or t hogonal ) bl agk 6905 o32n LHE PLhHATAY' cBhkbkal.l bl ock codevords
y

are scranbl ed

22. The transmitter of claim 20, wherein the
special masks are formed by concatenating small length
5 sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
10 each one in each scrambling'mask in said good set.

23. The transmitter of claim 20, wherein the
special masks are formed by repeating a shorter length
sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.

15 24. The transmitter of claim 20, wherein the
special masks are formed by forming all possible modulo-2
suns of

a first set of special masks formed by
concatenating smaller length sequences of either all

20 zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by
substituting a small length of all ones for each one in

25 each scrambling mask in said good set, and

a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
shorter length scrambling masks.
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nDdqu 2 N-bit adder 53 with a scranbling mask, constructed as descri bed

above, retrieved froma | ook-up 10 table in a nenory 60. In the case
of ideal scranbli e either n[err]=Nerr] or n[err]=N2
scranbl i ng nmasks, m’mm‘ m‘mﬂlmmch rret hod was used to generate the
scranbl i ng mask seﬁ Thus, % he® nunber Wilbits needed to address each mask

fromstorage 60 is either b[err]-logZ(n[err]) or 15

b[err]=log[err](n[err]), . _and ransn1 t he _Db[.er bi [err.]s bit

scrambling mask sel ecti R ad&Bé % 3??8& qﬁ eh2 mpé&f ng gbfh i ng

mask to the neopaybifngt haskenskel formeq byeéxtenmmgo eagh sctambdung 2

added to the blo e | . The ability selectively
fr pEEe AR R posdunring: ragks -

to address an®2f ng rmask becones inportant in
determ ning the order in which signals are decoded froma received

composite signal . - For gxamPhfie kiahhiReer 62dedalinf 96TRURTes IR S are
decoded first and renove
5 original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks

has good correlation properties.

27. The transmitter of claim 26, wherein said
10 good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codewords and the sum having substantially zero
correlation with the remaining codewords.

15 '28. The transmitter of claim 26, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all

20 zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one in each scrambling mask in said good set.

29. The transmitter of claim 26, wherein the

special masks are formed by repeating a shorter length

25 sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.
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4

25, fron1the conposite signal before weaker signals are decoded, the
scranbllng masks nmust be ordered by the signal strength of their
assoei ated, coded information signals. In CDMA subtractive denDduIatlon

according to the patent applications incorpor above,

the scranbling mask corresponding to tnézstroﬁml"mlrnﬂ“ﬂmﬂm si gnal woul d
be selected for decoding. After that signal is*rehoved? the scranbling mask
correspondi ng to the next strongeé i nf pormati on signal s selected ﬁnd SO

forth until the weakest 3PgnaFR¥stTRREBLEtET Of yglaxR2fyWRGFHEBCKRE
codewor ds fronspéeidt bhdskddere SBormyd Doy apprnetfgt 10 pasaibre- nodatot2al

converter and £%§gng%or 54 where they are inpressed on a radio
a first set of special masks formed by
5 concatenating smaller length sequences of either all
zeros or all ones aébording to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by
10 substituting a small length of all ones for each one in
each scrambling mask in said good set, and
a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
15 shorter length scrambling masks.

31. The transmitter of claim 11, wherein an
original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks

20 has good correlation properties.

32. The transmitter of claim 31, wherein said
good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said

25 codewords and the sum having substantially zero
correlation with the remaining codewords.

33. The transmitter of claim 31, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to

30 the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good

T



frequency carrier. The nodul ated signal is anplified and 5 transmtted
via a transmtter 56 and antenna 58. At the receiver, the cg ] |
recetved by an antenna 61 is provided to a receiver denodul mmuﬂwmn“m
denodul at es, sdnples, and digitizes the conposite signal. A* ¢ L M s
serial-to-parallel converter 64 convert®3he 10 serial sanmples into
paral l el bl ocks of signal sanples (which may be conpl ex, corresponding to
i n-phase and quagrat ure_signal .conponents). .The or
i nformation si g |3P§ Egcgggﬁtﬁ%“FﬁEGfgcs%e&I ﬁ?ngg? §?n22 %?ﬁe recei ve
scranbl i ng naskashl enki dn &ch scramdpldng bhekr ]inosabfiegp]oda}ﬁﬁti-ed to a
scranbling mask nmenory 66. In a specialized N-sanple nultiplier 68, each of
the N parallel sanples buffered in the serial-to- aarallel converter 64 is

miltiplied by +1 or -1, @édpen&@bggteAansRdtieraps cAgimasi r MET&I®d Yi%m t he

memory 66. OnespBkih #@sks arlerbemdal BiyS répehitihgcal sabritert Qength

excl usi ve- OR each bit
5 sequence, such that the shorter length sequence is any

mask from a good set of shorter length scrambling masks.

35. The transmitter of claim 31, wherein the
special masks are formed by forming all possible modulo-2
sums of

10 a first set of special masks formed by
concatenating smaller length sequences of either all
zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for

15 each zero in each scrambling mask in said good set and by
substituting a small length of all ones for each one in
each scrambling mask in said good set, and

a second set of special -masks formed by
repeating a shorter length sequence, such that the

20 shorter length sequence is any mask from a good set of
shorter length scrambling masks.

36. In a communications system for
simultaneous communication of coded, scrambled,
spectrally overlapping information signals, a receiver

25 comprising:
means for receiving a composite signal
including a plurality of said overlapplng information

-signals;
means for combining a selected scrambling
30 mask with said composite 51gna1 to generate a descrambled
signal; '
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of the d|g+{ak—saane wi-t-h the corresponding scranbling mask bit.
irst of the Ndigital sanples is 1011 and the first

scranbl |,Q"Hﬂ“ Jll mu’esponds to -1, then the first of the N output
sanpl es 0100 If the riceived sanpl es are conpl ex,

di fferent scranbllng masks coul d be us&8

conponents. The descranbl ed signals are decoded in a bl ock decoder

whi ch may i nclude an FWI C|rcHé£ng2f r1356555n? %%}% ég&%

conponent having the |argest correlation na
val ue (orthogorkgnabdeineludbng rmears £or %@té%l@‘éll%ﬁ the desctrumb

i nformation bysigh@i ARt %a 288t SEF eCbaords Ctb tprdaucéd é%éﬁi@éfaewhce for
est of _a 35. nunber of i'nput values is described in

determning th

For

fFor the in-phase and quadrature

70,

?ﬁﬂf edi ansf orm

ogonm

code) or

5

10

15

20

25

30
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spectrum. and )

means for identifying a correlation
component in said correlation spectrum having a greatest
magnitude and extracting said correlation component as a
decoded information signal.

37. The receiver of claim 36, further
comprising means for combining a plurality of correlation
spectra produced by the decoding means to produce a
combined correlation spectrum, wherein the identifying
and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest
magnitude and extracts said correlation component as a
decoded information signal.

38. A communications system for simultaneous
communication of a plurality of coded, scrambled,
spectrally overlapping information signals, comprising:

means for encoding individual information
signals into blocks of codewords using error correction
codes;

means for generating a scrambling mésk for
each coded information signal from a set of scrambling
masks that have optimal correlation properties;

means for combining a different scrambling
mask with each codeword to obtain a uniquely scrambled
codeword;

means for transmitting uniquely scrambled
codewords over a communication channel;

means for receiving a composite signal
including a plurality of said uniquely scrambled
codewords;

[ Iﬂl Il! Iill



-30- commonly assigned U S. Patent No. 5,187,675 issued February 16, 1993._

For sinplicity in this application, the term"magnitude" wll be used to
refer to correlations with both orthogonal and bi-orthogonal “ﬂ,lmu'"nﬁﬂm","
The FWI circuit- 72 woul d preferably operale on conpl ex nunbe ,
dermpdul ator 62 and converter 64 deliver conpl ex signal sanple$, Whitch®s® *

often the case when the phase of the received signal is not known. The

decoded M or Ml bits of InfOﬁaahgoaoereoﬁsssaxed b¥e§eé€ed scr%ﬁbﬂQ%g
decoder 76 for conversion into ana speec

scranbl i ng naéﬂésﬁeﬂéFBt§61§SCSEE€FFg§dS&EBﬁé anB@PF§PEﬁc§ agéﬁF?FﬁﬂﬁﬁE
havi ng scranbl signaBsks different fromthe one selected at the 15

receiver is distributed equallgans fcgaa coglggeggxa

é&brambled signal
5 including means for correlating the descrambled signal
with the error correction codewords to produce a
correlation spectrum; and
means for identifying a correlation
component in said correlation spectrum having a greatest
10 magnitude and extracting said correlation component as a

decaded information signal.

39. The communications system of claim 38,
further comprising means for combining a plurality of
correlation spectra produced by the decoding means to

15 produce a combined correlation spectrum, wherein the
identifying and extracting means identifies a correlation
component in said combined correlation spectrum having a
greatest magnitude and extracts said correlation
component as a decoded information signal.

20 40. The communications system of claim 38,
wherein the generating means comprises first means for
generating pseudorandom numbers corresponding to the
coded information signals and first means for producing
the set of scrambling masks based on the pseudorandonm

25 numbers, and wherein the selected scrambling mask
combining means comprises second means for generating a
pseudorandom number corresponding to a coded information
signal and means for producing the scrambling mask
corresponding to the coded information signal based on

30 that pseudorandom number. '

41. The communications system of claim 40,
wherein the generating means generates sequences of

i liiiiil‘li‘iitﬁli“ I




each of the. FPWF circuit's correlation out puts. Because no spurious peaks.
occur, the risk is mnimzed that an error w |l be made in determning the

| argest correlation as the decoded information. umuuwulu)ulmmll
mul tiple access spread spectrum communi cati ons, |t I s not
receiver to use the nethod of RAKE conBPRirng to conbine corfel &ti'ons* f fom*

different signal rays (i.e., to collect energy fron1a signal and its
echoes). For the sys en1sh d _appear
RAKE combi ni n@F %QﬁegﬂrtﬁhﬁFﬁﬁd%?rﬁﬁ$? %ﬂﬂ %ﬁ%ngfﬁér?ﬂé and

sel ection circthe Tirsts méanstgemedatesEsgts8ofFﬁsendchandomhnumbensputs of

the FW circuldyg ré%ﬁk&%rixg@é‘ﬂndﬁ&hgéf Lef gééirééeﬁﬁ?ﬁfx?h 5! ¥§é?&ee£9ebe

wei ghted and accu ore e or and
sel ection cir cepded Dinformatienonigralso and @Mfﬁmﬁt pm@%czangamewa

woul d be provigleshded NenscsbGhenCaP bl £8FaROIVRG I REsRY; the mask

sequences corresponding to respective pseudorandom number
sets and being mutually different, and wherein the
scrambling mask combining means combines a selected
sequence of scrambling masks with said composite signal

10 to generate a descrambled signal, the second means
generating a set of pseudorandom numbers and the
producing means producing the selected sequence of
scrambling masks based on that pseudorandom number set.

42. The communications system of claim 41,

15 wherein the mask sequences are mutually different in each
sequence member such that the coded information signals
are combined with different scrambling masks at all
times.

43. A method for simultaneously transmitting a
20 plurality of spectrally overlapping information signals
comprising the steps of:
(a) digitizing an information signal;
(b) encoding blocks of binary digits of
the digitized information signal into codewords;
25 (c} producing a set of scrambling masks
having optimal correlation properties;
(d) combining a selected scrambling mask
with a codeword to obtain a scrambled codeword; and
(e) transmitting said scrambled codewords
30 over a communications channel. '

44. The method of claim 43, wherein the
codewords are orthogonal block codewords.
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Furkhéfnnpe -a-new-net hod, referred to as WRAKE conbi ni ng, could be used in

conventlonal RAKE 35 conbi ning. The RAKE conbi ni ng t echni que
gniu ficient WRAKE approach are detailed in co-pending,

* Pat ent Application Serial No. 857,433 filed on March
25 1992 for RAKE Recei ver with Sel etdive Ray Cbnblnlng", which is
expressly I ncorporated 5 here by reference. Wen the length N of t he

scranbl i ng masks, or si nature sequences, i s an odd B' r .of two, (i.
when N=2[err] where z =2p- oThe methpd ofegladsy Ada %ﬁﬁ es are not

obt ai nabl e. | predbeingostep l(t:)l s:oi;@nses iehileo Stiepl ©ft eremmmvrmg firtom
scranbling naSkSeiy%Q thacrambllng mask associated with said coded

information signal.

5 46. The method of claim 45, further comprising
the steps of:
generating a pseudorandom number;
offsetting a scrambling mask address with
said pseudorandom number; and
10 ' retrieving said selected scrambling mask
from the memory using said offset scrambling mask
address.

47. The method of claim 43, further comprising
the steps of:
15 generating a pseudorandom number; and
combining said pseudorandom number with
said digitized information signal, wherein each
information signal is associated with a unique
pseudorandom number.

20 48. The method of claim 43, wherein said set
of scrambling masks is formed by forming all possible
modulo~-2 sums of a first set of scrambling masks and a
second set of scrambling masks.

49. The method of claim 48, wherein producing
25 said scrambling masks includes:
storing said first and second sets of
scrambling masks in a memory, and
retrieving from said memory two'scramhling
masks, one from-each set, and modulo-2 summing the two
30 retrieved maskspto form a single scrambling mask which is
associated with said coded information signal.
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the sufmof any two is a bent sequence, equally correl ated
all N Wl sh- Hadamard codewords. In this case, however, one lﬂﬁ Eﬂ “"r““"
"hal f-bent" sequence, which is a sequence that is equally corsekate

magni tude -to 15 hal f of the N codewords and has zero correl ation mnth

the other half. Thus, it is possible to8®onstruct sets of scranbling masks
such that the sumof any two is a half- bent sequence. A set of scranbl i ng

masks havi ng this proper be | 1 ed sem -jdeal" set

In accordance with the istﬁl/ent' ,mﬁc*ai%a%ﬁ':&r AT, i Jﬂ?’??g”%e?ﬁoqml%ets

of scranblin r@]msaraarq)rd]w:‘cm intd el sauomw,h&u trieariye tdeldl s\ wse

Met hod B (the qggve % !g?

scranbl i ng rras \ﬁ 'S usceg}%g&ger{%eq?e a sea{ f"ﬁ%el 1:P aéef%@‘ﬁer}ﬁ or

N /2 scranbli sgnmsingrm ifoymed &ty [theytsumyof mawlezﬁwqm\m%dN i s

an oddspover @ Ai0)set! Uy BRGNS ity Rtk A Wi £V Hiddies SSdPing'd masks
mask taken from said second set of scrambling masks, and

the single scrambling mask is unique for the cell.

51. The method of claim 48, wherein geographic
regions are divided into cells such that nearby cells use
10 different scrambling masks, and wherein each cell employs
scrambling masks formed by the sum of any mask from one
scrambling mask set with a single scrambling mask taken
from another scrambling mask set, and the single
scrambling mask is unique for a set of geographically
15 separated cells.

52. The method of claim 43, wherein geographic
regions are divided into cells such that nearby cells use
different scrambling masks.

53. A method for simultaneously receiving a
20 plurality of spectrally overlapping information signals
comprising the steps of:
(a) receiving a composite signal
including a plurality of coded information signals;
{b) combining a selected one of a
25 plurality of scrambling masks with said composite signal
to generate a descrambled signal; and
(c} decoding said descrambled signal by
correlating the descrambled signal with a plurality of
error correction codewords to generate a correlation
30 spectrum; identifying a correlation component in said _
spectrum having a greatest magnitude; and extracting said
correlation component as a decoded information signal.
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IengthﬁN‘ woul d be a bent sequence, equally cor [} ude to

N =2N codewords of length N =2N. Then, the 30 HHIHHMII"MMﬂmI each
scranbling mask (which is N bits Iong) i s dropped, 9 edvifig frasks of |ength
N /2=N. Therefore, the nodul o-2 sumof_gpy two of these truncated

scranbling masks of Iength N woul d be a Sequence of length N that coul d be
equally correlated in nagnitude to at nost only 35 N /4=N 2 codewor ds

of 1 ength N /2=N - Thus.sglenopl ifetaidRi ASRMAE SHRfiferein She Whi ch
Met hod is used, a set of el t her (2hD[err] or, N scranb |nqg?ﬁ§$s of length N

is formed suckleansding SLeRn GATRELSSSEAIR NG 7y Pl f-bent. In
the second WaedtrUEion EpdEieto igtedduce a combined correlation

spectrum, and a correlation component in said combined
5 correlation spectrum having a greatest magnitude is
identified and extracted as a decoded information signal.

55. A method for simultaneously communicating
a plurality of spectrally overlapping information signals
comprising the steps of:
10 {(a) converting an information signal into
digital format:;

(b} encoding blocks of binary digits of
the information signal into codewords:

(c) producing a set of scrambling masks

15 having optimal correlation properties;

(d) combining a selected scrambling mask
with a codeword to obtain a scrambled codeword;

(e) transmitting said scrambled codewords
over a communications channel;

20 (f) receiving a composite signal
includihg a plurality of the scrambled codewords;

(g) combining a selected scrambling mask
with said composite signal to generate a descrambled
signal; and

25 (h) decoding said descrambled signal by
correlating the descrambled signal with the codewords to
generate a correlation spectrum; identifying a
correlation component in said spectrum having a greatest
magnitude; and extracting said correlatlon component as a

30 decoded information signal.

56. The method according to claim 55, wherein
the selected scrambling mask is selected based on a
pseudorandom number.
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Lng masks, either Method A or Method B above is again

5, . f
used tHimij“Engﬂm of either (N )[err] or N /2 scranbling masks,
respect+ved y,t 0

ength N, where N=N2 (where Nis an odd power of two).
The nodul 0-2 sum of any two of these scgﬁnbling masks of length N 10
I

woul d be a bent sequence, equally corrélfdied in magnitude to N =N/ 2

codewords of length N =N2. Then, for each N |ength sequence, a copy of

itself is appended, givigg.nafﬁéiﬁétﬁgggggcgﬁﬁigg €$Lg%§§ﬁiggL%£gtghg§ al so

possible to append a copy of a erent mas 0" eac I nst ead
of appendi ng tecmRehsingopije ostep sef faddirg 2 cpecudorandem| BUBbSEm of any

two of these didsePAeEd SH{ENDLANY dBSKEe@sigRai Ned ¥Quddabsodegequence of
|l ength N that spill_could be qgual%% cg;related i n nmagni tude to %t nns%
only N =N/ 2 co%}eﬁmhsaé r sald;ldentthyng fEepTht], IGREEALRNY ARSHRPEh
Met hod §s usedinformmdtibdnesidmeal (N 2)[err] or N 4 scranbling masks of

58. The method of claim 55, wherein the
decoding step comprises combining a plurality of
correlation spectra to produce a combined correlation
spectrum, and a correlation component in said combined

10 correlation spectrum having a greatest magnitude is
identified and extracted as a decoded information signal.

59, In a communications system for
simultaneously communicating a plurality of spectrally
overlapping signals, a transmitter comprising:

15 ' means for converting a signal into blocks
of M binary digits;

means for generating a first pseudorandom
nunber associated with a block and for generating a
second pseudorandom number;

20 first means for combining said first
‘pseudorandom number with said blocks to obtain an
enciphered signal;

means for encoding said enciphered signal
using block codes to obtain a codeword;

25 means for storing a set of scrambling
masks having optimal correlation properties;

means for offsetting said second
pseudorandom number to obtain a scrambling mask address;
means for retrieving a scrambling mask

30 from said storing means based on said scrambling mask
address; - o T T
"




IengthéN is forned m of any two scranbling nmasks is
hal f - bént. For bot w l” EUBF N either an even or 25 odd power

of two), the above tret WaY's

yield | arge enough sets of scranbling

masks. These sets can be augnented by gghe scranbling masks, but the

nodul 0-2 sum of two such masks may no | onger be a bent or
sequence. However, these sets can advantageously be 30

hal f - bent
augnented so

that the nodul 0-2 sum of any é&@bﬂ@SMéaﬁé ﬁﬂbaéémbiﬂimglﬁiﬁd retrbguedude
to at | east sone_ s et of the ¢ demor S
correlated||1§ﬁﬁﬁﬁ§ tB2F b tsiﬁ tﬁ% %%ﬁ%&b? ﬁﬁlﬁn%o?$§$g%gﬁdto

t he remai ni ng atswmrdls amd| be referred 35 to as a "partially bent"
Sequence. means for transmitting said scrambled
5 codeword over a communications channel.

60. The transmitter of claim 59, wherein the

block codes are orthogonal block codes.

61. The transmitter of claim 59,

wherein said

second pseudorandom number depends on the block and on a

10 multi-bit digital control signal.

62. The transmitter of claim 59, wherein said
first and second combining means are modulo adders.

63. The transmitter of claim 59, wherein the
set of scrambling masks is such that correlation of any
15 one of said scrambled codewords with a set of scrambled
codewords scrambled with a different scrambling mask
results in a correlation spectrum having a substantially

even distribution of energy.

64. The transmitter of claim 63, wherein said
20 correlation spectrum having a substantially even
distribution is a substantially flat Walsh spectrum.

65. In a communications system for

simultaneously communicating a plurality of spectrally

overlapping signals, a receiver comprising:

25 means for receiving a composite signal

including a plurality of said overlapping information

signals;
This Sheet Has Been Reﬂlaced
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-33~ TH augnent ideal or sem -ideal sets of scranmbling masks

( Met hotls 1 and 2) may be enpl oyed. Both nethods use speci al ngmmmﬂmmm
nodu| o-2 added to each scranbling mask in the original 5 | dealt O s

sem -ideal- set. Each special mask produces anot her set of scranbling masks
and these sets may be conbined to formaz-augnented set of scranbling
masks. |If Uis the nunber of scranbling masks in the original ideal or

sem -ideal set, then the nunber of masks in the 10 augnmented set is
SU, where S is the nunber of mgans dom@wsnerating asenanbling Mgk f or med

by concat enat iy RRAER] ForPirdtiidiving BN ihdk b 2re al so

powers of two. In Method 1, there are two possihle tterns: 15 t he
al | -zero pat t &y hassson fhe geFagql nask T85%nes). A set of
S[err] scranbling masks w th nidihd efigt edmbining said retrieved

5 scrambling mask with said composite signal to generate a
descrambled signal;
means for transforming said descrambled
signal using error correction codewords to generate a
correlation spectrum;

10 means for identifying a correlation
component in said correlation spectrum having a greatest
magnitude as a decoded information signal; and

b means for deciphering said decoded
information signal using a pseudorandom number associated

15 with the information signal.

66. The receiver of claim 65, further
comprising means for combining a plurality of correlation
spectra produced by the decoding means to produce a
combined correlation spectrum, wherein the identifying

20 and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest
magnitude and extracts said correlation component as a
decoded information signal.

67. A communications system for simultaneocusly
25 communicating a plurality of spectrally overlapping
signals, comprising:
means for converting a signal into blocks
of M binary digits;
_ means for generating a first pseudorandom
30 number associated with a signal block and a second
pseudorandom number; T
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is.fof 'd,;using ei ther Method A or Method B (thel ri bed
above for formng ideal sets of scranbling nasks, W m anown as
"good" sets of 20 scranbl i ng masks because of *t hei rt " @oo rrelation

properties; such as having m ni nmal nutugb cross- correl ations between

menbers of the sets). Each of these P-I€ngih scranbling nmasks is extended

to an N-length special nmask (conpl enent mask) by replacing each "0" with 25

the pattern of L zeroes and rgg%%%iggaﬁgc g;é%owgﬁgghgesaqht%@}ég L ones.

Then the original set of U scr I'i ng mask i N is augnented to
S[err] U masks meu@anaadgmawmhgreaé%hsséédaslaaml bdocke to I} @0 he
original set. @gfciphered signa});For exanple, consider the previous exanple
set of four scra Flng maskS of 16-hit |ength created by thod A., To
augnent this set using nethod®gang fer gpcg

8infoPrig RESIPhSTece fjERa8-4 s

needed. 5Usi ng dBihHgdbRock codes to obtain a codeword;
means for storing a set of scrambling
masks having optimal correlation properties;
means for offsetting said second
pseudorandom number to obtain a scrambling mask address;

10 means for retrieving a scrambling mask

from said storing means based on said address:
second means for combining said retrieved
scrambling mask with said codeword to obtain a scrambled
codeword;

15 means for transmitting said scrambled
codeword over a communications channel;

means for receiving a composite signal
including a plurality of said overlapping information
signals;

20 means for generating said scrambling mask
address;

means for combining said retrieved
scrambling mask with said composite signal to generate a
descrambled signal;

25 means for transforming said descrambled
signal using error correction codewords to generate a
correlation spectrum;

means for identifying a correlation
component in said spectrum having a greatest magnitude as

30 a decoded information signal; and

means for deciphering said decoded signal
using said first pseudorandom number. o T
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for thgs set yields two masks: (0000), and (0001). -34- Repl aci ng each
O-bit \wWth four zeroes and each 1-bit with four ones yields tw special
mask$: (0000 0000 0000 0000) (0000 0000 0000 1111). 5

Applying the first special mask to the -Qhiginal set gives the el enents of
the original set: (0000 1010 0011 1001) %0000 1100 0110 1010) (0000 1001
0101 1100) 10 (0000 1111 0000 1111). Applying the second

special mask to the original Sgistdiaes df e xR udeents of a new set:

Individual information signals encoded with a
common block error-correction code are assigned a unique
scrambling mask, or signature sequence, taken from a set

5 of scrambling masks having selected correlation
properties. The set of scrambling masks is selected such
that the correlation between the modulo-2 sum of two
masks with any codeword in the block code is a constant
magnitude, independent of the mask set and the individual

10 masks being compared. In one embodiment, when any two
masks are summed using modulo-2 arithmetic, the Walsh
transformation of that sum results in a maximally flat
Walsh spectrum. For cellular radio telephone systems
using subtractive CDMA demodulation techniques, a two-

15 tier ciphering system ensures security at the cellular
system level by using a pseudorandomly generated code key
to select one of the scrambling masks common to all of
the mobile stations in a particular cell. Also, privacy
at the individual mobile subscriber level is ensured by

20 using a pseudorandomly generated ciphering key to
encipher individual information signals before the
scrambling operation.
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The present invention relates to the use of

Code Division Multiple Access (CDMA) communications

techniques in radio telephone communication systems, and

more particularly, to an enhanced CDMA encoding scheme

involving scrambling sequences for distinguishing and

protecting information signals in a spread spectrum

environment.

BACKGROUND

The cellular telephone industry has made
phenomenal strides in commercial operations in the United

States as well as the rest of the world.

Growth in major

metropolitan areas has far exceeded expectations and is
outstripping system capacity.

If this trend continues,

the effects of rapid growth will soon reach even the

smallest markets.

Innovative solutions are required to

meet these increasing capacity needs as well as maintain
high quality service and avoid rising prices.

Throughout the world, one important step in
cellular systems is to change from analog to digital

transmission.

Equally important is the choice of an

effective digital transmission scheme for implementing

the next generation of cellular technology.

Furthermore,

it is widely believed that the first generation of
Personal Communication Networks (PCNs) employing low
cost, pocket-size, cordless telephones that can be
carried comfortably and used to make or receive calls in

the home, office, street, car,

etc. would be provided by

cellular carriers using the next generation of digital
cellular system infrastructure and cellular fregquencies.
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30 ¢ exanpl e set of four scranbling masks of 16-bit |ength created by
Met hod A. To augnent this set using Method 2, a set of scranbling nasks of
|l ength L=4 is needed. Again, using Method A for this set yields two nasks:
(0000), and (0001). Repeating each pattern P=4 tines 35 yi el ds two
speci al masks: -35- (0000 0000 0000 0000) (0001 0001 0001 0001).
Applying the first special mask to the origpnal set gives the el enments of
the original set: 5 (0000 1010 0011 1001) {0000 1100 0110
1010) (0000 1001 0101 1100)

The key feature demanded of these new systems is
increased traffic capacity.

Currently, channel access is achieved using
Frequency Division Mﬁltiple Access (FDMA) and Time .

5 Division Multiple Access (TDMA) methods. As illustrated
in Fig. 1(a), in FDMA, a communication channel is a
single radio frequency band into which a signal's
transmission power is concentrated. Interference with
adjacent channels is limited by the use of bandpass

10 filters that only pass signal energy within the filters'
specified frequency bands. Thus, with each channel being
assigned a different frequency, system capacity is
limited by the available frequencies as well as by
limitations imposed by channel reuse.

15 In TDMA systems, as shown in Fig. 1(b), a
channel consists of a time slot in a periodic train of
time intervals over the same frequency. Each period of
time slots is called a frame. A given signal's energy is
confined to one of these time slots. Adjacent channel

20 interference is limited by the use of a time gate or
other synchronization element that only passes signal
energy received at the proper time. Thus, the problem of
interference from different relative signal strength
levels is reduced. '

25 Capacity in a TDMA system is increased by
compressing the transmission signal into a shorter time
slot. As a result, the information must be transmitted
at a correspondingly faster burst rate that increases the
amount of occupied spectrum proportionally. The

30 frequency bandwidths occupied are thus larger in Fig.
1(b) than in Fig. 1(a).

With FDMA or TDMA systems or hybrid FDMA/TDMA
systems, the goal is to ensure that two potentially
interfering signals do not occupy the same frequency at

35 the same time. In contrast, Code Division Multiple
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(odbo 1111 0000 1111). Applying the second special mask to the 10

original set gives the following elenents of a new set: (0001 1011 0010
1009) (0001 11021 0111 1011) (0001 1000 0100 1101) (0001 1110 0001 1110). 15
Thus, using both special masks, an augnmented set of eight scranbling masks
of 16-bit length is obtained. It wll be appreciated that Methods 1 and 2
advant ageously can both be used together, @ ther by 20 conbi ni ng t hem
individually, yielding S[err] + S[err] special masks, or preferably by

Thus a8 many as SrePeru CRal FLEGRE S B CUERLED] Ln A Bl ahy
scranbl i ng masks ifreAaNensyi gpfalliestyakachdd Kigr BYC) eanTiyes, all CDMA
signals share the same frequency spectrum. In both the
frequency and the time domain, the multiple access
5 signals overlap. Various aspects of CDMA communications
are described in "On the Capacity of a Cellular CDMA
System," by Gilhousen, Jacobs, Viterbi, Weaver and
Wheatley, IEEE Trans. on Vehicular Technology, May 1991.
In a typical CbMA system, the informational

10 datastream to be transmitted is impressed upon a much

higher bit rate datastream generated by a pseudorandom
code generator. The informational datastream and the
high bit rate datastream are typically multiplied
together. This combination of higher bit rate signal

15 with the lower bit rate datastream is called coding or
spreading the informational datastream signal. Each
informational datastream or channel is allocated a unique
spreading code. A plurality of coded information signals
are transmitted on radio frequency carrier waves and

20 jointly received as a composite signal at a receiver.
Each of the coded signals overlaps all of the other coded
signals, as well as noise-related signals, in both
frequency and time. By correlating the composite signal
with one of the unique spreading codes, the corresponding

25 information signal is isolated and decoded.

There are a number of advantages associated
with CDMA communication techniques. The capacity limits
of CDMA-based cellular systems are projected to be up to
twenty times that of existing analog technology as a

30 result of the wideband CDMA system's properties such as
improved coding gain/modulation density, voice activity
gating, sectorization and reuse of the same spectrum in
every cell. CDMA is Qirtually immune to multi-path
interference, and eliminates fading and static to enhance

35 performance in urban areas. CDMA transmission of voice
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25 € generated. For exanple, consider the special masks formed in t he
exanpl es above. Applying the first special nmask of Method 2 to both speci al
masks of Method 1 gives both Method 1 special masks: 30

(0000 0000 0000 0000) (0000 0000 0000 1111). Applying the second speci al
mask of Method 2 to both special masks of _Method 1 gives two new speci al

masks: 35 . (0001 0001 0001 0001) -36- (0001 0001 0001
1110). Thus, using both Methods 1 and 2, four speci al

by a high bit rate encoder ensures superior, realistic
voice quality. CDMA also provides for variable data
rates allowing many different grades of voice quality to
be offered. The scrambled signal format of CDMA

5 completely eliminates cross-talk and makes it very
difficult and costly to eavesdrop or track calls,
insuring greater privacy for callers and greater immunity
from air time fraud.

Despite the numerous advantages afforded by

10 CDMA systems, the capacity of conventional CDMA systems
is limited by the decoding process. Because SO many
different user communications overlap in time and
frequency, the task of correlating the correct
information signal with the appropriate user is complex.

15 In practical implementations of CDMA communications,
capacity is limited by the signal-to-noise ratio, which
is essentially a measure of the interference caused by
other overlapping signals as well as background noise.
The general problem to be solved, therefore, is how to

20 increase system capacity and still maintain system
integrity and a reasonable signal-to-noise ratio. A
-specific aspect of that problem is how to optimize the
process of distinguishing each coded information signal
from all of the other information signals and noise-

25 related interference.

Another issue to be resolved in CDMA systems is
system security and individual subscriber privacy. "Since
all of the coded subscriber signals overlap, CDMA
decoding techniques typically require that the specific

30 codes used to distinguish each information signal be
generally known. This public knowledge of the actual
codes used in a particular cell invites eavesdropping.
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masks are obtained. In general, S[err]Serr] > S[err] + S[err], except when

S[err]=S[err]=2. 5 Applying the first special mask to the
orlglnal set gives the original set: (0000 1010 0011 1001) (0000 1100 0110
1010} (0000 1001 0101 1100) 10 {0000 1111 0000 1111).

Appl ying the second special nmask to the oggginal set gives the new set
(encountered in Method 1): (0000 1010 001170110) (0000 1100 0110 0101) 15
(0000 1001 0101 0011) (0000 1111 0000 0000). Applying the third speci al

mask to the original set gives the new setggpapgauntered in Method 2): (0001
1011 0010 1000)

The encoding of individual information signals
is simplified by encoding each signal with a common block
error-correction code, which may be readily decoded using

5 a correlation device such as a Fast Walsh Transform

circuit. Each coded information signal is then assigned
a unique scrambling mask, or signature sequence, taken
from a set of scrambling masks having certain selected
auto- and cross-correlation properties. These scrambling

10 masks are ordefed_based on the signal strength of their
respectively assigned coded information signals. To
enhance the decoding process, the highest ordered
scrambling masks are initially selected in sequence to
descramble'the received composite signal. In general

15 terms, the scrambling mask set is selected such that the
sum of any two scrambling masks, using modulo-2
arithmetic, is equally correlated in magnitude to all
codewords of the common block error-correction code. For
the case where the block error-correction code is a

20 Walsh~Hadamard code, if any two scrambling masks are
summed using modulo-2 arithmetic, and the binary values
of the product are represented with +1 and -1 values,
then the Walsh transform of that sum results in a
maximally flat Walsh spectrum. Seguences with such a

25 spectrum are sometimes referred to as "bent" sequences.

In the context of cellular radio telephone
systems using subtractive CDMA demodulation techniques,
the present invention incorporates a two-tier ciphering
system to ensure security at the cellular system level

30 and privacy at the individual mobile subscriber level.
At the system level, a pseudorandomly generated code key
is used to select one of the scrambling masks common to
all of the mobile stations in a particular cell. At the

' subscriber level, a pseudorandomly generated ciphering
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20 ¢ (0001 1101 01121 1011) (0001 1000 0100 1101) (0001 1110
0001 1110). Applying the fourth special nask to the original set gives the
new set (not yet encountered): 25 (0001 1011 0010 0111)
(0001 1101 0111 0100) (0001 1000 0100 0010) (0001 1110 0001 0001). A

cel lul ar comuni cati ons system consists of_30 base stations and users
in each cell. For both uplink (user to base station) and downlink (base
station to user) transm ssions, interference from adjacent or nonadjacent

cell signals can jsy niguiprad Qnaseiabat | ynesshaniclg digiaaene rageaghei ng

masks to the signals iqLBS %Lfferent cells. The problemis anal ogous
to frequency scrambling operation.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described in
5 more detail with reference to preferred embodiments of
the invention, given only by way of example, and
illustrated in the accompanying drawings, in which:
Figs. 1(a)—-(c) are plots of access channels
using different multiple access techniques;
10 Fig. 2 shows a series of graphs illustrating
how CDMA signals are generated:
Figs. 3 and 4 show a series of graphs for -
illustrating how CDMA signals are decoded:;
Fig. 5 shows a series of graphs illustrating a
15 subtractive CDMA demodulation technique;
Fig. 6 is a generalized schematic showing a
spread spectrum communications system;
Fig. 7 is a functional block diagram of a
system that may be used to implement one of the preferred
20 embodiments of the present invention;
Fig. 8 is a block diagram of another receiver
in accordance with the present invention; and
Fig. 9 is a functional block diagram of a
system that may be used to implement another of the
25 preferred embodiments of thé present invention.

DETAILED DESCRIPTION

While the following description is in the
context of cellular communications systems involving
portable or mobile radio telephones and/or Personal

30 Communication Networks (PCNs), it will be understood by
those skilled in the art that the present invention may
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-37® assignnent or allocation in current cellular nobile radio systens.
There is sone |imted nunber of scranbling masks which forma set of
scranbling masks having the 5 desirable correlation properties. O
the"total scranbling masks, there are subsets of scrambling masks which
have good correl ati on properties, mhereas_;prrelation properties between
masks of different subsets may not be as good. Also, if there are nore
signals than 10 scranbl i ng masks, the scranbling masks nust be reused.

T?Omépit imége i nt erﬁﬁr%ﬁfﬁiﬁ%@@ﬂﬂéﬂ caﬁ%{sﬁwaﬂbﬁgmwliwtﬁehau on
AN L RN GRS T T L
subtractive CDMA demodulation system, it also may be used :
in applications of other types of spread spectrum
5 communication systems.
CDMA demodulation techniques will now be
described in conjunction with the signal graphs shown in
Figs. 2-4 which set forth example waveforms in the coding
and decoding processes involved in traditional CDMA

10 systems. Using the waveform examples from Figs. 2-4, the
improved performance of a subtractive CDMA demodulation
technique is illustrated in Fig. 5. Aadditional
descriptions of conventional and subtractive CDMA
demodulation techniques may be found in, commonly

i5 assigned U.S. Patent No. 5,151,919 issued September 29,
1992, which is incorporated herein by reference, and in

- co-pending, commonly assigned U.S. Patent Application
Serial No. 07/739,446 filed on August 2, 1991, which is
also incorporated herein by reference.

20 Two different datastreams, shown in Fig. 2 as
signal graphs (a) and (d), represent digitized
information to be communicated over two separate

_ communication channels. Information signal 1 is
modulated using a high bit rate, digital code that is

25 unique to signal 1 and that is shown in signal graph (b).
For purposes of this description, the term "bit" refers
to a binary digit or symbol of the information signal.
The term “"bit period" refers to the time period between
the start and the finish of one bit of the information

30 signal. The term "chip" refers to a binary digit of the
high rate code signal. Accordingly, the term "chip
period" refers to the time period between the start and
the finish of one chip of the code signal. Naturally,

_ the bit period is much greater than the chip period. The
3s result of this modulation, which is essentially the
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15 ¥ used in close proximty (e.g., in the sane cell or adjacent cells);
those with correlation properties that are not as "good" (i.e., having the
property that the average correlation of the sumof two scranbling masks to
al | *possi ble codewords is nmore than mninal) should be 20 used far
apart (e.g., in nonadjacent cells). Correlation properties can include the
average correlation to all possible codewotgls of the sumof two scranbling
masks, where one of the nasks has been shifted with respect to the other.

25 Det ai | ed above are nethods for generating augnented sets
of SU scranbling reRyducturs &bs ityvor gigpahbervefonyeciisa siheyksinsthe

moks eath. Two moeke L1 s fhe Eare Stbser. b "‘mﬂ*fi"?* irt?ei“%??ﬁtﬁjf’.‘éﬁf
e
T o o0 "By AR Wy HER el Lol B S R
correlations to aJ¢P$RﬁﬁaQﬂ«a @o@ewuﬁds)senaﬁstqi)qnaﬂatlons is carried out
5 for information signal 2 as shown in signal graphs (d)-

(f). 1In practice, of course, many more than two coded
information signals are spread across the frequency
spectrum available for cellular telephone communications.

Each coded signal is used to modulate a radio

10 frequency (RF) carrier using any one of a number of
modulation techniques, such as Binary Phase Shift Keying
(BPSK) or Quadrature Phase Shift Keying (QPSK). In a
cellular telephone system, each modulated carrier is
transnitted over an air interface. At a radio receiver,

15 such as a cellular base station, all of the signals that
overlap in the allocated frequency bandwidth are received
together. The individually coded signals are added, as
represented in the signal graphs (a)-(c) of Fig. 3, to
form a composite signal waveform (graph (c)).

20 After demodulation of the received signal to
the appropriate baseband frequency, the decoding of the
composite signal takes place. Information signal 1 may
be decoded  or despread by multiplying the received
composite signal shown in Fig. 3(c) with the unique code

25 used originally to modulate signal 1 that is shown in
signal graph (d). The resulting signal is analyzed to
decide the polarity (high or low, +1 or -1, "1" or “o“)
of each information bit period of the signal. The
details of how the receiver's code generator becomes time

30 synchronized to the transmitted code are known in the
art. ’

These decisions may be made by taking an
average or majority vote of the chip polarities during
each bit period. Such "hard" decision making processes

35 are acceptable as long as there is no signal ambiguity._
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fromdifferent subsets. This property can be exploited when allocating
masks to different signals in a CDKA system Signhals in 35 cl ose
proximty can be assigned nmasks fromthe sane - 38- subset, whereas
sighals far apart can be assigned scranbling masks fromdifferent subsets.
For exanple, each cell in a cellular systemcan be allocated one of the S
subsets of U nmasks. Signals 5 within 8 certain cell are assigned a
mask fromthat cell's allocated subset. Thus, interference is mnimzed

i i O ertle
T he Com o YA RS P O LRI S R,
Wit hin each graph (f), the average chip value is +1.00 which readlly
indicates a bit polarity +1. Similarly, during the third
bit period, the average chip value is +0.75, and the bit
5 polarity is also most likely a +1. However, in the
second bit period, the average chip value is zero, and
the majority vote or average test fails to provide an
acceptable polarity value.
In such ambiguous situations, a "soft" decision
10 making process must be used to determine the bit
polarity. For example, an analog voltage proportional to
the received signal after despreading may be integrated
over the number of chip periods corresponding to a single
information bit. The sign or polarity of the net
15 integration result indicates that the bit value is a +1
or -1l.
The decoding of signal 2, similar to that of
signal 1, is illustrated in the signal graphs (a)-(d) of
Fig. 4. However, after decoding, there are no ambiguous
20 bit polarity situations.
. Theoretically, this decoding scheme can be used
to decode every signal that makes up the composite
signal. 1Ideally, the contribution of unwanted
interfering signals is minimized when the digital
25 spreading codes are orthogonal to the unwanted signals.
(Two binary sequences are orthogonal if they differ in
exactly one half of their bit positions.) Unfortuhately,
only a certain number of orthogonal codes exist for a
given word length. Another problem is that orthogonality

30 can be maintained only when the relative time alignment
between two signals is strictly maintained. 1In
communications environments where portable radio units
are moving constantly, such as in cellular systems,
precise time alignment is difficult to achieve. When

35 code orthogonality cannot be guaranteed, noise-based

P ————tia ot . Tttt et e,
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10° cell, the scranbling nasks avail able are of the forms+u, where s
Is one of the S special nmasks, u is one of the masks in the original set of
U masks, and "+" denotes bit by bit nodul o-2 addition. Thus, all masks used
within a cell have the sane special mask s, which can be thought 15 of
as a base station identification (1D magl- The mask u can then be terned
a user |ID mask. Thus, by storing or generating S base station ID nasks and
U user ID masks, a transmtter or receiver can obtain any of the SU

scranbl i ng maskssitjﬁhiE imayu surglerf emrer @i bl otloei aetiuaih dd t2@equencesor i ng or

generating all SRRy | 'd@f%%%hh¥ 5@k éeﬁéfé%oﬂﬁ““@’bpa|tﬁéaﬁBbﬁle
suppose the nask en th i s NE128 bits., The above- ment,i gne seco d way of
generating masks® %&ﬁéb?@%ﬁ; aﬁ“o&&mﬁﬁﬁéﬁ°6fwfﬁ%'§ Ry ATHSEL TR ﬁ8d B gi ves

N 4=32 scranbl i ngigmesk rafrgliz8, bhbwa§er, théeamgigy o $mmgMstaxsughalength

sequence gf 127-pit,d.enghh e pghended to 128 bits, can be added to all
thirty-
y "pProcessing gain" is a parameter of spread

spectrum systems, and for a direct spreading system it is
defined as the ratio of the spreading or coding bit rate
to the underlying information bit rate, i.e., the number

10 of chips per information bit or symbol. Thus, the
processing gain is essentially the bandwidth spreading
ratio, i.e., the ratio of the bandwidths of the spreading
code and information signal.' The higher the code bit
rate, the wider the information is spread and the greater

15 the spreading ratio. For example, a one kilobit per
second information rate used to modulate a one megabit
per second code signal has processing gain of 1000:1.
The processing gain shown in Fig. 2, for example, is 8:1,
the ratio of the code chip rate to the information

20 datastream bit rate.

Large processing gains reduce the chance of
decoding noise signals modulated using uncorrelated
codes. For example, processing gain is used in military
contexts -to measure the suppression of hostile jamming

25 ' signals. In other environments, such as cellular
systems, processing gain helps suppress other, friendly
signals that are present on the same communications
channel but use codes that are uncorrelated with the
desired code. In the context of the subtractive CDMA

30 demodulation technique, "noise" includes both hostile and
friendly signals, and may be defined as any signals other
than the signal of interest, i.e., the signal to be
decoded. Expanding the example described above, if a
signal-to-interference ratio of 10:1 is required and the

35 processing gain is 1000:1, conventional CDMA systems have

resmemem: ottt cmn s o cime o
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twer scranbling masks. This gives one subset of U masks, where U=32. Suppose
this set is augnented using both 30 conpl enent nmasks (Method 1) and
pattern masks (Method 2), using P patterns of length L each, such that
PxL=N=128. For the conpl ement masks (Method 1), suppose P is chosen to be
sixteen and L is chosen to be eight. Using Jethod B, this gives P/2=8

conpl ement masks. For the pattern 35 masks (Method 2), suppose Pis
eight and L is sixteen. -39- Using Method B, this gives L/2=8 pattern

masks. Together tﬁﬂen&apabthOﬁalenrﬁw @t pabiesighaskSos t ddnsalyi aresrg§x8=64
speci al masks.

h
Ther ef or e, there e sh NELe L RLCsShETY ££%£1§”9R&&%g°£eEQaiﬁé LY Bskgetach.

101 signals are suppressed to 1/1000th of their original
interfering power. The total interference energy is thus
5 100/1000, or 1/10, as compared to the desired information
energy of unity. With the information signal energy ten
times greater than the interference energy, the
information signal may be correlated accurately.
Together with the required signal-to-

10 interference ratio, the processing gain determines the
number of allowed overlapping signals in the same
channel. That this is still the conventional view of the
capacity limits of CDMA systems may be recognized by
reading, for example, the above-cited paper by Gilhousen

15 et al.

1]

In contrast to conventional CDMA, an important
aspect of the subtractive CDMA demodulation technique is
the recognition that the suppression of friendly CDMA
signals is not limited by the processing gain of the

20 spread spectrum demodulator as is the case with the
suppression of military type jamming signals. A large.
percentage of the other signals included in a received,
composite signal are not unknown jamming signals or
environmental noise that cannot be correlated. Instead,

25 most of the noise, as defined above, is known and is used
to facilitate decoding the signal of interest. The fact
that the characteristics of most of these noise signals
are known, including their corresponding spreading codes,
is used in the subtractive CDMA demodulation technique to

30 improve system capacity and the accuracy of the signal
dececding process. Rather than simply decode each
information signal from the composite signal, the
subtractive CDMA demodulation technique also removes each
information signal from the composite signal after it has

35 been decoded. Those signals that remain are decoded only
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5 7 sixty-four different base station ID masks and thirty-two different
user I D masks (U=32). If only eight base station ID nasks are needed, then
ei ther pattern masks or conpl enment masks can be used to give eight subsets
of thirty-two different user |ID masks each. 10 As a second

nunerical exanple with N=128, the above-nentioned first way of generating

masks when N is an odd power of two togethé2-with Method A gives

(2N)[err] =16 scranbling nasks of 128-bit length. Using the sanme eight

pattern masks and ei o] as_in the fjrst
nuneri cal exanpl e ’Bd\‘/e | 53%}“53 n% ?ggrﬁﬂ‘f‘p%%’stee sstlgﬂagn | GeREgREe H‘P”
si xteen different tnﬁwaknﬁqﬁnﬂdPCbﬂe#asKsncha de witt dintedfehe wibhhthe

exanmpl e, 512 scranddddii fPIES t@@nrlgglaflgriggd ;%ng\gs Si xteen base statlon | D
masks and thirty-tw 20 user e set_of thirty

scrambl i ng masks is al | ocat éP% &ng“pﬂ'ﬁst lPhFH‘y ?vw‘fcoﬁi\gé’ra%atzl Bﬁ? pikeagY

5 been decoded a;ﬁshown in the signal graph (a), the coded
form of signal 2 can be reconstructed as shown in the
signal graphs (b} and (c) (with the start of the first
bit period of the reconstructed datastream for signal 2
aligned with the start of the fourth chip of the code for

10 signal 2 as shown in Fig. 2 signal graphs (d) and (e))},
and subtracted from the composite signal in the signal
graph (d) (again with the first chip of the reconstructed
coded signal 2 aligned with the fourth chip of the
received composite signal) to leave coded signal 1 in the

15 signal graph (e). This is easily verified by comparing
signal graph (e) in Fig. 5 with signal graph (c) in Fig.
2 (truncated by removing the first three and the very
last chip). Signal 1 is recaptured easily by multiplying
the coded signal 1 with code 1 to reconstruct signal 1.

20 Note that because the bit periods of datastreanms for
signals 1 and 2 are shifted relative to one another by 2
chips there are only six +1 chips in the first bit period
of the recaptured signal 1 shown in Fig. 5 signal graph
(£). It is significant that while the conventional CDMA

25 decoding method was unable to determine whether the
polarity of the information bit in the second bit period
of signal 1 was a +1 or a -1 in signal graph (f) of Fig. .
3, the decoding method of the subtractive CDMA
demodulation technique effectively resolves that

30 ambiguity simply by removing signal 2 from the composite
signal. .

A general CDMA system will now be described in
conjunction with Fig. 6. An information source such as
speech is converted from analog format to digital format

35 in a conventional source coder 20. The digital bitstream
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place in a particular cell. Another set of thirty-two scranbling masks is
allocated to at nost thirty-tw conversations taking place in an adj acent
cell, and so 25 on. 1In this way, up to sixteen different base
stations/cells can be provided wi th enough masks uni que to thensel ves for
supporting up to thirty-two conversations each, all on the sane frequency
channel. Furthernore, it is possible to fadBorize the mask set 30 into
si xteen base station |ID masks and thirty-two user |1 D nmasks such that every

de3% 150 TR0k SEN DeREAMEPS P LY A5, PO 02,200 00,8 dEsLAghpace
requi renents fron1%H&thﬂ%ﬂﬁ;qqys§6432ﬂ4e hnsksmltter«ﬂxror correction coder
22 that adds redundancy which increases the bandwidth or
bit rate of the transmission. 1In response to a spreading
5 code selection signal from a suitable control mechanism
such as a programmable microprocessor (not showni, a
particular spreading code is generated by a transmit
spreading code generator 24, which as described above may
be a pseudorandom number generator. The selected
10 spreading code is summed in a modulo-2 adder 26 with the
coded information signal from the error correction coder
22. It will be appreciated that the modulo-2 addition of
two binary sequences is essentially an exclusive-OR
operation in binary logic. The modulo-2 summation
15 effectively "spreads" each bit of information from the
coder 22 into a plurality of "chips®.
The coded signal output by the adder 26 is used
to modulate a radio frequency (RF) carrier using any one
of a number of modulation techniques, such as QPSK, in a
20 modulator 28. The modulated carrier is transmitted over
an air interface by way of a conventional radio
transmitter 30. A plurality of the coded signals
overlapping in the allocated frequency band are received
together in the form of a composite signal waveform at a
25 radio receiver 32, such as a cellular base station.
After demodulation in a demodulator 34 to baseband, the
‘composite signal is decoded. '
An individual information signal is decoded or
“"despread" by multiplying the composite signal with the
30 corresponding unique spreading code produced by a
receiver spreading code generator 36. This unique code
corresponds to that spreading code used originally to
spread that information signal in the transmit spreading
code generator 24. The spreading code and the
35 demodulated signal are combined by a multiplier 38.
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In‘addition, in the case that cross- correl ations between the masks are not
all equally low, it is possible to choose each set of thirty-tw nmasks used
within the sane cell, and therefore nore likely to 5 interfere with
each other, to have the | owest nutual cross-correlations, while the
cross-correlations wwth masks in differentygets in different cells are

all oned to have hi gher nmagnitudes. Wiich of the thirty-two user |ID nmasks a
particul ar nobile would use (in the case of a 10 static, non-cycled

al | ocati on) woul d Hecaosevegrdrad tréeeindi Ichips tepriessptseasinmleorbrhlaf

set-up. In the casgg ekndtReQUIREFSPRLEL In cytq{eed;mle alibasgt bermbeipl fer
descri bed bel ow, the offset nunber to be’ use artlcula£ ﬁlle woul d
be conveyed by t hé8Fe¥ P6 FRECESSively n’o‘btref%raé%/edcgl Ts@t PApCiCHRE base | D

mask in use by sumumbedi of bhdipssiatonder vioulabtizd nc dtheepetiuby walbase of
station to all moRhles e, ihE 66! biby. PelOuIAAIRASbrE0e, these bit
value decisions may be made by taking an average or
majority vote of the chip polarities during each bit
period. In any event, the output signals of multiplier
38 are eventually applied to a receiver error correction
10 decoder 40 that reverses the process applied by the
transmitter error correction coder 22, and the resulting
digital information is converted into analog format
(e.g., speech) by a source decoder 42.
As described above, this decoding scheme
15 theoretically can be used to decode every signal in the
composite signal. Ideally, the contribution of unwanted,
interfering signals is minimized when the digital
spreading codes are orthogonal to these unwanted signals
and when the relative timing between the signals is
20 strictly maintained. .

In a preferred embodiment of the present
invention, the error correction coding is based on
orthogonal or bi-orthogonal block coding of the
information to be transmitted. In orthogonal block

25 coding, a number of bits M to be transmitted are
converted to one of 2" 2"-bit orthogonal codewords.
Decoding an orthogonal codeword involves correlation with
all members of the set of N=2" codewords. The binary
index of the codeword giving the highest correlation

30 yields the desired information. For example, if a
correlation of sixteen 16-bit codewords numbered 0-15
produces the highest correlation on the tenth 16-bit
codeword, the underlying information signal is the 4—bit‘
binary codeword 1010 (which is the integer 10 in decimal

35 notation, hence, the index of 10). Such a code is also

e,
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a broadcast channel. The base ID may be static, while the user |ID nmask
selection that the base IDis conbined 20 wth is cyclic. The reason
for this is to permt a nobile station nore easily to listen for fixed base
I D todes in order to identify which bases it can hear. In situations where
N is an odd power of two or when nore thafiseither n[err]=Nerr] or
nferr] =N 2 scranbling masks 25 are desired, it nmay not be possible to
achi eve the desirable Wal sh spectrum fl at ness property. In that case,.it
may be pref er abl eteraedt del *hoht fauhogedRdnBEPRY Fadk 2Pt SFREPA%HETas
“flat" as possibl eathe genergt£c= by, npElinvaktixgt 451 of e cdspetf sheed

by a 30 conput er._search, ' on-.fl 1§ |
average out an un&?gﬁwafsffi%’h‘f }@nfq%\‘er}i rrﬂftlfé:r ?tgr gﬁgé%%ﬁ% Zn%%?g,?%hg\?gigg a
particul ar pair obesrchdgeend. c R yPen2fi FEIABE el NERPTHASTEIT | evel of

nutual i nteyferengetabgbRaBvviskia dulitrigtul ar
A significant feature of such coding is that
simultaneous correlation with all the orthogonal block
codewords in a set may be performed efficiently by means
of a Fast Walsh Transform (FWT) device. 1In the case of a
10 [128,7] block code, for example, 128 input signal samples
are transformed into a 128-point Walsh spectrum in which
each point in the spectrum represents the value of the
correlation of the input signal samples with one of the
codewords in the set. A suitable FWT processor is
15 . described in co-pending, commonly assigned U.S. Patent
Application serial No. 735,805 filed on July 25, 1991,
which is incorporated here by reference.
In accordance with one aspect of the present
invention, the coding is unique for each information
20 signal by using a different binary mask, also called a
scrambling mask or a signature sequence, to scramble each
block-coded information signal. Using modulo-2 addition,
such a scrambling mask may be added to the already block-
coded information and the result transmitted. That sane
25 scrambling mask is used subsequently at the receiver to
descramble that information signal from the composite
signal.
It will be appreciated that maximal length
sequences, also known as m-sequences, have been used for
30 scrambling masks. Maximal length sequences are the
sequences of maximum period that can be generated by a k-
stage binary shift register with linear feedback. The
maximum period of a binary sequence produced by such a
shift register is 2¥-1 bits. Since a scrambling mask

35 usually consists of one period of such a sequence,
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35+ codeword/information bit block from exhibiting a higher -41-
than average error rate. The effect of any unevenness may be reduced by
cycling the selection of scrambling nasks using a systematic or
pseudor andom counter to sel ect the masks, as described below 5

It wll be appreciated that such an approach is a form of code hoppi ng,

whi ch is anal ogous to the idea of frequency&topping, and may be applied in
any CDVA systemthat enploys a fixed set of codes or sighature sequences.

Any COMA Syst em cageDemith YEh &P SGRAILNG30nlhl LABEL O 1 inar 120G0R

into blocks of L coﬁe synbol s. é%%hqb o%ﬁ 'S Ehen npressed‘mnth ag

scranbl i ng mask (i Peeuderapian secreabldnge pasks| bayehthe ysafudy amsPe,

tradi tional CDVA correlation property that each mask has a correlation of
unity with itself unshifted and -1/N with any bitshift of

5 itself, where N is the number of bits, or length, of the

scrambling mask. In princlple, different shifts of a
maximal length sequence could be used to obtain

scrambling masks for a number of spread-spectrum signals,
provided that those signals were accurately time-

10 synchronized to one another to preserve the desired
relative bitshifts. Unfortunately, it is usually
impractical to arrange transmissions from a number of
mobile stations to be received at a base station with
relative time alignment accuracy of better than +/-

15 several chips. (In the examples of CDMA demodulation
shown in Figs. 2-5, the bit periods of the datastreams
for signals 1 and 2 were shifted by two chips relative to
each other.) Under these conditions, maximal length
sequences are not adequate scrambling masks because a

20 time alignment error of one mask may cause it to appear
exactly like another mask.

Gold codes may be used to accommodate the time-
alignment problem. Gold codes are sequences that have
minimum mutual cross-correlation not only when time-

25 aligned but also when the time alignment is shifted by

" several bits. This property is only achieved, however,
when the underlying source information is either
000000....00 or 111111....11 over the whole code
sequence. Because block coding is used to spread the -

30 signal, not the scrambling mask, the underlying
information bits form a codeword of varying bit values.
Thus, the desired mutual cross-correlation properties can
not be obtained in a useful communication system.

The deficiencies of the prior art approaches

35 are resclved by the present invention. Code bits
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effiectively repeats each information bit L tinmes (the encoding) then
applies a scranbling mask of length L 15 (either a sequence of l|ength
L or a subsequence of length L). The nethod descri bed bel ow gives a form of
ort hogonal code hoppi ng, where no two signals within the sanme group (e.g.,
cell or cluster of cells in a cellular 20_,,_ systen) use the sane
signature sequence at the sane tine. An alfernative to orthogonal code
hoppi ng is senm - orthogonal code hoppi ng, where hoppi hg sequences are

desi gned so that temesdOfplfron ahithahbRitter @) darrelct ivsecbliersane

signature Sequencer:o@iée@!v_{ig'%ﬁn%gseygfi &8t of séﬁ%l"ﬁ&%{'g{a@%&? fe DI €

signal s than there are avai .gnatur e sequences. alternative
i s random code hopphaEerigrreontestiognardes verp i qannadabioskgRafing,
chosen in a pseudogaptedk NRNNEinfordarepHepitof id hoqideisisiggbaksofSpith an

alternaii\uasis SinBLSéwé%hé'ﬁ%’%ﬁegits in length. The present invention
also is applicable to bi-orthogonal block coding in which
M+1 bits are coded using one of the 2" codewords (of 2
bits in length) or their inverses (also of 2" bits in
length). According to the present invention, the
10 scrambling masks are designed to minimize the cross-
correlation of any orthogonal codeword masked by a first
scrambling mask with any orthogonal codeword masked by
any other scrambling mask.
As discussed above, orthogonal and bi-
15 orthogonal block codes may be decoded conveniently using
~an FWT circuit that correlates a composite signal with
all possible N=2" codewords of an input block of N=2*
signal samples. The FWT is an information-lossless
process that may be inverted to recompute the original
20 information signal samples from the correlations. Like
the Fourier Transform, the FWT satisfies Parseval's
theorem in that 1/N times the sum of the squares of the
input samples equals the sum of the squares of the
computed correlations. For an input sequence of t1
25 values, the correlations take on values between -1 and 1.
Decoding an orthogonally coded information signal
involves determining which of the correlations computed
by the FWT circuit has the largest value, the binary
index of the largest correlation representing the decoded
30 information bits. When decoding a bi-orthogonally coded
information signal, the correlation with the largest
magnitude is determined, giving an index corresponding to
all but one of the information bits. The final
information bit is determined from the sign of the

35 largest-magnitude correlation. REPLACEMENT SHEET
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30 - but performance is degraded. Wen the allocation of scranbling
masks to signals is fixed, and the nmutual correlation properties between

t he nenbers of the set of scranbling masks are not flat (e.g., the nodul o-2
sum of two nenbers of the 35 set is not a bent sequence), an adverse
situation can -42- arise where two sigpgss having greater than the nean
| evel of correlation between thenselves interfere permanently with each
other to a greater than nmean extent. This situation can be prevented by
time-varying 5 or cycl rhg fbel abf auintindirzioly ettraibl dng tasks to

signal's T such & R eabeblCK SRl SLidl S0P Yikhad UHLAHE ERSK Bhe oY

p0|nt|nt|rrebut eSI S eX
1nterference signals should not transform to generate one

or more large correlations that could be mistaken for the
5 desired signal to be decoded. Rather, the interference
signals should transform such that they are evenly
spread, i.e., have the same magnitude, over all
correlations. This condition of evenly spread
correlations may be called a flat Walsh spectrum. A more
1o mathematical definition provides that if the interference
energy is normalized to unity, (viz., 1/N times the sum
of the squares of the input samples is unity) each of the
computed correlations has the same value #1/NV2,
N Scrambling masks that result in interfering
15 signals exhibiting a flat Walsh spectrum when decoded
using a different scrambling mask can only be obtained
when N2 is an integer and N is an even power of two
(i.e., N=22, where z =1, 2, 3, ...}, e.g., 4, 16, 64,
etc. Systematic ways of constructing scrambling masks
20 that generate flat Walsh spectra are described below.

The scrambling masks to be constructed have the
same length as the orthogonal codewords to which they are
modulo-2 added. When a unique scrambling mask is modulo-
2 added to all N codewords in a Walsh-Hadamard code set,

25 the result is a unique set of N "scrambled" codewords
that forms a coset of the original Walsh-Hadamard code
set (i.e., another code set). The scrambling masks are
chosen such that the correlation between scrambled
codewords of different cosets is constant in magnitude,

30 independent of which two cosets are being compared and
independent of which scrambled codewords within the two
code sets are being compared.

To achieve this property, the modulo-2 sum of
any two scrambling masks must be a "bent" sequence. As

35 mentioned above, bent sequences are éequences having a
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the nean |l evel of correlation between each other are not always the sane
signals. For exanple, the interfering 10 signal exhibiting strong
correlation with a given signal may be a weaker signal at one instant and a
stronger signal at another instant, but the interfering signal wll thus
not always be a stronger signal. Thereforgg_adverse interference situations
are not permanent, but 15 rather are transient. A colloquial
description of the effect is to say that the msery is equally shared so
E hat it is tol eraplgttwabéhh tmaismadmgf ibei ngsediatcssaimtt arsorgualhys
esirable cyclic or_tihe:-varyij I [ f il to
signals may be eff%ﬁf%gg%?yd%%ggﬁﬁgﬁﬁdg Bgeégg?g ‘oﬁgﬁﬁ' er a? ggggﬁég?on
of a codeword coufedeworis. psigfiortadomFnuMBeVibl R and Xt $do8Rfe LBe,) |

transmitters and pRe6kYeHS. EforRiraeictd nghabdesc hpdrtandndridenlr, e¢diever
selects a %iffereggrk: North-Holland, 1977). A set of scrambling masks
having this property may be called an "ideal" set.

The present invention encompasses two methods
for creating ideal scrambling mask sets. The first
method, Method A, produces a set of N2 scrambling masks

10 of length N. The second method, Method B, produces a set
of N/2 scrambling masks of length N.
METHOD A:
Let n = N/2; let w,, W, -.., W,, be the n
Walsh-Hadamard codewords of length n; and let k = log,(n).
15 The set of scrambling masks is formed using the following
procedure.
1. Select a primitive polynomial p{(X) over
Calois field GF(2) of degree k from, for example, R.
. Marsh, "“Table of Irreducible Polynomials over GF(2)
20 through Degree 19", National Security Agency, Washington,
D.C. (1957) or W. Peterson, Error-Correcting Codes, (New
York: John Wiley & Sons, 1961). If k=1, step 1 can be
omitted. . _
For example, for n=4 and k=2, p(X) = 1 + X + X°.
25 2. Use p(X) to define a Galois field GF(2¥)
with primitive element "a" such that p(a) = 0. The
Galois field GF(2*) consists of n=2X elements: 0, 1, a,
aZ, a%, ..., a™2. If k=1, form the standard Galois field
GF(2) with elements 0 and 1.
30 For the example above in which n=4, the GF(2?)
is formed with elements (0, 1, a, a®), where p(a)=0
defines the element "a".

3. Form the sequence: ({1, a, a?, a%, ...,
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25 - scranbling mask at any tinme, this pseudorandom nunber is offset by
zero for the first signal, by one for the second signal, and so forth using
nodul o-t addition, where t is the nunber of scranmbling nasks in the set. In

this way t different signals can each be guaranteed a 30 uni que but
ti me-varying choice of scranbling mask. § of f set pseudorandom nunber may
be used to address a nenory contai ning t he%¥%st of scranbl i ng masks in order

to extract the scranbling mask that applies at each nonent. To give an even

mor e randon1re|at59n b@kﬂ@?@t&ﬂ ﬁ? n-1 —QﬁL?CEiQﬁ@nééwoﬂHﬁkﬁ%ﬁﬂbl%‘Qméi§1
t he addressing or

ps each offsetngseudor?n OTLQanir to
a particul ar scraf (Y. nBdrekay %)rlscF]t?é‘e\Fé:ﬁ g¥cppPhnprere. (For k=1, this.
is {1}.)
For the n = 4 example, this gives the sequence
5 {1, a, a?.
4. Replace each element in the sequence with
its polynomial representation, giving the sequence:

{b*(a) =1,b2(a) =a, b (a) =a?, ..., b*" " (a) =a™?}.

This can be done as follows. Each of the
elements in GF(2¥) can be expressed as a polynomial in "a"

10 of degree k-1: b, + b,a + ... + b, _,a¥'. The coefficients
(by, b4y +--, by) give the "k-tuple" representation of an
element in GF(2%).

Consider the n=4 example above. The fact that
p(a)=0 gives:

15 0=1+a+a’ora?=-1-a=1+a
since + and - are equivalent in modulo-2 arithmetic.
Thus, for this ‘'example, the sequence {1, a, a?) would be
replaced with {1, a, l+a}.

5. Evaluate each polynomial representation in

20 the sequence with a = 2, using normal integer arithmetic.
This gives a sequence of the integers i, 2, ... n=1, not
necessarily in that order.

For thé n=4 example above, this gives the
sequence {1, 2, 3}.

25 6. Interpreting each integer as an index of a
Walsh-Hadamard codeword, replace each integer (index) in
the sequence with the n-bit Walsh-Hadamard codeword of
that index. This gives an ((n-1)n)-bit sequence.

For the n=4 example above, the Walsh-Hadamard

30 codewords are: w, = 0101, w, = 6011, and wy; = 0110, and
this gives the 12-bit sequence: {0101, 0011, 0110} or
{010100110110}.
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instant to instant using anot her pseudorandom nunber. This variation may be
acconpl i shed by nodul o adding this 5 second pseudorandom nunber to the
first offset pseudorandom nunber and/or by using the second pseudorandom
nunber to pernute the bits of the first offset pseudorandom nunber before
they address the scranbling mask mermory. 10 The present

i nvention may be used in a cellular radio” ?ETephone communi cati ons system
al though those skilled in the art will recognize that the present invention

may be used in other types of. coRMUGLERLI L SKUATECARCNELL ath SR Raped

cellular systens 15 enpl oyin tractjve denD each set of
scranbl i ng’ masks déhé?%&ﬂ%?|Q4r&8é6FH&nE%F%ﬁ%W9tQﬂ§ Eﬂé?@ ?r FVRATTHHLNS)
provi des for privatetty guedtshditedatr ansime sthon Sdquenaeh inektep| 5 atder

:g;?gbrfgfg Litﬁggi%ﬁééifﬂ% %&%8d% tNepf OOPOS | dfu 1973k " ¥8! B9rtifar1y
5 rotatlng left n shifts at a time the sequence in step 6.)
For the n=4 example, this gives two additional

sequences:
{0011,0110,0101} = {001101100101}, for {2,3,1}; and
{0110,0101,0011}) = {011001010011}, for {3,1,2}.

10 B. Extend the length of the sequences from
steps 6 and 7 to n? = N bits by inserting in front of each
Sequence the n-bit Walsh-Hadamard codeword w,, which
consists of n zeroes.

For the n=4 example, this gives the three 16~

15 bit sequences:

{0000010100110110}, {0000001101100101}, and
{0000011001010011}.

9. The set of n-1 n®’~-bit sequences is
augmented with the all-zero sequence, which consists of n?

20 zeroes. For the n=4 example above, this is the 16-bit
sequence {0000000000000000}.

10. Having constructed n sequences of length
n?, these may be converted into a set of n scrambling
masks. by modulo-2 adding a "base" sequence of n’? bits.

25 These scrambling masks form a set of n (i.e., N'?)
scrambling masks of length n? (i.e., N).

The base sequence can be chosen so that the
scrambled information signals have desired auto-
correlation properties, as well as cross—-correlation

30 properties, when echoes or time misalignments are
present. Also, in the case of cellular mobile radio
communication, a different base sequence can be assigned
to different cells. 1In this case, correlation properties
between different base station sequences would be

35 considered.
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20 - bl ock codes, one would still need to know which scranbling masks
are assigned to each nobil e comunication before the infornmation signal
coul d be descranbl ed. However, in order for each nobile station to decode

its"own signal fromthe received conposite 25 signal, it nmust be able
to decode and renove stronger signals received for other nobiles within the
cell. As a result of-this subtractive deciﬁﬁﬁg procedure, each nobile

within a cell nust know the scranbling nasks assigned to all other nobiles

comuni cating with the base S i.Qr S QG L h g@%& n
addi tion, these scranbli ng F‘régkgh?ran ‘f)gé}&ség&é%ts'e%ﬁlb%t)ggpggﬁdgégﬁdo enr'lcrf‘ler
based on a code kéy 4P8PP BF&°9B°%}¥i}nﬁHWQ%;Fﬁﬁ“&?&@ﬂ B?ttﬁﬁtstﬁég %r
cell. To prevent mmlkiseiswgtiften bjie cell fromlistening in on other

conversations, preferred 35{0000 fg?@d@&g{ﬂfbéy}the present invention
ensure private
5

{0000 1100 0110 1010}
{0000 1001 0101 1100}
{0000 1111 0000 1111}.
This completes Method A for constructing an ideal set of
N2 scrambling masks of length N.
10 METHOD B: i
In Method B, a set of N/2 scrambling masks of
length N is formed. The method is based on the use of
N/2 of the N? codewords of length N which make up a
Kerdock code. These codewords are permuted, then added
15 to a common base sequence as in step 10 of Method A. A
Kerdock code is a "supercode" in that it consists of N/2
code sets, each of which is a bi-orthogonal code. With
the right permutation, the permuted Kerdock code contains
the Walsh-Hadamard code as well as {(N/2-1) cosets of the

20 Walsh-Hadamard code. It will be recalled that a coset is
obtained by applying a scrambling mask to all codewords
in a set.

A Kerdock code is formed by the union of a
dyclic form, first-order Reed-Muller code set with
25 (N/2-1) cosets as described in the book by MacWilliams
' and Sloane mentioned above. Thus, it consists of N/2
code sets, each containing 2N bi-orthogonal codewords of -
length N, giving rise to a total of (N/2) (2N)=N? codewords
of length N. By permuting each codeword in a certain
30 way, the Kerdock code has the property that the modulo-2
sum of a codeword from one code set with a codeword from
another code set is a bent sequence.
The procedure for generating the N/2 scrambling’
masks of length N is as follows: '

{pi Lot SHEET
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-44- individual conversations by enciphering the individual information
signal before it is block coded and scranbled. Only that nobile and the
associ at ed base station know that individual cipher key. 5

The” system security and individual privacy features of the present

I nvention wll now be described in conjung#&pn with Fig. 9. A source coder
80 converts speech information into digital” form and assenbl es the
i nformation into blocks of M (or Mtl) information bits 10 for

subsequent orthogonal (or bi-ortbegerete tHeO®y2Ce8i80seONtypideidadiives
bt ai ned by repl adlREM SoePyRRERESH tta1 A ACERg] bof GBI, ched TP
essential aspect nttifries Kemdonki opdetire gisiarcdncddeKerdock, “"A Class of
Low-Rate Nonlinear Codes," Info. and Control, vol. 20,
5 pp. 182-187 (1972) and in the above-cited MacWilliams and
Sloane text at pp. 456-457.
A method which geneiates the code set
representatives (CSRs) directly is given in the
MacWilliams and Sloane text at pp. 457-459. This method

10 generates the left half (N/2 bits) and right half (N/2
bits) of each CSR separately. Each N-bit CSR (csr;) has
the form:

t 13
csr;=(0 IxJ(E 62,) {o ]x’(ﬂ{*-E 651] |
i i

where |A|B|c|D| denotes the concatenation of A (1 bit), B
(N/2-1 bits), C (1 bit), and D (N/2-1 bits) into one

15 sequence; xJ() denotes the operation of cyclically right
shifting j places what is within the parentheses; Iﬂ=1+2i;
t=(log,(N)-2)/2; and 6," denotes a special primitive
idempotent polynomial (which can be interpreted as a
sequence) of length N/2-1 as defined in the above-

20 mentioned MacWilliams and Slcane text. Observe that the
left -half of the CSR consists of |A|B| and the right half
consists of |c|D|. The csr, is defined as the all-zero
seguence.

It is important to note that the special

25 primitive idempotent polynomials are based on a Galois
field GF(2'=N/2), where r=log,(N/2). Thus, a GF(N/2) is
used to form each half of the Kerdock code set
representative.

For example, suppose N=16, N/2=8, r=3, and t=l.

30 Then the special idempotent polynomials (and hence
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15 - 80 may al so include conventional error correction coding
capabilities. Before orthogonal coding, the Mbit (or (M:l)-bit) block is
i ndi vidually enci phered by nodul o adding in an Mbit (or (Mtl)-bit) adder
82 "a uni que enci phering bit sequence produced by a transmtter 20

sequence generator 84. The pseudorandom nugpers produced as a function of a
ci pher key K1 and a code key K2 are conbined with the information fromthe
source encoder 80 by Mbit adder 82 to the produce enci phered infornmation
signals. These 25 seriesgnairphgiedni hfiothat aloovesingmaliongdeMap@hllians and
spread-spectrun1eqﬁ§gﬁgaQ@&Qgtgrgﬁgrably ort hogonal or bi-orthogonal bl ock
error-correction coding in an, orthogopal Qlock coder 86 before application
of selected scranbling mask&it & thd ¥ Gt cEdES T i 19980 se excl usi ve- OR

circuit 88. 30 ~ 8," Fha M I t+ ci’®phextd= hjiaaloiog)or t hogonal Iy (or
bi -orthogonal 1y) encqded | Gsthengabigaanal s bpcks soder 86
8, + 6;" = {0111111}.
Thus, each CSR has the form:

csr; = lolxi(85") [o]xi(8," + 657 |
= Jo|xi((1110100))|0|xI ({0111111}) |
10 Evaluating this expression for j=0, 1, ..., N/2-1 gives

the eight CSRs in the following Table 1.

Table 1. Example of 16-bit Kerdock CSRs

representative sequence

0 0000 0000 0000 0000
0011 1010 0101 1111
0001 1101 06110 1111
0100 1110 0111 0111
0010 0111 0111 1011
0101 0011 0111 1101
0110 1001 0111 1110
0111 0100 0011 1111

15

20

~ [ U [ W N M

2. Permute each (N/2-bit) half of each
Kerdock CSR to obtain the left and right halves of a
permuted seguence. '

25 The permutation is based on the primitive
element "a" in the Galois field GF(N/2) used to form each
half of the Kerdock CSRs. The permutation is defined by
forming the Galois figld elements in the order 0, 1, a,
a%, ..., a¥??, fThese correspond to the positions 0

30 through N/2-1 in each half of the Kerdock CSR. The
corresponding position in the permuted sequence is

P A eeRArAT e ]
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produci ng an N-bit encoded signal block (N=2[err] or 2[err] for orthogonal
or bi-orthogonal encoding, respectively) that is bitwi se exclusive-OR ed in
the parallel exclusive-OR 35 circuit 88 with a scranbling mask
rettieved froma -45- transmtter scranbling mask nmenory 90 and then
converted to a serial bitstream and nodul-@tSed on a radio carrier as
represented in function block 92. The nodul ated signal is anplified by a
suitable anplifier 94 and transmtted 5 g¥ an antenna_%ﬁ. The n
scrambl i ng mask i SPERIRLE RY rSXRRSTHLHGK SAFPt abFRERY Fhs T T ReRor Y86 by
applying an N er ri-=bbg$(ax;i'dr)ess'rhe thtupre as ithe fash bpnorkyadd. . Thus,

Merr] T's the numper,of bigys ;hekBReBHfl 8% (bddi ci6nePh] hrGhgh B2ITOMY
’ as coefficients of powers of 2 (i.e., by + 2b, + 4b, + ...
5 + 2™'pb_,), an integer in the range [0, N/2-1] results
(with b, = 0 or 1, for all s), the coefficients b,
providing a binary representation of the integer which.
gives the corresponding position in each half of the
permuted sequence. Note that the binary number for the
10 corresponding position is just bpﬁbpz...bgﬁbof
For the example above, the primitive element
a® in GF(8) used to form the Kerdock code is defined by
the primitive polynomial p(X)=X® + X + 1, which gives
3-tuple representations of the elements in GF(8) given in
15 Table 2 (see the above-mentioned MacWilliams and Sloane‘
text, page 110). Using the approach described above, the
permutation mapping for each half of the sequence giving
the corresponding new position in the permuted sequence
is also shown in the following Table 2 (which is easily
20 verified by reading the 3-tuples backwards).
Table 2. GF(8) and Half Sequences Permutations

field 3=-tuple old new
element form position position
0 000 0 0
25 1 100 1 1
a 010 2 2
a? 001 3 4
a’ 110 4 3
a‘ 011 5 6
30 5 111 6 7
at 101 7 5




10 - and 2[err] is the maxi num nunber of scranbling masks in the nmenory
90 that are uniquely addressable with an N err]-bit address. An inportant
feature of this enbodi ment of the present invention is the cyclical or
pseudor andom vari ati on of the scranbling masks retrieved by a specific 15
| ook-up table address. Thus, a unique scragbling mask nust be generated
and that mask sel ection procedure nust be pseudorandomy varied. That table
address i s advantageously determned in part by the N err]bit sequence

ca: | ed above code key K2. WAgR1&ingCERé Spenflftdtic} to eatRCRéva@scK TSR
selecting a particul crampl.in Kk | hed
with the received 1§C%§gecgdglﬁg?ngﬁﬁo%§ 2&% |e?rﬁnnd1§t%}éc§|%ﬁ Eli ggg] ?Igir?wadder
98. The code key Krlleowinsf &akbey3not pseudorandomly generated, rather it
is a constant that 25 determ nes the operation of the pseudorandom
nunber generator used for selecting scranbling masks. As

Table 3. Set of 16-bit Permuted Sequences

5 index sequenée
0 0000 0000 0000 0000
0011 1001 0101 1111
0001 1110 0111 0111
0101 0011 0110 1111
0010 0111 0111 1101
0100 1101 0111 1110
011l 0100 0111 1011
0110 1010 0011 1111

10

«1 oy OO [ W N M

3. Having constructed N/2 permuted sequences
15 of length N, these may be converted into N/2 scrambling
masks by modulo-2 adding a "base" sequence of N bits. Aas
in Method A, the base segquence can be chosen so that the
scrambled information signals have desired auto-
correlation properties, as well as cross-correlation
20 properties, when echoes or time misalignments are
present. Also, in the case of cellular mobile radio
communication, a different base sequence can be assigned
to different cells. In this case, correlation properties
between different base station sequences would be
25 considered.
For the example above, suppose the arbitrary
base sequence is {0000111100001111}. The resulting set
of scrambling masks is given in Table 4.

Lo, oLt S PR
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described in nore detail below, the code key K2 ensures that the actual
scranbl i ng mask address varies pseudorandomy for each nobile station. The
adder 82 may 30 be a bitwi se exclusive-OR circuit or a nodulo-2 Mbit
adder or other equivalent circuit. A nodulo-2 adder may be nodified to
generate different cipher keys such as Kl-dy varying the nunber of

bit-carry connections in the adder. Al that is required 35 IS that
each possible Mbit input block nmaps to a uni que -46- out put bl ock
dependent on the cipher keyT®bleechuerfed fd16abibeSerametingeMAfKst he code
key K2 sequence. X _course, the cipher key K1 is preferably unique to
I ndi vi dual nobil efjstations itnche%:hi eve the requisite FHJQ{%Y:e The
0 0000 1111 0000 1111
1 0011 0110 0101 0000
5 2 0001 0001 0111 1000
3 0101 1100 0110 0000
4 0010 1000 0111 0010
5 0100 0010 0111 0001
6 0111 1011 0111 0100
10 7 0110 0101 0011 0000

This completes Method B for forming an ideal
set of N/2 scrambling masks of length N.

It will be understood that the scrambling mask
Methods A and B give masks having good cross-correlation

15 properties when two signal waveforms are time-aligned,
regardless of the base sequence, or mask, chosen. The
base mask can provide good auto-correlation properties,
which is important when echoes of a signal are present.
The base imask can also provide good cross-correlation

20 properties when two signals are not time-aligned, or
echoes are present.

The present invention may be readily
incorporated into a multiple access spread spectrum
communications system by storing these scrambling masks

25 in a look-up table in a RAM or ROM memory, for example,
from which a particular mask is retrieved by supplying
its associated address. A system for implementing the
scrambling masks into a spread spectrum system is
illustrated in Fig. 7. While described in terms of a

30 memory look-up table, it will be appreciated that a
suitable code generator, such as a digital logic circuit
or microcomputer, that produces on-line the scrambling
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S5 - ci pher key K1 may al so change for each new Mbit input block so that
ci pher key Kl changes many tinmes during a single conversation. The intended
recei ver nust therefore synchronize its receiver sequence generator with
thetransmtter sequence generator 84. 10 Synchroni zati on

may be facilitated by driving the transm ttef sequence generator 84 with a
systematically varying tinme counter such as a frane counter 100. The

receiver and transmitter then coordinate which frane or block number of the
si gnal 15 bl Gelekss ipdifgtadcByesel o kLG TN LAPBh §hg’b%]e§ fM*ons.
The details of obtaigy Bme ugefi.al frame counter agreenent and maintaining it

are not described here in d %ﬁ%é?ﬁggggéﬁh{igﬁrq;ﬁgqé??¥g§g[oggzggﬁ§gkggd

ci pher systens is well kno € conmunr cati orn i
The pseudor andom rhmilgockenefaMo(og4M+d) Rinamibltitg sk §EREES| gorer S50,
random zinggi s reqifid @hdse bit blocks are encoded by an error correction

orthogonal (or bi-orthogonal) block coder 52. The
orthogonal 2"-bit block codewords are scrambled by a
modulo-2 N-bit adder 53 with a scrambling mask,
constructed as described above, retrieved from a look-up

10 table in a memory 60. In the case of ideal scrambling
masks, there are either n;ﬂﬂ” or ng,=N/2 scrambling masks,
depending on which method was used to generate the
scrambling mask set. Thus, the number of bits needed to
address each mask from storage 60 is either b,=log,(n,) or

15 b,=log,(n;), and by transmitting the b,-bit or bg-bit
scrambling mask selection address associated with a
particular scrambling mask to the memory 60, that mask is
retrieved from storage and modulo-2 added to the block
coded signal.

20 The ability selectively to address and retrieve
a specific scrambling mask becomes important in
determining the order in which signals are decoded from a
received comﬁosite signal. For example, if stronger
coded information signals are decoded first and removed

25 from the composite éignal before weakef signals are
decoded, the scrambling masks must be ordered by the
signal strength of their associated, coded information
signals. In CDMA subtractive demodulation according to’
the patent applications incorporated by reference above,

30 the scrambling mask corresponding to the strongest
information signal would be selected for decoding. After
that signal is removed, the scrambling mask corresponding
to the next strongest information signal is selected and
so forth until the weakest signal is degoded.

4w mCEMER C SHEET
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produce the sanme value in each of the transmtter- receivers requiring a
mutual | y uni que sel ection. They each are therefore in possession of the
sanme system code 25 key K2 which is advantageously a nulti-bit digital
control word on which depends the pseudorandom nunmber sequences produced by
the generator 84. This system code key K2 -8y be globally used in one cell,
one network, one country, or all over, in which case it could be 30

B her v e, means may. be. pr oviAt dREReHePLPER BPOBT ST i oF (B, Keoie Sdder
transnmtter-recei vé3 mhyhperagmriededeol v pgrahtetotesariad? doovextpar andul ar
cel| or network. SHeBuIRESS $ANHAY wHey2aPhY ShEfésSQNRLH ¢Ragb 35
the mobile to a programmngd diltre, NSELL N9l TP & a1 is amplified and
5 transmitted via a transmitter 56 and antenna 58.
At the receiver, the composite signal received
by an antenna 61 is provided to a receiver demodulator 62
that demodulates, samples, and digitizes the composite
signal. A serial-to-parallel converter 64 converts the
10 serial samples into parallel blocks of signal samples
(which may be complex, corresponding to in-phase and
quadrature signal components). The order in which each
information signal is decoded in the receiver is
determined by the receive scrambling mask selection
15 address b, or b; applied to a scrambling mask memory 66.
In a specialized N-sample multiplier 68, each of the N
parallel samples buffered in the serial-to-parallel
converter 64 is multiplied by +1 or -1, depending on the
scrambling mask retrieved from the memory 66. One way to
20 perform this multiplication is to exclusive-OR each bit
of the digital sample with the corresponding scrambling
mask bit. For example, if the first of the N digital
samples is 1011 and the first scrambling mask bit
corresponds to -1, then the first of the N output samples
25 would be 0100. If the received samples are complex,
different scrambling masks could be used for the in-phase
and quadrature components. '_
The descrambled signals are decoded in a block
" decoder 70, which may include an FWT circuit 72. The
30 index of the transform component having the largest
correlation magnitude (bi-orthogonal code) or value
(orthogonal code) is determined and selected as the
decoded information by an ordering and selection circuit
74. A suitable device for determining the largest of a
35. number of input values is described in

e
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-47- code card into the nobile, acoustic connection of the nobile to a
programming unit via an acoustic coupler to its mcrophone, or receiving
i nformati on over the air fromthe network that is used in generating a
network 5 code key K2. Because the code key K2 used for this purpose
nmust be globally known by a nunber of a dri@erent users, it does not
provide a high level of security against eavesdropping. Thus, a preferred

systemto protect 10 agai nst eavesdro I nc key Kl
that is unique toCQEEﬁnﬁge?SSB%%? d%‘%Td%ﬁ%ﬁ&gg % g§§ éﬂ% %ﬁ%%) Y
establish a corre@'@bwat?rmspdnsmy l@:zatsnnipamltyl ensthisoapplmtpk@.erred

i npl ementation of yseg ‘rnlg hﬁl §Lluska

a to refledtgue user cipher
key K1 requires procegures eY% Tis ﬁ%e correct ci her ghg Kl at t he
base station correlatlons with both orthogonal and 1-or gon

5 codes. The FWT circuit 72 would preferably operate on
complex numbers when the demodulator 62 and converter 64
deliver complex signal samples, which is often the case
when the phase of the received signal is not known. The
decoded M or M+1 bits of information are received by a

10 source decoder 76 for conversion into analog form, e.qg.
speech.
| Using the scrambling masks generated as
described above, interference from signals having
scrambling masks different from the one selected at the

15 receiver is distributed equally, at least in theory, over
each of the FWT circuit's correlation outputs. Because
no spurious peaks occur, the risk is minimized that an
error will be made in determining the largest correlation
as the decoded information.

20 In multiple acdcess spread spectrum
communications, it is not uncommon for the receiver to
use the method of RAKE combining to combine correlations
from differént signal rays (i.e., to collect energy from
a signal and its echoes). For the system shown in Fig.

25 7, this would appear as a RAKE combining element 73
between the FWT circuit 72 and the ordering and selection
circuit 74 as illustrated in Fig. 8. For each of the N
outputs of the FWT circuit, results from different signal
times-of-arrival would be weighted and accumulated,

30 before being sent to the ordering and selection circuit.
Data corresponding to the different times-of-arrival
would be provided by the'serial-to—parallel converter 64.
Furthermore, a new method, referred to as WRAKE
combining, could be used in place of conventional RAKE

35 combining. The RAKE combining technique and the new
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for- each user. These procedures can include the nobile station's
identifying itself to the network by sending its I D code over the air; the
network woul d then refer to 20 a secret database wherein cipher keys
are’ stored in correspondence with nobile ID codes to obtain the correct

ci pher key K1. It can also be advantageous.for both the nobile and the
network stations to conbine such a retrieved key KL with an

ext enpor aneously generated 25 pseudor andom nunber in order to produce
a tenporary cipherege@i-ilkht! hRhrESapgplyastsatrd Hetdlaedr id E6vpeRMMES sati ons.

{he network o ¢ nETBBY SERLABRAANrs nPSEHTD APEL {ORCATRNSRE FEath 30
that the nobile | ssha3ist fdladnent Mabeh 25, A3, fod "RAKESReraiven Wg:h
5,091,942, whi ch i QUSRS Ryl BERBRALALCT ifich b rbeeanty. iAboRtbANaDe
of sel ecti ng scra hezl-en% mas fs

_ y reference.

When the length N of the scrambling masks, or
signature sequences, is an odd power of two (i.e., when
N=22"' yhere 2 =1, 2, 3, ...), ideal correlation
properties are not obtainable. In other words, it is
10 impossible to construct the scrambling masks such that

the sum of any two is a bent sequence, equally correlated
in magnitude to all N Walsh-Hadamard codewords. In this
case, however, one can use a "half-bent" sequence, which
is a sequence that is equally correlated in magnitude to

15 half of the N codewords and has zero correlation with the
other half. Thus, it is possible to construct séts of
scrambling masks such that the sum of any two is a half-
bent sequence. A set of scrambling masks having this
property may be called a "semi-ideal' set. ‘

20 In accordance with the invention, two ways of
constructing semi-ideal sets of scrambling masks are
provided. In the first way, either Method A or Method B
(the two Methods described above for creating ideal sets
of scrambling masks) is used to genérate a set of either

25 (N')¥2 or N'/2 scrambling masks, respectively, of length
N', where N'=2N (where N is an odd power of two). The
modulo-2 sum of any two of these scrambling masks of
length N' would be a bent sequence, equally correlated in
magnitude to N'=2N codewords of length N'=2N. Then, the

30 last half of each scrambling mask (which is N bits long)
is dropped, leaving masks of length N!'/2=N. Therefore,
the modulo-2 sum of any two of these truncated scrambling
masks of length N would be a sequence of length N that
could be equally correlated in magnitude to at most only

35 " N'/4=N/2 codewords of length N'/2=N. Thus, depending on
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pseudorandomy is the avoi dance of the adverse 35 I nterference
situation, mentioned above, where two -48- signals in adjacent cells are
i nadvertently assigned scranbling masks that have a | arger than nean nutua
corfelation, and the disposition of the nobile stations is such that
interference is thereby caused and persi st 5_ 9 Wth pseudorandom
variation of the choice of scranbling nmask, such an interference condition
woul d only exist transiently, as on the next block code period those two
scranbling masks wygildl hetabhoggt@ﬂed,o £ glitf forr eithpei (20f Vhahi I stations

oo B 2™ k(S SRR bt e o, prdl A
of any two scrambllng masks is half-bent.
In the second way of constructing semi-ideal
5 sets of scrambling masks, either Method A or Method B
above is again used to generate a set of either (N')Y? or
N!'/2 scrambling masks, respectively, of length N', where
N'=N/2 (where N is an odd power of two). The modulo-2
sum of any two of these scrambling masks of length N'
10 would be a bent sequence, equally correlated in magnitude
to N'=N/2 codewords of length N'=N/2. Then, for each N'
length sequence, a copy of itself is appended, giving
masks of length 2N'=N. Alternatively, it is also
possible to append a copy of a different mask to each
15 mask instead of appending to each a copy of itself.
Therefore, the modulo-2 sum of any two of these
duplicated scrambling masks of length N would be a
sequence of length N that still could be equally
correlated in magnitude to at most only N'=N/2 codewords
20 of length 2N'=N. Thus, depending on which Method is
used, a set of either (N/2)'? or N/4 scrambling masks of
length N is formed such that the sum of any two
scrambling masks is half-bent.
For both cases of N (i.e., N either an even or
25 odd power of two), the above methods may not yield large
enough sets of scrambling masks. These sets can be
augmented by more scrambling masks, but the modulo-2 sum
of two such masks may no longer be a bent or half-bent
sequence. However, these sets can advantageously be
30 augmented so that the modulo-2 sum of any two masks is
equally correlated in magnitude to at least some subset
of the codewords. A sequence that is equally correlated
in magnitude to a subset of the codewords and
uncorrelated to the remaining codewords will be referred
35 to as a "partially bent® sequence,
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recei ver/ denodul at or 102 receives a conposite signal froman antenna 104,
denodul ates it to baseband frequency, and converts the serial signal into
paral |l el signal sanples 15 or blocks of N bits. As described above,
t he si gnal sanples nay be conplex, resulting fromin-phase and quadrature
conponents. These signal blocks are conmbingg in a specialized N-sanmple
multiplier 106 with an appropriately sel ected scranbling nask retrieved
froma 20 recei ver scranbling mask storage device 108. In the

speci al i zed N-sanple rrul ti pTo eaugit da=alobort bemht-pdeal | sttt Al es

provi ded by the rge@a g”ﬂgé'két Oéwol%ﬂn%d@ul(hbehbsg PYard O mal: be

dependi ng on the scra rovi d deV|ce

108. Thus, a sam§™® Pé'eért hg?ﬂbd‘é%@tf’% ‘ﬁsse (?Peﬁé@ilt’éﬁgkﬁ‘g”v%ﬁ/ A6 perform
this nulti pl i cat i Givdulot-a eddédstyceddh eantanbilingf magk ihngthelowiggmad with

the corresponding ;36r3mall 0gnfBEKeP] teed 0" ¥¥AMRLEe1hl Hl6k produces
another set of scrambling masks and these sets may be
combined to form an augmented set of scrambling masks.
If U is the number of scrambling masks in the original
ideal or semi-ideal set, then the number of masks in the
10 augmented set is SU, where S is the number of special
masks. These special masks are formed by concatenating P
patterns of length L, where PL=N and P and L are also
powers of two.
In Method 1, there are two possible patterns:
15 the all-zero pattern (L zeroces), and the all-one pattern
(L ones). A set of S, scrambling masks with the length P
is formed, using either Method A or Method B (the two
Methods described above for forming ideal sets of
scrambling masks, which are also known as “good" sets of
20 scrambling masks because of their "good" correlation
properties, such as having minimal mutual cross-
correlations between members of the sets). Each of these
P-length scrambling masks is extended to an N-length
special mask (complement mask) by replacing each "o" with
25 the pattern of L zeroes and replacing each "1" with the
pattern of L ones. Then the original set of U scrambling
masks of length N is augmented to S5,U masks by modulo-2
adding each special mask to the U masks in the original
set.
30 For example, consider the previous example set
of four scrambling masks of 16-bit length created by
Method A. To augment this set using method 1, a set of
scrambling masks of length P=4 is needed. Using Method A
for this set yields two masks: (0000}, and {(0001}.




first of the Ndigital sanples is 1011 and the first 30 scranbl i ng
mask bit corresponds to -1, then the first of the N output sanples would be
0100. The descranbl ed signal produced by the nultiplier 106 is decoded in
an orthogonal bl ock decoder 110 using, for exanple, the subtractive
denodul ati on 35 procedure described apave. The decoded signal is

-49- descranbl ed by conbi ning the appropriate ci pher key KL generated by a
recei ver sequence generator 112 with the decoded signal in an Mbit adder
114. Error correciReplacdfgseacr 0-avbyad tir dourheetdoesr and| eachlilgikid] with

information in a QiCendgcodeiadfivo APkl wGSKLL. I converted into
SpeeCh. {0000 0000 0000 0000) ’

{0000 0000 0000 1111}.

5 Applying the first special mask to the original
set gives the elements of the original set:

{0000 1010 0011l 1001)

{0000 1100 0110 1010}

{0000 1001 0101 1100}

10 ' {0000 1111 0000 1111}.

Applying the second special mask to the
original set gives the following elements of a new set:

{0000 1010 0011 0110}

{0000 1100 0110 0101)

15 {0000 1001 0101 0011}

{0000 1111 0000 0000}.

Thus, using both special masks, an augmented
set of eight scrambling masks of 16-bit length is
obtained.

20 In Method 2, each special mask consists of a
single L-bit pattern repeated P times. A set of S,
scrambling masks with length L is formed using either
Method A or Method B. Each of these length L masks is
then repeated P times, giving rise to 5, special masks

25 (pattern masks) of 1en§th N. As in Method 1, each
special mask is modulo-2 added to the original set of U
scrambling masks to produce U new scrambling masks.
Thus, an augmented set of S,U scrambling masks is formed.

For example, consider again the previous

30 example set of four scrambling masks of 16-bit length
created by Method A. To augment this set using Method 2,
a set of scrambling masks of length I=4 is needed.
Again, using Method A  for this set yields two masks:
(0000}, and {0001}. Repeating each pattern P=4 times

35 ' vields two special masks:




In-Fig. 9, the RAKE conbi ning el enent that was described above in
connection with Fig. 8 would be part of the orthogonal bl ock decoder 110.
Dat a correspondi ng 10 to the different tines-of-arrival would be
provi ded by the receiver/denodul ator 102. The scranbling mask used in
descranbling the received conposite signal §§ determned in part by the
code key K2 provided to the receiver seque%ce generator 15 112. The
code key K2 is conbined in an N err]-bit adder 118 with an access code

chosen by the receiver systegbbbofdéo|dddo Modejused access codes as

i ndi cated by information broadcast by the system The Nerr]-bit adder 118
generates the Nerr]-bit addPBay %%%¥i%ﬂp*(§%PH§‘receiver scranbl i ng mask 20
menory 108. The receiver sefpphgingeties afiorstl Kpeicdadr masketot thgermwigitnalt he

same pseudor andom t:e(r?‘i]v'egi tneedyeneRed Wr alHe BTG IadCegESES by having the
seqguence dgyend only on
. {0000 1010 0011 1001}

{0000 1100 0110 1010}

(0000 1001 0101 1100}

{0000 1111 0000 1111}.

Applying the second special mask to the

10 original set gives the following elements of a new set:

{0001 1011 0010 1000}

{0001 1101 0111 1011}

{0001 1000 0100 1101)

{0001 1110 0001 1110}.

15 Thus, using both special masks, an augmented
' set of eight écrambling masks of 16-bit length is
cbtained. '

It will be appreciated that Methods 1 and 2
advantageously can both be used together, either by

20 combining them individually, yielding S, + S, special
masks, or preferably by applying them to each other,
yielding §,8,=S, special masks. Thus, as many as 5,0
scrambling masks, where U is the number of scrambling
masks in the original set (Method A or B), can be

25 generated.

For example, consider the special masks formed
in the examples above. Applying the first special mask
of Method 2 to both special masks of Method 1 gives both

. " Method 1 special masks: '

30 {0000 0000 0G00 0000}

{0000 0000 0000 1111}.

Applying the second special mask of Method 2 to
both special masks of Method 1 gives two new special
masks:

35 {0001 0001 0001 0001}
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code key K2 that is common to all scranbling mask storage 25 accesses.
The pseudorandom sequence for a particular menory access is generated by
addi ng an offset to that access, nodul o the nunber of stored scranbling
masks as descri bed above. This process is explained belowin a different
way. 30 Each nmobile in a certain group is preferably

al l ocated a uni que scranbling nask. For exahple, if there are four
scranbling masks M), ML, M2, M3, they can be allocated to four signals SO,
Sl, S2, S3 as follows: SO gefgodP &o1 ooo1l 1110). S1 gets ML - 50-

S2 gets M2 Thus, using both Methods 1 and 2, four special

masks are obtained. In general, 8,8, > §; + S,, except
when S,=5,=2,
5 Applying the first special mask to the original
set gives the original set:
{0000 1010 0011 1001}
{0000 1100 0110 1010}
{0000 1001 0101 1100)
10 {0000 1111 0000 1111}.
Applying the second special mask to the
original set gives the new set (encountered'in Method 1):
{0000 1010 0011 0110}
{0000 1100 0110 0101}
15 {0000 1001 0101 0011}
{0000 1111 0000 0000}.
Applying the third special mask to the original
set gives the new set (encountered in Method 2):
{0001 1011 0010 1000}
20 {0001 1101 0111 1011}
{0001 1000 0100 11031}
{0001 1110 0001 1110}.
Applying the fourth special mask to the
original set gives the new set (not yet encountered):
25 {0001 1011 0010 0111}
{0001 1101 0111 0100}
{0001 1000 0100 0010}
{0001 1110 0001 0001}.
A cellular communications system consists of
30 base stations and users in each cell. For both upiink
(user to base station) and downlink (bése station to
user) transmissions, interference from adjacent or
nonadjacent cell signals can be minimized by carefully
assigning different scrambling masks to the signals in
35 differgnt cells. The problem is analogous to frequency

v ———
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S3-gets M3. Alternatively, they could be allocated in any one of

twenty-three ot her ways such as: 5 SO gets M2 S1 gets
M) S2 gets MB S3 gets ML. It is desirable to vary the allocation between 10
these different ways pseudorandomly while still guaranteeing each signal a

uni que allocation. A first Method of randonmi zing the allocation is to
generate, in each nobile transceiver, a psedé@iorandom nunber using the sane
recipe so that they all get the sanme pseudorandom 15 nunber as a

: r ei ver
ndds & different ofreaanmgny or piEREIEIG o Ruight Tfapfor’ daRffe Hato
pseudor andom nunbemsys&emsat signal SO adds O to 3 getting 3 (NB),
There is some limited number of scrambling
masks which form a set of scrambling masks having the
5 desirable correlation properties. Of the total
scrambling masks, there are subsets of scrambling masks
which have good correlation properties, whereas
correlation properties between masks of different subsets
may not be as good. Also, if there are more signals than

10 scrambling masks, the scrambling masks must be reused.

To minimize interference, scrambling masks with "goog"
correlation properties (i.e., having the property that
the average correlation of the sum of two scrambling

masks to all possible codewords is minimal) should be

15 used in close proximity (e.g., in the same cell or
adjacent cells); those with correlation properties that
are not as "good" (i.e., having the property that the
average correlation of the sum of two scrambling masks to
all possible codewords is more than minimal) should be

20 used far apart (e.g., in nonadjacent cells). Correlation
properties can include the average correlation to all
possible codewords of the sum of two scrambling masks,
where one of the masks has been shifted with respect to
the other.

25 Detailed above are methods for generating
augmented sets of SU scrambling masks, where S is the
number of special masks used (8=, or S, or 5,8,). 1In this
way, there are S subsets of U masks each. Two masks from
the same subset have better cross-correlation properties

30 (i.e., the sum of the masks has, on average, lower
correlations to all possible codewords) than two masks
from different subsets.

This property can be exploited when allocating
masks to different signals in a CDMA system. Signals in

35 close proximity can be assigned masks from the same
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signal S1 adds 1 to 3 getting 4, which is reduced nodul o- 20 4to0
(MD)), signal S2 adds 2 to 3 getting 5 which reduces nodulo-4 to (ML), and
signal S3 adds 3 to 3 getting 6 which reduces nodulo-4 to 2 (M2). Starting
wi th ot her pseudorandom nunbers 0-2, the possible allocations are: 25
pseudor andom = 3 0 1 2 SO gets,g_ M3 MD ML M2 S1 gets MD
ML K2 M3 S2 gets ML \V/% M3 M) % gets \V/% M3 M) ML. 30
These are only four out of the twenty-four possible ways in which the
signal s coul d havesieait ,alkhetehedsigners farseqart Manhbd efsigmekdni zi ng t he

al l ocation may al Ssocr\%n%}bgh% *gg TQ{, £?¢g&§h@gﬁ? @ttlsng a second 35

pseudor andom nunber
For example, each cell in a cellular system can

be allocated one of the S subsets of U masks. Signals
5 within a certain cell are assigned a mask from that

cell's allocated subset. Thus, interference is minimized
within the cell, since each subset has optimal
correlation properties (i.e., the sum of two scrambling
masks is bent or half-bent). Therefore, within each

10 cell, the scrambling masks available are of the form s+u,
where s is one of the S special masks, u is one of the
masks in the original set of U masks, and “+" denotes bit
by bit modulo-2 addition. Thus, all masks used within a
cell have the same special mask s, which can be thought

15 of as a base station identification (ID) mask. The mask
u can then be termed a user ID mask. Thus, by storing or
generating S base station ID masks and U user ID masks, a
transmitter or receiver can obtain any of the SU
scrambling masks. This is usually more economical than

20 storing or generating all SU masks individually.

For a first numerical example, suppose the mask
length is N=128 bits. The above-mentioned second way of
generating masks when N is an odd power of two together
with Method B gives N/4=32 scrambling masks of 128-bit

25 length. A single maximal-length sequence of 127-bit
length, extended to 128 bits, can be added to all thirty-
two scrambling masks. This gives one subset of U masks,
where U=32.

Suppose this set is augmented using both

30 complement masks (Method 1) and pattern masks (Method 2),
using P patterns of length L each, such that PxL=N=128.
For the complement masks (Method 1), suppose P is chosen
to bé sixteen and L is chosen to be eight; Using Method
B, this gives P/2=8 complement masks. For the pattern

35 masks (Method 2), suppose P is eight and L is sixteen.
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first pseudorandom nunber (which is the sane as the mask nunber all ocated
as above). Bitwi se nodul 0-2 addition can be chosen to illustrate the effect
of this. The four possible 2-bit patterns 00, 01, 10, 11 may thus be 5

bi twi se nodul 0-2 added to the addresses (mask nunbers) of the scranbling
masks in the above giving the follow ng pasgsi ble allocations: 00

01 0 1 2 3 0 1 2 3 SO gets MD ML M
M3 ML MD M3 K2 S1 gets ML \V/% M3 MD MD M3 \V/%
ML 10 S2 geUsing NMethodVB, thMis gilks L/RB8 pagtern WRsksyD S3 gets

M8 MO ML %@getﬁ@%, uQ@ng H¥th cM%piQment and patternihksks, this

gives 8x8=64 special masks. Thus, there are sixty-four
subsets of thirty-two masks each. Therefore, there are

5 sixty-four different base station ID masks and thirty-two
different user ID masks (U=32). If only eight base
station ID masks are needed, then either pattern masks or
complement masks can be used to give eight subsets of
thirty-two different user ID masks each.

10 As a second numerical example with N=128, the
above-mentioned first way of generating masks when N is
an odd power of two together with Method A gives
(2N)V¥2=16 scrambling masks of 128-bit length. Using the
same eight pattern masks and the same eight complement

15 masks as in the first numerical example above, sixty-four
different base station ID masks and sixteen different
user (signal) ID masks can be obtained.

As another example, 512 scrambling masks can be
formed using sixteen base station ID masks and thirty-two

20 user ID masks. One set of thirty-two scrambling masks is
allocated to at most thirty-two conversations taking
place in a particular cell. Another set of thirty-two
scrambling masks is allocated to at most thirty-two

. conversations taking place in an adjacent cell, and so

25 on. In this way, up to sixteen different base
stations/cells can be provided with enough masks unique
to themselves for supporting up to thirty-two
conversations each, all on the same frequency channel.
Furthermore, it is possible to factorize the mask set

30 into sixteen base station ID masks and thirty-two user ID
masks such that every desired mask can be produced by
bitwise modulé-2 adding a desired base station ID mask
with a desired user ID mask, thereby reducing storage
requirements from 512 masks to 16+32=48 masks.
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o °~ 1 2 3 0 1 2 3 SO gets \%% VB MD ML
MB M ML M) S1 gets MB MD ML M \Y% ML MD MB S2
gets M) ML \Y/% M3 ML M . M M2 15 S3 gets ML

(V% VB MD M M (V% ML For exanple, to generate the

ei ght h-colum fromthe fourth col um, bitwese nodul 0-2 add 01 to the binary
representation of the mask nunber in the fourth colum. Thus, for signal

SO, 11+01=10 nodul 0-2, so SO gets M2, 20 while for signal S1, 00+01=01
modul 0-2, so S1 gets ML, ankhfaddidiigmal ig2thel¢aseqthafpHAES”, so S2 gets

M), and for signabopBeldfiOds PetREHH ¢nd n88kS3ase!t Sotfal B usq 1okl Some
of these patterns,produced Wil dirZdse alRCYSL! SR NGNS ndtRs! NE
same as the pattefhs*® P . Y
used within the same cell, and therefore more likely to
5 interfere with each other, to have the lowest mutual
cross—-correlations, while the cross-correlations with
masks in different sets in different cells are allowed to
have higher magnitudes. Which of the thirty-two user ID
masks a particular mobile would use (in the case of a
10 static, non-cycled allocation) would be conveyed to the
mobile by the base station on call set-up. In the case
of a pseudorandomly cycled mask allocation that is
described below, the offset number to be used by a
particular mobile would be conveyed by the base to the
15 mobile at call set-up. The base ID mask in use by
surrounding base stations would be conveyed by a base
station to all mobiles in its cell by being broadcast on
a broadcast channel. The base ID méy be static, while
the user ID mask selection that the base ID is combined
20 with is cyclic. The reason for this is to permit a
mobile station more easily to listen for fixed base ID
codes in order to identify which bases it can hear.
In situations where N is an odd power of two or
when more than either n=N'? or n=N/2 scrambling masks
25 are desired, it may not be possible to achieve the
desirable Walsh spectrum flatness property. 1In that
case, it may be preferable that the "non-flat" scrambling
masks, which should be as “flat" as possible, be
generated by numerical synthesis methods performed by a
30 computer search. Using non-flat masks, it is desirable
to average out an uneven distribution of interference
correlations to avoid a particular pair of orthogonal
codewords having more than the mean level of mutual
interference or to avoid a particular
as codeword/information bit block from exhibiting a higher




-52- produced with one pseudorandom nunber, but the nunber of different
patterns has increased fromfour to eight. Athird Method of random zi ng
the allochtion is to use further bits out of the pseudorandom nunber 5

gener at or

to control a permutation of the address bits. In the above, the

only other pernutation is obtained by revgrsing the order of the address
bits so that O maps to O, 1 maps to 2 and vice versa, and 3 maps to 3,
giving the follow ng patterns: 00 010 1 2

O 1
S1 gets
M MB

2
12
ML

10

15

20

25

30

35

3 dfan averase getror riBe.

%BY KR% rSe?,d@ed W Mg%ﬁ:m Mhe é@le?tﬂﬁ{ %f é\'ﬁ'amblwﬁg ng

masks u51ng a systematic or pseudorandom counter to
select the masks, as described below.

It will be appreciated that such an approach is
a form of code hopping, which is analogous to the idea of
frequency hopping, and may be applied in any CDMA system
that employs a fixed set of codes or signature sequences.
Any CDMA system can be viewed as encoding an information
signal into blocks of L code symbols. Each block is then
impressed with a scrambling mask (i.e., signature
sequence) of length L. For example, traditional CDMA
effectively repeats each information bit L times (the
encoding) then applies a scrambling mask of length L
(either a sequence of length L or a subsequence of length
L).

The method described below gives a form of
orthogonal code hopping, where no two signals within the
same group (e.g., cell or cluster of cells in a cellular
system) use the same signature sequence at the same time.
An alternative to orthogonal code hopping is semi-
orthogonal code hopping, where hopping sequences are
designed so that two signals within the same group rarely
use the same signature sequence. This alternative is
used when there are more signals than there are available
signature sequences. A third alternative is random code
hopping, where the signature sequence for each signal is
chosen in a pseudorandom manner, independent of the other
signals. Such an alternative is simpler to implement,
but performance is degraded.

When the allocation of scrambling masks to
signals is fixed, and the mutual correlation properties
between the members of the set of scrambling masks are
not flat (e.g., the modulo-2 sum of two members of the
set is not a bent sequence), an adverse situation can
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10 - 11 0 1 2 3 0 1 2 3 SO
gets M M3 M) \V/% M3 ML \V/% MO 15 S1 gets M3 M)
(%% ML ML (%% MD MB S2 gets MD (%% VB (%% MD VB ML

S3 gets (V% ML VB MD MD VB ML M2 For exanple, to generate

t hese sixteen allocations fromthe previous sixteen allocations, sinmply 20
i nterchange M and M2 everywhere. This prdtiuces a further eight different
patterns so that sixteen out of the possible twenty-four sets of

al l ocations are nQW; gvgﬁgg ¥Vé éfgniav%gg %gge %EP ﬁ$|tﬁ§§%fé t han

two, 25 It isC ear num
random ze the selé@ypén°§xFgrrexiﬁlqn«hﬁﬁwgenbyheas9lﬁgst#nxenﬁﬁnax; of the

arithmetic used i pezfdhBfgtiPewdfh S&ich other to a greater than mean

extent. This situation can be prevented by time-varying

5 or cycling the allocation of scrambling masks to signals
in such a way that they each still receive a unique mask
at any point in time but the signals exhibiting more than
the mean level of correlation between each other are not
always the same signals. For example, the interfering

10 signal exhibiting strong correlation with a given signal
may be a weaker signal at one instant and a stronger
signal at another instant, but the interfering signal
will thus not always be a stronger signal. Therefore,
adverse interference situations are not permanent, but

15 rather are transient. A colloquial description of the
effect is to say that the misery is equally shared so
that it is tolerable to all instead of being intolerable
to some.

This desirable cyclic or time-varying

20 allocation of scrambling masks to signals may be effected
by generating a pseudorandom number as a function of a
codeword counter. The pseudorandom number produced is
the same at all transmitters and receivers. To quarantee
that each transmitter-receiver selects a different

25 scrambling mask at any time, this pseudorandom number is
offset by zero for the first signal, by one for the
second signal, and so forth using modulo-t addition,
where t is the number of scrambling masks in the set. 1In
this way t different signals can each be guaranteed a

30 unique but time-varying choice of scrambling mask. The
offset pseudorandom number may be used to address a
memory containing the set of scrambling masks in order to
extract the scrambling mask that applies at each moment.
To give an even more random relation befween the

35 selections for different signals, the addressing order

ot e s e
s aatn. v
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-53- the first pseudorandom nunber, and/or the second pseudorandom nunber.
It will be understood that a cipher nmachi ne generates pseudorandom nunbers
according to a recipe that 5 depends on a secret code, or key, that is
usually fixed for the length of a nessage or |onger. The pseudorandom
nunber streamstill varies during the nes§$9§, however. The sequence of
pseudor andom nunbers produced by the ciphefr“machine is usually referred to
as the "keystreant, 10 and the secret code that defines the recipe for

produci ng the keyshfieaMihpsVahbRUSEYs&@l dfthddi@ndeqY numbkeytyagi abl e”, or
"ci pher variable". That ﬁart of the, machi ne that %gngrates,tge keystream
fromthe key is cRAr&dfhar REVAPRIEAGATHISK i @150 BesVRRLEd F oM some

instant to instant using another pseudorandom number.
This variation may be accomplished by modulo adding this

5 second pseudorandom number to the first offset
pseudorandom number and/or by using the second
pseudorandom number to permute the bits of the first
offset pseudorandom number before they address the
scrambling mask memory.

10 The present invention may be used in a cellular
radio telephone communications system although those
skilled in the art will recognize that the present
invention may be used in other types of communication
systems as well. In CDMA based cellular systems

15 employing subtractive demodulation, each set of
scrambling masks generated in accordance with the present
invention provides for privately protected transmissions
in each cell. 1In other words, even if one were to decode
the composite signal using the appropriate orthogonal

20 block codes, one would still need to know which
scrambling masks are assigned to each mobile
communication before the information signal could be
descrambled. However, -in order for each mobile station
to decode its own signal from the received composite .

25 signal, it must be able to decode and remove stronger
signals received for other mobiles within the cell. 2as a
result of this subtractive decoding procedure, each
mobile within a cell must know the scrambling masks
assigneh to all other mobiles communicating with the base

30 station assdciated with the cell. In addition, these
scrambling masks may be selected in a pseudorandom manner
based on a code key available to all mobiles serviced by
that particular cell. To prevent mobiles within the cell
from listening in on other conversations, preferred

.35 embodiments of the present invention ensure private




15 ° ot her machi ne that produces pseudorandom secret keys with which

t he ci pher nmachine is programmed. To avoid confusion, this other nachine
woul d not also be called a "key generator”, but a "key nmanagenent unit".
Keys produced by a key managenent unit nmay be transported to a 20 '

ci pher machine and then injected electromesdly using a "fill gun".
Sonetinmes in cellular systens, the key used to encipher a conversation is
only used for that one conversation. It is then sonetinmes called the 25
"conversation key'ingdvidypk eapyemsationssiph eaciphpsingytheyindipimiced by
aninghthe fixed ?@fdwhhhia?rang@@]nuﬁpﬁﬁ;sgPusf$%5bnneoaear£@ppndert to
the other, e.g., frQ S ngt wor [ S Ls.n esi.r ein
the case of the pfgfn%n?’gﬁ om ggn%r‘g%%é qﬁrgét ed%h\‘/ieghgoassogi%g?%rﬁﬁaéﬁeng mask
sel ection since | statdonpkoaucthaheirndiitidiadueipberbke¥re of fsets, in all

stations. However, the The system security and individual privacy
features of the present invention will now be described
in conjunction with Fig. 8. A source coder 80 converts
speech information into digital form and assembles the
information into blocks of M (or M+1l) information bits
10 for subsequent orthogonal (or bi-orthogonal) block
coding. Only the M bit alternative is illustrated in
Fig. 9, but the M+1 bit alternative is simply obtained by
replacing M everywhere with M+1 in Fig. 9. Although not
an essential aspect of this invention, the source coder
15 80 may alsc include conventional error 'correction coding
capabilities. Before orthogonal coding, the M-bit (or
(M+1)-bit) block is individually enciphered by modulo
adding in an M-bit (or (M+l)-bit) adder 82 a unique
enciphering bit sequence produced by a transmitter
20 sequence generator 84.

The pseudorandom numbers produced as a function
of a ¢ipher key K1 and a code key K2 are combined with
the information from the source encoder 80 by M-bit adder
82 to the produce enciphered information signals. These

25 enciphered information signéls are then-spread-spectrum
encoded using preferably orthogonal or bi-orthogonal
block error-correction coding in an orthogonal block
coder 86 before application of selected scrambling masks
to the block codes in a bitwise exclusive-OR circuit 8s.

30 " The M-bit ciphered block is orthogonally (or

o bi-orthogonally) encoded in the orthogonal block coder 86
producing an N-bit encoded signal block (N=2" or 2"' for
orthogonal or bi-orthogonal encoding, respectively) that
is bitwise exclusive-OR'ed in the parallel exclusive-OR

35 circuit 88 with a scrambling mask retrieved from a
REPLACEMENT SHEET




techni que of generating a tenporary conversation key could well be
applicable to the pseudorandom nunber generator that ciphers the source
coded information 35 bef ore CDMVA spr eadi ng. -54- A further sinple
exanple is useful in illustrating how cyclic, pseudorandom scranbling nmask
addresses may be generated. If there are f48 scranbling nmasks desi gnated
(MO, ..., M4), a 3-bit address (N err]=3) may 5 be used to sel ect one
of the five. |If at a particular instant, the receiver sequence generator
112 produces an oftfrapsmdttenoscrankiciows maskdaenpbryeP apdothertcdnyveanted

resulting in the %%'EC%EQEanbﬁﬁééﬁgﬂﬂ'th“%ﬂ&uﬂﬁ%ﬁ&roﬂ 4 MAaid\ dfriaid el v,
an access code Ofr%p%gsngggtiéoféhction block 92. The modulated signal
is amplified by a suitable amplifier 94 and transmitted
5 by an antenna 926.

The scrambling mask is selected from a look-up
table of masks in memory 90 by applying an N,-bit address
to the scrambling mask memory 90. Thus, N, is the number
of bits in the address to the scrambling mask memory 90,

10 and 2" is the maximum number of scrambling masks in the
memory 90 that are uniquely addressable with an N,-bit
address. An important feature of this embodiment of the
present invention is the cyclical or pseudorandom
variation of the scrambling masks retrieved by a specific

15 look-up table address. Thus, a unique scrambling mask
must be generated and that mask selection procedure must
be pseudorandomly varied. That table address is
advantageously determined in part by the N,~bit sequence

' called above code key K2. When an access code is

20 received for selecting a particular scrambling mask, the
code key K2 may be combined with the received access code
using modulo arithmetic in N,~bit adder 98.

The code key K2 is preferably not
pseudorandomly generated, rather it is a constant that

25 deﬁermines the operation of the pseudorandom number
generator used for selecting scrambling masks. As
described in more detail below, the code key K2 ensures
that the actual scrambling mask address varies
pseudorandomly for each mobile station. The adder 82 may

30 be a bitwise exclusive—-OR circuit or a modulo-2 M-bit
adder or other equivalent circuit.

A module-2 adder may be modified to generate
different cipher keys such as K1 by varying the number of
bit-carry connections in the adder. All that is required

35 is that each possible M-bit input block maps to a unique
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10 - scranbl i ng mask address of 5. Because of the nodul o-5 constraint,

| nposed because there are only 5 scranbling masks stored, the count nunber
5 is actually reset to count 0 so that access 3 results in a mask address 0
(MD). Likew se, access 1 offsets to address 3 (M3), 15 access 2
offsets to address 4 (M4), and access 4 oféésets to address 6 which is reset
to 1 (M), because of the nodul o-5 constraint. O course, the offset nunber

varies pseudorandon1g so, that the addresses vary ﬁseudorandon1 | f the
nunber of scr anbl PHEPHESRLOFE deRRAEnto PR ghe cip Ssebieree Rgn
the N[err]-bit adder 8e88rildd losipwei tther cbdenkdyl K2 2$@que]ncm.de|05f cpubsewl se

nodul o-2 adder s (g, awazgns kb3 4P ol by WADRe o SEHATARY mSks

is a conmposite nu tors can be
the sane or dlffePQHF}eLs ﬁﬁ?ﬁ@'?ﬁ;aChleVQSthe reﬁ%bﬁﬂ??m?%%ﬂﬁﬁy -08 They

ei ther be & nodul eiphaddrey OK1 amypelistaichangel £8Ddeheh dew Mﬂw-maut

modul o- n3, : block so that cipher key K1 changes many tlmes during a
single conversation. The intended receiver must
therefore synchronize its receiver segquence generator
with the transmitter sequence generator 84.

10 Synchronization may be facilitated by driving
the transmitter sequence generator 84 with a
systematically varying time counter such as a frame
counter 100. The receiver and transmitter then
coordinate which frame or block number of the signal

15 block is being decoded in order to synchronize
operations. The details of obtaining initial frame
counter agreement and maintaining it are not described
here in detail because time-of-day synchronization of
cipher systems is well known in the cemmunications art.

20 The pseudorandom number generator 84 for
scrambling mask selection randomizing is required to
produce the same value in each of the transmitter-
receivers requiring a mutually unique selection. They
each are therefore in possession of the same system code

25 key K2 which is advantageously a multi-bit digital’
control word on which depends the pseudorandom number
sequences produced by the generator 84. This system code
key K2 may be globally used in one cell, one network, one
country, or all over, in which case it could be

30 permanently built into the design of the pseudorandonm
number generator. Otherwise, means may be provided
either for programming a mobile transmitter-receiver with
or for receiving the code key K2 for a particular cell or
network. Such means can include a physical connection of

35 the mobile to a programming unit, inserting a module or
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adders separately for each factor or radix. It is of course nmuch sinpler
to generate pseudorandom sequences of nunbers over a range that is a power
of two. 30 From the di scussion above, it will be appreciated
that the use of scrambling masks can apply to control signals as well as
user signals. In fact, it is sonetines dgsirable to use the fixed set of
scrambling masks with optimal correlation properties for control 35

signals only. The optinal correlation properties help to -55- mnimze
interference betweste disrideriote tbat mebile gragapshic g£opseCEigr Sfste®n the

correlation propgiddae A pebirhfnihgi Ghze vid enf econet ibetvapheronsdr ol
signals in nearbyiéé”éf%régﬂ%%%,cggtEgée§¢9£§155 Urnd %%%?%%a&“%h&dgir
from the network that is used in generating a network
5 code key K2.

Because the code key K2 used for this purpose
must be globally known by a number of a different users,
it does not provide a high level of security against
eavesdropping. Thus, a preferred system to protect

10 . against eavesdropping includes the cipher key K1 that is
unique to each user. '
. Just as procedures may be regquired to establish
a correct system code key K2 at the mobile station, the
preferred implementation of user privacy with the aid of
15 a unique user cipher key K1 requires procedures to
establish the correct cipher key K1 at the base station
for each user. These procedures can include the mobile
station's identifying itself to the network by sending
its ID cpde over the air; the network would then refer to
20 a secret database wherein cipher keys are stored in
correspondence with mobile ID codes to obtain the correct
cipher key Ki. It can also be advantageous for both the
mobile and the network stations to combine such a
retrieved key K1 with an extemporaneously generated
25 pseudorandon number in order to produce é tempérary
cipher key K1 that is only used for one or a few
conversations. The extemporaneously generated
pseudorandom number may be transmitted from the network
" to the mobile station during a process of authenticating
30 that the mobile is who it claims to be, as described in
U.S. Patent No. 5,091,942, which is expressly
incorporated here by reference. - '

An advantage of selecting scrambling masks

pseudorandomly is the avoidance of the adverse
35 interference situation, mentioned above, where two
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5 - broadcast, paging, synchronization, and pilot channels. The

techni que of using pseudorandom nunbers to enci pher the data or the address
of a scranbling nmask may or may not be used when the channel is a control
channel. It will be appreciated by those of ordinary 10 skill in this
art that the foregoing nethods and functigas can be carried out by
appropriately arranged, general -purpose, digital signal processor circuits
and conponents. For better efficiency, however ecialized

appl i cati on- specidianalst dgr adddcentceells (1% Gé)a‘g(leé'tf\'}tly aspiERedt red.

ﬁh' ?I Pﬁrt ' C;“ gr ﬁtmh '!‘L‘%igt %xa@icsgﬁﬁa@rﬁﬁﬁé\ta llfaiejﬁh r @hahameaheswtaescri bed

strate It shoul e u od t t he S Jimted
thereto since nodfireldtdes: W&?H gk %bs%ﬁsikﬁgﬁnﬂg g&%lﬁongé ??%féﬁén
art. The presentisppidicathiatn interérpencesisirsherabyalcaussdi fnd aperpisthat
fall withig the spjy toalhciePRemObariation of the choice of scrambling

mask, such an interference condition would only exist
transiently, as on the next block code period those two
scrambling masks would be allocated to a different pair
of mobile stations with a different relative disposition.
10 The receiver portion of Fig. 9 has hardware
analogous to the transmitter portion. A
receiver/demodulator 102 receives a composite signal from
an antenna 104, demodulates it to baseband frequency, and
converts the serial signal into parallel signal samples
15 or blocks of N bits. As described above, the signal
samples may be complex, resulting from in-phase and
quadrature components. These signal blocks are combined
in a specialized N-sample multiplier 106 with an
appropriately selected scrambling mask retrieved from a
20 receiver scrambling mask storage device 108.

In the specialized N-sample multiplier 106,
each of the N parallel samples provided by the
receiver/demodulator 102 is multiplied by +1 or -1, .
depending on the scrambling mask provided by the storage

25 device 108. Thus,:a sample is either passed as is or
negated. One way to perform this multiplication is to
exclusive-OR each bit of the digital sample with the
corresponding scrambling mask bit. For example, if the
first of the N digital samples is 1011 and the first

30 scrambling mask bit corresponds to -1, then the first of
the N output samples would be 0100.

The descrambled signal produced by the
multiplier 106 is decoded in an orthogonal block decoder
110 using, for example, the subtractive demodulation

35 procedure described above. The decoded signal is

+

26 JUL 1996




the underlying invention disclosed and claimed herein. CLAI MS: 1. In
comuni cations system for simultaneous comunication of spectrally
overlapping information signals, a transmtter conprising: 5

medns for encoding individual information signals into blocks of codewords;
means for generating a scranbling mask fegseach codeword froma set of
scranbl i ng masks that have optinmal correlation properties; 10

means for conbining a different scranbling mask with each codeword to
obtain uni quel y Sessrshbdedobpwernining thearPrropPriphRsAiPREhgEhST

scranbl ed codewoliserated by a receiver sequence generator 112 with the

"~ 10

15

20

25

30

35

decoded signal in an M-bit adder 114. Error correction
codes are removed from the descrambled digital
information in a source decoder 116, and the result is
converted into speech.

In Fig. 9, the RAKE combining element that was
described above in connection with Fig. 8 would be part
of the orthogonal block decoder 110. Data corresponding
to the different times-of-arrival would be provided by
the receiver/demodulator 102.

The scrambling mask used in descrambling the
received composite signal is determined in part by the
code key K2 provided to the receiver sequence generator
112. The code key K2 is combined in an N,-bit adder 118
with an access code chosen by the receiver system from a
1ist of unused access codes as indicated by information
broadcast by the system. The N,-bit adder 118 generates
the N,-bit address applied to the receiver scrambling mask
menmory 108.

The receiver sequence generator 112 is arranged
to generate the same pseudorandom Nrbit sequence for all
memory accesses by having the sequence depend only on
code key K2 that is common to all scrambling mask storage
accesses. The pseudorandom sequence for a particular
memory access is generated by adding an offset to that
access, modulo the number of stored scrambling masks as
described above. This process is explained below in a
different way.

Each mobile in a certain group is preferably
allocated a unique scrambling mask. For example, if
there are four scrambling masks MO, M1, M2, M3, they can
be allocated to four signals S0, S1, S2, 83 as follows:

SO0 gets MO
S1 gets M1

a



over a communi cation channel . 15 2. The transmtter of
claim1, wherein the nodul 0o-2 sum of any one of said scranbling masks with

any of the other

masks in said set results in a sequence which is

substantially equally correlated in nmagnitude to each of said codewords.
3. The transmtter of claim2, wherein-sa-d substantially equal
correlation corresponds to a substantially flat WAl sh- Hadamard spectrum
such that, after descranbling with the scranbling mask of a desired signal
interfering signals are substantSZade¥selédally 25 - correlated in

magni tude to al

claim1l, wherein said enco
bi - orthogonal bl ock codes.

5
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35

possi bl e Wal sh-g3adeter #3codewor ds. 4. The transmtter

one of twenty-three other ways such as:
S0 gets M2
S1 gets MO
S2 gets M3
S3 gets Ml.

It is desirable to vary the allocation between
these different ways pseudorandomly while still
guaranteeing each signal a unique allocation. A first
Method of randomizing the allocation is to generate, in’
each mobile transceiver, a pseudorandom number using the
same recipe so that they all get the same pseudorandom
number as a result. Let this.number be 3 for example.
Then each mobile transceiver adds a different offset,
e.g., its own signal number, to this same pseudorandom
number so that signal S0 adds 0 to 3 getting 3 (M3),
signal S1 adds 1 to 3 getting 4, which is reduced modulo-
4 to 0 (MO), signal $2 adds 2 to 3 getting 5 which
reduces modulo-4 to (M1l), and signal S3 adds 3 to 3
getting 6 which reduces modulo-4 to 2 (M2). Starting
with other pseudorandom numbers 0-2, the possible
allocations are:

pseudorandom 3 0 1 2

S0 gets M3 MO Ml M2

81 gets MO M1 M2 M3

82 gets M1 M2 M3 MO

83 gets M2 M3 MO Ml.

These are only four out of the twenty-four
possible ways in which the signals could have been
allocated codes.

A second Method of randomizing the allocation
may also be employed. This involves generating a second
pseudorandom number which is modulo added to the offset,

_ g
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-5%- 5. The transmitter of claim1l, wherein said optimal correlation
properties include the property that a nmodul o-2 sum of any one of said
scranbling masks with any of the other masks in said set is a bent

sequence. 5 _ 6. The transmitter of claim1, wherein said
optimal correlation properties include th&lproperty that a rmdul 0-2 sum of
any two of said scranbling masks |s a partlally bent sequence : The

transmtter of claim1l, wherein a

scrambl i ng masks fiFsE %&H@ﬁé’é“?&ﬂi“cﬁu‘?‘%‘e%u%’t% |1a°’| eeaﬁﬁ?l% C%E ? ed in
magni t ude to hal fimafbetrniad 100dendr ds abovdips Bilkstimet makiuscozer@d@mx@! ation

mte?e;[ Eesgf ger half Yo $oehOUEVR] fstfate tHY dFrARTLE! €hi8 OfRé Mdur
possible 2-bit patterns 00, 01, 10, 11 may thus be
5 bitwise modulo-2 added to the addresses (mask numbers) of
the scrambling masks in the above giving the following
possible allocations:

00 01
0 1 2 3 0 1 2 3
S0 gets | Mo M1 M2 M3 M1 MO M3 M2
“ S1 gets | M1 M2 M3 MO Mo M3 M2 M1
10 ll S2 gets | M2 M3 MO M1 M3 M2 M1 MO
“ S3 gets | M3 MO M1 M2 M2 M1 MO M3
10 _ 11 ||
_ 0 1 2 3 0 1 2 3 “
S0 gets | M2 M3 MO M1 M3 M2 ML | MO
81 gets | M3 MO M1 M2 M2 M1 MO M3 ||
S2 gets | MO M1 M2 M3 M1 MO M3 M2 “
15 S3 gets | M1 M2 M3 MO MO M3 M2 M1 ||

For example, to generate the eighth -column from
the fourth column, bitwise modulo-2 add 01 to the binary
representation of the mask number in the fourth column.
Thus, for signal SO0, 11+01=10 modulo-2, so SO gets M2,

20 while for signal S1, 00+01=01 modulo-2, so S1 gets Ml,
and for signal S2, 01+01=00 moduio—z, so S2 gets MO, and
for signal S3, 10+01=11 modulo-2, so 53 gets M3, and so
forth. ' '

Some of these patterns produced with two

25 pseudorandom numbers are the same as the patterns

R£« H‘“t ;.u"h} C“..:EF
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15. substantially equal correlation corresponds to a partially flat and
partially zero Wal sh- Hadamard spectrum 9. The transmtter of claiml
wherein a nodul 0-2 sum of any two of said scranbling nmasks is a 20

sequence which is substantially equally correlated in magnitude to a subset
of said codewords and has substantially zego correlation to the remaining
codewords. 10. The transmtter of claim9, wherein said 25

substantially equal correlation corresponds to a partially flat and
partial ly zero Wishivdzdamitt specpsemdonandony mambexnshitt Bhe ogpurhey AT,

wherein sai d scr y{i¥d @Bk tatas’ RaSRthasd i Eifrbar £pakTubaéigms. of
A third Method of randomizing the allocation is
to use further bits out of the pseudorandom number
5 generator to control a permutation of the address bits.
. In the above, the only other permutation is obtained by
reversing the order of the address bits so that 0 maps to
0, 1 maps to 2 and vice versa, and 3 maps to 3, giving
the following patterns:

00 01
A o 1 2 3 | o 1 2 3
10 SO gets | Mo M2 | M1 | M3 | M2 | Mo | M3 | M1
S1 gets | M2 M1 | M3 | Mo | Mo | M3 | M1 [ m2
S2 gets | M1 M3 | Mo | M2 | M3 | m1 | M2 | Mo
| s3 gets | m3 Mo | M2 | M1 | mx | M2 | Mo | M3
10 11
0 1 2 3 0 1 2 3
SO gets | M1 M3 | Mo | M2 | M3 | ma | M2 | mo
15 | s1 gets | M3 Mo | M2 | M1 | M1 | M2 | Mo | M3
| s2 gets | mo M2 | M1 | M3 | M2 | Mo | M3 | M1
| s3 gets | m2 M1 | M3 | Mo | mo | M3 | M1 | M2

: For example, to generate these sixteen

allocations from the previous sixteen allocations, simply
20 interchange M1 and M2 everywhere. This produces a

further eight different patterns so that sixteen out of

the possible twenty-four sets of allocations are now

covered. )

Wwith a number of address bits greater than two,
25 it is clear that a.greater number of possibilities to
" randomize the selection exist, for example, by varying
the modulus of the arithmetic used in adding the offset,

e o




-58- Wl sh- Hadamard codewords, pernutations of a set of Kerdock codewords,
or a set of Kerdock codewords. 12. The transmtter of claim1ll, wherein the
set of scranbling masks includes a scranbling mask produced by adding a
base sequence to another scranbling mask in the set. 13. The transmtter
according to claim 11, wherein said scramidi-ng nask for each codeword is a
respective one of a second set of scranbling nasks that have sem -ideal
correlation properties, and the scranbling masks in the second set are
formed by onitti n§hehEirgstPseudEangons SuaREE iy ngRHARK sthihaeefe opti nal
correl ati on propepkb@8ordddod hauiseansmi tter according to claim 13, wherein

the second scrambling mask f@twif&fﬂHfﬂﬂ%%%sQ%oa that a éipher machine
generates pseudorandom numbers according to a recipe that
5 depends on a secret code, or key, that is usually fixed
for the length of a message or longer. The pseudorandom
number stream still varies during the message, however.
The sequence of pseudorandom numbers produced by the
cipher machine is usually referred to as the "keystream",

10 and the secret code that defines the recipe for producing
the keystream is variously called the "key", "key
‘wvariable", or "cipher variable®". That part of the

machine that generates the keystream from the key is
called the "key generator". This is distinct from some

15 other machine that produces pseudorandom, secret keys
with which the cipher machine is programmed. To avoid
confusion, this other machine would not also be called a
"key generator”, but a "key management unit". Keys
produced by a key management unit may be transported to a

20 cipher machine and then injected electronically using a
v"fill gun®™.

Sometimes in cellular systems, the key used to
encipher a conversation is only used for that one
conversation. It is then sometimes called the

25 *conversation key" or "talk variable". Such a temporary
key is produced by mixing the fixed key with a random
number sent from one correspondent to the other, e.g.,
from base (network) to mobile. This is not desirable in

" the case of the pseudorandom generator that drives

30 scrambling mask selection since it must produce the same
sequence, before offsets, in all stations. However, the
technique of generating a temporary conversation key
could well be applicable to the pseudorandom number
generator that ciphers the source coded information

35 before CDMA spreading.
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nodul o-2 addi ng any of a set of special masks to each mask in the second
set such that the enlarged second set of scranbling masks has good
correlation properties. 15. The transmitter of claim 14, wherein said good
correlation properties correspond to the nmodul 0-2 sum of any two scranbling
masks being substantially equally correlatgd in magnitude to a subset of
the said codewords and the sum having substantially zero correlation with
t he remai ni ng codewords. 16. The transmitter of claim 14, wherein the
speci al masks are forned byActucttienatimp]eseabhhplenis msetulenices of either
all zeros or all | I gth
scranbl i ng masks g?gﬁfggﬁg%géQ%“i&ﬁé?ﬁfﬁ?%ﬁ%uggg%% §$|%%3?%g§§‘u§%%§ of al
zeros for each zePBAFRSEBGENTAYR rREHASNIRFARESK | AEsEPET YRR stV fifngpbling
substituting a smaekkkeagsbgrated | (Mmes .f.or MaachaoBebit nadbtdsss qNQAD) | mdy

mask in Sa“ﬁ gOOdbzeLsed to select one of the five. If at a particular
instant, the receiver sequence generator 112 produces an

offdet of two, an access code of zero is offset by two,
resulting in the selection of scrambling mask number 2
(M2). Alternatively, an access code of 3 is offset to a

10 scrambling mask address of 5. Because of the modulo-5
constraint, imposed because there are only 5 scrambling
masks stored, the count number 5 is actually reset to
count 0 so that access 3 results in a mask address 0
(M0). Likewise, access 1 offsets to address 3 (M3),

15 access 2 offsets to address 4 (M4), and access 4 offsets
to address 6 which is reset to 1 (M1), because of the
modulo-5 constraint. Of course, the offset number varies
pseudorandomly so that the addresses vary pseudorandomly.

If the number of scrambling masks is a power of

20 two, i.e., 2!, then the N,~bit adders 98, 118 can either
be modulo-2¥' adders or bitwise modulo-2 adders (bitwise
exclusive-OR). If the number of scrambling masks is a
composite number (a product of factors, some or all of
which can be the same or différenf) L=nl"n2'n3-...,

25 then the adder 98 may either be a modulo-lL adder or a
combination of modulo-nl, modulo-n2, modulo-n3, ...
adders separately for each factor or radix. It is of
course much simpler to generate pseudorandom sequences of
numbers over a range that is a power of two.

30 From the discussion above, it will be
appreciated that the use of scrambling masks can apply to
control signals as well as user signals. 1In fact, it is
sometimes desirable to use the fixed set of scrambling
masks with optimal correlation properties for control

35 signals only. The optimal correlation properties help to

e
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17.-The transmtter of claim 14, wherein the special masks are forned by
repeating a shorter | ength sequence, such that the shorter |ength sequence
is any mask froma good set of shorter |ength scranmbling nasks. 18. The
transmitter of claim 14, wherein the special masks are formed by formning
all possible nodul 0-2 suns of a first set~%4~ special nasks forned by
concatenating smal |l er Iength sequences of either all zeros or all ones
according to the wa short | en tg Scr {dho sks ane

P B ouberi BaRIRLTE LnRrt ety ekl 81 drBELRE AN RSN
in each scranbl|ngnnaskelhusewcBXﬁkmmséﬂmaﬁ@rbylszenlPI@P¢EF¥?%HR£S° | engt h

of all ones for egehpoBs hineRfAe SHHtUHHdRAERBK I BeR 2E6h G $iRnalddn
nearby cells. These control signals or channels include
s broadcast, paging, synchronization, and pilot channels.
The technique of using pseudorandom numbers to encipher
the data or the address of a scrambling mask may or may
not be used when the channel is a control channel.

It will be appreciated by those of ordinary

10 skill in this art that the foregoing metheds and
functions can be carried out by appropriately arranged,
general-purpose, digital signal processor circuits and
components. For better efficiency, however, specialized
application-specific integrated circuits (ASICs) are

15 preferred.

While particular embodiments of the present
invention have been described and illustrated, it should
be understood that the invention is not limited thereto
since modifications may be made by persons skilled in the

20 art. The present applicatien contemplates any and all
modifications that fall within the spirit and scope of
the underlying invention disclosed and claimed herein.
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a second set of special masks fornmed by repeating a shorter length
sequenceimuﬁm Hm 'E horter | ength sequence is any nask froma good set
of short u ul muning masks. 19. The transmitter according to claim
11, wherei*n Sai 8 stranbl*i ng mask for each codeword is a respective one of a
second set of scranbling nmasks that have -sgm -ideal correlation properties,
and the scranbling masks in the second set are forned by extendi ng each
scranbling mask that has optimal correlation properties with a copy of
itself. 20. TheCLAEMS i tter according to claim 19, wherein the second
scranbling mask set is enlarged by nodul o-2 adding any of a set of special

masks to each mask in the second set such tha%,the enl .ar %? second set of
scranbl i ng masks has good cbrr el iPoFoPrYREFre é%‘.‘sz‘iifs‘ﬁ‘ﬂ'g Fansnitter of

cl ai m 20, mhereins$mhntgn@dh$Gnnuhaﬁbamipnopérspestra&kgspundamwimhe
modul 0-2 sum of - any LR SELRATDI A JTBSK R AREAILELPSEG B dngequal |y

correlated in ) C o ) )
5 means for encoding individual information

signals into blocks of codewords;

means for generating a scrambling mask for
each codeword from a set of scrambling masks that have
optimal correlation properties;

10 means for combining a different scrambling
mask with each codeword to obtain uniquely scrambled
codewords; and

means for transmitting the scrambled codewords
over a communication channel.

15 2. The transmitter of claim 1, wherein the
modulo-2 sum of any one of said scrambling masks with any
of the other masks in said set results in a sequence
which is substantially equally correlated in magnitude to
each of said codewords.

20 3. The transmitter of claim 2, wherein said
substantially equal correlation corresponds to a
substantially flat Walsh-Hadamard spectrum such that,
after descrambling with the scrambling mask of a desired
signal, interfering signals are substantially equally

25 correlated in maghitude to all possible Walsh-Hadamard
codewords.

4. The transmitter of claim 1, wherein said
encoding means uses either orthogonal block codes or bi-
orthogonal block codes.

R "_‘.'."“-".“ R SR LS A 1 l
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magni tude to a subset of codewords and the sum havi ng
substantially zero correllmuuﬁﬂu\mmml‘gﬂ enm ning codewords. 22. The
transmtter of claim 20, whefeih thesspeci al masks are formed by

concatenating small length 5 sequences of either all zeros or all ones
according to the way a good set of shortefstength scranbling masks are
formed, by substituting a small |ength sequence of all zeros for each zero

in each scranbling mask in saldég}od set and by substituting a small |ength
of all ones for 10 each- onehie STttt eRHPE NG ABBKY i W lEﬁFﬂ‘bé@& dset .
23. The transnitt eptohall abtire€latidie paidperitdespéacdlidentks @rapdmynathalty

repeating a Shortgrmggﬂggbz sum of any one of said scrambling masks with
any of the other masks in said set is a bent sequence.

5 6. The transmitter of claim 1, wherein said
optimal correlation properties include the property that
a modulo-2 sum of any two of said scrambling masks is a
partially-bent sequence.

7. The transmitter of claim 1, wherein a
10 modulo-2 sum of any two said scrambling masks is a
sequence which is substantially equally correlated in
magnitude to half of said codewords and has substantially
zero correlation with the other half of said codewords.

8. The transmitter of claim 7, wherein said
15 substantially equal correlation corresponds to a
partially flat and partially zero Walsh-Hadamard
spectrum.

2. The transmitter of claim 1, wherein a

modulo-z sum of any two of said scrambling masks is a

20 sequence which is substantially equally correlated in
magnitude to a subset of said codewords and has

substantially zero correlation to the remaining
codewords.

10. The transmitter of claim 9, wherein said

25 substantially equal correlation corresponds to a
partially flat and partially zero Walsh-Hadamard
spectrunm.

11. The transmitter of claim 1, wherein said
scrambling masks are formed using either permutations of




sequence, such that the shorter |ength sequence a good set
of shorter length scranbling masks. 15 J"i”m Wansm’tter
of claim 20, wherein the special masks are forne ormengs alsl possi bl e
nmodll 0-2 sunms of a first set of special masks forned by concatenati ng
smal l er | ength sequences of either all 20-s8- zeros or all ones according
to the way a good set of shorter length scranbling masks are forned, by
substituting a small |ength sequence of all zeros for each zero in each

scrambl i ng nmask i WadghtHgdamasdt cefeMRAssupermutatigns ehe? IS¢t h of all

ones for each one gdrddzk codeRdgdis sCorndlddrg ofaKeripbcracddgomciset, and a
second set of special masks formed by repeating a shorter I|ength sequence,

such that the shorter length sequence is any mask from a ood set, of
shorter length scranbling md8ks.The transmitter of claim 1I, wherein the

set of scrambling masks includes a scrambllng mask
5 produced by adding a base sequence to another scrambling
mask in the set.

13. The transmitter of claim 11, wherein said
scrambling masks are formed by omitting the last half of
each scrambling mask.

10 14. The transmitter of claim 13, wherein an
original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks
has good correlation properties.

15 15. The transmitter of claim 14, wherein said
good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codewords and the sum having substantially zero

20 correlation with the remaining codewords.

16. The transmitter of claim 14, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are

25 formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one in each scrambling mask in said good set.

EPLAGEMENT SHEFT |
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-61- 25. The transmtter according to claim11l, wherein '
mask for each codeword is a respective one of a second set ]@ﬂ }’B iﬁ“mimm
masks that have sem -ideal <correlation properties,

scranbling masks in the second set are formed by extending each scranbllng
mask that has optimal correlation propertis®s wi th anot her scranbling mask
that has optimal correlation properties. 26. THe transm tter according to

clai m 25, wherein the second scranbling mask set is_enlar nndgg
addi ng any of a set of spectd S STRRsBAtheRaSk Firihe 8’5\‘%3%& fich
that the enl argedspeecball wetkofarsc rfarnednyynmaspsatizsy go cxhoadrare [length

properties. sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.

5 18. The transmitter of claim 14, wherein the
special masks are formed by forming all possible modulo-2
sums of

‘a first set of special masks formed by
concatenating smaller length sequences of either all
10 zeros or all ones according tc the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by
substituting a small length of all ones for each one in
15 each scrambling mask in said good set, and
a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
shorter length scrambling masks.

20 19. The transmitter of claim 11, wherein said
scrambling masks are formed by extending each scrambling
mask with a copy of itself.

20. The transmitter of claim 19, wherein an
original scrambling mask set is enlarged by modulo-2
25 adding any of a set of special masks to each mask in the
" original set such that the total set of scrambling masks
has good correlation properties.

21. The transmitter of claim 20, wherein said
good correlétion properties correspond to the modulo-2
30 sun of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said

This Sheet Has Been R ei T | REPLACEMENT SHEET
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27: T claim 26, wherein said good correlation properties
corre m;m “'(HHELHBMI 0-2 sum of any two scranbling nmasks being
substanti1 al 'y egu correlated in nagnitude to a subset of the said
codewords and the sum havi ng substantially zero correlation with the

remai ni ng codewords. 28. The transnmitter 0cIa.|n126 wherein the speci al
masks are fornmed by concatenating small |ehgth sequences of either al

zeros or all ones according to the way a good set of shorter length
scranbl i ng masks %aet:a&asdan@ytﬁélbsm tHihviing audBRhhti&DDy hzs@guence of all

zeros for each zero in_.e mask .In said d set and by
substituting a snﬁPFrFéﬁgfﬁnoV1§?ItQﬁék?qﬁﬁnlggcﬁ°8ﬁggF§ vach scranbling
mask in said good set. 29. The transmitter of claim 26, wherein the special

masks are forned by repeatifg, a ShOr¢AndrBRHeR SSUALERSR, 2§U%éﬂﬁtn the

horter length n I
shorte engt se%p%cggl iaskz are formed by concatenating small length

5 sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for

10 each one in each scrambling mask in said good set.

23. The transmitter of claim 20, wherein the
special masks are formed by repeating a shorter length
sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.

15 24. The transmitter of claim 20, wherein the
- special masks are formed by forming all possible modulo-2
suns of
a first set of special masks formed by
concatenating smaller length sequences of either all
20 zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by
substituting a small length of all ones for each one in
25 each scrambling mask in said good set, and
a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
shorter length scrambling masks.

Yol .
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mask from a good set scranbling masks. -62- 30. The
transmtter of clai mmum mmﬁ ﬂ peci al masks are formed by form ng
all possible nDdqu set of special masks forned by 5
contat enating smaller |ength sequences of either all zeros or all ones
according to the way a good set of shortekilength scranbling masks are
formed, by substituting a small |ength sequence of all zeros for each zero

in each scranbling mask in said good set and by 10 ° substitutin
small length of all ones f@5-eaf] eoﬁ§apﬁméﬁEﬁrs%§eﬁﬁﬂ%“hdlﬁagﬁeFﬁlEagﬂlﬁood
set, and a seconts&eimfirPerisis GReKSoinedEsly byxtending each scrambling

mask with another scrambling mask.

26. The transmitter of claim 25, wherein an
5 original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks
has good correlation properties.

27. The transmitter of claim 26, wherein said
10 good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codewords and the sum having substantially zero
correlation with the remaining codewords.

15 28. The transmitter of claim 26, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all

20 zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one in each scrambling mask in said good set.

29. The transmitter of claim 26, wherein the

special masks are formed by repeating a shorter length

25 sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.

[T |
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repeating a shorter |ength sequence, such that h sequence
Is any mask froma good set of 15 shorter mﬁ mﬂ&m&mw masks. .
The transmitter of claim1l, wherein an original sscea set is

enl arged by nodul 0-2 adding any of a set of special masks to each mask in
the original set such that the total set gfy,scranbling masks 20 has
good correlation properties. 32. The transmtter of claim3l, wherein said
good correl ation properties correspond to the nodul o-2 sum of any two

scranbl i ng masks bei ng subssant i e ytrpaxlityerorfechabd 26, neprietindéheo a
subset of the sal dogdial mabRUCYPL dfoAltth b rBUMI AGVATY SUBSIAIY irdiakit 028! O

correlation with the renmal ni ng codewords. The fransmtter of claim3l
wherein the speci &™fa&€s are forned by concatenating snmall |ength
sequences of either all zeros oraatirsthestacfosgenfal omasks formed by

5 concatenating smaller length sequences of either all
zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for
each zero in each scrambling mask in said good set and by

10 substituting a small length of all ones for each one in
each scrambling mask in said good set, and
a second set of special masks formed by
repeating a shorter length sequence, such that the
shorter length sequence is any mask from a good set of
15 shorter length scrambling masks.

31. The transmitter of claim 11, wherein an
original scrambling mask set is enlarged by modulo-2
adding any of a set of special masks to each mask in the
original set such that the total set of scrambling masks

20 has good correlation properties.

32. The transmitter of claim 31, wherein said
good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said

25 codewords and the sum having substantially zero
correlation with the remaining codewords.

33. The transmitter of claim 31, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to

30 the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good

R Mthf SHEET
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30 - the way a good set of shorter |ength scranbling mas .

by substituting a small |ength sequence of all zeros for eaﬁ“lﬂHM“ﬂ“ﬂMH!ll
scranbling mask in said good -63- set and by substituting=a s nl esgt
of all ones for each one in each scranbling mask in said good set. 34. The
transmtter of claim31l, wherein the specr&B-masks are formed by repeating

a shorter length 5 sequence, such that the shorter |ength sequence is
any mask froma good set_ of shorter |ength scr nag ng. masks. .35. Th
transnitter of cl&i%h #d Me?@?ﬁtﬁﬁﬁt%‘gc? a?‘“‘#és "g&@ f’%r REd BYSF of ¥ ng
al | possi bl e noduleach sines inf ed@h scrambling mask in saifd gopdssetef speci al
masks forned by
34. The transmitter of claim 31, wherein the
special masks are formed by repeating a shorter length
5 sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.

35. The transmitter of claim 31, wherein the
special masks are formed by forming all possible modulo-2
sums of

10 a first set of special masks formed by
concatenating smaller length sequences of either all
zeros or all ones according to the way a good set of
shorter length scrambling masks are formed, by
substituting a small length sequence of all zeros for

15 each zero in each scrambling mask in said good set and by
_substituting a small length of all ones for each one in
each scrambling mask in said good set, and

a second set of special masks formed by
repeating a shorter length sequence, such that the

20 shorter length sequence is any mask from a good set of
shorter length scrambling masks.

36. In a communications system for
simultaneous communication of codeqd, scrémbled,
spectrally overlapping information signals, a receiver

25 comprising:
means for receiving a composite signal
including a plurality of said overlapping information

signals;

means for combining a selected scrambling

30 mask with said composite signal to generate a descrambled
signal;
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corrcat enating small er 'l ength sequences of either all zeros or all ones

accordl ood set of shorter |ength scranbling nasks are
forned umgm‘mﬂlmlmma smal | length sequence of all zeros for 15

each zerd ik each sérambling mask in said good set and by substituting a
small length of all ones for each one in -ech scranbling mask in said good

set, and a second
sequence, such th
good set of short
for sinultaneous
i nf ormati on signa
conposite signa

5

10

15

20

25

30

set of special masks formed by repeating a shorter |ength

at the 20 shorter | t h.sequence,is a k froma
er length scramid™ty %§% génglﬁah d%ﬁﬁﬁﬁﬁ%@ rr%gns system

sdgnmahdj c ahcbwd kg m foor grbreliat bpecthenldescraablledpi ng
Eﬁgpgér§§€hv§rségsqf codeWREES A Tpr JBERS d Uorr@ARIYCRT a
g urality of said overlapplng i nformati on
pectrum, an
means for identifying a correlation
component in said correlation spectrum having a greatest
magnitude and extracting said correlation component as a

decoded information signal.

37. The receiver of claim 36, further
comprising means for combining a plurality of correlation
spectra produced by the decoding means to produce a
combined correlation spectrum, wherein the identifying
and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest
magnitude and extracts said correlation component as a
decoded information signal.

38. A communications system for simultaneous
communication of a plurality of coded, scrambled,
spectrally overlapping information signals, comprising:

means for encoding individual information
51gnals into blocks of codewords using error correction
codes;

means for generating a scrambling mask for
each coded information signal from a set of scrambling .
masks that have optimal correlation properties;

means for combining a different scrambling
mask with each codeword to obtain a uniquely scrambled
codeword;

means for transmitting uniquely scrambled
codewords over a communication channel;

means for receiving a composite signal
including a plurality of said uniquely scrambled
codewords;

This Sheet Has Been R .

li ,m" i~ [ ]

26 JUL 1996




signal s; means for copiim d scranbling 30 mask with said

conposite signal to ggmummﬂllﬁﬂmn | ed signal; -64- neans for

decodi ng sai d descranbfede siignal , si nel'udi ng neans for correlating the

descranbl ed signal with a set of codewords to produce a correlation

spectrum and neans for identifying a corrébati on conponent in said

correl ation spectrum having a greatest magnitude and extracting said

correl ation conponent as a decoded informatiqQn signal, ¥he£qén t he sel ected
a seiecCte

scrambling mask is a bit means for combinin scrambling
mask with said composite signal to generate a descrambled
signal;

means for decoding said descrambled signal
5 including means for correlating the descrambled signal
with the error correction codewords to produce a
correlation spectrum; and
means for identifying a correlation
component in said correlation spectrum having a greatest
10 magnitude and extracting said correlation component as a
decoded information signal.

39. The communications system of claim 38,
further comprising means for combining a plurality of
correlation spectra produced by the decoding means to

15 produce a combined correlation spectrum, wherein the
identifying and extracting means identifies a correlation
component in said combined correlation spectrum having a
greatest magnitude and extracts said correlation
component as a decoded information signal.

20 40. The communications system of claim 38,
wherein the generating means comprises first means for
generating pseudorandom numbers corresponding to the
coded information signals and first means for producing
the set of scrambling masks based on the pseudorandom

25 numbers, and wherein the selected scrambling mask

" combining means comprises second means for generating a
pseudorandom number corresponding to a coded information
signal and means for producing the scrambling mask
corresponding to the coded information signal based on

30 that pseudorandom number.

41. The communications system of claim 40,
wherein the generating means generates sequences of
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sequence having a |length equal to the |engths of 37 The
receiver of claim 36, further conprising neans f g ﬁﬂﬁ urallty of
correlation spectra produced by the decodi ng neans €0 p onbined
cortel ation spectrum wherein the identifying and extracting nmeans
identifies a correlation conponent in saidegonbined correlation spectrum
havi ng a greatest nagnitude and extracts said correl ati on conponent as a
decoded information signal. 38. A communications systemfor sinultaneous
conmmuni cati on of @qmambéllmyméﬁkéoﬁ@ﬁ the cadsdedniopBetiah | $LAENT affing
i nfor lmat i on S'blgna|t~°he ]fo%ﬁ;l peBfls gEReEatay O Psendorandon nuflamstion
signals into oc§%1o codewor ds_usi err corr f
generating a scra Q ﬁfe SEaP Pm n r sets corf%%bogalﬁSdéé éEEHE% R

coded information signals, and the first producing means

5 produces the sequences of scrambllng masks, the mask

sequences correspondlng to respective pseudorandom number

sets and being mutually different, and wherein the .

scrambling mask combining means combines a selected

sequence of scrambling masks with said composite signal

10 to generate a descrambled signal, the second means

generating a set of pseudorandom numbers and the

producing means producing the selected sequence of

scrambling masks based on that pseudorandom number set.

42, The communications system of claim 41,
15 wherein the mask sequences are mutually different in each
. sequence member such that the coded information signals
are combined with different scrambling masks at all
times.

43. A method for simultaneously transmitting a
20 plurality of spectrally overlapping information signals
comprising the steps of:
{(a) digitizing an information signal:
(b) encoding blocks of binary digits of
the digitized information signal into codewords;
25 (c¢) producing a set of scrambling masks
having optimal correlation properties;
(d) combining a selected scrambling mask
with a codeword to obtain a scrambled codeword; and
(e) transmitting said scrambled codewords
30 over a communications channel.

44. The method of claim 43, wherein the
codewords are orthogonal block codewerds.

Baael AL DT
HEE RN | ui”..L.f
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each coded information signal froma set of scranbling masks

optimal correlation properties; neans for conbining a di ffed}ﬂlﬂiﬁt@ilﬁ”" g”"l
mask wi th-each codeword to obtain a uniquely scranbl ed code e *
transmtting uniquely scranbl ed codewords over a communi cation channel;

means for receiving a conposite signal incgduding a plurality of said

uni quely scranbl ed codewords; -65- neans for conbining a selected
scranbling mask with said conposite signal to generate a descranbl ed
si gnal ; 45, The method of claim 43, wherein said

producing step (c) comprises the step of retrieving from
a memory a scrambling mask associated with said coded
information signal.

5 46. The method of claim 45, further comprising
the steps of: -
generating a pseudorandom number;
offsetting a scrambling mask address with
said pseudorandom number; and
10 retrieving said selected scrambling mask
from the memory using said offset scrambling mask
address.

47. The method of claim 43, further comprising
the steps of:
15 generating a pseudorandom number; and
combining said pseudorandom number with
said digitized information signal, wherein each
information signal is associated with a unique
pseudorandom number.

20 48. The method of claim 43, wherein said set
of scrambling masks is formed by forming all possible
modulo-2 sums of a first set of scrambling masks and a
second set of scrambling masks.

49, The method of claim 48, wherein producing
25 said scrambling masks includes:
storing said first and second sets of
scrambling masks in a memory, and
retrieving from said memory two scrambling
masks, one from each set, and modulo-2 summing the two
30 retrieved masks to form a single scrambling mask which is
associated with said coded information signal.

| PLALAGEMENT SHEET |

26 JuL 1%




means for decoding said descranbl ed signal 5 I ncl udi ng neans for
correl guy ﬂ’ | ed signal with the error correction codewords to
producgtmmm 3mﬁﬂﬂ:u ectrum and neans for identifying a correl ation
conponent in $ai # cdrrelation spectrum having a greatest 10 magni t ude

and extracting said correl ati on conponent -gg-a decoded i nformati on signal.
39. The communi cati ons system of claim 38, further conprising neans for

conmbining a plurality of correlation spectra produced by the decodi ng neans
to 15 produce a conbi né®-colfhel methed specilraim 4fhev8ereiReIeeEFARRAA ng

and ert racting rfeafﬁgi#i@tarfé %&v@d@@riﬁ{:@tém%@ﬁ&g%hti Rea2by ceDbs netk
cor ) 2ty on Shect LIRS B LETh SR nrnel, IOE G A6k iRl emproy
40. The conmuni cadcramblsiyst aasks ¢bamed gy the sum of any mask from said
5 first set of scrambling masks with a single scrambling
mask taken from said second set of scrambling masks, and
the single scrambling mask is unique for the cell.

51. The method of claim 48, wherein geographic
regions are divided into cells such that nearby cells use
10 different scrambling masks, and wherein each cell employs
scrambling masks formed by the sum of any mask from one
scrambling mask set with a single scrambling mask taken
from another scrambling mask set, and the single
scrambling mask is unique for a set of geographically
15 separated cells.

52. The method of claim 43, wherein geographic
regions are divided into cells such that nearby cells use
different scrambling masks.

53. A method for simultaneously receiving a
20 plurality of spectrally overlapping'information signals
comprising the steps of: .
' (a) receiving a composite signal
including a plurality of coded information signals;
(b)  combining a selected one of a
25 plurality of scrambling masks with said composite signal
to generate a descrambled signal; and
(c) decodgpg said descrambled signal by
correlating the descrambled signal with a plurality of
error correction codewords to generate a correlation
30 spectrum; identifying a correlation component in said
spectrum having a greatest magnitude; and extracting said
correlation component ds a decoded information signal.

g [ S—
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wherein the generati ' first means for generating
pseudor andom nu%ers]&'ﬂ@%ﬁi‘@ml‘mrt he coded i nformation signals and
first nmeans for prod il s Of» scranbl i ng nmasks based on the

pseudor andom 25 nunbers, and wherein the sel ected scranbling mask
conbi ni ng neans conpri ses second neans foregenerating a pseudorandom nunber
corresponding to a coded information signal and neans for producing the
scranbl i ng mask correspondin% to the coded information signal based on 30

t hat pseudor andom nunber. 4%%-ThEheoRathet AT FHeidy SSenBrrelsi a0,

wher ei n the gener alddtgliieaBtepebonpt £Ses aspiiirtingfa plur@@itgcoanbl i ng

masks for the Ccnk%%éﬁ&f%ﬁ?@ﬂ gBe§£92a£§’p§gELce a combined correlation
spectrum, and a correlation component in said combined
5 . correlation spectrum having a greatest magnitude is
identified and extracted as a decoded information signal.

55. A method for simultaneously communicating
a plurality of spectrally overlapping information signals
comprising the steps of: _
10 {(a) ‘converting an information signal into
digital format;

(b) encoding blocks of binary digits of
the information signal into codewords;

(c) producing a set of scrambling masks

15 having optimal correlation properties; '

(d) combining a selected scrambling mask
with a codeword to obtain a scrambled codeword;

(e} transmitting said scrambled codewords
over a communications channel;

20 (£} receiving a composite signal
including a plurality of the scrambled codewords;

(g) combining a selected scrambling mask
with said composite signal to generate a descrambled
signal; and

25 (h) decoding said descrambled signal by
correlating the descrambled sSignal with the codewords to
generate a correlation spectrum; identifying a
correlation component in said spectrum having a greatest
magnitude; and extracting said correlation component as a

30 decoded information signal. '

56. The method according to claim 55, wherein
the selected scrambling mask is selected based on a
pseudorandom number.

e
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the first neans generates sets of pseudorandom” or andom
nunber sets corresponding to respective coded i MI "ﬂg!’!ﬁm , and the
first producing nmeans 5 produces the sequences of Lsc¥a masks,

t he" mask sequences corresponding to respective pseudorandom nunber sets and
being nutually different, and wherein the-®Betranbling nmask conbi ni ng nmeans
conbi nes a sel ected sequence of scranbling masks with said conposite si gna

10 to generate a descranbled signal, the second |n a set
of pseudorandom nunbers and5¥ he PROARTHNG ﬁE&ﬁE%P%dﬁ‘&l%ﬁa’t’ﬂ s’el g
sequence of scrandompgisaslsthasetepot aldipgeadpsandoramdeerungetr. 42, The

communi cat i ons Sy%%%%kﬁgt%haﬁgkﬁlsaﬂésrﬁ§odéﬂh§%85ﬁlt@8 SRPK SeiIces are

nutual l'y different seqguence ne suc at the coded infornation
signal s are conbi Fd@nAlt BLERES 'é%@atl%%ﬂta}rﬁcyl%nﬁgSE&Ekstatg%vﬁFr%F%r@s desired

5 information signal.

58. The method of claim 55, wherein the
decoding step comprises combining a plurality of
corfélation spectra to produce a combined correlation
spectrum, and a correlation component in said combined

10 correlation spectrum having a greatest magnitude is
identified and extracted as a decoded information signal.

59. In a communications system for
simultaneously communicating a plurality of spectrally
overlapping signals, a transmitter comprising:

15 means for converting a signal into blocks
of M binary digits;

means for generating a first pseudorandom
number associated with a block and for generating a
second pse&dorandom number;

20 first means for combining said first
pseudorandom number with said blocks to obtain an
enciphered signal;

means for encoding said enciphered signal
using block codes to obtain a codeword:;

25 ' means for storing a set of scrambling
masks having optimal correlation properties;

means for offsetting said second
pseudorandom number to obtain a scrambling mask address;
means for retrieving a scrambling mask

30 from said storing means based on said scrambling mask
address; '

26" JUL 9%
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43.- A nethod for sinultaneously transmtting a 20 pl ur

spectrally overlapping information signals conprising the sﬂ!“ mm “’&HI(L“”“‘
digitizing an information signal; (b) encodi ng bl ocks of bi c *

the digitized information signal into codewords; 25 (c)
produci ng a set of scranbling masks havi ngZzopti mal correl ati on properties;
(d) conbining a selected scranbling nmask with a codeword to obtain a
scranbl ed codeword; and (e) transmtting said scranpled codewords 30

over a cormmuni cations channel . 42°C9Mb FRANToF O3 COPRIREAS, SIHE LT T e
codewor ds are ort keganblihbonkskowitmorsisid codeword to obtain a scrambled

codeword; and
means for transmitting said scrambled
5 codeword over a communications channel.
60. The transmitter of claim 59, wherein the
block codes are orthogonal block codes.

61. The transmitter of claim 59, wherein said
second pseudorandom number depends on the block and on a
10 multi-bit digital control signal.

62. The transmitter of claim 59, wherein said
first and second combining means are modulo adders.

63. The transmitter of claim 59, wherein the
set of scrambling masks is such that correlation of any
15 one of said scrambled codewords with a set of scrambled
codewords scrambled with a different scrambling mask
results in a correlation spectruim having a substantially
even distribution of energy.

64. The transmitter of claim 63, wherein said
20 correlation spectrum having a substantially even
distribution is a substantially flat Walsh spectrum.

65. In a communications system for
simultaneously communicating a plurality of spectrally
overlapping signals, a receiver comprising:

25 means for receiving a composite signal
including a plurality of said overlapping information
signals;

bie
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The nethod of cIa|n143 wherein said producing step (c) conprises

the st;Hﬂ HH mu ﬂﬂl fron1a menory a scranbling mask associated with said
coded i 46. The net hod of cl ai m 45,

further conprising the steps of : generating a pseudorandom nunber;

of fsetting a scranbling nmask address mnth.ﬁpjd pseudor andom nunber; and 10

retrieving said sel ected scranbling nask fromthe nmenory using said offset

scranbli ng mask address. 47. The method of claim43, further conprising the

steps of: 15 e FRl §enadrabenglod andaamblimae masknd
combining said psgggggggdgn n £¥K¥ee¥1é%1ng a scrambling mask from a
memory based on the scrambling mask address:;
means for combining said retrieved
5 scrambling mask with said composite signal to generate a
descrambled signal:
" means for transforming said descrambled
signal using error correctjon codewords to geﬂérate a
correlation spectrum; |
10 means for identifying a correlation
component in said correlation spectrum having a greatest
magnitude as a decoded information signal; and
means for deciphering said decoded
information signal using a pseudorandom number associated
15 with the information signal.

66. The receiver of claim 65, further
comprising means for combining a plurality of correlation
spectra produced by the decoding means to produce a
combined correlation spectrum, wherein the identifying

20 and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest
magnitude and extracts said correlation component as a
decoded information signal.

67. A communications system fér simultaneously
25 communicating a plurality of spectrally overlapping
signals, comprising:
means for converting a signal into blocks
of M binary digits;
means for generating a first pseudorandom
30 number associated with a signal block and a second
pseudorandom number; _
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sai-d digitized information 5|gnal ~wherein each I nformation signal is
associated with a unﬁ%ﬂﬁ”ﬂﬂﬂgﬂ nunber . 48. - The
nmet hod of cl ai m 43 lﬂﬁ scranbllng masks i s formed by
formng all possible modul 02 &und of a first set of scranbl i ng masks and a
second set of scranbling masks. 49. The nejfiod of claim 48, wherein
produci ng 25 sai d scranbling masks includes: storing said first and

second sets of scranbling masks in a nmenory, and retrieving fromsaid
menory two scranbling masks, onefirstnmswis datr, conbinddal saRdsfimsthg t he

two 30 retri g)\é% gg'ﬁgap hOndRb &% awﬂl{‘@aeicﬁ(‘srl@i';gh.' BloBRSKo Wb €L San

associated with s I nformati on signal .
enclphered signal;

means for encoding said enciphered signal
5 using block codes to obtain a codeword;
means for storing a set of scrambling
masks having optimal correlation properties;
means for offsetting said second
pseudorandom number to obtain a scrambling mask address;

10 means for retrieving a scrambling mask

from said storing means based on said address;
second means for combining said retrieved
scrambling mask with said codeword to obtain a scrambled
codeword;

i5 . means for transmitting said scrambled
codeword over a communications channel;

means for receiving a composite signal
including a plurality of said overlapping information
signals;

20 means for generating said scrambling mask
address:;

means for combining said retrieved
scrambling.mask with said composite signal to generate a
descrambled signal:;

25 ' means for transforming said descrambled
signal using error correction codewords to generate a
correlation spectrum; .

means for identifying a correlation
component in said spectrum having a greatest magnitude as

30 a decoded information signal; and

means for deciphering said decoded signal
using said first pseudorandom number.
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-68- 50. The nethod of claim48, wherein geographic regions are divided
into cells such that nearby cells use different scranbling masks, and
wherein each cell enploys scranbling nasks forned by the sum of any nask
fromsaid first set of scrambling masks with a single scranbling nask taken
fromsaid second set of scranbling nmasks, and the single scranbling nmask is
unique for the cell. 51. The nethod of cJxi_m 48, wherein geographic regions
are divided into cells such that nearby cells use different scranbling

masks, and wherein each ceII enploys scranbllng nasks forned b t he sum of
any mask from one M ' i * ; ATHONS

from anot her scranbllng nask sét An nask I S uni que
for a set of geographically separ gggg\nég&l k Bkt éfééﬂ@dﬂp

Individual information signals encoded with a
common block error-correction code are assigned a unique
scrambling mask, or sighature sequence, taken from a set

5 of scrambling masks having selected correlation
properties. The set of scrambling masks is selected such
that the correlation between the modulo-2 sum of two
masks with any codeword in the block code is a constant
magnitude, independent of the mask set and the individual

10 masks being compared. In one embodiment, when any two
masks are summed using modulo-2 arithmetic, the Walsh
transformation of that sum results in a maximally flat
Walsh spectrum. For cellular radio telephone systems
using subtractive CDMA demodulation techniques, a two-

15 tier ciphering system ensures security at the cellular
system level by using a pseudorandomly generated code key
to select one of the scrambling masks common to all of
the mobile stations in a particular cell. Also, privacy
at the individual mobile subscriber level is ensured by

20 using a pseudorandomly generated ciphering key to
encipher individual information signals before the
scrambling operation.

Figure 7
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52. The nethod of clairm 43, wherein geographic regions are divided into
cells such that nearby cells use different scranbling masks. 53. A nethod
for sinultaneously receiving a plurality of spectrally overl apping

i nformati on signals conprising the steps of: (a) receiving a conposite
signal including a plurality of coded information signals; (b) combining a
sel ected one of a plurality of scranbling masks with said conposite signal
to generate a descranbl ed signal; and (d/%ecoding said degcranbled.si-gaal
by correlating the descranmbled signal with a plurality of ErgmpACEMENTCSHBR
codewords to generate a correlation spectrum identifying p got+etatton
conponent in said spectrum having a greatest magnitude; ang axtraghjnqmﬁgid
correl ati on conponent as a decoded i nformation signal, 26 JUL
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wherein the selected scranbling nmask is a bit sequence having a |l ength
equal to the lengths of the error correction codewords. -69- 54. The
nmet hod of claim53, wherein the decoding step conprises conblnlng a .
plurality of correlation spectra to produce a conbined cq -0 ;j?{;\
spectrum and a correl ation conponent in said conbined SREPhﬂlcggfgL‘-'o
spectrum having a greatest magnitude is identified and jfex¢racte
decoded information signal. 55. A nethod %2& si mul t aneols
plurality of spectrally overlapping infor i on signal sic
steps of: 10 (a) Converting an infd
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correl ati on conponent in said spectrum having a greatest magnitude; and

extracting said correlation conponent as a 30 decode forAatlon |
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correl ati on spectra to produce a conbined correl ation spectrum and a

correl ation conponent in said conbined 10

correl ati on spectrum havi ng

a greatest magnitude is identified and extracted as a decoded infornmation.
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25 « means for storing a set of scranbling masks having
optimal correlation properties; neans for offsetting said second
pseudor andom nunber to obtain a scranbling mask address; neans for

retrieving a scranbling mask 30 fromsaid storing neans based on said
scranbl i ng mask address; -71- second neans for conbining said retrieved
scranbling mask with said codeword to obtain a scranbled codeword; and .
means for transmtting said scranbled 5 6 codeword over a conmuni cations
channel . 60. The transmitter of clain159,‘0%erein t he
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bl eck codes are orthogonal block codes. 61. The transmtter of claim?59,
wherei n said second pseudorandom nunber depends on the block and on a 10
multi-bit digital control signal. 62. The transmtter of claimb59, wherein
said first and second conbi ni ng neans are nodul o adders. 63. The
transmtter of claimb59, wherein the set of scranbling masks is such that
correlation of any 15 one of said scranbled codewords with a set of
scranbl ed codewords scranbled with a difffgent scranbling mask results in a
correlation spectrum having a substantially even distribution of energy.

64. The transmtter of claim®63, wherein said 20 correlation spectrum
havi ng a substantially even distribution is, a substantially fl.at WAl sh
spectrum 65. In a communications systemfor sinultaneously conmunicating a
plurality of spectrally
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over |l apping signals, a receiver conprising: 25 means
for receiving a conposite signal including a plurality of said overl apping
i nformati on signal s; -72- nmeans for generating a scranbling mask address
and for retrieving a scranbling mask froma nmenory based on the scranbling
mask .address; neans for conbining said retrieved scranbling mask with said
conposite signal to generate a descranbled signal; neans for transform ng
sai d descranbl ed signal using error corr®tion codewords to generate a

correlation spectrum
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meahs for identifying a correlation component in said correlation spectrum
havi ng a greatest nagnitude as a decoded information signal; and neans for
decik phering said decoded information signal using a pseudorandom nunber
associated with the information signal, wherein the retrieved scranbling
mask is a bit sequence having a length equal to the lengths of the error
correction codewords. 66. The receiver of claim®65, further conprising
means for conbining a plurality of correlation spectra produced by the
decodi ng means to produce a combined corr@/%tion spectrum wherein the

I dentifying and extracting neans identifies a correlation conponent in said
conbi ned correl ation spectrum having a greatest magnitude and extracts said
correl ati on conponent as a decoded information signal.
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Walsh-Hadamard codewords, permutations of a set of
Kerdock codewords, or a set of Kerdock codewords.

12. The transmitter of claim 11, wherein the

set of scrambling masks includes a scrambling mask'

produced by adding a base sequence to another scrambling
mask in the set.

13. The transmitter according to claim 11,

wherein said scrambling mask for each codeword is a

respective one of a second set of scrambling masks that

have semi-ideal correlation properties, and the

scrambling masks in the gecond set are formed by omitting

the last halves of scrambling masks that have optimal
correlation properties.

14, The transmitter acéording to claim 13,

wherein the second scrambling mask set is enlarged by
modulo-2 adding any of a set of special masks to each
mask in the second set such that the enlarged second set
of scrambling masks has good correlation properties.

15. The transmitter of claim 14, wherein said

good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codevords and the sum having substantially zero
correlation with the remaining codewords.

16. The transmitter of claim 14, wherein the

special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one. in each scrambling mask in said good set.



g optimal correlation properties; nmeans for
offset cond pseudorandom nunber to obtain a scranbling mask
addr ess; means faqjg retrieving a scrambling mask from
sai d storlng means based on said address; second neans for conbining said
retrieved scranbling nask with said codeword to obtain a scranbl ed
codeword; 15 17. The tmaassitvert ofnseliaim nig sawbereimnithed

codewor d Ovelplo Qmé'aksaééﬂérﬁw%%pmag éQhoﬁe&@Iwngghae&ﬁ&esl te

signal inclu

nmeans for geﬁEPgt Fliﬁg': Shay %F&ﬁﬁlfﬁfbgt%gflqggg g‘sﬂl Yo BREkOPréd W'Poda 20

get of short:er length scrambling masks.

es to obtain a codeword; neans for storing a set of
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18. The transmitter of claim 14, wherein the
special masks are formed by forming all possible modulo-2 sums
of

a first set of special masks formed by concatenating
smaller length sequences of either all zeros or all ones
according to the way a good set of shorter length scrambling
masks are formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good set and
by substituting a small length of all ones for each one in each
scrambling mask in said good set, and

a second set of special masks formed by repeating a
shorter length sequence, such that the shorter length sequence
is any mask from a good set of shorter length scrambling masks.

19. The transmitter according to claim 11, wherein
said scrambling mask for each codeword is a respective one of
a second set of scrambling masks that have semi-ideal
correlation properties, and the scrambling masks in the second
set are formed by extending each scrambling mask that has
optimal correlation properties with a copy of itself.

20. The transmitter according to claim 19, wherein
the second scrambling mask set is enlarged by modulo-2 adding
any of a set of special masks to each mask in the second set
such that the enlarged second set of scrambling masks has good
correlation properties.

21. The transmitter of claim 20, whereln said good
correlation properties correspond to the modulo-2 sum of any two
scrambling masks being substantially aqually correlated in
magnitude to a subset of the said
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means for conbining said retrieved scranbling mask with said conposite

si gnal mﬂlﬂﬁ“ﬂﬂﬂﬂ% scranbl ed signal; 25 : means for

t ransf anbled signal using error correction codewords to
generat& & cdrrél afion spectrum neans for identifying a correlation
conponent in said spectrum having a greatest nmagnitude as 30 a decoded

I nformati on signal: and neans for deciphering said decoded signal using
said first pseudorandom nunber. REPLACENVENT SHEET

25. The transmitter according to claim 11,
wherein said scrambling mask for each codeword is a
respective one of a second set of scrambling masks that
have semi-ideal correlation properties, and the
scrambling masks in the second set are formed by
extending each scrambling mask that has optimal
correlation properties with another scrambling mask that
has optimal correlation properties.

26. The transmitter according to claim 25,
wherein the second scrambling mask set is enlarged by
modulo-2 adding any of a set of special masks to each
mask in the second set such that the enlarged second set
of scrambling masks has good correlation properties.

27. The transmitter of claim 26, wherein said
good correlation properties correspond to the modulo-2
sum of any two scrambling masks being substantially
equally correlated in magnitude to a subset of the said
codewords and the sum having substantially zero
correlation with the remaining codewords.

28. The transmitter of claim 26, wherein the
special masks are formed by concatenating small length
sequences of either all zeros or all ones according to
the way a good set of shorter length scrambling masks are
formed, by substituting a small length sequence of all
zeros for each zero in each scrambling mask in said good
set and by substituting a small length of all ones for
each one in each scrambling mask in said good set.

29. The transmitter of claim 26, wherein the
special masks are formed by repeating a shorter length
sequence, such that the shorter length sequence is any
mask from a good set of shorter length scrambling masks.
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means for decoding said descrambled
signal, including means for correlating the descrambled
signal with a set of codewords to produce a correlation
spectrum; and

means for identifying a correlation
component in said correlation spectrum having a greatest

magnitude and extracting said correlation component as a
decoded information signal,

wherein the gelected scrambling mask is a bit

sequence having a length equal to the lengths of the
- codewords.

37. The receiver of claim 36, further
comprising means for combining a plurality of correlation
spectra produced by the decdding means to produce a
combined correlation spectrum, wherein the identifying
and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest

magnitude and extracts said correlation component as a
decoded information signal.

38. A communications system for simultaneous

comnunication of a plurality of coded, scrambled,
spectrally overlapping information signals, comprising:

means for encoding individual information

signals into blocks of codewords using error correction
codes;

means for generating a scrambling mask for
each coded information signal from a set of scrambling

masks that have optimal correlation properties:

means for combining a different scrambling

mask with each codeword to obtain a uniquely scrambled

codeword;

‘means for transmitting uniquely scrambled

codewords over a communication channel:

means for receiving a composite signal

including a plurality of said uniquely scrambled

codewords ;
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$0. The method of claim 48, wherein geographic
regions are divided into cells such that nearby cells use
different scrambling masks, and wherein each cell employs
scrambling masks formed by the sum of any mask from said
first set of scrambling masks with a single scrambling
mask taken from said second set of scrambling masks, and
the single scrawbling mask is unique for the cell.

51. The method of claim 48, wherein geographic

regions are divided into cells such that nearby cells use
different scrambling masks, and vherein each cell employs
scrambling masks formed by the sum of a@y mask from one
scrambling mask set with a single scrambling mask tdken
from another scrambling mask set, and the single

scrambling mask is unique for a set of geographically
separated cells.

52. The method of claim 43, wherein geographic

regions are divided into cells such that nearby cells use
different scrambling masks.

$3." A method for simultaneously receiving a

plurality of spectrally overlapping information signals
comprising the steps of: '

(a) receiving a composite signal
including a plurality of coded information signals:
(b) combining a selected one of a
plurality of scrambling masks with said composite signal
to generate a descrambled signal; and

(c) decoding said descrambled signal by
correlating the descrambled signal with a plurality of
error correction codewords to generate a correlation
spectrum; identifying a correlation component in said
spectrum having a greatest magnitude: and extracting said
correlation component as a decoded information signal,

wherein the selected scrambling mask is a bit

sequence having a length equal to the lengths of the
error correction codewords.
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means for generating a scrambling mask
address and for retrieving a scrambling mask from a
memory based on the scrambling mask address;

means for combining said retrieved

scrambling mask with said composite signal to generate a
descrambled signal;

' means for transforming said descrambled
signal using error correction codewords to generate a
correlation spectrum;

means for identifying a correiation
component in said correlation spectrum having a greatest
magnitude as a decoded information signal; and

means for deciphering said decoded

information signal using a pseudorandom number associated
with the information signal,

wherein the retrieved scrambling mask is a bit

sequence having a length equal to the lengths of the
error correction codewords.

66. The receiver of claim 65, further
comprising means for combining a plurality of correlation
spectra produced by the decoding means to produce a
combined correlation spectrum, wherein the identifying
and extracting means identifies a correlation component
in said combined correlation spectrum having a greatest

magnitude and extracts said correlation component as a
decoded information signal.

67. A communications system for simultaneously

communicating a plurality of spectrally overlapping
signals, comprising:

means for converting a signal into blocks
of M binary digits;

means for generating a first pseudorandom
number associated with a signal block and a secomd
pseudorandom number;
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