SIMULATION AND VIRTUAL REALITY BASED
CYBER BEHAVIORAL SYSTEMS

Cross-Reference To Related Applications

This application claims priority to U.S. Provisidgpplication No. 62/362,346, filed

on July 14, 2016, which is incorporated hereindfgrence.

Field of the Invention

The present invention relates to a cybersecurisgesy for managing cyber behavior
associated with cyber actors such that the cybéawer can be computed and
predicted and cyber interactions between the cymors can be created. For
example, some embodiments of the present invenmemerally relate to

cybersecurity, and in particular, simulation andual reality based cyber behavioral

systems and knowledge sharing between cyber behagiystems.

Background of the Invention

Traditionally, network defenders review only fragmee of information to help
understand what is actually happening on their agkw It can be extremely difficult
and manpower intensive to simulate the entire ne¢wo order to look at potential
courses of action, defensive maneuvers, and forcdooce scenarios. Current
cybersecurity exercises allow defenders to playnatj@ach other, but the exercises
do not cover all of the possible scenarios thatccoacur on the network. Each day,
the number and complexity of new threats grow, iabeécomes harder and harder for

network defenders to keep wjth current cyber operational systems.

Generally, companies and organizations work cyloer#ty related issues
independently. When they do share informations iisually through industry or
government policies and frameworks for facilitatitige sharing of cybersecurity

related data. The traditional practices for stinformation are not sufficient to
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handle the volume or the speed of the attacksodtdot allow companies to fully
leverage the manpower available to actively defestthiin a network, nor among

networks fighting to defend a sector, multiple sestor a nation.

It is generally desirable to overcome or ameliotate or more of the above described
difficulties, or to at least provide a useful aftative.

Summary of the Invention

According to the present invention, there is predida cybersecurity system for
managing cyber behavior associated with cyber actach that the cyber behavior
can be computed and predicted and cyber interachetween the cyber actors can be
created, the system comprising:
a cyber behavioral space management module;
an interaction engine;
an analytic workflow engine; and
a visualization engine,
the cyber behavioral space management module,nmmemication with the
interaction engine, the analytic workflow enginedahe visualization engine, and
configured to:
receive at least one of:
input data, the input data including at least oheput cyber
data, sensor data, enrichment data, and third datgy
data from the interaction engine, and
data from the analytic workflow engine;
generate a plurality of cyber behavioral spacesdas the at least one
of the input data, the data from the interactiogies, and the data from the
analytic workflow engine, each of the plurality oyber behavioral spaces
comprising cyber behavioral space data, the cylsdralioral space data
including:
cyber data, the cyber data including at least dnthe@ input

cyber data and transformed input cyber data,
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cyber actor data associated with a plurality oferydictors, and
cyber scene data associated with a plurality okcgloenes,
the cyber behavioral space data being defined bpgluaality of
dimensions, a plurality of modes, and a pluralitgcales;
the interaction engine configured to:
receive first cyber actor data associated withr&t iyber actor of the
plurality of cyber actors, the first cyber actocluding at least one of a real
cyber actor and a simulated actor,
process the received first cyber actor data tdifaia at least one of:
a first interaction between the first cyber actathvat least one
of:
the cyber behavioral space,
the cyber scene, and
a cyber map, the cyber map associated with at teaest
of the plurality of cyber behavioral spaces, and
a second interaction between the first cyber astthr a second
cyber actor of the plurality of cyber actors, and
transmit data associated with at least one ofitkeifiteraction and the
second interaction;
the analytic workflow engine configured to:
analyze the cyber behavioral space data assoocmdtbdeach of the
plurality of cyber behavioral spaces to computeecyiehaviors, and
update at least one of the cyber data, the cylter data, and the cyber
scene data based on at least one of:
the cyber behavioral space data,
the computed cyber behaviors and an assignmenthef t
computed cyber behaviors to at least one of thercghta, the cyber
actor data, and the cyber scene data,
the first interaction, and
the second interaction, and
transmit data associated with the updated at teesof the cyber data,

the cyber actor data, and the cyber scene data,;
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the visualization engine configured to:
compute visualizations of at least one of:
the data associated with at least one of theifitetaction and
the second interaction from the interaction engame]
at least one of the cyber behavioral spaces, tbelfly of
cyber actors, the plurality of cyber scenes, thegbity of cyber maps,
and the computed cyber behaviors, and

transmit the visualizations for display.

According to the present invention, there is alsavjgled a cybersecurity system for
managing cyber behavior associated with cyber actach that the cyber behavior
can be computed and predicted and cyber interachetween the cyber actors can be
created, the system comprising:
a cyber behavioral space management module;
an interaction engine;
an analytic workflow engine; and
a visualization engine;
the cyber behavioral space management module,nmmemication with the
interaction engine, the analytic workflow enginedahe visualization engine, and
configured to:
receive sensor data, the sensor data includingast bne of physical
actor sensor data about a physical actor and plysystem sensor data about
a physical system, and at least one of:
input data, the input data including at least oheput cyber
data, enrichment data, and third party data,
data from the interaction engine, and
data from the analytic workflow engine;
generate a plurality of cyber behavioral spacesdas the sensor data
and at least one of the input data, the data fteenrirteraction engine, and the
data from the analytic workflow engine, each of thlarality of cyber
behavioral spaces comprising cyber behavioral spdat, the cyber

behavioral space data including:
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cyber data, the cyber data including at least dnthe input
cyber data and transformed input cyber data,
cyber actor data associated with a plurality oferydictors, and
cyber scene data associated with a plurality oécgoenes,
the cyber behavioral space data being defined bgluaality of
dimensions, a plurality of modes, and a pluralitgcales;
the interaction engine configured to:
receive first cyber actor data associated withrst fiyber actor of the
plurality of cyber actors, the first cyber actocluding at least one of a real
cyber actor and a simulated actor,
process the received first cyber actor data tdifais at least one of:
a first interaction between the first cyber actathvat least one
of:
the cyber behavioral space,
the cyber scene, and
a cyber map, the cyber map associated with at teeest
of the plurality of cyber behavioral spaces, and
a second interaction between the first cyber astthr a second
cyber actor of the plurality of cyber actors, and
transmit data associated with at least one ofitkeifteraction and the
second interaction,
the analytic workflow engine configured to:
analyze the cyber behavioral space data assoomdtbdeach of the
plurality of cyber behavioral spaces to computeecyiehaviors, and
update at least one of the cyber data, the cylter data, and the cyber
scene data based on at least one of:
the cyber behavioral space data,
the computed cyber behaviors and an assignmenthef t
computed cyber behaviors to at least one of thercghta, the cyber
actor data, and the cyber scene data,
the first interaction,

the second interaction, and
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a computation of physical behaviors about at least of the
physical system and the physical actor, and
transmit data associated with the updated at teesof the cyber data,
the cyber actor data, and the cyber scene data;
the visualization engine configured to:
compute visualizations of at least one of:
the data associated with at least one of theifitetaction and
the second interaction from the interaction engame]
at least one of the cyber behavioral spaces, tbelfly of
cyber actors, the plurality of cyber scenes, thegbity of cyber maps,
and the computed cyber behaviors, and

transmit the visualizations for display.

In accordance with the disclosed subject mattestesys, methods, and non-transitory
computer-readable media are provided for providingybersecurity system for
managing cyber behavior associated with cyber actach that the cyber behavior
can be computed and predicted and cyber interachetween the cyber actors can be
created.

In some embodiments, the disclosed subject mattdndes a cybersecurity system
that includes a cyber behavioral space managemediile an interaction engine, an
analytic workflow engine, and a visualization emginin some embodiments, the
cyber behavioral space management module is in eoniwation with the interaction
engine, the analytic workflow engine, and the Jiga#ion engine. In some
embodiments, the cyber behavioral space managemenule is configured to
receive at least one of input data, the input datluding at least one of input cyber
data, sensor data, enrichment data, and third mkaty, data from the interaction
engine, and data from the analytic workflow engihesome embodiments, the cyber
behavioral space management module is configuregemerate a plurality of cyber
behavioral spaces based on the at least one oinput data, the data from the
interaction engine, and the data from the analwarkflow engine, each of the

plurality of cyber behavioral spaces comprisingarybehavioral space data. In some
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embodiments, the cyber behavioral space data iesluyber data, the cyber data
including at least one of the input cyber data adsformed input cyber data, cyber
actor data associated with a plurality of cybepes;tand cyber scene data associated
with a plurality of cyber scenes, the cyber behaligpace data being defined by a
plurality of dimensions, a plurality of modes, aadplurality of scales. In some
embodiments, the interaction engine is configui@detceive first cyber actor data
associated with a first cyber actor of the pluyatif cyber actors, the first cyber actor
including at least one of a real cyber actor andimulated actor. In some
embodiments, the interaction engine is configure@rbcess the received first cyber
actor data to facilitate at least one of a firgeniaction between the first cyber actor
with at least one of the cyber behavioral spaceciber scene, and a cyber map, the
cyber map associated with at least one of the it cyber behavioral spaces, and
a second interaction between the first cyber awftin a second cyber actor of the
plurality of cyber actors. In some embodiments,itiberaction engine is configured to
transmit data associated with at least one of its# interaction and the second
interaction. In some embodiments, the analytickifow engine is configured to
analyze the cyber behavioral space data assosatiecach of the plurality of cyber
behavioral spaces to compute cyber behaviors, pddte at least one of the cyber
data, the cyber actor data, and the cyber sceaebdatd on at least one ofthe cyber
behavioral space data, the computed cyber behawinds an assignment of the
computed cyber behaviors to at least one of thercghta, the cyber actor data, and
the cyber scene data, the first interaction, anel gbcond interaction. In some
embodiments, the interaction engine is configucettansmit data associated with the
updated at least one of the cyber data, the cytier data, and the cyber scene data.
In some embodiments, the visualization engine isfigared to compute
visualizations of at least one of the data assediatith at least one of the first
interaction and the second interaction from theraxtion engine, and at least one of
the cyber behavioral spaces, the plurality of cydmors, the plurality of cyber scenes,
the plurality of cyber maps, and the computed cybehaviors, and transmit the

visualizations for display.



In some embodiments, the cybersecurity system dieslua query engine, in
communication with the cyber behavioral space memsmnt module, the query
engine configured to receive, from the first cybetor, a query about at least one of
the plurality of cyber behavioral spaces. In soemebodiments, the query is
associated with at least one of risk associateld aviirst cyber entity of a plurality of
cyber entities, a group of cyber entities of therglity of cyber entities with a similar
profile as the first cyber entity, internal or extal organizational constructs, and
behavior associated at least one of the first cghéty, each cyber entity in the group
of cyber entities, the first cyber actor, the setogber actor and a third cyber actor.
In some embodiments, analytic workflow engine isfigured to compute and
continuously update risks associated with each rcghéty of the plurality of cyber

entities and each cyber actor of the plurality ydfer actors.

In some embodiments, the cybersecurity system dieslua simulation engine, in
communication with the cyber behavioral space mamemt module, configured to
generate the plurality of cyber scenes, each oplinelity of cyber scenes including a
subset of the cyber data, the cyber scenes, andythexr maps associated with the
plurality of cyber behavioral spaces. In some editbents, the simulation engine is
configured to generate simulations, the simulatiomsfigured to operate on at least
one of real world data and simulated data and deog course of action for at least
one of operations, analysis, insight, planningining, a remediation action, and a

mitigation action.

In some embodiments, the analytic workflow engiseconfigured to create a
transformed cyber behavioral space, wherein to terdhe transformed cyber
behavioral space, the analytic workflow engineuidhfer configured to transform the
cyber behavioral space data into tensor data amdrloank tensor approximations,
and use machine learning to define cyber behavaord the plurality of cyber

behavioral spaces associated with the transforiyleer dehavioral space.

In some embodiments, the analytic workflow engimeonfigured to apply at least

one of rules and machine learning to the transfdroyber behavioral space to define
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cyber behaviors that increase or decrease rislkciased with at least one of a real
cyber actor or a simulated actor, a cyber entitynachine, an organization, and a

process.

In some embodiments, the cybersecurity systenmsscested with a first organization,
further wherein the cyber behaviors that increasdearease risk are observable by
cyber actors associated with the first organizatiod unobservable by cyber actors
associated with a second organization. In someodmients, the cybersecurity
system includes a cyber behavioral exchange entiieecyber behavioral exchange
engine in communication with the cyber behaviopdce management module. In
some embodiments, the cyber behavioral exchangeesig configured to transmit
the cyber behaviors that increase or decreasetoisk cyber behavioral exchange
engine associated with the second organizationgusainleast one of a privacy
preserving distributed machine learning algorithmd aa privacy preserving
communications protocol such that the cyber belawiwat increase or decrease risk
can be used to analyze data in the second orgemmizand the cyber behavioral space
data associated with the first organization is weobable by cyber actors associated
with the second organization.

In some embodiments, the cybersecurity system psesefirst cyber actor data to
determine at least one of a first cyber behaviahefcyber behaviors associated with
the transformed cyber behavioral space, and a dylser scene of the plurality of
cyber scenes associated with the transformed dybleavioral space, and improve
operational capabilities, readiness, and trainsgpaiated with responding to the first

cyber behavior and the first cyber scene.

In some embodiments, the analytic workflow engmeanfigured to process at least
one of packet data, network traffic, computer loggnals intelligence, visible,
infrared, multi-spectral, hyperspectral, synthefperture radar, moving target
indicator radar, technical intelligence data, amdlligence reports.



In some embodiments, each of the plurality of cyimdravioral spaces include at least
one of a real-time cyber behavioral space, a hegtbcyber behavioral space, and a
simulated cyber behavioral space. In some embadaneyber behavior includes at
least one of initial reconnaissance, scanning,jainkompromise, establishing a
foothold, beaconing, command and control, credensipture, escalating privileges,
internal reconnaissance, lateral motion, networkppiray, data exfiltration,
maintaining persistence, and related behaviorsoine embodiments, the plurality of
dimensions include a combination of source andrusin addresses, time of arrival,
volume, packet size, and a protocol type, the ptyraf modes include a combination
of packet data, network traffic, computer logsnsig intelligence, visible, infrared,
multi-spectral, hyperspectral, synthetic apert@@ar, moving target indicator radar,
technical intelligence data, and intelligence répasnd the plurality of scales include

a combination of temporal multi-scale data and gjeatial data.

In some embodiments, the cyber behavioral spacageament module is configured
to receive sensor data, the sensor data includitepst one of physical actor sensor
data about a physical actor and physical systersosatata about a physical system,
and at least one of input data, the input dataiding at least one of input cyber data,
enrichment data, and third party data, data froenitkeraction engine, and data from
the analytic workflow engine. In some embodimenit®& cyber behavioral space
management module is configured to generate alpjucd cyber behavioral spaces
based on the sensor data and at least one of the data, the data from the
interaction engine, and the data from the analwarkflow engine, each of the
plurality of cyber behavioral spaces comprisingarybehavioral space data. In some
embodiments, the cyber behavioral space data iesluyber data, the cyber data
including at least one of the input cyber data adsformed input cyber data, cyber
actor data associated with a plurality of cybepes;tand cyber scene data associated
with a plurality of cyber scenes. In some emboditsethe cyber behavioral space
data is defined by a plurality of dimensions, arglity of modes, and a plurality of
scales. In some embodiments, the interaction ergpnégured to receive first cyber
actor data associated with a first cyber actothefglurality of cyber actors, the first

cyber actor including at least one of a real cydor and a simulated actor. In some
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embodiments, the interaction engine is configure@rbcess the received first cyber
actor data to facilitate at least one of a firgeniaction between the first cyber actor
with at least one of the cyber behavioral spaceciber scene, and a cyber map, the
cyber map associated with at least one of the It cyber behavioral spaces, and
a second interaction between the first cyber awftin a second cyber actor of the
plurality of cyber actors. In some embodiments, ititeraction engine is configured
to transmit data associated with at least one effitist interaction and the second
interaction. In some embodiments, the analytickifow engine is configured to
analyze the cyber behavioral space data assosatiecach of the plurality of cyber
behavioral spaces to compute cyber behaviors, pddte at least one of the cyber
data, the cyber actor data, and the cyber scemebdatd on at least one of the cyber
behavioral space data, the computed cyber behawinds an assignment of the
computed cyber behaviors to at least one of thercghta, the cyber actor data, and
the cyber scene data, the first interaction, tlvese interaction, and a computation of
physical behaviors about at least one of the physigstem and the physical actor. In
some embodiments, the interaction engine is cordijdo transmit data associated
with the updated at least one of the cyber dae,citber actor data, and the cyber
scene data. In some embodiments, the visualizatigme is configured to compute
visualizations of at least one of the data assediatith at least one of the first
interaction and the second interaction from theraxtion engine, and at least one of
the cyber behavioral spaces, the plurality of cymtors, the plurality of cyber scenes,
the plurality of cyber maps, and the computed cybehaviors. In some
embodiments, the visualization engine is configuetransmit the visualizations for

display.

In some embodiments, the cybersecurity systemishabnfigured to receive sensor
data includes a query engine, in communication \tlith cyber behavioral space
management module. In some embodiments, the qgelgine is configured to

receive, from the first cyber actor, a query alatueast one of the plurality of cyber
behavioral spaces. In some embodiments, the gsi@ssociated with at least one of
risk associated with a first cyber entity of a plity of cyber entities, a group of

cyber entities of the plurality of cyber entitiegtlwa similar profile as the first cyber
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entity, internal or external organizational consts,l and behavior associated at least
one of the first cyber entity, each cyber entitythe group of cyber entities, the first
cyber actor, the second cyber actor and a thireércgbtor. In some embodiments, the
analytic workflow engine is configured to computedacontinuously update risks
associated with each cyber entity of the pluralitgyber entities and each cyber actor
of the plurality of cyber actors.

In some embodiments, the cybersecurity systemishabnfigured to receive sensor
data includes a simulation engine, in communicatuith the cyber behavioral space
management module, the simulation engine. In sembodiments, the simulation
engine is configured to generate the plurality yifer scenes, each of the plurality of
cyber scenes including a subset of the cyber dagacyber scenes, and the cyber
maps associated with the plurality of cyber behalispaces. In some embodiments,
the simulation engine is configured to generateufations. In some embodiments,
the simulations are configured to operate on astleme of real world data and
simulated data, and provide a course of actiorafdeast one of operations, analysis,

insight, planning, training, a remediation actiand a mitigation action.

In some embodiments, the analytic workflow engissoaiated with the cybersecurity
system that is configured to receive sensor datansigured to create a transformed
cyber behavioral space. In some embodiments, Wwhéoecreate the transformed
cyber behavioral space, the analytic workflow eags configured to transform the
cyber behavioral space data into tensor data amdrloank tensor approximations,
and use machine learning to define cyber behavaord the plurality of cyber

behavioral spaces associated with the transforiyleer dehavioral space.

In some embodiments, the analytic workflow engissoaiated with the cybersecurity
system that is configured to receive sensor datangigured to apply at least one of
rules and machine learning to the transformed cigbliavioral space to define cyber
behaviors that increase or decrease risk assoondthdat least one of a real cyber

actor or a simulated actor, a cyber entity, a nreshan organization, and a process.
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In some embodiments, the cybersecurity systemishabnfigured to receive sensor
data is associated with a first organization, farttvherein the cyber behaviors that
increase or decrease risk are observable by cytiersaassociated with the first
organization and unobservable by cyber actors &gedcwith a second organization.
In some embodiments, the cybersecurity systemdesa cyber behavioral exchange
engine, the cyber behavioral exchange engine innmamcation with the cyber
behavioral space management module. In some embath, the cyber behavioral
exchange engine is configured to transmit the cyemaviors that increase or
decrease risk to a cyber behavioral exchange erggseciated with the second
organization using at least one of a privacy praesgrdistributed machine learning
algorithm and a privacy preserving communicationstqrol such that the cyber
behaviors that increase or decrease risk can ke tosanalyze data in the second
organization, and the cyber behavioral space dasoceted with the first
organization is unobservable by cyber actors aatstiwith the second organization.

In some embodiments, the first cyber actor datacated with the cybersecurity
system that is configured to receive sensor dgpaosessed to determine at least one
of a first cyber behavior of the cyber behaviorsoagated with the transformed cyber
behavioral space, and a first cyber scene of thealily of cyber scenes associated
with the transformed cyber behavioral space; anprawve operational capabilities,
readiness, and training associated with respondire first cyber behavior and the
first cyber scene.

In some embodiments, the analytic workflow engmeanfigured to process at least
one of data from operational technology (OT) semsoperational technology logs,
packet data, network traffic, computer logs, signaitelligence, visible, infrared,

multi-spectral, hyperspectral, synthetic apert@@ar, moving target indicator radar,

technical intelligence data, and intelligence ré&por

In some embodiments, each of the plurality of cybehavioral spaces associated
with the cybersecurity system that is configuredeiceive sensor data include at least

one of a real-time cyber behavioral space, a hestbcyber behavioral space, and a
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simulated cyber behavioral space. In some embadsnthe cyber behavior includes
at least one of initial reconnaissance, scanningiai compromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, networkppireg, data exfiltration,

maintaining persistence, and related behaviors.

In some embodiments, the plurality of dimensiorsoamted with the cybersecurity
system that is configured to receive sensor datiaidie a combination of source and
destination addresses, time of arrival, volume kptaisize, and a protocol type, the
plurality of modes include a combination of packeta, network traffic, computer
logs, signals intelligence, visible, infrared, nmgipectral, hyperspectral, synthetic
aperture radar, moving target indicator radar, nexh intelligence data, and
intelligence reports, and the plurality of scalaslude a combination of temporal
multi-scale data and geo-spatial data.

These and other capabilities of the disclosed stilmjeatter will be more fully
understood after a review of the following figurdstailed description, and claims. It
is to be understood that the phraseology and tedogy employed herein are for the

purpose of description and should not be regardeuinging.

Brief Description of the Drawings

Preferred embodiments of the present inventionhareafter described, by way of

non-limiting example only, with reference to theampanying drawings, in which:

Figure 1 is a system diagram showing a cybersgcsygtem;

Figure 2A is a diagram showing multiscale modelieghniques using windows of
different sizes;

Figure 2B is a diagram showing multiscale modeliisgd for modeling data in the
CBS and for tensor representations of the CBS;

Figure 3 is a diagram showing the role of lowerkrapproximations and tensors in

the creation of a cyber behavioral space (CBS);
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Figure 4 is a system diagram showing an interaciogine managing an interactive
CBS environment;

Figure 5 is a system diagram showing a simulatmaqiree managing a suite of CBS;
Figure 6 is a system diagram showing the operadiomultiple cyber behavioral
exchanges (CBX) to share information securely witbr between enterprises in a
controlled fashion; and

Figure 7 is a system diagram showing a cybersgcagistem interacting with an

operational technology environment;

Detailed Description of Preferred Embodiments &f livention

In some embodiments, simulations and a virtualtsesystem are used to enhance the
operational capabilities and training of cyber aeliers, by sharing behavioral related
information with each other, including observed debral related information,
behavioral related information computed by usinglygic workflows, and behavioral
related information generated when multiple reaVicual cyber actors, from one or

more organizations, engage in scenes, simulatiotwigtual reality environments.

In some embodiments, behavioral related informaisoexchanged in a secure and
privacy preserving manner using cyber behavioraharges so that two or more
organizations can exchange information as partcehes, simulations and virtual
reality environments to enhance training, to imgrélre defense of an organization,

or to improve the defense of multiple organizatisharing information.

Cyber Behavioral Spaces

Some embodiments of the cybersecurity system asedoapon a cyber behavioral
space (also referred to herein as CBS), whichnmaf its implementations, includes
at least one of the following five elements: 1) tadimensional, multi-modal,

multiscale data; 2) cyber actors; 3) scenes; 4yasent of cyber behaviors to 1), 2),
or 3); and 5) assignment of physical behaviors)to2), or 3). Each of these five

elements is described in more detail below.
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Multi-dimensional, multi-modal, multiscale data caclude but are not limited to,
data about: entities, actors, networks, physicatsgp, virtual spaces, their behaviors,
and their interactions. Multi-dimensional can refer the data attributes that are
derived, extracted, or calculated. Examples o @dtributes for cyber data include,
but are not limited to: source and destination essks, time of arrival, volume,
packet size, and protocol type. Multi-modal dati@neto data derived from multiple
sensor types or domains, including cyber domaiggamples of multi-modal data
include but are not limited to: packet data, nekwtyaffic, computer logs, signals
intelligence, visible, infrared, multi-spectral, gerspectral, synthetic aperture radar,
moving target indicator radar, technical intelligendata, and intelligence reports.
Multiscale refers to data that can be used in nsodedifferent resolutions. Temporal
data, geospatial data, organizational data, an@vamktdata can all be part of
multiscale models. For example, temporal multsadta refers to time that can be
modeled, for example, in units of years, monthsekse days, hours, minutes,
seconds, milliseconds. Geo-spatial multiscale,dataexample, can include data at

different scales, such as house level, block lewelfi-block level, city, and region.

A cyber actor can refer to individual actors oradlection of cyber actors. A cyber
actor can also be an actual individual or a vir@etior, and can interact with real-
time, historical and simulated cyber behavioralcgisa As described in more detail
below, cyber behavioral spaces can include one @rencyber actors. In some
embodiments, cyber behavioral spaces do not inchme other cyber actors or

simulated cyber actors.

A cyber scene can refer to a combination of actmsties, networks, and physical or
virtual spaces. In some embodiments, a scene dentain any actors, or may not
contain any entities, networks, or physical oruattspaces. An example of a scene
is: a cyber actor exfiltrating (or extracting) d&tam a compromised entity, the data
exfiltration being identified by a behavioral modahd a cyber defender isolating the

compromised entity from the network.
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An assignment of cyber behaviors can be to 1),r23)pas described above, or to
structures, components or combinations thereofh B&Ad) multi-dimensional, multi-
modal, multiscale data; 2) cyber actors; and 3)esean be themselves complex and
usually have a hierarchical structure with elemesih-elements; and collections or
collections of collections etc. The assignmentsytfer behaviors can be to elements,
relationships among elements, arrangements amenggals, or structures built from
elements, sub-elements and their relationshipsjasiynfor sub-elements, etc. or to
collections, relationships among collections, agement among collections, or
structures built from collections, collections ddllections and their relationships,
similarly for collections of collections, etc. Cybbehaviors, include, but are not
limited to, initial reconnaissance, scanning, alitcompromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, network ppiray, data exfiltration,
maintaining persistence, and related behaviorg. ekample, some clusters of points
defined by features built from the data can begassl “exfil behavior”, while other
clusters can be assigned “recon behavior.” Eghltd exfiltration) refers generally to
the unauthorized copying, transfer or retrievaldata from a computer or storage
device. Recon behavior refers generally to legr@ibout a network and the devices
it contains to facilitate its compromise. In somabediments, behaviors can be
assigned in the following manner: assume that @aaht in a first dataset is labeled
with one of the cyber behaviors listed above ohvatlabel, such as NA, indicating
that the behavior associated with that point is netdted to any of the enumerated
behaviors listed above. Also assume that an igthgoris used to group the points
into clusters. Each cluster can then be labeldd aviabel that is more relevant to that
cluster than any of the other labels occurringhat tcluster. Now, given a second
dataset, each of the points can be assigned tubter that is most closely related to
the data point and can then be labeled with thel labrresponding to that cluster.
Behaviors can be assigned to the points in thedataset in multiple ways, including,
but not limited to, using machine learning methodstatistical methods that analyze
historical data, streaming data, or interactiveagaising rules and rule engines to
define behavior; using experts to define behaworsing some combination of these

methods.
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An assignment of physical behaviors can be to 1pr ), as described above, or to
structures, components or combinations of them. with cyber behavior, the
assignment of physical behavior can be to elemsotselements, etc. of 1), 2) and 3)
and their arrangements and relationships and stegt built from them, or
collections, collections of collections, etc. of 2) and 3) and their arrangements and
relationships and structures built from them. Raldbehaviors, include, but are not
limited to: logins, geospatial locations of indiuals both internal and external to an
enterprise or work site, movements of humans, physlevices and machines, and
interactions between humans, physical devices aadhmes. Examples include:
workplaces, access paths, vehicles, data centeveoements containing physical
devices and machines, physical plants and its caemgs, such as transmission lines,

and generation plants.

In some embodiments, only a subset of the five efemdescribed above are present

in a cyber behavioral space.

Figure 1 shows a cybersecurity system 100, accgriirsome embodiments of the
present disclosure. Cybersecurity system 100 dedunteraction engine 106, cyber
behavior query engine 107, visualization engine, 1@8nitoring/reporting engine

109, CBS manager 113, analytic workflow engine EKldulation engine 115, cyber
behavioral exchange (CBX) 117 and analytic workBo%18. Figure 1 also shows
cyber data 101, sensor data 102, enrichment d&athidd party data 104, real and
virtual cyber actors 105, an initial and updatetdezrybehavioral space (CBS) 110,
simulated CBS 111, interactive CBS 112, and obssraed controllers 116.

Cyber data 101 can include multi-dimensional, raddtimain, multiscale cyber data,
including, but not limited to, data about cyberiges, cyber actors, network packets
and flows, their behaviors, and their interactioris.some embodiments, cyber data
101 is managed by a data management system (noinkhé data management

system can be a relational database, an interfacg ¢onfiguration management

18



system, or any other computer system that hastegrated user interface and storage

mechanism.

Sensor data 102 can include actual or simulated fatthe physical environment,
including but not limited to: visible, infra-red,utti-spectral, hyper-spectral, synthetic
aperture radar (SAR), moving target indicator (MT$ecurity cameras, acoustic,
biometric, and card readers. Different types ofseerdata 102 is also referred to

herein as multi-modal data.

Enrichment data 103 includes information that pdesi additional context to cyber
data and sensor data including but not limiteddyaramic host configuration protocol
(DHCP), domain name system (DNS), asset managegmrfiguration management,

log files, and human resource information.

Third party data 104 are additional sources of diag can be correlated with the
previous data types, including but not limited ttwreat management feeds, reputation

domains, and blacklists.

A collection of analytic workflows 118 that procesistorical data, streaming data,
simulated data and data from interactions to ifentiyber behaviors. Cyber
behaviors, include, but are not limited to: initi@connaissance, scanning, initial
compromise, establishing a foothold, beaconing, manmd and control, credential
capture, escalating privileges, internal reconmaiss, lateral motion, network
mapping, data exfiltration, maintaining persistenmed related behaviors. In some
embodiments, the cyber behavior is defined by nmechearning methods or
statistical methods that analyze historical ddtasome embodiments, rules are used,
either manually coded by experts or managed byles rengine, to define behavior.

In some embodiments, a combination of these anel atlethods are used.

Cyber actors 105, can be actual individuals ousirbnes, with the ability to interact
with real-time, historical and simulated cyber bebeal spaces containing scenes

involving zero or more other cyber actors and zgrmore simulated cyber actors.
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An interaction engine 106 enables both real anialircyber actors 105 to interface

and modify the cyber behavioral system.

A cyber behavior query engine 107 enables realrgctartual actors, and other
components of the system to query CBS for cybeaWehs, such as, but not limited
to exfill, beaconing, or exploitation behaviorsther in general, or those cyber
behaviors that are restricted to other constrasush as, but not limited to restrictions
to certain times of day, certain network segmeats] certain ports. In some
embodiments, the cyber behavioral query engineatsm retrieve certain subsets of
data from the CBS, such as all data associatedspihified time segments, specified
network segments, specified ports, specified usgpecified devices, or Boolean
combinations of these and any other attribute®atufres of the data in the CBS. In
some embodiments, the cyber behavioral query engamealso drill down along

dimensions, such as but not limited to time, nekwsegments, and categories of
users. For example, a drill down of users can gedcfrom all users, to all

employees, to all employees with a division, andlt@mployees within a department

in the division.

A visualization engine 108 provides 2-D and 3-Dresgntations of the CBS, its
processes, components, and outputs.

Monitoring / reporting engine 109 provides realdirand historic status of the CBS

and its processes and components.

Initial CBS 110 provides a starting state for thmwdated CBS. Updated CBS 110 is
the resulting CBS after data and other updateleogystem.

Simulated CBS 111 represents the CBS generatetiebgitulation engine 115, as
well as other updates provided by the CBS manab@r 1
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Interactive CBS 112 represents the CBS generatdtidoynteraction engine 106, as
well as other updates provided by the CBS manager.

A general CBS 118 is referred to herein as anyarm@mbination of an initial CBS
110, an updated CBS 110, a simulated CBS 111,taractive CBS 112, or any other
CBS generated by one of the system components.

CBS manager 113 (which is also referred to hersiraacyber behavioral space
management module) manages data 119, includingydidimited to cyber data 101,
sensor data 102, enrichment data 103 and thirgt data 104. The CBS manager 113
also provides control and update mechanisms fo€B8® associated with the system,
including managing the initial simulated CBS, thBSCassociated with simulated
environment, the CBS associated with interactivérenments, the CBS associated
with the real environment, other CBS, and varioosginations of these. The CBS
manager 113 is in communication with each of theeotcomponents within the
cybersecurity system 100. The CBS manager proselsda and routes processed and
unprocessed data between the components. As lakesdrerein, CBS manager 113
generates cyber behavioral spaces based on thiedatau In some embodiments, the
cyber behavioral spaces are generated or updateshddytic workflows 118 run by
analytic workflow engine 114 applied to at lease @f CBS, input data, and data
from other system components, as described in ohetesl below.

The analytics workflow engine 114 manages the tymek combinations of analytics
that operate on the CBS, including the analytickilows for the tensors associated
with the CBS, and the analytic workflows for thevkr rank approximations of the
tensors associated with the CBS. In some embodgntre analytic workflow engine
114 analyzes cyber behavioral space data associdgtfeatyber behavioral spaces to
compute cyber behaviors, and updates at least otie @wyber data, the cyber actor
data, and the cyber scene data based on at leasf tine cyber behavioral space data,
computed cyber behaviors and an assignment ofdhmuated cyber behaviors to at
least one of the cyber data, the cyber actor datd, the cyber scene data, and

interactions between cyber actors with other cyhetors and with the cyber
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behavioral space. For example, if an actor whonatly does not connect with any
databases, logs into workstation that he has niegged into before and tries to
connect to several databases and fails, a firdyt@naorkflow that examines normal
behavior for that actor can assign a high scoredagon his use of a new machine
and for contacting services that he does not ndynsahtact, such as databases. A
second analytic workflow can assign a high scorsetbaupon the number of
unsuccessful logins, while a third analytic workfl@an assign a high score based
upon a particularly sensitive database that hengtiied to connect to even if the login
did not fail. Finally, a fourth analytic workflovhased upon an analysis of the scores
from the three analytic workflows, can assigntzelaf a “probable bad actor” to the
actor and might assign a label of “attempted unagbd access” to the points in the
dataset associated with the failed logins to thaldeses, and might assign a label of
“attempted lateral motion” to the scene consistmgart of the probably bad actor,
his associated workstations, the various databaseshe associated connections.

The simulation engine 115 provides the mechanigmitializing and updating the
simulated CBS, based upon simulations, based ugorntams as well as inputs from
the real world, and from virtual and real cyberoast

Observers and controllers 116 manage the oveed# sf the CBS in order to ensure

the objectives are achieved.

The cyber behavioral exchange 117 provides the amésim for securely sharing data

and mediating interactions with other CBS’s intétoaor external to an enterprise.

In some embodiments, the data for the cyber beralvgpace 110, 111, 112, 118
comes from the data 119, which includes the cylga d01, the sensor data 102, the
enrichment data 103, and the third party data T@4&.cyber behavior for the CBS is
defined by the analytic workflows 118 managed l®ydahalytic workflow engine 114.
The real and virtual cyber actors 105 provide tyigec actors required by the CBS,
and the scenes required by the CBS are generatételgimulation engine 115, the
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interaction engine 106, the analytic workflow ergyihl4, or a combination of the
engines 106 114 115.

In some embodiments, the cyber data 101, the selaar102, the enrichment data
102 or third party 103 can be distributed, eithéhiw a single location, or across two
or more geographically distributed locations. he tcase the data is distributed,
networks, including high performance networks, mrise service busses, or other
technology is used in some embodiments to trangpertdata. Similarly system

components, including, but not limited to, the atial workflow engine 114, the

simulation engine 115, the interaction engine 1416] the visualization engine 108

can be distributed.

CBS can be enriched with maps. Maps in this cdntan be viewed as a
visualization that is tied to an information spagghysical space, a network space, a
cyber space, a social space, and an organizaspaak, or some combination of these
different types of space containing data and infdrom. An organizational space
shows the relationships among a set of entitiesy eRample is an organizational
structure for a business or other organizatiorteriral organization spaces can refer
to “internal” on inside the organization itself, Weh “external” can refer to
relationships with other entities. For exampleCRS can be enriched with maps
about: the physical locations of the facilitiesasated with an organization; about
the network topology that describes how the difieraetwork entities and other
devices are connected together; about the orgamzhispace, describing individuals
and their reporting structure; and about the infton structure describing how data

is organized.

In some embodiments, a scene refers to a sequérmehaviors by real or virtual

cyber actors 105 that can be dependent on: i) ¢cgkesor, enrichment, third party, or
other data; ii) interactions of two or more of tteal or virtual cyber actors in the
scenes; or iii) one or more actions by third parfiee. actions by real or virtual actors
that are not in the scenes); or, iv) one or moterattions by third parties with the

real or virtual actors in the scene. Scenes carcdmebined to create training
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scenarios. In some embodiments, actors from theesarganization can be
geographically distributed and communicate via @voek. In other cases, both real
and virtual actors from different organizations, ieth can be geographically

distributed, can use the cyber behavioral exchddgeto communicate.

Scenes can bring in multiple defenders from diffeigeographic locations using the
cyber behavioral exchange 117 to participate insthmulation in order to understand
a common problem in a synchronized manner. Inte@stenes and scenarios can, in
some embodiments, involve changes made by acti@atsattive defenders are taking
and that the adversaries are taking. As an exampla scene a cyber actor can
engage in network reconnaissance from a compronmseghine that is quiet enough
to hide in the background noise of a network segnwenile multiple defenders from
multiple geographic locations acting individually ia teams try to locate the cyber
actor and the compromised machine from observedviais in the network segment.

CBS can be created in multiple ways, including, bat limited to, updating an
existing CBS to create an updated CBS 110 basech msov data, simulating
behaviors to create simulated CBS 111, and hawag or virtual actors engage in
interactive environments to create CBS with inteévacbehavior 112. Behaviors can
be defined in multiple ways, including the followin i) Machine learning and
artificial intelligence (Al) methods can be usedléarn behavior from historical or
simulated data; i) The CBS system, in some enmmbendts, has an application
programming interface (API) so that behaviors cangenerated using rules, code
involving behavioral primitives, or using more cde environments for generating
user specified behaviors; iii) Behaviors can barried by using natural language
processing to extract behaviors from text in doausiefrom text stored on internal
networks, from text extracted from the internetd érom text extracted from social
media systems; and iv) Behavior can be extracteprbgessing data produced when

actual individuals engage in specified or ad hdwabers.

Multiscale Data and Tensor Representations
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As the volume of data, as the number of dimensi@ssthe number of model
segments, and as the number of modalities of tkee glaws, some embodiments of
the present disclosure represent data 119 as ten8densor is a multi-index array of
numbers. The order of a tensor is the numbersofmibdes or dimensions. Tensors
can be thought of generalizations of vectors (tens order one) and matrices
(tensors of order two), and include both vectord aratrices as special cases. The
elements of tensors are numbers that can be deexé@cted, or calculated, and can
represent multimodal data. An example of a temdoorder three, is a numerical
array with five indices, where the elements represhe volume of traffic from
source IP to destination IP associated with a@adr protocol during a day. Assume
in this example, that observed protocols are group® 25 types, numbered 1, 2, ...,
25. Here the three dimensions are: source IPjnddisin IP, and protocol type.
Examples of multi-modal data attributes that carubed to create tensors, include,
but are not limited to: packet data, network t@fiomputer logs, signals intelligence,
visible, infrared, multi-spectral, hyperspectranthetic aperture radar, and moving

target indicator radar.

In some embodiments of the present disclosure,otensre processed using
workflows that are described by acyclic graphs, which nodes represent
computations, and directed edges represent data fimm one node (the source of
the edge) to another node (the target of the edgd¥pdes can have multiple tensor
inputs and outputs, and some inputs and outputsusarslices or projections of the
tensor inputs and outputs. Workflows that are dlesd by acyclic graphs are
examples of the analytic workflows managed by thalygic workflow engine 114.
In particular, analytic workflows like these canumed to process the data in the CBS
to extract behaviors of interest using machinenliegy, using statistical techniques,
using rules, or using any of the other methods rde=tt in this disclosure. Tensor-
based methods are also used to create the sim@&®8dL11 by the simulation engine
115.

For any of the variables in the data, analysisloawlone at different scales or levels

of granularity, using a number of different methodgultiscale modeling refers to a
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type of modeling in which multiple models at di#et scales are used simultaneously
to describe a system, with the different models\gisilata on different scales of
resolution. For example, with multiscale tempamahlysis, a jumping window 205,
as described in more detail with respect to Figiyrean be used to replace all the
measurements in the window with a single measurgnfen example, a mean,
trimmed mean, median, or some other statistic atufe computing from the data in
the window. As described herein, a window refers tcontiguous subset of a data
attribute or feature x, such as data in the intefxvax+w]. Windows can jump by
moving in a non-overlapping fashion, for examplenir[x, x+w], [X+w, x+2w], or
they can slide by an amount s, where s < w, fomgta from [x, x+w], [X+s, X+s+w],
[x+2s, x+2s+w]. By using different size windowschuas windows that grow in size
multiplicatively, CBS at different scales of resibm are generated. Multiscale
analysis is applicable both to the original and &atures derived from the original
data. Multiscale temporal analysis of the datd behaviors associated with CBS
can also be used to slow down or play in fastan tieal time behavior associated with
CBS.

Figure 2 is a diagram showing the computation oftisaale representations of the
data 119, according to some embodiments of theeptelsclosure. Figure 2a shows
multiscale modeling techniques using windows ofedént sizes, according to some
embodiments, and Figure 2b shows how multiscale elmayl can be used for
modeling data in the CBS 118 and for tensor reptasens 203 of CBS, according
to some embodiments. In this way, data 119 cansed to compute CBS 118 that
involve multiscale modeling, which in turn can lepmresented using tensors 203 that
involve multiscale modeling. The CBS data and aem€an be analyzed by analytic
workflow engine 114 to create behavioral models] #me behavioral models and

associated data can be made available for queries.

As shown in FIG. 2, a sequence of jumping windo®@5 @f increasing size, with each
window twice the size of its predecessor can bed use create a multiscale
representation of the data. Windows of increasirg or scale can be generated in

other ways, such as making each window 10x, 10000k larger than the previous
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one for example. Tensor representations of th& 286 and tensors representations
of the multiscale representations of the data 208be analyzed by the system in the
ways described below. Some advantages using teapogsentations as described
herein include enabling 1) multi-scale temporatuat reality (VR) and playback of
historical data, including playback that is fagtean real time; 2) multi-scale temporal
VR playback of simulated data, including the caligbior playback faster than real

time; 3) multi-scale temporal VR of integrated brgtal and simulated data.

As a simple example of a tensor and of multiscalalysis, a 5-way tensor with
dimensions source IP, destination IP, source pedfination port, and time t can be
constructed for time scales w of 1 ms, 10 ms, 180Insec, 10 sec, 100 sec, 1000 sec,
10,000 sec and 100,000 sec, where each elemem térisor indicates the number of
packets from the source IP and source port to éséircation IP and destination port
during the time period t to t + w. If visualizatis and interactions are refreshed once
per 100 ms (i.e. at 10x per second), then usingomsnassociated with windows at 1
sec or longer produces visualizations that aresfasian real time (in other words,
time is speeded up). For example, if windows &esdconds in size and scenes in
interactive CBS environments or interactions betwssal and/or virtual actors are
refreshed 10x per second, then each second ofaatiien between real or virtual
actors as measured by the wall clock correspondsd@ second of activity if the
activity were to play out at real time. That the virtual interactions in the
interactive CBS environments are faster than resd.t

Some embodiments of the system use methods toedtaadata in the CBS and its
tensor representations to a lower dimensional ®trec such as lower rank
approximations to the tensors representing the alatie processed data in the CBS.
One way of defining tensor rank is to decomposenadr of order k as a sum of outer
products of k vectors of the appropriate dimensiassin the example below. In this
case, the number of summands is the rank. Thegs lank approximations to the
original tensors can be computed in different waysluding, but not limited to, the
CANDECOMP/PARAFAC (CP) or the Tucker decompositmina tensor. In some
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embodiments of the system, behavioral models a@caged with features from these

lower rank approximations to the original tensors.

As a simple example, consider an order 3 tens@rxd x3 Where the first tensor
component is of dimension,nthe second tensor component is of dimensioramd
the third tensor component is of dimensi@n nThe tensor & x2, x3 can be written as

a sum:

Tat,x2,x3= 2 a0 b og,
where the sum is for i = 1 to r;,, & and ¢ are vectors of dimensiong n, andn
respectively, and the indicates the outer products of the vectors. Hesethe rank
of the lower dimensional tensor approximation. €@ts that the tensord x2, x3 has
n; np nzdegrees of freedom, while the lower dimensionak natensor approximation
has r (a +ny +n3) degrees of freedomyhich is much smaller tham n, nzfor small r
and large dimensions.This is because, for example, there ardayrees of freedom
for &, mp degrees of freedom for land i degrees of freedom fog,chence (p+n; +
nz) degrees of freedom for the outer product of the dy o ¢;.  Since there are r
such outer products in the sum on the right hadé sf the equation above, the
observation follows. This decomposition can be cotagp using several algorithms,
including the CANDECOMP/PARAFAC algorithm.

In some embodiments, machine learning methods @pked to the data from the
sensors by analytic workflow engine 114 to createc@ssed behavioral data 210,
which includes behavioral models, cluster and segnhbehavior, and entity risk
matrices. The created data can then by be queyieduser-specified parameter such
as behavior, risk, or ad hoc queries. In some emients, rules and machine
learning methods are applied to the entity riskrio@$ themselves so that the risk of
entities is based upon rules and analytics thdtides the outputs of the various rules,
models, and workflows that are put of the syst@ithese updated entity risk matrices,
which can be updated using batched, streamingt-éased updates, can then by be
queried by a user-specified parameter such as lwehask, or ad hoc queries.
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Figure 3 is a diagram showing lower rank approxiomat to tensors in the creation of
CBS, according to some embodiments of the presastliodure. In some

embodiments of the present disclosure, lower rapkaximations are computed from
the tensors 203 associated with the CBS 118 bygubie analytic workflow engine

114 to apply analytic workflow to compute lower kaensors approximations 303 to
the tensors 203. These lower rank tensors appetans 303 are in turn used to
define new transformed CBS 304. In this way, dit8 is used to create CBS 304
with statistical properties that can be more ustdulcertain applications since some
higher dimensional “noise” can be removed usingseéhdower rank tensor

approximations 303. The cyber behavioral queryren@17 can query the CBS 304,
and the interaction engine 106 can support inte@&nvironments based upon the
CBS 304. Also, the cyber behavioral exchange Eiv share information from the

CBS 304 with CBS associated with other organization

In some embodiments, the analytic workflow engidd tomputes multiple analytic
models using tensor based methods about each emiiior actor and uses these
multiple analytic models to create risk scoresdach entity and/or actor. In some
embodiments, these risk scores are updated as atavisdorocessed that is relevant to
the entity or actor. An actor can refer to an imdlisal or collection of individuals or
organization or collection of organizations. Foxample, actors can include
individuals or groups of individuals, either knownunknown, attacking or defending
a system. Entities can refer to any element thassociated with data, including
network devices, workstations, servers, mobilesicgsy and sensors. In general
entities can also include individuals, groups arghpizations that are associated with
data. Depending upon the context, physical entiiesociated with data can be
distinguished from individual and organizationscasated with data (actors).

Interactive CBS Environments

Figure 4 is a system diagram showing an interacgogine 106 managing an
interactive CBS environment 401, according to se@méodiments of the present

disclosure. The interaction engine 106 createsdotive CBS, enabling two or more
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actual or virtual cyber actors 105 to asynchronpugldate one or more of the CBS
managed by the interactive CBS environment 401 wsthecific actions or

interactions, or with sequences of actions or adtons defined by supported cyber
behaviors. Multiple real or virtual cyber actorgyage in cyber interactions in virtual
environments by using the interaction engine 106update the interactive CBS

environments 401, and in this way, create virteality environments.

The interaction engine 106 uses stores of histodgher data 101 to provide a
foundation for the creation of the interactive C&%/ironment 401. Sensor data 102
provides information about physical environment.ri@iiment data 103 provides
additional context. The interaction engine 106 @&an environment consisting of a

set of CBS that integrates these information saurce

The interactive CBS environment 401 provides aithsted system for visualization,
analysis, collaborate, planning, training, exesisend wargames. Numerous actors
105 can compete or collaborate in the interactiBs @nvironment 401. Actors 105
can be organized into teams or other groups. Act06 can represent their own or
other organizations. Actors 105 can have a widgeaf goals that can compete with

other actors 105.

Simulated entities 403 can represent a synthetsiore of an actor 105, but can also
represent a wide range of other entities withinithieractive CBS environment 401.
Some simulated entities 403 can represent advessafther simulated entities 403
can supplement and support actors 105 by simulaithgys 105 to provide additional
functions. Simulated entities 403 can be used toease the scale of the activities
within the interactive CBS environment 401. Sintedhentities 403 can represent
equipment in the interactive CBS environment 404t thperates autonomously or

responds to the actors 105 or other simulatediend03.

Observer — controllers 402 monitor the interactiansng the actors 105, simulated
entities 403, and the interactive CBS environméit. 4 Observer — controllers 402

can assist in the analysis of a set of interactianhin the interactive CBS
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environment 401. Observer — controllers 402 céervene in the interactions among
the actors 105, simulated entities 403 within titeractive CBS environment 401 in

order to ensure the goals of the analysis, traiekeggcise or scenario are met.

The interaction engine 106 produces a set of i=egl@. In some embodiments, the
interaction engine 106 can generate interim ressltwell as final results. The results
can consist of visualizations, graphs, and repmmtthe activities of the actor 105 and
simulated entities 403 as well as the overall tesaflthe analysis, training exercise or

scenario.

In some embodiments, the interaction engine 106wall multiple defenders,
represented as actors 105 or simulated entities fAf)8 different geographical
locations to participate in the simulation to urel@and a common problem set in a
synchronized manner. This capability is suppotigdhe ability of the CBS 401 to
integrate geographic maps into the CBS 401. Simpjlanultiple defenders from
different companies and different sectors can beudint into a virtual reality
environment to understand a common problem setggnahronized manner. This
capability is supported by the ability of the CB&L40 integrate organizational maps
into the CBS 401.

Figure 5 is a system diagram showing a simulatiogiree 115 managing a suite of
CBS, according to some embodiments of the presisctodure. The simulation
engine 115 creates simulated cyber behavior, usimg or more of the methods
described above. In particular, in some embodimayber data 101, sensor data 102
and enrichment data 103 are used to create aali@BS 501 and to provide the
statistical information required by the simulati@mgine 115. This simulation
capability allows the network defender to bring thetwork to life, and simulate
various processes, events and actions to detepoieatial outcomes. The context of
simulation allows network defenders to understahd tmpact of a number of
different tools to determine what are the bestariand actions to actively defend a
network.
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The suite of CBS 502 generated by the simulatioginen115 are compared and
contrasted to each other in order to optimize nekvdefense actions. In particular,
behavioral models generated by the analytic wovkfengine 114 can be used to
create specified cyber behaviors of interest ttiqadar actors 503 in particular scenes
and scenarios, and to update the simulation. Timellation engine 115 can also be

used to dynamically test network configurationéind weaknesses.

The simulation engine 115 can also be used tatestertify network defenders, and
to train multiple companies within a sector usingidation programs and the
monitoring and reports 504.

Finally, the simulation engine 115 can be usedxfuage dynamically in faster than
real time the relative importance of ongoing eventgrioritize actions for network
defenders. In particular, smaller scale or “micsghulations can be used to support

simple network defense actions for various levélsamned defenders.

In some embodiments, the system uses a set of mimrykeys to verify that the

participants in the simulation are cleared to pgréte in the simulation. In this way,
there is a verifiable and secure way to bring te&wgether, even distributed teams
from within an industry sector or from multiple ungtry sectors, using the cyber

behavioral exchange 117, for example as shownguargil.

Updates 505 provides a mechanism for changes iryther data, sensor data, and
enrichment data that occur during the time peribthe simulation but do not affect

the simulation to be incorporated into the CBSr &mample, changes in terrain data
might not change the simulation, but should appeahe CBS. Changes in cyber
data, sensor data, and enrichment data that dgehhe simulation are incorporated

as part of the simulation system operation.

Interactive Guidance 506 provides a mechanismtey gie CBS outside the normal

course of the simulation operation. This mechanisan be used for
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users/administrators to guide the course of theaulsition to prune uninteresting or

non-productive areas.

Condition-based constraints 507 provide a mecharfamminimizing inaccurate
results by preventing the simulation from exceedimgts. Simulations usually have
conditions beyond which they become inaccuratenwalid. For example, flight

simulations can be invalid above certain airspealtisides or for unusual attitudes.

CyberBehavorial Exchanges

Information from two or more systems can be sharaatyber behavioral exchanges.
Figure 6 is a system diagram showing the operadiomultiple cyber behavioral

exchanges (CBX) to share information securely witbr between enterprises 620
630 in a controlled fashion, according to some afithents of the present disclosure.

In some embodiments, CBS’s containing shareablernmdtion 601 are identified.
Some CBS 602 within an enterprise are not shardble,to the information sharing
policies of the participating organizations.

A modified CBS 603, created, for example, by prbget masking of data,
transformation of data, using a fixed number oh@pal components, reduction to a
lower rank approximation, using privacy preservingachine learning, or
homomorphic encryption, or similar method, can beated that contains a subset,
transformed set, or encrypted set of informatiobeécshared in the correct format for
machine or human consumption. In some embodimsegstem component projects,

masks, or otherwise transforms 612 the data tadepemodified CBS 603.

In some embodiments, if any private or sensitiveifess information remains, then
privacy preserving transformations, such as addoige to the data, or encrypting the
data using homomorphic encryption is used in 604rémsform the data into a
sharable CBS 605.
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Any additional constraints on information sharin@66that are required by the
information security and other policies of the apating organizations are applied.

In some embodiments, the resulting shareable CBSi$8ent to the CBX 607 for
secure transmission to other CBX-enabled entepr&30, including, possibly, to
trusted third parties. In some embodiments, if @#&X-enabled enterprise 630 is
trusted by each of the enterprises that submit @aiia information does not have to
be shared with other organizations directly, byyantirectly when the trusted third
party returns the results after privacy presergragsformations and aggregations are
applied to the submitted data.

In some embodiments, the shareable CBS 605 is geciyto create a secure CBS
608 that is transmitted securely to other CBX-eedbénterprises for machine or

human consumption.

The shareable CBS 605 or the encrypted CBS 60&c&ived by one or more CBX-
enabled enterprises 630 via a CBX 609 associatddtiaat enterprise.

The cooperating enterprises update the relevant (©B&eate updated CBS 610.
Determining which CBS are relevant for updatestmaxone in multiple ways, which

include, but not limited to: using unique keys #ottities, actors, behaviors, data to
determine which should be updated; using tagsbates, features, and behaviors to
determine which should be updated; or, using ratesiachine learning methods to
select which CBS should be updated.

In some embodiments, some CBS 611 are not updassed on the security and

information sharing policies, rules, or regulatiafishe relevant enterprises.
In some embodiments, the CBS exchanged accorditigetprocess described in FIG.

6 can be as simple as a single formatted datadewoa collection of formatted data

records or as complex as a collection of cyber,dather actors and cyber scenes

34



representing particular trade craft for gainingesscto a protected environment,

escalating privileges, moving laterally, and attagkhe system.

Virtual Training and Defense

In some embodiments, simulations and a virtualtsegystem are used to enhance the
operational capabilities or training of cyber defers by sharing behavioral related
information with each other, both observed behalioelated information, and
behavioral related information generated when plgtreal or virtual cyber actors
engage in scenes, simulations and virtual reahityjrenments. Sharing observed or
simulated cyber behaviors in this way between pbrational elements, within or
among geographically dispersed enterprises, enapldmmediate “army” of cyber
defenders versus a single element of defendersis "Himy” of both real and
simulated virtual cyber actors or avatars, enatiiescyber defenders to engage and
collaborate in scenes, simulations and virtualiteanvironments. This real-time
collaboration is enabled by simulating multiple s®s of action (COAs), defensive
strategies, impacts of actions and incorporating itiformation into a shared virtual
environment for enhanced visualizations supporéingore comprehensive and rapid

operational understanding and decision process.

In some embodiments, the exchange of behaviorateglinformation can be from
real and virtual actors or avatars from two or mamganizations. In some
embodiments, the simulations and virtual realityiemments can also be from two
or more organizations. In this way, cyber defeadesm two or more organizations

can engage and collaborate in scenes, simulatiahgigual reality environments.

In some embodiments, the simulation engine 115 seduto generate multiple
simulated CBS 111 that are used in the interac@iB& environment 401 to provide
courses of action (COA) for network defenders (ia tase that some of the actors
105 are network defenders). The data to createntbeactive CBS environments can
include, but is not limited to, cyber data 101, s®ndata 102, and various types of
enrichment data 103. Actors 105 and observersiites 402 can use the
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interaction engine 401 to create training scenarievelop COA, replay scenarios
and take different actions to try to improve outesm These scenarios in the

interactive environment can include simulated exgit03.

In some embodiments of the present disclosuresithalation engine 115 is used to
generate multiple simulated CBS involving simulat@tual cyber actors engaging in
behavior, such as, but not limited to, initial renaissance, scanning, initial
compromise, establishing a foothold, beaconing, mamd and control, credential
capture, escalating privileges, internal reconmaiss, lateral motion, network
mapping, data exfiltration, maintaining persistenand related behaviors; and the
interaction engine 106 is used so that networkrdife actors can take actions in the
interactive CBS environment, including but not led to, blocking a device from
communicating, blocking ports to stop an exfiloati removing users or removing
privileges of users, and killing processes. Faweil; real, or combinations of the two,
the CBS can be used to enact what-if hypotheticagnarios within a virtual
environment or augmenting an actual environmenmil&ly, network defenders can
practice network defense against virtual or reddecyactors in an interactive CBS

environment.

In some embodiments, the simulation engine 115 seduto generate multiple
simulated CBS involving simulated virtual cyber@astengaging in behavior, such as,
but not limited to, initial reconnaissance, scagninitial compromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, networkppireg, data exfiltration,
maintaining persistence, and related behaviors;tla@anteraction engine 106 is used
so that network defender actors can take actiotisennteractive CBS environment,
including but not limited to, blocking or re-dir@aj a device from communicating,
blocking ports to stop an exfiltration, removing m@-directing users or removing
privileges of users, and killing processes. Is thay, network defenders can practice
cyber mitigation techniques in a virtual environmeWhen there is actual cyber
activity of a malicious nature in the CBS, netwaldfenders can quickly understand

the potential effects of their mitigation actiori®efore these actions are actually
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performed. Network defenders can practice netvdmlense against virtual cyber
actors in an interactive CBS environment while atual cyber attack is underway in
order to reduce the risk and increase the likelihthat the defense and other actions
performed are likely to achieve the desired outcone some embodiments, these
simulations can be played in faster than real &m&bling network defenders to more
quickly work scenarios and actions that lead tdebedutcomes more quickly and
efficiently. For virtual, real, or combinations thfe two, the CBS can be used to enact
what-if hypothetical scenarios within a virtual @ewwment or augmenting an actual
environment. Similarly, network defenders can pcacnetwork defense against
virtual or real cyber actors in an interactive C&8&ironment.

In some embodiments, actors can zoom in or zoonusing the multiscale structure
and maps that are part of the CBS; focus their vaencertain classes of entities,
systems, flows or processes; or, annotate theaictiee CBS environment with notes,
images, and dashboards. In this way, actors cam deetter understanding of the

environment.

In some embodiments, actual cyber actors can concatenwith each other within

the interactive CBS environment in order to cooattrbetter their defense actions.

In some embodiments, the simulation engine 115 ssduto generate multiple
simulated CBS involving simulated virtual cyber@astengaging in behavior, such as,
but not limited to, initial reconnaissance, scagninitial compromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, networkppiray, data exfiltration,
maintaining persistence, and related behaviorsinguhese multiple simulations of
CBS, risk computations of entities in a CBS cancbenputed in several different
ways, including, but not limited to, using Monterfdamethods or Bayesian methods.
In this way, a risk score can be assigned to dlties in a CBS. Similarly, these

methods can also be used to compute a diversitg.sco
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In some embodiments, the analytic workflow engidd is used to compute lower
dimensional tensor approximations of the data irt5CBThe simulation engine 115 is
then used with these lower dimensional tensor agmaions to generate multiple
simulated CBS involving simulated virtual cyberastengaging in behavior, such as,
but not limited to, initial reconnaissance, scagninitial compromise, establishing a
foothold, beaconing, command and control, credensipture, escalating privileges,
internal reconnaissance, lateral motion, network ppireg, data exfiltration,
maintaining persistence, and related behaviorsingJuthese multiple simulations of
CBS, risk computations of entities in a CBS cancbenputed in several different
ways, including, but not limited to, using Monterfdamethods or Bayesian methods,
In this way, a risk score can be assigned to dlties in a CBS. Similarly, these

methods can also be used to compute a diversitg.sco

The diversity score is a quantification of the éggand amount of variety within an
organization or across organizations. Variety banincreased by having different
vendors for equipment, such as routers, firewaltsl computers. Variety can also be
increased through different network configuraticensd topologies. Diversity is
important for assessing the vulnerability of anasrgation or multiple organizations
to attacks. For example, if an organization hdeva diversity score, one type of
attack could disrupt a large fraction of the orgation. In contrast, an organization
with a high diversity score would only have a smathount of the organization
disrupted by the same attack. Similarly, acrosHipi@ organizations, high diversity
scores would mean that not all organizations wdanddmpacted to the same degree

by the same type of attack.

Diversity scores can be stored as tensors. Tegaorsiniquely capture a multiplicity
of contributing aspects to the diversity score.e Tiversity score can be calculated by
applying operators to previously computed tensareadlections of tensors. The
simulation engine 115 can be used to derive andoexpmultiple configurations
within or across organizations. The results ofdimeulations can be stored in tensors

or collections of tensors that are then used toprdena diversity score.

38



Risk scores, similar to diversity scores, are antjtieation of the degree and amount
of risk of an attack within an organization or a&sarganizations. As previously

discussed, the diversity score is a significantrdoutor to the risk score. Risk scores
can also be stored as tensors. The risk scoreecaaltulated by applying operators to
previously computed tensors or collections of teasdSimulations can also be used
to derive and explore risk within or across orgatans. The results of the

simulations can be stored in tensors or collectiohsensors that are then used to

compute a risk score.

In some embodiments, diversity scores and riskescare updated as updated cyber
data, sensor data, enrichment data, and/or thirny piata is provided to the CBS
manager 102, which creates new updated simulate®, @Rich are in turn used to

compute updated risk scores for all the entitieghéenCBS.

The resultant diversity and risk tensors can alsasécurely shared across multiple
geographically dispersed locations using CBX 117 ifdormation sharing and to

update the shared CBS environments 401.

In some embodiments, first a collection of CBS areated, each with a different
calculated level of diversity of the entities inettCBS and their characteristics,
including, but not limited to, their operating systs, their configurations, their
software libraries and software utilities, theirfta@re applications, and their
interfaces. For each such CBS, the simulationrengil5 is used to generate multiple
simulated CBS involving simulated virtual cyberastengaging in behavior, such as,
but not limited to, initial reconnaissance, scagninitial compromise, establishing a
foothold, beaconing, command and control, credensipture, escalating privileges,
internal reconnaissance, lateral motion, network ppireg, data exfiltration,
maintaining persistence, and related behaviorsingJthese multiple simulations of
CBS, risk computations of entities for a given leakdiversity are computed using,
for example, Monte Carlo methods or Bayesian methadd this way, the relationship
between diversity and risk scores of entities @RS can be understood by network

defenders and used to reduce the risk scoresitiesnih a CBS.
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In some embodiments, the analytic workflow engidd is used to compute lower
rank tensor approximations of the data in CBS. tNaxcollection of CBS in these
lower rank tensor approximations are created, gaitha different calculated level of
diversity of the entities in the CBS and their @weristics, including, but not limited
to, their operating systems, their configuraticth&ir software libraries and software
utilities, their software applications, and themterfaces. For each such CBS, the
simulation engine is used to generate multiple fated CBS involving simulated
virtual cyber actors engaging in behavior, such last not limited to, initial
reconnaissance, scanning, initial compromise, bskahg a foothold, beaconing,
command and control, credential capture, escalatipgvileges, internal
reconnaissance, lateral motion, network mappinga dafiltration, maintaining
persistence, and related behaviors. Using thedéptausimulations of CBS, risk
computations of entities for a given level of dsigy are computed using, for
example, Monte Carlo methods or Bayesian methddsthis way, the relationship
between diversity and risk scores of entities @RS can be understood by network

defenders and used to reduce the risk scoresitiesnih a CBS.

OT Environments

In some embodiments, the sensor and cyber data coae from data in an
operational technology (OT) environment. An OT iemvment refers to hardware
sensors and software designed to monitor and dgstigsical machines and physical

processes, such as in, but not limited to, an imdlignvironment.

FIG. 7 is a system diagram showing a cybersecuyistem interacting with an
operational technology environment, according tmes@mbodiments of the present

disclosure.

The physical machines 701 are monitored by OT sen&i? and the data is passed to
an OT network 703. OT sensors 702 also monitosiehY actors 704 that interact

and adjust the physical machines 701. OT senditcdllect data about the status,
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operations, interactions, internal conditions, mdé conditions, internal state,
performance, and related data about machines avidede OT sensors 702 also
collect data about physical environments, includemyironmental conditions and
changes, presence of humans, and related datase@brs are attached to machines
and devices with wires, connected to machines andces via the OT network,
connected to the machines and devices via the tWanlk, or distributed through the
physical environment. The OT data is encapsulatiedstandard network packets in
an OT/IT network interface 705, where it is avdialior processing by an IT
environment 707 associated with the OT environmeob. The various IT
components in the IT environment 707, including @&/IT interface 705 can be
monitored or can produce log files creating cylstad’07, which are in turn available
to the cybersecurity security system as one exaropleyber data 101 in some
embodiments. In some embodiments, the sensor7@&aencapsulated in network
packets or log files, is available as one of thguta 103 to the cybersecurity system.
The sensor data 103 and the cyber data 101 ispitumessed by the CBS manager

113 as described above.

The subject matter described herein can be implexden digital electronic circuitry,
or in computer software, firmware, or hardware,luding the structural means
disclosed in this specification and structural gglénts thereof, or in combinations of
them. The subject matter described herein can h@emented as one or more
computer program products, such as one or more g@mgprograms tangibly
embodied in an information carrier (e.g., in a miaelreadable storage device), or
embodied in a propagated signal, for executiorobyo control the operation of, data
processing apparatus (e.g., a programmable prageascomputer, or multiple
computers). A computer program (also known as arpma, software, software
application, or code) can be written in any formpadgramming language, including
compiled or interpreted languages, and it can Ipdogled in any form, including as a
stand-alone program or as a module, componentostibe, or other unit suitable for
use in a computing environment. A computer progrdoes not necessarily
correspond to a file. A program can be stored podion of a file that holds other

programs or data, in a single file dedicated topgfmgram in question, or in multiple
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coordinated files (e.g., files that store one orenoodules, sub programs, or portions
of code). A computer program can be deployed texseuted on one computer or on
multiple computers at one site or distributed aenosiltiple sites and interconnected

by a communication network.

The processes and logic flows described in thigiBpation, including the method
steps of the subject matter described herein, @arpdsformed by one or more
programmable processors executing one or more demguograms to perform
functions of the subject matter described hereinopgrating on input data and
generating output. The processes and logic flows alao be performed by, and
apparatus of the subject matter described heremnbeaimplemented as, special
purpose logic circuitry, e.g., an FPGA (field pragmrmable gate array) or an ASIC
(application specific integrated circuit).

Processors suitable for the execution of a compptegram include, by way of
example, both general and special purpose micrepsars, and any one or more
processor of any kind of digital computer. Gengrakh processor will receive
instructions and data from a read only memory carelom access memory or both.
The essential elements of a computer are a pracéssexecuting instructions and
one or more memory devices for storing instructiand data. Generally, a computer
will also include, or be operatively coupled toere data from or transfer data to, or
both, one or more mass storage devices for statatg, e.g., magnetic, magneto
optical disks, or optical disks. Information carsiesuitable for embodying computer
program instructions and data include all formsafvolatile memory, including by
way of example semiconductor memory devices, (EBROM, EEPROM, and flash
memory devices); magnetic disks, (e.g., internaid hdisks or removable disks);
magneto optical disks; and optical disks (e.g.,&d DVD disks). The processor and
the memory can be supplemented by, or incorporaigdspecial purpose logic

circuitry.

To provide for interaction with a user, the subjewtter described herein can be

implemented on a computer, wearable device, headsligplay, goggles, retinal
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devices having a display device or mechanism, a.@RT (cathode ray tube), laser
projection device, LCD (liquid crystal display),ED (Light-Emitting Diode) or
OLED (Organic Light-Emitting Diode) monitor, forigblaying information to the
user and a keyboard and a pointing device, (emguse or a trackball), by which the
user can provide input to the computer or devidbhe©kinds of devices can be used
to provide for interaction with a user as well. lexample, feedback provided to the
user can be any form of sensory feedback, (e.guavifeedback, auditory feedback,
or tactile feedback), and input from the user carrdreived in any form, including

acoustic, speech, or tactile input.

The subject matter described herein can be impleadan a computing system that
includes a back end component (e.g., a data seevarjddleware component (e.g., an
application server), or a front end component (@glient computer mobile device,
wearable device, having a graphical user intertaca web browser through which a
user can interact with an implementation of thejextbmatter described herein), or
any combination of such back end, middleware, awditfend components. The
components of the system can be interconnectechpyfaam or medium of digital
data communication, e.g., a communication netwékamples of communication
networks include a local area network (“LAN”") andvade area network (“WAN?),

e.g., the Internet.

It is to be understood that the disclosed subjeaitenis not limited in its application
to the details of construction and to the arrangegmef the components set forth in
the following description or illustrated in the driags. The disclosed subject matter
is capable of other embodiments and of being medtand carried out in various
ways. Also, it is to be understood that the phriggoand terminology employed

herein are for the purpose of description and shoat be regarded as limiting.

As such, those skilled in the art will apprecidtattthe conception, upon which this
disclosure is based, may readily be utilized asasisbfor the designing of other
structures, methods, and systems for carryinghmuséveral purposes of the disclosed

subject matter. It is important, therefore, that thaims be regarded as including such
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equivalent constructions insofar as they do noaddpom the spirit and scope of the
disclosed subject matter.

Although the disclosed subject matter has beenritbest and illustrated in the
foregoing exemplary embodiments, it is understduat the present disclosure has
been made only by way of example, and that numecbasiges in the details of
implementation of the disclosed subject matter t@ynade without departing from
the spirit and scope of the disclosed subject mattkich is limited only by the

claims which follow.

Throughout this specification and the claims wHalow, unless the context requires
otherwise, the word *“comprise”, and variations suels “comprises” and

“comprising”, will be understood to imply the insion of a stated integer or step or
group of integers or steps but not the exclusioanyf other integer or step or group of

integers or steps.

The reference in this specification to any prioblpation (or information derived
from it), or to any matter which is known, is naind should not be taken as an
acknowledgment or admission or any form of suggasthat that prior publication
(or information derived from it) or known mattemies part of the common general

knowledge in the field of endeavour to which tipedfication relates.
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Claims Defining the Invention

1. A cybersecurity system for managing cyber bedrasssociated with cyber
actors such that the cyber behavior can be compatetl predicted and cyber
interactions between the cyber actors can be dethte system comprising:
a cyber behavioral space management module;
an interaction engine;
an analytic workflow engine; and
a visualization engine,
the cyber behavioral space management module,nmmemication with the
interaction engine, the analytic workflow enginedahe visualization engine, and
configured to:
receive at least one of:
input data, the input data including at least oheput cyber
data, sensor data, enrichment data, and third datgy
data from the interaction engine, and
data from the analytic workflow engine;
generate a plurality of cyber behavioral spacesdas the at least one
of the input data, the data from the interactiogies, and the data from the
analytic workflow engine, each of the plurality oyber behavioral spaces
comprising cyber behavioral space data, the cylsdralioral space data
including:
cyber data, the cyber data including at least dnthe@ input
cyber data and transformed input cyber data,
cyber actor data associated with a plurality oferydictors, and
cyber scene data associated with a plurality oécgloenes,
the cyber behavioral space data being defined bpgluaality of
dimensions, a plurality of modes, and a pluralitgcales;
the interaction engine configured to:
receive first cyber actor data associated withr&t iyber actor of the
plurality of cyber actors, the first cyber actocluding at least one of a real

cyber actor and a simulated actor,
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process the received first cyber actor data tdifaia at least one of:
a first interaction between the first cyber actathvat least one
of:
the cyber behavioral space,
the cyber scene, and
a cyber map, the cyber map associated with at tesest
of the plurality of cyber behavioral spaces, and
a second interaction between the first cyber astthr a second
cyber actor of the plurality of cyber actors, and
transmit data associated with at least one ofitkeifiteraction and the
second interaction;
the analytic workflow engine configured to:
analyze the cyber behavioral space data assoomdtbdeach of the
plurality of cyber behavioral spaces to computeecyiehaviors, and
update at least one of the cyber data, the cylter data, and the cyber
scene data based on at least one of:
the cyber behavioral space data,
the computed cyber behaviors and an assignmenthef t
computed cyber behaviors to at least one of thercghta, the cyber
actor data, and the cyber scene data,
the first interaction, and
the second interaction, and
transmit data associated with the updated at teesof the cyber data,
the cyber actor data, and the cyber scene data,;
the visualization engine configured to:
compute visualizations of at least one of:
the data associated with at least one of theifitetaction and
the second interaction from the interaction engame]
at least one of the cyber behavioral spaces, tbelly of
cyber actors, the plurality of cyber scenes, thegbity of cyber maps,
and the computed cyber behaviors, and

transmit the visualizations for display.
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2. The cybersecurity system of claim 1, furthenpaising:

a query engine, in communication with the cyber dwsdral space
management module, the query engine configurededeive, from the first cyber
actor, a query about at least one of the pluralitgyber behavioral spaces, the query
associated with at least one of:

risk associated with a first cyber entity of a plity of cyber entities;

a group of cyber entities of the plurality of cylestities with a similar
profile as the first cyber entity;

internal or external organizational constructs; and

behavior associated at least one of the first cymdity, each cyber
entity in the group of cyber entities, the firstbey actor, the second cyber
actor and a third cyber actor; and

wherein the analytic workflow engine is further igared to compute and
continuously update risks associated with each rcghéty of the plurality of cyber

entities and each cyber actor of the pluralityydfer actors.

3. The cybersecurity system of claim 1, further pasing a simulation engine,
in communication with the cyber behavioral spacenaggment module, configured
to generate the plurality of cyber scenes, eactihef plurality of cyber scenes
including a subset of the cyber data and the cyiegrs associated with the plurality

of cyber behavioral spaces.

4, The cybersecurity system of claim 3, wherem shmulation engine is further
configured to generate simulations, the simulatmm#igured to:

operate on at least one of real world data andlated data; and

provide a course of action for at least one of apens, analysis, insight,

planning, training, a remediation action, and agatton action.

5. The cybersecurity system of claim 1, wheremdhalytic workflow engine is

further configured to:
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create a transformed cyber behavioral space, wherereate the transformed
cyber behavioral space, the analytic workflow eegmfurther configured to:
transform the cyber behavioral space data intootedata and lower
rank tensor approximations; and
use machine learning to define cyber behaviors tAedplurality of
cyber behavioral spaces associated with the tremsfb cyber behavioral

space.

6. The cybersecurity system of claim 5, whereinghalytic workflow engine is
further configured to:
apply at least one of rules and machine learninghéo transformed cyber

behavioral space to define cyber behaviors thakase or decrease risk associated
with at least one of:

a real cyber actor or a simulated actor;

a cyber entity;

a machine;

an organization; and

a process.

7. The cybersecurity system of claim 6, whereia ttybersecurity system is
associated with a first organization, further wiretbe cyber behaviors that increase
or decrease risk are observable by cyber actocxiassd with the first organization
and unobservable by cyber actors associated witke@nd organization, the
cybersecurity system further comprising:

a cyber behavioral exchange engine, the cyber bhaiahexchange engine in
communication with the cyber behavioral space mamemnt module, the cyber
behavioral exchange engine configured to:

transmit the cyber behaviors that increase or @sereisk to a cyber
behavioral exchange engine associated with thenslecmganization using at

least one of a privacy preserving distributed maehearning algorithm and a

privacy preserving communications protocol such the cyber behaviors that

increase or decrease risk can be used to analyize idathe second
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organization, and the cyber behavioral space dssacated with the first
organization is unobservable by cyber actors aasmtiwith the second

organization.

8. The cybersecurity system of claim 5, whereia finst cyber actor data is
further processed to:
determine at least one of:
a first cyber behavior of the cyber behaviors aiséed with the
transformed cyber behavioral space, and
a first cyber scene of the plurality of cyber s@eassociated with the
transformed cyber behavioral space; and
improve operational capabilities, readiness, arainitig associated with

responding to the first cyber behavior and the Giyer scene.

9. The cybersecurity system of claim 1, wheremdhalytic workflow engine is
further configured to process at least one of padi¢a, network traffic, computer
logs, signals intelligence, visible, infrared, nmgipectral, hyperspectral, synthetic
aperture radar, moving target indicator radar, nex intelligence data, and

intelligence reports.

10. The cybersecurity system of claim 1, wheranoheof the plurality of cyber
behavioral spaces include at least one of a rewd-tcyber behavioral space, a

historical cyber behavioral space, and a simulayber behavioral space.

11. The cybersecurity system of claim 1, wherém ¢yber behavior includes at
least one of initial reconnaissance, scanning,jainkompromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, networkppireg, data exfiltration,

maintaining persistence, and related behaviors.

12. The cybersecurity system of claim 1, wherein:
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the plurality of dimensions include a combinatmnsource and destination
addresses, time of arrival, volume, packet sizd,aaprotocol type;

the plurality of modes include a combination otlpet data, network traffic,
computer logs, signals intelligence, visible, iné@, multi-spectral, hyperspectral,
synthetic aperture radar, moving target indicatolar, technical intelligence data, and
intelligence reports; and

the plurality of scales include a combination eporal multi-scale data and

geo-spatial data.

13. A cybersecurity system for managing cyber bemaassociated with cyber
actors such that the cyber behavior can be compatetl predicted and cyber
interactions between the cyber actors can be dgtite system comprising:
a cyber behavioral space management module;
an interaction engine;
an analytic workflow engine; and
a visualization engine;
the cyber behavioral space management module,nmmemication with the
interaction engine, the analytic workflow enginedahe visualization engine, and
configured to:
receive sensor data, the sensor data includingaat bne of physical
actor sensor data about a physical actor and plysystem sensor data about
a physical system, and at least one of:
input data, the input data including at least oheput cyber
data, enrichment data, and third party data,
data from the interaction engine, and
data from the analytic workflow engine;
generate a plurality of cyber behavioral spacesdas the sensor data
and at least one of the input data, the data ft@rirteraction engine, and the
data from the analytic workflow engine, each of thlarality of cyber
behavioral spaces comprising cyber behavioral spdata, the cyber

behavioral space data including:
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cyber data, the cyber data including at least dnthe input
cyber data and transformed input cyber data,
cyber actor data associated with a plurality oferydictors, and
cyber scene data associated with a plurality oécgoenes,
the cyber behavioral space data being defined bgluaality of
dimensions, a plurality of modes, and a pluralitgcales;
the interaction engine configured to:
receive first cyber actor data associated withrst fiyber actor of the
plurality of cyber actors, the first cyber actocluding at least one of a real
cyber actor and a simulated actor,
process the received first cyber actor data tdifais at least one of:
a first interaction between the first cyber actathvat least one
of:
the cyber behavioral space,
the cyber scene, and
a cyber map, the cyber map associated with at teeest
of the plurality of cyber behavioral spaces, and
a second interaction between the first cyber astthr a second
cyber actor of the plurality of cyber actors, and
transmit data associated with at least one ofitkeifteraction and the
second interaction,
the analytic workflow engine configured to:
analyze the cyber behavioral space data assoomdtbdeach of the
plurality of cyber behavioral spaces to computeecyiehaviors, and
update at least one of the cyber data, the cylter data, and the cyber
scene data based on at least one of:
the cyber behavioral space data,
the computed cyber behaviors and an assignmenthef t
computed cyber behaviors to at least one of thercghta, the cyber
actor data, and the cyber scene data,
the first interaction,

the second interaction, and
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a computation of physical behaviors about at least of the
physical system and the physical actor, and
transmit data associated with the updated at teesof the cyber data,
the cyber actor data, and the cyber scene data;
the visualization engine configured to:
compute visualizations of at least one of:
the data associated with at least one of theifitetaction and
the second interaction from the interaction engame]
at least one of the cyber behavioral spaces, tbelfly of
cyber actors, the plurality of cyber scenes, thegbity of cyber maps,
and the computed cyber behaviors, and

transmit the visualizations for display.

14. The cybersecurity system of claim 13, furt@mnprising:

a query engine, in communication with the cyber dwsdral space
management module, the query engine configurecedeive, from the first cyber
actor, a query about at least one of the pluralitgyber behavioral spaces, the query
associated with at least one of:

risk associated with a first cyber entity of a plity of cyber entities;

a group of cyber entities of the plurality of cylestities with a similar
profile as the first cyber entity;

internal or external organizational constructs; and

behavior associated at least one of the first cymdity, each cyber
entity in the group of cyber entities, the firstbey actor, the second cyber
actor and a third cyber actor; and

wherein the analytic workflow engine is further igared to compute and
continuously update risks associated with each rcghéty of the plurality of cyber

entities and each cyber actor of the pluralityydjer actors.

15.  The cybersecurity system of claim 13 furthempasing a simulation engine,
in communication with the cyber behavioral spacenaggment module, the

simulation engine configured to generate the pityraf cyber scenes, each of the
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plurality of cyber scenes including a subset of ¢ber data, the cyber scenes, and

the cyber maps associated with the plurality ofecyiehavioral spaces.

16. The cybersecurity system of claim 15, whetleensimulation engine is further
configured to generate simulations, the simulatmm#igured to:

operate on at least one of real world data andlated data; and

provide a course of action for at least one of apens, analysis, insight,

planning, training, a remediation action, and agatton action.

17. The cybersecurity system of claim 13, wheteganalytic workflow engine is
further configured to:
create a transformed cyber behavioral space, wherereate the transformed
cyber behavioral space, the analytic workflow eegmfurther configured to:
transform the cyber behavioral space data intootedata and lower
rank tensor approximations; and
use machine learning to define cyber behaviors tAedplurality of
cyber behavioral spaces associated with the tremsfb cyber behavioral

space.

18.  The cybersecurity system of claim 17, whereanalytic workflow engine is
further configured to:
apply at least one of rules and machine learningheo transformed cyber

behavioral space to define cyber behaviors thakase or decrease risk associated
with at least one of:

a real cyber actor or a simulated actor;

a cyber entity;

a machine;

an organization; and

a process.

19. The cybersecurity system of claim 18, wheithi@ cybersecurity system is

associated with a first organization, further wiretbe cyber behaviors that increase

53



or decrease risk are observable by cyber actocxiassd with the first organization

and unobservable by cyber actors associated witke@nd organization, the

cybersecurity system further comprising:

a cyber behavioral exchange engine, the cyber hatahexchange engine in

communication with the cyber behavioral space mamemnt module, the cyber

behavioral exchange engine configured to:

20.

transmit the cyber behaviors that increase or @sereisk to a cyber
behavioral exchange engine associated with thengeocrmganization using at
least one of a privacy preserving distributed maehearning algorithm and a
privacy preserving communications protocol such the cyber behaviors that
increase or decrease risk can be used to analyze idathe second
organization, and the cyber behavioral space dssacéted with the first
organization is unobservable by cyber actors aasmtiwith the second
organization.

The cybersecurity system of claim 17, whetéia first cyber actor data is

further processed to:

21.

determine at least one of:

a first cyber behavior of the cyber behaviors aiséed with the
transformed cyber behavioral space, and

a first cyber scene of the plurality of cyber s@associated with the
transformed cyber behavioral space; and

improve operational capabilities, readiness, aminitng associated

with responding to the first cyber behavior andfitet cyber scene.

The cybersecurity system of claim 13, whetle@analytic workflow engine is

further configured to process at least one of @& operational technology (OT)

sensors, operational technology logs, packet dstwork traffic, computer logs,

signals intelligence, visible, infrared, multi-sp@ad, hyperspectral, synthetic aperture
radar, moving target indicator radar, technicakliigence data, and intelligence
reports.
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22. The cybersecurity system of claim 13, wheeaoh of the plurality of cyber
behavioral spaces include at least one of a rewd-tcyber behavioral space, a

historical cyber behavioral space, and a simulayber behavioral space.

23. The cybersecurity system of claim 13, whetbencyber behavior includes at
least one of initial reconnaissance, scanning,jainkompromise, establishing a
foothold, beaconing, command and control, credentipture, escalating privileges,
internal reconnaissance, lateral motion, network ppireg, data exfiltration,

maintaining persistence, and related behaviors.

24. The cybersecurity system of claim 13, wherein:

the plurality of dimensions include a combinatimhsource and destination
addresses, time of arrival, volume, packet sizd,aaprotocol type;

the plurality of modes include a combination otlpet data, network traffic,
computer logs, signals intelligence, visible, iné@, multi-spectral, hyperspectral,
synthetic aperture radar, moving target indicaaolar, technical intelligence data, and
intelligence reports; and

the plurality of scales include a combination eporal multi-scale data and

geo-spatial data.
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