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IMPROVEMENT OF REMOTE INSTALLATION PERFORMANCE OVER
MANAGEMENT CONTROLLERS IN MONOLITHIC AND MODULAR
SYSTEMS 5 BACKGROUND OF THE INVENTION Field of the Invention
10 The present invention relates in general to the field of remote
information handling system administration and more specifically, to the
remdid RN EMEN T GBREAMOTIUBY SDaddriptidn o PR REMANAE A HIR
VA AR MEENGT GOOTARABAEBAINUREQY (HAEHEE, ANIWVMOT BAR SYSTEMS
businesses seek additional ways to process and store information. One
option available to users is 15 information handling systems. An
information handling system generally processes, compiles, stores,
and/or communicates information or data for business, personal, or other
purposes thereby allowing users to take advantage of the value of the
BAloKGRDUNBesauserRashnglogyn nd information handling needs and
requirements vary between different users or applications, information
Fanding.sysisms, may also vary regarding what information is handled,
how the 20 information is handled, how much information is processed

stored "SPESTRUTUREL4RY R SHERIOKKE Al STt THEMHSM AR e
S?Qg%%% &’%&%%e%nét&[}?gs %roﬁoﬁlf”U[Q'&at%%ioﬁé‘%s‘éﬂﬂfﬁt&%’é‘ﬁsb‘hwm cpde,
nformation handling systems alfow for mformation andﬂng systems 0 be
general or configured for a specific user or specific use such as financial
Deanseaso bf (NoReissAQ Airline reservations, enterprise data storage, or
global communications. In addition, 25 information handling systems may
includesanvakiely.of hardwars-anchsQiware CRMReNeNts, Inak ey BBusinesses
configured to process, store, and communicate information and may
stekludiitiond ehymoredcompiietsy sidmaatiaia Gloragrsysdems; @ngkrs is

_networking systems. -1
information handling systems. An information handling system generally processes, compiles,

stores, and/or communicates information or data for business, personal, or other purposes
thereby allowing users to take advantage of the value of the information. Because technology
and mformation handiiné needs and requirements vary between different users or applications,
information handling systems may also vary regarding what information s handled, how the
information is kandled, how much information is processed, stored, or commmunicated, and how
quickly and efficiently the information may be processed, stored, or communicated. The
variations in information handling systems aliow for information handling systems to be
general or configured for a specific user or specific use such as financial transaction
processing, airline reservations, enterprise data storage, or global communications. In addition,
information handling systems may include a variety of hardware and software components that
may be configured to process, store, and communicate information and may include one or
more computer systems, data storage systems, and networking systems.
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The volume of data that information handling systems manage continues
to grow, driving the need for scalable systems that not only sustain
information integrity and availability, but also make efficient use of
computing resources. One popular approach to addressing this need is
the yse oflarde riptere ﬁ&c‘}te%t?ez{%%%%ﬁ?”‘sg& Sing, MUllinIe Process0se,
Another popular approach is blade server§y tems, which generally

dﬂm%ﬁmé%@d@m&mé sndividyal compiter bladesnoused %@%ﬂg flpssis
en

that provides a common power supply, cooling, and manage

avASRAHFE St BREMGROMPRIRN PIRAS fYBIEAIINAB LSS QNAE MM ar approach to
processors, computer memory, network connections, and computer

addFtRsagehAmadvaniage: tof this apRicashcls dhatVsarsaprisatiansi R Hcessors.
processes can be assigned to specific computer 10 blades and/or spread

Anatrass pvailappeores deibbek. s&s additienal ptdcegsireppweRnSiRAPagHYdSf
needed, additional computer blades are added to the blade server.

indRebatdigsswérthk dhdsered pptiviachs izd s tistemiog dary evsiiram @ vemateply,
location is often mandatory in today's business environment.

cooliagh A€ Mmemsseres seoruol drsMAms) kel ate tTreiaie mehed soorser more
Controller (DRAC) provide the ability to install and manage 15 software on

Profgidie SURRSTE. DRRCESJEEY it RRseRA s JdKeRItshstprage nfutadvantage to

.installation of operatingl,system (QS) and other software through a feature

TISHRRIR ISV ISR ARPIGHIGRT ANLaTPHIRSS S A IEaRE {6 PRttt gpmputer

biaoNe E[)ra nl]a??is gtora e .(lj%\t{ice to a server %r(}d.usithe device as if it o
(e SRS AT O AR S SRS Vir P THEBRARS PRSP RPSEY or capacity s
H dg\é%rg to mula¥e %pi ersal s ({i | bus (USB) mass storage devices

mc:ew% ’ natll\}gnﬁlggn?ﬁ?e? acaésist%rgr%{faéog@%l ?r%) ihe heed for additional

devigg,drivers, ARSLING Y ityalmedigdaNies i5 c9008GiSH, éh%%&@ H¥tion is

managed server's USB bus, the server's OS treats it as If the

oft @CINBIROL hathyRhysicrly altaehed & UsBhasd LislodeppyndisterOivacs)

compact disk to the remote server. Once a virtual media device is
likecoRMRAtEiRtH e SR EToREMINBORIOCS pARIeMAIeh1RO6s the deMe8nanage

through a remote management console application. Once the remote
sofiwanragermentconsade Gne aspect of these MACs is they allow the remote installation of
operating system (OS) and other software through a feature known as virtual media. Virtual
media allows administrators to remotely connect a mass storage device to a server and use the
device as if it were physically present on the server. Virtual media generally uses hardware to
emulate universal serial bus (USB) mass storage devices with native USB interfaces, thereby
avoiding the need for additional device drivers. After the virtual media device is connected
through the managed server’s USB bus, the server’s OS treats it as if the administrator had
physically attached a USB hard disk, floppy disk, or compact disk to the remote server. Once a

virtual media device is connected to the server, administrators can remotely boot the device

through a remote management console application. Once the remote management console is
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-2 launched and the managed server powered-up and booted, the system

management experience is the same as if the administrator were

physically present at the remote server. Virtual media can be similarly

used to emulate the managed server's MAC as a local, USB-connected
auSiplage vice. Dur'ng software igpstallagc[))ns the,man ed server wigl .
auncne %It € mana %d% r}fer%o €re *B\]%:&Jl oote he sys c’%lmaflagemen gxpenence

attempt 5 to read’ data from the MAT just as If it were a local storage

i leNis JnaualitRead isuest denerpied v e manosdhserver is

typically routed through a host USB bus port to a USB bus port on the
MAQiWJi_‘a@ rdhig _é%_@b@ﬁhi‘?&ﬁ%éﬁﬁﬁéﬁah&% t!ﬂ@'iq%é%d-gé}‘%é% anagenentiocal,
application running in the MAC formats the request into Ethernet packets,
UsBhigh aredetwvasd gdvity opghnhien MAet o sanasenesiiimyer e:resi@lgattempt
in the LAN On Motherboard (LOM) 10 module. The LOM then forwards
to rthé packets thdhéaemotesiEnagemdntdlientgydedn:. exiatnall ngtward request
connection. Responses are received over the network connection from the

- gengertrgt 6 yntlanagengeh salientsdn dily prosasthisugpeheetlh Béverserutatil HHEB bus

remote server receives the response. As another example, since the
por\pAthesMive labser dsiariseitd BBilavldd. iR eSO Bars vy rbler o dbagpment

modules for USB devices. Because of this, software installations 15 (e.g.,

; ﬁ\gorwarded

apPHR3LiAR FmATRH Y M dTRRS T GrEGEl e HE TPl SRTERatRINER A

with existinﬁéinstallation methods such as pre-bgot execution environment

thropeR Eyeatia hdRVBIRAEMSS M VEREES S tiag S dhmighnidnidathelpyd (LOM)

mofLk Soanegtion. I part s iogus lomultple MACs naplae. . .,
SyStem'Sharing & smole netWork connection: Simultaneous rentote

extlBSIANANIONS GaN. ¢ %%FGR‘?%‘C&%%'Q’ Er aé@é’éi'@éﬁ Sl OSRYR E@&%ﬁf'&dﬁﬁ&@f@@ 8m the
congestion on the shared fietwork 20 connection. While providing an

re ‘Ef?&%@ﬁﬁ@%%l?&%ﬁﬁ@ﬁ%é‘s@'{é%ﬂc&@é ARereRchafds. HadasieR/s

latency and increases installation time due to the multiple hardware and

recSQEVREGHORS INYO ReheMexardBRUltidenarr Nnstallatian iees 6a0BEUSB device,
experienced as well as possible connection timeouts, which can become

the DOKS RERNRUACEShOVRITINEfBSUIBGRESHE. |BRISuse of this, software installations

(e.g., OS installation) take more time with virtual media implementations than with existing
installation methods such as pre-boot execution environment (PXE) and network fiie system
(NFS) that are implemented over a network connection. In part, this is due to multiple MACs
in a blade system sharing a single network connection. Simultaneous remote installations can
create excessive amounts of network traffic, leading to congestion on the shared network
connection. While providing an effective remote administration solution, this approach adds
undesirable latency and increases installation time due to the multiple hardware and software
steps involved. As aresult, longer installation times can be experienced as well as possibie
connection timeouts, which can become more pronounced over time as processing loads

increase.
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increase. -3 SUMMARY OF THE INVENTION A method and system are
disclosed for installing software code on a remote information handling
system (RIHS) comprising a management access controller (MAC). 5 1n a
first aspect, there is provided a method for installing software code on a
remote information handling system (RIHS) having a management access
..ITh includes managing the RIHS using a
O A ﬂhg operable to communicate with the
MAC over a network connection, initiating the RIMS using a virtual media
device (VM erable to emulate a predetermined 10 physical media

oo MUt S RD St SHE BB e YA A CAL oG o emore

device having a one e, tran

re i lation file includi twork share information from the RMS to
T B R B AR RAA GG U

n%j_or installation, and establishing a network connection operable to
ransfer at least one software code installation file from the network share
to the RIHS. 15 In a second aspect, there is provided a system for

installing safwasgeedacnid preiale nfrmaiion handing SYRIeP(RITER), 4

having a management access controller (MAC). The system includes a

femate MAnaeRMaphStalanR (RM Slererakleto managenite RIS B¥ntroller

communicating with the MAC over a network connection, a virtual media

denics. (Yh¢IRoperaRiedesemulaie areatatermingd phvsicalhmedianent station

device having at 20 least one boot file, at least one network share
{Reisladinatie tciugdingumeleorkBRREVINTOWVALIPARRBIRRISGHR ORn, initiating

transferred from the RMS to the MAC, and a network connection
opaabiedadransianal least deeisofnars) edaiinstallationfie fomtBsined
physical media device having at least one boot file, transferring at least one network
share installation file including network share information from the RMS to the MAC,
loading the network share installation file from the MAC into the RIHS for installation,

and establishing a network connection operable to transfer at least one software code

mstallation file from the network share to the RIHS.

In a second aspect, there is provided a system for installing software code on a
remote information handling system (RIHS) having a management access controller
(MAC). The system includes a remote management station (RMS) operable to manage
the RTHS by communicating with the MAC over a network connection, a virtual media
device (VMD) operable to emulate a predetermined physical media device having at
least one boot file, at least one network share installation file including network share
information operable to be transferred from the RMS to the MAC, and a network
connection operable to transfer at least one software code installation file from the

network share to the RIHS.
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network share to the RIHS. -4 In selected embodiments, a remote
management station (RMS) is implemented to manage the RIHS by
communicating with its MAC over a network connection. The RIHS is

initially booted by selecting a virtual media device (VMD) that emulates a
predetermined physical media device attached to the RMS. In one

embod; VSIS | ce ni | seral bus (US

mass slg)]%g{g{gvit:e (e.g%%}%d;&%%r%’é? %{é% el\r/ll\{ %?x?‘e",%?aﬁ%’lgﬁifeﬁme?%‘?em"d

whih sariainer ol e A0d BRRRARIPINR A R 0 DERINIEAI ction. The

attached via the RI s USB bus. ce booted, the R transfers

Radiionalbat files.and ingtalaton.glas: ‘EH@&?AFHQQ&G(IWB)S&Q{% ulates a

information over an out-of-band network connection to'a 10 'network port

prdbRMMed phesMAMmEareRS A HIER /NI ITARNRS e ARISE G, the
RIHS's USB bus, where they are loaded into the RIHS's memory and

instabieddance: the: R Siis bl baated,a0ciehs RetYork shage Insalation,ppy

files are installed, the RIHS uses the network share information to

esteblish RORNIAH, GRANEEION:O B WRIVIOLK ShRKEBPHEI NI SRS €10 the
code installation files. After the 15 network connection is established, the

ROAWay&cpbesivsallatishéles are-trapsferednfim the network share to
the RIHS for installation. BRIEF DESCRIPTION OF THE DRAWINGS The

present invention may be better understood, and its numerous objects,
featuregrandeavdntiag B IH ace dppareiititmihbset Skitleshihitkenintiby files
referencing the 20 accompanying drawings. The use of the same

¢eftranoe mumbérsimeughoutthenseveral digurébadsighatels atikecabn to a
similar element. -5

network port on the MAC. The MAC receives the files and transfers them across the

RIHS’s USB bus, where they are loaded into the RIHS’s memory and installed.

Once the RIHS is fully booted and the network share installation files are
installed, the RTHS uses the network share information to establish a network
connection to a network share comprising software code installation files. After the
network connection is established, the software code installation files are transferred

from the network share to the RTHS for installation.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its numerous objects,
features and advantages made apparent to those skilled in the art by referencing the
accompanying drawings. The use of the same reference number throughout the several

figures designates a like or similar element.
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Figure 1 is a generalized illustration of an information handling system 100
that can be used to implement the system and method of the present

invention; Figure 2 is a generalized flowchart of the installation of software
code on a remote information handling system (RIHS) in accordance with

an eﬂ‘boedfﬁ‘s?%%é% 2y ﬁ[‘&é%@éi@ﬁ%‘% 2GS 415 Adansralzed q|881§h%t can be
dlagr or an Implemented In accordance with an odiment o

used® iﬁ&‘(g@ﬁ%‘éﬂt tar e LRMRiGInstallaten glaeivare.aafe- DETAILED
DESCRIPTION A'method and system are provided for installing software

code;graremalsiniarnetion ansting sxsiam R i DRIRRINGE, remote
management access controller (MAC). In selected 10 embodiments, a
inféRMEe MMIAE FIerRhSIRIER)(IRMI)isinplemeniet o diaaage thaRbd$on; and
by communicating with its MAC over a network connection. The RIHS is
initiaiyubodted byhseleetihipakvitigedrmetia HEVE ax(Mbdptitbihemulatesawith an
predetermined physical mass storage device (e.g., floppy drive, CR-ROM
embpiimenaed tHeve,eptoR whichremotaimstallooot filesafidazppédars to be
physically attached via the RIHS's USB bus. Once booted, the RMS
transfers 15 additional boot files and installation files containing network
EI AR D ESGRIBLIN MAC, which transfers them across the RIHS's
USB bus to the RIHS's memory where they are loaded and installed.
Onck thahRiHSlisyiitin brsareyidad fhramsetilio e s Auracinstsltiorefilels arrmation
installed, a network connection is established to a network share
hangdbinepristsg $BHNareoevsINAStAIaEEPNTRB A TRE Sofffpdier Oddé indtanalteind
files are transferred from the network share to 20 the RIHS for

iRt 2. TEBP ISURIBRERISR IS AUGR SRt ARPHB RIS 3R aER e RIHS by
system may include any instrumentality or aggregate of instrumentalitie

cor AR B BNA Gl A B ROt TEORS RAPRRY, booted by
originate, switch,.store, displ nifest, detect, record, reproduce

SR, 1 HHTEE A o7mh O PO SEOT FREIROSNCE, Gy i s strese

de\}?&sdggsﬁlo%%ﬁ HHQ/%; 8@3{8&\4 drive, hard drive, etc.), which contains a boot file and

appears to be physically attached via the RIHS’s USB bus. Once booted, the RMS transfers

additional boot files and installation files containing network share information to the MAC,
which transfers them across the RIHS s USB bus to the RIHS s memory where they are loaded
and installed. Once the RIHS is fully booted and the network share installation files are
installed, a network connection is established to a network share comprising software code
installation files, The software code installation files are transferred from the network share to
the RIHS for installation.

For purposes of this disclosure, an information handling system may include any
instrumentality or aggregate of instrumentalities operable to compute, classify, process,
transmit, receive, refrieve, originate, switch, store, display, manifest, detect, record, reproduce,

handle, or utilize any form of information, intelligence, or data for business, scientific, control,
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-6 or other purposes. For example, an information handling system may
be a personal computer, a network storage device, or any other suitable
device and may vary in size, shape, performance, functionality, and price.
The information handling system may include random access memory
(RAM), one or more processing resources such as a central processing
or AP EEOPS)- of HFERNANE: GF deiiaticadimel iRty s ROMAPRIfGICE RS computer,
types of nonvolatile memory. Additional components of the information
R hﬁbﬂ%g?ﬁlﬁ?a%}ﬁ ARYLEBSG T P ST e IIRIR K58 BFmdree:
er@gtw%rgep rtsﬁg)r %)mmgnicatin@ with.external devjces as well as.variqus 4
P DUt ANd OUTPOE LLI%) BEESE, JOEHT AT DR B I SBITE i dPS Yigdandom
[ i ion handling system may also,include or mare .
e e D SR SR B o

(CheIdWRIRIGAOBPRARS QWIS Aijsia generalized: 'J)Iﬁléy gg‘oqfn%ﬂvr?latﬂe memory.

information handling system 100 that can be used to implement the

AJIUSSER ARG ABHROSE af dRERHRSEN HINERORythe Mformatinhandling. disk

system includes a processor (e.g., central processor unit or "CPU") 102,

driiRpUifRUipNbLY O vaekise8:s 104 c SHathak A AiSRIaY e A 4EYNRI s MRUSS; various
and associated controllers, a hard drive or 15 disk storage 106, various

inpothed sulBy £1EP € 68 sneiviork plaryickidoperable, tmdaniRotdRmapeTvork
122, and system memory 112, all interconnected via one or more buses

infqrpptigy dendlingenstny 1Y Alvehiseludeprisesiboebiiles dpkshietwonkshiare
installation files 118, and software code installation files 120. Figure 2 is a

CoyRIYBIEATEY MWesiFOTaRaunB e fwEcORseRWEFe code 200 on a remote
20 information handling system (RIHS) in accordance with an embodiment

of tHa8MRFehniionerrrabirscidy dratenmhuntaloambne radirgivtenstifibrecan be

us otdt_? o? an RIHS com rreie%{wgt%lmﬁantglszlé;]g'ment access controller (MAC) _ ,
SOIRIRREL B0 1f QTR BEOIE R e e i Gandling

sys{éngil!'l[gl)ud/gsh glclt]r&%gseerp &y glisc%%tpa 'g:\évé%rsesot? uenrirt] %LQISMLY?&?!I%%H olapp%% (LO)
devices 104, such as a display, a keyboard, a mouse, and associated controllers, a hard drive or
disk storage 106, various other subsystems 108, network port 110 operable to connect to a
network 122, and system memory 112, all interconnected via one or more buses 114, System
memory 112 further comprises boot files 116, network share installation files 118, and
software code installation files 120.

Figure 2 is a generalized flowchart of the installation of software code 200 on a remote
information handling system (RIHS) in accordance with an embodiment of the invention. In
selected embodiments, remote installation of software code on an RIHS comprising a
management access controller (MAC) begins in step 202. In step 202, the RIHS boots to a
virtual media device (VMD), which generally uses hardware to emulate universal serial bus
(USB) mass storage devices with native USB interfaces, thereby avoiding the need for

additional device drivers. In one embodiment (not shown), a virtual media server runs in the
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(USB) mass storage devices with native USB interfaces, thereby avoiding
the need for 25 additional device drivers. In one embodiment (not shown),
a virtual media server runs in the -7 RIHS's MAC and a virtual media
client runs in a remote management station (RMS). Administrators can
he V|rtual rver throu h an out-of-band network
R oA CRTen %@.r?aalﬁ%é Lo

virtual media ion forw uestsfr RIHSt
Admi 1s%r T% {E,

Ators can € Vi a Server u fq%'a;gd netﬁvork
management client runnlng on t e remote ma a?@emen iont rough

corRRBMORCnRRGion: Allehthe. \dttualmedia. devige s £onnesled m«gﬁ”ﬂ%essxon
the RIHS's USB bus, the RIHS's OS treats it as If the administrator had

 forRBNE ?&i%ﬁg%ﬂﬁﬁh@th%§gggﬁmk%k rnGPAEE Jiskole B agement

RIHS. Once a virtual media device is connected to the server,

statgeibniSiERORS G esnateiyhoalihialderieeatreunia MaRaGRMERY through the
application implemented in the remote management station. Once the

RIMSanE§EnhenttapRIH&tioOstatnthed  10: adethihetRibt S popesedilipanted a USB
booted, the system management experience is the same as if the

harddisinidopitodisierer phipsisalfyshresbafdtihe RikdS. \Ohee thdiR ld8daas connected
completed its initial boot sequence, the VMD accesses the RMS for

to thelairiat BoBIsielh RG] bKolde Vi RVS e reratagaierptication
more installation files comprising network share information. Once the

mpleFBiK SR e FRRAN AtRIASTIBENA Rér ehe faeE e iR VIS SR igaHe i Hunched

n to send the dd| | boot files and the generated network
and 'ﬁsﬁ'éi?.ﬁ é%ﬂrﬁ?fs HReihe f)gz% T T8 MRARSFFTEhTEREEanFr s dhe e s If the

one em t thﬁ networlgg%n%ﬁ}?n is over a local area network

adna_ fﬁé.‘ﬁ’&r%p(; MMUNICationS protoco 'such as Ethernet to connect to a

netwrk RRrkimelgmenieddndhe MAG: b'é‘o?” RS LINE.¢ the RMS for
J 55

network connection is over a wide area netw USII’] a

addﬁﬁl%‘?wm&&% PrRIaeAbSHE 9%@%'@4&%&%& S‘Elaayrﬁ%&gr}ﬁk%ﬁia@on files
a network port implemented in the'MAC. In yet another embodiment, t
corRHWREM SRR CHAR INBIRMRRAISGnce the network share installation files are generated,
the RMS uses a network connection to send the additional boot files and the generated network
share installation files in step 210 to the MAC implemented in the RIHS. In one embodiment,
the network connection is over a local area network (LAN) using a communications protocol
such as Ethernet to connect to a network port implemented in the MAC. In another
embodiment, the network connection is over a wide area network (WAN) using a
telecommunications protocol such as TCP/IP or frame relay to connect to a network port
implemented in the MAC. In yet another embodiment, the network connection implements a
plurality of communication technologies and protocols to connect to a network port
implemented in the MAC.

After the MAC receives the additional boot files and the network share installation

files, they are routed in step 212 through a USB port implemented in the MAC to a host USB
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plurality of communication technologies and protocols to connect to a
network port implemented in the MAC. After the MAC receives the
additional boot files and the network share installation 25 files, they are
routed in step 212 through a USB port implemented in the MAC to a host
SB_ -8 port on the RIHS, where they are loaded into the RIHS's memory.

U
Poipf o, Hsot Brd EEtIRes HrBEABt g the Befiti GRAF ERREAIAS Und
progfﬁt&ll’rtege r%%[e\é%rulssmb%g%egﬂltggn%qg%yt?ﬁ%g dflgel{)?( gft%? gﬂc? rs’lgs\xf'l?égr‘ {g goré?gt&\%lgénstaﬂaﬁon

are information are likewise l1oaded a ecut

ﬁ1e§r];%¥ﬁpi1[f§itl} ”%téon%t‘f&'%&@ﬁ‘é’re b%errr]nia %glcli?%ﬁ%%ﬁs{éTo%d‘éﬁ%?héhe%%%%vdj r!&ﬁer the
share’5 information to establish a network connection to the network

netNRRGAQRAHAN 1 IS R1ZI A 0BES: TG ARRVAIK CRRNEGHOR.S &31ARIEARM,

software code installation files are transferred from the network share to

infSh@ R HA Soles IBRLALAHAR I 6 &t Rl GRS RMRAEINERT B NEIVEK 214. Once

connection between the network share and the RIHS is through a LAN on

themathanboarsk oMy cpastiinplcmented iodbafiiBoOnke alk safivared from the
code installation files have been received 10 and installed, remote

netincsth BatienehdRifpStép 21811 Migurie Sttp algereralizedtiildck dipfeamt ot
remote information handling system (RIHS) implemented in accordance

conirtian EtasdithentivbthstlimpemdohdGithe isghrotgh imstalNatiomaderbard (LOM)
software code. In selected embodiments, RIHS 330 comprises a

pothaRegEeriqbiy theddifal fraeesioplinirs codpisillaiondperpbeqyoyeived
devices 104, such as a display, a 15 keyboard, a mouse, and associated

and iRl A r R GHYOB LRSS A GE5106, various other subsystems

108, netwaqrk port 110 operable to connect to a network 122, and system
memtwy ﬁfaaﬁﬂ?fég&s%%@&%ﬁ% BrfisYs e qn heglingyystem

1ry 112 further co risesgioot files,116, n P%arks are installatio
R R S P e onach i TS SR et

ms&ﬂgﬁgﬁsﬁﬁ) %@%ﬂ%%%gﬁg Cﬁ?&%%?é&t@“g&é%@&i %ﬁ§996‘ %Sﬁ%jn‘éé% a processor

universal seria
(e.g., central processor unit or “CPU”) 102, input/output (1/0) devices 104, such as a display, a

keyboard, é mouse, and associated controllers, a hard drive or disk storage 106, various other
subsystems 108, network port 110 operable to connect to a network 122, and system memory
112, all interconnected via one or more buses 114. System memory 112 further comprises boot
files 116, network share installation files 118, and software code installation files 120. RIHS
330 also comprises management access controller (MAC) 332 connected via universal serial
bus (USB) 342 to /O port 104. MAC 332 further comprises network port 334, USB firmware
340, and MAC firmware 336, which further comprises virtual media device (VMD) 338.

Remote management station (RMS) 320 comprises a processor {(¢.g., central processor
unit or “CPU”) 302, input/output (1/0) devices 304, such as a display, a keyboard, a mouse,
and associated controllers, a physical media device 306 such as a floppy disk drive, a CD-

ROM drive or a hard disk drive, various other subsystems 308, network port 310 operable to
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20 bus (USB) 342 to 1/O port 104. MAC 332 further comprises network
port 334, USB firmware 340, and MAC firmware 336, which further
comprises virtual media device (VMD) 338. Remote management station
(RMS) 320 comprises a processor (e.g., central processor unit or "CPU")

302, input/output (1/O) devices 304, such.as a display, a keyboard, a
o ALE BN AR da el SOPANE S S ot e e ess S tpiuses
S yE’t%Xl%%S%‘éé%g?z ?ﬁ?@%ﬁ%ﬁﬁ%@%‘é@%@a %%r sk gy i Rya ot Dl ent

VIrtua
System network po -9 connect to a networ

324%21%@93%% PENY YarenAhintereonnesied yia one or mor éggﬁss

14. System memory 312 further comprises management c ient and

virtuglmedia eheatisea:sRiAR B3 AMB 330 Bad DAtk shaies3A4d 8sins with

all connected via network 122. In selected embodiments, remote

the RSB IBéiOM QTS AfMAIE gORRI GNBIES 33 ReGiaS With SR HIS hiRetindmedia
to VMD 338, which generally uses hardware to emulate 334 physical

devinedix. devige St dimene eMbaditnent] Mdd Ph3 386 medaiasyhysicads a USB
media device 306 as a USB mass storage device with a native USB

majpttrfage denaehyiavoriing e meeddor, dudithonaloidedcbedrivéor nidinenal
embodiment, the physical media device comprises a boot file, which

devigethey eoniprisesaisbnrerribe thysisetiesdntisottiernontiness sHowhfila which
virtual media server 10 runs in the MAC 332 and a virtual media client

furthieh SAORPINFS BheRtAdmThidRaRySELTRRyIBAS! (het vheua mediganseia server

%gh an out-of-hand (OOB) network connection 346 and establish a

th S
run 1B MAdio) 322800 VIS A HERL I M S Ao A BEEgHpTS oan log onto
f d t he RIHS.330 management client running . , ..
e AL e S50 APSUN BUOE BOAB A HICBER LA AOCP A bl
. i ice i nnec through the RIHS's. USB.bus 342,. 15 the RIHS
virF SR ARRSR CRCCRRol Sl e Bl E ) R A B ISR the

RIFBOSPLY the ARk Al %hﬁeﬂ%ﬂ}ﬁ%g& ﬁ{ecﬁmg%%%ﬁ%%ﬂ IS RIERR 8O-
Once the virtual media device 338’is connected to the RIHS 330,

conBEERIHSURLOKSEAM ISR RROLDR JRVIERHRUARINEh the RIFS’s USB bus 342,
the RIHS 330 treats it as if the administrator had physically attached physical media 306 (e.g.,
USB hard disk, floppy disk, or compact disk) to the RIHS 330. Once the virtual media device
338 is connected to the RIHS 330, administrators can remotely boot the device through the
management application 322 implemented in the RMS 320. Once the management application
322 is launched and the RIHS 330 powered-up and booted, the system management experience
is the same as if the administrator were physically present at the RIHS.

Once RIHS 330 has completed its initial boot sequence, the VMD 338 accesses the
RMS 320 for additional boot files, followed by the RMS 320 generating one or more
installation files comprising network share 348 information. Once the network share

installation files are generated, the RMS uses a network connection to send the additional boot

files and the generated network share instaltation files to the MAC 332 network port 334 over
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management application 322 implemented in the RMS 320. Once the

management application 322 is launched and the RIHS 330 powered-up

and booted, the system management experience 20 is the same as if the

administrator were physically present at the RIHS. Once RIHS 330 has

completed its initial boot sequence, the VMD 338 accesses the RMS 320
OQBmstitmib fanpsEeRIdE0 fNoRe BBy fra i 300 B astratineg errstirmbpds over a

installation files comprising network share 348 information. Once the

locatia e Srrakel LiATA SRS ARISTATR (FENEr REUCTAES RN S (ks tiapnect o a
ti d the additional bqot il th ted network .
o R TN 335 GO G GO ST o/ T & vide

ared %té’t"u‘ir’é‘fi&%é&fg%%{‘n 220008 embediment, 02 QOB AWK, frame relay to
connection IS over a local area net I'?( ?ﬁ%\Nl)l using a

cofiRTUNYEANRRNS, BIOIRE Ol R YLD AS FNE GO, CANAR G ERL T AGANOHS R ion 346

334. In another embodiment, the OOB network connection 346 Is over a

IR @R INBINYO Ut CHANIISHIShLAIROTBIURIFRLRAD RIS SYED RBwork
TCP/IP or frame relay to 5 connect to a network port 334. In yet another

poreARA0diment, the OOB network connection 346 implements a plurality of
communication technologies and protocols to connect to network port
334 Adifterhthel MAE3 332 ¢ee theadiri aaditioniali ko ahdilas anddheshabuasiallation
share installation files, they are routed through a USB port implemented

fildn they MAOBS1 thyveglySBYRis@Untdcanchleti osthe SBASOIE b ke RBASS 342 to 2
330, where they are loaded into the RIHS's memory 112. Once loaded,

hogh §otEp ot tsRIFbT 420 tdierg they atiditietesl ieothRIBEHIS 6 manepaftbrh@nce

server is booted, the network share installation files 118 conaja%f%i{sing the
loadeduRsit BFRsFEIEBIIII TR A tBredknnet Toalddssdld-erdaidhaseayer is

the network share installation files 118 have been installed, the RIHS 330

boqEe BT ROTRER AR SRR blib R BRELERBI18R etk opktes 45 inlormation
wreRECtiOn from setork pOAI Mhiough 1ROk AR 10 A0S PRI K pecn
installed, the RIHS 330 uses the network share 348 information to establish a network
connection from network port 110, through network 348, to the network share 348. Once the
network connection is established, sofiware code installation files 120 are transferred from the
network share 348 to the RIHS 330 for installation. In one embodiment, the nefwork
connection between the network share 348 and the RIHS 330 is through a network port 110
comprising a LAN on motherboard (LOM) port.

It will be apparent to those of skill in the art that the undesirable latency and increased
software code installation times of current approaches are reduced as only boot files and
network share installation files are routed over USB bus 342, Software code installation files,
which typically comprise the majority of the files involved when installing software code, are
instead routed from network share 348 through network 122 to network port 110, As a result,

the slower bus speed of USB bus 342 and the intermediate processing steps described in
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network connection is established, software code installation files 120 are
transferred from the network share 348 to the RIHS 330 for installation. In
one embodiment, the network connection between the network share 348
and the RIHS 330 is through a network port 110 comprising a LAN on
motaerb ard,(LOM) port. 20 It will be apparent to those of skill in the art
e A IEE A I IS SREFTFCP Sk LSO RIS ST e kevise

times BI gurrent %%Froabchdes are regluced as only boot files and . network
Teco) 17C a CINDOAIm and v 30

0 ents resent mnvention are possible. In
snare mstalrf%]ﬂ[on les are rou?ed over us 220 ?o?tware coae P )

sddnsiallation files, which. typical se alority ofithe files involved
O e S P L R

corfiprRegRNelnesk ] 22 IaRNArK PRI 110458 §88lhe S SrsioMEs s

speed of USB bus 342 and the intermediate processing steps described in

envildnBeatareg@hbrIiharersavedas aansiaiis: SkiledRraciieRettrenced
in the art will likewise recognize that many other embodiments and

embafiatians ekibelphesest imerion dArgpossives Ipagdditionogach of the
referenced components in this embodiment of the invention may be
comprised of a plurality of components, each interacting with the other in a
distributed 5 environment. Furthermore, other embodiments of the
invention may expand on the referenced embodiment to extend the scale
and reach of the system's implementation. -12 MCSLLP WHAT IS
CLAIMED IS: 1. A method for installing software code on a remote
information handling system (RIHS) comprising a management access

. controller (MAC), the method comprising: managing said RIHS using a
remote management station (RMS) operable to
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communicate with said MAC over a network connection; initiating said
RIHS using a virtual media device (VMD) operable to emulate a
predetermined physical media device comprising at least one boot file;
transferring at least one network share installation file comprising network
share information from said RMS to said MAC; loading said network share
installation file from said MAC into said RIHS for installation; and
FehblisHi{gl s ISconnection operable to transfer at least one
software code installation file from said network share to said RIHS. 2.
The method of glaiddomhisraimgaidinetwesscommenitationhrivaen

RMS d C t of band, said out of band fi
T b SR TR A T e T Sl e
maﬁtmbbmfnplmmgl wherein said emulated physical media device
comprigR Dl SRt Re Bl DUS B HINEARE Lalidg ek g%i QL &AIm

1, wherein said VMD is operable to be configured ina B emente
in said RIHS c8umHaisHtiveh crigl A @ owfier aitverid dopediiecomprises

boot kexnghiipformatior. finthe methadah daifodlowineieinsaid af igashic a

one network share installation file is generated by said RMS. -13
MCSLLP 7. PRRISRETHBE! SPmiah Dotih i cehiBr iauet dprs st file;
share instaitation 4ilkdis: capiedsebsbaic iMAQtadit Riprimemerywoxer

ausB share information from said RMS to said MAC;
loading said network share installation file from said MAC into said RIHS for

installation; and
establishing a network connection operable to transfer at least one software

code installation file from said network share to said RIHS.

2. The method of claim 1, wherein said network communication between
said RMS and said MAC is out of band, said out of band communication

communicated through a network port implemented in said MAC.

3. The method of claim 1, wherein said emulated physical media device

comprises a universal serial bus (USB) interface.

4, The method of claim 1, wherein said VMD is operabie to be
configured in a BIOS implemented in said RIHS.

5. The method of claim 1, wherein said boot file comprises boot kernel
mformation.
6. The method of claim 1, wherein said at least one network share

installation file is generated by said RMS.
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connection. 8. The method of claim 1, wherein said software code

installation files are transferred through a network port implemented in

said RIHS. 9. The method of claim 8, wherein said network port comprises

alocal area network (LAN) on motherboard (LOM) port. 10. The method  ycsiyp
of claim 1, wherein said at least one software code installation file is

generated by said RMS. 11. A system for installing software code on a

remote;nformfiopAandiag sy RILSLPAMRLSG & management
access contro erra\/f %% the system comprising: a remote management
sratiblat{RNIS) ip periid| & oo rreach My st darl BE1symeoromanc atiiBBwvith said
MAG-Qv&] a network connection; a virtual media device (VMD) operable to
emulate a predetermined physical media device comprising at least one
boot file; at least one network share installation file comprising network
share fformatiomeperaifieltorbe transfarsed frofin saidold/Std]stio MAC;

aEhARERErCARSPlion GRYARIIdiansla ALiraRigne software code

installation file from said netw e to said RIHS. 12. The system of
claim 11, wherein said network communication between said RMS and
said MAC is Giteafidrand pSaligd ot ehesid sebinrtunidapian ceapimini tateld

tg%%%%&%ﬁ%%\%%g gno%gmﬁlgﬁ;r%rlﬁgﬁ@ s%l;g MAC. 13. The system of claim

11, w aid emulate ysi dia device comprises a universal
serial bus (USB) interface.

10. The method of claim 1, wherein said at least one software code

installation file is generated by said RMS.

11. A system for instaliing software code on a remote information
handling system (RIHS) comprising a management access controller (MAC), the
system comprising:

a remote management station (RMS) operable to manage said RIHS by

communicating with said MAC over a network connection;

a virtual media device (VMD) operable to emulate a predetermined physical

media device comprising at least one boot file;

at feast one network share installation file comprising network share

information operable to be transferred from said RMS to said MAC;
and

a network connection operable to transfer at least one software code

installation file from said network share to said RIHS.

12. The system of claim 11, wherein said network communication between
said RMS and said MAC is out of band, said out of band communication

communicated through a network port implemented in said MAC.

13, The system of claim 11, wherein said emulated physical media device

comprises a universal serial bus (USB) interface.
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-14 MCSLLP 14. The system of claim 11, wherein said VMD is operable
to be configured in a BIOS implemented in said RIHS. 15. The system of
claim 11, wherein said boot file comprises boot kernel information. 16.
. . ) _ MCSLLP
The system of claim 11, wherein said at least one network share
installation file is generated by said RMS. 17. The system of claim 11,
wherein said at least one network share installation file is copied from

said MAg: to said RIHS eInary, pver a USB ction. system
i 1 4?9%%
of clalm 11, w eerS %%nélo éﬁwaré ccf)’ e |ns a ation file® At are ransf?erred

tdfighicd weaBORS porlempiesdentedliREEd RIHS. 19. The system of
claim 18, wherein said network port comprises a local area network (LAN)

on motherboard (LO 20 Th stem claim 11, wherein sajd at
least or?g sof?vr\]?grg egt(l)ﬁsatlgﬁatlbn fi&f’gf %?%Hsﬁfi\)?g‘” fgnel

information.

16. The system of claim 11, wherein said at least one petwork share

installation file is generated by said RMS.
17.  The system of claim 11, wherein said at least one network share
installation file is copied from said MAC to said RIHS memory over 2 USB

connection.

18.  The system of claim 11, wherein said software code installation files

are iransferred through a network port implemented in said RIHS.

19.  The system of claim 18, wherein said network port comprises a local

arca network (LAN) on motherboard (LOM) port.

20. The system of claim 11, wherein said at least one software code

installation file is generated by said RMS.
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