21 Septenber 2006 1 SPECI FI CATI ON COVMMUNI CATI ON APPARATUS 5 Techni cal
field 10 The present invention relates to a communi cat?loPeptamhsardus, a
comuni cati on system a comruni cation nethod, an encryption apparatus,

and, an information processing apparatus, an information processing
system an information processing nethod, and a service providing 15

met hod, and, in particular, relates tola communication apparatus, a
comuni cati on system a comruni cation nethod, an encryption apparatus,

and, an information processing apparatus, an information processing
system an information processi iFFHEFREETIANd a service providing 20

met hod wi th which communi cates are performed with a comruni cati on partner
wi th data enci phered. Background art When enci phering data in a

comruni cation 25 appar@UsiICAGABEINARRARAIAISA i s used between a transmitting
apparatus and a receiving apparatus. At this tine, in the prior art, key
data itself is transmtted and recei ved between these apparatuses, or an
external 5factor, for exanple, general weather information etc., is used as
key 30 data. Moreover, even in a case where encryption is changed
dynamically, it depends on predeterm ned external key data. However, with
such a conventional type of 21 Septenber 2006 2 comruni cati on appar at us,
when key data or a place of key data is |eaked, the code is decoded
easily, and thus, the conmunication data is |eaked. '

Technical fieild

10 The present invention relates to a communication
apparatus, a communicatiocn system, a communication method,
an encryption apparatus, and, an information processing
‘apparatus, an information processing system, an
information processing method, and a service providing

15 method, and, in particular, relates to a communication
apparatus, a communication system, a communication method,
.an encryption apparatus, and, an information processing
apparatus, an information.processing system, an
information processing method, and a service providing

20 method with which communicates are performed with a

communication partner with data enciphered.

Background art

When enciphering data in a communication

25 apparatus, common key data is used between a transmitting
-apparatus and a receiving apparatus. At this time, in the
prior art, key data itself is transmitted and received
between these apparatuses, or an external factor, for
example, general weather information etc., is used as key

30 data. Moreover, even in a case where encryption is
changed dynamiCally, it depends on predetermined external
key data. |

However, with such a conventional type of




The present invention has been made in view of the above-nentioned point,
and ains. at providing a comunication apparatus, a cofhfleptembér@fOsystem a
comuni cati on nethod, an encryption apparatus and an information

processi ng apparatus, an information processing system an information
processi ng nmethod, and a service proyiding nethod, in which secrecy
performance is. inproved Disclosure of the Invention According to an
aspect of thempnbsenton iappenticoas, t hReR key pland dad aaptesuusE Ciady on

appar at us rformng data. _co nications wth g _comunication _ partner,
conpri si ngfjgg%t 8 g}oerﬁa%er i ge méH? fBr IQOMRST 15470 L ¥ héndatBuW tHS functi on
or a protoeohmidiEdtich eREIOAs Mehkedhe communi cation partner; and updating

means for updating the function or protocol used in said converting neans
in response to a c’gm%%ﬁmoriweﬁlﬁlpﬁehaéo?%%ir&aﬁq ot gaetnef. According
to embodi ment Saldvd-heerHiesRbl pbAMeNt Lo, aidh e f Wreklianngraprotocol is made
common wWith the conmmunication partner, and the function or protocol is
updat ed i nFEPREPISAT IO SRPFTESHFUNR cBNHN igiidrisar) ystaBeording to the
- nunber of ¢ oMM SALI AN RREGAL | QRSend Aot CATIHYGALLANARL S, OF a .
conmbi nation thereof. In other words, ‘an encryption key used for encryption
or decodi ngnhfeBnatdian gaesegseny Fpbaranoy,ymn dmikepatsoneferred to as a
sel f - gener ati ey i t, - [ ve n the
function o?ir%é%t%@ I S?ét%rg'a%d,lblt%ﬁgﬁ%%ln%t?irb%;?%tegggggo %tcho%’i gnésélre]%f -generat ed
~for each ceemuide gticyidioggemathod, oin fuiri dackcremyupectfreanakatis,. thus is
updat ed. Zlirg&péf er 2006 2a sequentially, and, thereby, the information
cannot be asi |y deci phered only with the | eaked function or

Disclosure of the Invention

According to an aspect of the present
invention, there is provided a communication apparatus
performing data communications with a communication
partner, comprising: data converting means for converting
the data with a function or a protocol which is common
with the communication partner; and updating means for
updating the function or protocol used in said converting
means in response to a communication with the
commuhication partner.

According to embodiments of the present invention,
the function or protocol is made common with the
communication partner, and the function or protocol is
updated internally for each communication operation
according to the number of communication operations, the
communication data, or a combination thereof. In other
words, ~an encryption key used for encryption or decoding
is self-generated. This encryption key is referred to as a
self-generating key. By using the self-generating key,
even when the function or protoceol is leaked, the function
or protocol is self-generated for each communication

operation or for each communication data, thus is updated




protocol. Thereby, it becomes 21 Septenber 2006 3 possible to inprove the
secrecy performance on the comunication data. For exdnjsptemhepd@s ng of a
function table is such as to set the nunber of tines of data conmunication
operations as at |east one coefficient of a functional operation, and to
update the function table. According,to enbodi ments of the present

i nvention, the function for encipher?ﬁg is updated internally for each
conmmuni catsiemqmecmcmaﬂpn arahdththalsy, tarecripyfbrnat ca@n daenathbeved wi t hout

Communi cat 0N WatacT AN T G0dd. TAEY Caver et ot GTHHOR G5l o0 wi (h  he

communi catg:@tcRalt Nehet&hiselitapeddmdLast one coefficient of an operation
performed in a function table, and the function table is updated.
Accordi ng to enbodi nents of the present invention, data comrunicated with
the communication partner is set as at |east one coefficient of an
operation perfornmed in a function table, and the function table is

updat ed, and thus, encryption can be achieved w thout comunicating. the
function table. Thereby, the secrecy performance on the comrunication data
can be inproved. Furthernore, one function or protocol is selected froma
plurality of functions or protocols previously set, according to the
nunber of times of data comrunication operations, and encryption or
decryption is performed. Moreover, one function or protocol is selected
froma plurality of functions or protocols preV|oust set, according to
the data, and encryption or decryption is )




updated. At this tinme, a nethod for updating the function or protocol is
executed wi th conbi ni ng updating processing in a plur2l $d¢pendfer 306 er ent
updati ng nethods for each 21 Septenber 2006 4 conmuni cation occasi on.
Moreover, for a unit of data, the wupdating processing is perforned with
conbining a plurality of updating nethods. Since the function or protocol
used for ereFijE on teprde rmadeseonpty ceeEtbdnancleusncdhbi ni ng t he
plurality gf di ff erent égggti ng nmet hods, the secrecy perfornmance on

. ommupnlication . . .
communi cat i on data can be I'mproved according to the present invention.

Mor eover, enbodi neids «fandie,puesentingnyend i Himctdanr kebleuisnonl i near
transition on the functi or the ot.ocol . cording to. enbodi nents of
the present"<t iert 57, gEet ﬂ‘ém]%%]ﬁﬁ?%etalfnetsr gﬁﬁﬁf‘fanc Ig“'fl?feca\‘ ¥¢tion or
prot ocol isppeidfianeds bhelbtantt bd @fefFietienal cEhanfesctivnal manner of

chaos. Accordingly, even when a specific functi o? or protocol is |eaked,
t he functi 9 ot Jﬁ%bt G081 TOWHPEALT sERR I AidSEqaRt By cannot be obt ai ned

easily therefromalesaridigloy emdeai pbet sest 0fe Hheseade becones
difficult. Therefore, the secrecy performance on the data can be inproved.

Accor di ng tdvertif-héheaspectionr the PrePdsringnidntPdmied here is provi ded

a comuni Cadd O APRANRLUS s chCOSRMLS] AL idh CRMHBACH! em@ptaiuy ng part
obtaining a conmon itemwhich is common with a reception end; key

gener at i NgERERNRE By cgenbrapFhieek eyl thesdd CORmEReCT oINS t em gener at ed
by sai d copmpit i EMRL-aLY NghPaLL ocre SPPHRLI-RANKEYPENEr ati ng means . f or

generating a function or protocol based on the key generated by said key
communication data is improved.
Moreover, data communicated with the
communication partner is set as at least one coefficient
of an operation performed in a function table, and the
function takle is updated.
According to embodiments of the present
- invention, data communicated with the communication
partner is set as at least one coefficient of an
operation performed in a function table, and the function
table is updated, and thus, encryption can be achieved
withcout communicating the function table. Thereby,rthe
. secrecy performance on the communication data can be
improved.
Furthermore, one function or protocol is
selected from a plurality of functions or protocols
previously set, according to the number of times of data
communication operations, and encryption or decryption is
performed. Moreover, one function or protocol is selected
from a plurality of functions or protocols previously set,
according to the data, and encryption or decryption is
updated. _
| At this time, a method for updating the function
or protocol is executed with combining updating processing

~in a plurality of different updating methods for each




generating nmeans; and enci phering neans for performng encryption based on
the function or protocol generated by said encrypti omn2lkesptaere2eds ng
means. 21 Septenber 2006 5 According,to a further aspect of the present
invention, there is provided a cormmunt cat i on apparatus, conprising: a
common item obtaining part obtaining a comon itemwhich is common with a
transm ssi ot cdtayon geresabhngMoeers f,orfogerenat t ngf ad&iey, whiech i s

comon  with t@e transn_ssion.end ased, on.the conmon iglem gener ated by
1n%63[rocessa_n8alq_F_pér orm%d Wit é:)(/) 1inin

sai d com*rn‘“ﬁpcli'stl em alrning encryption gener%tl ng means for
gener at i ngpaufahicty af apdapieyonethads ch is common with the transm ssion

end, based on the_ke nerat ed .by said ke enerat i neans; and

decodi ng means forsblé%/‘?gﬁ’ r%‘m&g&(g%'i Ry %E%E%C RS j;Jlggncti on or protocol

gener at ed &ycsabith @NGPbieOMalieycogenifaidd @ yviTeans. cdhetf el t@een when only
eci pherment of the code is

the key or only . the praotocol is obtajned,

di ffi cglt,Phﬁﬁg]t%,O’{)ﬁéf§§EF8Eyu %?‘Fd’r%‘ﬁ& °C8n bBS PRPTTRed. Further,
accor di ng por LsRRHIER/NS RiimtiRecRtf es€Matd BeRNbieOAnpPEeSt er m ned

i nformation of the function or grot ocol is obtained as a key. Thus, the

key cannot@feCrdbthitredhki PREEENBLRAYHITHP™-he function or protocol .

Accordingly, deci pierd®idr OferfiliRicRdesi 8 didd ildentandvehBisn the secrecy
per formance can be inproved. Furthernore, according to enbodi nents of the

present i ng@Rtiemn cuth@onddeepsnt banplotisedn teegéherhied o%itdehonl i near
transition,,.AccQiding to enbodi ments of the present. invention, as the.
function or protocol is thus nade to undergo nonlinear transm ssion, the
function or protocktcordimbeacekabgddnenta ¢hads moesent and, thus,

deCiphernEPﬁvention, as the nonlinear transition of the function or

protocol is performed, the function or protocol changes in
a manner of chaos. Accordingly, even when a specific '
function or protocol is leaked, the function or protocol
which is used subsequently cannot be cobtained easily

. therefrom. Accordingly, decipherment of the code becomes
difficult. Therefore, the secrecy performance on the data
can be improved.

According to a further aspect of the present
invention, there is provided a communication apparatus,
comprising: a common item obtaining part obtaining a
common iltem which 1s common with a reception end; key
generating means for generating a key based on the common
item generated by said common item obtaining part;
encryption key generating means for generating a function
or protocol based on the key generated by said key
generating means; and enciphering means for performing
encryption based on the function or protocol generated by

said encryption key generating means.




of the code beconmes difficult even when a specific function or protocol is
obt ai ned. 21 Septenber 2006 5a According to a further2iaSegdenbaf200he
present invention, there is provided an encryption apparatus conpri sing:
an enci phering part reading original data froma file and enciphering it;
intermediate file storing neans for Storing in an internediate file

enci phered data enciphered by said enciphering part; a decodi ng part
decoding the data stored in said internediate file, and decoding it; and

file storing neans_for _storing as a redeterm file data decoded by
sai d decodi ng partécﬁﬁﬁiaﬂﬁfxbéc%VaFﬂgrt858%%%d¥ﬁgﬁF%p5ﬁs?ﬂg pr esent

i nventi on, i coMmMHYICatihatTeN@anfro8idEdVva dedmbinli catiansappitargad,0 a
conmuni cation destination a file stored, in file storing nmeans via a

network. 29°ERptefEr 266878 Thet eyt HE %G phePER W% Tan be stored as

the interosahéed eitfdnl &hiaRdist Bosmod el 8 H eaneal E91 smN&Rd Ofkeyt he stored
data can be inproved. Further, as the internediate file can be transmtted

via an or dPFRRYA AR Eat PonIERPER Bt 2 difar YPEFBni® aFP P Rasi | y

i ntroducedy; Fr{ferdmRmidacsehding, 119 £ MeRt Softhod Nerer esent invention
an encryption part includes table generating neans which dynamni cally

changes a ¥eRfeatakdy Peldereprer iR b teriingingabPaghat aSnFG0ridihg to

enbodi nent ge of ;4 e AiCIL Rk ank NYEAt S AS NG SUGEYPLA OF part i ncludes the
tabl e generating nmeans which dynam cally changes the table used for

enci pheri rgrereerl gindah dat acmndre wit echssddahenisehen ygnd odsecchanged -
dynanicallgn.&Q@ﬁ&gygé%EQthﬁeﬂytggad key generating means; and

decoding means for performing decoding based on the

function or protocol generated by said encryption key

generating means. Thereby, even when only the key or only

the protocel is obtained, decipherment of the code is

difficult, and thus, the secrecy performance can be

improved.

Further, according to embodiments of the present
invention, predetermined information of the function or
protocol is obtained as a key. Thus, the key cannot be
obtained without obtaining the function or protocol.
Accordingly, decipherment of the code is difficult, and
thus, the secrecy performénce can be improved.

Furthermeore, according to embodiments of the
present invention, the function or protocol is generated
ﬁia nonlinear transition.

According to embodiments of the present
invention, as the function or protocol is thus made to
undergo nonlinear transmission, the function or protocol
‘can be changed in a chaos manner, and, thus, decipherment
of the code becomes difficult even when a specific

- function or protocol is obtained.




table is tenporarily obtained, the deciphering of the coded data is
difficult, and, thus, the secrecy performance of the 2hEeptemberl2806 nproved.
Further, according to enbodi nents of the present invention, the

enci phering part includes: key gene;&ti ng neans for generating a key based
on a common item table selecting dns for selecting a predeternined
table from anong a plurality of tables generated by the table generating
nmeans based on theikeyr@ineriad ed fliythbe keyecgenertdid ptereans; and

enci pheri ng_neans for perfqorm ng .gn I‘%/lgtl on based on the table selected by
the table TBEFRLIFHg TiEHFs 1SAREEYY ﬁé TR HeRt §PBATEHES present

i nvention, cbhgresrifheln RGcpphbrgggepat ©Srandie)y basgdnen ddhe common item
selects a Eredeterm ned table fromanopng _the plurality of tables based on

the genera éamkaeyfl%@ndpépﬁépﬁsréﬂ&rw.dee&af@é*aaaﬁ theet B ect ed:
Thus, in gedes t&- dacRdeqt ke 24 SEPLENera2088 1.7 6008ne PO Ry the table

but aI so the common item and key shoul d be obtained. Accordingly, it is
di fficult EBCiRhREsd hyestiRerrehrlebly iHd’ tthdecoghedse®¥lecy perfor mance

on the datg.eadihe dHPRY¥edsAeqr hNehi® hddiinchgha8SPEEs, ofnd he present
invention, there is provided an i nformation processing apparat us,

~ conpri si ngde‘amﬂfll% igeir @nsk SiilagSdardng arcarendiophekPhgnpar®  eadi ng the data
fromsaid filg.parts d ,8nGLphe r toring neans
for StOI‘IEI’)lg |9F1 sallélefdlal e part aségﬁgﬁléﬂ%e %ng{rgghg{jgn%hgégr%nm phered data
enci phered by sai dFleJrﬂdlqmeraqn:@rpiam ta edecditheryparft thecodeagnthe data .
stored in %ntié}ut er gﬁ&hgagaugg mg&g] f| I e %t‘rgaggg neans for storing the
eco 5 et

dat a decode sal'd part in said
transmitting to a communication destlnatlon a file stored

in file storing means via a network.




According to a further aspect of the present invention, there is provided
an information processing nethod, conprising: an enci ph8eptemgbes 2696 of
reading original data froma file and enciphering it; an internediate
file storing step of storing in an inhternediate file the enciphered data
enci phered in said enciphering step; a decoding step of decoding the data
stored i n Theré¢hy ertrhediemcdrhielred data acdn ke sttoriedgast épe of storing the

data decod i id d in te r L i Sept enber
2000 75 Aclsea Rl I Rl B A e b e o Phere 1 s
provi ded atbcenswreshtdadra $pst e iperéoran ripmehesirphesi hgeconmuni cati ons vi a

a repeatin comuni cati.gn apparat us_between, a .source_conmmuni cati on
appar at us g%%ﬁ%ﬁ%ﬁ%ﬁ%%ﬁﬁ%%%ﬂc gn%ﬁn?%%??%ﬁﬁﬁﬁbngtﬁg,or8 &fel n: said
conmuni cat comappad atars appEphitses ewccymhierd rpnmkansakotyper f or m ng
predeterm ned encryption on communication data, and decodi ng comuni cati on
dat a havihﬁtﬁﬁﬁﬁ?%gne the predeterm ned encryption; and encryption

perfornmed by sai d pagtphgiidig RaRSJLsgNBdeemsbd iyt offornheach of the
comruni cati on %gparatuses. Furthernore, in the conmunication system seria

communi cat PERSFE petidyiiedsf ABnfRREYROIAE P addmiteitiaer ohPHpparat us to the

desti nati 0fe SOPARHNS MdLR FRRBhATYSai @ 1ay Rinddlelst ¥ 0hpcoONnTBEY cation
apparatuses in a relay manner. According to a further aspect of the present
i nvent i on, IPReFEIRN Y IAG dedoaiebAdmidteti on systemin which encryption

comuni cations ar eaPesf @A d Letweaindnt pl Y atid Y fses@uUr ce comuni cation -
apparatuses and a plurality of destination comuni cation appar at uses, '

conpri si ngineeniyyt, Bd dpecenrurpeien arHpgacdidsswhhenhtalpks f or ns

encryptiOng&ﬁgqggyﬁﬁﬂﬂéﬁﬁi Wh&ghsa§ﬁ£&4égfﬂ§tdﬁé%%es the table used
for enciphering an original data, the table used for
encryption is changed dynamically. Thereby, eveh when the
table is temporarily obtained, the deciphering of the
coded data is difficult, and, thus, the secrecy
performance of the data can be improved.

Further, according to embodiments of the present
invention, the enciphering part includes: key generating
means for generating a key based on a commen item; table
selecting means for selecting a predetermined table from
among a plurality of tables generated by the table
generating means based on the key generated by the key
‘generating means; and enciphering means for performing
ehcryption based on the table selected by the table
selecting means.

According to embodiments of the present
invention, the enciphering part generates a key based on
the common item, selects a predetermined table from among
the plurality of tables based on the generated key, and
perfdrms encryption based on the table selected. Thus, in

"order to decode the




source comuni cation apparatuses; and a second relay conmunication

appar atus which relays encryption communications bet \ide¥eptamltr 2006t rel ay
comuni cation apparatus and said plurality of destination comunication
appar atuses, wherein encryption connupications are performed between said
first relay communi cation apparatus ‘and second rel ay conmuni cation
apparatus. 21 Septenber 2006 8 In the communication system the first
relay conaad,caidtornappanat tsbperfud e senehyptbofonhi todn iahd diekf er ent
anong the plurality of source conmuni catiQn  apparatuses. Further, in the
connunicaﬁgHHﬂ§£§Fb tepBed e BTPT %ﬂ%ﬁyuniﬁnﬁﬁigéf?ﬁﬁiﬁbﬁé%atus perf orns
encrypt i oneadii 6h degiplikf eR@NEo@IONGhd, hanRlsyr 8het ye@fedlest i nati on

comuni cati on apparatuses. According to the present invention, as the
encryptich?ﬁquﬂﬁqgﬁcPBhEP?n%a%%éﬁgi&? AEBE°YPFf erent for each

communi cation appaf@idisind thenephrener VI QY o tRerbossmg for each
comuni catjon path. Thereby, the coded data cannot be deci phered easily,

and, thus,inHEEEyetPerpet§ dririfce bt Hafeshabhre R IREda®Y be i nproved.

Accor di ng £.9,8 Sl Nebn@sPethy Ofa 18 PIBIeNL Lo INEMAQLL drhere is provided
a communi cat'i on apparatus which perforns encryption comuni cations between
a first cumamiccdnidoraappaeading dite aladec Smdmconhdinf Kt ipewrt appar at us,
conpri si ng;, { 'efx%itpﬁgff&}{gtk?? SO LAl NG 5 1 BANS, REL T HNGgncryption
comruni cat1 ons w sal I rst communi cation apparatus; and second
-encrypti orstadmuuninc sbidgf nbarnsaperdsoram ngtempegpiiontidenmme cations wth

sai d_second copmunicaLi on.apparalus , Accarding, Lo, a fynther aspect of the
pr esent I nventl on, ere |1's provi déd a conmuni %a?l or? fppar’at us
. decoding part decoding the data stored in said
intermediate file; and file storing means for storing the
. data decoded by said decoding part in said file part.
According to a further aspect of the present
invention, there is provided an information processing
method, comprising: an enciphering step of reading
original data from a file and enciphering it; an
intermediate file storing step of storing in an
intermediate file the enciphered data enciphered in said
enciphering step; a decoding step of decoding the data
stored in the intermediate file; and a file storing step

of storing the data decoded in said decoding step as a

predetermined file.




rel ayi ng encryption comuni cati ons between a first group of conmunication
appar atuses and a second group of conmuni cati on apparZtSepésmbecd0fjdr i si ng:
first encryption comunicating neans perform ng encryption comuni cations
with said first group of connunicatign apparatuses; and second encryption
communi cati ng neans perform ng encryStion comuni cations with said second
group of commruni cation apparatuses. 21 Septenber 2006 8a According to a
further aspect of aAdeoqtierenio al MueRhednaspdedr @d Ther eviededta communi cati on
met hod for, Qerforningﬁencr ption.%qgnunications bet ween_a communi cation
source and B TmAiHi CAErEn HeREPRATTDIF CRHEFRErAT18R r &Y Uppar at us rel ays
conmmuni cat pensoNEineehcipakdi i B G 01 c58UKEE aNdesad thepnmuni cat i on
destination; and encryption is performed in a manner different for each
rel ayi ng op@MHHGRtiASCc8PERRGEED REFRThEr SRYpEtt COPMERECHricdent

i nvention, apherfdss apkoYl €89t ansODHA N GfurQRaFBEN0GLh9Fat el f or m ng
encryption communi cati ons between a plurality of comunication sources and

a pl ural i tYifeomAdicc SPTBHN L BRE P ARRATS LURhEPEPRIS@S first rel ay.

conmuni cat o SRRATRL HeaRST EOF "Be PASHY R QP GRFTVRAL £84 | ONS- Widinsai d
plurality of communication sources; a second relay comuni'cation apparatus
rel ays enceypteanmrdemniancdetansandecdsgnsiingaicdnbinsgaedmydad@muni cati on

appar at us ach pihadlbal Lhy ofGommniAal Lag,ggstbnatigns: and encryption

comuni cat1 ons are perforned between said first ay communi cation
appar at us emerwdiidnspeofidrmedlayy soinancdahieonnappasas uss macksording to a

(urtner SSRgEicfl 1o PLashrhe LVCILLAN: VLR, Lo BEQULAGA a0 encryot on
: Furthermore, in the communicaticn system, serial
communication is performed from the source communication
apparatus to the destination communication apparatus via a
plurality of communication apparatuses in a relay manner.
- According to a further aspect of the present
invention, there is provided a communication system in
which encryption communications are performed between a
plurality of source communication apparatuses and a
plurality of destination communication apparatuses,
comprising: a first relay communication apparatus which
performs encryption communications with saild plurality of

source communication apparatuses; and a second relay

communication apparatus which relays encryption

communications between said first relay communication

apparatus and said plurality of destination communication

apparatuses, wherein encryption communications are
performed between said first relay communication

apparatus and second relay communication apparatus.




communi cations with an external apparatus; an enciphering part performng
enci phering and decodi ng of data conmunicated w th saRtSeptembar@il0@ppar at us
via said conmunication part; and a control part which inputs the

enci phered data from sai d external apgaratus, provides it to said external
apparatus after decoding it with said” enciphering part, inputs data from
said external apparatus, and provides it after enciphering it with said
enci phering part. 24 Septestsini2(308 on8byAcer) dimg tirs fregnther aspect of
the present invention, there is proyided an information process system
compri si ngEOHNF STt GHRRRGHS pPBEBLEI G NN APUENSERr Ry dat a2
second i nf Qi PR Ot QRS HHRY p1aRRAL & USE Wi thitd SofadeieqnTmi catable with
said first information processing apparatus; and an enci phering apparatus

which i s nBBRHRt M Fbl e with said second information processing

apparatus, is |oadedrtRés, sph dheS@eRRANE REOLHRLLPL I, 0683SBIARPAT at US,
decodes data. which is provided fromsaid first Tnformation processing

appar at us YPa* S UTCOEGABIPRIMPHRILIA Protusti sgcrEppeatdidchsbsas to make
| 1 processablfe s dindngeeRndh1dah L JBL+ Ak OGRS ShNGoRRRA &Sy and

enci phers data processed by ‘'said second I nformation processing apparatus,
and transnfPBa¥atusessaid first processing apparatus via said second

i nformation procesgj . i urther _aspect of the
BLO8rq Q&@%%%.Eégggﬁg.ggvéﬁ%{BJ as %%e

present invention, there is provi an i nfornatidn processing nethod of:
| oadi ng aneeecygphiar iy dppacatushebinh neammdes rddeadhabéeent tivra second

|nfof TR g, 8 Q05T 10. 80 2Luh-o 0L SEUEL AGEOMLDLPL ORI 0, brocessing
performed for each communication path. Thereby, the coded
data cannot be deciphered easily, and, thus, the secrecy
performance on the communications can be improved.

According to a further aspect of the present
invention, there is provided a communication apparatus
which performs encryption communications between a first
communication apparatus and a second communication
apparatus, comprising: first encryption communicating
means performing encryption communications with said
first communication apparatus; and second encryption
communicating means performing encryption communications
with said second communication apparatus.

According to a further aspect of the present
invention, there is provided a communication apparatus
relaying encryption communications between a first group
of communication apparatuses and a second group of
communication apparatuses, comprising: first encryption
communicating means performing encryption communications
with said first group of communication apparatuses; and
second encryption communicating means performing

“encryption communications with said second group of

- communication apparatuses.




processi ng apparatus which stores data; decoding data wth said

enci phering apparatus provided fromsaid first infornikSeptempber@6686i ng
apparatus via said second information processing, so as to neke it
processabl e by said second information processing apparatus, and, also,
causi ng data processed by said second3 nf or mati on processi ng apparatus to
be enci phered, and transmtting it to said first information processing
appar at us vi a SaimcéﬁidMﬁbiﬂ%f@fﬁﬁkkﬁ@rpﬁ@§@6§idﬂyU@Qp@&é&ﬁﬁt According to a

further aspect of the present g%g(glon there i s provided a service
provi di ng YHOLL Oy SO5EEnDEr PBD @ OB FRRgCaMmeRIDHES ng appar at us

whi ch i's np&lerosietrar Raklrgpwi bR eomReendh d iy MREki,eBnpsocessi ng appar at us
whi ch is made comuni catable with a first information processing apparatus

in which JERHM{RlAtPO8d SorEGS| A & HFUBHEISHHdPRngeapb2* ety to decode data

provi ded fuidpe s ¢ fleisl bLpboramid %Mﬁcm&nﬂmégpﬁéﬁg Usetiipsai d  second
information processing apparatus so as to make it processable by said

second i nfAHALTTHPGEEISPnEOuEH At R idangmerpsFagieni d enci phering
appar at us §&s+ S RAST dat @newggfo%@dlsbxbe%%qméa@gd o Q{dmmt i on

processing apparatus, and transmtting it to sard first 1nformation
processi ng Qﬂﬁﬁfﬂn &ashi e bagioml ofaradrient.i on processi ng appar at us.

Bri ef description ZQ(;C(%IQE}]? awy Qg§ Gl ésecac E%%tt%%] ﬁgg%é%#lratl on vi ew of

a first enbodinment resen Fhvent 1-on; ock
confLgurailnNﬁnanm,otharsensepromﬂdeﬂui‘&mmhmemtat?onFméihdﬁiﬁgra bl ock

configur atﬂ Sl Vﬂmei\@{ n%rxégm)rrllj négnau‘%dn%%adc%.\éln%ebéZWe ) G Iﬁdr%la tlgfl ock

confi gur at’l on VI ew 01'e
of communication sources and a plurality of communication
destinations, wherein: a first relay communication
apparatus performs encryption communications with said
plurality of communication sources; a second relay
communication apparatus relays encryption communications
between said first relay communication apparatus and said
plurality of communication destinations; and encryption
communications are performed between said first relay
communication apparatus and said second relay
communication apparatus.

| According to a further aspect of the present

invention, there is provided an encryption apparatus
comprising: a communication part performing
communications with an external apparatus; an enciphering
part performing enciphering and decoding of data
communicated with said external apparatus via said
communication part; and a control part which inputs the
enciphered data from said external apparatus, provides it
to saild external apparatus after decoding it with said
enciphering part, inputs data from said external
“apparatus, and provides it after enciphering it with said

- enciphering part.




32; FIG 5 is a data configuration view of a function table stored in the
menory 32; FIG 6 is a processing flow chart at a ti nme2bSeptenbenififcati on
start of the comrunication device 27; FIG 7 is a processing flow chart of
transmtting processing of the comrunication device 27;, FIG 8 is a
processing flow chart of reception ﬁbocessi ng of the comunicati on device
27, FIG 9 is a processing flow chart of 21 Septenber 2006 9 conmunicati on

start processing oficacfdirsd tard antrtbrt BepesOMRINIRALIQRHRVI Ce 27, FIG
10 is a processing flow chart of transmtting processing of the first
vari ant of 'PRENE 5P orifficcafi BROUEYPE 2R AR I@mAatiPn| Bracpsdcessi ng 1 ow

chart of rg¢epéh Wbmd¥ieessi RYrOEst henfdfste M b3BLeQEifhe communi cation
device 27; FIG 12 is a block configuration view of a 10 second variant of

the comunPRBRTIH Uelicgdngr daFpg a13e¢end jrisueesing pProvwrenind at a tine
of comrrunalg_ﬁa%%sstﬂ{itahnQSOInathcéﬁﬁmPca'@Jm%“wa Lhey eppmuni cation

devi ce 27; - is a processing flow chart o transmtting processing
of the secthfiowmatian pglcelsingompparetns orrrdewncen2?phétrigl15 is a

Do S nTabb ot Gl 9, HSORRLL ler RLRASIS LAY Ok Ll sE0R0 varl ant of the

conmuni cat1on device 'S a processing Ow Chart of

transm tti byfprocsisy] pgocksaingi adpyaatiwent ief lbkdedcomminszid i on devi ce
27 second information processing apparatusn decodes data
which is provided from said first information processing
apparatus via said second information processing .
apparatus, so as to make it processable by said second
information processing apparatus, and enciphers data
processed by said second information processing
apparatus, and transmits it to said first processing
apparatus via said second information processing
apparatus.

According to a further aspect of the present
invention, there is provided an information processing
method of: loading an enciphering apparatus which is made
detachable with a second information processing apparatus
into said second information processing apparatus, which
is made communicatable with a first information
processing apparatus which stores data; decoding data
with said enciphering apparatus provided from said first
information processing apparatus via said second
information processing, so as to make it processable by
said second information processing apparatus, and, also,
causing data processed by said second information
processing apparatus to be enciphered, and transmitting
it to said first information processing apparatus via

“said second information processing apparatus.

According to a further aspect of the present

invention, there is provided a service providing method




FIG 17 is a processing flow chart of reception processing of the third
variant of a control part 33; 25 FIG 18 shows an exanpl geppdmlsgppO@ccat i on of
the present invention; FIG 19 is a systemconfiguration view of a second
enbodi nent of the present invention; FIG 20 is a block configuration view
of a table 30 selection/generation art 213; FIG 21 is an operation
diagram of a variant of a key generation nethod; FIG 22 is a system

configuratjen yi > aper 0 ird. i ment of the
pr ese%t ineght%/%%! &ql %&cﬁgﬂgggﬁgci&g%%ﬁ%su%?ic%nl\%?@'\%g%f an encryption
devi ce 319detrachaldle jwitdh bl sekondninfpnredtiiom pireweebingt apparaths

sel ecti on/ td art ’ 5 1.5 an _operation diagramof a table
sel ection/ gﬁ%ﬁ g.]fél gﬁr%d%aftong'ég?'cg:%lééﬁ% a é‘:g%:ts mlggﬂfrfl%%’%eﬂi on view of an
exanpl e of pappts<iald appafraansi hhowbdth atater dcsessb!ngdsye&?snnglo 301; FIG 27
is a systemconfigurati.on view of a _fourth enbodi nent, the present

i nventi on; g%yr%e BESTANG) SE’EaE%%W giiﬁ acij‘?cc?r?e\/gb@&/aoPraﬁl&?%f%‘?%gpl on

pr ocessi ngsappafiatdts inkbrmabibhGradsimy hlpakatapf vgaureiicon view of an

(?aéatl_&ls 53%;_ FIG 30 is a data configuration view of a nenory
£ GER¢8

ti y
EZZ;W% IGOH%‘%? a Rf PHOrats ot ARRAFGE 18N SC285i P gt i'dn pr ocessi ng

appar at us pddiedddb1e3Byl $addS¥sEEMN CIHHdrHaAbnORrYEBYE Ohg @
apparatus; and causing saild enciphering apparatus to
encipher data processed by said second information
processing apparafus, and transmitting it to said first
information processing apparatus via said second

information processing apparatus.

Brief description of the Drawings

FIG. 1 is a system configuration view of a first

embodiment of the present invention;
| FIG. 2 is a block configuration view of a server

11 and a client 12;

FIG. 3 is a block configuration view of a
communication device 27; ’

FIG. 4 is a block configuration view of a memory
32; '

FIG. 5 is a data configuration wview of a
function table stored in the memory 32;

FIG. 6 is a processing flow chart at a time of
communication start of the communication device 27;

FIG. 7 is a processing flow chart of
transmitting processing of the communication device 27;

FIG. 8 is a processing flow chart of reception
processing of the communication device 27:

FIG. 9 is a processing flow chart of




fifth enbodi ment of the present invention; FIG 33 is a block configuration
view of an information processing apparatus 211; 25 RGememba 280@at a
configuration view of a nmenory 144 of a variant of the fifth enbodi nent of
the present invention; FIG 35 is a systemconfiguration view of a sixth
enbodi nent of the present invention; 30 FIG 36 is a systemconfiguration
view of a seventh enbodi nent of the present invention; FIG 37 is a block
configuration view of a first variant Yof an encryption/ decryption devi ce;
21 Septenber 2006 11 FIG 38 is an operation diagram of a second variant

of the encry 'ﬁﬁ{ rypti vice:. FIG 39 is._a,.system.configuration view
of an ei ght%ge ol?i‘i%?%}rég %?Q‘?ggxﬁrcgggﬁ?gi ]seantfisiorﬁ;c égﬁaélt %% itggbl ock
confi gur at i orommuevi caftianséevire 2¥211; FIG 41 is a bl ock configuration view

of an output term nal Igppf atus 1112; FIG 42 is.a block configuration
view of a 10 portabl nc é/pjtsi Gh PEaGFEE I 30982 E3°% s an expl oded

perspecti ve tiragmEmahg bhccdaihgbbe enersidiordevheesdkhd FIG 44 is a
processing flow chart of the server 1111; 15 FIG 45 is a processing flow

chart of %t he" YTt eRniifaicapgar atus 1112; FIG 46 is a processing flow
chart of the portabl ergnc{yptd %npggt\f%%rgg]-lé_;ow':lcﬁaré?of zrnea%eBItQ%

configuration view of a 20 variant of the server 1111,
: : . processing of the first variant of the communication

device 27;

| | FIG. 12 is a block configuration‘viéw of a

10  second variant of the communication device 27;

FIG. 13 is a processing flow chart at a time of
communication starting of the second variant of the
communication device 27;

FIG. 14 is a processing flow chart of

15 transmitting processing of the second variant of the
communication device 27;

‘ FIG. 15 is a processing flow chart of receptidn
- processing of the second variant of the communication
device 27;

20 FIG. 16 is a processing flow chart of .
transmitting processing of a third variant of the
communication device 27;

FIG. 17 is‘a‘processing flow chart of.reception

. processing of the third variant of a control part 33;

25 FIG. 18 shows an example of application of the
present invention;

FIG. 19 is a system configuration view of a
second embodiment of the present invention;

FIG. 20 is a block configuration view of a table

30 selection/generation part 213; |

FIG. 21 is an operation diagram of a variant of
a key generation méthod;

FIG. 22 is a system configuration view of a.




FIG 48 is a block configuration view of an encryption device 1182. The
best node for enbodying the present invention 25 [Fir3tSenboir@ddd] FIG 1
shows a system configuration view of a first enbodi nent of the present

i nvention. A comunication system11 in the enbodinment is configured such
as to be able to performcomuni cations 30 between a server 11 and a
client 12 through a network 13. FIG 2 _shows a bl ock configuration view of
the server 11 and client 12. The servéf 11 and the client 12 are
configured 21 Septenber 2006 12 to each include a CPU (central processing

unit) 21, a read, onl ry) 22, a HDD (hard disk drive) 23, a RAM
(random acpe@%%ﬁ??%ﬁ?gacﬂ?%%’r%‘%%el%n a“Brsplay 26, a
comuni cation device 27g amgl s hU$138x &xehangetebnSviat amamng the CPU 21,

ROM 22, HDD 23, RAM 24, input_ device 25, display 26, and conmmuni cation
devi ce 27 iseNE€naBren B§Vi¢R bk 28 there. The CPU 21 perforns processing

based on a program steggd 45 ihe B2 rid2at43n THERAM 24chp14ised as a
work menory area at a tine of 10 data processing by the CPU 21. The input

devi ce 25 i nstlaiddon/geyborribn ®aysuses; etc., and is used for inputting
i nstructions or data. Fg&? 2§I| S@'a@%’oﬁéxé@f&%"%ﬁ%@%ﬁrﬂ"@é'%a%i'ed crystal
be) ,“or " so an

device), a CRT (cathode ray tu - I's used for display of 15
input data osejpaidesgechatsdta.onlparcod®®ni cati on device 27 perforns

alTent T2 through ¢het Theidoric FasVBFE o UG 2 bl QL G fEur at i on vi ew

- of the 20 cemmplecafi frpdt@en?2déf an information processing system

10 301;

FIG. 27 is a system configuration view of a
fourth embodiment of the present invention;

FIG. 28 is a block configuration view of an
information processing apparatué 511;

15 FIG. 29 is a block configuration view of an
encryption apparatus 539;

FIG. 30 is a data configuration view of a memory
544;
FIG. 31 is a block configuration view of an

20 information processing apparatus 513;

FIG. 32 is a system configuration view of a
fifth embodiment of the present invention;

FIG. 33 is a block configuration view of an
information processing apparatus 211;

25 - ‘ FIG. 34 is a data configuration view of a memory
144 of a variant of the fiffh embodiment of the present
invention;

FIG. 35 is a system configuration view of a
sixth embodiment of the present inventioﬁ;

30 FIG. 36 is a system configuration view of a
seventh embodiment of the present invention;

FIG. 37 is a block configuration view of a first

variant of an encryption/decryption device;




The conmuni cation device 27 includes an interface part 31, a control part
32, a nenory 33, and a communication part34. The inte2f Seeentaar 20®1 acts as
an interface 25 between the bus 28 and the control part 33. The control

part 32 carries out data encodi ng/ decodi ng based on a function table while
making a nenory 32 store the function table which acts as operation neans.
The communi cation part 34 is used for_conmunication control between the 30
server 11 and client 12 through the nethork 12. The control part 33 acts as
updati ng neans for the function table, and updates the function table

stored in the nenory ed on the nunber_.of tinmes of 21 Septenber 2006
13 communi cati on oper%f(fzbgze,s 5r 2Bn P RE TG APEEE it A" The nenory 32

will now be desantbefl the delodvbiiol)&crdprhensdaridock configuration view
of the menory 32. The nenory 32 is made of a dual  port, RAM_for 5 exanple,
and includes a data ifpgut ot Pi BYSEERHACRTagEREEIOHIF PGt 2%and an

address por teiBagh. enhS MR $f3%hégﬂ@§entd%§e£{‘9éﬁ; via the input port Pin
at an address specified via the address port Padr. At a tinme of data

output, data is read¥5omladsabdpelsscafdautpttonisieheiaddfesehort 10
Padr, and thgRqi.s read out via the data output port Pout. The function
table is a tabllé configured such that y = f(x), assum ng that output data
output fromthe dat&isut gt ipoatbPock cohftiberathor wid® iof peferred to as

Ga12,Y, M0, ROEL SRR B S8 B e o o5 port Pacr 15 of the rerory
of the function tablEatdredsby bheckresnrygdzatiet asilbw bifrgugh On is
f}]gred £8rr%%gg&digger;tcoryp%kllgna g“rrfcseselsilél;,through An. The data D1 stored at
FIG. 43 is an exploded perspective diagram of
the portable encryption device 1113;
FIG. 44 is a processing flow chart of the server
1111,
15 - FIG. 45 ‘is a processing flow chart of the output
terminal apparatus 1112;
FIG. 46 is a processing flow chart of the
portable encryption device 1113;
FIG. 47 is a block configuration view of a
20 wvariant of the server 1111; and
FIG. 48 is a block configuration view of an

encryption device 1182.

The best mode for embodying the present invention
25 [First eﬁbodiment]

FIG. 1 shows a system configuration view of a

first embodiment of the present invention.
A communication system 1 in the embodiment is
configured such as to be able to perform communications
30 Dbetween a server 11 and a client 12 through_a'network 13.
FIG. 2 shows a block configuration view of the
server 11 and client 12.

‘The sexver 11 and the client 12 are configured




20 address Al at this time is set such that D1 = f(Al). Mreover, the data
D2 stored at the address A2 is such that D2 = f(A2). XHijaptanbey208the dat a
Dn stored at the address An is such that Dn =f(An). Thus, the data D as a
result of operation with 25 a desired function f being made is obtained by
specifying the address Al corresponding to the input data fromanong the
addresses Al through An. Thereby, the operation result can be obtained at
hi gh speed. Here, operation of comuni t4tion device 27 will 30 now be
described. FIG 6 shows a processing flow chart at a time of communication

start of the co nicati on device 27. _The function table.as in FIG
5 is 21 SeptehBEriothe i Srby: dear ek RECEBHE 33717 M he CPU 21,

upon communjeatll BAsy Whddbtheoa! | bl 2rhelngi siequesigd 23t aarast ep 51- 1,
~and is stored by the nenory 32 at a step 51-2. At this tinpe,_ the nunber n
of tinmes of CERAORI 2ateTH IBIEEE! att o 1EPRESBEVIGR ¢V 02, MY ENer, the

control partyg 33 E&Mé%ibﬁedwmé@ﬁ L3Rl § L the CkkeAbnde 40 which

data should be transmtte ina step 51-3. The control part 33 perforns
t ransm t bi nglatpr sverg| Hip 41PUa2t RO RS, HPD B3 arfi Si.oanBHta is 10

supplied thr t i nterface 3 0%101& . . : teps Sl- 4.
Mor eover, if&&gggi giﬂ %lastep;lagrg%{ 'g?ﬁga&c m%ﬁl%&(ﬁg %&égiede a% a step 51-4,
recepti on preaeddsiingy ithe peisf 28 nEtbmt. a TheePP$1216 peStfopms51-4 t hrough 51-6

CPU 2178t aTEPEROBIRG KRR O i F IR AGOprBctLST Ry “PH CReCEa ol | part
33 of the comunthatzzn devkcesed I ld wbekdesnsihbedea BEGan Timhods a
process pg .00 Sheldsdhng by the cpu 21.

The input device 25 inciludes a keyboard, a mouse,
etc., and is used for inputting instructions or data. The
display 26 includes an LCD (liquid érystal device), a CRT
(cathode ray tube), or so., and is used for display of

15 iﬁput data or processed data. The communicatibn device 27
‘performs encoding/decoding of data, and performs
communication control with the client 12 through the
network 13.

| FIG. 3 shows a block ¢onfiguration view of the

20 communication device 27.

The communication device 27‘includes an
interface part 31, a control part 32, a memory 33, and a
‘communication part34.

The interface part 31 acts as an interface

25 ~between the bus 28 and the control part 33. The control
part 32 carries out data encoding/decoding based on a
function table while making a memory 32 store the function
table which acts as operation means. The communication
part 34 is used for communication control between the

30 server 11 and client 12 through the network 12.

.The control part 33 acts as updating means for

the function table, and updates the function table stored

in the memory 32 based on the number of times of




transmtting processing of the comruni cation device 27. 20 The control part
33 supplies to the address port Padr of the nenory 321 Septemlzng@dt t i ng
data supplied at the step 52-1 as an address, and nakes the data accordi ng
to the address output fromthe nenory 32. The output data of the nenory 32
corresponds to a result of predeterm ned 25 operation f perfornmed on the
transmtting data. The control part 33 supplies the output data of the
menory 32 to the communication part 343at a step 52-2. The control part 33
resets an address Amto an initial address AO at a step 52-4 while
counting up the 30 nunmber n of tines of conmmunication operatl ons at a step
52-3 and t hueoFpAdCRRgOR toORIFACAPRE, Ahetd tie garaunscatiinsAiteét ed. Next,

the control part 33 r f 1 ry 32 at a
step 52-5, carries 21% %?ﬁl&ﬁ)ﬁg’r 3go%li2§m€3§g g%%ﬁ%&{ll crgﬁeo%%qgf t he nunber
n of times of comunFEatibrstoper at bmuekvd:ctrtfi@ueath@ns VJeEaU ofattheDm at a

step 52-6, and thus.generates data.,of: In | part 33
stores at the ad g%s A ofmeng’réfhgzn‘éﬁﬂﬁp%f?n% d]da%dap |ng]9undergone

the rmul i pléxcaddlen bagdethdmdeBeandaberinpaf pbiraeBinf a cmmnutlamt on

operations at a step 52-7. The control part, 33 det erm nes et her the
addr ess has L?%‘%Fcﬁ@l:}%t g £t ad&ﬁﬁ?ésgoﬁ A% he TRGHETT O t?’gg TR step

52-8. When tdra 10paddéassrRasnpot peRchact theahasddoskl chkle@ the step
52-8, the address Amis set to the address Amtl at a step -9, and the

~data is readleThEeceAtERRSs POt RadFunctt ¢n tims| @fo@aﬁ%é’%ry A% are

updat ed by |3y %ebEXFtomYar %@9§E§Qgsf>£&ﬂe‘ac%§§'ﬂﬂe d&idssabeye- ment i oned
steps 52-5 through S2-9 to the last” address Ak. It is noted that f(x) shows

t he funéPi orPasiat, ang then flisr seadunet i o tthlsl datThewabit Deakt PPEANsM tti ng

The function table is a table configured such
that y = f(x), assuming that output data output from the
data output port Pout of the memory 32 is referred to as
data y, when an address supplied via the address port Padr

15 - of the memory 32 is referred to as input data x;
| FIG. 5 shows a data configuration view of the
function table stored by the memory 32.

Data D1 through Dn is stored corresponding to

the addresses Al through An. The data D1 stored at the

20 address Al at this time is set such that D1 = £(Al).
Moreover, the data D2 stored at the address AZ is such
that D2 = £(22). Similarly, the data Dn stored at the
address An is such that Pn =f{An}.

Thus, the data Di as a result of operation with

25 a desired function £ being made is obtained by specifying -
the address Ai corresponding to the input data from among
the addresses Al through An. Thereby, the operation
result can be obtained at high speed.

Here, operation of communication device 27 will

30  now be. described.

FIG. 6 shows a processing flow chart at a time

of communication start of the commﬁnicatioﬁ device 27.

The -function table as shown in FIG..5 is




data is enci phered on the updated function table In x f(x)J. 20 Processing
i s ended when the address Am becone the |ast address PkSeptenzbes e} 52- 8.
Next, reception processing of the control part 33 will be described. FIG
8 shows a processing flow chart of the 25 reception processing of the
comuni cati on device 27. The control part 33 resets the address Aminto
the initial address AOin the nenory 3%4at a step 53-1, when the receiving
data Dr is received fromthe client 12*~“through the network 13. Next, Data
Dmis read fromthe 30 address Am of the menory 32 at a step 53-2. Next, it

is determ ne dat e th rein

agr eenment at]9 éME[&eQF §.Ee nL‘nr lhgar %?! th &hte EBS ar{d%kgl data Dm are

not in 21 Sepdbramrharcai(iaﬁs &ﬁt}agﬁ&emménatlz h&ﬁigeme&@»eﬁ;ed t aicsadet er m ned
mis.the |ast address at a t he

whet her the res te 4. e

addr ess Ami§ 63%1 ist 2RHdrRsTroRed RY 1 Hee St 3 Z E tf@’dg\g 2 Amis
counted up akt aifiseRibd, Sthé NindelenScf of i RE 20ghescATHh.  However, when
the dress Amis the last address Ak in the step 53-5, the data Dm

corr esporili ngPYGHES AEcEPYhg At A0Dy VS e %S tCOTHE@ Lt RASE it s

det er m ned t@?ttr%n%ﬁmntﬁétfiﬁf&tgbﬁoﬁa@fé;%og 133 5 REL L0, PHOCRBSERT 1S
ended. When the data Dnread fromthe nenory 32 at the step 33-3 is in

agreement widaa ﬁ@opé@ebvltﬂgﬂ@aﬂataﬁ, ither stereffade part 31 is supplied
with the address Am aghgpé I%&%qogggtd% gfe%tfo%sst RaR3;f-+11e received datg

Dr is thus 15 decoded. con art 3 counts up .the nunber
processing at a step 31-5, if transm1551on data is

10 supplied through the interface 31 from the bus 28 at a
steﬁ S1-4. Moreover, if received data from the client 12
. 1s received at a step S1-4, reception processing is
performed at a step S1-6. Steps S1-4 through S1-6 are
repeated until a communication end instruction is issued
15 from the CPU 21 at a step S1-7.
Next, transmitting processing in the control
part 33 of the communication device 27 will be described.
FIG. 7 shows a processing flow chart of
transmitting processing of the communication device 27.
20 - The control part 33 supplies to the address port
Padr of the memory 32 the transmitting data supplied at
the step S52-1 as an address, and makes the data according
to the address output from the memory 32. The output data
of the memory 32 corresponds to a result of predetermined
25 operation f performed on the transmitting data. The
control part 33 supplies the output data of the memory 32
to the communication part 34 at a step S2-2.
The control part 33 resets an address Am to an
initial address A0 at a step S2-4 while counting up the
30 number n of times of communication operations at a step
$2-3 and thus updating it to (n+l), when the data is
transmitted. Next, the control part 33 reads data from

the address 2m of the memory 32 at a Step 82-5, carries




of times n of conmuni cation operations to (n+l) at a step 53-7. Next, the
address Amis set to the initial address AO at a step2bSspgembtn@ddont r ol
part 33 reads the data Dm 20 fromthe address Am of the nmenory 32 at a step
53-9. Next, the control part 33 carries out nultiplication of the nunber
n of tinmes of comrunication operations with the data Dnread fromthe
menory 32 at a step 53-10, and thus generates data: {(n+l) x Dn} =Dm. 25
The control part 33 stores the data DM®which is obtained fromthe
multiplication carried out based on the nunber n of tinmes of comunication

~operations at the address Am of the rrermr¥ 32 ﬁt a steg 53-11. The control
part 33 det & AeBuihdticetine af dris SUFRET, Bathdd™7e®50 | ast address Ak

of the functdppuhableidd Rt dSnd 2ritHheRe thesatiessthamnnat a eached the
| ast address Ak in the sftep 3-12, the address Amis set to the address

Amrl at a Step 52-43,anshdhusheeprieessidagai 8L etturn @8t MWe step 21
september 2006 17 S3pfe faklohenld t#%t%%ég-(ag?@lé?%ﬁ%eégm dshe function
X

tabl e of the nmenory . are updated by I'n x by repeating the
processi fig thk mbovey Méhtthendatstips B389t hnderdr&3th8 to the last 5

addr ess Ak, te.f(x). shows the fynction se he fiest  function table.
Ther eby, thg‘vt\lﬁ%&)l}é%%lic{?eg’aag%{ao? st%edggg'gg %a%édélgna%st he updat ed function
table In x fcomninmiddteoyeperitidie addr esepAR2-becoie thetrastpardddr ess Ak
at the step_S93-12, since it can he determned 10 that . the function table
st ored by tﬁg HEhoFi nes I’i"é?tﬁ%’ént LpdsEegs bag Jf)‘?aocé-‘g sF%%e}%égnded. The
client 12 pepleess LOMBRIRLeath@RSidm tab@spoRseLd® welnuNiiead i dre r equest
made by the server 11, has an appr oxi mateléqisama configurati.on as that of

the 15 5@rvefdress s nedr FERARCHIdCedsshg2diFeet dikt P bR tHa at

S2-8, the address Am is set to the address Am+l at a step
32-9, and the data 1s read.

The contents of the function table of the memory

32 are updated by {n x £(x)} by repeating the processing

15 of above-mentioned steps $2-5 through S2-9 to the last
address BAk. It is noted that f(x) shows the function set
as the first function table. Thereby, next transmitting
data is enciphered on the updated function table {n x
fi{x}1}.

20 Processing is ended when thg address Am become
the last address Ak ét a step 82-8.

Next, reception processing of the control part
‘33 will be described.

FIG. 8 shows a processing flow chart of the

25 reception processing of the communication device 27.

The control part 33 resets the address Am into
the initial address A0 in the memory 32 at a step S53-1,
when the receiving data Dr is received from the client 12
through‘the network 13. Next, Data Dm is read from the

-30 address Am of the memory 32 at a step S3-2.

Next, it is determined whether the data Dr

received and the data Dm are in agreement at a step S3-3.

When the receiving data Dr and the data Dm are not in




a tinme of conmunication starting. Accordingly, the processing at a tine of
the comunication start of the client 12 will now be ZUeSeptérhex 2064 G 9
shows a processing flow chart at a time 20 of communication start of a
first variant of the conmmunication device 27. Sane reference nunerals are
given to the sanme processing portions as those of FIG 6, and duplicated
descriptions are omtted. \Wen the Cli?ﬁt 12 has a communi cation request
25 fromthe server 11 at a step 54-1, e menory 32 of communi cation
device 27 stores the function table supplied by the server 11 at a step
S4-2. Thereb t o] functi.gn,tahl e i r 11 and the
client 12. é%nﬁggggﬁngﬁggﬁ%ég%za%gn?tt$%§jb?8g§%§ﬁﬁ%¥sk%ﬁﬁQES In FIG 7,

- and the recepldressphacessting 1shawaddredd Gt 8, stéhesIuhct Woentdlid e i s ‘
simlarly updated internally _in each of the server 11 and cljient 12, and
encodi ng/ decBt g o Jeﬁ(a:)?t&)%t]iaﬁﬁ/ a@%ﬁﬁpﬁ ip‘gfanstlb%rsr%ef*}?’rgg tqheJFfé? Ther ef or e,
the 21 Sept eitieles2086 1d8&dumiel ap iebl ewwpedifsr aneodieg/ decodi ng or
encryption/decryption is conmunicated only at a comunication start tineg,
and then? t WP QHerg ol et /¢ L -updat ed for every communication occasion
henceforth. 5 Accordi ggldvei gheBeeheCYrAQM hAr TRNEG: OMdthadgeesauni cati ons
is attained. Although the function table is updated with the operation of
carryi ng outPkmibt theiehen &$9f the daieDrogoriesyondiny tteth@mber n of
times of CO@E&%@L%Z&%"&EE—Q d}pg@ggig A5 2 cophfigient, ijt; is also possible
to nultiply the dafa communicated fo the’'function T(x) as a coefficient.
Transmi tt i ngigieonéssd nthdn a kemvasicafioupdaréngoctds fagdcthen tabl e based

on the ggmmuniGaLlof, dal a Wbyl
: When the data Dm read from the memory 32 at the

step $3-3 is in agreement with the receiving data Dr, the

interface part 31 is supplied with the address Am as the

decoded data at a step S$3-6. The received data Dr is thus
15 decoded.

Next, the contrcol part 33 counts up the number
of times n of communication operations to (n+l) at a step
S3-7. Next, the address Am is set to the initial address
A0 at a step 83-8. The control part 33 reads the data Dm

20 from the address Am of the memory 32 at a step S3-9. Next,
the control part 33 carries out multiplication of the
number n of times of communication operations with the
data Dm read from the memory 32 at a step S3-10, and thus
c_fenerates data: {(n+l) x Dm} =Dml.

25 The control part 33 stores the data Dml which is

obtained from the multiplication carried out based on. the
number n of times of communication operations at the
address Am of the memory 32 at a step S$3-11. The control
part 33 determines whether the address has reached the

30 last address Ak of the function table in step S3-12. " When
the address has not reached the last address Ak in the
step 3-12, the address 2Am is set to the address Am+1 at a

step 83-13, and, the-prpcessing is returned to the step




15 now be described. FIG 10 shows a processing flow chart of transmtting
processing of a first variant of the communication de¥l Septaaber2h@s sane

ref erence nunerals are given to the sanme processing portions as those of
FIG 7, 20 and duplicated descriptions are omtted. In this variant, the
step 52-3 of transmtting processing shown in FIG 7 is deleted, and,
instead of the processing of the step 52-6, a step 55-1 is processed. The
step S 5-1 carries out a multiplicatioh’of the data 25 Dout read fromthe
menory 32 with the data Dmoutput at the step 52-5, at the step 52-2, and
thus the data Dnl is created. Next, reception processing in the case of
updati ng t héfdmcifbh Bei® the8eBe2Hh t he communication 30 data will be

described. FIG 11 sheMms @rRie8SstNthd lraWcehaht + 9b1e rIC @Rk REndg¥OCcessi ng
ina first variant of the comunication device 27. The sane reference

nuneral s ar 8228rseppdritred D006 x19(ilvdy repeablsardpPEEesZtHY portions as
those of- FI ¢ Q?oyﬁl}ﬁer?&%deﬁa%%?geéﬁ@ %!r:Bﬁ%l\}\ﬁélf—nPgﬁé %ge 144 hi's variant,

the step S3-7 o e reception processing s I's del eted, and,
i nst ead 6f talddressepriS3-wisrea fdkepsi8hesl the Supcotes st afhéhetEyss 6- 1
@gtgsthe data Dmread

carries out ltipli.cation,of . the.received data

at the stepf%§gg§?néﬁﬁgﬁﬁusqpﬁée%%tgjfhPeF E?%E&%ﬁ#mﬁme common function

tabl e is thdecsiad dd=s=dyn the sgdaerd Fhnadidoh healsld gmt x12(xMor eover, the

function 10 table is updated with the data tr nsnitte%h%n?areceived for
A

every occasion. -of t V&L on® - B aﬂé&@ﬁ?g%m‘ FCUH this case.
Therefore, thare£sr@ePentOEEBPOE3-2N Beéncd PF Qvd be determined

10 that the function table stored by the memory 32 has been
updéted, the processing is ended.
The client 12 performs communications in
response to communication request made by the server 11,
has an approximately same configurétion as that of the
15 server 11, but performs processing different from that at
a time of communication starting. Accordingly, the
processing at.a time of the communication start of the
client 12 will now be described.
FIG. 9 shows a processing flow chart at a time
20 of communication start of a first variant of the
communication device 27. Same reference numerals are
given to the same processing portions as those of FIG. 6,
and duplicated descriptions are omitted.
When the client 12 has a communication request
25 from the server 11 at a step S4-1, the memory 32 of
~communication device 27 stores the function table supplied
by the server 11 at a step $4-2. Thereby, the common
function table is owned by the server 11 and the client 12.
By performing the transmitting processing shown
30 in FIG. 7, and the reception processing shown in FIG. 8§,
the function table is similarly updated internally in each
of the server 11 and client 12, and encoding/decoding or

encryption/decryption is performed there. Therefore, the




In addition, although the function table is 15 updated in the present
enbodi ment and the variant thereof with a multiplicat?lofeptembdid®®uncti on
table with the nunber of tines of conmunication operations, or

comuni cation data as a coefficient, it is also possible to add the nunber
of times of conmunication operations, or 20 the comunicati on dat a.
Moreover, it is also possible to wuse H e nunber of tines of conmunication
operations, or the comrunication data, "as a coefficient of a part of the
function. Furthernore, although the function table is 25 updated in the

present enbodj t b | yin alculation t ata of the function
table, it i sgg@mp)o%glﬁgl és?cga Ora%BFﬁaﬁﬁ??’:@ecgfﬁpgné?i on tables are
prepared foeneagitioh/thergetiver ikl camducl dedd dbA)lyaatd @ common  function

table is selected fromthe plurality of function 30 table cording to the
nunber of tiﬁ@gmBFL:%ﬁﬁﬁnFE 'Wdﬂﬂeo%@?gt?%ﬂb J%Et%BnggHﬁhiﬁggFi%% dgta, and

thus, encryptp@itedFdrdegeyPtdnuai apesh AbdRGiohl Genddrahoms a bl ock
configuration view of a 21 Septenber 2006 20 second variant of the
comuni cat i oRCERRAIEELT7. highe seqrecyr BPEFRRERGFURBr &1®i s given to the sane

confi gurati ofoRAH1H-@RAS 1H Fi&indq. and the duplicated description is
omtted. 5 1In addition to the interface part 31, nenory 32, control part

33, and communi cat i onApaheud thehduncohomriiadel én vedard 274 thsteenfi gur ed

abl os. The BrTVARCTy i P B e oo L P 5 Lo e or ehane

- stored in the(st oriahethartud®r Thef tiesd idfi cammonicamizer s of 1 through k-

~are givep tothessoks LNt rAaDLES: 1he Contents a4 g Tdentification
mulfiply the data communicated to the function f(x) as a
coefficient.

Transmitting processing in the case of updating
the function table based on the communication data will

- 15 now be described.

FIG. 10 shows a processing flow chart of
“transmitting processing of a first variant of the
communication device 27. The same reference numerals are
given to the same processing portions as those of FIG. 7,

20 and duplicated descriptions are omitted.

In this variant, the step S2-3 of transmitting
processing shown in FIG. 7 is deleted, and, instead of the
processing of the step 52-6, a step S5-1 is processed;

The step S 5-1 carries out a multiplication of the data

25 Dout read from the memory 32 with the data Dm output at
the step $2-5, at the step $2-2, and thus the data Dml is
created.

Next, reception processing in the case of
updating the function table based on the communication

30 data will be described.
FIG. 11 shows a processing flow chart of

reception processing in a first variant of the

communication device 27. The same reference numerals are




nunbers of these k function tables stored in the storage part 35 are in
agreenent between the server 11 and the 15 client 12. PrBemenbaigled a tine
of conmmuni cation starting in the control part 33 will now be descri bed.
FIG 13 shows a processing flow chart at the tinme of the conmmunication
start of the second variant of 20 the conmunication device 27. The sane
step nunber is given to the sane operation as in FIG 6, and the
duplicated description is onmtted. Thelﬁrocessing at a tinme of

comuni cation starting of this variant is such that, instead of the step
25 51-2 and 51-3,.a fﬁep 57-1 is executed. . The stepn S 7-% %E?ds the initial
function tabTe ¥ 5fh the W R58°Hari 8O HAADS 11k $T35%Ps frade to

store it. Nexid dupansatdd iqdGRREEEsss NGrd Bmt BeegONtIlthipakhrddhty | | be
described. 30 FIG 14 shows a processing flow chart of transmtting
processi ng o' 5§68R o VAT dHE BRCEREBLOT GFROATTHY BV ii8eF29: ®The sane

step nunber i d@h¥edd ! Ouldle i$3WBAQPSE aliLR+a8 411 Ga &Lrepndetpeduplicated
21 Septenber 2006 21 description is omtted. Transmitting processing of
t hi s var PantPricsesaeh. tT stepsbebd! ofantiesseebsr M4 ipHAgaghosRD, a step

S8=1 is exegted..he, 8: egds { fPart, %35 the
function table ogmta e |§%ﬁ% ﬁfscgt}F%n nu%&gn@]&%ﬁaﬁ]%ﬁﬁn& ?onptabl e
corresponds %,0 ahfiethumbidre dflthi pB$ s afreatedmuni cati on operati ons updat ed

P of | communi oat| on ot CTERE BBRORAY HHE R EbAr e O PRE T0t unction
tabl es, the thensérwsr tlabla&dothehelisentizfi cadtevemuner fudétion t hen again
read frgHItQ%bigO{éif%dg%gE %gth the data transmitted and received
- for every occasion. of transmission ‘and reception of data,
at this case. Therefore, the secrecy performance can be
improved.
In addition, although the function table is
15 updated in the present embodiment and the variant thereof
‘with a multiplication to the function table with the
number of times of communication operations, or
.communication data as a coefficient, it is also possible
to add the number of times of communication operations, or
20 the communication data. Moreover, it is also possible to
use the number of times of communication operations, ox
the communication data, as a coefficient of a part of the
function.
. Furthermore, although the function table is
25 updated in the present embodiment by applying a
calculation to data of the function table, it is also
possible that a plurality of function tables are prepared
for each of the server 11 and client 12, and a common
function table is selected from the plurality of function
30 tables according to the number of times of communication
operations or the communication data, and thus, encryption
and decryption are performed.

FIG. .12 shows a block configuration view of a




and it is stored in the nenory 32. Thus, according to the nunber of tines
n of communication operations, the k function tables 2 8epigulbar 806
cyclically thereampbung. Next 15 transmitting data is encoded with the

t hus-updated function table. Next, reception processing will now be
described. FIG 15 is a processing flow chart showi ng the reception
processi ng of the second variant of the 20 communi cati on device 27. The
sane step nunber is given to the sane<®peration as in FIG 8, and the
duplicated description is omtted. The control part 33 reads fromthe

storage part 35 the function_ table of the identjfication nunber n which
25 is the fuiRIMEnVEEMEE Gr FEEpEABTHY B IPRIAGHAE 'of  L1Fe W of

communi cat i ofeeRehAL | QRS ARdaked: 8bn e BkeRaRS-donriRfidationes it in the
menory 32. Then, when the nunber of tinmes n of communication operations

reaches the Bfufiser &s o Rlife Punandofha avpdicaterd dagreiPshoRabl e of the 30
identificatignugber "1" is again read fromthe storage part 35 as in the
transmtting processing, and it is stored in the nenory 32. Thus, the k
functionStabl es are &t crdstitilont he tenomtedfacygbdcialIly mewvordiidy to the

nunber 21 Septenber 200 22 af tinmes n_of communcatign operations. Then,
t he next tré%%%%?gs? %9?%%eSFﬁoﬁo%Eﬁ%%%%5188d%a§aQ%P t % t hus- updat ed

function tabicemutbhtsti@acevdicag2? oid hengtigsesi enfmditirent insluwzea 5 t he
function table itself is not. comuni cated_ between t server 11 and client
5 e st RO R B g ah BEPL s BRI GMTEPERLOR! ( rougn the
function talla@les. selegiegdadteprdf NGoroekfporuinerruattlonesaldfes,

comuni cation operations in the above-nentioned exanpl ehei t is also 10

possi bl 80t o 348 BRI USEOrsR tabte &EeBRdR Mipkto Fthe T

identification numbers of 1 through k are given to these k
function tables. The contents and the identification
numbers of these k function tables stored in the storage
part 35 are in agreement between the server 11 and the
15 client 12. |
Processing at é time of communication starting
in the control part 33 will now be described.
.FIG. 13 shows a processing flow chart at the
time of the communication start of the second variant of
20  the communication device 27. The same step number 1is
given to the same operation as in FIG. 6, and the
duplicated description is omitted.
The processing at a time of communication
“starting of this variant is such that, instead of the step
25 S1-2 and S1-3, a step S7-1 is executed. The step S 7-1
reads the initial function table from the storage part 35,
and the memory 32 is made to store it.
Next, transmitting processing in the control
rart 33 will be described. _
30 FIG. 14 shows a processing flow chart of
transmitting processing of a second variant of the
communication device 27. The same step number is given to

the same operation as in FIG. 7, and the duplicated




comuni cation data. First, transmtting processing in a case of

sel ectively updating the function table according to theSemenberni0d@ati on
data will now be described. 15 FIG 16 shows the processing flow chart of
transmtting processing of the third variant of the comunication device
27. The sanme step nunber is given to the same operation as in FIG 14, and
the duplicated descriptionis omtted. 20 Transmtting processing of this
variant is such that, instead of the 8teps 52-3 and 58-1 shown in FIG 14,
a step S10-1 is perfornmed. In the step 510-1, the function table
corresponding to the data transmtted to the transm ssion destination is
read fron1tré%%ﬁ?%P§@%np%ﬁtoml§§e§5, and it is stored in the menory 32. Wen

the function table isrsgl&etednh pPbLOe ) 3r thid SyRasgicbhie tacisel ect the
function table using any of noré significant or less significant bits of

the data tradwHi+t tedteThafebpe ahepev@t—4 Haraush 5% %r ansiPPte8d L the 30
function tab]e used. Lor the %géga%réﬂf@%agis‘)?rbﬁ ypdatied.yeByathi s reason,

t he secrecy performance of t a can inproved. Nexf, Treception
processi g Vi3 |thee fdestidrbadblaloSephenizemt2@06at2g) Fr@ber7nsHOVED a

processing flow.char f reception processing of t L hir riant of the
communi cati o R P@elcﬁe ‘ﬁ%rggﬂ%n%? le)O ni%]r‘fabg})g?%r gc?é\q/gcr#n?cs) gt ﬁg sanme
operation ascdmwhtiCatidn opedatbensupbdoaicedtStiescrdptszed,i sndm tted. The
reception processing of this variant is_such that, instead of t st eps
53-7 and 59-SFERSwWATi H* NG MEBOTY B35t e SR Hie K 6’%n§ﬂir.“e%hré Step S 11-1
reads the fab@ineBatal @paeseidhddbdidie tdat aumieceivved them the :

10 function tables, the function table of the identification
number "1" is then again read from the storage part 35,
and it is stored in the memory 32. Thus, according to the
number of times n of communication operations, the k
function tables are updated cyclically thereamoﬁng. Next

15  transmitting data is encoded with the thus-updated
function table.

Next, reception processing will now be described.
FIG. 15 is a processing flow chart showing the
reception processing of the second variant of the

20 communication device 27. The same step number is given to
the same operation as in FIG. 8, and the duplicated
description is omitted.

The control part 33 reads from the storage part
35 the function table of the identification number n which

25 is the function table corresponding to the number of times
n of communication operations updated at the step S3-7,
and stores it in the memory 32. Then, when the number of
times n of communication operations reaches the number k
of the function tables, the function table of_the ‘

730- identification number "1" is again read from the storage
part 35 as in the transmitting processing, and it is
stored in the memory 32. Thus, the k function tables are

stored in the memory 32 cyclically according to the number




10 conmuni cation partner as in the tinme of transm ssion, from the storage
part 35, and stores it in the nenory 32. By the above I Bepesbarg00@fter the
data decoding, the same function table as the function table updated at
the tine of the data transm ssion fromthe conmmuni cati on 15 partner can be
obt ai ned, and, thus, the sane function table can be shared with the
communi cation partner. In addition, although the coefficient of the
function table or the selection thereoff4 s performed according to the
nunber of tinmes of data communi cation 20 operations, or the conmmunication

data in the ahoye- nentioned exanpl.e, it is .also possible to update the
function tabPé FHIE Mafher BRLGH R GPEFRSW Fact OASD. TFHRETS, it is
possi bl e to egEhimEss opl/veddhtibrofaaranner Secdfedupgathagrpioaegsiaiag i n which
t he updating nmethods for 25 the function table are different, for each

comuni cat i oA REpEITaieEAS- For exanpl e, for each communi cation operati on,

‘the processing which updat es-t&ifiiNehl Phe 18R LniNME6d Blent he iAwabDer of
times of data conmuni cati'on operations as a coefficient, the processing
whi ch sel ect $henBudafieni 6aPBY itaisild feonet eomplniarFey Ltvagfc then t abl es

accor di ng t0eclhe: MaTes ofs 41mas okndal g LOMMURLEaLLAN.OREEALLONS, the

processi ng updat es unct'ion table 'nuse o “communi cation
data as a coefprevesht , Ianaddite gqor,0eésbongh 2ZheSéphenber 2006 134 whi ch

sel ects one function table frogmthe plurality.of fupcti . accordi ng
To the commurbisriohataraciig & vie BuHbd i irtloer oF Frcuflhanddkes 9
Fur t her nor e, opétdiaitgl thetlenchded-aahaidsed duaapsia) titedisMatllsot he function -
table stored in the nmenor 32_in_the above-nentioned exanple, it is also
possi bl e o PR tf’h%e%iﬁattihﬁgfﬁpﬁye%‘%itﬁﬁ’q% ERCPH fkﬂLaYPaltfe‘Fy of

updati ng manggfsafidhtacsidyL unit of data. That is,

First, transmitting processing in a case of

selectively updating the function table according to the
communication data will now be described.

15 . FIG. 16 shows the processing flow chart of
transmitting processing of the third variant of the
communication device 27. The same step number is given to
the same operation as in FIG. 14, and the duplicated
description is omitted.

20 Transmitting processing of this variant is such

~ that, instead of the steps S52-3 and S8-1 shown in FIG. 14,
a step 510-1 is performed. In the step $10-1, the
function table_corresponding to the data transmitted to
the transmission destination is read from the storage part

25 35, and it is stored in the memory 32. When the function
table is selected from the data, it is possible to select
the function table using any of more significant or less
significant bits of the data tramsmitted.

Thereby, whenever the data is transmitted, the

30 function table used for the next transmission is updated.

'By this reason, the secrecy performance of the data can be
improved.

 Next, reception processing will be described.




after further updating or selecting the function table in 10 use of the
encoded data, the data is transnitted to the communi cal Benterpar2f@d. On t he
reception side, the function table is updated with the data which is
decoded fromthe data transmtted fromthe conmunication partner, and
after that, decoding is further nmade therewith, 15 thereby, it being
possible to obtain the original data. _Although the present enbodi nent
described above is for a case where d4%a i s communi cated between the
server 11 and the client 12, other application can also be mnade. For

exanpl e, the present mvegttfmégﬁrray al so be .20 f@?‘*'(,'sc%gﬁﬁao g case wher e

cormmuni cati ons are nMEOECD RS SAPHa %" host apparatus at

a time of wée@tﬁbﬂgp@&é},%ﬂhw@flﬂm tirg0vaFidat 1F kBeshows an exanpl e of
application of the present invention. 25 An unl ocki n% 5%st,em 1 0 will now
et

be descri bedC™ER&CHRI G IESTEC8YST em D SaFet RFQP f9%PbI5cat i on i s

configured 4 d RehHAS@&HABNL 95 ﬂ@vﬂl@ 461, anantﬁ@to@@m&@ge@l rcuit (10
card 102, an IC card reader 103,  and an électric lock 104. The control

devi ce 181, d@@%@@té@pcﬂrﬁdlomgtt@the server 11 in the above-nentioned

enbodi ment, control s And unleks, (e, eleabEl 6! A8 109;anithen st er

perform ng of authentication passwor the aut hentication
is passed. Nbeéovenstadie othﬁ;ep‘smﬁ;ersmoendZSQﬂntSélgwate@ Bi¥G.cdidts card 102

corresponds to t he i.ent 12 password are
‘stored ther§, StERd° gjl’él tSelh Eoram‘?fg &g‘? *ﬁ?%ril ngqtfll{ g%}t?el’l c lock 104.
© The i nt egr atfeglceion UidbieandcdBRins ﬁon&hret adta ntardikred| f)r@nctared reader 103,
AN O G s Yt o Ba O %s A8V IRE e of ferhiSnl LAY 21, CT ot

the storage part 35, and stores it in the memory 32.

By the above processing, after the data decoding,
the same function table as the function table updated at
the time of the data transmission from the communication

15 partner can be obtained, and, thus, the same function
table can be shared with the communication partner.

In addition, although the coefficient of the
function table or the selection thereof is performed
according to the number of times of data communication

20 operations, or the cbmmunication data in the above-
mentioned example, it is also possible to update the
function table in a manner of combining these factors.
That 1s, it is pdssible to combine a plurality of manners
of updating processing in which the updating methods for

25 the function table are different, for each communication
operation. For example, for each communication operation,
the processing which updates the function table in use of
the number of times of data communication operations as a
coefficient, the processing which selects one function

30 table from the plurality of function tables according to
the number.of times of data communication operations, the
processing which updates the function table in use of the

communication data as a coefficient, and the processing




into the IC card reader 103, as in the above-nentioned enbodinent, the
function tabl e comon between the control 10 device 104l Semtermbes 200¢ egr at ed
circuit card 102 is set. Since the integrated circuit card 102 is thus

set, it enciphers the IDwith the function table and transmts it to the
control device 101. Wien the IDis transmtted to the control device 101
fromthe integrated circuit card 15 102, the function table is updated

wi t hout exchange of the data between t#fe control device 101 and the
integrated circuit card 102. The integrated circuit card 102 enci phers the-

password with the thus-updated function table, apd 20 transmts it to the
control devi 881§p1se ScoRt r%’?nc&é\?incga?%‘i %‘é‘?? GBﬁBI%ali‘ﬁalﬂ}éLWi (?gti on based
on the |1 D anguhbeiqassmoed swdduiage tsUPRE | @fmlineixtide darbegeated circuit
card 102. The control device 101 unlocks the electric |ock 104, when the

aut hent i cat | BRTFrmesh qygddert LyTibereeRany D and password are enci phered with

the different functioptahleserAnd12h8ulkhaRsdMdneded idthe sscontrol device
101. Thereby, the secrecy performance on the ID and password can be

i mproved.> 30tranemiditedoni th tthes fanstipostilble stheedrien theaWsmPrYing the ID
and passwor dg,t fieyar %b‘c’s%lér?%%ﬂteﬁ‘eégaemcéfee fit)&”ﬁ I o4 able s Whkch has been

updat ed several tines. ecy ‘performance on the I'D and
password 21 Septierbehe20p062ti2f pancbesimproved therpherlilty additi on,

Above: ront| CHEIE SESBFBRCT 4% “areasfostitn € 0 Ehpl v IAR oPai nary
cal cul ati on pfogr durther Supkithagnoenss yeitiony and fecrtiphi cabldbirover,
althougqigheuéénggieag ggcé‘é%?%g%a?aggg data is transmitted to the
communication partner. On the reception side, the
function table is updated with the data which is decoded
from the data transmitted from the communication partner,
and after that, decoding is further made therewith,
15 thereby, it being possible to obtain the original data.
Although the present embodiment described above
is for a case where data is communicated between the
server 11 and the client 12, other application can also be
made. For example, the present. invention may also be
20 applied to a case where communications are made between an
input apparatus and a host apparatus at a time of
performing-authentication, or 80.
‘ FIG. 18 is shows an example of application of
the present invention.
- 25 An unlocking system 100 will now be described.
The unlocking system 100 of this example of
application is configured to include a control device 101,
‘an integrated circuit (IC) card 102, an IC card reader 103,
and an electric iock 104. The control device 101,
730 éorresponding to the server 11 in the above-mentioned
embodiment; controls and unlocks the electric lock 104,
when, after performing of authentication with an ID and a

password, the authentication is passed. Moreover, the




on the nunber of tinmes of communication operations or the comunication
data, it is not necessary to be limted thereto and i2! Beptgrolessi2Bi%e to
update the same, in the 10 present enbodi ment, using information on the

out side sharable between the transm ssion side apparatus and reception

si de apparatus. The outside information sharable is public information,
such as for exanple, tine informationzsweather information, or information
15 concerning the tel evision broadcast. Furthernore, it is possible to
update the same using clock information inside the comunication

appar at us, OintéyraMenesveruit tak8 POBSdddresbondpdal enehelieamctlizon with a
conblnatlon of the external information sharable between .20 the

transmi ssi oniBidE SPRATHIY aAl FRcpl ioRagPHe dpts a0Scdt i unber  of

tines of commuiLal LB ORETAKEYNEor &m%ctkhﬁ caw&aém@nla@t a.o4ror
exanpl e, the function may be such a ? , X2, x3) There, the
vari abl e x| The tingeauated wfrcuds @@Ifésw@f 1@0%@@’@%& ii5%C0BR? atG ons, x2 is

the commyni catondata Al Kol Solfig £XELNaL ok eals gre bif gipmid on such as.

whet her i nformation,, ‘'vi sl on ornatlon or so. Mbreover,
it is also p&ki bl e that such a 30 function as that y2 = f2(xl, x2, x3, x4)

may be appli ed, mherfé t he %eg§a£%%Q%%§%l ncard'ﬁqugegnégrﬂgf above-
r

menti oned vari abl es xft od& SO possible to

apply a funqﬁﬁﬁﬂxh&unhc&&daréuﬂétlnmaob521nsamieﬁh@m—ﬁ@ﬁﬁloﬁ@dyB f3(yl,
X6) . Nbre ver, it is also ppssible that, ed on %B external

|nfornat|on inephe T ERRG Lot oﬁ@ﬂmQ% s af?ernétely 5

10 device 101 and the integrated circuit card 102 is set.
Sinée the integrated circuit card 102 is thus set, it
enciphers the‘ID with the function table and transmits it
to the control device 101. When the ID is transmitted to-
the control device 101 from the integrated circuit card

15 102, the function table is updated without exchange of the
data between the control device 101 and the integrated
circuit card 102.

The integrated circuit gard 102 enciphers the
password with the thus—updated function table, and

20 transmits it to the control device 101.

The control device 101 performs authentication
based on the ID and the password which are supplied from
the integrated circuit card 102. The control device 101
unlocks the electric lock 104, when the authentication is

25 passed. 7

Thus, the ID and password are enciphered with
the different function tables, and are transmitted to the
control device 101. Thereby, the secrecy performance on
the ID and password can be improved.

30- In éddition, it is also possible, before
transmitting the ID and password, they are enciphered with
the function table which has been updated several times.

Thereby, the secrecy performance on the ID and password




[ Second enbodinent] FIG 19 shows a bl ock configuration view of a second
enbodi nent of the present invention. A conmmunication s¥kBeptealpd 2006t he
present 10 enbodi nent includes a transmtting apparatus 201 and a
receiving apparatus. The transmitting apparatus 201 includes a common item
acquisition part 211, a key generation part 212, an encryption table

sel ection/ generation part 213, and an ezt%crypti on part 214. 15 The common
itemacquisition part 211 acquires an i‘tem which is common with the

recei ving apparatus 202 from whether information, time information, a
random nunber i ned_fr.o eudo random nunber generator which
generates a F%Iﬁg%%ﬁ#%ﬁgrmvﬁf%]&?é common between the 20 transm ssion and
reception ends, or so.InThadtoimmn alteough qthe edneildn ttebleodsonseéd em
acquisition part 211 i.s supplied to the key generation rt 212, _The key
gener at i on pgﬁtcé@]}&&ﬁ@a’g%%“sa ll‘i‘egrhﬁyab?)‘é%“%nﬁ?ﬂﬁe@a%aéﬁgecaﬁ%ujr%ti on,
such as, nul &b Vibdkdid125t6 0iflvC banbrdatighnGadcabasi@ntprogtrasotot o t he
common item supplied fromthe common item acquisition part 211, or

gener at es® a REFLOF SBICETPTHP #PUAEFFBRT$9%m anong a  previously set
plurality of functiongaeseLd %&th%u%ﬂeth@m%ibﬁeﬁ& et teebskkéat i ng
anot her common itemthereto. 30 The key thus generated by the key
generation parttiamibersepplimes P6 epramusisiadlsa| eReTVHOFSnEFattdn part

213. The tab ﬁ]ﬁﬂ'ﬁ% I /%ﬁ[}:er [ t gener gt es ;a:hew table while
sel ecting a !t:a e JT%c%lr 1% ept'e?%erggzg%% n%%e enc Bﬁeraé ng ldalta based on the
key thus supphémsid eod iheis pepsgbher bt iwmiager thelgamer| &n 20eshows a bl ock

conf i gura)i op. 1 QW QhnbRGnerd@lg: 56! BFELANAGBRCLA RN s aBL3:

sharable between the transmission side apparatus and

reception side apparatus. The outside information
sharable is public information, such as for example, time
information, weather information, or information

15 concerning the television broadcast. Furthermore, it is

| -ppsSible to update the same using clock information inside
the communication apparatus, or so.
Moreover, it is possible to update the function with a
combination of the external information sharable between

20 the transmission side apparatus and reception side
apparatus, the number of times of communication operations,
and the communication data.

For example, the function may be such as yl =

Fl{xl, x2, x3) There, the variable x1 is the number of

25 times of communication operations, x2 is the communication

data and x3 is the external real-time information such as
whether information, television broadcast information, or
s0.
Moreover, it is also possible that such a
30 function as that y2 = f2(x1, %2, x3, x4) may be applied,
wherein the time information x4 is added to the above—
mentioned variables x1 through x3. Furthermore, it‘is

also possible to apply a function, such as a function of




5 The tabl e selection/generation part 213 includes an initial value
setting part 221, an operation part 222, a |ook-up tabl 8epi¢mbe200623- 1

t hrough 223-n, and a table selection part 224. The initial value setting
part 221 sets an initial table as the | ook-up table 223-1." at a tine 10 of
a conmuni cation start, or so. Wiile the initial table is thus set as the
initial value setting part 221 at a ti of starting, operation processing’
is carried out in the operation part 2, and a thus-newly created table
is set as the | ook-up 15 table 223-1. The table set as the | ook-up table
223-1 last Lhne ¢5§€t 30 id)e | ook-up table 223-2. Simlarly,

sequentially; the tdbl'e set as the front |ook-up table is set, and thus
the table set as the Mooatvémoktupst abbe pezdbls- thet s bekeA €8t TS t he

| ook-Up abl g, 2251, 200THR 301 g5 LS, S51..8% LRe | pazuaghabbes 223-1

t hrough 223-n"are sup he opération part the table
sel ection paate22<ed Wtkendtied vt.abl es are thus supplied fromthe | ook-up
tabl es 223-1 through 223-n to the operation part 25 222, the key is
supplied fromthe key generation part 212 thereto. The operation part 222

generates a pg¥cd@bleapbyimedigr exanple, summing the plurality of tables
obtained from the | ook-up tables 223-1 through 223-n, and tEen,
nul ti pl yi ng the thus- 6BFai hedhexs & /PR tIRRREYIABE TV Ep&ration in the

operati on pagkcdmd én@oagﬁenﬁﬂ%%e%ﬁar%sré@erb@ iv@hteehto this, and it is also
possible to set a nonlinear transition function. The table can be nade to

grow in a chaos ‘manneP BYUBBHCARGOUPSY PPN REaFNQ PTSE Enber 2006 29
Care' L THRCKS S0, TR LIl e B 00 stk 2 11,
code with theetdiusing apparatus. The transmitting apparatus 201
includes a common item acquisition part 211, a key
generation part 212, an encryption table
sélection/generation part 213, and an encrfption part 214.
15 The common item acquisition part 211 acquires an item
which is commen with the receiving apparatus 202 from
whether information, time information, a random number
obtained from a pseude random number generator which
generates a random number which is common between the
20 transmission and reception ends, or so.

The common item acquired with the common item
acquisition part 211 is supplied to the key generation
part 212. The key generation part 212 generates a key by
performing various calculation, such as, multiplying a

25 coefficient, adding a constant, or so, to the common item
- supplied from the common item acquisition part 211, or
generates a key by selecting a function from among a
previously set plurality of functions according to the

common item, and substituting another common item thereto.
30 The key thus generated by the key generation part 212 is
' supplied to the table selection/generation part 213.
The table selection/generation part 213

Agenerates a new table while selecting a table for




" the selecteds?EﬁNQQ &ﬁat%%%16%%8 aénFQQaHH?

acquired table, and thus, the code cannot be decoded 5 easily. The table
which is calculated in the operation part 222 and newlSepignbad09s set as
the | ook-up table 223-1 as an encryption key. At this tine, the table
which 1is set as the | ook-up table 223-1 is then set as the | ook 10 up
table 223-2, and, the table set as the look-up table 223-2 is then set as
the | ook-up table 223-3. Sinilarly, seguentially, the table is set as the
following | ook-up table; and the table of |ook-up table 223-(n-1) is then
set as | ook-up table 223-n. Moreover, the table set as 15 | ook-up table

223-n is the@nagﬁﬁé’«fﬁ@dda{ﬂeoarbécﬁl&ﬁ%héeke@stﬁd%eshﬁﬁi&étp 4Rl €9e223-1
through 223-n are supplied, and, also, the key is supplied to the table

sel ect i on/ geK8F a¥¢RATFFIAPR P2t f28m t he key generation part 212. The table
sel ection/generation pagt gg %gj@qss%l %%Ekgg%nﬂ%%rggpdg @lrggpgjﬁt]t%ﬁ e n tables

set as the |ook-up tables t hr ou n-according to t
suppl i ed froffbhe &&%ﬁGQenefg&naﬂatp@mtpaiﬁ 2The table thus selected by the

he the erorypti on Key T9SCTRE S8 Eataan¢ SRS BLEBI | o T PO t bl &
selectlon/geanrzn1tmalpaalu@24ﬁtan@ 8kse, 221 ansnbpéiagi datpart 228upplied to
t he encryptio rt The _encryption art 214 enC|phers

transmtting®d4 %%? %@Bl%% gﬁgs)sgééc% ¥9£§Pe sty ¢ 5ﬁ?ﬁ§ble

sel ecti on/ geseredtiion BArpards. 21@heAlﬁp@i:a1f iva1Bnaert ity theteneryption is
such as -to encipher, the data carrylnqﬁ_ut matri x operation, between

P tamle i9A%ilngt ér “He{ui ri ng

the datapat &r RPHdn@Ri &drieePpkeaber 2004, 30 corresponding to the data from
the selected table. The manner of the encryptlon is not necessary to be
limted While the initial table is thus set as the

initial value setting part 221 at a time of starting,
operation processing is carried out in the operation part
222, and a thus—newly created table is set as the look-up

15 table 223-1. The table set as the lock—up table 223-1
last time is set to the look-up table 223-2. Similarly,
sequentially, the table set as the frbnt look-up table is
set, and thus the table set as the front look—up table
223-(n-1) is then set as the look-up table 223-n.

20 The tables thus set as the look—up tables 223-1
through 223-n are supplied to the operation part 222 and
the table selection part 224.

While the tables are thus supplied from the

look—up tables 223-1 through 223-n to the operation part

25 222,\the key is supplied from the key generation part 212

' thereto. The operation part 222 generates a new table by,
for example, summing the plurality of tables obtained from
the look—up tables 223-1 through 223-n, and then,
multiplying the thus—obtained table with the key.

30 The operation in the operation part 222 is not
necessary to be limited to this, and it is also possible
to set a nonlinear transition function. The table can be

made to grow in a chaos manner by setting up the nonlinear




thereto, and it is possible to apply various conventional enciphering
met hods. 5 Next, a receiving apparatus will be descri b@HSepiaheer288@i vi ng
apparatus includes a conmon item acquisition part 231, a key generation
part 232, a table selection/generation part 233, and a decryption part
234. The comon item acquisition part 231 perforns the same 10 operation
as that in the conmmopn item acquisition rt 211 of the transmtting
apparatus 201, and acquires the item comon with the conmon item
acquisition part 211. The key generation part 232 perfornms the sane

operat i on as :Lhaksfflntdigckey, 0CAHALT 80RArE 212 1ah1 LR NS tti ng

apparatus -15 201, and acquires the same key as that in the transmtting
appar at us 20tbtFheed absliecseteetiadifegehesagiorn gar & 2B3oharannisy, it

configuratio that. of the table selectjonl. ti,on_part 213,
operates in ?ﬁégggﬁgﬁﬁﬁﬁﬁéP?ej63g%ﬁlpthe y? %Q§§ ggﬁ%”@%%pgﬁﬁs that in
transm tti ngacgppaeditisdl20land gener ahedcads selneet bd. dddweledecr ypti on  part
234 decrypts the. original data based on the table thus selected in the
tabl e selict?Sﬁfﬁ%neration part 213. According to the present enbodi nent,

since the 25 table chargesponaaldhes sapelhera@eny daé ofdr@tamhssi on
operation, or as the time progresses, the code cannot be deci phered
easi|y. Mor eB98F, 2%} 706 PRELY SHcated al 38t e dhenéopy BhdaiE gener at ed

based on thezpaiiifd ant @8RbeypBWeN kbl . @Mt NhefdRdkat erhabl1aynbenknown,
the 30 foll.owing table cannot be acquired. That is, the table cannot be
acqui red unl é8ss¢ehesd hei Hokal sabéeu??Inlg s thent see &f tBemBAKTtati on

L PN ey, o Tetiatsants BRI plbtBuep wheqcode ol
the initial 23abt2 isndhen set as the look—up table 223-3. Similarly,
sequentially, the table is set as the following look—up
table, and the table of look—up table 223-(n-1) is then
set as look-up table 223-n. Moreover, the table set as
15 look—up table 223-n is then discarded.

The n tables set as the look-up tables 223-1
through 223-n are supplied, and, also, the key is supplied
to the table selection/generation part 224 from the key
generation part 212. The table selection/generation part

20 224 selects any one table among these n tables set as the
look~up tables 223-1 through 223-n according to the key
supplied from the key generation part 212. The table thus
selected by the table selection/generation part 224 is
supplied to the encryption part 214 as the encryption key.

25 The selected table is supplied from the table
selection/generation part 224, and also, transmitting data
is supplied to the encryption part 214. The encryption
part 214 enciphers the transmitting data, based on the
selected table supplied from table selection/generation

‘30 part 213. A specific manner of the encryptioﬁ is such as
to encipher the-daté, by carrying out matrix operation
between the selected table and the data, only adding,

'multiplying} or acquiring the data at a position




the operation nmethod are | eaked, since the table is selected by the key or
the operation nethod for the table changes therew th.2Feni¢rebar2f80 t he
code cannot be 5 deci phered, unless the commobn itemis known, since the key
uses the common item such as the weather or time. Moreover, since the
tabl e can be made grow up in a chaos nmanner by carrying out the nonlinear
transition of the table. Accordingly, gven if the table is acquired and
the 10 code can be decoded partially, ?he code is enciphered with the
table which is changed at a next nmonent. Accordingly, the deciphernent of

the code becggp difi t, | t4:0n, ke key.is acquired
by the conmmon ?%%ﬁ%%%ggigéﬁ#%hdﬁggtgg iﬁggéegg%ggﬁg?ﬁgﬂbrese%t 15
enbodi nent, anisr not thecessamribo bs hiotnrtedsshey eto beaddmitedls possi bl e

t o make deci phernent _of, the, code npre _difficult by enbeddin he key in
the tanl e 0P SR ADY Chri S EPPSgBHE B 1 B St TR Ry SR ERE T abl 5. | FI G
21 shows an epetpidrdmgdmegtiain.of a variant 20 of the key generation

met hod. shown in FIG 21, a setting is previous]y @gge sgcg that a
character’ "A" which | ¥eFhe AN ARG cRIdrarafst Kelt % 4e567Fé”%23-i shoul d

be used as a key fromraEDRGeitiBg 88KatPriABRSuddS3-al dokeughtdd3-n, and by
using this 25 "A" as the key, the table can be selected or it can also be

used as a CORPIHETIEAPTI BRI geidr abi bAY cTeneSEPBVRHY 208l 8. T#te her nor e,
the table a%j&&i%haggﬁéﬂuwﬁpsfst ﬁf{,ﬂ%}%{uﬁm@@ﬂ,ﬁ%ﬁdpgettheat her

information or.time |nforqatLon, e character 1s extracted with
t he thus detBrérigsreonablren acgoidi hipn eatte 28hupedimsnithedsawdar act er

e AT W RO LIS el gL rerae 2
of the transmitting apparatus 201, and acquires the item
common with the common item acquisition part 211. The key
generation part 232 performs the same operation as that in
the key generation part 212 of the transmitting apparatus

15 201, and acquires the same key as that in the transmitting
apparatus 201.

The table selection/generation part 233 has the
configuration same as that of the table
selection/generation part 213, operates in the same manner,

20 .and thereby, the same table as that in transmitting
apparatus 201 is generated and selected. The decryption
part 234 decrypts the original data based on the table
thus selected in the table selection/generation part 213.

According to the present embodiment, since the

25 table changes one after another every data transmission
operation, or as the time progresses, the code -cannot be
deciphered easily. Moreover, since the table is
calculated one by one and generated based on the initial
table, even if an intermediate table may be known, the

30 following tabie cannot be acquired. That is, the table

- cannot be acquired unless the initial table occurring at a
time of communication starting and the calculation method

are leaked. Moreover, the code cannot be deciphered,




tabl e generation, or so. Moreover, although the function 1is mainly updated
in the enbodinent, it is not necessary to be |inited 2bSentemtande®q on, and
it is also possible to change a protocol instead of the function.
Moreover, it 5 is possible to use a conbination of conversions with the
function and protocol. Since the generation process for the

sel f-generating key becones nore conplLcated by using a conbination of
conversions with the function and protdcol, deci phernent of the code
becones difficult 10 further. Mreover, in the present enbodi nent, the
plurality of I g by [-a 1 5S4 a egeption side.
Ther eby, by lﬁ)@?e or%ﬁ%gf%g)ﬁl’nsuer#@g??%%’s éJv%i%t %%agggn%%%t%le[agléll%cti on

i nformati on the tiperabicomiticdatirenlelitsl, séheetthg wblehéssane table

between the_transm ssigon and reception side can, .be i d
therewith en%WSfﬁief?ng}én edg%elyyﬁf:i gﬁe REFEHPBr R #re}'lr géé t?]?ﬂ?s possi bl e
to achi eve asydigREotRdSewwitd .y pFruetheaiskedeehyptoda.cahotTher d enmbodi ment |

FIG 22 shows g system configuration view of ,a _ third enbodi t of the
present PnvetRFERCTRe QB EHEG ddEMt 18 b e S %ﬂg%ey

i nformati on \HRCeHsI Ashi)s it , Thech M Orumat hestikpcRssing. system 301 of
the present enbodi ment is nmade of an ordinary personal conputer, and thus
i ncl udes a AfEFeoveEnt 3 HICHrdEessPhg et ©F B1de W RAMK F&ndohiéttess

menory) 312, BOM, r%?]_d,_, 1 ) 3nedr HOD U har:dn38sdigk drive) 314,
a CD- ROM (comrf%gct d?s ch\?/ty %?%%%5?%&% ﬁput devilccla1 316, a display 317,

a conmuni cattapdedevheeord@lyandven hdbpptable deviassrgred FredEdS 311
COOpera&%S VE&&% EQS Sg"ﬂéﬂg&eﬂnpgétﬁﬁﬁﬁﬁn?ﬁé gg&? is enciphered with

the table which is changed at a next moment. Accordingly,

the decipherment of the code becomes very difficult.
In addition, although the key is acquired by the
common item acquisition parts 211 and 231 in the present
15 embodiment, it is not necessary to be limited thereto, and
it is possible to make decipherment of the code more
difficult by embedding the key in the table, or carrying
out self—generation of the key from the table.
FIG. 21 shows an operation diagram of a variant
20 of the key generation method.
‘ As shown in FIG. 21, a setting is previously
made such that a character "A" which is the m-th character
‘of the i-th table 223-1 should be used as a key from among
the look-up tables 223-1 through 223-n, and by using this
23 "A" as thé key, the table can be selected or it can also

be used as a coefficient for generation of a following
table.
Furthermore, the table and the character number
are determined based on the weather information or time
30 information, and the character is extracted with the thUS"._
determined table according to the thus—determined
character number. Then, the thus—-obtained key may be used

for selection of a coefficient or function for the next




33 device 319 to performencryption processing with a program for
encryption installed in the HDD 314. The RAMB12 is us¥dSeptenzber@f®0 nenory
area of the CPU 311. A BIGOS (basic input/output systen) and various
setting information are 5 stored in the ROM 313, and processing therewith
is perfornmed at a tinme of starting of the information processing system
301. In the HDD 314, the programfor e yption which is used by the
encryption device 319 for perform ng 10 encryption processing, original
data, encryption data, decoded data, a table for encryption, etc. are

stored. Thet§£ﬁ£«@éﬂﬁﬁdﬁ%o§}5of%ﬁfqukﬁEégvg@}r&f%h%ﬁ&ﬂa€ﬁecgdﬁ%t@bn and a

programrecorded in the conmpact disc Dis read thefeby. The program for
encryption i §Spravirkiedpdertedsire e keabodinent hé tecdrpaet WHESBIYi s then
installed in.phg, 4 tromd e, (s ROM dr ve ﬁ%%l@é‘dpds%i%i%dtﬁ' t is also
possi ble to provide the programTor eéncfyption froma "network through the
comuni cat i oghdeyé ce Bb8octdheingtpatl dévibe [ifHinal udésrepveaybadard, a 20

nouse, etgc., .and is.,used for starting of the. encryption rogram or

sel ect | ongof IR AL TR e auﬁ\%iacﬁoghéﬂﬁgl% O%I‘F@Pﬁég?%‘ﬁfs fﬁg?ldr‘gﬁl ay 317

i ncl udes a CRinf{eaiheae paytoddihe) sonhcanthlylel-guidhn ginsieals deyi ce), and
di splays information, such as ori %i nal data, decoded data, or . a 25

progress sit Gati SHIGIIBRERYIT &Ry PRECESTinTiS £PMBH CRAT EY3EE1P%c] udes a

nodem a tegnididlirR@ABLehf GrR¥:ehnsSfLeh R FhscalbraRRar at us for
perform ng comuni.cati ons with another information §?r ocessi ng appar at us

‘through t he RERWRSAL. decipkemeatypfi Bhc dedec &e399es A HeaLE for

enci pherigng gri@idial data supplied fromthe programfor encryption, or

decodi ng the enerypted data.supplied from the programfor encryption.
Moreover, in the present embodiment, the

plurality of same tables are owned by the transmission and
reception side. Thereby, by performing communications
with adding table selection information to the
15 communication data, selecting of the same table between
the transmission and reception side can be achieved, and
therewith encryption and decryption arerperformed.
Thereby, it is possible to achieve asynchronous encryption
and decryption.
20 '
[Third embediment]
FIG. 22 shows a system configuration view of a
third embodiment of the present invention.
The system of the present embodiment is an
25 information'processing system. The information processing
system 301 of the present embodiment is made of an
ordinary personal computer, and thus includes a CPU
(central processing unit) 311, a RAM (random access
memory) ‘312, a ROM (read only memory} 313, a HDD (hard
30 disk drive) 314, a CD-ROM (compact disk-ROM) drive 315, an
- input device 316, a display 317, a communication device
+ 318, and an encryption device 319.
The -CPU 311.¢ooperates with the encryption




21 Septenber 2006 34 FIG 23 shows a bl ock configuration view of the
encryption device 319. The encryption device 319 i ncl ulleSepderblra2806
connectable with a PCl (peripheral conponent interconnect . 5 bus), and

i ncludes a common item acquisition part 321, a key generation part 322, a
tabl e sel ection/generation part 323 for encryption, a table nenory part
324 for encryption, an encryption par4325, and a decryption part 326. The
comon item acquisition part 321 acquires a 10 conmmon item from weat her
information, tinme information, or a random nunber, which is conmon between

the transm s§iof. 319 {£ o eRdsypPilAiedeby: & RRguda pasgem number

generator which generates a common random number comon w th the
communi cat i ofiopamtaryptidb ifiseaddrdoani theenEBqal ¢ ed The FRM3EdnH®N item

acqui st 10n PALE 2L 8.2 YRR-d Le e kiey HENeratl ansrpa (pd2ke The key

generation 2 genera romthe conmon 1 temacquired by the
conmon i t em ageut/uttbot parten32 indTherkeys isetgemeriatfedmaiionghre 20

performance of vari.ous operatign on._the common jtem ,supplied by the connon.
em acqdl i TIFpdrt CA T dit A SRR TIPIRE B CORr I orEnt ., adding a
constant, orp&fFormdar 80Veruimehe fkeyatsigengr ahedidibrseliteéohi on of a . function

according to the common itemfroma plurality of 25 previously set
functions, WKPEFSIPILIHIEFE dRdther commopn itemthereto. The key generated

by the key generationppaife 322 313, SHRPId.RAbR e drith@tion which
sel ection/generation part 323. The tabl'e Sel ection/generation part 323

gener at es a ¥ewsed babthe whickEp§éPRcEeHgen SLabfer MArerBipHeri ng data based
O U1 8 SRSk S LT KEY AR T b sEA20ack] & 24 shovs
decoded data, a table for encryption, etc. are stored.
The CD-ROM drive 315 is equipped with a compact disc D,
and a program recorded in the compact disc D is read
thereby. The program for encryption is provided for
15 example, with the compact disc D, is then installed in the
HDD314 from the CD-ROM drive 315, and is used. It is also
possible to provide the program for encryption from a '
network through the communication device 318.
The inpﬁt device 316 includes a keyboard, a
20 mouse, etc., and is used for starting of the encryption
program, or selection of original data which should be
enciphered. The display 317 includes a CRT {(cathode ray
‘tube) or an ILCD (liquid crystal device), and displays
information, such as original data, decoded data, or a
25 progress situation.of encryption.

The communication device 318 includes a modem, a
terminal adapfer, a router, etc., and is an apparatus for
performing communications with another information
processing apparatus through the network.

30 The encryption device 319 is a board for
enciphering original data supplied from the program for

encryption, or decoding the encrypted data supplied from

the program for encryption.




tabl e sel ection/generation part 323. The table 21 Septenber 2006 35

sel ection/generation part 323 includes an initial val u2l SedembargOffart 331,
an operation part 332, |ook-up tables 333-1 through 333-n, and a table
selection part 334. The initial value setting part 331 sets an initial
table as 5 the | ook-up table 333-1 at a tinme of a conmunication start,

etc. Wiile the initial table is thus sej4by the initial value setting part
331 at a time of starting, operation processing is carried out thereon by
the 10 operation part 332, and thus a newWwy created table is set to the

| ook-up table 333-1. Thes!abl ensft 2%ike LORKIMP-atidhl #1884 drast tine is
then set to the | ook-up table 333-2. Simlarly, in sequence, the table set
as the front SOCEBRUAP 14116 81%hen set, and thus the table set as the 15
front | ook-up table 33@:d s .54 t I - | e 333-n. The
tabl es set as the | ook- uef)%tni%%gl%rg%ﬁ%%h?g%gﬂ%&él%ﬁ grp%oa{s%pl ied to the
oper ati on parcenBgotapke with eaBle gerépheoal paonpoddat Midmedrinectabl es are
t hus 20 sgpphy f ; k-u I 33-1..thr -p.to_ the
operati onypalfbtlgg\?fﬂ%nhly&ggéglgsa s‘gopp Pleg%?lﬁeg%cfuol Fg%g%%%glgekf ’geaner ation
part 322. Thé&eypeemgiadnopaparB8322 genénnl essal arfiohdbbreint icar ppirhg out

mul tiplicati o] the key.to a tabl.e obtained fr synm ng the .respective

25 matrixes gf%t }E%r p nucrrgﬁéfﬁnofat?%ll@s MERSHY R 31?% gﬁr ?’gﬁ%tjﬁ?s- 1

t hrough 333- an dherygpdoat pant i 323, hendopedadiytipar baB82346s not necessarily

limted to this, and . %ﬁnonl i near transition function rmay be applied, for .

exanpl e. The table carf fe REE® t1FSgr 86AEHSHHOR PREESSZD IRTHEEShe setting a

nonl i nearo t r aswhdri AchUBebh OfeathERE R 8BYrmBveR | ihbe: {ahhe tisnacgyired,

since the table- . X L. _
a random number, which is common between the transmission

and reception ends, obtained by a pseudo random number
generator which generates a common random number common
with the communication partner.

15 _ The common item acquired by the common item
acquisition part 321 is supplied to the key generation
part 322. The key generation part 322 generates a key
from the common item acquired by the common item
acquisition part 321. The key is generated through

20 perfprmance of various operation on the common item '
supplied by the common item acguisition part 321, such as
multiplyind a coefficient, adding a constant, or so.
Moreover, the key is generated by selection of a function
according to the common iten from a plurality of

25 previously set functions, and substituting another common
item thereto. |

The key generated by the key generation part 322
is supplied to the table selection/generation part 323.
The table selection/generation part 323 generates a new

30 table while selecting a table for enciphering data based

on the key thus supplied from the key generation part 322.
FIG. 24 shows a block configuration view of the

table selection/generation part 323. The table




grows in a chaos manner, it becones inpossible to decipher the code with
the acquired table, and thus the code cannot 21 Septendebemeoeer 2860 be
decoded easily. The table which is calculated in the operation part 332
and is thus newy created is then set as the |ook-up table 333-1. At this
time, the table which is 5 thus set as the |ook-up table 333-1 is then set
as the |ook-up table 333-2, and the tg | e thus set as the |look-up table
333-2 is then set as a | ook-up table 3 Simlarly, in sequence, the
table is set as the following |ook-up table and the table of the | ook-up

table 333-( nségeé%lch? ﬁ[ar%gl&{]%a 30523'p33{%1mc‘%h3§n n; » MOr-BOVGnet he table

set as the | ook-up ta n i's discar n tables set as the
| ook- up tablestﬁiﬁgfpaﬂtthhghﬂ83@£maanenawpﬁiBéé apek—ul $eblede key is

supplied & ke e atiaqn JPar he t | ec n 15 part
334. The tab?ggselecd&gﬁ ggét’Sff sglt%? eg g°n é%'gzégnng%%ﬁese n

t abl es set a$n1tma1oﬁ&uupséﬂmhgﬁp333 131tmmﬁugh 383tﬁahﬁﬁmﬂdlﬂg to the key
fron1the5§ey eneration frt 322. FIG 25 sh ms an 0 ra%é QJagran1of
the key 20 & ?e%?? PG & %f%%%%péFtaB§§me 1B G285  set ting
i s previouslyt@ade such that a character "A" the n}th char acter of t he

i-th table 333-i from anong the |ook-up tables 333-1 through 333-n should
be used as a key, an#hbyedihgrikial pable ishédhrayset Y (86l e can be 25

sel ected or if;ean keiysed@s g 59@%1‘33?1%5 af QEngeHer A @ngdf the
following table. Furthermore, the table and.the character number nay be

det ermi ned foRepRalanhBrocesEnmmisofabriad mat itheoveomtdwrihet he character of
the thugqdet g nad, 30, EhayACt ShanibeTs iLhfe Lhussgateny nedsdabl e may be

thus - to the look-up table 333-1. The table set as the look-up
table 333¥l last time is then set to the look-up table
333-2. Similarly, in seguence, the table set as the front
look—up table is then set, and thus the table set as the
15 front look—up table 333-(n-1) is then set as the look—up
table 333-n.
The tables set as the look—up tables 333-1
through 333-n are supplied to the operation part 332 and
-the table selection part 334. While the tables are thus
20 supplied from the look-up tables 333~-1 through 333—n to
the operation part 332, the key is supplied thereto from
the key generation part 322. The operation part 332
generates a new table by carrying out multiplication of
the key to a table obtained from sumﬁing the respective
25 + matrixes of the plurality of tables from the look—up
tables 333-1 through 333-n. The operation in the
operation part 332 is not necessarily limited to this, and
a nonlinear transition function may be applied, for
example. The table can be made to grow up in a chaos
30 manner by setting a nonlinear transition function.
Thereby, even if the table is acquired, since the table
grows in a chaos manner, it becomes impossible to decipher

the code with the acquired table, and thus the code cannot




extracted and used for selecting the table or used as a coefficient for
generating the follow ng table, or used for selectinglk Beptémbre20en for
generating the table. 21 Septenber 2006 37 The table selected by the table
selection part 334 is supplied to the encryption part 325 while it is
supplied to the table nmenory part 324 and stored therein. The table nenory
part 324 may be set in the HDD314, andi3g rmanaged by the programfor
encryption. The selected table is supplied fromthe table

sel ection/generation part 323, and also, the transmtting data is supplied

to the encrypki @cqid e3201y The. encryption part 325 enci phers. the
original data based on 10 the table selected by the table selection part
334 and stored in théPEabPRIAEHG) par ta5u-atRA R nEre FPXREBncr ypti on

is such as thattasiy evad; s fafue Rl eerdyreLakl Yho9 Qi J¥ichiex operation
between the selected table for encr%ptl on and the data, 1%‘ si mpl y addi ng,
or carrying 18okuiP rabtepbitaki oRt Shipytimeeguithentaleks & Omifhe table for

encrypti o ?‘Eh&@%e“@%%“cl?@.wl{wi‘?%o?ggié't 40,the gl s.1The waaner of

encryption is not necessari ereto, and various conventional
enci phering #ethods tabye BB-dhplanddth@0tdiie chusypeechaldite dackyRed in the

encryption _ks.read from the crypti evi.ce 319 by the program
for encrypti g%}‘?i%ﬁ%éig 5 gt:‘:]need1 ﬁf@t A ﬁ%%paggbaﬂe :‘?%fe:‘?nedi ate file. The
- tabl e identibiodtardy,i f creatanore, the taddwt iibysay aditdle tfablewing used for

A ot e of SOy BEPhn: e S SPRLGI S SR fRoF b FeGoden Ue read 11om
the HDDi314 by ideepr agriaHe lebkeapr ¥@blOB3-nandudsesipl ithe tablde
encryption device 319. Wth the _encryption device 319, search is nmade in
the tabl e neﬁ%ﬁ)ﬁs the lock-up table 333-n is discarded.

The n tables set as the look-up tables 333-1
through 333-n are supplied, and, also, the key is supplied
from the key generatioﬁ part 322, to the table selection

15 part 334. The table selection part 334 selects any one
table among these n tables set as the look—up tables 333-1
through 333-n according to the kéy from the key generation
part 322.

. FIG. 25 shows an operation diagram of the key

20 éelection/generation part 323. As shown in FIG. 25, a
setting is previously made such that a character "A", the
m—th character of the i—th table 333-i from among the _

- look—up tables 333-1 through 333-n should be used as a key,
and by using this "A" as the key, the table can be

25 selected or it can be used as a coefficient for generation
of the following table.

Furthermore, the table and the character number
may'be determined from weather information or time
information, the character of the thus—-determined

30 character number in the thus—determinéd table may be thus
extracted and used for selecting the table or used as a

coefficient for generating the following table, or used

for selecting the function for generating the table.




30. part 324 based on the table identification information added to the
intermediate file for the table for encryption used a2l Sémembaer200§
encryption, which table is thus read fromthe table nenory part 324, and
is supplied 21 Septenber 2006 38 to the decryption part 326. The
decryption part 326 decodes the data with the table for encryption
supplied fromthe table nenory part 324 As a nmanner of decoding, a
calculation is made 5 of substituting the table for encryption into an
inverse function of the function used at the tinme of encryption, for

exanpl e, and thus, therter itgbbal saliddctelds bgeewseatbltheeeésoion Pagtdat a
decoded in tgg decryptl gn part 326 is ‘10 read fromthe encryption device
319 by the progrim f&rl l@ﬁcmp*f%r?ncaﬁatiL%Hsﬁad'fteé%ywwee HBD814. O the

RAMB12 st orggpbhlia@dd tthkStased 'rfefﬂlrorgr B&‘?‘@%ﬂlg ab¥ RS LPYndllinAs
menti oned above, according to the preSent enbodinent, the data can be

enci pher ed aﬁael'ﬁa@aﬁ] MEEOTE BAGE 6 4 mayhee HBD 3n4ths KRSt erfedi ate fil e.
It is notg pRSSA M- OINRY gﬁrp%g E?&f,ﬁ% aeven if the data is stolen
0

as aresult of t e encrypt on° i mpor {4 and storage thereof in the
HDD 314. Thereby, the T@ecse];qctq;értra@ﬁﬂamsesmmd@ﬁafram thee itappleved. 20

another ever ST &7 SRCAFReToh FagBeratt o diogs TRe CIMBTBrsOdsaes. t he
code cannot d=ta decisppel teld easidhy. ehorgovein pairicg2t he bl e is calculated
Tnter medi af etDTR ey PRET K rmeLPHEET P gL abl e AaE ot acqui red.
That is,10t hethd akitg eCaBnOttie Bkl esh 1| R3%cthen i pidd &34t ahhe occurring
at a time of communication starting and the
stored in the table memory part 324. A manner of the
encryption is such as that achieved, for example, by
carrying out matrix operation between the selected table
for encryption and the data, by simply adding, or carrying
15 out multiplication, or by acquiring data from the table
for encryption at the position corresponding to the data.
The manner of encryption is not necessarily limited
thereto, and various conventional enciphefing methods may
be applied.
20 The encrypted data encrypted in the encryption
part 325 is read from the encryption device 319 by the
program for encryption, and is stored by the HDD 314 as an
intermediate file. The table identification information
for identifying which table is used for the encryption is
25 added to the intermediate file stored by the HDD 314. At
~ a time of decryption, the intermediate file to be decoded
is read from the HDD 314 by the program for encryption,
and is supplied to the encryption device 319. With the
encryption device 3192, search is made in.the table memory
30. part 324 based on the table identification information
~added to the intermediate file for the tabie for
encryption used at fhe time of encryption, which table is

thus read.fromlthe table memory part 324, and is supplied




cal cul ati on nethod are | eaked. Moreover, the code cannot 30 be deci phered,
unl ess the key is acquired, even if the initial table2lfeptethberdfed ati on
nmet hod are | eaked, since the table is selected by the key or the operation
met hod for the table changes therewith. Furthernore, the code 21 Septenber
2006 39 cannot be deci phered, unless the common itemis known, since the
key uses the common item such as the weagther or tinme. Mreover, since the
tabl e can be made grow up in a chaos manner by carrying out the nonlinear
transition of 5 the table. Accordingly, even if the table is acquired and
the code can the tdecaded fanhi ghky, 33de code is enciphered wth the table
whi ch is changed at a next nonent. Accordingly, the deci phernment of the
code becomes very di fFic@ecrypoien rakil 326ndeatddm il daba keith s acquired
by the commumdl bemaceil shtl-p: Pl {53t hnel e desent. cokggiment, it is
not necessary to be imted thereto, ar t"1s possible to nake

deci pher ment Pett hed code momennei féf cddodbygenbeddicngat hen Key madet he t abl e,

i - t] f. the key f. .the table. A di t
The'prescnt crbanrTEnt EPRe Eher eI FGaea SR8 OnCr pRor BoEAg then be

stored. Mor dowetion hef dakarenciphensddant shorgcheCcan HecrwAIIHANI cat ed

usi ng vari oug. Lty I cif corrgu i cat ifg;e 20 apparatus ;318. FIG 26 is a system
configurati on Vi 8w ot Sqn™ xg‘?fﬁ'e 2ppPieat i Breof St ARCTIFbr mat i on

processi ng sustefmcd)l. A system 401 of this exanple of application is 25

configured such -that comunications between a server 411 and a client 412
i s perfornmed through dYfefitb? kKieprsiedTie therdegryptionpithe28 ient 412 are

confi gurry t@ef@cir-diA¥8e encryption device 319 by the program for
encryption, and is stored by the HDD 314. Or the RAM3 12
stores it and it is used for processing by the CPU 311.
As mentioned above, according to the present
embodiment, the data can be enciphered and it can be

15 stored in the HDD 314 as the intermediate file. It is not
- possible to easily decode the data even if the data is
stolen as a result of the encryption of important data and
storage thereof in the HDD 314. Thereby, the secrecy
performance of data can be improved.

20 According to the present embodiment, since the
table changes one after another every data transmission
operation, or as the time progresses, the code cannot be
deciphered easily. Moreover, since the table is
calculated one after another and generated based on the

25  initial table, even if an intermediate table may be known,
the following table cannot be acquired. That is,'the
table cannot be acquired unless the initial table
occurring at a time of communication starting and the
calculation method are leaked. Moreover, the code cannot

30 be deciphered, unless the key is acquired, even if the
initial table and the operation method are leaked, since
the table is selected by the key or the operation method
for the table changes therewith. Furthermore, the éode




the sanme configuration as the information processing system 301 shown in
FIG 22 through FIG 24, and the 30 initial value, conXbBejt¢rabar 2606 key
generation nmethod, the operation nethod, etc. are shared nutually. The
server 411 enciphers the original data to be transmtted to the client 412
wi th the above encryption 21 Septenber 2006 40 device 319, and stores it
as the internediate file into the HDDZkA. The internediate file stored by
the HDD 314 is then supplied to the client 412 through the network 413 by
t he communi cation device 318. 5 In the client 412, the comruni cati on device

318 recei vegahfit eRCEPE EHe R a vi1@R:t BRe S@IMRh 41dm Bhdinsnores it in the
HDD 314 as the internediate file. The encrypted data stored by the HDD 314

as the inter feBFatde kKPreusss ddoderPat btehe sFhgrhat e HeR WRCE O he
encryption 10:fev! aRrdbder Anchich Uhi L2B R BE £ & c S 2p sfcgording to

this exanpl e of application, ata enci phered the encCryption device
319 is store@hags mapacirnberemdiving buketha rtdid ipBDr tdansitdonsofr ansmi t t ed

via the i Sty t.wor . as_a_ L | o area 15 t with the
existingq%on%%%gggﬁﬁdn 5%@%%%§%§%} e %%o?%ﬁ%ﬁi&%k% el%ﬁ%¥§%$F§ﬁ£$% easily

appl i cabl e. tlhe addist ican, baciaradiedg phot LA pr esentodernodigreriphersdnce t he
| ook-up table,ch e nam.cal l.y, fhe eci phernment of the code becones
difficult evﬁhﬁ?ﬁﬂghiag%? éﬂf%ﬁ'léhéh?ﬁ% ! BaBfEt ¥ Htqui red tenporarily.
Therefore, AdesHopeey Pef fRoIpReensan &e thEPEedE heddiie@oREy according to
the present enbodi nent, as information at a predeterm ned position in.the
table is us %%FWitkey, the key cannot be obtai ned wi thout 25 obtaining

the tabli Accordinglys slecihber MBthoiqht Ree koge;becoms. & b exdt, and
t hus, the secrecy performance
common item acquisition parts 321 in the present
embodiment, it is not necessary to be limited thereto, and
it - is possible to make decipherment of the code more
. difficult by embedding the key in the table, or carrying
15 out self-generation of the key from the table.

According to the present embodiment, the
original data can be enciphered and then be stored.
Moreover, the data enciphered and stored can be
communicated using various types of communication

20 apparatus 318.

FIG. 26 is a system configuration view of an
example of application of the information processing
system 301.

A system 401 of this example of application is

25 configured such that communications between a server 411
and a client 412 is performed through a network 413. The
server 411 and the client 412 are configured to each have
the same configuration as the information processing
systeﬁ 301 shown in FIG. 22 through FIG. 24, and the

30 imitial value, common item, and key generation method, the
operation method, etc. are shared mutually.

The server 411 enciphers'the original data to be

transmitted to the client 412 with the above encryption




can be inproved. [Fourth enbodinment) 30 FIG 27 shows a system :
configuration view of a fourth enmbodi ment of the pres&hbentenlaiZ00h. For

the present enbodi nent, a description is made for a systemin which,

while two information processing apparatuses are 21 Septenber 2006 41 used
for relay communi cations, conmmunications are nade between a conmunication
source informati on processing apparatug and a communi cati on destination
information processing apparatus, in order to sinplify the explanation. 5
A communi cati on system 500 of the present enbodi ment includes information
processi ng appaia¢ Uslss Sl stdreaugh 2d4thdhevderfeanaté ofiler 06eSSi ng

appar at uses 2 ough 514 are connected through a network 5. The
i nf or mati on %%80%@@% apparRirEmstiaba gt e StRESANEY i tdie ﬁBngﬁﬂcessi ng

appar at us 512spendrdippl ebaythdrRetesn: the thRbagHBthOhaRLO5RSH NY
apparatuses 513 and 514, and encryption conmunications are perforned

t her ebet weenPY Fieg W@ﬁé%tjaxbld@&%céo?’ﬁf?gurati on view of the infornation
processing apparatus JhlendS-1thed nfer é%nﬁ@ﬂﬁ@éﬁi&g RhpaLatys 511 1s

made of a personal conputer system and includes an input device 521, a
processi ng paftebEEs thadercuiimpidayat23irofhahel apurededdilcead?l i ncl udes a

keyboard and , :@n i nput .of co nds .qr, _data in the
processi ng p%?? 0%%253 %%%Dfs%ﬁg;a%z edilsnp %T/% a pef oclelses'i nrghé? esult of the
processi ng pexr¢rifiizd dhea priooesisbpgtipardDIb22 4i asl tidesiraetRei b8l a

Control| or b SNEPEU RN Ve Sa7S RRIoER Ryt 6P BT ve 538
an encrypt i ofewiend Ge9538ha drdutal COMMBY cakl enigeyige . 540.
According to this example of application, the

data enciphered by the encryption device 319 is stored as

the intermediate file in the HDD 314, and is transmitted

via the existing network 413 such as a LAN (local area

15 network) with the existing communication device 318.

Accordingly, the encryption is easily applicable.

In addition, according to the present embodiment,
since the look-up table changes dynamically, the
decipherment of the code becomes difficult even if the key

20 or the look—up table are acquired temporarily. Therefore,
the secrecy performance can be improved.

Moreover, according to the present embodiment,
.as information at a predetermined position in the table is
used as a key, the key cannot be obtained without

25 obtaining the table. Accordingly, decipherment of the
code becomes difficult, and thus, the secrecy performance

can be improved.

[Fourth embodiment]

30‘ FIG. 27 shows a system configuration view of a
fourth embodiment of the present invention. For the
present embodiment, a description is made for a system in

which, while two information processing-apparatuses'are




The CPU 531 perforns processing according to a program The controller 532
perforns data exchange between the CPU 531, nenory 533l September 2806
controller 534, 30 and bus 535. The nenory 533 is used as a work nenory
area of the CPU 531. The graphics controller 534 processes data processed
by the CPU 531, changes it into display data, and supplies it to the

di splay 523. The display 523 21 Septengfr 2006 42 displays a page
according to the display data fromthe ~graphics controller 534  The bus
535 is a bus based on the PCl (peripheral conponent interconnect)

standard- Thesey GO Q) LT pifin  EOETHRL) UUABKISRLLAN do¥! 81039, and

conmuni cati on vice are connecte us 535. The input apparatus
521, the haribidiesk dr cammb3tatiandstivecexoiangeabie [iosksdiir¥e 538 are

ted to_th troller 536, |1, as.the. bus, ag. control |l er 536
10 cont r ol s THETATIA <A SrHL 5317 ThaRa I RSk MBS the

exchangeabl epficissingvephddituand ihherdes 535 impndfy pettd crxps adat@orexchange.
A program and data. are stored by the hardﬁgisk rive 537. The
exchangeabl e di sk dri{eCB¥BREAHER T56Hh pe?fédébﬁﬁﬁﬁepgonpact di sk-read
only nenory)effiddfent 3tk 1didabe S ndo b ¥ Groked i vhipagaptogs &idland dat a
are stored. The encryption/decryption device 539 1s a board _connected to

the bus 535, thusdolnélbherBieddnA0ERa HED PESCeLDI AR SREIREPPHEFEdC Hat a. The
22 oo g e PO e G oSy e o L
appar at us f cimfigemboion eraessunycappaoreius bhltdrd the dRFRET8R-Pr ocessi ng
apparatg% 5%%xk%%8¥§$ éﬁB%ﬁ%%%%oéfz 5@%5%%%3 relaying between the
inf&rmation processing apparatuses 513 and 514, and
encryption communications are performed therebetween.
FIG. 28 shows a block configuration view of the
information processing apparatus 511.
15 The information processing apparatus 511 is made
of a personal computer system, and includes an input
device 521, a processing part 522, and a display 523. The
input device 521 includes a keyboard and a mouse, and
performs input of commands or data iﬁ the processing part
20 522. The display 523 displays a processing result of the
processing part 522.
The processing part 522 includes a CPU 531, a
‘controller 532, a memory 533, a graphics controller 534, a
bus 535, a controller 536, a hard disk drive 537, an
25 exchangeable disk drive 538, an encryption device 539, and
a communication device 540.
| The CPU 531 performs processing according to a
program. The controller 532 performs data exchange
between ‘the CPU 531, memory 533, graphics controller 534,
'30. and bus 535. The memory 533 is used as a work memory area
of the CPU 531. The graphics controller 534 pfocesses
data processed by the CPU 531, changes it into display
data, and supplies it to the display 523. The display 523




The encryption/decryption device 539 will now be described in detail. FIG
29 shows a bl ock configuration view of the encryption2l Semepberi2606 devi ce
539. 30 The encryption/decryption device 539 is a PCl board which is
connected to the bus 535 and used in this state, and is configured to have
an encryption/decryption processing chip C and a connector 541 nounted on
a printed 21 Septenber 2006 43 wiring poard B. The connector 541 is
connected to the PCI bus 535. The connector 541 is also connected to the
encryption/ decryption processing chip Con the printed wring board B. 5

The encrypti gii/sph 86£SSi ChLpoKaimslidese a3 JAGKYRELONFE M &fifeace circuit
542, a bus 543FBa?%enDF§%§44, OanJﬂg nicr%cdﬁ%ﬁtgf 545. The interface
circuit 542 iFapbbphewngdoldberhe3¢onnector 541. The interface circuit 542

i s- forned between th%m%p%ﬂgcﬁﬁg §§%%§@g ﬁ%géérgke%ﬂglgg s 10 543, and acts
e an
)

as an interface between t PCI ™ bus he bus . The nenory 544
and m cr oconpweeiphets lacemponanme ciretronhdet b usabdldrdAn Tperation result of

predet ermined_operatio erforned on j.nput data is.sto in the menory
544 at aggadﬁpgggogg??§§§0nﬁ??iyﬁqfqﬂﬁge EXRﬁlonléeHé?s.gigﬁaango shows a data
confi gur at i orominent @ftibhedetE®rysb44e tonidtacEBr ¥h&44us @B50per ati on
result f(Al) calculated, by a predeterm ned functiaon f ﬁx% mﬁt% %n 20
address Al as an i nput'®x1nEUt qRPRATGtISoP2E hethsd degsls AR (Frienct'es an

integer of 1ahBrengRxBhah§eSbs sk Bei v LIOGRRPHLSEeOAR @bt &has the
- operation result f(x) b perform ng cal culation on the data x with the

pr edet er mi ne§OREFRALEENSBE b3S reldi g the kit &3Fr onTh@econtroller 536
10 controls the input apparatus 521, the hard disk drive 537,

the exchangeable disk drive 538, and the bus 535, and
performs data exchange.
‘A program and data. are stored by the hard disk
drive 537. The exchangeable disk drive 538 is, for
15 example, a CD-ROM (compact disk-read only memory) drive,
and drives a CD-ROM disk in which a program and data are
stored.
The encryption/decryption device 539 is a board
connected to the bus 535, and enciphers data or decodes
20  the enciphered data. The data enciphered with the
encryption/decryption device 139 is supplied to the
communication device 540. The communication device 340 is
an apparatus for performing communications with the
information processing apparatus 513 through the network

25 514.

The encryption/decryption device 539 will now be

described in detail.
| FIG. 289 shows a block configuration view of the
encryption/decryption device 539.
30 The encryption/decryption device 539 is a PCI
board which is connected to the bus 535 and used in this
state, énd is configured to have an encryption/decryption

processing chip C and a connector 541 mounted on a printed




25 nenory 544 with the data fromthe PCl bus 535 as the address therefor.
This operation result f(x) is output as enciphered daghSeptemher 286a x. The
m croconputer 545 sets, as an initial function, data of the nenory 544,
i.e., the function f, 30 based on conmon information which is obtainable
in common between the transm ssion and reception ends, and after that,
dynam cal ly changes it based on the nunber of tinmes of comunication
operations or the comuni cation data. 24 Sept enber 2006 44 For exanpl e,
the function f changes. O, nultiplication of a coefficient according to

t he nunber of .ti.nes. of i cati on operations is d ith t functi on
f. Updating‘%?jfﬁ%bPﬁﬁ%ﬁgbn i §OMHEC é@éa??l@pqq%ﬁ egd%¢dt gﬁg by the

nunmber of times G35conTiai GaineeRopPRsBatisnRg sor cotita-te@Mmunticat i on dat a,

and, it is possible,that updating is nmade with common informafion which
can be acqui refF¥RTED VA8 Ry ??RF?%%%%%ﬂEPFBnCﬁ?bé%?spﬁﬁnﬁﬁ%aratuses 511
t hrough 514, fofirex8ppt-€,z Wweat her information or so. 10 Thereby, the
encryption/decryption can be perfornmed wthout exchanging the key
informati n for encrype¢ ccraptiopanaaassing chin<hilssilsfeamd recepti on

ends. Thus, Diedekey HVOIEIRLI O NCl,S GOt Al Bmehdiseldag,n each of

the transm ssio reception ends, 1 ., a se generati'ng key,
encrypt i on/ degdy pt inbarecorrbeerps4 or g iTlerédor asinduétset? ets per f or mance

of the data I, Y d.. The pro sing, for_.en t] it R bhe
encryption/dé%%%ﬁ??%%ﬂpe3¥%%C%%@?%%ﬁﬁgﬁ%s t%%eﬁ%ﬁ%?§£%§4k£%&#%% use of the
i nput data adst fermddrissisvdehetied aronnbenr bhe aal ahes ineadndY dmst he addr ess

as | the Dher yaPea Ba 2 haresl of SHRia R PEENE o ot S g0is os it 1S outpul
the bus 543. The memory 544 and microcomputer 545 are
connected to the bus 543. An operation result of
predetermined operation performed on input data is stored
in the memory 544 at an address corresponding to the input
15 data.
FIG. 30 shows a data configuration view of the
memory 544,
In the memory 544, an operation result f(Ai)
calculated by a predetermined function £(x) with an
20 address Ai as an input x, as data Di for the address Ai (i
denotes an integer of 1 through n) is stored. The
microcomputer 545 obtains the operation result f(x) by
performing calculation on the data x with the
predetermined function f by reading the data from the
25 memory 544 with the data from the PCI bus 535 as the
address therefor. This operation result f(x) is output as
enciphered data of the data x. '
The microcomputer 545 sets, as an initial
function, data of the memory 544, i.e., the fﬁnction I,
30 based on common information which is obtainable in common
between the transmission and reception ends, and after
that, dynamically changes it based on the number of times

of communication operations or the communication data.




searches first for the data stored in the nmenory 544 with 25 the input
data. Then, the address in the nmenory 544 at which th@l Septemberd86 ng dat a
exists is acquired. The acquired address is output as the decoded data.
Thus, since the encryption/decryption device 539 can achieve encryption
only by reading the data fromthe nenory 544, .30 encryption can be
performed at high speed. Mreover, sin decodi ng is achieved only by
acquiring the address at which the data, corresponding to the input data
is stored fromthe nenory 544, the decoding can be perforned 21 Septenber

2006 45 at highespged, ltheagdhti ol SiRGEdde iRf opmation braggssing
apparatus 512 has the.cqnffguration saﬁ% a%é$hafﬂﬁf ?EE 19?lrﬁ‘)'d(r)rnation
processi ng apfaracosiBicienthacdopiimattied the desberpbifonings orfi t t ed. Next ,
the informati SN es 513 .and. 514 w l]. be described. FIG
31 shows a bl oc H%%%%?%hr%??ggggﬁéﬁﬁ%?m?é%““%ﬁf&gﬁaFP3ﬁ£ﬁ?bégssing

appar at us 513pdEheng arfe thef éneation 10 iBunet aledessgirvedn imidee sane

configuratio ortign as in_ FLG. 28, and the duplicated description is

ot od. hs S PheH PEPhEE oh bricesl! ISR 0S SReEtiche Bt

confi gurati orthef coiirficaeessi ageParadnd5it i & dobkepeat thif apdshahgi n FI G

28. In the ptoces%%n art 551 of the _15 information processing apparatus
/

513, the encryplf r GRTTOR e AEet5ey W cheppRcRE FHyTHIRS in

encrypt i on/ deekyeh !d&l&ngeihé e:?n%a%’l@n?%%ce's@iﬁgdé%ﬁ%tus@ée 511
encryption/decryption devices 561 and 2 are configured to each have the
sane confi guirBFP e 24 4y hBPr = leheverthgpindatbetightdnwsodevi ce 539.

Accorqi ngjdy, descri ptr}]gpe}g}’ the %g%i&{ydgggwﬁ&gncgp\geces 561 and 562.
'S om tt.e- " performed without exchanging the key information for
encryption, etc. between the transmission and reception
ends. Thus, by the key information which is generated by
itself in each of the transmission and reception ends,

15 i.e., a self-generating key, encryption/decryption can be
performed. Therefore, the secret performance of the data
can be lmproved. |

The processing for encryption with the
. encryption/decryption device 539 searches the memory 544

20 in use of the input data as the address therefor. Then,
the data is read from the address corresponding to the
input data of the memory 544. The read data is output as
the encrypted data. Moreover, decryption processing
searches first for the data stored in the memory 544 with

25 the input data. Then, the address in the memory 544 at

| which the corresponding data exists is acquired. The

acquired address is output as the decoded data. Thus,

since the encryption/decryption device 539 can achieve
encryption only by reading the data from the memory 544,

30 encryption can be performed at high speed. Mbreovér,
since decoding is achieved only by acquiring the address
at which the data corresponding to the input data is

' stored frpm the memory 544, the decoding can be performed




The encryption/decryption device 561 of the information processing
apparatus 513 decodes the encrypted 25 data supplied 2 Septertheeri20or nat i on
processi ng apparatus 511, and supplies it to the encryption/decryption
device 562. The encryption/decryption device 561 enci phers the decoded
dat a decoded by the encryption/decryption device 562, and supplies it to
the information processing 30 apparatugs511. Therefore, the sane data as
the data stored by the nenory 544 of the encryption/decryption device 539
of the information processing apparatus 511 is stored by the 21 Septenber
2006 46 menpy yhieddspEelhe encryption /decryption device 561. Further,
when the nmenory I44 of the encryption/ decryption device 539 of the

i nformation processi nglappditbogs 5ince sthegadeese WIth PERESHEIRr of tines
of communi cat.i per at PN %ﬁgggg [ ' , ok hgndata of the
menory 544 %%h%ﬁ€§€§c§§%0#%£?§§c?3%?? n evﬁcgg%%%ﬂﬁgﬁhgp%ated in the sanme
manner. The Udicrmdédodedravadsineapparyipts Galdethsy phipdacatedi ce 561 is
supplied to the en%négtion/d%%réption device 10 562. The

encrypt i on/ d&GSFPPTORE d&%i T %62 enci phers the data from the

encryption/ decrypti onNgdeyj cthebBhfoamsti upgplicessiig tappltetesammiXcat i on
devi ce 540. Moreqver,_ the encr gt d data fromthe informati on processing
appar at us 5fﬂm1§1§uﬁb%}eQPtq?ﬁFﬁg €45 encryption/ decryption device 562. The

encryption/ decrypti onpdeViTe shbwsdgcenas: e regerapicedvidat af futem t he
‘information processing apparatus 514, and _supplies it . to the o
encrypt i on/ dEEOFFRLEAD dRNAGEESSBY. AHPRIFEP, Sthe sHife S@RFaT a5 THE dat a stored
by the 130 nRmRi%1544 QfvdileoeRELYRIIONUASEEYPLE QM PRYkeon R sof the
i nformation processing apparatus 514 is stored by the .

FIG. 28, and the duplicated description is omitted.

As for the information processing apparatus 513,
the configuratioh of the processing part 551 is different
from that in FIG. 28. 1In the processing part 551 of the

15 information processing apparatus 513, the
encryption/decryption device 539 is replaced by two
encryption/decryption devices 561 and 562. In addition,
the encryption/decryption devices 561 and 562 are
configured to each have the same configuration as that of

20 the encryption/decryption device 53%. Accordingly,
description of the encryption/decryption devices 561 and
562 is omitted.

The encryption/decryption device 561 of the
information processing apparatus 513 decodes the encrypted

25 data supplied from the information processing apparatus

511, and supplies it to the encryption/decryption device
562. The encryption/decryption device 561 enciphers the
decoded data decoded by the encryption/decryption device
562, and supplies it to the information processing

30 apparatus 511. '

Therefore, the same data as the data stored by
the memory 544 of the encryption/decryption device 539 of

the information processing apparatus 511 is stored bylthe




menory 544 of the encryption/decryption device 562. Mreover, when the
menory 544 of the encryption/decryption device 561 of2t Beptember2086i on
processi ng apparatus 514 is 25 updated with the nunber of tines of

comuni cation operations or the communi cation data, the data of the
menory 544 of the encryption/decryption device 561 is updated in the sane
manner. Since a configuration of the information 30 processing apparatus
514 is the sanme configuration as that of the above information processing
~apparatus 513, the duplicated description is omtted. The

encryption/ deemppyi D devite &hlfrilhgdcdreRbanber: L00fF1 47 i nformation
processi ng apparatus 514 decodes the encrypted data su&;;l ied fromthe
i nf ormation %PSEE%’éi Geappae atarern 132 afdthsupprrestiqnidecepption

encryption/ dgetypLi 9y devige ; 0 e e LQnegecryption
device 561 5 enci phers th% %elco e % atE)g %%(g:%eétggﬁaj %ﬁ[gét&%aeu% sdecty
encrypt i on/ degfgped ofithethe nB82r arfdtiuppldiesommuication i nf or mati on .

pr ocessi a 51 er .he, same, dat a,_as e ta, stored by the
menory 52% o?Bté%‘g{%ﬁn—lcsr’yéfi%% &g’%&%‘%ﬁlﬁ%\f}%ér%@e oc%arﬁahg& IBgi nf or mati on
~processing appacay Usi450B tise sinorggthynytiecypnooy dddiad Stheis

encryption/ dlelcr tc% an ggw ce 561. NMoreover, when the nenory 544 of the

~ encryption/ de%ﬁj%%f' on “dBViTE BB2U6F -t he i nformation processing appar at us

513 is updated with the @it elecolicti #Esh afheC @B R /RldcEHpOPSt at | ons or
t he comruni g@tipn data, the data of.the nenory 544 the of . L
encrypti on/ deTYTR iP6h W\VTERLE6E e thp RREUPEHORMETIREIRRNABY CeThe dat a

decoded 1 t hséhe emher ¥REHARGRIRKBLLAP o @ E8e S0 ichcIpRBL-edhd 0 the
encryption/ decryption device 20 562. The encryption/decryption device 562
enci pher s t hgatad from the encryption/decryption device 561, and
supplies it to the communication device 540.
Moreover, the encrypted data from the
information processing apparatus 514 is supplied to the
15 encryption/decryption device 562. The
encryption/decryption device 562 deéodes the encrypted
data from the information processing apparatus 514, and
supplies it to the encryption/decryption device 561.
' Thereby, the Same data as the data stored by the
.20 memory 544 of the encryption/decryption device 561 of the
information processing apparatus 514 is stored by the
memory 544 of the encryption/decryption device 562.
Moreover, when the memory 544 of the encryption/decryption
device 561 of the information processing apparatus 514 is
25 updaﬁed with ﬁhe number of times of communication
operations or the communication data, the data of the
memory 544 of the encryption/decryption device 561 is
updated in the same manner:
Since a configuration of the information
30 processing apparatus 514 is the same configuration as that
of the above information processing apparatus 513, the
duplicated description is omitted.

The encryption/decryption device 561 of the_




data fromthe encryption/decryption device 561, and supplies it to the
conmmuni cati on device 540. Moreover, the encrypted dat a2f Septeinbér@On@mt i on
processi ng apparatus 512 is supplied to the 25 encryption/decryption device
562. The encryption/decryption device 562 decodes the encrypted data from
the information processing apparatus 512, and supplies it to the
encryption/decryption device 561. Thereghby, the sanme data as the data stored
by the 30 nmenory 544 of the encryption/decryption device 539 of the

i nformation processing apparatus 512 is stored by the nenory 544 of the

encrypt i on/ degiyphi Qi ey r Rohbe PRIMRUL-r3Ad.af the
encryption/decryption 2%>§§%§§%§%fﬁ%%ége&%éﬂé%€§%8353g of thé§?n$ornation
processi ng appirasupr5ER ifsomupuatied owns bidrhenneelse ingfapiaredusgf

comuni cati o op tion.qr._the co nicatiqn data, the. dat .the nenory
544 of the eﬁéﬁypf#%ﬁ%ﬁggfﬁst%gﬁuﬁg%%c8n%%§§%%§ngdﬁgﬁ%$§59}ﬁ%?ﬁ%esane
manner. Thus s6accaiaiidugyelry the @iesertomativwi®ibn dpeoice Gdiuni cati ons

bet ween the informatiqn processin apparatuses. 511 and 512, the relay
i nf or mativn 8?8&@%%ﬁ§u}heaﬁﬁﬁ?§?%é%@aaagc <N §PBer f orm rel ayi ng, and,

al so, 10 theeabeypldracshiyehids ddiviterest, foa ewgpyisonminiccgheon path is
achi eved by naking the encryption different for each of the information
processi ng apBafEtaisie® BrocertHigRrratatug d2enci phered data cannot be

easily deciphered, andpne LRYs {0E SRET §LYa REY FPLMBAEE Sfordie pgorRMNI cations
can be 15 inproved. I'n addifion, although the two relay .information

processi ng aPpEeE Ukids 051 8hanhBratise/ demyptdrnt Aeviet 42 Plinkbfon in the
communi ¢ | 085 HELSALNCH-BELYRRTY LGa I AL HTB LANSPLALETY RPeaPPAratus 511

and information
memory 544 of the encryption/decryption device 561.

Moreover, when the memory 544 of the encryption/decryption
device 562 of the information processing apparatus 513 is
updated with the number of times of communication
15 operations or the communication data, the data of the
memory 544 the of encryption/decryption device 56l is
updated in the same manner.
The data decoded with the encryption/decryption
device 561 is supplied to the encryption/decryption device
20 562, The encryption/decfyption device 562 enciphers the
data from the encryption/decryption device 561, and
supplies it to the communication device 540.
Moreover, the encrypted data from information
processing apparatus 512 is supplied to the
25 encryption/decryption device 562. The
encryption/decryption device 562 decodes the encrypted
data from the information processing apparatus 512, and
supplies it to the encryption/decryption device 561.
Thereby, the same data as the data stored by the
30 memory 544 of the encryption/decryption device 539 of the
information processing apparatus 512 is stored by the
memory 544 of the encryption/decryption device 562.

Moreover, when the memory 544 of the encryption/decryption




20 processing apparatus 512 in the present enbodinent, it is also possible
to apply three or nore relay information processing apb8epterube2006r t he
relay function. Thereby, the deciphernent of the code becones nore
difficult. Mdreover, in the present enbodi nent, although 25 the

comuni cation systemof 1:1 is applied, it is also possible to apply a -
comuni cation systemof 1:.N [Fifth e dinment] FIG 32 shows a system
configuration view of a 30 fifth enbodi nent of the present invention. The
same reference nuneral is given to the same configuration portion as in

FIG 1, and tdeeidupbigsaledrdessfdRidiQnnl profidiRd aphbBradd t910n;isi n order
to sinplify the 21 Septenber 2006 49 description OF the enbodi ment, a
comuni cat i oPSG$eeny B theanpgbems afnddmier of xpmawnégahite. The system of

the present gpRodiiBitod 1R CAMMNIGALHOR,BYSIGI e sommuni call on system

600 of the 5 present enbodi nent perforns encryption conmunication of 1:3
bet ween an i AEBPHHt P&h qfr dbesshagyrdppar deasypidibradgvicaf orddsi on processi ng

- appar at uses %%ﬁaEPEQHQng?%amgﬂﬁi%mua relay information processing
apparatus 611 pérforns ~cofmuni cations wth the information processing

apparatuses 10 621 through G23crdingaddi thenprédwnt rivbodimhdéran ppoaessi ng

apparatuses 621 through 62g gave %%F sane configuration _each as the
i nformation PPOCERETHY AFpaFRITE 51f SRR MOTFPECCOY *Ofher ef or e,

description appshetiddosmat kod 51, 0¢88SEANa R PRFRIHEESn GAbdeREONGh 623 s
omtted. 15 FIG 33 shows a bl ock configuration view of the_ information
processi ng apPEFR U EreTheed Sive tPePRF EXER HTRUIAYLET i3 di %t 0 the same

confi gures i 0Bh@0EAE:QHtASN AnfdiG: 34 rapfed hEHURBLLERt EumpiBSGELBRI ON TS
omtted. . -patﬁ is achieved by making the encryption different for
each of the information processing apparatuses 511 through
514, the enciphered data cannot be easily deciphered, and,
thus the secrecy performance of the communications can be
15 dimproved.
In addition, although the two relay information
Pbrocessing apparatuses 513 and 514 are used for the relay
function in the communications performed between the
information processing apparatus 511 and information
.20 processing apparatus 512 in the present embodiment, it is
also possible to apply three or more relay information
processing apparatuses for the relay function. Thereby,
Ithe decipherment of the code becomes more difficult.
Moreover, in the present embodiment, although
25 the communication system of 1:1 is applied, it is also

possible to apply a communication system of 1:N.

[Fifth embodiment]
FIG. 32 shows a system configuration view of a
30 fifth embodiment of the present invention. The same
reference numeral is given to the same configuration
portion as in FIG. 1, and the .duplicated description is

omitted. In addition, in order to simplify the




20 The information processing apparatus 611 of the present enbodi nent is
different fromthe information processing apparatus i1 Shgewberf2086r ati on
of the processing part 631 shown in FIG 31. In the information processing
apparatus 611, 25 instead of the encryption/decryption devices 561 and
562, encryption/decryption devices 641 through 644 are provided. The
encryption/decryption device 641 perfor encryption conmunications with
the relay informati on processing apparatus 513. The encryption/decryption
device 642 30 performnms encryption conmuni cations with the information

processi ng appcatipsibLlor e gﬁ%wﬂhgm/ geggmﬂ%tiq)%visggtéﬁ%fper forns

encryption conmuni cations with the infdrmation processing apparatus 622.
The 21 Sept enbet 18008suBH diexey pei an/ekempypt i on devi ce 644 perforns

encryption conmuni cat .t e.J nf ormaton .processi ng apparatus 623.
I n addition, since theh%%%?%%f#b%?dg%gﬁgffgﬁ%d%yg%ggﬁ 4igt%rough 644 have
each the sanecaompfigatn aysasmnt haThd afnvizhecetiory phisarhd60d vt ithe devi ce

539 shown.in 1 the description thereof is omtted,, The i nformation
processing a 6%§§ gS@§T¥ﬁ&$@%d8§r PHE SREFYREEY EEYRGAFER 9nf or mat i on

processing dppabatwserbkh WntEBrhiei @NGrivpeboME eminabiran sevisarl 641. 10 The
data decoded wi.th the encryption/decryption device 641 can be distributed

to either of PHE BALIFpEIGRFIBLRY ABRGHT2tHE0T Rl ddropahobgh 694 Lsccor di ng

to the addressrehey eniformiReoRNSFYRIdARGISEs YR RN deVheerSde enci phers the
data fromthe encryption/decryption device 641 by a first 15 encryption

key. The dat &BHET PFrE@shythetheafppnbipnl auopssisdng denparateags| s
transnitjed tGQltﬂ%:oddTlfS gg@?t | o0 RPGESR! NEh QPRAFHUT 188 1o ¥ dei8ng

conmuni cati on device
. apparatuses 621 through 623 have the same configuration

each as the information processing apparatus 511 shown in
'FIG. 29. Therefore, description of the information
processing apparatuses 621 through 623 is omitted.

i5 FIG. 33 shows a block configuration view of the
information processing apparatus 611. |
The same reference numeral is given to the same
configuration portion as in FIG. 31, and the duplicated
description is omitted.

20 The information processing apparatus 611 of the
present. embodiment is different from the information
processing apparatus in the configuration of the
processing part 631 shown in FIG. 31.

In the information processing apparatus 611,

25 instead of the encryption/decryption devices 561 and 562,

encryption/decryption devices 641 through 644 are provided.
- The encryption/decryption device 641 performs encryption
communications with the relay information processing
apparatus 513. The encryption/decryption device 642

'30 performs encryption communications with the information
processing apparatus 621. The encryption/decryption
device 643 performs encryption communications with the

 information processing apparatus 622. The




The encryption/decryption device 643 enci phers 20 the data fromthe
encryption/decryption device 641 by a second encrypti 8hSkmgmber2806lat a
enci phered by the encryption/decryption device 643 is transmtted to the
i nformation processing apparatus 622 by the comuni cation device 540. 25
The encryption/decryption device 644 enci phers the data fromthe
encryption/decryption device 641 by a ddird encryption key. The data
enci phered by the encryption/decryption device 644 is transmtted to the
i nformation processing apparatus 623 by the communication 30 device 540.

The encrypti emcadeptydi/rrgdeeics @38 @f shbeped ffralsmehieppPigpcessi ng
apparatus 621 has the first encryption key common with the
encrypt i on/ d&CFPE St PRssEpitbnblt dosmabion @raseseArd (FPRAE AT or mat i on

processi ng appar at ys a@ijdli-tio]!cnr,‘ addid iR, 50 ﬂirﬂ/_dgggwgiérﬁe@e@}feés updat ed

with the nunber of tines of conmmrunication Operations or t communi cati on

data. That i$2lt Rerduatstb4dnbryptéarh kby Sanhangesauynabdwald yrhathe
encrypti o/ desr voLi akidat 68 30 8 LhCacl ILOTTR! Lan, pr 6p6ssl gy appar al us
yption co Th e

622 has the second en nmon Wi t'hé encryption/ de€rypti on
devi ce 643 oftheheéesafigriaimhi thepsait éssbngitagpar at us 611. 10 In addition, the

second encryption key s updated with the nunber of ti of canmmruni cati on
oper ati ons )(;P t he cgmnilg‘g?%%tldﬁ‘t QFOW%T:LT}%,&%@%EE% SREPYHEi on key

changes dynamheadigryptiee eataypidnOrheecs Fpiian cdepir6eed3hof the 15
10T L1 O BrREERRLIG BORRLEL i 20 L DR LILLY, neryp gy ke comon
y n rocessing
apparatu§061ihe_data decoded with the encryption/decryption device 641
' can.be distributed to either of the encryption/decryption
devices 642 through 644 according to the address thereof.
The encryption/decryption device 642 enciphers the data
from the encryption/decryption device 641 by a first
15 encryption key. The data enciphered by the
encryption/decryption device 642 is transmitted to the
information processing apparatus 621 by the communication
device 540,
The encryption/decryption device 643 enciphers
20 the data from the encryption/decryption device 641 by a
second encryption key. The data enciphered by the '
encryption/decryption device 643 is transmitted to the
 information processing apparatus 622 by the communication
device 540.
.25 The encryption/decryption device 644 enciphers
| the data from the encryption/decryption device 641 by a
third encryption key. The data enciphered by the
encryption/decryption device 644 is transmitted to the
information processing apparatus 623 by the communication
30 device 540.
The encryption/decryption device 539 of the
information processing apparatus 621 has the first

encryption key common with the encryption/decryptioﬁ




In addition, the third encryption key is updated with the nunber of tines
of communi cation operations or the 20 communi cati on daRhSeftbmber2006t he
third encryption key changes dynami cally. According to the present

enbodi ment descri bed above, encryption can be achieved in use of the first
through third encryption keys different fromeach other 25 with the
information processing apparatuses 621 4;hrough 623, respectively, the
secret performance of the conmmunications can be inproved. Mreover, since
the first through third encryption keys are always updated dynam cally,

the secrecy pethee BuICe CaAebenfIdNE6n30rd FINANEdappRECQYET6111N the
above- nenti oned exanple, the encryption/decryption device is provided in

each of the IBoARdHHER i dhedBbrshanconpihdorieat ionupdacedsiitdg 2heSept enber
2006 52 appapatisess h ggg 643 ver h ncryption

communi cati ons sane aggéﬁ%séf escr|§éﬁtg%%¢§E%§§1§8§ %Ehﬁéied by a single
encrypti on/ decmyphiaatidevieta havilg ds, nemorifrk44enhirebt hvas kaynenory ar ea
di vi ded Qpr Eﬁgnéégeﬁgﬁctiv ones of the communication destination

i nformation processing apparatuses 621 through 623, and setting the

encryption keys for tither espeght s /dievir§h0ibon RIBEY 88east HhleG 34 shows a
dat a configuta%ion view of the 10 nmenory 544 of a variant of the fifth

enbodi nent  of Pt HEC HPEsBRPCE IR iPBRATFHES o RS 5B2C RCenory ar ea
di vi ded i nt OentBFHiYbNAKERScAMMIMNkAYENAS  erdddvhbREoNBIRE KA Al ,

encryption data, for gerfornlng encryption communications 15 with the first-
comuni cat i oREPHRR #é8 PE Breraformpsion myuapespbng daRREratus. S1i¢al) through

f(an), ane, fﬁ"addition,rthe second encryption key is updated with the
number of times of communication operations or the
communication data. That is, the second encryption key
changes dynamically.

The encryption/decryption device 539 of the

15 information processing apparatus 623 has the third
-encryption key common with the encryption/decryption
device 644 of the information processing apparatus 611.
In addition, the third encryption key is updated with the
number of times of communication operations or the

20 communication data. That is, the third encryption key
changes dynamically.

According to the present embodiment described
above, encryption can be achieved in use of the first
through third encryption keys different from each other

25 with the information processing apparatuses 621 through

- 623, respectively, the secret performance of the
communications can be improved. Moreover, since the first
through third encryption keys are always updated
dynamically, the secrecy performance can be further

30 improved.

Moreover, in the above-mentioned example, the
encryption/decryption device is provided in each of the

communication destination information processing




exanple, results of calculation performed with a first function f with
addresses "lal through |lan" used as input data. |n adai Seprpbet?d06irst

function f is updated at any 20 tinme with the nunber of tinmes of

comuni cation operations or the comrunication data. In addition, it is

al so possible to change the function itself with the nunber of tines of
conmuni cati on operations, or the connunggation data. 25 In the nenory area
A2, encryption data for perform ng encryption comunications with the
second comuni cation partner is stored. The encryption data, 1i.e., g(al)

through g(an)ap@r@tutot &aMmRLeuohLe ts | cyl at i on rformed with a
second functi or%ﬁg with 30 a reg%ﬂtelsé alht%%reg‘l%%h aen'enl%'s %a%ni nput dat a.

In addition, C¥FHENSEebhenS 3ok 6A those updarsiteditabary magebewi th the nunber
e communi cation data. In

of tinmes of copyuaLgatd o erations or, t

addition, it is al sg%p%sa(s]i %%glfle%‘érﬁ’f%%ﬁ@/g%’@@u@@ F6VeRanE e 2f unct i on

itself with ttemomynbét Wfidhi hes &f meoymanbgsadiviRicapenat tvas, or the |
per form ng

conmmuni caki o a..ln the ry area A3, encryption data for

encrypt i o% c%ﬁ%@%%éﬁ oq{%e%g%gg}ﬁ%ecqr?ﬁ%cé%@m%ﬁtéﬁﬁ%ﬁnpartner is stored.
The encrypt edndatdatiore procBbaldg AW RUARLBEAN21 #heoulRl s8XanRle, results
of calcul ation’ Berformed with a third function h with addresses "3al

t hrough 3an" SE&EHAstheh FRCTEREREn Ikeysadart on rasbecthve ddfwrdonon h is
updat ed at amgmbiyeaMdstsh 10 the nunber of times of communication
operations or the comunication data. In addition, it i-s also possible to
change the function i £f9&-f 34i $itrushe daiberordfiguiraesonf vieomfurtheat i on

apparat s 1198 or ot he oot S BErae Tt PRt R e Whmmuni oat Fon
, present invention.

The memory 544 has a memory area divided into
memory areas Al through A3. In the memory area Al,
encryption data for performing encryption communications

15 with the first communication partner is stored. The
encryption data, i.e., f(al) through f{an), are, for
example, results of calculation performed with a first
function f with addresses "1al through lan" used as input
data. In addition, the first function f is updated at any

20  time with the number of times of communication operations
or the communication data. 1In addition, it is also
possible to change the function itself with the number of
times of communication operations, or the communication
data.

25 In the memory area A2, encryption data for
performing encryption communications with the second
communication partner is stored. The encryption data,
i.e., g(al) through g(an), are, for example, results of
calculation performed with a second function g with

30 addresses "2al through 2an" used as input data. 1In
addition, the second function g is updated at any time
with the number of times of communication operations or

the communication data. - In addition, it is also possible




destination information processing apparatuses 621 through 623 in the
above-menti oned exanple. However, it is also possible2l Repteniber2006
distributed to a plurality of relay information processing apparatuses at
an internediate 20 position and after that, data is distributed to the
communi cation destination information processing apparatuses, or, the data
may be distributed to a plurality of r&ay information processing
apparatuses. 25 [Sixth enbodinment] FIG 35 shows a system configuration
view of a sixth enbodi nent of the present invention.. The same reference
nuneral is gitveghasoe hidies fmpctbmt | Gguredtli onthpore irembeasof rciFe@ 082, and t he
duplicated d L,ptLon | s itted. A,comunication_system 700 of the

pr esent enb%%%ﬁﬁ&%gludgleg pgg?}g{%%s ’brciejfn(i::lkl1 eo??@%urcgltéﬁ?ni n?%ar'nati on

processi ng appar at usesliy Zheangmd2? amda=h 23 ,r ehayytli cBepheabirr 2006 54

information processing apparatus 711, and further, the data is nmade to
branch of f t@egﬁﬁﬁﬁh?ga%cgﬁpﬁé%iwu&%caﬁ?ﬁ ﬁﬁﬁhoﬁg rBIEJerégi ng appar at uses
733 and 784 Wolhuhbeaticd! apricnéorimtd Qr«pl OCERS| H-BRRABAEMSa /22 il e the

data 5 is rraglg to branch off to communication destination_ information
processi ng apgarat Heenarsh (gAY, 23E Wit ekl FPstAESr#ati on processing

appar at us 72351 AGCOE B Pet-@ortdle ARESENtn eAROLImALy §Op{@L performnce can
be inmproved further. 10 In addition, since the method of making data to

branch of f i 89¢ResS3eame 3ad thaeudf 3end hatdramtinomt prdzessitng system 600 of

the fourth egbodmnt withen, fphicated description Ls am tigd bpgeover, it
is also possible to burld a comruni cati o system o - N.
10  the number of times of communication operations or the
communication data. In addition, it is also possible to
change the function itself with the number of times of
communication operations, or the communication data.
The relay information processing apparatus 611
15 of the last stage distributes data to the communication
destination information processing apparatuses 621 through
623 in the above-mentioned example. However, it is also
-possible that data is distributed to a plurality of relay
~ information processing apparatuses at an intermediate
20 position and after that, data is distributed to the
communication destination information processing

 apparatuses, or, the data may be distributed to a

plurality of relay information processing apparatuses.

25 [Sixth embodiment]

FIG. 35 shows a system configuration view of a
sixth embodiment of the present invention._ The same
reference numeral is given to the same configuration
portion‘as in FIG. 32, and the duplicated description is

30 omitted.
" A communication system 700 of the present
embodiment causes data to branch off to relay information

processing apparatuses 721 and 722 with a relay




[ Sevent h enbodi nent] FIG 36 shows a system configuration view of a
seventh embodi nent of the present invention. The sane 2b8epternber@fBe nuner al

is given to the sane configuration portion as in FIG 32, and the
duplicated description is omtted. In addition, in order to sinply the
description, a comunication systemof 3:3 is assunmed. A conmuni cation
system 800 of the present 25 enbodinmenigis such that relay information
processi ng apparatuses 821 and 811 are used for achieving a relaying
function so that encryption conmuni cati ons are achieved between three.

communi cat i orinsomngeiomfaorass Oy Reessh8071 BPpRakatusese81khehr ough 813
and three co ni cation 30 destination information processi ng apparatuses
621 t hrough 3. 1AF"AGS EOnRARRT: dtifeher GPEMBH.CatAeR ARt HAtReF as that of

the. infor mtin@srpsOLRs PrdgesySiem PR hsd18 331 58Py el 12Q98 S5 fourth
enbodi nent is applied, and thus, thé duplicated description is omtted.

Moreover, al FROGYHRIREMBesePrerrssdPaenpPazaiseEs 2t el kndibppriron
conmuni cag i Oﬂssﬁié&@mcpﬁaréﬁﬁgt@f@etg Rof QU GaL 8@f§9_r‘1‘£‘§1§os nformation

~ processing apparatuses 811-813 and three communi cation i nation
i nformati on ipfeowexisiongpappassing epp6R4t GRS 73 Bsdpd3Ziwiltd tbeachi eve

encryption c icati . systemof N N or I Fur t her. nor al t hough
t he encrypti§§Y%£&§§%%%§?é8£f%xbﬁﬁﬁﬂa%dF?R?ﬁﬁ%Esr2?2@ i KO P?oﬁdprocessing
~appar at uses the nieseniinbebodimadeyi cesreorgaspendhdg ¢an e inphbesd of the
connunicatiogufqggpers in each of the fifth and sixth -enbodinents, it is
al so possible %éﬁf for a plurality of comunication partners, a single
encrypttﬁh/decrypti0n1ﬁ5aﬁhﬂ@iﬁh,i%iﬁ@@Lﬁﬁﬂnethod of making data to

branch off is the same as that of the information
processing system 600 of the fourth embodiment, the
duplicated description is omitted.

Moreover, it is also possible to build a

15 communication system of N:N.

[Seventh embodiment]
FIG. 36 shows a system configuration view of a
seventh embodiment of the present invention. The same
20 reference numeral is given to the same configuration
portion as in FIG. 32, and the duplicated description is
omitted. In addition, in order to simply the description,
a communication system of 3:3 is assumed.
A communication system 800 of the present
25 embodiment is such that relay information processing
apparatuses 821 and 811 are used for achieving a relaying
function so that encryption communications are achieved
between three. communication source information processing
apparatuses 811 through 813 and three communication .
30 destination_information processing apparatuses 621 through
623.
As t0 a manner of encryption, the same manner as

that of the information processing system 600 of the




FIG 37 shows a block configuration viewof a first variant of the
encryption/decryption device. The same reference numephiSeptembendfbét o t he
same configuration portion as in FIG 29, and the duplicated description
is 20 omtted. An encryption/decryption device 900 of this variant has N
encryption/decryption processing chips G through Cn. Since they have the
sane configuration as that of the encrypti on/decryption processing chip C
shown 25 in FIG 29, detailed description of the encryption/decryption
processing chips ClL through Cn is omtted. Each of the N

encrypti on/ deouyphi embgqlioeassi 8gapEhigps hdttHeyghheéndepl iespednds to the 30

encryption/decryption processing . chip or the encryption/decryption device
in one of th§e5¥g?%ﬁy¥£16fom&BF%%nication destination information

processing apparat usemRbvkhe P t@ldH ¥nefpralay bRbeaiménon 21 Sept enber
2006 56 processing apparatuses. Each of the N encryption/decryption
processi ng cREPEed-f FEFFEPREON srEypi reRidecrypemonl viktsh HEee

encrypti og/ deerypti &t ;R Qouféetﬂ?f&%ueﬁ;ﬁ{y&%%ﬁugt Lon. davisee of one,
ond t herét o,

which is 5 previously determned to corres of the plurality
of conmuni caitén8besindnabren ¢cefromimeiténn geddesting appereatieas or the

plurality of -] | rocesskng. appar.at us c i to this
variant,'encP§§%$%%”%€%@§%%%ﬁ%%% ﬁ%ﬁs%gghgﬂéjﬁepg%gﬁgﬁemn %Q%gggglurality
of communi cet¢coypidest cnatiupica tifarsnmetfi ansyrtemessi RGN appaihat uses or the

plurality of relay intormmlion . Prasessind.aPRaralyees, daddieasingle
10 = provided in the relay information processing apparatuses
in the number of devices corresponding to the number of
the communication partners in each of the fifth and sixth
embodiments, it is also possible that, for a plurality of
conmunication partners, a single encryption/decryption
15 device is applied.

FIG. 37 shows a block configuration view of a
first variant of the encryption/decryption device. The
same reference numeral is given to the same configuration
portion as in FIG. 29, and the duplicated description is

20 omitted.
An encryption/decryption device 900 of this
variant has N encryption/decryption processing chips Cl
- through Cn. Since they have the same configuration as
that of the encryption/decryption processing chip C shown
25 in FIG. 29, detailed description of the
encryption/decryption proceséing chips C1 through Cn is
omitted.

Bach of the N encryption/decryption processing
chips c1l through Cn corresponds to the

30 encryption/decryption processing chip or the
encryption/decryption device in one of the plurality of
communication destination information processing

apparatuses or the plurality of relay information




15 FIG 38 shows an operation diagramof a second variant of the
encryption/ decryption device. In addition, since the eRtSypemnber/288eryption
device of this variant has the same configuration as that of.-FIG 29, the
duplicated description is omtted. 20 In this variant, encryption

comuni cations are perfornmed between a comuni cation source information
processing apparatus 1011, and N communigation destination infornmation
processi ng apparatuses 1012-1 through 1012-n. In the conmuni cation source

i nformation 25 processing apparatus 1011, a encryption/decryption device

1021 has a W@Mcxéséﬂﬂgf@%éa%t@isgéde%m&ytﬁéws Al through An. In each
menory area Al, encrypted data for perform ng encryption conmunications

with the cofAfAveALPRfdesitiani Brotafséngachors filoSaspentp@spar at us 30
1012-1 is StQ&ﬁQXFIQ %ggﬁg - a : r d stored by
the nenory area o?nf e 2%§¥p&§§hQ%% ?ﬁér%£§¥§1?%8% é%?&%%?Bn devi ce
1021 of the csoihanteatymricsddeceyiifor detioa @f asessivhiclapsar at us 1011 21
Sept enber 20 >7. Ls.stared.by.the nenory 544 of the epcryption/decryption
“device 10 1-¥Q§y§§ﬁgf%é#%ﬁﬁﬁéﬁ¥?dﬁjd%???ﬁé??%huFﬁFEPﬁa?Fdﬁ%Pprocessing
appar atus 10p2utalThe oermeyuales:dn destheat comimFoensitodh sour ce

i nformation §rocessiq?&%gparatus 1011 5 and the nenory_data of the nenory
' 544 of the cORRURTEHY TGSV o RNP bR h Ofr 58€8%i ng appar at us

1012-1 are dynanmgaldy pHodabethMddpatrhensaber of times of communication
operations, or the communication data. Thereby, the code cannot be :
deci phered even if thdCRPTEAREVER ddiigatarianbhtaaichyBta®n a specific tine. In

each MenDuy abRud¥oat@sY BALE b rbohieq REIHP NG EACTMRE Len .
comuni cations With the comunication destination informtion processing
appar at us communicatlon destination information processing

apparatuses or the plurality of relay information

processing apparatuses, via the single

encryption/decryption device.

i5 FIG. 38 shows an operation diagram of a second
variant of the encryption/decryption device.

In addition, since the encryption/decryption
device of this variant has the same configuration as that
of FIG. 29, the duplicated description is omitted.

20 - In this variant, encryption communications are
performed between a communication source information
processing apparatus 1011, and N communication destination
information processing apparatuses 1012-1 through 1012-n.

In the communication source information

25 processing apparatus 1011, a encryption/decryption device
1021 has a memory 544 having divided memory areas Al
through An. In each memory area Al, encrypted data for
performing encryption communications with the
communication destination information processing apparatus

30 1012-1 is stored. The same encrypted data as the
encrypted data stored by the memory area A1 of the memory

544 of the encryption/decryption device 1021 of the

communication source information processing apparatus 1011




1012-2 is stored. The sanme encrypted data as the 15 encrypted data stored
to the nenory area A2 of the nenory 544 of the encryp?l Beptelelary?606 on

devi ce 1021 of the comunication source information processing apparatus
1011 is stored by the nenory 544 of the encryption/decryption device
1022-2 of the comrunication destination information 20 processi ng appar at us
1012-2. The nenory area A2 of the co i cation source information
processi ng apparatus 1011 and the nmenory data of the nmenory 544 of the
comuni cation destination information processing apparatus 1022-2 are

~dynani cal | y ygdat g hi{be, le 4Qf kI f a gyr&g(}i I operati on,
or the comunication é)tgt a.  Ther b)?,qgt ﬁg Eﬁg%e&ga (1)_'t98 e g??%?ige}?ed even if
the encrypt 88véee al123-dbpai theel cmmang petidn clastimation dadlormehbey area An,

“encrypted da . per. ] Lyption communi cations w.th, the 30
communi cat i o%éaé%%sllr{%[eia%ﬁgﬁﬁgsr ?‘r@ﬁ"lzoﬁ'pr GG Yappat r;{@usOft H%2-nis
stored. The sempumhertjphedogiata iasorhetie@ngingyeedidgt #psirered 1011 he nenory

area A2 t he ,menor 544 of t ncrypti on/ decryption device 1021 of the
21 Sept ef eraﬁﬁgghe %m%mﬁacé’t' esH ‘&@’i%Pﬁagb%rFWégth@lapparat us

1011 is stodestiyatiibe FREGLHIAEM Plobbes BRF LYRLIFaRhSer LRI ghe device
1022-n of the comrunication destination infornation processing apparatus

1012-n. The TREAIMFEM¥a R tad ¢idhs the mumhegarfoRigesrafe i nf or mati on
processi ng apgmhaliestifd lopdnd ibhe NBAOME dakdnaf cLifdRERLy 544 of the

communi cation destination information processing apparatus 1022-n are
dynani cal |y THRERRYD Whe hcedre osanber befdadimberefl ecemmivhitbat i on operation,

or the qm@ﬁ;cgi]%a Qé‘{é"i%%blgﬁéggyat the code. cannot be deci phered even

if the encryptéd data Is obtained at a specific tine.” In addition, the
encrypted data is stoirdedch acgbmy| arearsrineencrypted data for

performing encryption communications with the
communication destination information processing apparatus
1012-2 is stored. The same encrypted data as the

15 encrypted data stored to the memory area A2 of the memory
544 of the encryption/decryption device 1021 of the
communication source information processing apparatus 1011
is stored by the memory 544 of the encryption/decryption
device 1022-2 of the communication destination information

20 processing apparatus ;012~2. The memory area AZ of the
communication source information processing apparatus 1011
and the memory data of the memory 544 of the communication
destination information processing apparatus 1022-2 are
dynamically updated with the number of times of

25 communication operation, or the communication data.
Thereby, the code cannot be deciphered even if the
encrypted data is obtained at a specific time.

In each memory area An, encrypted data for

performing encryption communications with the

30 communication destination information processing apparatus
1012-n is stored. The same encrypted data as the
encrypted data stored to the memory area A2 of the memory
544 of thg encryption/decryption device 1021 of the




also in the nenories 544 of the other nenory areas A3 through An-1 and the
conmmuni cation destination information 15 processing appaBentenls 2000 2- 3

t hrough 612-n-1. According to this variant, in the nmenory 544 of the
conmmruni cation destination information processing apparatus 1012-1 through
1012-n, the encrypted data stored in any of the nenory areas A through An
of the nmenory 544 20 of conmuni cation sdurce information processing
apparatus 1011 should be stored. Accordingly, the storage capacity can be
reduced. Mreover, it is possible that the encryption/decryption device
has | ogi cs oFCPFEERTEON250Ur¢¢ cidiprmpsion asjoees s vy capransteat L1OW part ners.
[ Ei ght h enbodi ystem canfi qurat i I : an eighth
enbodi nment o?b?ﬁgg%¥£? nF§§H@%%$%6§%%S§%fﬂ%Bp%gg fl%%§%§¥#§ﬁ%8ls a service
providing sysvers IPRE-peo¥i tre prawiudingt sys destidfief idferpaesent

enbodi nent i rver, 11 an o ut term nal evice 1112, and an
portabl e encpg%?%%ﬁﬂ%éégg%gﬁTfﬁ%%thgept &F9H62 T FY Qfégp9er 1111 i s
configuredl soocmsuticapénhosomreonmdireati GNerocbhsihe Qparutukermnal
apparatus 1112.vi.a _a network 1114, stores enci phered data for each

registrant @ cHS TEPREY st P Thdher BeEtRY, S4AdOF He9 HIMERAREEEdN 5 freely

~store the datestirereon Ther&RiM8onl bEdcP&dQr BBpa £ONIRINIRRLL0RAS. W th the
output termnal agpparatus_ 1112, anhd can take out freely the data which the

regi strant SYUFEEHLY oiplire WAdhnEhe mprbgeno e gdr ation, the server
1111 may be &&hnRiiedtidh asha-aiionat - @g&%ﬂcaﬁ%zﬁtdattgi. s tine,
e

encryption conmuni cations are perforne tween the server 1111 and out put
t er m nalllappaierahy . 1119 codeheapuppube tdgaiphated pparatifs thel2 i s equi pped

encrypted data is obtained at a specific time. In

addition, the encrypted data is stored in a similar manner

also in the memories 544 of the other memory areas A3

through An-1 and the communication destination information
15 processing apparatuses 1012-3 through 612-n-1.

According to this variant, in the memory 544 of
the communication destination information processing
apparatus 1012-1 through 1012-n, the encrypted data stored
in any of the memory areas Al through An of the memory 544

20  of communication source information processing apparatus
1011 should be stored. Accordingly, the storage capacity
can be reduced. |

-Moreover, it is possible that the
encryption/decryption device has logics or programs

25 different for respective communication partners.

[Eighth embodiment]
FIG. 39 shows a system configuration view of an
eighth embodiment of the present invention.
30 The present embodiment is a service providing
' sysfem. The service providing system 1100 of the present
embodiment includes a server 1111, an output terminal

device 1112, and an portable encryption device 1113.




with the portable encryption device 1113 in order to performencryption
comuni cations. Al of the data 15 comuni cated bet we2hS¢tenkes20@r and
output term nal apparatus 1112 is comrunicated in an enci phered state via
the portable encryption device 1113. Therefor, the registrant registered
bef orehand owns the portable encryption device 1113, and the regi strant
regi stered 20 beforehand can refer to t3% data beforehand registered into
the server 1111 with the output term nal apparatus 1112. Moreover, the
server 1111 perforns conmunications wth the portable encryption devi ce
1113, and thus aut hentiiat€8veRel Ydgiist capfiowsdpgo| dadihds i Offe out put

term nal appabiis;ddddns! HecROMARNER0CEUALIN dYl bkl 13aot heaportabl e

encryption device 1113 can perform authentication against the server 1111
aut onat i cal | §, ReHE oI catéors dacarhered date fervezchl FEFiciRane

enci pher ed/ d@ﬁgﬁgdlgq_l LLEak 1 Wer %%h$| ohh‘i&% t&% r&?ﬁ@tr%%’% he,safely

provided to eac regi ant I'ma , since the

encrypti on déveeky 15th1’ief mhetdams tWera. dalle mqwbrnlallmlgﬁlrfopmsf or s
encryption/decryption.for ea h egistra 21 Sept e 2006 60
referred to E%H%Qprl ec 8% d4t IOU%BUQFfr aﬁmtﬁng?kt‘?(:onfi guration

vi ew of the aﬁ@l’d‘/a&[ tbkélouirheré‘eg_@veheldelﬂa lv\ﬂlﬁlcblde}Se ardtgdtrpact 1121, an 5

i nput devic 122 play 1123. The body part 1121 is conflgured to
i ncl ude a SR be&(?ﬁgh%? er sAsljfgﬁl%%osucfl%CO%fWaH@ﬁl EhGr aphi cs

control l er 1d@&Bved IRQY dd3Ghe @ R2rdq0iSkdni Eh&a’h@g det2Co=REM-dri ve 1138,

a communj catjon device 1139, and a PCl (peripheral conponent 10
i nt er colfectAt bidsis tame, THRCIOMYLIPPITOPRETCaEAenEALE BId@TBRIa pr ogr am

between the server 1111 and output terminal apparatus 1112.
The output terminal apparatus 1112 is equipped

with the portable encryption device 1113 in oxder to
perform encryption communications. All of the data

15 communicated between the server and output terminal
apparatus 1112 is communicated in an enciphered state via
the portable encryption device 1113. Therefor, the
registrant registered beforehand owns the po;table

- encryption device 1113, and the registrant registered

20 Dbeforehand can refer to the data beforehand registered
into the server 1111 with the output terminal apparatus
1112. Moreover, the server 1111 performs communications
with the portable encryption device 1113, and thus

_ authenticates the registrant.

. 25 By loading in the output terminal apparatus 1112
the portable encryption device 1113, the‘portable
encryption device 1113 can perform authentication against
the server 1111 automatically, and communication data with
the server 1113 can be enciphered/decoded automatically.

30 By this, the data can be safely provided to each
' registrant. In addition, at this time, since the
encryption device 1113 functions as a data pipeline which

performs encryption/decryption for each registrant, it is




installed in the hard disk drive 1137. For exanple, the programis stored
inthe CD-ROM disk d, and is provided therefrom The Pk Septembér@09hst al | ed
in the hard disk 15 drive 1137 after being read fromthe CD-ROM disk d with
the CD-ROM drive 1138. The programinstalled in the hard disk drive 1137
is extracted into the RAM 1134 and is r’é)erfor med by the CPU 1131. The CPU
1131 communicates with the RAM 1134, t 20 graphics controller 1135, and
the PCl bus 1140, via the <controller 1132. The RAM 1134 is used as a work
menory area of. the CPU 1131. The graphics controller 1135 creates inmage
data from daffAfproeRsedhy PRLVER SRi81PiPakdPSupplies it to the displ ay

1123. The display 1123 &5 isckHees 2 HREk(cahPRAR Ha¥nt D8} s taB LCD
(liquid crystal display), and displays therewith a page according to the

i mge data. TREVEBnt¥blier 1133 and communication device 1139 are

connected to the PCl bys %l"g’erg%ﬁ%ggltcrﬁ%?r?{gﬁgﬁ%g?tpﬂjlor%

communi cat i on cont rol wth the hard ‘di sk drive
1137, CD-ROvVidpitedavi3® dAd2, | mplita déviptey 11228 . VAhedosdy giakitngl2hf or mat i on

~is stored by.th ﬁégjké te r..200 61..1136. Prograns a are
stored in thé‘tshgcr) S dﬁ%‘lgvjén %afg?Ue%%#’ofcoﬁlg‘rrgg%esrsv\hlgggr gejldayriegi stered
for a servicél3accorriiMgita, t hemmedest cenbodilnent13Thes dan10B6s st or ed

by the hard disk dri.Vv 137 i ci_pher by .t he table 5 encryption
device 1113 ﬁhﬁ%ﬁgtd’f@% éﬁ?g?riﬁeﬂoﬁngg_gﬁér%‘ﬂﬁe ]ﬁﬁé' data stored in the
hard di sk drcyemddizataannabvbe: 1igber bed 4 @Ay (RBY:PEESON Rpehedthan t he
registr , even if it is accessed thereby. The CD-ROM drive 1138 carries

out 10 rehdi MIFITITRGTdf Pihelifdh-a stored by the CD- ROM di sk d.

The CPU 1131 processes data based on a program
installed in the hard disk drive 1137. For example, the
program is stored in the CD-ROM disk d, and is provided

therefrom. The program is installed in the hard disk
15 drive 1137 after being read from the CD-ROM disk d with
the CD-ROM drive 1138. The program installed in the hard
disk drive 1137 is extracted into the RAM 1134 and is
performed by the CPU 1131.
The CPU 1131 communicates with the RAM 1134, the
20 'graphics controller 1135, and the PCI bus 1140, via the
controller 1132. The RAM 1134 is used as a work memory
area of the CPU 1131. The graphics controller 1135
creates image data from data processed by the CPU 1131,
and supplies it to the display 1123. The display 1123
25 includes a CRT (cathode ray tube) or an LCD (liquid
crystal display), and dispiays therewith.a page according
to the image data.
| The controller 1133 and communication device
' 1139 are connected to the PCI bus 1141. The contreller
_30 1133 performs communication control with the PCI bus 1141,
ROM 1136, hard disk drive 1137, CD~ROM drive 1138 and
input device 1122.

Various setting information is stored by the ROM




The i nput device 1122 includes a keyboard and a nouse, and it is used for
inputting data, instructions for processing, etc. The2t8eptembaad®dn device
1139 is connected with the PC bus 1140, and perfornms conmuni cation
control with the 15 output term nal apparatus 1112 through the network
1114. Next, a configuration of the output termnal apparatus 1112 will be
described. FIG 41 shows a bl ock config&&ation view of the output term nal
appar at us 1112 20 The out put term nal apparatus 1112 includes a body part
1141, an |np eV|ce 1142, and _a display 1123. The body part 1141

i ncl udes a 3p151t r%%ﬁﬂqsoﬁp‘ér‘%aqai?fe sraredsn therpprd 1$isk drdvgphi cs

control | er 1115@,7 2o RQMcnl 196pe As it dafl] %Eed%%ﬁt’eléé £8r - dEM;dei ve 1158,
a 25 comuni cati on devi ce 11%9 a PCl bus 116 a USB controller 1161, and

a USB port 1?@?0r¢ﬁ@3GPUth@SEr%ﬁQnﬁﬁﬁm@9ddaﬁatba§@& data Bremyrdeceiinst al | ed
(1 the hard giskndrhye BISE oF8G: oxaPl oLNGLAVSOEOTHLS SLAEeT N the

CD- ROM di sk and I's provide rom ramis installed in
t he hard ﬂlsanHYpVaxlﬁ®ilaétbllbeﬂn@ﬂread Fegis itz tCOWREOM dilsdcabywi th  t he

CD- ROM dri ve 5 Th ragram.i nstal n,the di sk ve 1157 is
extracted i ntt%l%t ﬁat??ﬁ%lo%fgf%ngﬁ 3‘ - & % sk arive qiggl‘:%‘f%g’@ 2006 62
performed by refierfl thlby. afherdRidnl brkeeotmaiiteat esgibtiarite ek 1154, the

gr aphi cs control er 1155, %Sd the PCI bus 1160, via the controller 1152.
The RAM 1154 s hskl 55555 rGhhdry 5 area of the CPU 1151. The graphi cs

control ler 1155 creatms cpege @il 1o dalaRisoegesed by the CPU 1151,
and supplies it to/}he di splay 1143. The display 1143 includes a CRT

(cat hodet® ay EaBE)9/ o i4Ang (FF (Whegdpga stored by the CD-ROM disk d.
The input device 1122 includes a keyboard and a mouse, and

it is used for inputting data, instructions for processing,
etc. The communication device 1139 is connected with the
PCI bus 1140, and performs communication control with the
15 output terminal apparatus 1112 through the network 1114.
Next, a configuration of the output terminal
apparatus 1112 will be described.
FIG. 41 shows a block configuration view of the
output terminal apparatus 1112.
20 The output terminal apparatus 1112 includes a
body part 1141, an.input device 1142, and a display 1123.
The body part 1141 includes a CPU 1151, contreollers 1152
.and 1153, a RaAM 1154, a graphics controller 1155, a ROM
_ 1156, a hard disk drive 1157, a CD-ROM drive 1158, a
25 communication device 1159; a PCI bus 1160, a USB
controller 1161, and a USB port 1162. |
The CPU 1151 processes data based on a program
installed in the hard disk drive 1157. For example, the
program is stored in the CD-ROM disk d, and is provided
30  therefrom. The program is installed in the hard disk
 drive 1137 after being read from the CD-ROM disk d with
the CD-ROM drive 1158. The program installed in the hard
disk drive 1157 is extracted into the RAM 1154 and is




crystal display), and displays therewith a page according 10 to the inmage
data. The controller 1153 and communi cation device 1150Septenkesdf@tcted to
the PCl bus 1160. The controller 1153 perforns comruni cation control with
the PCI bus 1160, ROM 1156, hard disk drive 1157, CD-ROM drive 1158 and 15
i nput device 1142. Various setting information is stored by the ROM 1156. .
The programis stored by the hard disk gzive 1157. In addition,

programm ng i s made such that data processed with the output term nal
apparatus 1112 is not 20 left in the hard disk drive 1157. The CD-ROM dri ve
1158 carri ePssifiormeddbngther CPUNYL 5. data stored by the CD-ROM disk d. The

i nput apparatus 1142 ipncl Jlg{e board and a, nouse, and ysed to input
data, instructions for?%? 3%@2%?3 , Wm?ﬁéeéo‘fﬂ'ﬂ{ﬁi%ﬁtw c&N$159 is 25
connect ed wi tdratphé cPCtoti®112601 8881, pekf @REBPECORNNICEY | Ofia gaBtrol wth

the server 1111 thﬁﬁ”gglt e network 1114. The USB control |l er 1161 perforns
communi cat i oS NEPLRE ]asgparglfl%sR%ﬁﬁéét &8 134 S BSBPoriemPrg2. The

portabl e Bncrateti of deyigre 1143 | sﬂféoe,riggﬁfés tQ g1 YSB BB sport 1162. In
addition, data which is communi cated "between the output term nal apparatus

1112 and ser \‘Féyeafﬂllm&igf é‘éﬁﬁuﬁ?%td@d?avpaww%ﬁb!bwbh@ @yt on device
LUS at | any sbbmBupdhals is$: 1} h&&%{-tg,@gggi EDEL VP anafleyl 6P 11413 21

Sept ember 2006 _63 functions as a peline. configuration of
t he portabl einehedeptd SRTdéodidede]l raywklbebemdescitbedlidli® 42 shows a

bl ock confi guration Wi t rtabl.e encryption.device 1113, and
'FIG 43 shows gn exdpgjlsgjglggj begr}lgdpggts B \S;%y%/i%Wrcﬁwﬁtﬁeap%arqeaﬁlcgo’éﬂﬁ?%pti on

devi ce 1401 3. to the image data.

The controller 1153 and communication device
1159 are connected to the PCI bus 1160. The controller
1153 performs communication control with the PCI bus 1160,
ROM 1156, hard disk drive 1157, CD-ROM drive 1158 and

15 input device 1142. Vérious setting information is stored
by the ROM 1156.

The program is stored by the hard disk drive
1157. 1In addition, programming is made such that data
processed with the output terminal apparatus 1112 is not

20 left in the hard disk drive 1157. The CD-ROM drive 1158
carries out reading/writing of data stored by the CD-ROM
disk d. The input apparatus 1142 includes a keyvboard and
a mouse, and used to input data, instructions for
brocessing, etc, The communication device 1159 is

25 connected with the PCI bus 1160 and performs communication

’ control with the server 1111 through the network 1114.

The USB controller 1161 performs communications
with an apparatus connected to the USB port 1162. The '
portable encryption device 1113 is connected to the USB

30 port 1162. 1In addition, data which is communicated

. between the output terminal apparatus 1112 and server 1111
is communicated via the portable encryption device 1113 at

any time. That is, the portable encryption device 1113




The portable encryption device 1113 includes a USB connector 1171, an
interface circuit 1172, a nmenory 10 1173, a ni cr oconpudleBeptaiaber 280G an
internal bus 1175. The interface circuit 1172, the nmenory 1173, the

m croconputer 1174, and the internal bus 1175 are built in an IC
(integrated circuit) 1176. The 1C 1176 is nmounted in a printed wiring
board 1177. The USB connector 1171 is l& nounted in the printed wiring
board 1177. The printed wring board 1177 on which the IC 1176 and the USB
connector 1171 are nounted is held in a case 1178. An opening of the case

1178 is equi ppadtibid & GOMEEa YJikR1:Wet h @ screw 1180. At this time, the
USB connector 1171 20 extends outside fromthe cases 1178 and 1179, and can

be |oaded into the U3BH¥ertha1emiGiourhéisnt puttheepatpltle apparatus 1112.

The USB connggbtpimdiddl de$iRRUNed a1 1t i 0t Wi ring board 1177, and is
inserted into tﬁ%pUSB pc(?rtl 1162 25 of thgé%ét}{l%%fi'term nal apparatus 1112.

The USB connector 117F7%Gs éansteted tdothecomiignfratborivicmi ©f11H#2. The
i nterface; ci ' 7 . A nt ce. b en,th SB_port 1162 and
the int e%nal béﬁ?ﬁ%é#ﬁ%ﬁ%ﬁe@%&cgbgéﬁﬁiﬁcf?@‘ b%ﬁs Sﬁqéjrwlgagﬁi eving 30

conmmuni cat i oasphedek erershectnternfizee ofi theiportkble emmmtiohl73, and
m croconputer, 1174. Ig the nenory 1173, encrypted data whi ch having
under gone pr%ﬁ‘é:f'cé‘? M ned encryption is stored with addresses as input data

therefor. 21 Septenberrhd0p6rtfl el R chiypt 060t 11/ jaequideesat he
encrypted data with reference to the nmenory 1173 with-the data used as the

address, whelP? rEEftPF nh the Mot atesiase decver 1% 3 F6RPTYe out put
- term nalpappel 28 U hkt2ocdiifit@eauhhed 2n@ngs Ypkednsatfd 31v5ansmdted to

the server 1111°by the cormunication device 1159 of the output term nal
apparatus interface circuit 1172, the memory 1173, the microcomputer
1174, and the internal bus 1175 are built in an IC
(integrated circuit) 1176. The IC 1176 is mounted in a
printed wiring board 1177. The USB connector 1171 is
15 ‘mounted in the printed wiring board 1177. The printed
wiring board 1177 on which the IC 1176 and the USB
connector 1171 are mounted is held in a case 1178. An
opening of the case 1178 is equipped with a cover 1179
with a screw 1180. At this time, the USB connector 1171
20 extends outside from the cases 1178 and 1179, and can be
loaded into the USB port 1162 of the output terminal
apparatus 1112, |
The USB connector 1171 is mounted on the printed
wiring board 1177, and is inserted into the USB port 1162
25 of the output terminal apparatus 1112. The USB connector
1171 is connected to the interface circuit 1172. The
interface circuit 1172 acts as an interface between the
USB port 1162 and the internal bus 1175.
_ The internal bus 1175 is a bus for achieving
30 communications between the interface circuit 1172, memory
1173, and microcomputer 1174. In the memory 1173,
encrypted data which ha%ing undergone predetermined

encryption is stored with addresses as input data therefor.




1112. Moreover, when receiving encrypted data fromthe server 1111 with
the output terminal apparatus 1112, the m croconput er2l3epiembes?Bffes t he
menory 1173 with the data 10 fromthe server 1111, and supplies the address
at which the relevant data is stored, to the output term nal apparatus
1112 At this time, the encryption/decryption nethod used by the

communi cation systemor information prégcessing system descri bed above in

ot her enbodi nents nmay 15 be applied for the encryption/decryption also in
this case. The encryption and decoding of the data are perforned as
ment i oned abdhe. mihexeconpudeasslng oprriaes othefentdrypsedvd@ata with out put

termnal app d t abl.e_encrypt.i on 0 ice 13 wll be
descri bed. F?:eg%gg%%%é%ssiﬁ%rglgm%%élf}gg‘llgr% 8 Jél%(ht-'ehesedra\}:ér u%tgﬁlas v%l%llgel be

descri bed. Fk@drdds shiws: arpnaeesisimg theodaichard the shevessdrivér 1111. 25 In
from t.he .out put

the server 1111 en _an access,request is r ive

term nal app Fal‘t“u‘\é@%ﬂ‘%pé&% eE‘f‘%Tbael §ppagatyg, i ch?o%CWS mation is
required 50 eherystddWatiet Bi fednappaeat 86 dilkl2catea S1EP B52%n2. Next, the
server 1111 perforps quthentication processing at a step 30 S21-4, when

aut hent i cat | GATPHTIHECT0ASV $C el 88 FRoAUEINE S6EBIRZ: &PRERAF 3ippar at us

1112 at a st gp1521 @ riddbveteSPRRs Grectie: Ayt I¢abi QB PraeRsshay conpares
the authentication infornmation supplied fromthe output 21 Seﬁtenber 2006
65 term nal &ppeeatids 11 FiGht thauwutienti terriiarli abprration 1 1Bef 8hehand

ot comont . VIS TR hent | Sal TOn Crrr ey M et Sopal T ea s eRe out put
t er mi nallGppéremn ushes seryeri 511l agdesupmitias tthet hddmesherit Wbathon
i nformation the relevant data is stored, to the output terminal
apparatus 1112 At this time, the encryption/decryption
method used by the communication system or information
processing system described above in other embodiments may
15 be applied for the encryption/decryption also in this case.
The encryption and decoding of the data are
performed as mentioned above.
Next, processing operation of the server 1111,
output terminal apparatus 1112, and portable encryption
20 device 1113 will be described.
First, processing operation of the server 1111
will be described.
FIG. 44 shows a processing flow chart of the
server 1111.- |
25 ‘ In the server 1111, when an access request is-
received from the output terminal apparatus 1112 at a step
521-1, authentication information is required to the
output terminal apparatus 1112 at a step S21-2. Next, the
server 1111 performs authentication processing at a step
:30_ S21-4, when authentication informafion is received from
| the output terminal apparatus 1112 at a step S21-3 in
response. The authenticatioﬁ processing compares the

authentication information supplied from the output




bef orehand regi stered in the server 1111, the access to the server 1111 is
permtted. The server 1111 determi nes whet her the accedlsSéptembpsP@Gted at a
step 521-5. Wen the access is not 10 permtted at the step 521-5, the
server 1111 determi nes whether the nunber of tines at which the access is
refused reaches a predeterm ned nunber. of tines, at a step 521-6. The
server 11 di sconnects the comunicatiof at a step 521- 7, if the nunber of
times at which the access is refused 15 has reached the predeterm ned

mb foti . at. the_ st 1-.6, M r when. t e ‘
Which the  abeate PEpRtEl: H Fioh JRHTTHAeREdS b BrAReT R ned | numbe

etérm ned nunber

of times at béfoEleMmdISZegbstdRIANR tBeNBEerd:0 1tihe , 26hStRpesAings and t he
aut henti cati on rocessing i s, perforned aQ%in. The server, 1111 pernits
1

access of thEMYRFUPOHerRE ndl 285551 aRtis fHet ARREYVEATI3M1 at a step
521-8, when;the-@RGRSSshfpPRIAALLRItAL dhE it eRrd2dab aprbbgsaccess is

‘thus permitted and data is 25 required fromthe output term nal apparatus
1112 at & sttbl2 555119 agheemssyty @i thithe radenticatien FrdQEFREER or t he

per it ted r eglaLant LOR Lhe JEUDr ¥ 8" 88-A8Shaned cheforeland, and

transmts it to the outp term nal “apparat us 2 at a step 521-10.
Mor eover, thehsearmer301ll1ids pegméstadt a received, into the nenory area

bef orehand assi gned %gé_g@&m£§ghi%ranéénﬁﬂg%pgg%g§%?fggp%%ﬁgsgq£§ut he

term nal apparatus 11 isreceive a s I's tine,
enci pher ed dsgmniftterd thea cttgpuis2tebm Me thBepteaberi2@d6 66 appar at us

T2 1 0y iSO THLL C5PORL 50 L 06oRRL P ALl St op S21-0
term nal appafeiinés thd2n@ibdNef times at which the access is refused
reaches a predetermined number of times, at a step S21-6.
The server 11 disconnects the communication at a step S21-
7, if the number of times at which the access is refused
15 has reached the predetermined number of times, at the step
§21-6.

Moreover, when the number of times at which the
access is refused has not yet reached the predetermined
number of times at the step S21-6, return is made to the

20 step 521-2 and the authentication processing is performed
again. The server 1111 permits access of the output
terminal apparatus 1112 to the server 1111 at a step S21-8,
when the access is permitted at the step S21-5.

If the access is thus permitted and data is

25 required from the output terminal apparatus 1112 at a step
S21-9, the server 1111 reads the data required for the
permitted registrant from the memory area assigned
beforehand, and transmits it to the output terminal
apparatus 1112 at a step 521-10. Moreover, the server

30 1111 stores data received, into the memory area beforehand
assigned for the registrant, if the data from the output
terminal apparatus 1112 is received at a step S21-10. At

this time, the enciphered data from the output terminal




5 step 52-12. Next, operation of the output term nal apparatus 1112 wll
be described. FIG 45 shows a processing flow chart ofZ2l fepterober@G06 t er mi nal
apparatus 1112. 10 The out put term nal apparatus 1112 starts

conmmuni cations with the server 1111 at a step 531-2, when the portable
encryption device 1113 is |loaded into the USB port 1162 at a step 531-1.
The output term nal apparatus 1112 re&ds aut hentication information etc.

fromthe 15 portable encryption device 1113 based on instructions from the

server 1111, and supplies it to the server 1111. Wen the access is
permtted byapparajewsyéill s stareg.step 531-3, comunications of the out put

termnnal apparatus 1112 g\é%aﬁﬁe%ﬁ‘%%%ﬁl%#gi%%%gﬁéggotfhrcﬁ)éjgh 20 the

portabl e encryption device e aratus 1112
suppl i es t hestaisa SZlefn timeowgdr BN -121dntid at hetpos teeblfénénbr ypt i on devi ce

1113 at a st S31- n_the data |s, received fromth rver_.1111 at a
step 531-4. E%lnésm 5??%?%0%@%89}58}#%%@@5‘ 139P egliﬁeagattré? and 25
returns i% tetdhea20ubput termnal apparatus 1112. The output term nal

apparatus 1112 opens an application corresponding tqo the data thus decoded
by the portable encr{pttorPREEFitéen 191 than Ry Pt 6 "des APBAT Pribtessi ng

therewi th. Fpriexanmmlse dderdeeqded data is displayed on 30 the display
1143. Moreover, the output term nal apparatus 1112 supplies the data which

is to be transnitted BiCa %t 6povs3a-Bragesshagpbrawlsherénefypif on devi ce

1113, when -swipnt termindl 2bp2eRiefber1,2006 67 transmitting the data
processed, to tphe servlenra 11%? at 'a step 531-7. The portable encryption
devi ce 1913 reads t heThe output terminal apparatus 1112 starts

comminications with the server 1111 at a step S31-2, when
the portable encryption device 1113 is loaded into the USB
port 1162 at a step S31-1. The output terminal apparatus
1112 reads authentication information etc. from the

15 portable encryption device 1113 based on instructions from
the server 1111, and supplies it to the server 1111.

When the access is permitted by the sexrver 1111
at a step S31-3, communications of the output terminal
apparatus 1112 with the server 1111 is achieved through

20  the portable encryption device 1113. The output terminal
apparatus 1112 supplies the data from the server 1111 to
the portable encryption device 1113 at a step $31-5 when
the data is received from the server 1111 at a step S31-4.
The portable encryption device 1113 decodes the data and

25 returns it to the output terminal apparatus 1112. The
output terminal apparatus 1112 opens an application
corresponding to the data thus decoded by the portable
encryption device 1113, and performs desired processing
therewith. For example, the decoded data is displayed on

30  the display 1143.

g Mdreover, the output terminal apparatus 1112
supplies the data which is tb be transmitted at a step

S531-8 to the portable encryption device 1113, when




data fromthe nenory 1173 in use of the data thus supplied fromthe out put
term nal apparatus 1112 as the address. 5 The data thu3l Sepianlfer 309G he
menory 1173 is again supplied to the output term nal apparatus 1112 as the
encrypted data. The output term nal apparatus 1112 transmts the
encrypted data thus enci phered with the portable 10 encryption device 1113
at a step S31-9 to the server 1111. THe& output term nal apparatus 1112
repeats the steps S31-4 through S31-10 until the access with the server
1111 is disconnected at a step 531-10. Encryption conmmuni cations are thus
perfornmed 15thetsREiiRe therdata preresaddoutpihet eenverallldgparat us 1112.

Next, operatipn,ofz{he p r [ . devi 11,3 i L L sherdescri bed.
FIG 46 shows gpprocessi %‘t“?ﬁ%ﬁt&?ﬂ% t%B%%leoql \ég??g%lléﬁe?)néjreﬁgti on device
1113. 20 Wheflathel por tthll meemor Vipt73onndeve cef the3dasa tlomdedpphiedt he USB

port 1162 of tput termnal _-apparatus wi th the USB_ connect or
1171 and recg%ggs%n%%htaﬁlgrgéﬂ%l %ﬁ@%ﬁ?ﬁ‘tﬁ ﬁé?n?ﬁa&eaﬁgigrr%a‘s 1112 at a

step 34151, Th¢ dsta espendest tixond @hkhfentputl 78el 81 avdir2Suappasdt us 1112
at a step 34 i.on device 1113 recgeives an

-2.. \Wen the portahle encrypt
aut henti cat i %‘ﬁ TR RREPU F‘]E')HE@‘?‘ ﬁ?péﬁﬁ‘b‘&{) HdenfRaf e paraPis?1112 fromthe
server 11l1ll4dstaza step 541-3, the authentication information is supplied
to the output term nal apparatus 1112 at a. step 30 S41-4. At this tineg,

the authentication i nffBEneEHBH rheFnipel edngsénedlbet drasBihg th%insmitt ed.
For the purpose-yfeceRabl i fith<LRELRPRLLAY Rftnt RRcAYLREBRICati on i nformation .

at this tinme, al'so in the server 1111, it Is necessary to 21 Septenber 2006
68 connédét tenemtPen fevicei4dldnatnerypin G3ldevieettravienyen 1111. -

The output terminal apparatus 1112 repeats the steps S31-4
through S31-10 until the access with the server 1111 is
disconnected at a step S31-10.
Encryption communications are thus performed
15 Dbetween the server 1111 and output terminal apparatus 1112.
Next, operation of the portable encryption
device 1113 will be described.
FIG. 46 shows a processing flow chart of the
portable encryption device 1113.

20 When the portable encryption device 1113 is
loaded into the USB port 1162 of the output terminal
apparatus 1112 with the USB connector 1171 and receives an
inguiry from the output terminal apparatus 1112 af a step
541-1, it is responded to, to the output terminal

25 apparatus 1112 at a step S41-2. When the portable
encryption device 1113 receives an authentication request
through the output terminal apparatus 1112 from the server
1111 at a step S41-3, the authentication information is
supplied to the output terminal apparatus 1112 at a step

30 S41-4. At this time, the authentication information may

 be enciphered before being transmitted. For the purpose
of enabling enciphering of the authentication information

at this time, also in the server 1111, it is necessary to




menory built therein which has the same data contents as those of the
menory 1173 of the portable encryption device 1113. S2iPeptenober 2606
encryption device 1113 operates as the private data pipeline, when the
access permission to the server 1111 is nade through the output term nal
apparatus 1112 at a step 541-5. The portable encryption device 1113
enci phers data at a step 541-8, when thggdata 10 is supplied fromthe
output term nal apparatus 1112 at a step S41-6 and it is determ ned that
the data supplied by the output term nal apparatus 112 shoul d be
transm tted twonnehe sertter PCIlnatl BB edddyptioibaeoves hatiey the data

fromthe output term I aratus, 1112 is. the data from 15 the server
10T oo PdogR PR, sRBRELS Wik s’ Zug e pats NESHEISS The
portabl e encrypiieons dew aemddd 3 BUPHH ehet PoridatacapshphiRirdeoi cdecoded at

a step $41-12 tg the output term nal apparatus 1112. The portable
encryption dévilde 20 1113 repeats the step S41-6 through S41-12 until a

notice of finish is syppbbedabi OMINGRULRUSY:RLT N apnarakugs 1112 at a
step 541-12. By the above,b thae portablée encry%tli gn device 1113 gan act as

the private #BEaPpiyrla dataapiadigreypthen thXs asosmanpeatissioncan be
f db t ] t 1112. |
performed beiygen.i-he. S85Ye[g (]jrrilagd(])e ?ﬁgoggbgﬁlﬁe oﬁlétghﬁak?éﬁ%%ﬁa us n

addition, the data transmtte m nal apparatus 1112 by
t he server lappaiatumlildderi caldbepdEidét-8d dftteepotheblbomnomypatioon fini sh,

Bvoi dod { ronyEELg TarerP P by kAot hok Ti Skaht MU TR 8Cfhe secrecy
performdiice is $h@pldetipitont et Baltpudpperminds ipp2ratsussacueedt 21 Sept enber
2006 69 step S41-6 and it is determined that the data supplied by

the output terminal apparatus 112 should be transmitted to

the server 1111 at a step S41-7. Moreover, when the data

from the output terminal apparatus 1112 is the data from

15 the server 1111, i.e., the enciphered data, in step $41-9,

it is decoded.

The portable encryption device 1113 supplies the
data enciphered or decoded at a step S41-12 to the output
terminal apparatus 1112. The portable encryption device

20 1113 repeats the step $41-6 through S41-12 until a notice
of finish is supplied from the output terminal apparatus
1112 at a step 541-12.

By the above, the portable encryption device

1113 ‘can act as the private data pipeline, and encryption
25 communications can be performed between the server 1111
and output terminal apparatus 1112.

In addition, the data transmitted to the output
“terminal apparatus 1112 by the server 1111 is
auvtomatically deleted after the communication finish, with

30 driver software or so, for example, and, thus, the data is
avoided from being referred to by another registrant. By
this, the secrecy performance in the output terminal

apparatus 1112 is secured.




In the above-nentioned exanple, the data is stored in the server in an

enci phered state. However, it is also possible that i2l Septaglerddaft er

bei ng decoded. FIG 47 shows a block configuration view of a 5 variant of
the server 1111. The sane reference nuneral is given to the sane
configuration portion as in FIGS. 39 and 40, and the duplicated
description is omtted. The server 11816%f this variant has an encryption
device 1182. The encryption device 1182 is a 10 PCl board connected to the
PCl bus 1140. FIG 48 shows a block configuration view of the encryption
devi ce 1182. The same Feftérenbeverumantaloned egamele t $hen@Shed configuration

portion as i : ' rdRtLon S Qmtted. 15 In
this variant %ttghﬁgde%gr%/}%?ggﬁgggvﬁggdl%gﬁfgﬂ%%@&g S:‘t(%trt%ﬂ of a PCl "board,
wher ei n, instisadled pdesibiSB thannecticr std¥éd offtdre bpong abt@dedcr ypt i on

device 1113, a PC b onpecior 11 [ rovi ded_ for connecti.ng with the
PCl bus 1140, and, ian?Igzciszf Sf“ﬁ%si‘%?)jlp]cgcgo%ﬁ%attlﬂgl,egdﬁ fe interface
circuit 1340vesipndvefiathcagbitgr asilan rRtesdme afetrvren Miwer@C ibus 1140

and the internal bus  1175. Moregver, the encryption, device 82 i.s forned
for each re§r¥fPamt . tha SaP8I AP HiTHRitd Op apPENOR §§c?‘étﬂc%§*m§7i 88 ons 25

can be achi eved %hd ht@ﬂdﬁme&étecprde%@r@%i;ﬂ&l receinedesi th the server 1181.
The E-mail, is stored in the server 1181, and the registrant accesses the

‘server 1111 with the géet asFrecencidlprfoRhéeviaedart1825 M reads the mail.
A this U MBncte 9B lack3ceneloner afle BA0;:1okARSULLS edid0 1538 the out put

term nal apparatus 1112, and then, the mail"71s decoded by the portable
encryptiBh dBCGI ceoard Ionaadted taditdyel BFedown ¥ M€ -out put termi nal appar at us

1112 The sane cont entsqf g each,d a0ksLERN AR S 2 Serizerher 2006

encryption device 1182. The same reference numeral is
given to the same configuration portion as in FIG. 42, and
the duplicated description is omitted.

15 In this variant, the encryption device 1182 has
a form of a PCI board, wherein, instead of the USB
connector 1171 of the portable encryption device 1113, a
PCI bus connector 1183 is provided for connecting with the
PCI bus 1140, and, instead of the interface circuit 1172,

20 the interface-circuit 1140 is provided acting as an
interface between the PCI bus 1140 and the internal bus
1175. Moreover, the encryption device 1182 is formed for
each registrant.

According to this variant, secret communications

25 can be achieved with an E-mail, or so being received with
the server 1181. The E-mail is stored in the server 1181,
and the registrant accesses the server 1111 with the
portable encryption device 1113, and reads the mail. At
this fime, the mail is enciphered, and is transmitted to

.30  the output terminal apparatus 1112, and then, the mail is
decoded by the portable encryption device 1113, and is
displayed on the output terﬁinal apparatus 1112.

The same contents for each registrant should be




70 stored in the nenory 1173 of the personal digital assistant apparatus
1113 and the nmenory 1173 of the encryption device 11821 8¢pterneer8v&er 1181.
Moreover, it is possible to update the contents of the nmenory 1173 of 5

t he personal digital assistant apparatus 1113 and the nenory 1173 of the
encryption device 1181 of the server 1181 based on, for exanple, the
nunber of tinmes of comrunication operai®ons, conmunication data, or
external information. 10 Moreover, it is possible that, the nenory area
of the menory 1173 of the encryptlon device 1182 of the server 1181 is

di vi ded i nt o SgPrapdl Lnythd mereny, 1ohe off thehpehsdmalt Hégihadde correspond to

one portablea§g9g¥gﬁt6%§) O%EQe}%£§3 % thusé%qﬁg3eggr t|on devi ce 1182

is made 15 to corres ur-alG "€ "encryp Son devices
1113. Nbreovencryptuenedem1cpo$$8bl&ftHM§:sbheerennﬂyptnmwemkan cétll82 is

made to correspond to a  pluralit Qf rtabl e_encryption ices 1113 by a
20 configuragg §0951§%?é%9 d?% gﬁPgﬁi?f %i‘ ﬁE@?B%&ﬂ§§ ? and a
menory arg fahaeﬂermmpmﬁgﬁlaap,a@ﬂdata@tpbyp@iaﬁaé afi1ghips t@ach thus
produced is nDunted on one substrate. In addition, in the present

embodi ment, FRECTE5!hot tHbthe PRGN device HWBI30f stRREETE  per f or m

communi cat i onggyi Eébédl%rputfeyteiﬁﬁﬂméﬁalthépﬂﬁﬁ@éﬂ%fl%%ﬁeé“@f the USB
interface. However, it is not necessarlly to be limted to this, and

anot her type06$m?¥&%#?%99eOﬁﬁya%%ﬂ“hpﬁpm@ﬁnl%ﬁméﬁwéﬁtaafﬁbﬁ*@@ﬁﬂ@%tlng radi o

communi cat i ogy, g0-sysigm or so may be applied for the comunications.
Mor eover, the shape of the portable encryption device 1113 is not

necessarily |inited tdcxepget anuliar popaihlé efterti,petie steery andaa vari ous
shape may beofpﬁki%%mmry 1173 of the encryption device 1182 of the

sexver 1181 is divided into plurality of areas, one of
which is then made correspond to one portable encryption
device 1113, and, thus, one encryption device 1182 is made
15 . to correspond to a plurality of portable encryption
 devices 1113,
Moreover, it is also possible that the
encryption device 1182 is made to correspond to a
plurality of portable encryption devices 1113 by a
20  configuration in which an interface circuit, a
microcomputer, and a memory are formed into one chip, and
a plurality of chips each thus produced is mounted on one
substrate.
In addition, in the present embodiment, the
25 portable encryption device 1113 is made to perform
communications with the output terminal apparatus 1112 via
the USB interface. However, it is not necessarily to be
limited to this, and another type of interface may be
applied. Moreoﬁer, a non—contacting radio communication
30 system or so may be applied for the communications.
Moreover, the shape of the portable encryption
dev1ce 1113 is not necessarily limited to a rectangular

- parallelepiped shape, and a various shape may be applied,




21 Septenber 2006 71 such as a key shape. Moreover, it is also possible to
apply an integrated circuit card shape. Furthernore, 2l Sepkseben2di o
comuni cation systemis applied, a formof an accessory such as an
earring, a pendant, a ring, or so nay 5 be applied. Mreover, it is also
possible to apply a form of easily carriable, such as that of a cl ock,
pen, cellular phone, or so. 21 Septenter 2006 72 CLAIMS 1. A

comuni cati on apparatus perform ng data conmrunications with a

conmmuni cati on partner, conprising: 5 data converting neans for converting
the data w shch dzimctkiegn sbepa. prmmmrlermhhthlsi s leonposs Milteh tohe

conmuni cati on artner, and atin ans f dat.i the fungtion or
protocol used® ys%ﬁ&%@ﬁ&@%?& Ciaﬁdrolé?ﬁﬁ?i % mﬁ)t (fo%imnl cation
with the corrtfulecat:racdiopabﬁxmﬁﬂilcaanol:h%y@@@mum (é@t;ileadaapaﬁc&tmsfaSncl ai ned
in claiml, wherein: said updating neans changes the function or 15

prot ocol basBHCEFFTHe HGHHEF B eﬁ’?ﬁé@gof adﬁ%‘%ja%nﬁuﬁ’r%%'t i9n S6pBFéti ons. 3.
The conmmi CBEi QP BRRAT aldscdde] aitTRY biso GhddMbic0to ZappMiereiEpim20 said
updating neans anges the function or rotocol based on the data of the
data comuni €&t ?%?Fslihﬁ?@éﬂ@\ﬂ% thiche ganiinRE 2§ on cpacknaren 4. The

comuni cat i ogefp,%@tp%%ngs (?Jcaé(;red in 25 claiml or 3, -wherein: said
updati ng means updat és thé function or protocol by selecting one function
or protocol from anong




a previously set plurality of functions or protocols, according to the
number tinmes of data communication 30 operations. 5. THeSaptamhenl@¥x i on
apparatus as claimed in claim1l or 4, wherein: 21 Septenber 2006 73 said
updati ng neans updates the function or protocol by selecting one function
or protocol fromanong a previously set plurality of functions or
protocols according to the data of dat’/& conmuni cations. 5 6. The

comuni cation apparatus as clainmed in claiml or 5 wherein: said updating
nmeans executes a plurality of updating nethods in a conbination manner. 10
7. The communi cati on apparatus as cl &LABdESIin claim6, wherein: said
updati ng nmeans nmakes the plurality of wupdating nmethods different for each
comuni cation 15 operation. 8. The comuni cation apparatus as clainmed in
claim6 or 7, wherein:l.sahdcoimdatiicagioeansparagagt psridwnipoudataty of 20
updating nethods f.or .qne unjt of data in a conbinpation nmanner.. 9. The
communi cat i ofPEPTHSRA TGS Es¥ L Hhidm S HRL G H9R ?aEEH%F'WﬁEF%%ﬁ%H%B sai d
updat i ng sreans updat egiathechsnatiion fAeandrirocehvbasaty amesbatabl e ext ernal
information. 10. The conmmunication apparatus as clained in _.claim1 or 9,
wherei n: 30 ¥&FY & HARGEAG nevarfs BFELPEPhe"Heh iRegpmmon with the

communication partner; and
updating means for updating the function or
protocol used in said converting means in response to a

10 communication with the communication partner.

2. The communication apparatus as claimed in

claim 1, wherein:

said updating means changes the function or
15 protocol based on the number of times of data

communication operations.

3. The communication apparatus as claimed in
claim 1 or 2, wherein:
20 said updating means changes the function or
protécol based on the data of the data communications made

 with the communication partner.

4. The communication apparatus as claimed in
25 claim 1 or 3, wherein:
said updating means updates the function or
protocol by selecting one function or protocol from among
a previously set plurality of functions or protocols,
according to the number times of data communication

.30 operations.

5. The communication apparatus as claimed in

claim 1 or 4, wherein:




transition. 11. A comuni cation apparatus, conprising: 21 Septenber 2006

74 a common item obtaining part obtaining a common i t2hPestemheri280¢omon
with a reception end; key generating neans for generating a key based on

t he common item generated by said conmon itemobtaining 5 part; encryption
key generating nmeans for generating a function or protocol based on the
key generated by said key generating rffans; and enci phering neans for
perform ng encryption 10 based on the function or protocol generated by
said encryption key generating neans. 12. The ¢ ni cati on_apparatus as
claimed in claim10, Saer BPRatg W&Sk’é?dﬁ%?ﬁert%@i e C8bt ai ns

predet er m negrotHdQr MRt iselebpolHdeld itAnthEod WCH8Ro861 M:@0eRbngs t he
key. 13. The conmuni cation apparatus as clained in 20 claim10 or 11,

wherei n: sai 8 PEACIIUSHY0FSprBYWEdlLtyentr BEndlg ansans PEERSCafes a subsequent
function or probpsQly BY WRK! Bk, NANLLRgAL AR ANRILEOAsOf a table value. 25

14. A conmuni cati on apparatus, conprising: a combn item obtaining part
obtaining a common itemwhich is common with a transm ssion end; key

generating neans for ne ting a _key which is nmon. wW;thgt B

transm ssi on end, basgﬁ o%ﬁ?h% c&%ﬁugﬁ ?Efpean%aétgl%er atcél:,jgltg%dsa?d common

. i1tem obt ai ni agajpart ;oreBer ypét«wim:key generati ng neans for generating a

function or protocol which is common with the transTi ssi'.qcn %nd, based on
uraiity o

the key generated by S&Md VRSP GéiFeFgtfgexecutes a p

updating methods in a combination manner.

10

7. The communication apparatus as claimed in
claim 6, wherein:

said updating means makes the plurality of
updating methods different for each communlcation

15 operation.

8. The communication apparatus as claimed in
claim 6 or 7, wherein:
said updating means executes the plurality of
20 updating methods for one unit of data in a combination

manner.

9. The communication apparatus as claimed in

claim 1 or 8, wherein:
23 said updating means updates the function or

protocol based on sharable external information.

10:. The communication apparatus as claimed in
claim 1 or 9, wherein:

30 said changing means performs nonlinear

transition.

11. ‘A communication apparatus, comprising:




21 Septenber 2006 75 neans; and decodi ng neans for perform ng decoding
based on the function or protocol generated by said ehktBgpember 200§
generating means. 5 15. An encryption apparatus conprising: an enci phering
part reading original data froma file and enciphering it; internediate
file storing neans for storing in 10 an internediate file enci phered data
enci phered by said enciphering part; a4%ecoding part decoding the data
stored in said internediate file, and decoding it; and file storing neans
for storing as a-15 predeterm ned file data decoded by, said decoding part.
16. The encryption apparcafienasten AEdring B34 APESILFE théP"88hpri si ng

communi cat i ng +RRaRE: diPlis LhARSI d{40G thebtis shared in said file storing

means to 20 a communi cation partner via a network. 17. The encryption
apparatus as clai ned ikey geaenatibromebds Wherasnerating erksphésPlg part

conpri ses { alegener g, 4% MEANS LOp AYAMahlY £AaNdiRG.8:hgbI e used
for enciphering the origina at a. . ¥he encryption apparatus as cl ai ned
in clainyl7pawherein: 30 said enciphering part conprises: key generating
means for generating a key base on the non itep table | ecti ng means
for select ?ng a 21 %epe[né: F:?% 2 -;%enera%:?ng means %r generasc?.ns 5 9

function or protocol based on the key generated by said
key generating meaﬁs; and
enciphering means for performing encryption
.10 based on the function or protocol generated by said

- encryption key generating means.

12. The communication apparatus as claimed in
claim 10, wherein:
15 said key generating means obtains predetermined

information included in the function or protocol as the

key.

13. The communication apparatus as claimed in
20 _ claim 10 or 11, wherein:
said function or protocol generatirg means
generates a subsequent function or protocol by making

nonlinear transition of a table value.

25 14. A communication apparatus, comprising:
a common item obtaining part obtaining a common
Jitem which is common with a transmission end;
key generating means for generating a key which
is common with the transmission end, based on the common
30 item generated by sald common item obtaining part;
encryption key generating means for generating a
function or protocol which is common with the transmission

end, based on the key generated by said key generating




predeterm ned table fromanong a plurality of tables generated by said
tabl e generating neans based on the key generated by 2hSebtémyerg8fer ati ng
nmeans; and enci phering neans for performng encryption. 5 19. An

i nformati on processing apparatus, conprising: a file part storing data; an
enci phering part reading the data fromsaid 10 file part, and enci phering
it; intermediate file storing nmeans for7%toring in said file part as an
internediate file the enciphered data enciphered by said enciphering part;
a decoding part decoding the data stored in said 15 internediate file; and
file storingmseaAs #wt storing the data decoded by said decoding part in

said file part. 20. Angipnfornation processi-ng nethod, ..20 .co i.sing: an
enci phering step of I‘gdaél r%fg?rn rf“SF‘ﬁ%| focFatpa?rfP%)‘ﬁ?% C?eiqoglﬁﬁdbaesgi Bﬁeri ng it;
an i nternedi éhe fihettrordmgrstepodfigaicetitag by s enteypedirakeyfil e the

enci phered data enci phered in 25 said enci phering step; a decoding step of

decodi ng theggﬁFﬁagF%¥3§qpﬁ' the internediate file; and a file storing step
of storing the data decoded in said decoding step as a predeterm ned file.
30 21. A comunication system performng enciphering conmunications via a
repeating communicati dr: apPaPEETEP BetwaeRaEa BBUrcEPESAETHi cat i on appar at us

and a 21 Septenber 20Q6, chliphering part reading original data from a

file and enciphering it;

intermediate file storing means for storing in

10 an %ntennediate file enciphered data enciphered by said

enciphering part;

a decoding part decoding the data stored in said
intermediate file, and decoding it; and

file storing means for storing as a

15 predetermined file data decoded by said decoding part.

16. The encryption apparatus as claimed in
claim 15, further comprising communicating means for
transmitting the file stored in said file storing means to

20 a communication partner via a network.

17. The encryption apparatus as claimed in
claim 15 or 16, wherein:
. éaid enciphering part comprises table generating
25 means for dynamically changing a table used for

enciphering the original data.

18. The encryption apparatus as claimed in
claim 17, wherein: '
30 said enciphering part comprises:
key generating means for generating a key based
on the common item; |

table selecting means for selecting a




destinati on conmuni cati on apparatus, wherein: said conmunication apparatus
conpri ses enciphering neans for perform ng predeterni deSeperobgr@00oOn on
comuni.cati on data, and decodi ng communi cati on data 5 havi ng undergone the
predeterm ned encryption; and encryption performed by said enciphering
means is made different for each of the communication apparatuses. 10 22.
The communi cation systemas clainmed inyglaim?2l, wherein: serial

comuni cation is perforned fromthe source comunication apparatus to the
destination comrunication apparatus via a plurality of conmunication 15

appar at uses pPefetehMhdiRABIe Bdm AmeaIMH N LAy Systemien which
encryption comunications are perforned between a plurality of source

comuni cat i oHCEPPAFSH (WesadRdtablsl GeREFEYiRG MeaEF| PRI ®R260E ok ni cat i on

appar at uses, geREBA+&d MG 814 IS g(egleilgtgﬁ)%g gat éﬁg@ appar at us whi ch
per.forns encryption conmuni cations wth sai S] urality of source

conmmuni cat i on appar at (Eesdrheniia neepsnfior epenf ccoimundreatipdionappar at us whi ch
25 rel ays encryption conmmuni cations between said 'first relay

comuni cation apparatus and said plurality of destination comunication
appar at uses, wher ei n éfcr yjt i iorfocoaniion catdoctsiag eaperfaaused  bet ween sai d
first rel ay ﬁ&%i”éi%at-i on apparatus and 30 second relay conmuni cati on
apparatus. 24, °The ¢&rmuni cat i on systemas clained in claim 23, wherein:

21 'Septenber 2006 78asdill fgarst stetayg cifani cation apparatus perforns
_encryption which is~d25f§£é¥Bhe§§389p§E§ ééﬁfﬁgit e data from said '
10 file part, and enciphering it;
intermediate file storing means for sforing in
said file part as an intermediate file the enciphered data
enciphered by said enciphering part;
a decoding part decoding the data stored in said
15 intermediate file; and
file storing means for storing the data decoded

by said decoding part in said file part.

20. An information processing method,
20 comprising:
) an enciphering step of reading original data
from a file and enciphering it;
. an intermediate file storing step of storing in
-an intermediate file the enciphered data enciphered in
25 said enciphering step;
a decoding step of decoding the data stored in
the intermediate file; and
a file storing step of storing the data decoded
in said decoding step as a predetermined file.
30
_ 21; A commnication system performing
enciphering communications via a repeating communication

apparatus between a source communication apparatus and a




of source conmuni cation apparatuses. 5 25. The conmuni cati on system as
clained in claim23 or 24, wherein: said second rel ay2kbeptembeasd09on
apparatus performs encryption which is different anong the plurality of
destinati on conmuni cati on apparatuses. 10 26. A conmuni cati on apparat us
whi ch perforns encryption conmunications between a first comunication
apparatus and a second communi cation aggar atus, conprising: 15 first
encryption comuni cating neans performng encryption conmunications with

said Tirst coomuGabhononARRALAIUS, B0d, Second, encryption communi cating
means performng encryp?l on conmuni cations W kﬁ sald second comuni cati on
20 apparatus. 27. A cemminteatinit#ipar appsratebayomngrisesscryption

conmmruni cations_between a firs roup of, co nj catj on, apparatuses and a
second ot oup BT RS e GHIRTEA 1 SRR Rar AT Q8 FC bR S h e L L FPEt oncr ypt | on
communi cat i Ngn NERREINREE £ O dia L REKY PbtQEngO BBl ERtdtdRs datd said first

group of _ comruni cation apparatuses; and second encryption communi cating
means perd or PRI 30CBREPHPL Tsh RESKREATRESORECHR R ¥4 d™8econd group of

conmuni cati on appar at Ugesyp2fn ALIBPHBE G is9Ra"BLbgshdahopRehes M ng 21
Sept enber 2006 79 encryption communi cati ons between a conmmuni cati on source

and a comuni-¢atddenddésetentt ifmy, enlelr ef rithea cpanayiepp@at us rel ays
conmuni cat i ogﬁpaq%tt\&ggg_ sai d communi cati on source and said conmuni cati on

10 22. The communication system as claimed in
claim 21, wherein:
serial communication is performed from the
source communication apparatus to the destination
communication apparatus via a plurality of communication

15 apparatuses in a relay manner.

23. A communication system in which encryption
communications are performed betweén a plurality of source
communtication apparatuses and a plurality of destination

20 communication apparatuses, éomprising:

a first relay communication apparatus which
performs encryption commmications with said plurality of
source communication apparatuses; and

7 a second relay communication apparatus which

25 relays encryption communications between said first relay
communication apparatus and said plurality of destination
communication apparatuses,

wherein encryption commuinications are performed
between said first relay communication apparatus and

30 second relay communication apparatus.

24. The communication system as claimed in

claim 23, wherein:




5 destination; and encryption is performed in a manner different for each
rel ayi ng operation. 29. A communication nethod for perZbbetitemgber 2006
encryption comuni cati ons between a plurality of comrunication sources and
a plurality of comunication destinations, wherein: a first relay

communi cati on apparatus perforns encryption conmunications with said
plurality of 15 communi cati on sources; 8second relay communi cation
apparatus relays encryption comuni cations between said first rel ay
comuni cati on apparatus_a %%sai d gl urality of ~communication destinations;
and 20 encryption comifttdtiFShsTard FPrordeat bt WA d first rel ay
communi cat i opeaifpanat escaptisal fh5@eand qifrekayn€ QKR €& idmrappeyat us. 30.
An encryption _apparatus conprising: 25 a conmuni cation part performng
communi cat i oRY SRPERS SRS FABI O pRIERAFESean enci phering part perf or ni ng
enci phering and decoding of data conmunicated with said external apparatus
via said conmuni cation part; and 30 a control part which inputs the

enci phere?d data from3%i d Tast eerrelniaidoat agster @i désined tiv sai d ext er nal
appar at us af v de ' it wih said enciphering part, inputs data from
said exter nakgéﬁgagggéufs]%zlén ill\%%éc])l\/r?‘des it 21 Septenber 2006 80 after

enci phering it wth saaddesecphdrraigypaphmudicatiibe eppayptuson appar at us as
clainmed in ' .configured.to he detachahle with a desired 5
interface of ﬁé]g{f%%te@rcﬁg}j ch%lba‘&dtc%s .153%"%%?@6”3%6’{“%%% &) Bﬁ?gﬁ% as

clainmed in of destination communication apparatuses. '

- 10
26. A communication apparatus which performs
encryption communications between a first communication
apparatus and a second communication apparatus,
comprising:
15 first encryption communicating means performing

encryption communications with said first communication
apparatus; and

second encfyption communicating means performing
encryption communications with said second communication

20 apparatus.

27. A communication apparatus relaying
encryption communications between a first group of
communication apparatuses and a second group of

25 communication apparatuses, comprising:

first encryption communicating means performing
encryption communications with said first group of
communication apparatuses; and

second encryption communicating means performing

30‘ encryption communications with said second group of

communication apparatuses.

28. A communication method for performing




claim30 or 31, wherein: said conmmunication part, said enciphering part 10
and said control part are integrated into a predeterni 2k8epteroberi2ge 33. The
encryption apparatus as claimed in claim30 or 32, wherein: 15 said

control part conprises an authenticating part which perforns

aut hentication. 34. An information processing system conprising: 20 a
first information processing apparatus s¢oring data; a second information
processi ng apparatus which is nade conmunicatable with said first
information processing apparatus; and 25 an enci phering apparatus which is
made det achadceywiitn sairchunecanilonsfiortivaiehoa @pracedsinfon appercat us, i s '

| oaded into said_second .information, processjng .apparatus, decodes data
which is proi?ﬁga b R Tt o ?SPﬁﬁ{%¥%&i8 e:‘;gﬁjﬂlcessing apparatus via said
30 second i nformation PreQesspgaappas atdlSy s SeomfurtiCatilkfs i betwiencessabl e
by sai d second.information processing apparatus, and enci phers data
processed by SCddCIERHHEL G RPoPHBF O AT 6ed SFHYBAFaFAPEs, and transnits

it to said 2le0ephephsal. 20606 81 first processing apparatus via said second
information processing apparatus. 35. The informati on processi ng appar at us

as 5 clained in clai RIB4YDHAeRetld: perficdreirfa prosessi dgf&ppartat us stores
the data in 9.g@gﬁgﬁg@ggnaaﬁgéiagg%n:The i nformati on processi ng appar at us
as 10 clained in claim 34, reln:
29. A communication method for performing
10 encryption communications between a plurality of
communication sources and a plurality of communication
destinations, wherein:
a first relay communication apparatus performs
encryption communications with said plurality of
15 communication sources;
a second relay communication apparatus relays
encryption communications between said first relay
communication apparatus and said pluraiity of
communication destinations; and
20 encryption communications are performed between
said first relay communication apparatus and said second

relay communication apparatus.

30. An encryption apparatué comprising:
25 a communication part performing communications
with an external apparatus;
an enciphering part performing enciphering and
ldecoding of data communicated with said external apparatus
via said communication part; and
30. a control part which inputs the enciphered data
from said external apparatus, provides it to said external
apparatus after decoding it with said enciphering part,

inputs data from said external apparatus, and provides it




said first informati on processi ng apparatus decodably enci phers the data
with said enciphering apparatus and transmits it to sai Septeslymd006
information processing apparatus, and decodes and stores the data 15
enci phered and provided from said enci phering apparatus via said second
i nformation processing apparatus 37. The information processing system as
clainmed in claim34 or 36, wherein: 20 &hid enci phering apparatus perforns
comuni cations with said first communi cati on apparatus, and perforns
authentication, 38. An _information processing method of: 25 | oading an
enci pheri ng 8ppaF EHS-ERGTERTI 3T itdd: sdédaenaltheriignParGecond i nf or mati on
processi ng apparatus into said second information processi ng appar at us,
which 1is made conmuni catable with a first information processing
appar at us whi ch st or es?ldat &he3encmgddiong agpdzatwist hssalafireastiipheri ng

apparatus peeyl ot framesalfed [sthd ALOLIALIN BLACESEING Apparatus  vi a
said second 1 nformation processi hg appardatus, so"as to nmake it processable
by sai d secohdténfareareaifi cpigrecessialgappaeptenber 2006 82 apparatus, and,
al so, causing data processed by said second information processing
apparatus to be enciphered, and transmtting it to said first information

processing appar at us 3¢i.a $hé ders@6eRdohnhBfdmith@NaPr OcessEdgrapparatus. 5
39. The informmati progcessing nmethod as claimed in claim38, of storing
the data int%ﬂgg?gﬂ#PFsgffiVﬁ%%%ﬁﬁﬁ on processing apparatus. in an _
enci phered state. 10 48:dT8&uiniH:QuWELHO0PaPF 06238l BE-imaGgaparel ained in -
claim 38, causing said second information processing apparatus to transmit
t he dat é"odec%ﬂ‘ﬂ%llﬂaﬁd control part are integrated into a predetermined

housing.

33. The encryption apparatus as claimed in
claim 30 or 32, wherein:
15 said control part comprises an authenticating

part which performs authentication.

34. BAn information proceésing system
comprising: |

20 a first information processing apparatus storing
data; |

a second information processing apparatus which
is made communicatable with said first information
processing apparatus; and _

25 an enciphering apparatus which is made
detachable with said second information processing
apparatus, is loaded into said second information
processing apparatus, decodes data which is provided from
said first information processihg apparatus via said

- 30 second information processing apparatus, so as to make it
| processable by said second information processing
Aapparatus, and enciphers data processed by said second

information processing apparatus, and transmits it to said




enci phered by said enci phering apparatus to said first__informtion
processi ng apparatus, and causing said first 15 inforn%k$ﬁﬁﬂﬁh%89@§ing
apparatus to decode and store the data enciphered and provided by said
enci phering apparatus via said second information processing apparat us.
41. The information processing nethod as 20 clainmed in claim38 or 40,
causi ng sai d enci phering apparatus to8ommunicate with said first
information processing apparatus, and perform authentication. 42. A
service providing nethod of: 25 | oading an enci phering apparatus which is
made det achiabi ¥ WPRCES$BE RePIRtOP MaLd ot ist 6€698@ N &PpEtarls which is

made comruni ahle Wt fitst information processing apparatus in which
data is stoﬁ%%% caugﬁzgﬁgifd enci phering apparatus to decode 30 data

provided fromsaid first information processing apparatus via said second

i nformation processi ng-apparat.u sg.as to nmake.it processable by said
second i nformation p§BCesgP%g”566§?5%%%;pEﬁﬁfSEi“%e %ﬁﬁ§§552886 83 causi ng

sai d. enciSpherliangregppar alasmt D1 embiepbesi: data processed by said second

i nformation processing .gpparatus, and transmtting it to said first
i nf or mati on processiﬁalgpgﬁﬁ%ﬁ§§D9?§$§%¥d¥§§%6ﬁﬂsiﬁ?%?ﬁhF%Sng%t%rocessing

. apparatus. in an enciphered state.

36. The information processing apparatus as
10 claimed in claim 34, wherein:
said first information processing apparatus
decodably enciphers the data with said enciphering
apparatus and transmits i1t to said seéond-information
processing apparatus, and decodes and stores the data
15 enciphered and provided from said enciphering apparatus

via said second information processing apparatus

37. The information processing system as
claimed in claim 34 or 36, wherein:
20 said enciphering apparatus performs
communications with said first communication apparatus,

and performs authentication.

38. An information processing method of:

25 loading an enciphering apparatus which is made
detachable with a second information processing apparatus
into said second information processing apparatus, which
is made communicatable with a first information processing
appafatus which stores data;

30 ~ decoding data with said enciphering apparatus

| provided from said first information processing apparatus
via said second information processing apparatus, so as to

make it processable by said second information processing
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apparatus, and, also, causing data processed by said
second information processing apparatus to be enciphered,
and transmitting it to said first information processing

apparatus via said second information processing apparatus.

39. The information processing method as
claimed in claim 38, of storing the data into said first

information processing apparatus. in an enciphered state.

40. The information processing method as
claimed in claim 38, causing said second information
processing apparatus to transmit the data decodably
enciphered by sald enciphering apparatus to said first
information processing apparatus, and causing said first
information processing apparatus to decode and store the
data enciphered and provided by said enciphering apparatus

via said second information processing apparatus.

41. The information processing method as
claimed in claim 38 or 40, causing said enciphering
apparatus to communicate with said first information

processing apparatus, and perform authentication.

42. A service providing method of:

loading an enciphering apparatus which is made
detachable with a second information processing apparatus
which is made communicatable with a first information '
processing apparatus in which data is stored;

causing said enciphering apparatus to decode
data provided from said first information processing
apparatus via said second information processing apparatus

S0 as to make it processable by said second information

processing apparatus; and
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causing said enciphering apparatus to encipher
data processed by said second information processing
apparatus, and transmitting it to said first information
processing apparatus via said second information

processing apparatus.




