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The invention concerns the bionetric identification

of a user of a system It is adapted to an identity
check on a portable object of the chip card type. 10
One nethod normally used for identifying a user is
based on a secret identification code, also referred

to

as a PIN (standing for Personal ldentification

Nunber in English) . In a systemusing chip cards, a

user enters his PIN code on a transaction term nal,

whi ch 15 then transfers which checks reference PIN
guaranteed by stored within the PIN code ente
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10

15

20

o LT

*G00002*

Biometric identification method and device

adapted to verification on chip cards

The invention concerns the biometric identification
of a user of a system. It is adapted to an identity

check on a portable object of the chip card type.

One method normally used for identifying a user is
based on a secret identification code, also referred to
as a PIN (standing for Personal Identification Number
in English). In a system using chip cards, a user
enters his PIN code on a transaction terminal, which
then transfers the PIN code entered to the chip card,
which checks the PIN code by comparison with a
reference PIN code. The security of such a system is
guaranteed by the fact that the reference PIN code is
stored within the chip card, by nature protected, and
never leaves it during the identity check process,
since the final check is made by the card. The



a is 1is card, by nature protected, and the identity
check process, is nade by the card. The 2 drawbacks
of such a systemare the fact that the owner of the
card nmust nenorise a secret and the fact that another
user can conmt fraud by stealing this secret. 5
Bi onetrics consists of acquiring, neasuring and
recogni si ng physical characteristics of a user. It
makes it possible to directly identify a user whil st
the L hag.al Lo [ t e
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characteristics peculiar to the shape of the face or
to the iris of the eye or, in the nost frequent case,
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exa e in the case of fingerprints, I1ris
shapée Howeve! | FheskimPsothdfe &heasuser duaws a secret.
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characteristics peculiar to the shape of the face or to
the iris of the eye or, in the most frequent case,

fingerprint characteristics.

15
All the existing biometric identity check sgystems
are broken down into three phases:
- the first phase is a phase of capturing biometric
data from a sensor. These biometric data obtained are
20 usually images, for example in the case of

fingerprints, iris or face shape. However, it can also
be a case of sound sequences in the case of voice
recognition.
- The second phase is an analysis or extraction
25 phase for extracting a Dbiometric signature from
biometric data captured during the first phase, this
signature being composed of a more restricted set of
particular biometric data. This second phase is
extremely complex and requires high calculation power.
30 - The third phase consists of comparing the
biometric signature obtained during the second phase
with a reference signature defined previously during a

procedure called enrolling.



25 phase for extracting a bionetric signature from

bi onetric data captured during the first phase, this
si gnature being conposed of a nore restricted set of
particul ar bionetric data. This second phase is
extrenely conpl ex and requires high cal cul ati on power.
30 - The third phase consists of conparing the

bi onetric signature obtained dufing the second phase
with a reference signature defined previously during a

procedumertalbied encottbngde 3pRetkablsr el et I@RIF carg type
objects of th %Cvlhg,c%gd tyEe are provided with .
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drawback that the ref ereeirkcneersi g éjre_me];k_)\éence biometric
intercepted, which is a security fTailing.
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20 is transferred to the card for”a check on the Tcard.
signatures, on the terminal: this method has the
15 drawback that the reference signature may be
intercepted, which is a security failing. A
conventional identification by PIN code does not have
this drawback;
- or the biometric signature extracted
20 is transferred to the card for a check on the card.
The card having only a low calculation capacity, the
check is a complex operation, which requires a long
processing time. This represents a drawback compared

with the conventional use of a PIN code.

25
One object of the present invention is to propose a
biometric identification solution which is both secure
and simple, adapted to an identity check on an object
of the chip card type.
30

The solution is based on an enrolment method
compriging the capture of biometric data, the

extraction of a true biometric signature composed of



The card having only a | ow cal cul ati on capacity, the
check is a conplex operation, which requires a |ong
processing tine. This represents a drawback conpared

with the conventional use of a PIN code. 25 30 One

obj ect of the present invention is to propose a

biometric identification solution which is both secure
and sinple, adapted to an identjty check on an object

of the chip card type. The solution is based on an
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%1ometrlc data. For thig, at least one false

particular biometric data item can be produced by
slightly transforming a true biometric data item;
15 - in the case of minutiae which corregpond to
fingerprint data of a first finger, at least one
false minutiae can be produced from minutiae of a
second finger;

- a false particular biometric data item can
20 also be produced by detecting a true biometric
data item having a geometry relatively close to a
true particular biometric data item and
transforming this true biometric data item in

order to create the false particular biometric

25 data item.

The authentication code <can be established
according to the following steps:
- the particular biometric data of the obscured

30 biometric signature are ordered;



fal se m nutiae can be produced frommnutiae of a

second finger; - a false particular bionetric data
itemcan 20 also be produced by detecting a true

bi ometric data item having a geonetry relatively

close to a true particular bionetric data item and
transformng this true bionetric data itemin order

to create the false particular ionetric 25 data

item The authentication code can be established
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1di onetric data, and 15 conprising the follow ng
steps: - conparing the true biometric signhature with
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The solution also proposes a biometric identity
check method comprising the capture of biometric data
and the extraction of a true biometric signature
composed of true particular biometric data, and
comprising the following steps:

- comparing the true biometric signature with
an obscured biometric signature,

- producing a code indicating the true and
false biometric data on the basis of the previous
comparison with the true biometric signature,

- comparing this code with an authentication
code indicating the true and false particular
biometric data of the obscured biometric signature.

In this method, the authentication code can be
stored in a secure memory of a personal object and the
comparison of the code and authentication code can take
place within the personal object.

The biometric identity check method for accessing
a service by means of a service terminal, based on a

personal object of the chip card type for storing the



an obscured bionmetric signature, - producing a code
indicating the true and false bionetric data on the

basis of the previous 20 conparison with the true

bi onmetric signature, - conparing this code with an

aut hentication code indicating the true and fal se
particular bionmetric data of the obscured bionetric
signature. In this nethod, the authentication code can

be 25 stored in a secure nenory of a personal object
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ased on an enrol ment evi ce usi ng bionetr _
signature extraction software in order to obtain a

true bio ric.signature conposed of 15 _true
particuIg?BSioﬁ%ygpglaﬁtalFroﬁiﬁﬁpt%?%ﬁdbi%ﬁet??c enrolment
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order to obtain a true biometric signature composed of

15 true particular biometric data from captured biometric

data, using obscuring software consisting firstly of

producing false particular biometric data and combining

them with the true particular biometric data in order

to obtain an obscured biometric signature, and secondly

20 producing an authentication code for indicating the

true and false particular biometric data of the
obscured biometric signature.

The enrolment device can comprise a device for

communication with a personal object of the chip card

25 type suitable for transferring the obscured biometric

signature and the authentication code to the personal

object.

The invention also proposes a personal object
30 comprising a secure memory and a communication means

and ..comprising in its secure memory an obscured



produci ng fal se particular bionetric data and

conbining themwth the true particular bionetric

data in order to obtain an obscured bionetric

signature, and secondly 20 produci ng an aut henticati on

code for indicating the true and false particular

bi onetric data of the obscured bionetric signature.

The enrol ment device can conprise a device for
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conparing a code transferred by the conmmunication
means with the authentication code. This persona
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usi Hglegt rextiant sof t warfewiareor ter draleabt abn ¢btdile a true

bi opetric_signature conposed of true particular 10 ,
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between the true bionetric signature and an obscured

bi ofif FrerestgraPareucing eodedendinsat ingaitmanitm dretween
{e8e, DRI oL, O E 02815l o Erl [, niomecric
t er sigahtuThi s skevi cedeer imdatatangcotpei Ser@de and false
biometric data on the basis of the true biometric

15 signature calculated by the service terminal.

This service terminal can comprise a
communication device for communicating with a personal
object of the chip card type, able to transfer the
obscured biometric signature from the personal object

20 and the code produced to the personal object.

Other characteristics and advantages of the present

invention will emerge from a reading of the following

25 description of particular example embodiments, given

for illustrative purposes and non-limitingly, and the
accompanying drawings in which:

- Figure 1 depicts examples of minutiae of

fingerprints;
30 - Figure 2 depicts examples of the creation of false

minutiae;



conmuni cati on device for communicating with a persona
object of the chip card type, able to transfer the
obscured bionetric signature fromthe personal object
20 and the code produced to the personal object. O her
characteristics and advant ages of the present

invention will enmerge froma reading of the follow ng
25 description of particular exanple enbodi nments,
given for illustrative purposes and non- Ilnltlngly,

gnd t he F@@@@{épaeylf HEPQE?W ngs émran!LE*ﬂed t@;&fﬂ €el of the
epi cts exanples o nuti a I ngerprin
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m nuti ae; ax&klr‘exgmieasi@hepwdé acsbrPihdi €6 exanpheestion.
the creation of an obscured signature and of the

aut henti cation code according to the invention. 5 One
%nb@ﬁ?m@ﬁbQﬁim¢ntiﬁﬁemhandmwehtbendQSdﬂjU@ﬁ desdrided in
cont gyt ntadkd dghtifd caglep; Py LED ks b int i
bang aﬁbllcatlon A us%r fg %r%v?g Eﬁgnth g?%%fﬁnt mea
car @2p §§83§PE61§a§é€@re 10 menory and a bionetric
identity check function which wll be detailed bel ow
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Chetr BPEF oriea FRFDABEA O SFURACITE GREh@ AR LM & secure
lusemethbryoesid oaa siemurter it acdeatitbyasciedlankubeaneh which

forwigFagglgetgq?%g Ri.§ fJj ngerprint is captured on a
special termnal. extraction al gorithmof the

prior art, whose principle consists of selecting
path@thrtH@(Eﬁ$élﬁeﬂﬁt§hﬁégn‘Rhﬁxﬁ?pééﬁ§gsts of storing

flngﬁrp ?ekekgge£1ometr1c signature on the card, the user
15 goes to a secure place such as a bank branch for
example, where his fingerprint is captured on a special
terminal. An extraction algorithm of the prior art,
whose principle consists of =selecting particular
biometric data from the captured fingerprint, referred

20 to as minutiae, derives therefrom the biometric
signature composed of these minutiae. To facilitate
understanding of the remainder of the description, the
terms true minutiae and true biometric signature will

be used for these data obtained according to the

25 calculation of the prior art. These true minutiae are
for example identified by data indicating their
position, plus a data item indicating their type.
Figure 1 shows two examples of types of minutiae, a
line bifurcation (Fig. la) and a line end (Fig. 1b).

30 The number of minutiae to be selected by the extraction
algorithm is predefined in order to obtain a good

compromise between security and calculation complexity.



20 to as mnutiae, derives therefromthe bionetric
signature conposed of these mnutiae. To facilitate
under st andi ng of the remai nder of the description, the
terns true mnutiae and true bionetric signature wll
be used for these data obtained according to the 25
calculation of the prior art. These true mnutiae are
for exanple identified by data g ndicating their
position, plus a data itemindicating their type.

Fi gaceckdimepst & we hexandtlesd obft ypes ohvehBYbhae before the
line bifurcation (Eig. la) and a |ine enpd (F#ﬁ' i b).
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1¢ ef eipndtiweas false mnminutiae, so as to obtain an
obscured bionetric 10 signature. One characteristic
of the obscuring nmethod consists of defining fal se
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15t p§ pddsdihg t ahese tirhe f Wilometrg dretdiefisiture from the
obscured signature difficult or impossible. For this,

it is possible to use the following methods:
- according to a first variant, the sensor of the bank
terminal captures more minutiae than the predefined

20 number. The additional minutiae are then slightly
transformed in order to obtain false minutiae. This
transformation can consist of a modification of the
coordinates of the minutiae by a rotation or
translation, or a modification of their type;

25 - according to a second variant close to the previous
one, it is possible to obtain the false minutiae by
transforming minutiae obtained during the capture of
the print from another finger. It will then be
arranged to keep only false minutiae not too close to

30 the true minutiae selected in order to preserve
consistency of the whole. The advantage of this
variant is that it 1is applicable in cases where the

number of minutiae of a single print is small;



- according to a first variant, the sensor of the bank
term nal captures nore mnutiae than the predefined

20 nunber. The additional mnutiae are then slightly
transforned in order to obtain false mnutiae. This
transformation can consist of a nodification of the
coordi nates of the mnutiae by a rotation or
translation, or a nodificationigf their type; 25 -
according to a second variant close to the previous
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third vari ant
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cre i.ae consistent wt e glo
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1QII@§ﬂﬁat§dnutﬂaqun% the Fl jueeegdl tgpel depixttadiein Figure
geopebry which is transfornmed into a false mnutiae of

the bifurcation type depicted in Figure 2a2. Figure
2b1l depicts a true geonetry which is transforned into

a 1QofBlisengi Rull 16k the Itlxnu% eRdhdiRe depisd et ';Sbssmle
Flg b2 |n|n the_ false and true mnutia
S|?gﬁﬁﬁﬂcgg% %%?%?n Hﬂ?%ﬂﬁ%ﬂr§698?5ﬁﬁﬁrlc At the
155| gﬁatnare tAnet he the obgscuring method generates an
authentication code whose content indicates the
minutiae which are true and false in the obscured
signature. In order to produce this authentication
code, the minutiae are first of all ordered in a well
20 defined order, by choosing for example a geometric
origin and then classifying the minutiae according to
their position with respect to this origin. Then the
authentication code is established in the form of a
list of zeros and ones, the zeros indicating that a
25 minutiae is false and the ones that the minutiae are
true, or vice-versa. This authentication code
therefore has as its dimension a number of bits equal
to the total number of minutiae of the obscured
signature. Figure 3 illustrates a simplified example
30 of the production of an obscured signature and of the
associated authentication code. Figure 3a depicts a
fingerprint, Figure 3b depicts the two true minutiae
(represented by a solid circle) extracted from the

fingerprint by the extraction algorithm, Figure 3c



15 sane tinme, the obscuring nethod generates an

aut henti cati on code whose content indicates the

m nutiae which are true and false in the obscured

signature. In order to produce this authentication

code, the mnutiae are first of all ordered in a well

20 defined order, by choosing for exanple a geometric
origin and then classifying theim nutiae according to

their position with respect to this origin. Then the
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ordered and Figure 3e deplcts t e associ at _
aut hentication 5 code. The enrol nent phase ends with

theAiﬂ:@liag:eld)fertftﬁélmélePUtEQ bhARELRIE %ﬂ'tagfgsérlr;@s@@dto make
| e RSB Cal 0o Pl D pon oL gLl e TEIDY L,
15eqﬁﬁﬂ@laeﬁdaﬂPh&¢W eﬁabhecklng the identity of the user,
which comprises the following steps:
- the service terminal, for example a cash dispenser,
captures the fingerprint of the user;
- the terminal calculates the true biometric signature
20 from this fingerprint by means of the same extraction
algorithm as that used during the enrolment phase;
- the card transfers the obscured biometric signature
to the terminal. It should be noted that this method
has the advantage, wunlike the prior art, of not
25 transferring the true reference biometric signature;
- the terminal compares the true biometric signature
with the obscured biometric signature transferred by
the card and derives therefrom a code representing the
differences between the two signatures, according to a
30 calculation similar to that of the production of the
authentication code described during the enrolment
phase. This code represents the true and false
minutiae on the bagis of the true biometric signature

derived from the captured fingerprint. This code must



anmount of nenory space of a few tens of bytes. After

the enrol nent, the bank card can be used to nake

paynments, access banking services etc. Each operation

15 requires a phase of checking the identity of the

user, which conprises the follow ng steps: - the

service termnal, for exanple a cash dispenser,

captures the fingerprint of thezuser; - the termnal

cal cul ates the true bionmetric signature 20 fromthis

fi nger primistbyideanscal the ameaexheaci t80ioal @dd ME the

as hlg%tr li%qug%bldwg: the rolt__mspnetr S_?fse - the card

transfers th scured |orreci ature to the
t er m f&e. codesiehilad sl rict e:d:atrtmﬁenmct fretthotche hasrhbeal to

advankageipUklidee the prior art, of not 25
transferrl n%the true reference bionetric si gnature; -
% he "t eb e NP RONSETEs FREPEA§EShi dNENeans si giat gpftware or

Wi t ha&hleza@bswxad bitored rhsk sk 9nat Bog stibarsiey f@&ln&é/%e (for
the card.and derives therefroma code representing the

di f FEPEREES et R tRHe fhoXSRgAINGLEON) addt FORF t Begeived
30 eabcutati oaushanhkaratdachhatodk,t hetpreducihonthé memory
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code obtained is transferred fromthe termnal to the
ohyBLSTES Sepghhselh Sl BRSSP s e
lxonpar epggdible to choose a number of true and false
minutiae according to the security requirements and
processing time required. One of the most simple
implementations with the use of 10 true and 10 false
minutiae, and with a tolerance consisting of accepting
20 the error of one minutiae in the checking calculation,
gives rise to a rate of false acceptance of 1 in 10,000
and a processing time by the card of the same order as
the checking of a PIN code.

25 This method also has the same advantages of the system
of the prior art based on PIN codes since firstly there
is no longer any transfer of confidential information
from the card to the terminal and since moreover the
checking calculation implemented within the card is

30 very simple. It should Dbe noted that the
authentication code fulfils a role similar to the PIN
code of the solutions of identification by PIN code as
described previously. Moreover, this method of course

includes the advantages of biometrics. The invention



exanpl e by neans of an XOR function) the code received
and the authentication code, stored in the nenory
during the enrol nent phase. If the codes are 10
sufficiently identical with respect to the predefined
tol erance, then the card returns to the termnal a
positive nessage validating the identity of the user.
A first advantage of this nmethed is its flexibility:

it 15 is.possible to choose a nunber of true and

f agwememgﬂeaan@te@@r ;d;tnqalﬁs%eltﬂl% Oﬁg&g&b&;&%ﬁgﬂ%@ﬂ%&éma@s
an processing time r

|nplén%ﬁﬁ&ﬁ(ﬁﬁ?%mﬁqﬁtﬁﬁktﬁﬂg%ﬁ 10 true and 10 fal se

m nutiae, and with a tol erance conS|st|ng of accepting

20 error_of one mnutiae j.n he ch , ,
calgﬁgatﬁgﬁengéPgés st e ST e 3§% S@PQEPEEPE' 1s
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the gga g PIN code. 25 This
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I f I lar. to the
coabtarer i of) SRHELY iRl N8 71 BBy ot such
deséﬁlﬁe@aBKQV|ously Nbreover this nmethod of course
i ncl Ud%ﬂ%l@va@5§ge%&r{pa@ ‘H?t rigs. em%%&\é%“ 1 ODometric

13 therefore nmakes it possib o combi ne
advEAPRGEETSof Bibhet rdks &#@cpmdcod%wmﬁérnﬁvemmature,

1:s deserbhedg B tuide e MNta dérvice terminal during an
identity check phase;
- a code check means used on the card which also
possesses a secure memory for containing an
authentication code and a reference obscured biometric

20 gsignature.

The methods of the invention are of course adapted to
other fields of biometrics, using similar mechanisms
based on particular biometric data, fulfilling the role

25 of fingerprint minutiae. False particular biometric
data consistent with the true particular biometric data
will also be added.

In addition, the invention is particularly well adapted
30 to the systems based on personal objects such as chip
cards, possessing few hardware resources. It does
however remain applicable to other systems not

necessarily using such an object.



5 inpl emented by nmeans of various devices conprising

the follow ng particular functionalities: - obscuring
software based on a nmethod of producing false

m nutiae, conbining false and true mnutiae in order

to produce an obscured bionetric signature and an 10

aut henti cation code, inplenented during an enrol nent

phase on a secure term nal of asservice provider such

as a bank; - software for conparing an extracted

bi ometric signature with an dBdeid¥ed bionetric

signature, 15 generating a code, used on a service
termnal during an identity check phase; - a code

chedk neahs LﬁnﬁblnﬁmﬂnamHﬂhbdMﬂadmpﬁﬂsdngposkesseagaure of
secur.e or _contai ning an _authentication code ,
and éOPgE§F§% ag8$cu?€% oii TN 2855 GnattHE. Hhemetric
sret bedsadlirehecdmyesdd 0B rare-f §995§§U§Q§p§ﬁ%ﬂé%rlc data,
other fields of bionmetrics, using simlar nmechanisns
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bi onetric data consistent % de par
bi onet ri c -dagesmenwitliincal see bebaddedd bicagdirtiiconsiditure by

invention,is rti arly well adapted 30 to the
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remain applicable to other systems not necessarily

usi ng such anPBBfBELNI14 @RAl MB1lhepnieat dbnent cadehodwhich
Co”@hh§bggeghewﬁﬁghurgrgf the false and true particular

biometric data of the obscured biometric signature.

15 2. An enrolment method according to Claim 1,
characterised in that the false particular biometric
data are produced in a manner consistent with the true

particular biometric data.

20 3. An enrolment method according to Claim 2,
characterised in that at least one false particular
biometric data item is produced by slightly

transforming a true biometric data item.

25 4, An enrolment method according to Claim 3,
characterised in that the true particular biometric
data are minutiae which correspond to fingerprint data
of a first finger and in that at least one false
minutiae is produced from minutiae of a second finger.

30



bi ometric data, the extraction of a true bionetric 5
signature conposed of true particular bionetric data,
characterised in that it conprises the foll ow ng

steps: - producing false particular bionmetric data,
generating the obscured bionetric signature by

conbining the false particular bionetric data with the

10 true particular bionetric dasa, - producing an

aut henti cation code which indicates which are the

fal se and>trueAgar EREQLBENEbiRIEId c aggraddha heo Claim 3,

0bs e8¢ RicQMRISH C 5 gL Ur & ggegstArbr?@r gla{l%%: pRarticular
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25

30

lonetric ata item and
biometric signature are ordered;

- the authentication code is composed of a series
of bits, with a length equal to the total number of
true and false particular biometric data of the
obgcured biometric signature, each bit indicating
respectively whether the corresponding particular

biometric data item is true or false.

7. An enrolment method according to Claim 1,
characterised in that the biometric data are those of a

fingerprint and the particular biometric data minutiae.

8. An enrolment method according to one of the
preceding claims, characterised in that the obscured
biometric signature and the authentication code are
recorded on a secure memory of a personal object of the

chip card type.



transformng this true bionmetric data itemin order to
create the false particular bionetric data item 6. An
enrol nent nethod according to laiml, 10 _
characterised in that the authentication code is
established according to the follow ng steps: - the
particular biometric data of the obscured bionetric
signature are ordered; - the auaghentication code is

d of eries 15 of bits, with a length equal =
fgn{)g:et o%al an%n%éPmSFrlFr &éiegﬁdtﬁ’alcé'@cﬁ‘ar‘{‘?%“u@%r comprising
bi ol | €apstalive 06t B onRRSGW gh i Ogﬁcﬁ“cﬁets'heg{@égteion of a

each bit indicating respectively whether _ '
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or false+.20, 7 | rent et hod .according. to Claim
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of a fingerprinbngadirke thayr tiaid a5i dher®is i €18888ure with
m nutiae, 25 8. Aréc%nrol ment nethod according to one

of the %pr é’g’é&i‘lﬁ& P E Fdifardan@iued& in that the
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code are _recorded on a Secure nmenory of a er_sonal _
obj ect &f1ERe bimgr wiar ddaypeon3ls: IasDs Afbitdnet previous

identit t C rising.the capture of _
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biometric data of the obscured biometric signature.

10. A biometric identity check method according
15 to the preceding claim, characterised in that the
authentication code is stored in a secure memory of a
personal object and in that the comparison of the code
and authentication code takes place within the personal
object.
20

11. A biometric identity check method according
to the preceding claim for accessing a service by means
of a service terminal, based on a personal object of
the chip card type for storing the authentication code

25 and the obscured biometric signature and comprising the
following steps:

- transferring the obscured biometric signature
from the personal object to the service terminal for
the comparison of the true biometric signature with the

30 obscured biometric signature and producing the code

within the service terminal;



an obscured bionmetric signature, - producing a code
indicating the true and false bionetric data on the

basis of the previous conparison with the true

bi onetric signature, 10 - conparing this code with an

aut hentication code indicating the true and fal se
particular bionetric data of the obscured bionetric
signature. 10. A bionetric identity check method

according 15 to the preceding claim characterised in
that the autFémMSieaEionw ddie daistiren the asereiee terminal

MMy t9fe ape:P@éﬁé)fa&b?QEECEoﬁ?nggiﬁnﬁam%tont he he code with

conpari son ‘of the code” and auth cati on code

pl adéeniattinentthe giarsonadde ahj edte Ry ddnalA dbpeetri c
identity check nmethod according to the preceding
claimfor accessing a service by neans of a service
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type for storing the authentication code 25 and the
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gignature,
and moreover producing an authentication code for
15 indicating the true and false particular biometric data

of the obscured biometric signature.

13. An enrolment device according to the

preceding claim, characterised in that it comprises a

20 device for communicating with a personal object of the
chip card type able to transfer the obscured biometric
signature and the authentication code to the personal

object.

25 l14. A personal object comprising a secure memory
and a communication means, characterised in that it
comprises 1in its secure memory an obscured biometric
signature and an authentication code and in that it
comprises a means of comparing a code transferred by

30 the communication means with the authentication code.



25

30

signature extraction software in order to obtain a

true bionetric signature conposed of true particul ar

bi onetric data from captured bionetric data,

characterised in that it uses obscuring software 10
consisting firstly of producing false particul ar

bi onetric data and conbining themwth true particul ar

bi ometric data in order to obtasn an obscured
bionmetric__signature, and noreover producing an _
authentic&?FongtéﬁgﬁQﬂgi:égaﬁﬁﬁ(ﬁﬁ'?ﬁﬁ%%% t¢ ueh@ngreceding
fal 9qapaf,t icdalcttonRld 16, data of 1he; oRsgMiRdyith a chip
bi onetric signature. 13. An enrol nent device accoralng

to e ther edddi mpxrd divge characterised in that it

conprises a 20 device for comunicating wwth a

personal object of the chip card type able to

fransfer tilse obsaured dd a@infirt]l SNy WLt e 18R software
authentication code to the personal object. 25 14. A
per%&nﬁriﬁﬁ @ cBhpERsPngraes ddeme tigiforsionafeize composed
comg#ni CGakyON ?ﬁ%ﬁ%cqug Al @IS0 d N BAAL 1 trrom  captured
conprises in its secure nmenory an obscured bionetric

si gRapes racd datarm@nustayi enftwdeecadfdr prudiicing a code

co ise ns. of _c aring code transferred b
30 TRETCOMMICH: | O MBRHECHI hieh JH5 FoHTTSER 1 onP Lenature
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preceding claim characterised in that it is a medium

wi t BRGLCREN%0f Chte tei eBfd false BiggetAiserdaa on the
LeTBLEas U3 ROLHINALY AN G0 d A 4801 41 QLA By e
a true bionetric signature conpos g ot T rue

par seguyiige biegmeteilc data from captured

15 17. A service terminal according to the
preceding claim, characterised in that it comprises a
communication device for communicating with a personal
object of the chip card type, able to transfer the

obscured biometric signature from the personal object

20 and the code produced to the personal object.

ABSTRACT

A method and associated. device for checking a
biometric signature by means of a very simple and
secure calculation adapted to objects of the chip card
type.

The method is based on the storage within the
object of an obscured biometric signature and an
associated authentication code, a terminal capturing a

fingerprint compares it with the obscured biometric



bi onetric data and using software for producing a code
from-a conparison between the true bionetric

signature 10 and an obscured bionetric signature, the

code indicating the true and false bionetric data on

the basis of the true bionetr%g signature cal cul ated

by the service termnal. 15 17 A service term na
according to the preceding claim characterised in

that it conprises a comunication device for

conmuni cating with a personal object of the chip card

t ypet 9Bl ere o thedstiditethe byobsbear echbd oregtd | ¢ransfers the

si re from.t p . ohj ect and. t.he cod

pr g%%gcdélft ogﬁhé:}ggsr sc;%{lozri%éo ljsé% . CERBS%%&CTCRWH ﬁgagand""hmh
assoxl adakslenhi te fosuthewkthgtRe 20tBeAPREAEEON code.
signature by neans of a very sinple and secure

cal cul ation adapted to objects of the chip card type.
The nmethod is based on the storage within the object
of an obscured bionetric signature and an 30

associ ated aut hentication code, a termnal capturing a
fingerprint conpares it with the obscured bionetric 19
signature transmtted by the card and transfers the
result of this conparison to the chip card, which
validates this result with the authentication code.



