DESCRI PTI ON | NFORMATI ON PROCESSI NG APPARATUS AND

| NFORVATI ON PROCESSI NG METHOD FI ELD OF THE | NVENTI ON
[ 0001] The present invention relates to an information
processi ng apparatus conprising plural devices for
executing processing nutually independently and an

i nformati on processing nethod, and particularly to an
i nformati on processi ngDESGRETION havi ng hi gh
reliability and an informati on processi ng net hod.
BACKGROUND ART [0002] A plant control systemfor
managi ng and controlling field devices arranged in a
pl ant has been known. Also, a safety systemfor
ensuring safety of the plant is introduced in such a

pl ant. ThENEORMXTION PROCESSING APPARNTHSK NP

necessary neasures while providing notification of an
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device, and is disposed as a part of the plant contro
system or independently of the plant control system
JP- A-2000- 347706 is seen as a related art. 1

DI SCLOSURE OF THE | NVENTI ON PROBLEMS TO BE RESOLVED
BY THE | NVENTI ON [0003] The safety systemrequires
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[Oo%?fifi cation of wong information is
The present invention relates to an information processing apparatus
comprising plural devices for executing processing mutually independently and an
information processing method, and particularly to an information processing apparatus

having high reliability and an information processing method.

BACKGROUND ART

[0002]

Aplant control system for managing and controlling field devices arranged in
a plant has been known.  Also, a safety system for ensuring safety of the plant is
introduced in such a plant. The safety system is a system for taking necessary
measures while providing notification of an alarm when abnormality is observed in the
ﬁeld'device, and is disposed as a part of the plant control system or independently of the
plant control system.

JP-A-2000-347706 is seen as a related art,



provided or it is recognized that a systemis safe

t hough abnormality occurs nust be avoided where
possible. Also, it is necessary to select processing
of the safe side in. the case of indicating the
possibility of abnormality though the abnormality
cannot be recognized obviously. [0004] An object of
the invention is to provide an information processing
apparatus having high reliability, and an information
processi ng net hod. MEANS OF SOLVI NG THE PROBLEMS

[ 0005] The invention provides an information

processi ng appBISCLOSYRY OFTHE INVENTION devi ce and a
second devi ce of which each executes the sane
processing independently; a sending part which sends
a data generated by the second device from the second
device to the first device; and a data collating part
whi ch collates the data sent fromthe sending part
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[0004]

An object of the invention is to provide an information processing apparatus

having high reliability, and an information processing method.

MEANS OF SOLVING THE PROBLEMS
[0005]
| The invention provides an information processing apparatus comprising: a
first device and a second device of which each executes the same processing
independently; a sending part which sends a data generated by the second device from
the second device to the first device; and a data collating part which collates the data

sent from the sending part with a data generated by the first device and determines as



The informati on processing apparatus may conprise a

processing stop part which stops a processing of the

first device when determ ned as abnormal by the data

collating part. In this case, processing of the first

device is stopped in the case of abnormality. A

nmet hod for stopping the processing is not |imted. For
abroraripivdien these datahrainyidagreeenk@ith adchathe@ut put st age or

the m ddl e of processing or an operation nmay be
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n a nisnatch betmeen t hese data occurs, it is
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In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.
[0007]

In the information processing apparatus, the sending part may be disposed in
the second device.
[0008]

The invention also provides an information processing apparatus comprising;
a first device and a second device of which each executes the same processing
independently; a sending part which sends a data generated by the first device from the
first device to the second device; and a data collating part which collates the data sent

from the sending part with a data generated by the second device and determines as



storing data. [0009] The information processing
apparatus nmay conprise a processing stop part which
stops a processing of the first device when determ ned
as abnormal by the data <collating part. In this case,
processing of the first device is stopped in the case
of abnormality. A nethod for stopping the processing
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synghroni zed using timng of sending of 4 data, so
Stof’ﬁ%ga%iti ng time necessary for synchronization can be

reduced and a reduction in efficiency is prevented.
[00[09 11] In the information processi ng apparatus, the

synchroni zing part may be disposed in the first

devi cEhedpiormatienprosessig\apparatus may comprise a processing stop part

which stops a processing of the first device when deterrﬁined as abnormal by the data
collating part.

In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.
[0010]

In the information processing apparatus, the sending part may be disposed in
the first device.

The information processing apparatus may comprise a synchronizing part
which synchronizes a processing of the first device and a processing of the second
device by use of a timing of sending of the data sent from the sending part.

In this case, processing of the first device and processing of the second device
are synchronized, so that data can be collated correctly. Also, processing of the first

device and processing of the second device are synchronized using timing of sending of



[0012] The invention also provides an information
processi ng apparatus conprising: a first device and a
second devi ce of which each executes the sane
processing in synchronization independently; an
acquiring part which acquires a data generated by the
first device and a data generated by the second device
datalsd @8l whitifR tinRftcesst3iBr §chRintA80on B! e M GH and a reduction
collates the data genérated by the first device mnt%

in bifRicde) & enekaL ed by the second device acquired by
the acquiring part and determ nes as abnormal when

[odiigse data are in disagreement with each other.
Actording to this informati on processi ng appar at us,
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[Oéﬁaected surely. Processing in each of the devices is
limted to arithnetic processing, and includes
all t processi n%gsgéh as. processing for receiving or,
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rocessing for transferring data or processing for
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as abnormal by the data collating part. [0014] 5 The
first dgwpe asha data Senpraod bi shexsecons davirgtin sval fmecendsd daja collating
apparatus conprising: a first device and a second
par gihichecolates Hhecdstaganhrassdyuthe dirst devisewithgho das gemeagated by the
i ndependent|y, a first code generating part which
secgadhdevieescquirgd by theasdeiringipagand determines as abnormal when these
data are in disagreement with each other.

According to this information processing apparatus, data generated by the first
device is collated with data generated by the second device and when a mismatch
between these data occurs, it is determined that it is abnormal, so that abnormality can
be detected surely. Processing in each of the devices is not limited to arithmetic
processing, and includes all the processing such as processing for receiving or sending
data, processing for outputting data, processing for transferring data or processing for
storing data.

[0013]

The information processing apparatus may comprise a processing stop part

which stops a processing of the first device when determined as abnormal by the data

collating part.

[0014]



detection based on a data generated by the first

devi ce; a second code generating part which generates
a second code for error detection based on a data
generated by the second device; and a code collating
part which collates the first code for error detection
generated by the first code generating part with the
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0015] The |nfor i on processi ng apparatus may
CO%% % a&“ﬁF@%@@Eﬁﬁ§ﬂ§ﬁ@E part which stops a

roce33|qg of the first device when determ ned_ as
abnorMgerdys tndisdairsmation processiisRparatusa fitsf sodedoperror
processing of the first device is stopped in the case
detegtiongeneratedibaged onndategensmrtedby thedisp d¢g1cp h%cqllratﬁde@sh meecond
is not limted. For exanple, a signal may be ' broken
codgtforerrendepastion genpsated based omidath generfatedrbydbs sicnpd deviemand
operation may be stopped by resetting the first
wherey mdgmateh peoveeh these codes for error detection occurs, it is determined that it
1s abnormal, so that abnormality can be detected surely. Processing in each of the
devices is not limited to arithmetic processing, and includes all the processing such as
processing for receiving or sending data, processing for outputting data, processing for
transferring data or processing for storing data.
[0015]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device when determined as abnormal by the code
collating part.

In this case, processing of the first device is stopped in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be

broken at an output stage or the middle of processing or an operation may be stopped by

resefting the first device.



In the informati on processing apparatus, the first

code generating part may be disposed in the first

devi ce and the second code generating part may be

di sposed in the second device. [0017] In the

i nformati on processi ng apparatus, the code collating

part may be disposed in the first device or the
[oBl&gond device. [0018] The invention also provides an

i nformati on processi ng apparatus conprising: a first

devi CR: tA8 thfSrnSRoA PoBENAE Sopafathd) e ir8REIle SXRG WiriSpdr Ray be
- sanme processing independently with respeCt to a data
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part which inspects the presence or absence’ o
secoRnQenel ity of a data having a first code for error

detection received by the first device by use of the
WdﬂﬁSt code for error detection; a second inspecting

part which inspects the presence or absence of
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. n or error detection; a code collating part
dlsa??sl%gﬁlq%:h%ﬁﬂgtt{eeg[ cetoﬁéhefﬁe?%?ae‘iegbcée‘ for error detection
Fxﬁg dinthe first inspecting part wth the second code

error detection used in the second inspecting
whi.ch determ nes as

part;_.and a determ ni.ng par ..
P\bnoy T IR also hiayifies %rqu#@atlﬂ% PROCESSHNS apparatys cpmpEsing:
i nspectin art qr a esult of the inspection by the
a firgt dg Qe leg*b cond, ae‘ﬁ%ﬁ of Wﬁ'eL eagherxegROAERIPE Procgssingot h
. the cgges for error,  detection are in di sagreenent _
indgpendeRthicIith ForEpCtAQ 2 datachaying agfode fer et dgtertémm; atfiystiipgpecting
code collating part. In this case, it is determned
part whichijipspeeis fisrigeserre ohehsercermf shaerarliicofitedata hasinga firs code
codes for error detection occurs as a result of
for egpr dete@ipnpgceaived hyghe fies ideviee hy uspefithe Grst whdsrfoneresul t
of inspection by the first inspecting part or a result
~ detextionna pasond inspesping part which inspects the presence or absence of
abnormality of a data having a second code for error detection received by the second
device by use of the second code for error detection; a code collating part which collates
the first code for error detection used in the first inspecting part with the second code for
error detection used in the second inspecting part; and a determining part which
determines as abnormal when: a result of the inspection by the first inspecting part or a
result of the inspection by the second inspecting part indicates abnormality; or both the
codes for error detection are in disagreement with each other as a result of the collation
by the code collating part.
In this case, it is determined that it is abnormal when a mismatch between

both the codes for error detection occurs as a result of coflation by the code collating

part or when a result of inspection by the first inspecting part or a result of inspection by



7 the second inspecting part indicates abnormality, so
that the abnornmality can be detected surely.
Processing in each of the devices is not limted to
arithmetic processing, and includes all the
processi ng such as processing for receiving or sending
data, processing for outputting data, processing for
thetseensifiaspecting piat mdivates AbE@ABEINY sd that e @Abhdighatifl @n beletected
addition, a first inspecting part generates a code for
surely OPrateésde ineachased deidediandt Mhnftbd @ drithifibtiCt@6estiah, and
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t he generated code for error detection and her eby,
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abnormal . by the determning part. In this case,
abngrrgalgy 45 WEPssted he first device is stopped in the case

of abnormality. A nmethod for stopping the processing

i s ndthe|"redasder ermasdetegtipppeed in the fgstinsoasiingpart prdoibe second

. at .an output stage or the mddle of processing or an
inspasting pEéhinglle bethafdhmeeilefor error detection generated by the first

inspecting part or the second inspecting part and the code for error detection received by
the first inspecting part or the second inspecting part.
[0019]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device when determined as abnormal by the
determining part.

In this case, processing of the first device is stopi)ed in the case of abnormality.
A method for stopping the processing is not limited. For example, a signal may be
broken at an output stage or the middle of processing or an operation may be stopped by
resetting the first device.

[0020]



resetting the first device. [0020] 8 In the

i nformati on processing apparatus, the first inspecting
part may be disposed in the first device and the
second i nspecting part nay be disposed in the second
device. [0021] In the information processing
apparatus, the code collating part may be disposed in

the fihiRd inf@Wiatibn ProckfEngSHpaRthsdfy ifffﬁ-inip@&?% paHfay be

i nvention al so provides an informtion processi ng
. . i )
iR i R cb 3 e sl Do B D Bisp s e
Secéﬂg&mgyently; a data collating part which collates a
ata generated by the first device wth a data
[Ooggﬂerat ed by the second device; a counting part which
adds a count nunber to the data generated by the

first Vi ce: count sto art ich s s th
o afemefef BiskneTis o Riabs, W2 ik SARRm hE mpy be
. When.both. the data_.are i I sagreenent with each
dls]?ﬁsﬁi 1 tzlg %5Strd§¥]ﬁie prfe SF?%%&%WC&( ion by the data
002 lating part; and a determ ning part which
[ erm nes abnormality based on the count nunber added
by t counting E%rt" In this case, a determ ning part
det erreAREnLan alsaRrovides an IMIGEMHAN MECYFEES APRATAIUS RRMprising:
coHnt nunper added by the counting part, so that_the
a ficsh Agviegdnd 4 secand deyigrafawhichicachi expaies the fame pregessisgdat a
. .other than the data generated by the first device. )
indensodentlyrp datatollating pashwhich celiaehtydatp genesated byrthe first device
_conprise a processing stop part which stops a
with p deesenergtedibyithe secppd devdes; aseuatingpapt whick addsp @funt frember
second devi ce when
to the data generated by the first device; a count stop part which stops the addition of
the count number by the counting part when both the data are in disagreement with each
other as a result of the coliation by the data collating part; and a determining part which
determines abnormality based on the count number added by the counting part.

In this case, a determining part determines abnormality of the device based on
the count number added by the counting part, so that the abnormality can be detected
without referring to data other than the data generated by the first device.

[0023]

The information processing apparatus may comprise a processing stop part
which stops a processing of the first device or a processing of the second device when
determined as abnormal by the determining part.

In this case, processing of the first device or processing of the second device

is stopped in the case of abnormality. A method for stopping the processing is not

limited. For example, a signal may be broken at an output stage or the middle of



determ ned as abnormal by the determning part. In
this case, processing of the first device or
processi ng of the second device is stopped in the
case of abnormality. A nethod for stopping the
processing is not Ilimted. For exanple, a signa
maybe broken at an output stage or the mddle of 9
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the first device or the second device. [0024] In the

devibd.or mati on processing apparatus, the first device and
the second device may be separate sem conductor

[ootayi ces. [0025] In the information processing
apparatus, the first device and the second device nay

be sepahdinorkBien I}){E(Q:Qgsﬁl\% dégja aa%, j{lﬁfﬁ}ﬁtr%ucg '?18@ E}fécs%é&iﬁan(%vice

apparatus, the first devi e secon evi ce

ma %ewgtggem;&o adSsibaLed state each other. [0027]

he I'nvention also provides an information processing
[mﬁ$]hod whi ch uses a first device and a second device
of “whi ch each executes the sane processing

i nde e . i.SkNg.. a ste sendi n dat a .
yoner B EariaR BRIcE Syl s Hrondie Aty dic dovice
mltg t he fitiﬁldevice; and a step of collating the data
Y ERCRTFUR TS second device with a data gener ated by
[Ooﬁﬁﬁ first device and determ ning as abnornmal when
se data are in disagreenent with each other

According to this informati on prqcessing nethod, data .
gene A J n Han prgcessing apparatu%, the first cﬂ:\gme and the second device

may be mounted in an insulated state each other.
[0027]

The invention also provides an information processing method which uses a
first device and a second device of which each executes the same processing
* independently, comprising: a step of sending a data generated by the second device from
the second device to the first device; and a step of collating the data sent from the
second device with a data generated by the first device and determining as abnormal -
when these data are in disagreement with each other.

According to this information processing method, data generated by the first
device is collated with data generated by the second device and when a mismatch
between these data occurs, it is determined that it is abnormal, so that abnormality can
be detected surely. Processing in each of the devices is not limited to arithmetic
processing, and includes all the processing such as processing for receiving or sending
data, processing for outputting data, processing for transferring data or processing for

storing data.
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device is collated with data generated by the second
devi ce and when a m smatch between these data occurs,
it is determined that it is abnormal, so that
abnormality can be detected surely. Processing in
each of the devices is not |limted to arithnetic
processi ng, and includes all the processing such as
[0g28pcessing for receiving or sending data, processing
for outputting data, processing for transferring data

or ProfciaséMdnfalic proviféd 4intitiod PrdcBRr@ImetR&d which uses a
i nvention al so provides an i nformati on processing
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[0029] The information processing nethod may conprise
progesgingnandk inglydesalldhe profgssing sweh @s percasgingsfor reeeivinggr sending
devi ce and a processi ng of the second device by use of
dat@,imqaqﬁgsqgg for outputting data, processing for transferring data or processing for
storing data.
[0029]

The information processing method may comprise a step of synchronizing a
processing of the first device and a processing of the second device by use of timing of
sending of the data sent from the second device.

In this case, processing of the first device and processing of the second device
are synchronized, so that data can be collated correctly. Also, processing of the first
device and processing of the second device are synchronized using timing of sending of
data, so that waiting time necessary for synchronization can be reduced and a reduction
in efficiency is prevented.

[0030]

The invention also provides an information processing method which uses a

11



sending of the data sent fromthe second devi ce. In.
this case, processing of the first device and
processi ng of the second device are synchronized, so
that data can be collated correctly. Al so, processing
of the first device and processing of the second
device are synchronized using timng of sending of
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synchroni zation can be reduced and a reduction in
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processing for receiving or sending data, processing
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or processing for storing data. [0031] The invention
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[0031]

The invention also provides an information processing method which uses a
first device and a second device of which each executes the same processing
independently, comprising: a first code generating step of generating a first code for
error detection based on a data generated by the first device; a second code generating
step of generating a second code for error detection based on a data generated by the
second device; and a step of collating the first code for error detection with the second
code for error detection and determining as abnormal when both the data are in
disagreement with each other.

According to this information processing method, a first code for error
detection generated based on data generated by the first device is collated with a second

code for error detection generated based on data generated by the second device and
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first device and a second device of which each
executes the sanme processing independently,
conprising: a first code generating step of generating
a first code for error detection based on a data
generated by the first device; a second code
generating step of generating a second code for error

whefh egibheich bas@en tes@cstits Fordane defetfodycchiieit iS@G&Mened that it
device; and a step of collating the first code for

is #DhbMhal (R tBE ARGVl cdr e FREDAPsur&pd ePIfo%ssﬁ%riﬁ’ Each of the
detection and determ ning as abnormal when Both the
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to this information processing net st co
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I rst evice | collate

tra%sgér{iﬁé 9 of ﬁ%&ggsih%nfog %ghgggg based on data generated

Seco evicce an when a m snmatch bet ween
[0035 se codes for error detection occurs, it is
etermned that it 1is abnormal, so that abnormality

can rel.y. Pr.ogcessing in each he.
dovi c ST sP b udes A PR R o o e dudhod Eighses a
incl.udes, al | t ro Si.n uch as rocessing, for
firsh BT TR TP o is pL el chsh el 55 FORe BREPRIOe: ng
. ,data, processing for ransferring datag or, processing
mdﬁlzﬁrlgg?’f r‘i"ﬁg Te§RES o Pée@%f*vwsé Goh¢ gﬁtet“i?ﬁ glPetipny FIUPTAELE:
an infprnati?n procesging met hod which uses a fjrst
firstimspection step of sseerttredbs preeense ohabsenccedcnenmalio eka daie
same processing independently with respect to a data
having 4 figst sodedge ey dedgction r#@t‘@éimp, fixsAeyicehyriepe of the first code
first inspection step of inspecting the presence or
for ggedrtection, & psendrinspecfiogfstep of anspectingthe preserce s absgpeteol
for error detection received by the first device by
abnggealgy of pdataihaving aggeond epde dorresror detestian sagived biethersecond
I nspection step of inspecting the presence or absence
deviste byaisa of thel seeandafode forareor idetection; a code coltition diep o6 collating
error detection received by the second
the first code for error detection used in the first inspection step with the second code

for error detection used in the second inspection step; and a step of determining as
abnormal when: a result of the inspection by the first inspection step or a result of the
inspection by the second inspection step indicates abnormality; or both the codes for
error detection are in disagreement each other as a result of the collation by the code
collation step.

In this case, it is determined that it is abnormal when a mismatch between
both the codes for error detection occurs as a result of collation by the code collation
step or when a result of inspection by the first inspection step or a result of inspection
by the second inspection step indicates abnormality, so that the abnormality can be

detected surely. Processing in each of the devices is not limited to arithmetic
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devi ce by use of the second code for error detection;
a code collation step of collating the first code for
error detection used in the first inspection step with
the second code for error detection used in the
second i nspection step; and a step of determ ning as
abnormal when: a result of the inspection by the first
procBSPRC indnchil €PalDihe préSsthd suth ok PLocessHEPRE tdceRinpyortsbfding
second i nspection step indicates abnormality; or both
dath (R0 &R6RS fdrVutpudiingddat sl G686 iRP ft tRnkfBrrHHoSRE G§FB¢ksing for
each other as a result of the collation by the code
stofifid Bahi on step. In this case, it is determned that it
I's abnormal when a msmatch between both the codes
[ooB9] error detection occurs as a result of collation by
the code collation step or when a result of
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collating a data _generated by the first device with a
abnggmality dassdandde agded: qounicupebfd devi ce; a step of adding

a count nunber to the data generated by the first

devi da thiycapecabngrmality philetermined based on Bie agiled epung pymber, so

nunber when both the data are in disagreenent each
thatghp abnogmalityr eas betdetsictedrithiwt sefersing 4o 1 othgnthap the data of

determining abnormality based on the added count
genpabdsidyy, the first device.  Processing in each of the devices is not limited to

arithmetic processing, and includes all the processing such as processing for receiving
or sending data, processing for outputting data, processing for transferring data or

processing for storing data.

ADVANTAGEOUS EFFECTS OF THE INVENTION
[0034]
According to the information processing apparatus and the information
pfocessing method, data generated by the first device is collated with data generated by
the second device and when a mismatch between these data ocecurs, if is determined that

it is abnormal, so that abnormality can be detected surely.
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In this case, abnormality is determ ned based on the
added count nunber, so that the abnormality can be
detected without referring to data other than the data
generated by the first device. Processing in each of
the devices is not limted to arithnmetic processing,
and includes all the processing such as processing for
receiving or sending data, processing for outputting
data, processing for transferring data or processing
for storing data. ADVANTAGEQUS EFFECTS OF THE
| NVENTI ON [ 0034] According to the information
processi ng RNIEFDHESCRIPTION OPTHEBROVINGSOCESSI ng
nmet hod, data generated by the first device is collated
[ooyisjh data generated by the second device and when a
m smat ch between these data occurs, it is determ ned
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BB SR S e i e

which an information processing apparatus of a first embodiment is applied.

[Fig. 5] is a block diagram showing a part of the configuration of the
information processing apparatus of the first embodiment.

[Fig. 6] is a diagram showing sequence of communication processing.

[Fig. 7] (a) and (b) are diagrams showing configurations of communication
frames and Fig. 7(a) shows a configuration of individual communication frames and Fig.
7(b) shows an operation of the case where a communication state is normal.

[Fig. 8] is a block diagram showing a configuration of an information
processing apparatus of a second embodiment.

[Fig. 9] is a block diagram showing a configuration of an information
processing apparatus of a third embodiment.

[Fig. 10] is a block diagram showing a part of a configuration of an

information processing apparatus of a fourth embodiment.
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i nformati on processi ng apparatus of the first
enbodinment. [Fig. 6] is a diagram show ng sequence of
comuni cation processing. [Fig. 7] (a) and (b) are
di agrans show ng confi gurati ons of conmunication
franes and Fig. 7(a) shows a configuration of
i ndi vi dual conmmuni cation franes and Fig. 7(b) shows
an operation of the case where a comunication state
is normal. [Fig. 8] is a block diagram show ng a
confDBSCRIPTION ORTHR REFER ENCE NUMERAIFA NPPSIGNS S
of a second enbodinent. [Fig. 9] is a block diagram
[oosepW ng a configuration of an information processing
apparatus of a third enbodinent. [Fig. 10] is a block
di agr g shéndinpat part of a configuration of an
i nformati on processing apparatus of a fourth

enbodjgﬁenbata@bulgg%ﬂﬂ?ﬂ ON OF THE REFERENCE NUVMERALS
AND SI GNS [0036] 101 SendingPart 102 Data Coll ating

Part 10503pRLasessd op Part 104 Synchroni zing Part
105 Acqui rlch;ng Bgfstt&gg@ First Code Generating Part 107

Seco Co %g{ i Part 108 Code Coll ating Part
109 ré‘cegﬁ}cng 1%1’%2” 111 First Inspecting Part

105  Acquiring Part

106  First Code Generating Part
107 Second Code Generating Part
108 Code Coliating Part

109 Processing Stop Part

111  First Inspecting Part

112 Second Inspecting Part

113 Code Collating Part

114  Determining Part

115 Processing Stop Part

116 Data Collating Part

117 Counting Part

118 Count Stop Part

119 Determining Part

120 Processing Stop Part

BEST MODE FOR CARRYING OUT THE INVENTION
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112 Second Inspecting Part 113 Code Col | ating Part
114 Determ ning Part 115 Processing Stop Part 116
Data Collating Part 117 Counting Part 118 Count Stop
Part 119 Determining Part 120 Processing Stop Part
BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON 16 [0037]
Figs. 1(a) to Fig. 3(b) are bl ock diagrans

[0Bdhctional |y showi ng an information processing
apparatus according to the invention. [0038] In a form

showFigs 1fi)do Fig ajb) afe blookl tiagrapar tindtdhatbestdbsviidh@information
generated by a second device fromthe second device

processiigfdppadatidenéditing Ao datiavéohat i ng part 102 col |l ates
data sent fromthe sending part 101 with data

[oogenerated by the first devi ce and when a msmatch
bet ween t hese data occurs, is determned that it is

abnorgsl form kRA3Pin Mg PI %Ss%hcﬂﬂ %1@ RoP&nkis 43 gEAPREd by a
processing of the flrs deV|ce e dat a

secﬁﬁ’(ﬁ Hé\hé@ﬁ’oﬁ%&%s&ggd & a.rﬁ‘%t ddde | t ﬂﬁﬁé‘ﬁn 102

synchroni zing part 104 sync ronlze

colmégQﬁ?aséeﬂﬂﬁ'&{i thd ' @nfinsHart?R4 ith @ERQ generated by the first device, and
when a mismatch between these data occurs, it is determined that it is abnormal.
[0039]

A processing stop part 103 stops processing of the first device when the data
collating part 102 determines that it is abnormal.
[0040]

A synchronizing part 104 synchronizes processing of the first device and
processing of the second device using timing of sending of data sent from the sending
part 101. |
[0041]

In a form shown in Fig. 1(b), the sending part 101 sends data generated by the
first device from the first device to the second device. The data collating part 162
collates data sent from the sending part 101 with data generated by the second device,
and when a mismatch between these data occurs, it is determined that it is abnormal.
[0042]

The processing stop part 103 stops processing of the first device when the data
collating part 102 determines that it is abnormal.

[0043]

The synchronizing part 104 synchronizes processing of the first device and
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processing of the second device using timng of

sendi ng of data sent fromthe sending part 101.

[0041] In a formshown in Fig. 1(b), the sending part

101 sends data generated by the first device fromthe

first device to the second device. The data collating

part 102 collates data sent fromthe sending part 101
provéssing dbditle georat ddved usingttineing ef ssndirghenfi dat, sentafivein wikesending

m smat ch bet ween these data occurs, it is determ ned
parf PGt it is abnormal. [0042] The processing stop part

103 stops processing of the first device when the data
[0oog4) | ating part 102 determines that it is abnornal.

[ 0043] The synchroni zing part 104 synchroni zes

Pr OC & 4 ik SHovi @ Hik I'R4), e Méfmi 105 ReeEQSRtdenefated by
the second devi ce usi ng timng of sending of data sent

the fﬁ'i’é? '@eﬁ%@ af®04lh BenerRY by %@sec&%ice i real fn?l'é m $hoWtai N
2(a), an ach|r|ng part 105 acquires data

collgﬁﬁf Eﬁ{ 62 P(ﬁlatésrtﬁte{ %ernéltat t'ﬁg ﬁ?s{F_‘EieQ@é itH Q96 %%h@rgtemﬁy the

econd devi ce | rea data col

o e ASOLAESSE TR ESS TEALS AR R PR e
dat} BEBS YL HLBERBY that 07 gtRBEpten. @ m SRl ch bet weer
ese ata occurs, 1t 1S Yermined that it is

[Oogﬂnor mal . [ 0045] The processing stop part 103 stops
r‘ocessing of the first device when the data

col| alth goc%gsrlﬁg § SE) %ari m 6% g’toﬁs ggocéssmg of ?heni?rstn?evme when the data

collating part determines that it is abnormal.
[0046]

In a form shown in Fig. 2(b), a first code generating part 106 generates a first
code for error detection based on data generated by the first device. A second code
generating part 107 generates a second code for error detection based on data generated
by the second device. A code collating part 108 collates the first code for error
detection generated by the first code generating part 106 with the second code for error
detection generated by the second code generating part 107, and when a mismatch
between both the codes for error detection occurs, it is determined that it is abnormal.
[0047]

A processing stop part 109 stops processing of the first device when the code
collating part 108 determines that it is abnormal.

[0048]
In a form shown in Fig. 3(a), a first inspecting part 111 inspects the presence

or absence of abnormality of data with a first code for error detection received by the
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[0046] In a formshown in Fig. 2(b), a first code
generating part 106 generates a first code for error
detecti on based on data generated by the first device.
A second code generating part 107 generates a second
code for error detection based on data generated by
the second device. A code collating part 108 coll ates
first Hevid usig the diestfcode forremror detedtimt | Arscoemkinsgeetindyart NE2
first code generating part 106 with the second code
insperts the pfsencd@ir @bdenodoDbnermil Ry obHath RathsLeonl ¥ dor error
generating part 107, and when a m smatch between both

detbBRnGEERRdtYthe bdcond B8LESEdiRheGEHnT collé fdrer@etgbsioned A
that it is abnormal. [0047] A processing stop part

codbQB18HRAParP] BCRRS S theQfrstt dAe fbe' SHor diebich YREM, i lfﬁrao de

collating part 108 determnes that it is abnornal.

ins#&:gﬁ%kaﬂt N1 AvhiR R SR cddR 5 &r%r:ye?e)ctioﬁugeidriﬁ the segond

nspecting part 111 1 nspects the presence or absence
_ : t . . i
nsEaRPRA Tk Xkt i h bl S L i en e
misfrﬁa'ix?lt be%%g& ddth tl{%ré'oagshfé)‘f‘ LE61 §Q0tioh ot Qgga H&ﬁ? ofLoMiBon by
part’ 112 I nspects e presence or absence o
e ROEKTR Yot BP0 e BEGRAAB T sl R s 1
or 350G 9 by B oS SR e i BE R Pty
dinthe first inspecting part 111 with the second
mog e for error detection used in the second '

i nspectin art 112, det er mi ni_.ng rt. 114 determ nes
t hat A bropess B siapart S sipns PrOHeaTE eH06 BrTAEHCDBRR e
codes for error detection gccurs as a result of
detergiinigg part 144 deteppings,tpat it &1 85801} part 113 or when a
result of inspection by the first inspecting part 111
[0069] a result of i nspection by the second inspecting

part 112 indi cates abnormality.
In a form shown in Fig. 3(b), a data collating part 116 collates data generated

by the first device with data generated by the second device. A counting part 117 adds
a count number to the data generated by the first device. A count stop part 118 stops
addition of the count numﬁer by the counting part 117 when a mismatch between both
the data occurs as a result of collation by the data collating part 116. A determining
part 119 determines abnormality based on the count number added by the counting part
117.
[0051]

A processing stop part 120 stops processing of the first device or processing of |
the second device when the determining part 119 determines that it is abnormal.
[0052]

First to fourth embodiments of the information processing apparatus

19



[0049] A processing stop part 115 stops processing of
the first device when the determning part 114
deternmines that it is abnormal. [0050] In a form shown
in Fig. 3(b), a data collating part 116 coll ates data
generated by the first device wth data generated by
the second device. A counting part 117 adds a count

acdbiding to the idatieRwall pe descrbalbdlywivieh fe”féréﬂced@l‘ig@% to™0.
count stop part 118 stops addition of the count

nunber by the counting part 117 when a m smatch
bet ween both the data occurs as a result of collation

by the data collating pakEmbb8imétdet erm ning part
119 determ nes abnornality based on the count nunber

[O@gfied by the counting part 117. [0051] A processing
stop part 120 stops processing of the first device or

R L
o SRR S R BRI
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00 ng ng a configuration of a safety systemto which
[ ? inforrmti on processi ng apparatus of the first

cont AR FEE a6 L ORI S By pomF e/ P prRO
integrally managing and controlling field devices 1, 1,... such as a sensor or an
electromagnetic valve arranged in each part of a plant, and input-output devices 3, 3,...
interposed between the controller 2 and the field devices 1. The input-output devices 3,
3,... are éonnected to the controller 2 through a network 4.  Also, the field devices 1,
1,... are connected to the input-output devices 3 through terminal boards 5.
[0055]

As shown in Fig. 4, input-output units 3a, 3b,... for executing interface
processing between the field devices I and the controller 1 are mounted in the input-
output devices 3.  As described below, in these input-output units 3a, 3b,..., the same
processing is executed mutuaily mdependently for the purpose of improving reliability.
[0056]

Fig. 5 is a block diagrams showing a part of the configuration of the input-
output unit 3a. In Fig. 5, an example of a unit for processing an input value inputted
from the side of the field device 1 which is a downstream process and outputting a PV
value (process value) to the side of the controller 2 which is an upstream process is

shown.
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As shown in Fig. 4, the plant control system conprises
a controller 2 for integrally nmanagi ng and
controlling field devices 1, 1,... such as a sensor or
an electromagnetic valve arranged in each part of a
pl ant, and input-output devices 3, 3,... interposed
between the controller 2 and the field devices 1. The
[0057put - out put devices 3, 3,... are connected to the
controller 2 through a network 4. Also, the field

devi c&§ sHown ihFig.-5 @Hl@uﬁﬁe&ﬁgx(&gatnﬁ’as{é?@ﬂﬁm‘ﬁn@é@ﬁw CPU 20,
devi ces 3 through ‘term nal boards 5 0055] As s

and thef Fb%ecﬁ've PO Ub-88 oMY} 26‘9&50&&:3% a‘?}é eqrgceg&ﬁé oot it i ng

interface processing between and

mdtef?&ld%ﬂ@}‘ ro grthé' C‘?Ue]bd"%fﬂr{h? @P'Urbd a8 l.llt@ R4 nosq%%tgé}attnlghfzral

devi ces 3. descri I n t ese rnpu

cuHﬁl!stn? fed it The res chb?gérﬁ{% lFsﬁroceS& ng is execut _ed

nmutual Ty 1 ndependent e purpose of inproving
[Odg_Liablllty [0056] Fig. 5 is a block diagrans
SE W ng a part of the configuration of the input-

t
o oo et g, <laf b SatpS B BERelR it ¥ inpylShpo the
h d 1 d d
e L% 1 e SRV 38, e b v 74
o bRt il el i ieRie s o
ster W¥ 10 and a | ave CPU 20, and the

sigfl SIRLEES EORHDE Y o) ' rruedin e cisenamiroutt 75 and the

processing nutually i ndependent I y Al so, the CPU 10
Preggnge phabsetts ofpbagalitsotiihg giesaliis disgnesed; pHhe presence or

circuits nounted in the respective peripheries. [0058]
absence of abnormality of the peripheral circuit 74 and the presence or absence of

abnormality of the signal outputted from the input buffer 72 are inputted to the master
CPU 10 as diagnostic information from the diagnostic circuit 75.
[0059]

Similarly, the same input value from the field device 1 is inputted to the slave
CPU 20 through the input part 71 and an input buffer 73. A peripheral circuit 76 of the
periphery of the slave CPU 20 is diagnosed by a diagnostic circuit 77.  Also, a signal
outputted from the input buffer 73 is inputted to the diagnostic circuit 77 and the
presence or absence of abnormality of the signal is diagnosed. The presence or
absence of abnormality of the peripheral circuit 76 and the presence or absence of
abnormality of the signal outpufted from the input buffer 73 are inputted to the slave
CPU 20 as diagnostic information from the diagnostic circuit 77.
[0060]

As shown in Fig. 5, the master CPU 10 comprises a PV value processing part
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As shown in Fig. 5, an input value fromthe field
device 1 is inputted to the master CPU 10 through an
i nput part 71 and an input buffer 72. A peripheral
circuit 74 of the periphery of the master CPU 10 is
di agnosed by a diagnostic circuit 75. Also, a signal
outputted fromthe input buffer 72 is inputted to the
11 Girzgemuing aritimetigi pro&Ssipg withirespepirte sie it value bpatted viafthe
abnormality of the signal is diagnosed. The presence
inpot buffdo §2noé nekirsuuaresiontiytoal PV kalup &ropdse vallie)odfracfoirhat
74 and the presence or absence of abnornality of the
capabigrodipravesgng inegh Upstreanh bevrcesspaiicbisfthe sidd 8f the@ohtidllér eghd a
to the master CPU 10 as diagnostic information from
diafiesti€l pag N2 Fbrt 1@ céiving didgndStic ih@P®aHiorSfroinl tBé iMgndshie cEale75
I nput value fromthe field device 1 is inputted to the
andSdxavi@ingdBorRal deferti@and et biiitihg RAd benklatBRth Rtud WRith is a
buffer 73. A peripheral circuit 76 of the periphery
dia@lostibfestiltave CPU 20 is diagnosed by a diagnostic
Circuit 77. Also, a signal outputted fromthe input
[ooByf fer 73 is inputted to the diagnostic circuit 77 and
the presence or absence of abnormality of the signal
'S 020090 las PO RARARiSA 2 cARAERESI R bIBBLPY fPlekdoliting
erip ne p r

of the p eral circul and t resence o

corBRER g IBNA) Yol 8 AP L B cnc
L

[00 éjgpri ses a PV val ue processing part 21 11 for
cuting arithnetic processing with respect to an

I nput, ,val ue i n via the _jnput buffer 72 )
il T St bl B chribgs = 2 TRl reeets g 2lfbr srecyting
.format capabl.e of processing in an upstream process
artFf Proge SR vafyiesafe 8 DR veia P i freanbut Dutter 73 and
R MR A —

the upstream process which is the side of the controller 2, and a diagnostic part 22 for

receiving diagnostic information from the diagnostic circuit 77 and executing abnormal
detection and determining and generating a status which is a diagnostic result.
[0063]

* Also, the slave CPU 20 comprises a communication block 23 for executing
communication with the master CPU 10, and a code generating part 24 for adding a
CRC (Cyclic Redundancy Check) code and an update counter to a PV value and a status.
[0064]

Next, an operation of the present unit wiil be described.
[0065]

In the master CPU 10, a status generated by the diagnostic part 12 and a status
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and executing abnornmal detection and determ ning and

generating a status which is a diagnostic result.

[0061] Also, the master CPU 10 conprises a

conmuni cation block 13 for executing comunication

with the slave CPU 20, and a code generating part 14

for adding a CRC (Cyclic Redundancy Check) code and
whaeh is geedrated by titeadiagmpstic pPaft 24 bfitheatuye £PEE 20 aisl is afiied]

Al so, the slave CPU 20 conprises a PV val ue processing
thrpagh cadmbicatendsithe Bgmnhidatio® block RB @6¢ &Ricdthminidation block

respect to an input value inputted via the input
13 laref dcmmiparedl sndcbqualbded iy af equdizaliciparNt L Eqadizadbh & processing

(process value) of a format capabl e of processing in

fortdy@aliisd 4 Srafis RaRIIES by Y hilktdrSCRIN S0 9hd!g st@fusthBfidled by the slave
controller 2, and a diagnostic part 22 for receiving

crt Tt QRS BARAE  fonFfes
TR e Al 6 A0BgBl . i

SIS SR e A, i OBl e
15 S0 o e LN AR LR e o
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[O(%ﬁrerat ed by the diagnostic part 12 and a status 22
ch is generated by the diagnostic part 24 of the

I 0 and | Lked. th h ni cat | b
The. CoRMRMEER oS B BY s BgSOBa Rar L #1677 Bibe bode

generating part 14. However, when abnormality of a status is detected based on

processing in the equalization part 15, an input of the PV value to the code generating
part 14 is broken by a breaking part 16.
[0067]

In the code generating part 14, a CRC code is generated based on the status
generated by the equalization part 15 and the inputted PV value.  Also, every time new
PV value and status are inputted, a count number is upda;ced and a code added to a CRC
code is generated. In the code generating part 14, a frame made of the PV value, the
status, the CRC code and the count number is generated by adding the code generated
thus to the PV value and the status. The count number is incremented every update of
the PV value and the status.

[0068]
A frame similar to the frame created by the code generating part 14 is

similarly generated by the code generating part 24 of the slave CPU 20 and is acquired
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13 are conpared and equalized in an equalization part

15. Equalization is processing for equalizing a

status handl ed by the master CPU 10 and a status

handl ed by the slave CPU 20. In the equalization part

15, OR information about the statuses is generated.

That is, when either status indicates abnormality in
throupth cambnizaion®y thecémibanichiicn blatin®s am the Yomtwalvangeblock

to the captured status and is passed to the code

13.9€TkY RdrhereRRl by thdeo 836 1DEhPWe flaliR FéAdEEhe
handl ed by the r}r’asterd%%PU 10 gagﬁgt he slave CPU 20 ‘are

tiRY € 24 QfBoNGted ifh kampRiRCHIS1 NI BeBmphrid 17
sI ave éll?’%p [ 0066] AIPV vaFue gener at edeby tphé %@n

decids YBat R i9 ‘aﬁﬁfrhﬁgwﬁéﬁ 5 nidmitSh Eéth%Qn B&httﬁéeﬁfrﬂgﬁs detected.  As

generating part . However, when abnormality o

S A A OSSP B0 0 g
e TR N T
o164 1 Bl n%"%ﬁ%ﬁﬁ‘f\% i BT W
S8 a0 e B e

d t d. Inth d t t 14,
maE Rt PGP D iBUPR SR AERE 10 ot us. t ho CRC bode

t he count nunber is generated by addi ng the code
[005 erated thus to the PV value and the status. The

count n% is increnmented every update of the PV
val ud Beitrme.gengragd by the sodmgenarating part dft As puiputicd tp e output
frame, created by the code generating part 14 is
parky$phich| iy anyuprtieamauogys.. HAOWews ajatartahihetvsarbotipthe frames
the slave CPU 20 and is acquired 23
is detected in the comparing part 17 and in the case of deciding that it is abnormal, an

output of the frame is broken by a breaking part 18. Also, as described below, when a
mismatch between the frames is detected in a comparing part 27 of the slave CPU 20,
an output of the frame is broken in a fail-safe part 79.
[0070]

On the other hand, in the slave CPU 20, a status generated by the diagnostic
part 22 and a status which is generated by the diagnostic part 14 of the master CPU 10
and is acquired through communication by the communication block 13 and the
communication block 23 are compared and equalized in an equalization part 25. In the
equalization part 25, OR information about the statuses is generated. That is, when
either status indicates abnormality in the equalization part 25, its abnormality is changed
to the captured status and is passed to the code generating part 24.

[0071]
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t hrough communi cati on by the comunicati on bl ock 23
and the communi cation block 13. The frane created by
the code generating part 14 and the frane created by
the code generating part 24 are collated in a
conparing part 17. The conparing part 17 decides that
it 1s abnormal when a m smatch between both the franes

i s deA@M efhie Ameratkeiisy the @/ ﬂﬂm@woc&xin%gaﬁmrr& en to the code

simlar processing also in the slave U 20, the

gefB@tRl partCPl) Hbvaier, tiRn abAdraltRlbZ0st S Halel e Yaldd &

the other processing result with ny processing result

pr@@&irﬂéeilﬁitﬁ?eddﬂﬁiaﬂ'oh plaft 28DROTIFR! ofME B VA aleI PRSI IR g@iﬁggting

When all the processing inthe master CPU 10 an

paﬁbgysebrgﬁéﬁg)pagl%aﬁgggg}t%both the frames match as a
result of collatiofi in the conparing part 17. [0069]

[Oowf frame generated by the code generating part 14 is
outputted to an output part 78 which is an upstream

proc . ] tc bot he fr )
< an e SRRty B I RO T HE B et et S e s
el . 11 r.mal out put,.of the .
seifrogE6) BefupDatinh bat 35 BRI Rntiel P ol o 88, v time new
escrihed bel ow na msnmatch between the f S
PG St e M Pen e piBiedand agpds el » crC
Q an output, of the frane is_broken in a il-safe
cods s pertgpuey oA o1 badedrmeis R par 2t Dot PR of o & iy, the
20, . a_stat erated by the diagnpostic, part 22 and
stafgstha CRC e aHat %‘H%‘l"ﬁ%/'é"rﬁ lﬁgﬂlﬁf?geddbsa@ma the codg generpted
of hﬁn}r‘gﬁter U 10 and is acquired through
thug &?ﬁai’ﬁ‘ Ve ¥ianddhe statisc o A AP pHBRens itckemeitetheverhepdate of
conmuni cation bl ock 23 are conpared and equalized in
the 1Y wudndAhe sispart 25. In the equalization part 25,
OR informati on about the statuses is generated. That
[0073] when either status indicates abnormality in the
equal i zation part 25, its abnormality is changed to
t he déstitpmeicreated by therngde genraatingparto?4 ik eoltasetbwith a frame
generating part 24.
which is similarly generated by the code generating part 14 of the master CPU 10 and is
acquired through communication by the communication block 13 and the
communication block 23 in a comparing part 27. It is decided that it is abnormal when
a mismatch between both the frames is detected in the comparing part 27.
[0074]
When the mismatch between the frames is detected in the comparing part 27,
a fail-safe signal indicating abnormality is outputted from the comparing part 27 and is
given to the fail-safe part 79. Inthis case, in the fail-safe part 79, an output of a frame
from the CPU 10 is broken and a new frame to the output part 78 is inhibited. Instead
of breaking an oufput by the fail-safe part 79, a reset signal may be outputted from the

CPU 20 to a reset circuit of the CPU 10. In this case, the CPU 10 receiving the reset
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[0071] 24 A PV val ue generated by the PV val ue
processing part 21 is given to the code generating
part 24. However, when abnormality of a status is
detected based on processing in the equalization part
25, an input of the PV value to the code generating
part 24 is broken by a breaking part 26. [0072] In the

sigagide fyestity sdsétr@d pardutpdd to the GBGUE pate 78 & igkibRéAt ed based
on the status generated by the equalization part 25

foomsy the inputted PV value. Also, every tine new PV
val ue and status are inputted, a count nunber is

updatWlleid cutif @eid it bt 88 SRRhibRed Qiptiste %f}féfc%tﬁﬁt%g\l}]ber

In the code generating part 24, a frane nmade of the

is SYGHP8, soltha it &h@etSeoghlRd HRE af QQﬁ)u?manPﬁgﬁ&#ﬁtggdﬁpg@tﬁ% gnly

i S generated by adding the code generate

Bt 8 U e o LU g

‘ [0073] The frane created by the code
°“%Eﬁ%“?§§'ng part 24 is collated with a frame which is

[OO%EE | arly generated by the code generating part 14 of
t master CPU 10 and is acquired through

commt L bR KSR GRS EP I il v
cof 5 B | SRR 2 L DB v
o0 Bk RGO SR, LS LA STSR, L oy,
whesh ol o R S e e P e il scipegte P o megenug it
in atft:?rig;rg)gigflg'éctiorlll atrEI; gorggeilr!eci gr?&c z? m'ci)sarxrlgtclzgf c:ofillia]fcic?lrllJ ggclﬁs. ofAsaa result
of this, it is necessary for both the CPUs to always execute the same operation in the
apparatus of the present embodiment. Therefore, control is performed so that a timing
phase trigger is sent from the side of the master CPU 10 using asynchronous
communication (UART) and the slave CPU 20 can execute processing in the same
sequence in synchronization.

[0077]

Fig. 6 is a diagram showing sequence of communication processing. Figs.
7(a) and Fig. 7(b) are diagrams showing configurations of communication frames, and
Fig. 7(a) shows a configuration of individual communication frames, and Fig. 7(b)
shows an operation of the case where a communication state is normal.
[0078]

As shown in Fig. 6, the master CPU 10 sends a command with a timing phase

trigger to the slave CPU 20 in a constant cycle. The slave CPU 20 receiving the
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fromthe CPU 10 is broken and anew frame to the out put

part 78 is inhibited. Instead of breaking an out put

by the fail-safe part 79, a reset signal may be

outputted fromthe CPU 20 to a reset circuit of the

CPU 10. In this case, the CPU 10 receiving the reset

25 signal is forcedly reset and an output to the
comtitapd reppias b resfonse to kv thasi@CPU 1007 AfteMieR ptdtessiist Both the

to the output part 78 is inhibited, update of the

CPUBWRECUTHRGhme pHaselad BiegebyStotdaging of b&RAMMDEPUS lfsosgﬁélﬁsﬁzed.

that an output of information is stopped by only
[oo7eferring to the count nunmber in an upstream process
of a subsequent stage after the output part 78.
[ 007645 S¥%kn inFigBAANO theGha st PN 6 8drld IARE WithHtimi
rmsterSCPU 118 z;nd {l)geeslaésve CPU 20 gmglcpﬁ%igﬁdgg{g:hﬁ%gg
, . _ '
phaéﬁb bﬁ%? Hgat e 98&111*111'11{1:3.{1%? bIBE YS! Fhdbid @Eﬁ %Ee) I?gpaefxlgg?ﬁge

I's exchanged inreal tinme an

oAU AT 7y MO s

. di b ; . > s di .
RBEEARIR T RSB P 0 S
e CPUs to

pids? idgengd B ig%%ﬁé@%f‘% Ve Tk 1R '37 b prEreen . and
whigt PR e FRED. LisrRnghis! fHL gomPgisahon e dnporpisb In
the B PR BEARTFORRUNEAEOR Hao 40 EPOABORE AR d0geplies

rocessing in. the sa sequence i.n_synchronj zation.
2 rSBRRPS FAGHICInS BHRTNEAiO segheRA SHEVI RGP e4jiRgribeplsse (phase 1 in
. CO ni cati on processing. Figs. 7(a) and Fig. 7(b)
Figa {@))dp A masterdhigMilAghronsh the sommpusveation blosk@dni The mester

frames, and o .
CPU 10 recognizes that a communication state is normal when the response from the

slave CPU 20 is received within a certain time and a phase (sequence number)
represented in the received response is proper.
[0080]

‘After a command trigger period for which a communication state is
recognized by sending and receiving of the command and the response, it shifts to a
full-duplexing communication period. For the full-duplexing communication period,
the master CPU 10 and the slave CPU 20 respectively execute processing of the same
phase (phase 1 in Fig. 7(a)), and data MA is sent from the master CPU 10 to the slave
CPU 20 and data SL is sent from the slave CPU 20 to the master CPU 10, concurrently.
The data MA and the data SL include the frame (frame made of a PV value, a status, a
CRC code and a count number) sent and received for collation and the status sent and

received for equalization described above, respectively.
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Fig. 7(a) shows a configuration of individual
communi cation franes, and Fig. 7(b) shows an
operation of the case where a comruni cation state is
normal . [0078] As shown in Fig. 6, the master CPU 10
sends a command with a timng phase trigger to the
slave CPU 20 in a constant cycle. The slave CPU 20
[008@tei ving the 26 command replies a response to the
master CPU 10. After such processing, both the CPUs

execUuAeshdunen iRaME WHA6E setentidIB repoating Se@SStiaba, He sRAEN
the CPUs is synchronized. [0079] As shown in Fig.

probésting i BReciRElif byfoRkonlfitiog Rt dck SMRRAhYaleACPUM O the
phase trigger through the comunication block 13. The

slasd @PEg PU 20 receives the command through the
comruni cation block 23. In the slave CPU 20, a phase
[o0gSpauence nunber) represented in the received conmand
is  conpared with an expected phase (sequence nunber),

t hat Ai%eg@rilpéﬁ%%vé Qﬂa}:ee F]r}rb%n?lgﬁtirﬁentggﬁb)cotdgs gﬁ’em?r?teg by

proces: next and . ! e phases e
b PGP e i OB BN Sl RPY Mot
' l. h I -CPU 20 i
of th8 PR dnorki B eV it R e Pl AT ER I e
in .Fig.. 7 o h t CPU 10
colAPE By ROMFTEE CRMsuinre o ook o A v higreress ety
any, 76 4 QeGP AR E Bt CIiPBOOR StP o SEPTRRIONE Fren
PR AL NSl A AT —
After command trigger period for_which a
outpiAAL IR REHRSRATS PERGESY Can bedbeseated ocThR} 1S helapighelrCRC code

. receiving of the conmand and the response, it shifts
is npgng] by inspection in the upstream process means that its data is data with high

reliability collated between the CPUs inside the input-output unit 3a.  Also, in the
upstream process, by inspecting the CRC code, the presence or absence of abnormality
can be diagnosed again over all the processes of handling data with CRC inside the
CPU.
[0083]

Also, using communication between CPUs, data with CRC is sent and
received and is collated by both the CPUS, so that it is unnecessary to separately make a
check of frames of communication betwéen CPUs, for example, a check of frame sum,
parity, etc.
[0084]

The first émbodiment is constructed so as to synchronize processing every

phase using timing of communication between CPUs.  As a result of this, it is
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ful | -dupl exi ng conmuni cati on period. For the

full -dupl exi ng communi cati on period, the nmaster CPU
10 and the slave CPU 20 respectively execute
processi ng of the sane phase (phase 1 in Fig. 7(a)),
and data MA is sent fromthe master CPU 10 to the
slave CPU 20 and data SL is sent fromthe slave CPU

unrikQedsaryttb peiforsi ﬂdel@?#ob@ssil%ofw yricBitniation IeredaétionNA
and the data SL include the frame (frame made of a PV

perficthidfice @Slﬂfi? B6m Snclsbhiz6G6teprabéising @obd Mot HeFREr Tha88textra
and received for collation and the status sent and -~
dc8ERoMe Aot reuiRAUR! driPinsOfing 8 364U A8 nARB For identifyi h

P respgct@vel";i/. 27%@4[ o_o}gl]S g EREhIcREE ] g 7(by iy S dphase

intS @0 Yeari®y) Léekibl @éﬁtbﬂg oBUSHmBRR RS, tﬂ?o,%%fl?thﬁ CPUs always

processing IS execute I n synchroni zatiron wt ea
exeBhs iy dohne disE R e Chlsuh Ff e iunet 65 SGol Bhlcfidnizarion, so
A0 55 S 0BT PPy A8 SRR e ger o
s TR b D BRI v oo
AR A R R e R

det er g that. it is_.abnorjmal, an oytput aof
Alsprng BT E pasyiGly s » Faarect s D8 e el Sgfigieq from the CPU
prevent ed. a result of this, reljability_ of the, .
10,spf ﬁeé?ﬁndﬁlﬁsma&a@?% V6" ihibe GBS & @&fﬁgp%eé%%mwagon
increased. That is, the fact that a CRC code is
betwest@1asesy i nspection in the upstream process means
that its data is data with high reliability collated
[00B&k ween the CPUs inside the input-output unit 3a.
‘Al'so, in the upstream process, by inspecting the CRC.
code In thedirpi esahadimens; staysesrgeaergted hyreaehvef the (P Usare paualized

di agnosed agai n over all the processes of handlin
at thpravigbs stagerel mwiyplipecellaging data of both the CPUs.  As a result of this,

when abnormality of the status is detected in either CPU, both the CPUs share

recognition that the status is abnormal by equalization of the statuses. Because of this,
at the time of abnormality of the status, a collation mismatch between data at the
subsequent stage does not occur and the status abnormality can be recognized separately
from the collation mismatch between data. As a result of this, notification of an
abnormal state can be provided correctly. Such status equalization is particularly more
effective in the case where it is necessary to loosely couple CPUs by decreasing a
common circuit part between the CPUs even though an independent peripheral circuit is
increased every CPU.  Also, it is effective in the case where a peripheral circuit can be
diagnosed in only one CPU.

[0086]
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CPU. [0083] Al so, using comunication between CPUs,
data with CRCis sent and received and is coll ated by
both the CPUs, so that it is unnecessary to separately
make a check of frames of comunicati on between CPUs,
for exanple, a check of frame sum parity, etc.
[0084] The first enbodinent is constructed so as to
synchFinpoeessing of squatigativeg ayditiph af e CRS dugle] seffu¢ige of data
conmuni cati on between CPUs. As a result of this, it is
colBflion)ete cshpsariy thedfinseerhiordimumadat $6 implegeaet T&&Jyﬂfy a program
synchroni zati on and reduction in perfornmance
of e TR | ndlsbl commicsiion betwédnQUPE OHERSIHENeS dadily using an
occur. That is, extra processing is not required by
as;@ehmmﬁe@ﬂmmcﬁmsﬁmgemﬁ@tmﬁ%nhm mdeneld fuwhe@n}s Also,
phase into the primarily essenti al contents of

by GAAEYE A 3binBhnicAtise as RIBNAiGRbE bakWaRY BPTRX BBl E

same phase in synchronization wth each ot her by suc

facﬁxm& 08t %Rk QI CPOs afeAbuREFINRS ¥dObs Qﬁﬁeﬁr&ﬂgte é}r?a;]ﬂhQ glde of a

bet ween the CPUs can be 1 ncreased. On

ﬁelka%blckh&uﬁ?é&m hd}, t aneously fol low a transient state

change caused by a factor of the outside of the CPU,
so that a sudden collation m smatch between data does
not occur. Also, the CPU 20 basically has a relation

of executing a phase d. fromthe CPU 10, so
that return can be nadé)%gghnt%ﬁd&e&g] in the case of
[00% 'ng out of synchronization between phases. [0085]

the first enbodi ment statuses generated by each of
ual i at _the previous

it U PR PR et 1 RO uRoben Shewre
exan']:ple 11}1 which a master CPU and a slave CPU are mounted in a mutually insulated
state,
[0088]

Fig. 8 is a block diagram showing a configuration of an input-output unit as
the information processing apparatus of the second embodiment.
[0089] -

In the plant control system as shown in Fig. 4, the controller 2 and the field
devices 1 are usually spacéd. Therefore, grounds of the field devices 1 and the
controller 2 are disposed in a mutually separated state for the purpose of escaping the
influence of a thunderbolt or noise propagating the surface of earth,  As a result of this,
itis necessaty to maintain an electrically insulated state between the side of the
controller 2 and each of the field devices 1.

[0090]

In an input-output unit 3b shown in Fig. 8, a master CPU 10A is disposed in
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ﬁhéh-ébhornality of the status is detected in either

CPU, both the CPUs share recognition that the status

i s abnormal by equalization of the statuses. Because

of this, at the tinme of abnormality of the status, a

collation m smatch between data at the subsequent

stage does not occur and the status abnormality can be
therseledypsteen sk af theadontroller@naridrassloel CRT 2oA indisposed n the side

between data. As a result of this, notification of an
(dozmswweanm bids) aftthe field deeicps Dhirdegh foihsESidnyboubdah ISt Ahnisnalog

equal i zation is particularly nore effective In the
inpeeRtudvieinahd JowsstREMATHRAL Yorverted a6 h igatal§ibmal Ghis ADy

decreasing a conmon circuit part between the CPUs
corfy¥éRbn! JAeUTHvia Bn ﬁ%@@i@cﬁﬁﬁm arfe6 inpRae@io the sl CPUS20A.

i ncreased every U Aso, it is effective in the case
Inf¥RRkidn wRigh SRA& Sbrotihd péchtifl 3MtBe sl ABPOSRA NP b¥ripheral

one CPU. [0086] 29 The processing of equalization,

ir@dstik QfveRto 8d G ?ﬁp kB
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. - . U. . ' i .
g ESLY 2 28 8062 byl . RGO 5. oo
. I cat | netion .
o AEAIGRRR4H ORI AG A3l gL 2 A b

y using
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mo?ﬁznted in the side of a controller and the side of a
| d device insulated nutually. Second Enbodi nent

0087 n i.nfor i an processi ng apparatus of .a _second
cbodtHEREHER BT e Teftaieaor da e actia e epURHaed
to t@q %;%%é’recgﬁ%ﬁftﬁmﬁo rf«}tp%gto crg)up errnS‘l %.u a’Hley anlaposguilngltlt%%lue is

binarized in the photo coupler 37. Processing based on a binarized signal (digital

J)

| signal) is executed in the master CPU 10A.
[0092]

In addition, the input value is const;ructed of plural channels (for example, 8
channels), and units of the number corresponding to the number of channels are
prepared in the input circuit 32, the AD conversion part 33 and the photo coupler 37.
[0093]

The master CPU 10A and the slave CPU 20A send and receive a command
with a timing phase trigger and a response to the command through a communication
block 11A between CPUs and a communication block 21A between CPUs disposed
respectively. Consequently, the same processing is executed in synchronization
mutually independently.  Also, the master CPU 10A and the slave CPU 20A send and

receive mutual data through the communication block 11A between CPUs and the
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[0088] Fig. 8 is a block diagram showi ng a
configuration of an input-output unit as the

i nformati on processi ng apparatus of the second
enbodi ment. [0089] In the plant control system as
shown in Fig. 4, the controller 2 and the field
devices 1 are usually spaced. Therefore, grounds of

comiminfcationibldel RTA Setivern CHUNeandaespet el ol tethe deiasS PPERELr,
in a nutually separated state for the purpose of

diagASstRiin@riiton dbtdiheeithe Shve CPUTET AL seR to AR Bfster CPU
propagating the surface of earth. As a result of this,

10A@nﬂ§taﬁg§§§§@q.yaﬁtz@d_nai ntain an 'electrically insul ated
state between the side of the controller 2 and each

[o®kjthe field devices 1. [0090] In an input-output unit
3b"shown in Fig. 8 a nmaster CPU I1OA is disposed in

30 L1 5 oot AT Sdlod! 36 DSRR0! A Syl
corphlahtn 08 FL.LA AR b B OHOD 302 SV ERLHBRon
oSSR ) 10 el BB Ay g
5 A AR AR e Ao BB e
maSyPERL PRl P Bt B TRER L
SeB5E e s T 1 AP SRS e B B et
t he, j nput val ue qutputted fromthe jnput circuit 32
chagiefl i Lresct sl et 5vse FighAliAe TpRRTE oA Rata fiogthe ngter CPU
iven to the slaye CPU 20A. [Q091] On the_ other hand,
104 b hﬁﬂtbl‘?)% Feis fnhibitadn e Ly adgition demsmissien ligesofdhe reset signal
andi anlg)al%ltl %fe gommunication between CPUs are insulated between the master CPU 10A
and the slave CPU 20A by a photo coupler etc. in the insulation boundary L.
[0095]

In the unit 3b shown in Fig. 8, the slave CPU 20A is mounted in the side of
the field devices 1, so that an input value via the input circuit 32 or information from the
peripheral circuit 35 mounted in the side of the field devices 1 can be captured easily
and a detailed diagnosis can be made. Also, by using asynchronous communication
(CART) étc., the communication between CPUs can be executed by a small number of
communication lines, so that an insulated state can be maintained easily. As a result of
this, the statuses which are diagnostic information are equalized between both the CPUs

by the communication between CPUs and thereby, a detailed diagnostic result in the

slave CPU 20A can also be effectively utilized in the master CPU 10A.
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to the master CPU 1 QA through a photo coupler 37. The
anal og input value is binarized in the photo coupler
37. Processing based on a binarized signal (digital
signal) is executed in the master CPU 10A. [0092] In
addition, the input value is constructed of plura
channels (for exanple, 8 channels), and units of the
nunber correspondi ng ThirdBmbudimedt of channels are
prepared in the input circuit 32, the AD conversion

[009a7t 33 and the photo coupler 37. [0093] The master
CPU | QA and the slave CPU 20A send and receive a

conmeskdlinfuvinidtion pkdddhdit MpasAus 6f HERE cABEdiehESRORTR L O
t he conmand t hrough a conmuni cati on bl ock 11A between

exasipis oPdilinBuCOPHNInG3h WHIcHA L] REHWRERe SELSF the field

di sposed respectively. Consequently, the sane
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proBRisle MBasefls b B Ry Subatinll L e equal i zed. [0054] 11
[Oong mast er CPU 10A, a host block 38 is notified of

a through a host conmmunication block 12A only when
Uhe dat P8Ot riciedhofath ik cmeribie LTSI T oRd
40 g O SEFFER e SRS i
mu@@etxgqr %\]‘%szg&%p I;](Sreil% o\{' ?ecglF\)rLljngz z?létlcigssign%tlsegft p?lgra{ Qhannels

(for example, 8 channels) and selecting one signal, an input amplifier 43 for receiving
the analog signal from the multiplexer 41, and an AD converter 44 for converting a
signal outputted from the input amplifier 43 into a digital signal and giving the signal to
the master CPU 10B and the slave CPU 20B.

[0098] -

Output signals of the main multiplexer 41 and the sub muitiplexer 42 are
respectively compared in the master CPU 10B and the slave CPU 20B and in the case of
a mismatch, it is decided that a status is abnormal.  Also, the statuses are exchanged by
communication between CPUs and the statuses are equalized. Consequently,
soundness of an operation of the multiplexer 41 is diagnosed.  Also, the input amplifier
43 and the AD converter 44 are common to all the channels, and the statuses are
monitored by inputting a reference voltage to the input amplifier 43 through the

multiplexer 41 in a constant cycle and respectively checking an output of the AD
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signal is sent out to the master CPU 1 OA. In this
case, the master CPU 10A is forcedly changed in a
reset state by the reset signal and notification of
data fromthe master CPU | OA to the host block 38 is
inhibited. In addition, transm ssion lines of the
reset signal and a path of communi cati on between CPUs

corivefer Y fhe@khsReOMETOR hel 1R $108 CORLLIEA Afamh {Hiecase, the
"~ sl ave U 20A by a photo coupler etc. in th
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Fig. 8, the slave CPU 20A is nounted 1n the sid
[oobbe field devices 1, so that an input value via the
I nput circuit 32 or information fromthe peripheral
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are Eﬁﬂ@&g gﬂl{ﬂ@@%ﬁtﬂ%bthw f&ﬁé@é@gﬁ %rs ealgﬁh&%t us
ird enbodi ment . shows an exa
Furrff?ﬁ&be %ﬁtﬁh&m@ and thislaye GRUZOR S@EE %@W&?W‘P reEal ata
side of the field devices 1 (Fig. 4) is converted
thrqq@&%ﬁ%@}l@l&@ﬂ% Woek 1dhbetwgen €PUs and theicpmmunicagionmiinek
gital signal and data is outputted to the side of

Zlfih@W@@hCP slaad collatethg date) . Fig. 9 is a block diagram
showi ng a configuration of the input-output unit as
[016®le i nformation processing apparatus of the third

enbodi ment .
In the master CPU 10B, a host block 45 is notified of data through a

communication block 12B only when both the data match as a result of collation
between the data of the master CPU 10B and the slave CPU 20B without indicating
abnormality of the equalized statuses. Also, when a mismatch between data of the
master CPU 10B and the slave CPU 20B is detected in the slave CPU 20B, a reset
signal is sent out to the master CPU 10B. In this case, the master CPU 10B is forcedly
changed in a reset state by the reset signal and notification of data from the mastet CPU

10B to the host block 45 is inhibited.
- Fourth Embodiment

[0101]

An information processing apparatus of a fourth embodiment shows an
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[0097] An input-output unit 3c shown in Fig. 9
conprises a master CPU | OB and a slave CPU 20B for
executing the sane processing nutually independently,
a min nultiplexer 41 and a sub nultiplexer 42 for
recei ving anal og signals of plural channels (for
exanpl e, 8 channels) and sel ecting one signal, an
examyle of ampipuf-detputhdrif iarwlrielc dity iwith a CRE cadainpgited Bomlthe side
fromthe nultiplexer 41, and an AD converter 44 for
(upstreare sideNof the cortgitel 2 QEigpm) i edtputtednd the sidB Pddwnstream side) of
anplifier 43 into a digital signal and giving the
thesfiegd abvites 1 4yasFigl 1R BlolBdiagyd ! shews gty Sarfbits 20B.
[ 0098] CutAEPgs?Sn;?s of the na%%qnultlpﬁgzer 41 and

AfRr 108 oTWhd inpy 4 fYRA '
«° tt%gu mast er éP I 0315 %mdlttql Ezhesﬁlave %@?ggssg%d% ?%ﬁﬁlﬁ of the

folt@SEntfdiméntm smatch, it is decided that a status is
abnormal . Al so, the statuses are exchanged by
[019efmuni cation between CPUs and the statuses are
equal i zed. Consequently, soundness of an operation of

t he elih m e(}iﬁls éldut SEO% at(ﬁ’% 56‘%& FPU 60 for

anpl i {ert 43 and the ver S&re ‘confoh

exe%Hubg{ ﬁ%cgﬁf’h@'}ﬂtﬁﬂl ﬁgeﬁegﬁ?lﬁ At Uses are moni tored by

ncev Jetothelnput amplifier
[016 through the multiplexer 41 in a constant cycle and
eLpectiver checki ng an out put of the AD 33 converter

44 byt ter CPU 10B and the sl.ave. CPU 20B.

b e 30 St e B PactiR e o Tobipspgring a CRC code

C ni cation between and t he. st.atyuses are
bassﬁ mndﬁffé’a’uﬂe? Voieic) mﬁwep%ﬁ & coppiynicgtion Rigck 12 fn e&s@tmg

U .20B send gﬁgj 8e|ve a connand wth atimn
GO%IHH%W% ‘6@% 5 r@dsoet ¥al tl%plfq%sswrﬁ%&rﬁ? fph@%{gﬁma the
ni cati bl ock 11B_bet ween CPUs and

lnpe%%% g # t pied 1 the sids ofdhe fielddsviges bos ed

[0104]

The CPU 60 comprises a code inspecting part 61 for inspecting a CRC code
based on data transferred from the CPU 50, a communication block 62 for exesuting
communication with the CPU 60, and a set value processing part 63 for converting the
inputted data into a format used in the side of the field devices 1.

[0105]

Next, an operation of the input-output unit shown in Fig. 10 will be described.
[0106]

Data from the side of the controller 2 is inputted to the CPU 50 through the
input part 81.  This data includes a set destination for identifying the field device 1 (for
example, an electromagnetic valve), a set value (for example, an opening of an

electromagnetic valve) to be set in the set destination, and a CRC code created based on
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respectively and thereby, the same processing is

executed in synchroni zation nutually independently.

Al so, statuses obtained by the master CPU 10B and the

sl ave CPU 20B are exchanged by conmuni cati on between

CPUs and the statuses are equalized. Further, the

master CPU | OB and the slave CPU 20B send and receive
datenof thel setidgstinatidarandghe $dh@aloenmuni cati on bl ock 11B

bet ween CPUs and the conmuni cati on bl ock 21B between
[010PUs and col late the data. [0100] In the nmaster CPU

| OB, a host block 45 is notified of data through a

comuPtecdata impuitédiokhd CBUMU iy giveano Eetdddé hspétaihg pAR5EeEh In

as a result of collation between the data of tﬁe
thergadé Rispédfivg lpal 5an8 CRICEcdiledy erebiBYb2RB o dathQfithe set destination

indicating abnormality of the equalized statuses.

and'¥he Qet valifitedeivdds Matheh, PERVRRe datkeRe@bs HAI8 is dHRTaRId Willth
| OB and the slave CPU 20B i s get ecteedsi n tlshe sl ave CPUe

CRagc.%de RrdafRiGh theSd R FhspbSingSiAlt QUL T cBB@in?ﬁ’éﬁi %P%’ W1 Hecides

In this case, the naster CPU 10B I1s force

that# RS hdl vwhdnSSRlsmatd BetdVen ith ﬂl%s(ﬁ(%%{zj%@ I%lc%ﬁg,%gd til'h te}1is

notification of data fromthe naster

casQfta RPGkn 4R albSeddyy Bl 0. Four th Enbodi rent - [0101]

ntormation pr ng apparatus of a fourth
[018 odi ment shows an 34 exanple of an input-output
~umt in which data with a CRC code inputted fromthe

o 0 o BB AE e  FODLB iB he
cofifhEigib % A B BBt R cHAR AR O

t he .i nf or.nati processi ng apparatus of the fourth
cong%lgaﬁtq c_&ck&?

[0109]

The data received by the CPU 60 is given to the code inspecting part 61. In
the code inspecting part 61, a CRC code is created based on data of the set destination
and the set received. Then, a CRC code received as data is compared with the CRC
code created in the code inspecting part 61.  The code inspecting part 61 decides that it
is abnormal when a mismatch between both the CRC codes occurs, and in this case,
data is broken in a breaking part 64.

[0110]

Then, the CRC code created in the code inspecting part 51 of the CPU 50 is
sent through the communication block 52. The sent CRC code is received by the CPU
60 through the communication block 62. Also, the CRC code created in the code
inspecting part 51 of the CPU 50 is compared with the CRC code sent from the CPU 60

in a comparing part 55.
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[0102] The input-output unit shown in Fig. 10
conprises a CPU 50 and a CPU 60 for executing
processi ng nutual ly i ndependently. [0103] The CPU 50
conprises a code inspecting part 51 for inspecting a
CRC code based on data inputted via an input part 81,
a communi cati on block 52 for executing comunication
[OWilih the CPU 60, and a set val ue processing part 53
for converting the inputted data into a format used
i n t hBhes¢agepapingpae 55idetidedlidai it Sssabhormhd) biheh botethEPR (GEvdes
conprises a code inspecting part 61 for inspecting a
do @RCmnetwties a berukidf comgateg bothdefERCed Hhrthigchdeed4Rtd tikenfin a
conmuni cation bl ock 62 for executing comunication
breakinjg paites6CPU 60, and a set val ue processing part 63
for converting the inputted data into a fornmat used
[oli1B]t he side of the field devices 1. [0105] Next, an
operation of the input-output unit shown in Fig. 10

wi | | TaghslepTrdooa@. CREQRIHS b
controller 2 is inputted %rg%%glﬁcégﬁ%%ﬁﬁeﬁgﬂgﬁﬁiﬁieﬁ%em

hrouhith hicatléh i i8S QP
O R Lk

thr@hghGhé CORMORIchGorAbMES2. arREEREAL e el§ E(@%pag‘%e(c?‘gg.b %?ené’?ﬁ ecode

openi ng of an el ectronagnetic va

- i LQn.: . ; d. 5
O o A n B A G SR HEPLEYS JERGESE e,
[o1I%e data inputted to the CPU 50 is given to the code

I nspecting part 51. In
Also, the CRC code created in the code inspecting part 61 of the CPU 60 is

compared with the CRC code sent from the CPU 50 in a comparing part 65.
[0114]

The comparing part 65 decides that it is abnormal when both the CRC codes
do not match as a result of comparing both the CRCs. In this case, data is broken in a
breaking part 66.

[0115]

Then, in the CPU 50, the data re.ceived from the input part 81 is given to the
set value processing part 53. However, in the case of deciding that it is abnormal as
described above, delivery of data is inhibited in the breaking part 54 or the breaking part
56 and processing in the set value processing part 53 is stopped.

[0116]

When data is inputted, data of a set destination and a set value are converted

into a format used in the side of the field devices 1 in the set value processing part 53,

[0117]

37



the code inspecting part 51, a CRC code is created

based on data of the set destination and the set

val ue received. Then, a CRC code received as data is

conpared with the CRC code created in the code

i nspecting part 51. The code inspecting part 51

decides that it is abnormal when a m smatch between

bot h ©RéheriErdvddsindbe GPY, 60atie data sehi SomdbesEPUdEt i given to

broken in a breaking part 54. [0108] On the other
thehnwehuglue procekaing panmdt t dibwevet, frethSlRabesdT desldﬂgr’thathhrs @.b@trmal

the comunication block 52. The sent data is received
as Besctihed dbRive Glblivenyafglatatib enhititedrin tHedatdking parp64obiBe breaking

[0109] The data received by the CPU 60 is given to the
part 6d end papessirigig tixaset valhe pratessidpepLOsEisistvppedt i ng part

61, a CRC code is created based on data of the set
[odsptination and the set received. Then, a CRC code

received as data is conpared with the CRC code

cr eatWikeh Bath REinp @&, iR REL valsk lﬁa&éssﬁé arl 88, &@f@fva]set

i nspecting part 61 deci des t hat IS abnor en a

destingfi® &8 PR VEES aRAAVERR iHRG ﬁﬁﬂ%s@@ i he sui@rb tHerﬁeld

this case, data is broken in a breaking part
'vi‘ﬁl
S o e tata b e POy ST s e "alé%%rte%ﬂﬁﬁed fo pupur
parf @8Muni cation bl ock 52. The sent CRC code is received
by the CPU 60 through the comrunication bl ock 62.
[01'% the CRC code created in the code inspecting
ft 51 of the CPU 50 is corrpared wWith the CRC code

S ent +{eQ at&ethecg EJ dggma{lgn Snd HERE aﬂ% &1? utteg?o the output part 82

[0111
are inputted to a comparing part 67 of the CPU 60 through a diagnostic circuit 83.

Also, the data of the set destination and the set value outputted from the set value
processing part 63 are directly inputted to the comparing part 67.
[0120]

In the comparing part 67, the data of the set destination and the set value at a
stage outputted from the set value processing part 63 are compared with the déta of the
set destination and the set value via the diagnostic circuit 83 and when a mismatch
between both the data occurs, it is decided that it is abnormal. In this case, the data of
the set destination and the set value are broken in a breaking part 68 and an outpﬁt of the
data of the set destination and the set value to the output part 82 is inhibited.

[0121]

Also, the data of the set destination and the set value outputted from the CPU

60 to the output part 82 are inputted to a comparing part 57 of the CPU 50 through a

diagnostic circuit 84. Further, the data of the set destination and the set value
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The conparing part 55 decides that it is abnormal when
both the CRC codes do not match as a result of
conmparing both the CRCs. In this case, data is broken
in a breaking part 56. [0112] In the CPU 60, the CRC
code created in the code inspecting part 61 is sent
t hrough the communi cati on bl ock 62. The sent CRC code
ouipsttedtreintbel sds waluke prédesin®part 53 areghirettheinpanedioithatdmpuring
bl ock 52. This CRC code is conpared with the CRC code
patS@ated in the code inspecting part 51 in the
conparing part 55 as described above. [0113] Al so,
[012a¢ CRC code created in the code inspecting part 61 of
the CPU 60 is conpared with the CRC code sent from
t he %%@&mpmmggﬁm tHedHaRAG th® Rt dbfthhddn diPihe set value
-conparing part decides that it is abnormal when

outpBitét &8 thdet %Qﬂﬁ prodd&ifPpariss &R cBmpareli St the Bhta of the set

conmparing both the CRCs.”1n this case, data Is broken

dedtiRafon RIdGAK s FaRR utRifred ﬁg&% CPifEo aﬁf.’g'\irh%}ga gﬁ:fs\&/%aggl I:())etween

the data received fromt I nput part

bothife dR£bcdtd, Ss BEQ %tﬂ%' \?ig isRdhbra %Vc%%sé tl’lenda%%gf the set

case of deciding ]E It I's a _no_rmad- as d Sgl‘l o
dedB ot KNSR ar kR 4 ARl B a8 R PEL g oo
o . [ 53, ] . [.0116

of e i8R IS TR ey fron ok PELRPBTHS piiil 180,

inh @tle&e are converted into a format used in the side of
€ field devices 1 in the set val ue processing part

3% [0117]

Thus, in the fourth embodiment, the side of the CPU 60 executes a data output

to the output part 82, but in the CPU 60, the outputted data is itself traced and in the
case of deciding that it is abnormal, the data output is stopped.  Also, in the CPU 50,
the data outputted to the output part 82 by the CPU 60 is .simultaneously traced and in
the case of deciding that it is abnormal, an output by the CPU 60 from the side of the
CPU 50 is inhibited. ~ As a result of this, when either CPU decides that it is abnormal,
the data output is inhibited, so that wrong data can surely be prevented from being

outputted to the output part 82.

[0124]

The scope of application of the invention is not limited to the embodiments
described above.  Also, the invention can be widely applied to an information
processing system for handling various information as well as a safety system.

[0125]
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37 On the other hand, in the CPU 60, the data sent
fromthe CPU 50 is given to the set val ue processing
part 63. However, in the case of deciding that it is
abnormal as described above, delivery of data is
inhibited in the breaking part 64 or the breaking

part 66 and processing in the set val ue processing

part BB presest agplicatior] 8 ba8id ohlaparda¢ Ratiest Apyichticc(NG. 2005-
the set value processing part 63, data of a set

02 23} ifitesit orofanaargl 28, 2605, Ul coateatsef ohivhedrt aoi g ftediberein by

format used in the side of the field devices 1 and

reféerdegcedat a of the set destination and the set val ue are

outputted to an output part 82. [0119] The data of
the set destination and the set value outputted to the
output part 82 are inputted to a conparing part 67 of
the CPU 60 through a diagnostic circuit 83. A so, the
data of the set destination and the set val ue
outputted fromthe set value processing part 63 are
directly inputted to the conparing part 67. [0120] In

the conparing part 67, the data of the set destination

and the set value at a stage outputted fromthe set

val ue processing part 63 are conpared with the data of
the set destination and the set value via the

di agnostic circuit 83 and when a nmismatch between
both the data occurs, it is decided that it is
abnormal . In this case, the data of the set
destination and the set value are broken in a breaking
part 68 and an output of the data of the set
destination and the set value to the output part 82 is’
i nhi bited. [0121] Also, the data of the set

destination and the set value outputted fromthe CPU

40



60 to the output part 82 are inputted to a conparing
part 57 of the CPU 50 through a diagnostic circuit
84. Further, the data of the set destination and the
set value 38 outputted fromthe set val ue processing
part 53 are directly inputted to the conparing part
57. [0122] In the conparing part 57, the data of the
set destination and the sebA¥MSue outputted fromthe
set val ue processing part 53 are conpared with the
data of the set destination and the set val ue
outputted fromthe CPU 60 and when a m snatch between
bot h 1heAdatfarmaimnrsocdssing sppheatugesmprwitg:i t i S
abnormal. In this case, the data of the set
dest i afitst deviemahd hsecend derdteief wifich biobkRBeuités the same processing
fail-safe circuit 85 and an output of the data of the
indepénddatdy; nati on and the set value fromthe CPU 60 to
the output part 82 is inhibited. [0123] Thus, in the

f our t hsepatrediarEiich ks Siddt QhelalQ HyREL 6Q ﬁ‘&ﬁ&ﬁ&@ﬁ fﬁ h
data output to tlﬁe outsput png;nta 82, "but |rc1’ t he X te

sedohgd@ﬂt@wﬁlgﬁrﬁagﬂcésmﬁtself traced and in the case
of deciding that it is abnormal, the data output is

St 0pP£gata CbikRing pBrt WiicH 3R the %&RQ SQ@% b R i o Cavith a

the output par? 82 by the CPU 60 1s si mJ taneou

dath rg@ﬁ@rgteé '159 thdfirst B&i&ARR cﬁ;ter%ﬁfﬁ's g% otnli]lgl: hén #h se data arg in

abnhor mal an out put by t Fom t e s
d1s%U rggml He?d Asa result of this, when e| t her
eC| es t is abnormal, the data output is

i nhibited, so that wrong data can surely be prevented
frombeing outputted to the output part 82. [0124]
The scope of application of the invention is not
l[imted to the enbodi nents

2. Aninformation processing apparatus according to claim 1,

which comprises a processing stop part which stops a processing of the first

device when determined as abnormal by the data collating part.

3. Aninformation processing apparatus according to claim I,

wherein the sending part is disposed in the second device.

4. An information processing apparatus comprising:
a first device and a second device of which each executes the same processing

independently;

a sending part which sends a data generated by the first device from the first
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descri bed above. Al so, the invention can be w dely
applied to an information processing systemfor
handling various infornmation as well as a safety
system [0125] 39 The present application is based on
Japanese Patent Application (No.2005- 021423) filed on
January 28, 2005, the contents of which are

devigrtorthdsspedidesasesipnd by reference. 40 CLAIMS 1. An
informati on processing apparatus conprising: a first
devi cedaihepliatiae pan avhinkvdodletes thaate senefrom thx sandinepartweith a
sane processing independently; a sending part which

datg genpsatad bnthe sgeonsh devied aby deteemmes anabndemal cehehrthere tdag are in
second device to the first device; and a data

disagrbéraerit mgthpeack othler.ch col | ates the data sent fromthe
sending part wwth a data generated by the first
devi ce and determ nes as abnormal when these data are
in disagreenment with each other. 2. An information
processi ng apparatus according to claim1, which
conprises a processing stop part which stops a

pr oces siAgin@rndatién pidcsdsingdphfatusosrdigtig erximad as
abnormal by the data collating part. 3. An information

Pr OCARENELIARDRE AbHScefTEPH ) Pott Which! shd aﬁmcc?mﬁgcsmﬁ first
d devite. 4.

the sending part Is disposed in the seco

devitd WitdhQlepR iR R 2BRGEHH BY t &l rising: a
firstndevice andaa secong evi ce %ﬁnggggh each
execut es the sanme processing

6.  An information processing apparatus according to claim 4,

wherein the sending part is disposed in the first device.

7. Aninformation processing apparatus according to claim 1,
which comprises a synchronizing part which synchronizes a processing of the
first device and a processing of the second device by use of a timing of sending of the

data sent from the sending part.

8. An information processing apparatus according to claim 4,
which comprises a synchronizing part which synchronizes a processing of the
first device and a processing of the second device by use of timing of sending of the

data sent from the sending part.
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I ndependently; a sending part which sends a data
generated by the first device fromthe first 41
device to the second device; and a data collating part
whi ch collates the data sent fromthe sending part
with a data generated by the second device and
determ nes as abnormal when these data are in
di sagreenment with each other. 5. An information
processi ng apparatus according to claim4, which
conprises a processing stop part which stops a
processing of the first device when determ ned as
abnor9ral Apinfermeatioampsoesiingeppaptyraccording tarclaimi7or mat i on
processi ng apparatus according to claim4, wherein
t he swhettinghesymchiopizgtigsprotsdispnsedie thid fisst delénsi arehe $econd
An information processing apparatus according to claim
devige.whi ch conpri ses a synchroni zi ng part which
synchroni zes a processing of the first device and a
processi ng of the second device by use of a timng of
sending of the data sent fromthe sending part. 8. An
i nformati on processi ng apparatus according to claim4,
whi ch conprises a synchroni zing part which
- synchigonigeisfemation rockfthgdpphiatus abbdrdingd6 ¥iaGf sand a
processi ng of the second device by use of timng of
sendivagréih thd@nchdhBinkat & URPbIAan SRR vRR dr mé'%%c&ld
An information processing apparatus according to claim
devige. Wherei n the synchroni zing part is disposed in the
first device or the second device. :

11.  An information processing apparatus comprising:

a first device and a second device of which each executes the same processing
in synchronization independently;

an acquiring part which acquires a data generated by the first device and a
data generated by the second device in real time; and

a data collating part which collates the data generated by the first device with
the data generated by the second device acquired by the acquiring part and determines

as abnormal when these data are in disagreement with each other.

12.  An information processing apparatus according to claim 11,
which comprises a processing stop part which stops a processing of the first

device when determined as abnormal by the data collating part.
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10. An information processing apparatus according to
claim8, wherein the synchronizing part is disposed in
the first device or the second device. 11. An

i nformati on processi ng apparatus conprising: a first
devi ce and a second device of which each executes the
sane processing in synchronization independently; an
acquiring part which acquires a data generated by the
first device and a data generated by the second
device in real time, and a data collating part which
collates the data generated by the first device wth
the dilt a Ageinésraiation prockdiingspparathsdomipeigingcqui red by
the acquiring part and determ nes as abnormal when

t hese filRt devidemunidn sAbGRAIGTRRBRIAtvhIdH dAcR 8t MRS sambprodWsing
i nformati on processing apparatus according to claim

inddfendéiiyeh conprises a processing stop part which stops
a processing of the first device when deternm ned as

abnorgls @ﬂeté&ﬁergﬁﬁé‘%ﬁ%hﬁh ig@ﬂer@t% b firdt RodeSfor '%‘fai'ogt tl;ierteécttion

i nformati on processing apparatus conpri sing:

bas8@ ¥h & ad EnBraBRAMNHe HAY 4 f whi ch each executes the
QEane p?ocegsﬁngqﬁﬁnﬁepenggﬁgly; a first code

et ok Footh GRE Gk TGRS Bindpield RpofRES)d PLeR! '
detg&i‘éh%‘iéeéiaorf'a%ﬁ? ger?e?éjcgd Qf&%gs?éoa%%igﬁl%” ich generates

a1
second codée Ferror Ba¥€d on a data

par Ak ol e SRRLc R R ARECo SERTar Rinslon Bheres
by @ETEHA R ™ ulrdierof e Snd 7ok e PAE thgioh denerbtsd by

the second code generating part and determines as abnormal when both the codes are in

disagreement with each other,

14.  An information processing apparatus according to claim 13,
which comprises a processing stop part which stops a processing of the first

device when determined as abnormal by the code collating part.

15. Aninformation processing apparatus according to claim 13,
wherein the first code generating part is disposed in the first device and the

second code generating part is disposed in the second device.
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the second code generating part and determ nes as
abnormal when both the codes are in disagreenent wth
each other. 14. An information processing apparatus
according to claim 13, which conprises a processing
stop part which stops a processing of the first
devi ce when_determ ned as abnormal by the code
col | al®- ngApaHermaton prerespfpanpatatoracppidingsteickagm 13,
apparatus according to claim 13, wherein the first
code wheremethe ngdqm)?latiilgpm isplispeskd in théBrst devide atalie soeond
and the second code generating part is disposed in
devibe second device. 44 16. An information processing
apparatus according to claim 13, wherein the code
collating part is disposed in the first device or the
second device. 17. An information processing
apparatus conprising: a first device and a second
devi ce of which each executes the sanme processing
i ndepEnden Inforviation peseesis dmpamnialompiaieng a code for
error detection; a first inspecting part which

| nspecfift B&8cdiriISPREPdeviRITRAfcPdach RRQILMRIhd meYroéessing
data having a first code for error detection received

indeerdBRtly WithlreghBMit6 @ dath HASFY codb for dridr %Ete&%f . ];] or

error etection; a second i nspecting part |

| nSpectay fn@ﬁecﬁﬁg ?%{E gﬂl(i:cggrel?f%égﬁriﬁ@?%gengé BPRYsIRL J‘f%bf?(grnﬁgty

data having a s error detection receive

of Path REvi ? Son¢ col€ Ydr(éﬁ"ggM%tgftﬁ)gﬂe%eg%gab&ﬁﬁ%?% Eg\gg? fyyg{l se of the

error detfection; a co es
fhﬁi%ﬂJﬁ#éﬁoP&Q&ﬁ%ﬂr error detection used in the first
I nSpect i ng

part With the second code for error
det egf gegghdji%glgjeci:iﬂg {:)Q‘? w%%%qgs%ectis " fr%geingg of zﬂ)rsgﬂce%r%d
abnormality of a data having a second code for error detection received by the second
device by use of the second code for eﬁor detection;

a code collating part which collates the first code for error detection used in
the first inspecting part with the second code for error detection used in the second
inspecting part; and

a determining part which determines as abnormal when: a result of the
inspection by the first inspecting part or a result of the inspection by the second

inspecting part indicates abnormality; or both the codes for error detection are in

disagreement with each other as a result of the collation by the code collating part.

18. An information processing apparatus according to claim 17,

which comprises a processing stop part which stops a processing of the first
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a determning part which determ nes as abnornmal when:
a result of the inspection by the first inspecting
part or a result of the inspection by the second
i nspecting part indicates abnormality; or both the
codes for error detection are in disagreement wth
each other as a result of the collation by the code
devige when defepained ag shnopmalibyftbe deteininingpetessi ng
apparatus according to claim 17, which conprises a
processing stop part which stops a processing of the
first 45 device when determ ned as abnornal by the
determining part. 19. An information processing
apparatus according to claim 17, wherein the first
i nspel?.i ngn petmatidn grciessierapparabibectondig td elirag 7and
the second inspecting part is disposed in the second

devi cwhergfd. thé\irst ifspédiiiipan iPigFRes il TR WHCY ind the second
according to claim 17, wherein the code collating part

inspé&ctile pRASEdishokell MtheisesdnddRvicee or the second devi ce.
21. An information processing apparatus conprising: a

first device and a second device of which each
executes the same processing independently; a data
collating part which collates a data generated by the
first device with a data generated by the second

devi ofy g\ L sHlal ' ' Jiher to

the data gener ataegngf/&fchsg@f@?gx{%ﬂﬂ gg?rgglf&qéc@oun?’ stop

part .ch . i t. u . b

e UG 51008 AL At P e D B Rbons
devilesagreenent with each other as a result of the

cor I ation by the data collating part; and

21.  An information processing apparatus comprising;

a first device and a second device of which each executes the same processing
independently;

a data collating part which collates a data generated by the first device with a
data generated by the second device;

a counting part which adds a count number to the data generated by the first
device;

a count stop part which stops the addition of the count number by the counting
part when both the data are in disagreement with each other as a result of the collation
by the data collating part; and

a determining part which determines abnormality based on the count number

added by the counting part.
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a determning part which determ nes abnormality based-
on the count nunber added by the counting part. 46
22. An information processing apparatus according to
claim 21, which conprises a processing stop part which
stops a processing of the first device or a
processi ng of the second devi ce when determ ned as
abnormal by the determning part. 23. An infornation
processi ng apparatus according to claim1l, wherein the
first device and the second device are separate
sem conductor. devices. 24. An information processing
appar & usABHHOIEATG Presesting spparatygascelding thelaiing2ds
devi ce and the second device are separate
seni cuhigh cpwpriseseangrecassing stop artiwifich staps opropessing s ithrecfirst
apparatus according to claim11l, wherein the first
deies/prcepranessingef shasnondideviaeovienaleterminedtas abnormal by the
sem conductor devices. 26. An information processing
detappiamegtpast. according to claim 13, wherein the first
devi ce and the second device are separate
sem conductor 47 devices. 27. An information
processi ng apparatus according to claim17, wherein
the first device and the second device are separate
sem conduct or devices. 28. An information processing

apparzs UAmin€stiatiog ptotessi dPparhtus according to claim 1,
wherein the first device and the second device are separate semiconductor

devices.

24. An information processing apparatus according to claim 4,
wherein the first device and the second device are separate semiconductor

devices.

25.  An information processing apparatus according to claim 11,
wherein the first device and the second device are separate semiconductor

devices.

26. An information processing apparatus according to claim 13,

wherein the first device and the second device are separate semiconductor
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wherein the first device and the second device are
separate sem conductor devices. 29. An information
processi ng apparatus according to claiml, wherein
the first device and the second device are separate
CPUs. 30. An information processing apparatus
according to claim4, wherein the first device and
deYifeS- second device are separate CPUs. 31. An
i nformati on processi ng apparatus according to claim
11, wherein the first device and the second device
are separate CPUs. 48 32. An information processing
apparatus according to claim 13, wherein the first
device and the second device are separate CPUs. 33.
An i id’r nii indernation gsesiessinganparatus ascendgridictagmtld, cl ai m
17, wherein the first device and the second device
ar e sehereiatibe fiRUdevicSand the sécohd dewdte ame spravate samizgnductor
apparatus according to claim?21, wherein the first
dedessi ce and the second device are separate CPUs. 35.
An information processing apparatus according to claim
1, wherein the first device and the second device are
nmounted in an insulated state each other. 36. An
i nformati on processi ng apparatus according to claim4,
wherein the first device and the second device are

nount28d iAn dforinatith ptRdssipl HperaBRGRcAHRE o cBim 2N
i nformati on processi ng apparatus according to claim

11, WaeséhRhd @t Bdvicd ardaié §RoADevitiEars g@rapﬂe dGNiSRRISR

mounted in an insulated state each ot )
devices.

29. Aninformation processing apparatus according to claim 1,

wherein the first device and the second device are separate CPUs.

30. An information processing apparatus according to claim 4,

wherein the first device and the second device are separate CPUs.

31. An information processing apparatus according to claim 11

2

wherein the first device and the second device are separate CPUs.
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49 38. An information processing apparatus according
to claim 13, wherein the first device and the second
device are nounted in an insulated state each other.
39. An information processing apparatus according to
claim17, wherein the first device and the second
device are mounted in an insulated state each other.
40. AP nhpirpimasionirecessing appamtisacaoudingtoataini 13y t o
claim21, wherein the first device and the second
devi cwherein the fintt dgvice aahthie seadind device steabparated?Pli her .
41. An information processing nethod which uses a
first device and a second device of which each
executes the sane processing i ndependently,
conprising: a step of sending a data generated by the
second device fromthe second device to the first

devi c33. atmlirdorsiation ptoceedihgdppagitis i celaing 6 @DimfI7om t he
second device with a data generated by the firs

devi cwhérsid tefifst Abvitdghde sU0ad BB hieRefhasTrdal @ are
in disagreenent wth each other. 50 42.” An

i nformati on processi ng nmet hod which uses a first
device and a second device of which each executes the
same processing independently, conprising: a step of
sending a data generated by the first device fromthe

first3devALedthatibh ?go}?&?{éﬂa#?ﬁéﬁ%&cﬂﬁﬁg 30 SHafiR 29

collating the data rs evice with a

data ehEhahefrsPevitd a3y g&g?gs%k}g&g%rgg%m?ﬁg ehfjsni ng

as abnor mal en t hese I eenent

35. An information processing apparatus according to claim 1,
wherein the first device and the second device are mounted in an insulated

state each other,

36. An information processing apparatus according to claim 4,
wherein the first device and the second device are mounted in an insulated

state each other.

37. An information processing apparatus according to claim 11,
wherein the first device and the second device are mounted in an insulated

state each other.

49




with each other. 43. An information processing nethod
according to claim41, which conprises a step of
synchroni zing a processing of the first device and a
processi ng of the second device by use of timng of
sending of the data sent fromthe second device. 44.
An information processing nethod according to claim
42, which conprises a step of synchronizing a
processing of the first device and processing of the
second device by use of timng of sending of the data
sent fromthe first device. 45. An information
pr oced&i nfnimforoationtrirotessisg sprmrdtis sdcorting wecldndl B
second devi ce of which each executes the sane
pr ocevderein the figstriehice and theisecondidedizp ercdaaditiyd in an insulated
conprising: 51 a step of acquiring a data generated by
statdenchiotletr. devi ce and a data generated by the second
device in real tinme; and a step of collating the data
generated by the first device with the data generated
by the second device and determ ni ng as abnornmal when
these data are in disagreement with each other. 46.
An information processing nethod which uses a first

devi c89.angn aifos@ERAG r&%ﬁl&fa pHfarathy &Qol??f%}}pecﬁ&%ﬁs the

sane processing i ndependen conpri a fifst

code GR&RMmAhE Bkt %Eﬁ@e 2id @8 é}ﬂﬁ 4BGcare! (ﬁ.éﬁ%do q(?iﬁ iNulated

error detection based on a data generate

stafd dash ofi@Yi Cce; a second code generating step of
generating a second code for error detection based on
a data generated by the second device; and

40.  An information processing apparatus according to claim 21,

wherein the first device and the second device are mounted in an insulated

state each other.

41. Aninformation processing method which uses a first device and a
second device of which each executes the same processing independently, comprising:

a step of sending a data generated by the second device from the second
device to the first device; and

a step of collating the data sent from the second device with a data generated

by the first device and determining as abnormal when these data are in disagreement

with each other.
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a step of collating the first code for error detection

with the second code for error detection and

determ ning as abnornmal when both the data are in

di sagreenment w th each other. 47. An information

processi ng nethod which uses a first device and a

second devi ce of which each executes the sane

processi ng i ndependently with respect to a data

having a code for error detection, conprising: a first

i nsp egi i ofAn dnfepmagioni pregessing ngathddeﬁlpcleem adirardesios and &

of abnornality of a data having a first code for
seenndglevige o€ wthichrearke exsicutes thpysatierodessihg ihdependetily, voRpoding:

the first code for error detection; a second

i nspeg stepof sendmgd ddta gaeedtedby tH&eﬁrstrd%srﬁ:e G@nOthe IHRRORe to

of abnormality 52 ---------- - - - ----- of a data
thaweeombdeviceandid code for error detectlon recei ved by

the second device by use of the second code for error

det eci step of colOdlg tieaddiRidnOFomi tB figk dedbe aith ragia%ah%%nerated by
first code for error detection used in the fir

thd RREMRIddvide ahiti Rtetdnining HOabH6HR WieRWRest AhtaGid A disagreement
detection used in the second inspection step; and a

withteabh 6fheglet er mi ni ng as abnormal when: a result of the
i nspection by the first inspection step or a result
of the inspection by the second inspection step
i'-ndicates abnormality; or both the codes for error
detection are in disagreenent each other as a result
of the collation by the code collation step 48. An

f t h
dovi o iR EESE R R 1%%%%"@ REEERe B i g e
ol | ariiet ol R SR ok PP & e hesiingielfpe Brderiogand a
proggsts&g%?‘rﬂﬁg tchgd (li)é@lce by use of timing of sending of the data sent from the

second device.

44.  An information processing method according to claim 42,
which comprises a step of synchronizing a processing of the first device and
processing of the second device by use of timing of sending of the data sent from the

first device.

45.  An information processing method which uses a first device and a
second device of which each executes the same processing in synchronization

independently, comprising:
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the second device; a step of adding a count nunber to
the data generated by the first device; a step of
stoppi ng the addition of the count nunber when both
the data are in disagreenent each other as a result
of the data collation; and a step of determ ning

abnor mal i t¥ based on the added count nunber. 53
a step of'acquiring a data generated by the first device and a data generated by

the second device in real time; and
a step of collating the data generated by the first device with the data
generated by the second device and determining as abnormal when these data are in

disagreement with each other.

46. An information processing method which uses a first device and a
second device of which each executes the same processing independently, comprising:

a first code generating step of generating a first code for error detection based
on a data generated by the first device;

a second code generating step of generating a second code for error detection
based on a data generated by the second device; and

a step of collating the first code for error detection with the second code for
error detection and determining as abnormal when both the data are in disagreement

with each other.

47. An information processing method which uses a first device and a
second device of which each executes the same processing independently with respect
to a data having a code for error detection, comprising;

a first inspection step of inspecting the presence or absence of abnormality of
a data having a first code for error detection received by the first device by use of the
first code for error detection;

a second inspection step of inspecting the presence or absence of abnormality
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of a data having a second code for error detection received by the second device by use
of the second code for error detection;

a code collation step of collating the first code for error detection used in the
first inspection step with the second code for error detection used in the second
inspection step; and

a step of determining as abnormal when: a result of the inspection by the first
inspection step or a result of the inspection by the second inspection step indicates
abnormality; or both the codes for error detection are in disagreement each other as a

result of the coilation by the code collation step.

48. An information processing method which uses a first device and a
second device which executes the same processing independently, comprising:

a step of collating a data generated by the first device with a data generated by
the second device;

a step of adding a count number to the data generated by the first device;

a step of stopping the addition of the count number when both the data are in
disagreement each other as a result of the data collation; and

a step of determining abnormality based on the added count number.
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