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The invention relates generally to systemsoftware of conput @h2002nd
-deals nore particularly with a nethod and system for. i nproving nennry
defragnent ati on, particularly enabling!chipcards to be defragnented.
DESCRI PTI ON AND DI SADVANTAGES OF PRI OR ART A new area of technolommmmmmmwmmmm
increasing inportance is reppegegt gdgby tHhg ingrgasi ng use and ac

of chipcards, sonetines called Snartgards and their applications for Qg

di fferent purposes. Menory is a limted resource on chipcards. Thus an
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usage of a chipcard repeated nenory allocation operations are req @m Mmm
storing fresh data and repeated nenory deal | ocati on operations are

after deleting data in the menory of the chipcard. After a certain andt¥o

of usagﬁ 'g 5 SE Eh gﬁ&géé is used ineffectively as it is
"fragne Agﬁ& 86% I of 'valid" data blocks distributed
over the entlre nennry havi ng ' hol es’ between them which are only difficult
to use fiorqf rast g f For a right understanding of the

wor di ng e of PHAIENGENE ~be noted that a valid data block is neant
to be a conventional set of data standing generally in a semantic context.

"Valid g L{ﬁ@@eﬁ@iohnglégatégggbhakauh@ to égs@eﬁ %%@Qar% egntents of said
bl ock needs to be used 8gﬁin1acce55|n "Valid stands in
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of the copy chunks a copy operation of an entire data bl ock can conprise a

plural i tyeQin PPPYOR MRS p18ABYANIARES! bR BRYBKSsdke relatively small
conpar e 0 € data n reverse, a whole data bl ock can be contai ned

in a single copy chunk, too. In application to SmartCards the nenory is
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Memory is a limited resource on chipcards. Thus, an optimum

efficient usage of memory has to be envisaged generally.

During the usage of a chipcard repeated memory allocation
operations are required for storing fresh data and repeated
memory deallocation operations are required after deleting
data in the memory of the chipcard. After a certain amount of
usage in most chipcards the memory is used ineffectively as
it is 'fragmented', i.e., there are a number of 'valid' data
blocks distributed over the entire memory having 'holes'
between them which are only difficult to use for further
storage of data. For a right understanding of the wording
provided herein it should be noted that a valid data block is
meant to be a conventional set of data standing generally in

a semantic context. 'Valid' is used for indicating that the



O her i npl enent ations ni ght' i nvol ve any bl ocks of data to be stored in the

EEPROM A general problem exists as nentioned above, whenever cﬁEt
are deleted. This problemis called the fragnmentation of rre )S/gl

-on deletion of a block. Wien a nenory block or a file is deleted a 'hol e’
of unused nenory is generated. New bl ogks being-created may be |arger than
this hole, then they have to be aIIocated to the remaining free nenory. |If

the newly cr bl ock . mal.l er t teeX|S|n hoIeltmghtfltin
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t he bl ock han t cted hol & Thi s thod.is called
the * Bost TFFON G0N ity Chrifed Pk LB RAs et v Sl BRE hibEet of
f ragnment atsiiae swﬁalel .g .Oneb bhartous |dea to soI ve the fragnentation problemis
t he defragnentation of the nmenory. Defragnentation per se is well known for
hard di sk drives, but not for chipcards. Available progranms for hard disk
def r agmentZRdash &kl Rsess ot dhage i £ Epeprt nhiiY ekt U esTeRFEral |y, the
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bl ocks. De:fyrpag:raelntaztplcnmatmco:rts ptccanalxs,stmev:erflhassmcm‘so dehedcasdnot
f easi bl e f t I 1g: SY. C. ==
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presented which could be realized with an appropriate effort and
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defragnemﬁgll dF¥ bIf*ragmer’ttatlon of memory. It appears on deletion of
a block. When a memory block or a file is deleted a 'hole' of
unused memory is generated. New blocks being created may be
larger than this hole, then they have to be allocated to the
remaining free memory.
If the newly created block is smaller than the existing hole
it might f£it in this or another hole, there will, however, in
most of cases be another smaller hole created which results
from the difference of the block size of the new block and
the deleted block.

If blocks are deleted throughout the card's memory and other



“The def'r agnentati on problemin chipcards appears in tw flavors. The first
probl em cones fromthe organi zati on of nenory. Typically, the nenory is
organi zed such, that the physical addresses of nenory Iocatiz@; BaE@ Qongd
‘within the menory itself. A so-called 'descriptor' is intended to be
general expression to nmean any neans fog describing the |ocation of a
particular location in menory, and in particular pointers are thus
understood by that. The descriptors nentioned .during the course of

doscr i pPEACKRGATR PRESERS: A cAMENtd Tno I GIESATY Midhs SUMA Bis, a
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di stri bustdeallnotbist hétmatdon. theschipsarid soaddedavveediariesns use fi xed
physi cal rpddreqsees iR BLABL &8 UG8 ddalc®S auiltliQTsS HdnRhaf &dhdde menory. A
def r agnent aglllhon o? tﬁe menory woul do r?ovearrer%orly bl ocks w tﬁscibn the whol e
EEPROM r BhgEeaEbfgequent |y, all references to physical addresses woul d have
to be updated in the chipcard. This requires a high progranmm ng effort and

w || decrease the performance significantl in st, of the cases it wll
be i nposSiBFE ‘?BerEéélﬁeﬁﬁﬂtaaﬂ’gg’%@etsoqﬁe% % B Gn & EEEPROM page.
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pr obl em esen r ohl [ i c i fficul t-t ol ve during
defr agrre%\%gbi %gqgésc iapggrogg. %n%@’&éﬁd% q&”%{uﬁ)e%c}rogda{%’rzoaﬁ ioginesof t he nenory
t he def raggwanasi gnzai.| Thilswdhypsrelyare tegvespyy Iharlge acdhwmik £ofonenory.

However, sghihBRaEds i BUSt ohe 104 e I YatirA il 13RI M, fald A ford - €., any
ki nd of power break - those generated bfyOf acci dent or others generated by

i nt ent i ohd8r PRENQA 46t deR st §hERS Y& T oM ShRI e MsH¥aquent |y it nust
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chi pcard as to the beginning or to the end of the defragmentati on. The wel |
known wali"t8 §E5tRB restoring is realized by socal | ed Backtrace or Wite
Forward Buffers, a reserved nmenory |ocation in EEPROM which allows to hold
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however, canno n chipcards, as their size nust he |larger than the
size of 8RFXcEPredREPROUST SFdeE ARG M Adien LURIaE HETaghErR A99%
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ole is in _the ver eqi.nni t.he EEP and t he nory, space | very
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the rul e§™mgl1200 % power failure resistance. A need thus exists to provide
a defragnmentati on nethod which requires only a m ni num of progranmmi ng
effort and of _additiaonal menory space beyond the . 19 D C 2002 . 6_ menory
space bePR§ OBVdAUS 487 Terd n{}éﬁi %?%teas%l%il?’é‘)l%e iy MR rul es
of 100 peWataghrintate ore s fS e anenfomot heDe fremgend st Sor oper ové dis awekl hod
and system for defragneni. 1110] evj ces, i onput i ng. devj ces, hayi ng
reduced ﬁ‘éﬁpa’\ﬁa é’rarﬂfqrgfc{’\ﬁggeéﬁevs 'rgoe’%t ar\ll%i]’Ig%fec%ﬁ’cf%g&%éplxﬁ%l%ﬁ@{?ul es
of 100 Y%programs o haal rdbisdlstdasagmentation have been sold by

different manufactures. Generally, the process of

defragmentation copies the used memory blocks such, that the
holes between two adjacent blocks are filled. After
defragmentation all blocks are in continuos order, and no

holes exist anymore between the blocks.

Defragmentation in chipcards, however, has been considered as
not feasible by the state of the art operating system



-2. Summary The basi c i dea behind the present inver_tion is to provide two
sets of descriptors having each at |east three decriptors and each set is
used in an alternating manner for defining the |ocation of fgwiﬁg and
"target of the copy operations which are to be perfornmed dur @ %
defragnment ati on procedure. The defragnentati on procedure is perfornedb
sequence of copy operations on copy chunks, i.e., a certain nunber of
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sets ef descriptors orrratlon which is usable for restoring t
contents dfh Qa]el@p‘yt%mﬁwkt}?% Q:‘é%’el@l%l Hherr FRCRRAT ng a copy operation
of said copy chunk. Thus, defragmenting is a safe procedure, and data
integrity assur e Basj cal | t he 19 E.C 200 vi ded s | uti i's
ot 1 m ¢ At FHAEIST L S SRS o o Hh P, ittt e i
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resour ces to state-of- t e-art pers conpuf er” of the year
1999, as eng tf%rﬁqﬁnﬁgmqnt'@alomtplr%bls%m ed to be applied in many future

"mni'- conputer devices, too, as they are devel oped i ~n course of the next
years It shoul d be noted ~however,  that those co({garl sons need al vvays to be
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to the wh extent. The nenor ayout of the chipcard should be designed
accor di ng et f%mww%c%rf@eaw@w dhAh P Feter BErOVRenory needs

to be rel atdotesideo Hrd ypaiwmhmzyswcaétia&drmmm hend hpse beyond,
.e., before or ter_t

: hat ar t EEP whi ch subj ect to the
pr ocedur e R hFY ag‘fre%?’a’?’?% ‘W‘? h?}hu? R PEHG R v S}‘B’é %& Sﬁé‘ﬁt ed all
addr esses cmatrimtcmds anem*e:,ome@ duningnghd mulaseblcmf:kdemrbpteans@ndglbut

not a physigal, S Fur tiher d "EOf a0 é)&rlﬁi be an 4
i dentifi catl on %g egbélsexi-(?lgwS Q%elgqgérilﬁdﬁ%y one ora tggﬁuThl S
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addr essi nqnélﬁofﬁqm&&@hoxe gAs dru@stqnéxh@rgseé@@m@é\:@&r@sfafe designBdEa€ 20a
or a menory, bl ock to be sear ?g %ﬁlromthe begi nni ng

until the alp’p'i‘]&?)‘?llgi%t? de‘i”lrt‘i'? c’afl%ﬂec%g he BREhG VRTEPPTHg to a
further aspechitéctheepresest addrastsesn arerdhotribusedgnallcanekythacrease
t he perforrgagg ~of said search procedure is provided, too. No other part of
the ROM co % refer to any physical address in the def ragnent ati on
portion of the EEPROM

Also the file access mechanisms use fixed physical addresses
in order to use files or blocks allocated in memory. A
defragmentation of the memory would move memory blocks within
the whole EEPROM range. Consequently, all references to
physical addresses would have to be updated in the chipcard.
This requires a high programming effort and will decrease the
performance significantly as in most of the cases it will be
impossible to reach two addresses to be written within one
EEPROM page.



-A-power failure buffer which has advantageously the size of one sub-unit of
the EEPROV i.e. a page, e.g., of 32 or 64 bytes length, nust be

i npl emented such that on a power break the content of thi s?ﬁcﬂg% ffer
"is witten back to the physical address being assigned for' at a.
Basically, said buffer can be used as packtrace or, as a wite forward
buffer as well. As an advantage to be associated to the inventional
concepts chi pcards can be defragnented. which increases the usage val ue of
them |IDhepasthenl ancl dee iddfviea ittt iofh tired hdef iragmdmn pa el dn pabbmem

| t t t { hj
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met hod ganipe %dféﬁti%&%Q%S|a)ga61Uis(m&$dviéﬂ | Sthawd £di 081, desmpdkihdeos When a
trial to C 1 ~0~~ a||OCﬁ e nenpry was not successful, or, it

can be H?V%Enbﬁﬁag ﬁoé:?‘oﬁreoéieé\ﬁ%a %12 onothers gemeragthnd,

or any byhénteveibnhavrigiga apptatidekl tofthenmerdn f@nosyaapdel ability.

, 3. BRI EF DESCRI PTI ON OF THE DRAW NGS The present invention is illustrated
by way of exanple and is not |imted by the shape of the figures of the
acconpa@9nagaueanilygd ti musti de rRigpible om sgiwrml ikrealr ekent ati on of the

St 1 UCt UEBoBho BrUBED D hHEL Y1 SGH RRCULidite (h A5 £HP Ol MEQL L the present

i nvention, Fig. is a schematjc representation of e physical and | ogical
el errent?e%PBPlnEaPtr &opdthe iand 1ot d’é’f‘?‘ SHEREIYR kR ess” according to an
enbodi nent of the present invention, Fig. 3 is a schematic representation

of the ps defra na |ncI i the features.,of the
Cort oo thEr RELLoRPBsRHago, TS, Sty thd i e ERR P BBl venT Wit
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fi gur estan@nyi e tegadiian afpitds &ERWbé@}QfSW@ﬁW oclko‘BeVgrgl ven next
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the size of any copied EEPROM range

As during a complete defragmentation process up to the whole
EEPROM range might have to be copied, e.g., if a hole is in
the very beginning of the EEPROM, and the memory space is a
very limited resource on chipcards it is impossible to
Aprovide an appropriate Backtrace or write forward buffer to

restore the EEPROM information after a possible power break.

Thus, in the state-of-the-art technology it is not possible
to perform a defragmentation of the EEPROM in chipcards by
keeping the rules of 100 % power failure resistance.

A need thus exists to provide a defragmentation method which
requires only a minimum of programming effort and of

additional memory space beyond the



.be two bytes |Iong and one of block is allocated or not. Afield 12 for the
object ID conprising 1 byte in the present 19 D E C 2002 ,0 exanple is
provided in order to identify the present nenory bl ock. ThflsgiBErﬁ iZU tion
-is a nmust as its function principally cofsists in |ocating any particul ar
menory bl ock by searching the nenory sequentially. In other wrds, said
object IDT S fupctjonal,ity. of P, i cal . LT ry.
Advantageod%%bgggaﬁ§g%5 iggggﬁe?%:%%ﬂthﬁ tﬂ%gngﬁﬁ?%i F%ﬁ%ﬂ?gthF%§§E§ .
Further, a Wwheld kSepind tiyé eribeprofi ded §opohet diagl the pasestance.
identification of the object in the hierarchically 'structured nane space.
Afield 14 is provided which holds information about the object type. This
field is acomenti opalg fbehdcandespesidves | & thecABADrYnd! askrdascrihes a
file, or a directory or any other type of |ogical or physical ‘devices in

t he conput i df agTeniNexy , meMdwy dAeFifes the fidrerytgert | fdegdtdesn hgving
provi ded. t ' i i ficatli gﬁ&Qri S L.ch ferm t he.Ranme
of the fil e?g%%ée(gt okfil?&we%fcé.: .dﬁrt er,watsrﬁeerter\g%soglgrc%\%i \(ljweg %glg%ﬁ\r%‘enpﬁ%g%l
field 18 hoteemgnditiee coniesl of nf @0 natponer anal=Iunal tgsisnaackiel d 20 the
data of the block are found. Wth reference to fig. 2 and just describing

| ogi cal aspects of the inventional concepts and not the real inplenentation
in hardwareza scheumbd€y representation of the essential physical and

| ogi cal el ements which participate in the defragnentation process is given:
The portion 34 of the nenory to be defragnented is structured in pages 35.
He def r agmpt abhan oPrQRESSHbRi KENEHR! Bk Myn@ JRSERERLAr is 19 DpEctid@02

two sets of descriptors having each at least three
decriptors and each set 1s used 1n an alternating manner for
defining the location of source and target of the copy
operations which are to be performed during the
defragmentation procedure. The defragmentation procedure is
performed as sequence of copy operations on copy chunks,
i.e., a certain number of sequentially arranged bytes to be
copied being part of a wvalid data block to be copied. In
each of said copy operations in said sequence the values
which are assigned to said desciptors change. During the
whole sequence of copy operations comprised of the
defragmentation process, one of the two sets of descriptors
holds information which is usable for restoring the contents
of a copy chunk in case of a power break during a copy
operation of said copy chunk. Thus, defragmenting 1s a safe

procedure, and data integrity 1s assured. Basically, the



.control unit 32. Said unit is connected to an internediate buffer 36 which
has the function of a conventional wite forward buffer, or a backtrace
buffer. Principally, both ways can be taken. The operationfggiaggLEBﬂ | at er

-with reference to fig. 3 is realized using the connections 2

menory and the control unit, and the control unit and the back trace

buffer, respectively. Wth reference to/fig. 3-a schematic representation
of the essential steps during the defragnentation process is given
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of three descriptors each are provided, each set of descriptors contains

the fol lp&Mmo@iaus&Uﬁsteahenawe%rde%@tptt@fog‘eo ﬂmgofw&é@al addr ess
of the nenory location to whi ch the rtist of the EEP needs {o be copied
toi.e 3FHEAWRIFRsREOFOPALIPTRS: 38y HH AT Y Hrol'e ® 1 tHhS THRANCET | ed

Desti natpondlot haer mayTangeeBsienter ifngr thee nexto viedrs{ I slfopld poses of

descriptjion, T escr or. tal, t 1Y.Sd K- ess of the
menory Ié(')%a }oﬁgf§8§§\$\2 gh%t%hléﬂr et g’%#ﬁﬁ%s@oﬁdﬁ g%d%opi ed i.e. the
addr ess efmpheingndeyigkboodt tive Hudeslkreafedrs.he first available hole. It
is thus called Sourc~Pointer. The third descriptor contains the address of
the second, i.e., next available hole. It is thus called NextPointer for
the purpdSesr@indeder i prPBAIMTALS| &gt ANBf BRARNY 0 LH¥SREHPEd Ay TE¥

cal cul at@&h@&/léﬁet@ féﬁée@%%ﬁa@%htt@%ﬂom rerS85&h1 RO ABGi 488 segend

descriptor. The~three descriptdrs are present tw ce as descri bed above.
However eatksoneisat of d@‘s@:l’rllppérﬁoif@aaéﬁl vangt avhigh. V\ﬁﬂ-t‘ﬁsset‘:h@f

descr i pt Qe SnaGLLVELRS AELOIIN NS Py 220 ' BEL i ves bl gk {d.ag'e ol S one

bit of ano yte1n automatrical Ty deternlnes Fﬁ% va idity
of bl ockpsefedtandabdiock sbé ®hoBAs ektgnbit can only be recogni zed as
either "1" or '0" by definition of this systemthere is always one bl ock
being the active block. Thus, the flag is called a 'Valid Block Flag'.

Anot her Thag hehogyposaybly repr eshst edhtiiprawgh anhouler byt e des ighedEEPROM
|nd| cates, whether defragnentation is active. Thus, it is called
DefragA%?‘F?’édF‘P%gto frlﬂ‘é fet LQyiBAt SFNBRSi s performed as is described in
conjunction with the enunerated steps below Step 110: Load descriptor set
1 with the appropriate addresses (Source Pointer = start address of first
hol e, Tahg¥t rPépHeace= taddhes SERROMINaRGIDAESHS dro e eredelki veoi Bher =

address ghi1pexixBal ehysical addresses may be those beyond, i.e.,
before or after that part of EEPROM which is subjected to the
procedure of defragmentation., Within the range to be
defragmented all addresses must be relative, i.e., a length
of a block may be existing but not a physical address.

Furthermore, any memory block needs an identification code
being represented by one or more bytes. This identification
code replaces the usage of physical addresses. If memory
addressing is required, e.g. due to the selection of a file



"Step-120: Set the ValidBlockFlag to indicate the descriptor ,19 DE C
?.a0~. 13, set 1 to be the active block. Step 130: Set the DefragActive
Flag to the status "Defragnentation Active". Step 140: Copy a nunber of
"bytes up to the size of =an EEPROM page to the Backtrace buf ﬂe? Dﬁ@@@gt
address of the bytes to be copied to tQ@ Backtrace~Buffer is the addre
contained in the active Source Pointer.” Concerning now a speci al case not
explicitly depicted in the drawi ngs, in whi.ch the copy source overlaps with
the end obr, at mentcanygdilodk ethe tvieo ko pFERROM enepds at ¢ obeoseawcheds firben dat a

of it's own _seurce .F vioi di cgﬁék e. i Lop_ad s,qf the
entry int g gggﬁiﬁiéytghf%g nmust Dbe %é?f?%gthggi%%?gééeg?ﬂtgéggeé i nation
descri pt oPeiterfefgyt t he backtrace buffer is used in the function of a
wite-forward buffer in this case. The length of bytes to be copied is
determ ned hy the address_of the destinatjon descriptor up to,the address
of the neXeTEERRON i@ HHIFHGS FTPBTHErE {LIE ORECTARE NERECBESER fn
chunks of nigthoghge FHizmihicdnwly | inccezss ethdepspetdmahcthef said
defragnen i.OR. S £ [ ot er ints to a |lower value than the
addr ess o%%%ﬁgﬁhéﬁgxggggfklﬁ%g@ﬁﬁgﬁ% afytgﬁé | ength of bytes is deternined
by the difference between the content of the NextPointer mnus the content
of the Sow.CeReidH gj’artsff&ﬂo tﬁ?@ﬁ@@%d@é%é\_ﬁ'ergé‘&i‘t£@C§n§‘uf>f19§ib91°rder to
allow storing the data into the destipation address after a 8055|ble power
break. Anf fidt 1the dFfragrrokatior Retbhelri el rBBEoEEPRUMeti on of the
backtrace buffer such, that after a new power-on the 19 D E C 2002 14

A power failure buffer which has advantageously the size of
one sub-unit of the EEPROM, i.e. a page, e.g., of 32 or 64
bytes length, must be implemented such that on a power break
the content of this backtrace buffer is written back to the
physical address being assigned for the stored data.
Basically, said buffer can be used as backtrace or, as a
write forward buffer as well.

As an advantage to be associated to the inventional concepts

chipcards can be defragmented which increases the usage value
of them.

In particular, the defrégmentation method in chipcards can be
realized such that any power interruption at any time within
the defragmentation process does not affect the data
integrity of the chipcard.

Further a two-stage memory allocation is provided
advantageously with a defragmentation process between a first
—-unsuccessful attempt of memory allocation and second later
attempt of memory allocation. Therewith, a defragmentation
on-demand is realized.

Further, such a defragmentation method can be advantageously
automatically started on demand, i.e., when a trial to



.data in the backtrace buffer will be copied automatically into the
destination address of the backtrace record. This function is called the
backtrace restore function. Step 160: set the DestinationPointer of the
-non-active descriptor set to the value of the Destinati oan‘gtBE@leg g)e
nunber of bytes in the Backtrace buffer. Now, the DestinationPoin 89 nts
to the next |location where to store tHe next data. Step 170: Set the Source
Poi nter of .the non-active descriptor set to the. value of the SourcePointer
of the aahiowRtdesEndPiwsLindt USuébessStae, obr ani EEEREMVbRaGR 1 vieeCis} o 175,
Step 180: |f the SourcePointer of the nonactjve descriptor set is |arger
than t hEOREX BOIHRASY SICHeE Sk FYRIARYCr DBt oPY 58t Us EFe HOPBRRCC Lok ATy |
non- act-othedesBiartt Aoy g dbogenhbisl epnil@enStepnlfemotgygl e the active
descri pt oré%e ib{}torder to make the non-active descriptor set being the
active G&& a& Jt and consequently the active descriptor set becones
the non-active descriptor set. Step 200: Invoke the backtrace restore

function a i TESN PRas This function copies the bytes
of the'%' BRI DHEK 0 o |nw'%(i%% address which equal s the
content of the active DestinationPointer. If the backtrace restore function
was per o cHGRe S Vion - 5, i M G H0HAt8AYbPOMEY BiFealkampd@Ciaiddn 202-

t he backtrace reco 3@&5 nade%énvalgd ﬁStﬁf 205 ang Be backtrace buffer is
then aufGiatiO 19 dY oifiel SEgRs 9% 0t heLELaRESS (Hb hRBoBLE P AcRAfdla0
until tkeawik®d im GROAP: 15 defragnentation i s conpleted - decision 207.
After a power break situation the whole process is continued according to
the information stored in and read from ~- step 220- the BacktraceBuffer,
as are dti9edst the IBef? agrBsirationARprnasanpnt \en | @Bl ddier| agrageurae
appropriate active ck, st en e i pca [ Lves e first
command after the AggaebaToﬁ Qgg? i?ﬁg%g%gssggégcc%§5?%g§k§ tﬁ%pfo%+omﬁng
steps: Step 225 to 23@odGhrecitc wifetther pideesadef riagActtien Fl ag i s set -
decision 225 , if no, invoke the backtrace restore function -step 227- and
continue with normal operation -step 230. Step 240: O herw se determ ne the
active descriptor sdts ascadhiamatiac t hepYakedBhotkhl agf Beel spaps24a8] Step

250: If the DefragActive_Fla s found actjve, and the BackTraceBuffer
contains valid data&% béoﬁbgf‘ d SIFREEHNWBAEh At GIRHEE addr eS8 0f t he

active Destination RaiffgimaMctdt e Destdhatdon addregsngf the Backfrace

Record -step 250. If the addresses match, delete the Backtrace Buffer and
go to step 140 of t igabssbwendc@fartings present invention,

Fig. 3 is a schematic representation of the steps
during defragmenation including the features of

the corregponding contrel flow.

4. DESCRIPTION OF THE PREFERRED EMBODIMENT

With general reference to the figures and with special
reference now to fig. 1 an example for the basic memory
structure an allocated memory block 8 is given next below.
Said memory block comprises a conventional header field 10 in
order to fulfill conventional tasks within general memory
management. Said header might be two bytes long and one of
the bits may indicate, if the block is allocated or not.

A field 12 for the object ID comprising 1 byte in the present



-1 f..the addresses do not match, go to step 200 of the above scenarios. The
scenarios fromstep 110 to step,240 describe a full function solution to
t he Defragnentation probl emworking at high perfornmance. ﬁ%ﬂg{ Eléggﬁtions
"of the scenarios are possible, e.g. the nunber of bytes t E:p' to the
backtrace buffer may be al ways the Ieng}h of an EEPROM page where the
source is being fetched always from ~ 9 DEC 2002 16 valid bl ocks. It
shoul d be noted that the descriptors need not necessarily contain the
addr ess i nfinpld Ofk | Préeide@f ipUbedaddresseentlifst edth pheyeganmenotgi n
rel ative distances between two physjcal addresses in order_to be enabled to
cal cul at e Bl aBeond 1By si N er Etsi M t hi g he? helPpSof aSfi 88 phyBFEAPD
addr ess and..sai.d. .di qgfﬁgl' I hj y i-§ LPNS to
t.he speci z:ﬁi‘ %gdslg)ralplplt%{)r aylgéu%S ajferggia aeé {%é bééﬁ%ggﬁgif%%ggfb?ggg%{érggﬁbg
skilled irbyt heearthingltok teemrar eselwesmtiablbe Inclofded iworde seopé of
the cl ai ns _as pended _bel ow. Further variations and additio
applicatiéﬁ?eﬁﬁptﬁg FRPERETVe "&nc %ﬁ%t%%.aiﬁf%oﬁgi eﬁ%ﬁy%icﬁge dfref8o: A
conbi nat i o afhd heenBest - Fdvadlt Heeiuohy mesdedi 5N tangedyaat ageshshythe
conbined with the 'automatic' defragnentation nmethod, , i.e., the on-denmand
feature ofMaMEHREIRHA IHveMITH-©The defragmentation method can be
provi ded such that it automatically resunes defragnentation after a power
break. The defragnmentati on nmethod can be provided where nultiple sets of
descri pt orfaitrhensed fiielod de3 oD I ebybe tefpoonidedtfon héléing pbeer
break. Th ! ods C b, n S k ,pcards
or ot her | Bt o e e Ry Y oA na Pa Ly
sof twar e rEdgdiftaazed armarsP#eer backtrace/wite forward buffer provided
t hereon can be used to store information relevant for the resune of the
def ragnent at j .on. ~ 9 DE C 2002 Further, the [nvent|onal_ nethod of
defragnemﬁléf%#ﬂnﬁ%/%§H9¥ﬁy+ SfRAER NI 7 ?ﬁm?hlﬂ%rﬁaﬁ?g.tgﬁus, a
safe wit elgperatiype carhie fissld etls & ncofreenvi egol Nnfispécahdcapeonfibke
i nvention , I | ence; pechf | r
enbodi nent” ﬁggigﬁﬁgfnyéﬁﬁgkﬁ%%%%%?ﬁgéegegf%ghﬁoﬁh%ta%ggfgéggﬁégi%Pgations
and chang&hryy erenrie 19@ie2b oFt Pbusicepadevhees rbm the BPBRUELNGpirit
and scope yfit he invention as set forth in the appended clains. The
specification and drawi ngs are accordingly to be regarded as illustrative
rather than in a restrictive sense.

Next, a field 16 for the file identification is provided. the

file identification comprises two bytes which form the name
of the file, directory, etc.

Further, there is provided a conventional field 18 holding
file control information, and finally, in a field 20 the data
of the block are found.

With reference to fig. 2 and just describing logical aspects
of the inventional concepts and not the real implementation
in hardware a schematic representation of the essential
physical and logical elements which participate in the
defragmentation process is given:

The portion 34 of the memory to be defragmented 1is
structured in pages 35. The defragmentation process 1is

controlled by a descriptor



19 DEC2002 CL Al MS 1. Mthod for defragnenting nenory devices in

whi ch devices a nunber of valid data bl ocks are copied sequentially and
stepwi se as a sequence of copy chunks froma first positi second,
~optim zed position in said nenory device, the method corrprfgl ﬁf@h@ﬂ@Zeps
of : using at |least two sets of descriptors in an ' alternating manner, each
set of descriptors being used for deffihing the-source |ocation, target

| ocation of a first copy operation on copy chunks being part of a valid

data bl ol {0 D%6001 85, 8Bal iR 0S8 bHnBLeblC RN TeRhRlydtSecond

Copy operatlon subse uent I rs one, I n whi ch hod at | east one
set  of desfcﬁmpt%ﬁswlhbmshaﬁféhﬁatuaﬁtbennefuéaspeVﬁBFlP@@tloMrﬁ&ec he

content Sfdlfwé)r&q&ufE@HnkornaCBaekeEa@epgu@afeQr e@kieluri 415 ,CHBL ORIy i on
on said copy chunk. 2 e nmet hod accaordin plied to nmenory

p
of conpftahPRletrken- h'Ebf"nﬁPFEGEéBHShQPE%ngQnEa§81rt\Y\’/a’ntg’ FESEREE 3. The
nEthodéﬂﬁxmibng3tﬂscfeanliedlnsmhgchhe eehnettdeaerbptaesnurnylses at
| east three descriptor descri ptors id d f‘r ng
i nf or matiEIPTE B1S {;18 %?Pﬁ’éo\]la}lf’a{:bl 8eR 5 E' g8n 8\1 lﬁ’e ﬁos%th%ons of
hol es i rhariposeacdebwbtaryakedpbtbikelys. The nethod accordlng to the
preceding clains, in which a set of descriptors conprises three
descriptors, the set of descriptors being used for ~ 9 DE C 2002 19
copyi ng Wdgy Eefekenceata §ég- béi AgSENERATIEd TERERSERAALA M Ot 1R of the
descri ptedserctoigl | Sesps ndwr hreds | Oie odle £ hegmeixt a hdde p05|t|on in the section

f b t to,th f t at i

copy. dedTT T EncaLAT HE™: ABSHURENBop CoBBPANIOAL 4 CEBEER o B the
descri ptarsrespepnd shggcont oorafilow .oThehexsmale pefetmomoof t he copy cthunk
to be copigd, §9968609“h688f&9§m%%{% %p oPREHA! 63N @Jadcd)

Conpr|S|ng In orna OosI TI on O next hole afte sai d copy
chunk. iEEPROM memory 34.

As defragmentation of the memory 34 always takes large
portions of time it is important to avoid any unnecessary
defragmentation. Unnecessary defragmentation is a
defragmentation which is not necessary as there is still
enough space to allocate a block. Consequently,
defragmentation according to a preferred aspect of the
present invention is recommended only when a memory
allocation fails due to the fact that no more memory is
available in the EEPROM.

If a block of memory is requested but no continuos memory of
the requested length is available anymore in the chipcard,
defragmentation is started. According to this embodiment,
this has to be done by the steps described below.

Two sets of three descriptors each are provided, each set of
descriptors contains the following structure:

The first descriptor contains the physical address of the
memory location to which the rest of the EEPPROM needs to be
copied to i.e. the address of the first available hole. It is
thus called DestinationPointer or TargetPointer for the



.5. The net hod according to the preceding claim in which the size of said
chunks corresponds to a nenory sub-unit, such as an EEPROM page. 6. A

nmet hod to operate a chipcard holding the nmenory to be defragnen
a nmethod according to one of the preceding clains is starteq g
after a trial

a progra g@ggyggiégﬂgg%é»&ﬁgﬁ@@plication serving as a host for the

conput er

evi ce hol di ng sai

Dbl

of menory al’l ocation whigh coul d not be satisfied. 7. The
nmet hod according to the preceding claim of which the start

ich
ly

Is triggered on

menory to be defragmented, or on a predefined

action of a user associated with the conputer device holding said nenory to
be defragoret edcofll aBsamy pebieicoptedels ik plgica. Adfeqpcart 41e ng

d i f def ' h ' f
Phe ot ai ritesSF8 55catSaRC A MRy oo Gitr niion Sl AT R hEa

19 D E C eofRededueedtpet eddiralssofo thahdenwaremony sdfltogste are snlodde s fiteeing

programegd, LN r . f.ar defr.a tatd i o one of
Phe ci i mEnb ForBe avdsTREIe s s " F T it AT BE AR I St e
menory bl ock1012obj ect identification code (1D)13parent object |Dl4object
typel6fil enk DLl kheqeqeih @l o i RLIngN 401 & ddaled 32 das A Pt RN T Ol

uni t 34portion of nenor

y.to /
ff.steps ofSthePEVeAVPINEPIReIIE - 1k 1Ry TAWS galded NextPointer for

. A. AASE. AbhdypuAdypeshbfAHRsAriAL IAN ANfheAll'endithAloFAbyE e to be copied
may be calculated by the difference from the third descriptor

and the second descriptor.

The three descriptors are present twice as described above.

However only one set of descriptors is active at a time.
Which set of descriptors is active is determined by an
'active block flag', this is one bit of another byte in
EEPROM which automatically determines the validity of Elock
set 1 and block set 2. As this bit can only be recognized as
either 'l' or '0' by definition of this system there is
always one block being the active block. Thus, the flag is
called a 'Valid Block Flag'.

Another flag being possibly represented through another byte
in the EEPROM indicates, whether defragmentation is active.
Thus, it is called 'DefragActive Flag'.

The defragmentation is performed as is described in

conjunction with the enumerated steps below:

Step 110: Load descriptor set 1 with the appropriate
addresses (Source Pointer = start address of first hole,
Target Pointer = address of valid block after hole, Next

Pointer = address of next hole.

Step 120: Set the ValidBlockFlag to indicate the descriptor

he defragnent ed36i nternedi ate buffersteps 110
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write-forward buffer in this case.
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The length of bytes to be copied is determined by the address
of the destination descriptor up to the address of the next
EEPROM page boundary in order to copy the next block in
chunks of the page size which will increase the speed of the
defragmentation.

In case the NextPointer points to a lower value than the
address of the next EEPROM page boundary the length of bytes
is determined by the difference between the content of the
NextPointer minus the content of the SourcePointer.

Step 150: activate the Backtrace buffer in order to allow
storing the data into the destination address after a

possible power break.

Any power failure will invoke the automatic restore function

of the backtrace buffer such, that after a new power-on the
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1Q!Sy%10%ﬂﬁ%iﬁﬁ thd WA £3c8 B0 Pe 011 be copied automatically
into the destination address of the backtrace record. This
function is called the backtrace restore function.
Step 160: set the DestinationPointer of the non-active
descriptor set to the value of the DestinationPofhter plus
the number of bytes in the Backtrace buffer. Now, the
DestinationPointer points to the next location where to store
the next data.

Step 170: Set the Source Pointer of the non-active descriptor
set to the value of the SourcePointer of the active
descriptor set plus the size of an EEPROM page.

Decision 175, Step 180: If the SourcePointer of the non-
active descriptor set is larger than the NextPointer of
the active descriptor set, then recalculate all non-active
descriptors according to step 110.

Step 190: Toggle the active descriptor set in order to
make the non-active descriptor set being the active
descriptor set and consequently the active descriptor
set becomes the non-active

descriptor set.

Step 200: Invoke the backtrace restore function as being
performed after power on. This function copies the bytes
of the backtrace record into the destination address which

equals the content of the active DestinationPointer.

If the backtrace restore function was performed
successfully, i.e., without any power break - decision
202- the backtrace record is made invalid -step 205 and
the backtrace buffer is then automatically deleted.

Step 210: Continue the process at step 140 until the
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according to the information stored in and read from — step
220- the BacktraceBuffer, as are at least the
DefragmentationActiveFlag, ValidBlockFlag and the appropriate

active block step.

Whenever the chipcard receives the first command after the

Answer To Reset it processes according to the following
steps:

Step 225 to 230: Check whether the DefragActive Flag is
set- decision 225 , if no, invoke the backtrace restore

function -step 227~ and continue with normal operation -step
230.

Step 240: Otherwise determine the active descriptor set
according to the ValidBlockFlag.

Decision 245, Step 250: If the DefragActive Flag was
found active, and the BackTraceBuffer contains valid data
to be copied -decision 245- compare the address of the
active Destination Pointer with the Destination address
of the Backtrace Record -step 250. If the addresses

match, delete the Backtrace Buffer and go to step 140 of
the above scenarios.

If the addresses do not match, go to step 200 of the
above scenarios.

The scenarios from step 110 to step 240 describe a full
function solution to the Defragmentation problem working
at high performance. Minor alterations of the scenarios
are possible, e.g. the number of bytes to be copied to
the backtrace buffer may be always the length of an
EEPROM page where the source is being fetched always from
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It should be noted that the descriptors need not
necessarily contain the address information in form of
pure addresses. Instead, they can contain relative
distances between two physical addresses in orde;=to be
enabled to calculate a second physical address with the
help of a first physical address and said distance bit
length. In this context many modifications to the special
descriptor layout are able to be appreciated by a person
skilled in the art. All of them are deemed to be included
in the scope of the claims as appended below.

Further variations and additional applications of the

inventive concepts can be considered as useful, too:

A combination of the Best-Fit-Allocation mechanism can
advantageously combined with the 'automatic®
defragmentation method, , i.e., the on-demand feature of
the present invention.

The defragmentation method can be provided such that it
automatically resumes defragmentation after a poWer
- break.

The defragmentation method can be provided where multiple
sets of descriptors are used in order to resume

defragmentation after a power break.

The defragmentation method can be advantageously used in
chipcards or other computer devices having a reduced
potential of hardware or software resources, and any
power backtrace/write forward buffer provided thereon can
be used to store information relevant for the resume of
the defragmentation.
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In the foregoing specification the invention has been
described with reference to a specific exemplary
embodiment thereof. It will, however, be evident that
various modifications and changes may be made thereto
without departing from the broader spirit and scope of
the invention as set forth in the appended claims. The
specification and drawings are accordingly to be regarded

as illustrative rather than in a restrictive sense.
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1. Method for defragmenting memory devices in

which devices a number of valid data blocks are

copied sequentially and stepwise as a sequence of

copy chunks from a first position to a second,

optimized position in said memory device,

the method comprising the steps of:

using at least two sets of descriptors in an
alternating manner, each set of descriptors being
used for defining the source location, target
location of a first copy operation on copy chunks
being part of a valid data block to be copied,
and the location of the destination of a second copy

operation subsequent to the first one,

in which method at least one set of descriptors
holds information being usable for restoring the
contents of a copy chunk in case of a power break
during a copy operation on said copy chunk.

2. The method according to claim 1, applied to memory

of computing devices having reduced hardware and
software resources.

3. The method according to claim 1, in which a set of
descriptors comprises at least three descriptors,
said descriptors being provided for holding
information usable to define valid block positions
and the positions of holes interposed between valid blocks.

4, The method according to the preceding claims, in
which a set of descriptors comprises three
descriptors, the set of descriptors being used for
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copying copy chunks, said set being organized such

that a first one of the descriptors comprises
information on the next hole position in the section
of memory being object to the defragmentation
procedure, and serving as copy destination during
the next copy operation, a second one of the‘;
descriptors comprising information on the start
position of the copy chunk to be copied as a source
during the next copy operation, a third one
comprising information on the position of the next
hole after said copy chunk.

5. The method according to the preceding claim, in
which the size of said chunks corresponds to a
memory sub-unit, such as an EEPROM page.

6. A method to operate a chipcard holding the memory
to be defragmented in which a method according
to one of the preceding claims is started
avtomatically after a trial of memory allocation
which could not be satisfied.

7. The method according to the preceding claim, of
which the start is triggered on a program command
issued by an application serving as a host for the
computer device holding said memory to be
defragmented, or on a predefined action of a user
associated with the computer device holding said
memory to be defragmented, or on any other

predefined event.

8. A chipcard being programmed in order to perform a
defragmentation method according to one of the
claims 2 to 5.

9. A computing device other than a chipcard having a
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reduced potential of hardware or software resources
being programmed in order to perform a
defragmentation method according to one of the
claims 2 to 5.



10981 & ()-h 10981 & ()-h 10%1 & ()-h 109l & ()-h Normal " "Heading 13]c"
"Headi ng 23] c" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading 63]c"
"Headi ng 73] c" "Heading 83]c" "Heading 93]c"A "Default Para ;}d}EEgggp@

- " &, 27=CD"IXP/ V[ kaci n8opt vxz| ~E} ! O¥®pM*qs OPQRSTUVWKYK" 0$* . B157: P<n _MpPW
SWVOY[ ~bf hokngdrrrrsnessZ[\]”_" abcdef gti j kIl mopqr st uvwxyz{| } ~6Ti nes New
RomanAri al Couri er New'h Root EntryWrdDocunent

" #$UR' ()*+,-./0123456789; ;

<=>? @\BCDEFGH JKLMNOPCRSTHAABED [ T AREERREEFH 1P F ®'Pmopar st uvwyz{ | } ~

8 allocated memory block

10

12 object identification code (ID)
13 parent object ID -
14 obiject type :
16 file ID

18 file control information

20 use data

32 descriptor control unit

34 portion of memory to be defragmented
36 intermediate buffer

steps 110 ff. |[steps of the inventional method




