Descri ption

Title of Invention: | NFORMATI ON PROCESSI NG DEVI CE,
| NFORMATI ON PROCESSI NG METHOD AND PROGRAM

Technical Field
[ 0001]

The present invention relates to an information
processi ng device, an information processing nethod and a

program

Background Art
[ 0002]
Conventionally, DRM (digital rights managenent) has
been used for preventing unlimted use of contents in
el ectroni c devices, for exanple, novies, nusic and novels

(see, for exanple, Non Patent Literature 1).

Ctation List

Non Patent Literature

[ 0003]

Non Patent Literature 1: "DRM[digital rights nanagenent]
IT TermDi ctionary e-Wrds", online, retrieved on August

24, 2015, Internet URL: http://e-words.jp/w DRM ht m

Summary of I nvention

Techni cal Probl em



[ 0004]

However, in conventional DRM the data provider
unilaterally prescribes data-use terns and it is not
assunmed that the data user presents desired use terns.
Therefore, matching of data-use ternms cannot be perforned
bet ween the data provider and the data user, resulting in
a failure to establish a data-transaction market
[ 0005]

Therefore, predeterm ned aspects of the present
i nventi on have been made in view of the above problem and
enabl es matching of terns of data use between the data

provi der and the data user.

Sol ution to Probl em
[ 0006]

An i nformation processing device according to an
aspect of the present invention conprises: a data
processi ng nodul e that processes data; an acquisition
unit that acquires object data to process with use-policy
data indicating a data-use term prescri bed by the data
provider; a storage unit that stores use-specification
data indicating a data-use termfor data that can be
processed by the processing nodul e; and a determ nation
unit that determ nes, based on the use-policy data and
t he use-specification data, whether or not the acquired

obj ect data can be processed by the processi ng nodul e,



and the processing nodul e processes the data determ ned
by the determ nation unit as processable.
[ 0007]

Al so, an information processing nmethod according to
anot her aspect of the present invention conprises the
follow ng steps executed by a conputer: an acquisition
step of acquiring object data with use-policy data
i ndicating a data-use termprescribed by a data provider;
a determ nation step of determ ning, based on the use-
policy data and use-specification data indicating a data
use termfor data that can be processed by a processing
nodul e, whet her or not the acquired processing-object
data can be processed by the processing nodul e, where the
use specification data is acquired froma storage unit
that stores the use specification data; and a processing
step of processing the object data determ ned as
processabl e.

[ 0008]

Al so, a program according to anot her aspect of the
present invention causes a conputer to perform an
acqui sition step of acquiring object data with use-policy
data indicating a data-use term prescri bed by a data
provider; a determ nation step of determ ning, based on
the use-policy data and use-specification data indicating
a data use termfor data that can be processed by a
processi ng nodul e, whether or not the acquired

processi ng- obj ect data can be processed by the processing



nodul e, where the use specification data is acquired from
a storage unit that stores the use specification data,;
and a processing step of processing the object data

determ ned as processabl e.

Brief Description of Draw ngs

[ 0009]

[Figure 1] Figure 1 is a diagramillustrating an exanple
of a schematic configuration of an infornmation processing
system accordi ng to an enbodi nent.

[Figure 2] Figure 2 is a block diagramillustrating an
exanpl e of a schematic configuration of hardware in an

i nformati on processi ng device according to the enbodi nent.
[Figure 3] Figure 3 is a block diagramillustrating an
exanpl e of a functional configuration of the information
processi ng device according to the enbodi nent.

[Figure 4] Figure 4 is a diagramillustrating exanpl es of
dat a- use terns.

[Figure 5] Figure 5 is a flowhart illustrating an
exanpl e of processing in the information processing

devi ce according to the enbodi nent.

Descri ption of Enbodi nent
[ 0010]
An enbodi nent of the present invention wll be

described in detail belowwith reference to the



acconpanyi ng drawings. First, definitions of terns wll
be provi ded.
[ 0011]

"Modul e" refers to an artificial object having a
data processing function, the artificial object being
hardware or software or a conbination thereof. "Use
policy"” refers to data-use terns prescribed by a data
provider, and it is supposed that each piece of data is
provi ded with sone use policy. Al so, "use specifications
for a nodule M refer to data-use terns for a nodule Mto
correctly process data, which are prescribed by, e.g., a
devel oper of the nodul e.

[0012]
[ Enbodi nent ]
<System configuration>

Figure 1 is a diagramillustrating an exanple of a
schematic configuration of an information processing
system 1 according to an enbodinent. In the information
processing systeml illustrated in Figure 1, for exanple,
a first information processing device 10A, a second
i nformati on processing device 10B and a server device 20
are connected via a wired or wreless network N such as a
br oadband Ii ne.

[ 0013]

The first information processing device 10A is, for

exanpl e, a PC (personal conputer), and processes data.

The second i nformati on processing device 10B is, for



exanpl e, a smartphone, and processes data. For the

i nformati on processing devices, reference nuneral 10 is
used where it is not necessary to distinguish

t her ebet ween.

[ 0014]

The server device 20 is, for exanple, a PC, and upon
bei ng accessed by the first information processing device
10A or the second information processing device 10B,
recei ves and holds data or transmits held data.

[ 0015]

Al so, the server device 20 stores DRM object data.
Exanpl es of the DRM object data include, e.g., audio data
such as nusic, video data such as novies, text data such
as books, nedical/nursing care/ health data, purchase data
and | ocation/ behavioral data. Here, each of the first
i nformati on processing device 10A and the second
i nformati on processing device 10B may be the provi der and
a user of the DRM object data.

[ 0016]

<Har dwar e confi gurati on>

Next, a hardware configuration of an information
processi ng device 10 wll be described. Figure 2 is a
bl ock diagramillustrating an exanple of a schematic
configuration of hardware of an information processing
devi ce 10 according to the enbodi nent.

[ 0017]



As illustrated in Figure 2, the information
processi ng device 10 includes a CPU (central processing
unit) 102, a RAM (random access nenory) 104, a ROM (read-
only nenory) 106, a drive device 108, a network I/F 110,
an i nput device 112 and a display device 114. These
conponents are connected via a bus so as to be capabl e of
mutual ly transmtting and receiving data.

[0018]

The CPU 102 is a control unit that perforns control
of the respective devices and a conputing operation
and/ or processing of data, in the conputer. Also, the
CPU 102 is a conputing operation device that executes
prograns stored in the RAM 104 or the ROM 106. The CPU
102 receives data from e.g., the input device 112 or the
network 1/F 110, and perforns a conputing operation
and/ or processing of the data and outputs the result
thereof to, e.g., the display device 114 or the storage
devi ce.

[ 0019]

The RAM 104 is, for exanple, a main storage unit or
the like. The RAM 104 is a storage device that stores or
tenporarily retains prograns and data of, e.g., an OS
(operating systenm), which is a basic software executed by
the CPU 102, and application software.

[ 0020]
The ROM 106 is, for exanple, a storage device that

stores data related to, e.g., the application software.



Al so, although not illustrated, the infornmation
processi ng device 10 may hold an HDD that can store a
| ar ge anount of data.

[ 0021]

The drive device 108 reads a programfrom a
recordi ng device 116, for exanple, a CD-ROM an SD card
or the like and installs the programin the storage
devi ce.

[ 0022]

Al so, the recording device 116 stores a
predet erm ned program and the program stored in the
recording device 116 is installed in the infornmation
processing device 10 via the drive device 108. The
install ed programthereby can be executed by the
I nformati on processi ng device 10.

[ 0023]

The network I/F 110 is an interface between a
peri pheral device having a communication function and the
i nformati on processing device 10. Also, the network I/F
110 is connected via, for exanple, the network N forned
by a data transm ssion channel conprising, e.g., wred
and/or wireless |lines, such as a LAN (local area network)
or a WAN (wi de area network).

[ 0024]

The input device 112 includes, e.g., a keyboard with

cursor keys, number input keys and various function keys,

and/or a nmouse and/or a slide pad for, e.g., selecting a



key on a display screen of the display device 114. Al so,
the input device 112 is a user interface for the user to
provi de an operational instruction or input data to the
CPU 102.

[ 0025]

The display device 114 includes, e.g., an LCD
(l'iquid-crystal display) and provides display according
to display-data input fromthe CPU 102. Here, the input
device 112 or the display device 114 may be installed
outside the information processing device 10.

[ 0026]

The server device 20 nay al so have a configuration
that is simlar to that in Figure 2 and further involve
an HDD (hard disk drive), and may have no input device
112 or no display device 114, either.

[ 0027]
<Functional configuration>

Next, a functional configuration of the information
processi ng device 10 will be described. Figure 3 is a
bl ock diagramillustrating an exanple of a functiona
configuration of the information processing device 10
according to the enbodi nent. The information processing
device 10 illustrated in Figure 3 includes a control unit
200 and a storage unit 214. The control unit 200 at
| east includes an acquisition unit 202, a processing unit
(also referred to as "processi ng nodul e") 204, a

determ nation unit 206, an encryption unit 208 and a
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decryption unit 210. Also, the information processing
device 10 may have a verification unit 212. The
processing unit 204 may be anot her information processing
device itself or a processing nodul e i nsi de anot her

I nformati on processi ng devi ce.

[ 0028]

The control unit 200 can be provided by, for exanple,
the CPU 102, the RAM 104, which serves as a work nenory,
and the network I/F 110. The control unit 200 has a
function that upon execution of the program perfornms DRM
processi ng descri bed bel ow.

[ 0029]

The storage unit 214 can be provided by, for exanple,
the RAM 104, the ROM 106 and/or the HDD. The storage
unit 214 stores data processed by the control unit 200
and al so stores, e.g., DRM protection object data
acquired fromthe first information processing device 10A
and the second i nformati on processing device 10B. For
exanpl e, the storage unit 214, in the case of the data-
user side, stores use-specification data indicating data-
use terns for data to be processed by the processing unit
204, and in the case of the data-provider side, stores,
e.g., use-policy data. Description will be provided
bel ow taki ng for exanple a case where the information
processing device 10 is on the data-user side.

[ 0030]



The acquisition unit (acquisition nodule) 202
acquires object data with use-policy data indicating
data-use terns prescribed by a data provider. This
object data is a DRMprotected data, which is transnmtted
and acquired from e.g., the server device 20.

[ 0031]

The determ nation unit (determ nation nodul e) 206
det erm nes whet her or not the processing unit 204 can
process the acquired object data, based on the use-policy
data associated with the object data and the use-
specification data stored in the storage unit 214. For
exanpl e, the determination unit 206 determ nes whether or
not the use policy and the use specifications are
simultaneously satisfied. If there are a finite nunber
of criteria for determ ning sinultaneous satisfiability,
for exanple, types of use terms, then the determ nation
unit 206 may hold, for each use term a list of |IDs of
ot her use terns sinmultaneously satisfied with the use
term for exanple. The determ nation unit 206 is a
nodul e different fromthe processing nodule that is the
processi ng unit204.

[ 0032]

If the determ nation unit 206 determ nes that the
processi ng unit 204 (processing nodul e) can process the
obj ect data, the processing unit 204 processes the object
data while neeting the use policy. Consequently,

mat chi ng of the use terns of the object data can be



performed between the data provider and the data user.
Types of the processing include, e.g., display of the
data, witing of the data, witing of the data to a file
in plain text, transm ssion of the data to the outside in
plain text, matching of the data with other data, sharing
of the data with another nodule, retrieval of the data,
and various anal yses and conversions of the data in

conbi nation with other data and accunul ati on of the
results thereof.

[ 0033]

Al so, the content of the object data nay be
conceal ed using any encryption nethod. If the object
data is encrypted using, for exanple, any known
encryption nmethod, the processing unit 204 decrypts the
obj ect data to process the processing-object data. Al so,
if the content of the processing-object data is conceal ed
by secret sharing, the processing unit 204 acquires
i nformati on on | ocations of the pieces of shared data
from persons who conceal the data and processes the
processi ng- obj ect data based on the | ocation information.
[ 0034]

The encryption unit 208 encrypts the data received
fromthe processing unit 204 and stores the encrypted
data in the storage unit 214.

[ 0035]
The decryption unit 210 decrypts encrypted data.

For exanple, the decryption unit 210 decrypts data stored
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in the storage unit 214 and provides the decrypted data
to the processing unit 204.
[ 0036]

For a program (processing nodule) affixed with an
el ectronic signature, the verification unit 212 conpares
a hush val ue generated fromthe signature decrypted via a
public key and a hush val ue generated fromthe programto
verify the program
[ 0037]

Al so, if the processing nodule is provided outside
(the processing nodule is another information processing
device itself or a programinside another infornmation
processing device), the verification unit 212 exam nes
data generated by the processing nodule fromdata
transmtted to the processing nodule, to verify the
processi ng nodul e.

[ 0038]

At this time, if it is verified by the verification
unit 212 that the processing nodule is neither tanpered
nor counterfeited, the processing unit 204 perforns
processi ng of data determ ned by the determ nation unit
206 as processabl e.

[ 0039]

| f a processing nodul e neither tanpered nor
counterfeited conplies with the use specifications, only
a processing nodul e neeting the use specifications can be

al l owed to process processing-object data.



[ 0040]

Here, each of the data-use terns is a |ogical
conbi nation of elenentary propositions. Each elenentary
proposition is such that for certain processing-object
data D, a certain type of nodule subjects a certain range
of the processing-object data Dto a certain type of
processing during a certain period. Exanples of a nethod
for the | ogical conbination include, e.g., conjunction,

di sjunction, negation and quantification.
[0041]

Al so, use terns for a processing nodule M can
include, e.g., a use termthat the user of the processing
nodul e M shall be a certified professional such as a
nmedi cal doctor or a | awer or a nenber of a predeterm ned
organi zation. Also, for specifying the processing period
and the range of the processing-object data, for exanple,
a retrieval |anguage such as SQL or SPARQL can be used.
[0042]
<Dat a>

Figure 4 is a diagramindicating several exanples of
use terns. The exanples shown in Figure 4 conprise a
list of use terns. Wen processing-object data is
generated on the data-provider side, at |east one use
termis selected or generated, and associated with the
processi ng-obj ect data as use-policy data. Also, for a
processi ng nodul e used by a data user, at |east one use

termis set as use-specification data, and the use term
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is conpared with the use-policy data associated with the
processi ng- obj ect dat a.
[ 0043]

Exanpl es of use terns include the follow ng:
- Only statistical analysis shall be perforned, and the
result of the analysis shall be displayed, and be stored
in plain text.
- Addresses, nanes, phone nunbers and e-nmil addresses
shall be neither witten into a file nor transmtted to
the outside in plain text.
- Only data of over one year ago shall be read.
- The data shall be neither displayed nor natched with
ot her dat a.
- The data shall not be accessed on and after a
predet erm ned date.
- Only a nodul e neeting predeterm ned terns shall access
t he dat a.
- The data may be edited.
- The data may be anal yzed in conbination with other data,
but shall not be displayed in plain text.
- Social security and tax nunber data shall be used only
for the purposes set forth by |aw
[ 0044]
<Speci fi c Exanpl es>

Next, specific exanples of the enbodiment will be
descri bed. For instance, if use-policy data associ ated

wi th processing-object data D entails "the data shall not
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be displayed in plain text" and use-specification data of
a processing nodule Mentails "only statistical analysis
shall be perfornmed for original data and the result of
the anal ysis shall be displayed and stored in plain text",
then the determ nation unit 206 determ nes that the
processi ng-obj ect data D can be processed by the
processi ng nodule M and the processing unit 204 perforns
only statistical analysis of the processing-object data D
wi t hout displaying the processing-object data Din plain
text, and displays and stores the result of the analysis
in plain text.

[ 0045]

On the other hand, when the use-policy data entails
"no human being views the plain text data" and the use-
specification data entails "the data shall be printed in
plain text", the determination unit 206 determ nes the
obj ect data as unprocessable, if the determ nation unit
206 determ nes that the use policy and the use
specifications are not sinultaneously satisfied because a
human being will view the plain text data when the plain
text data is printed.

[ 0046]

As anot her specific exanple, where, for exanple, a
patient hinsel f/herself nmanages his/her nedical record
data and shares the data with a hospital, the use policy
may entail "only enpl oyees of the hospital may view

and/or edit the data and/or analyze the data in



conbi nation of other data". Al so, where a person shares
a photograph of his/her own with his/her friend or where
trade secret data is shared inside a conpany, a use
policy "the data may be di splayed but shall not be stored
inafile or transmtted to the outside in plain text"
may be provided. Also, where an enpl oyee of a conpany
shares, e.g., his/her social security and tax nunber with
t he conpany, "the data shall be used only for the
pur poses set forth by |aw' may be provided as a use
policy.
[0047]

Al so, where a hol der of processing-object data D
uses a personal termnal (for exanple, the first
i nformati on processing device 10A), use policy associ ated
with the object data D nay entail "a server (server
device 20) that stores the processing-object data D shal
not use the processing-object data D, and a persona
termnal (for exanple, the second information processing
devi ce 10B) shall use the processing-object data D'.
[ 0048]
<Qper ati on>

Next, operation of the information processing device
10 will be described. Figure 5is a flowhart
illustrating an exanple of processing in the information
processi ng device 10 according to the enbodi nent. The

processing indicated in Figure 5 is perforned, for
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exanpl e, when data provided with a use policy is acquired
from each devi ce.
[ 0049]

In step S102, the acquisition unit 202 acquires
processi ng- obj ect data provided wth use-policy data
i ndi cating data-use terns prescribed by a data provider.

[ 0050]

In step S104, the determ nation unit 206 determ nes
whet her or not the acquired processing-object data can be
processed by the processing nodul e, based on the acquired
use-policy data and use-specification data indicating
data to be processed by the processing nodul e (processing
unit 204), where the use-specification data is acquired
fromthe storage unit 214.

[ 0051]

In step S106, if the determination unit 206
determ nes that processing-object data can be processed
by the processing nodule (step S106: YES), then the
processi ng proceeds to step S108, and if the
determ nation unit 206 determ nes that processing-object
data cannot be processed by the processing nodule (step
S106: NO), then the processing ends.

[ 0052]

In step S108, the processing unit 204 processes the

obj ect data determ ned as processabl e.

[ 0053]
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As described above, the enbodi nent enabl es mat chi ng
of ternms of use of data between a data provider and a
data user. For exanple, the enbodi nent enables a data
provi der to choose a data user prescribng a nodul e suited
to the data provider's use policy to provide data.

[ 0054]

Al so, the enbodi nent enables a data user to ask for
provi sion of data suited to data specifications of a
nodul e that the data user can use, from an unspecified
nunber of data providers.

[ 0055]

Al so, the enbodi nent enables a data user to select a
nodul e that can properly process provided data (nodul e
neeting the use policy) froma group of nodul es the data
user has, or purchase or devel op a new such nodul e.

[ 0056]

Al so, the enbodi nent enables a data user to perform
e.g., statistical analysis of data provided by many data
providers, to the extent allowed by the use policy
associ ated wth the data.

[ 0057]

Al so, the aforenentioned program executed by the
i nformati on processing device 10 is such that upon the
CPU 102 reading the programfromthe ROM 106 and
executing the program one or nore units of the above-
descri bed units are | oaded in the RAM 104 and the one or

nore units are thereby created in the RAM 104.



[ 0058]

As descri bed above, the processing described in the
enbodi nent above may be provided as a programfor a
conmputer to execute. The above-described processing can
be perforned by installing the programfrom e.g., a
server and causing a conputer to execute the program
[ 0059]

Al so, the above-described processing can be provi ded
by recording this programon the recording device 116 and
causing a conputer to read the recordi ng device 116
storing the programrecorded therein.

[ 0060]

Al so, for the recording device 116, any of various
types of recording nedia including a recording device
that optically, elastically or magnetically records
informati on such as a CO-ROM a flexible disk or a
magnet oopti cal di sk, and a sem conductor nenory that
el ectrically records information such as a ROMor a fl ash
menory can be used.

[ 0061]

Al t hough the exanpl es have been described in detail,
the present invention is not limted to the above
exanples, and in addition to the exanples, various
nodi fications and alterations are possible within the

scope of the cl ains.

Ref erence Signs Li st



[ 0062]

20 informati on processing device
102 CPU

104 RAM

106 ROM

202 acquisition unit

204 processing unit

206 determ nation unit

208 encryption unit

210 decryption unit

212 verification unit



Cl ai ns

[Caim1l]

An i nformation processing device conprising:

a data processing nodul e that processes dat a;

an acquisition unit that acquires processing-object
data provided with use-policy data indicating a data-use
term prescribed by a data provider;

a storage unit that stores use-specification data
indicating a data-use termfor data that can be processed
by the processing nodul e; and

a determnation unit that determ nes, based on the
use-policy data and the use-specification data, whether
or not the acquired processing-object data can be
processed by the processi ng nodul e,

wherein the processing nodul e processes the
processi ng- obj ect data determ ned by the determ nation
unit as processabl e.

[Caim?2]

The i nformation processing device according to claim
1, wherein a content of the acquired processing-object
data i s conceal ed using any encryption method.

[Caim 3]
An i nformation processing nethod conprising the

follow ng steps executed by a conputer
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an acquisition step of acquiring processing-object
data provided with use-policy data indicating a data-use
term prescribed by a data provider;

a determnation step of determ ning, based on the
use-policy data and use-specification data, whether or
not the acquired processing-object data can be processed
by a processing nodul e, where the use-specification data
i ndi cates a data-use termfor data that can be processed
by the processing nodule and is acquired froma storage
unit that stores the use-specification data; and

a processing step of processing the processing-
obj ect data determ ned as processabl e.

[ A aim4]

A program causing a conputer to perform

an acquisition step of acquiring processing-object
data provided with use-policy data indicating a data-use
term prescribed by a data provider;

a determnation step of determ ning, based on the
use-policy data and use-specification data, whether or
not the acquired processing-object data can be processed
by a processing nodul e, where the use-specification data
i ndi cates a data-use termfor data that can be processed
by the processing nodule and is acquired froma storage
unit that stores the use-specification data; and

a processing step of processing the processing-
obj ect data determ ned as processabl e.

[ C aimb5]



A conput er-readabl e recordi ng medi um conprising a

program according to claim4 recorded therein.



