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LOCKING AND UNLOCKING SYSTEM AND KEY UNIT

BACKGROUND OF THE INVENTION

1. Field of the Invention
[0001] The present invention relates to a locking andckihg system and a key

unit.

2. Description of Related Art

[0002] A key management system is disclosed in whichreapke terminal can be
used as an electronic key by receiving, by thegtetterminal, authentication information
for unlocking a vehicle, that is, key informationiguely set for the vehicle, from a server
via a network (See, for example, Japanese Patgiicagon Publication No. 2006-118122
(JP 2006-118122 A)).

[0003] The use of such a configuration saves time arattefr handing over an
electronic key when a plurality of users use thees&ehicle, such as a rental car, a shared
car, or a company car, in different time zoness timproving user convenience.

[0004] A similar technique can be used for locking andocking the same
facilities (for example, a conference room, redogafacilities, a gymnasium, etc.) that a
plurality of users use in different time zones. indsa portable terminal as an electronic
key for a locking and unlocking device installed such facilities improves user

convenience.

SUMMARY OF THE INVENTION
[0005] However, when key information is managed integrhil a server, there is
a possibility that a large amount of key informatieill be leaked to the outside world due
to unauthorized access to the server. As a rahalte is a possibility that the leaked key
information will be misused and that vehicle theftillegal entry into the associated

facilities will occur.
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[0006] The present invention provides a locking and ukilag system that can
reduce vehicle theft or illegal entry into assamiatacilities when a plurality of users use
the same vehicle or facilities in different timenes while at the same time improving user
convenience.

[0007] A first aspect of the invention provides a lockiagd unlocking system.
The locking and unlocking system according to thret faspect includes: a portable
terminal; a key unit arranged inside a vehicle amilities; and a locking and unlocking
device installed in the vehicle or the facilitiesThe portable terminal includes a first
sending unit configured to send a first requegh&key unit. The first request includes
first authentication information associated witke #ey unit. The key unit includes: a first
receiving unit configured to receive the first requfrom the portable terminal; a first
storage unit configured to store encrypted secarbeatication information, the second
authentication information being associated witle trehicle or the facilities; a first
authentication unit configured to perform autheatimn based on the first authentication
information included in the first request when fivst receiving unit receives the first
request; a decryption unit configured to decrym #econd authentication information
when the authentication by the first authenticatioit is successful; and a second sending
unit configured to send a second request to thiirigcand unlocking device, the second
request including the second authentication inféienadecrypted by the decryption unit.
The locking and unlocking device includes: a secawtiving unit configured to receive
the second request from the key unit; a secondeatittation unit configured to perform
authentication based on the second authenticatitormation included in the second
request, when the second receiving unit configuaoedeceive the second request; and a
locking and unlocking unit configured to lock orloeck the vehicle or the facilities when
the authentication by the second authenticationisiisuccessful.

[0008] A second aspect of the invention provides a lagkind unlocking system.
The locking and unlocking system according to teeosd aspect includes: a portable
terminal; a key unit arranged inside a vehicle awilities; and a locking and unlocking

device installed in the vehicle or the facilitiesThe portable terminal includes a first
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sending unit configured to send a first requesh&key unit. The first request includes
first authentication information associated with #ey unit. The key unit includes: a first
receiving unit configured to receive the first requifrom the portable terminal; a first
storage unit configured to store second autherditanformation associated with the
vehicle or the facilities; a first authenticationituconfigured to perform authentication
based on the first authentication information ideld in the first request when the first
receiving unit receives the first request; an asgranagement unit configured to change
the second authentication information in the fatsirage unit from an inaccessible state to
an accessible state, when the authentication byirdteauthentication unit is successful,
and a second sending unit configured to send andeemuest to the locking and unlocking
device, the second request including the secortteatication information. The locking
and unlocking device includes: a second receiving configured to receive the second
request from the key unit; a second authenticationit configured to perform
authentication based on the second authenticatiormation included in the second
request, when the second receiving unit receivessétond request; and a locking and
unlocking unit configured to lock or unlock the vweb or the facilities when the
authentication by the second authentication ursticessful.

[0009] According to the embodiment described above, tr@aple terminal sends
the first request, which includes the first autieation information associated with the key
unit, to the key unit, the key unit sends the sdcmqguest, which includes the second
authentication information associated with the gkehor the facilities, to the locking and
unlocking device when the authentication based hanfirst authentication information
included in the received first request is succéssiud the locking and unlocking device
locks or unlocks the vehicle or the facilities whée authentication based on the second
authentication information included in the receivedcond request is successful.
Therefore, by acquiring the first authenticatioformation in advance, the user can lock or
unlock the vehicle or the facilities using his @r fown portable terminal, thus saving time
and effort for handing over the electronic key angroving user convenience.

[0010] In addition, the second authentication information the key unit
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associated with the vehicle or the facilities, timtthe key information unique to the
vehicle or the facilities, is usually in an encegbtstate or in an inaccessible state.
Therefore, even if only the key unit is illegallgcaired, it is difficult to use the key unit
for locking and unlocking the vehicle or the faods, reducing vehicle theft or illegal
invasion into the associated facilities. In aduditi the first authentication information,
sent from the portable terminal to the key unifagsociated with the key unit, but not with
the vehicle or the facilities. Therefore, eventhg first authentication information is
leaked, it is necessary to identify not only therrespondence between the first
authentication information and the key unit bubalse correspondence between the key
unit and the vehicle or the facilities (which kewituis located in which vehicle or which
facilities), thus reducing vehicle theft or illegalasion into the associated facilities.

[0011] In the first or second aspect of the inventiorg kbcking and unlocking
system may include a server configured to commumieath the portable terminal. The
server may include: a second storage unit confdyuce store the first authentication
information; a schedule information acquisition tunbnfigured to acquire schedule
information on the vehicle or the facilities; anth&rd sending unit configured to send the
first authentication information to the portablentnal when the schedule information
includes a use reservation for the vehicle or #udifies by a user of the portable terminal.

[0012] According to this embodiment, by reserving the ofsthe vehicle with the
use of the portable terminal or another termirted, dser of that terminal can automatically
acquire the first authentication information arggrefore, user convenience is improved.

[0013] In the first or second aspect of the inventior fortable terminal may
include: a third storage unit configured to stdre first authentication information; and an
erasing unit configured to erase the first autlwation information stored in the third
storage unit, when a time of a use of the vehiclihe facilities ends.

[0014] According to this embodiment, the first authertma information stored
in the portable terminal is erased when the use datd and time has elapsed. This
prevents the user from unlocking the associatedcleelor facilities using the portable

terminal after the end of use.
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[0015] A third aspect of the invention provides a keytuniThe key unit
according to the third aspect includes a receivinig configured to receive a first request
from a portable terminal, the first request inchglifirst authentication information; a
storage unit configured to store encrypted secaritleatication information, the second
authentication information being associated withehicle or facilities; an authentication
unit configured to perform authentication basedtloa first authentication information
included in the first request when the receiving teceives the first request; a decryption
unit configured to decrypt the second authenticatidormation when the authentication
by the authentication unit is successful; and aisgnunit configured to send a second
request to a locking and unlocking device, the sdceequest including the second
authentication information decrypted by the dedorpunit. The key unit is configured
to send the second request to the locking and kimigadevice in response to the first
request. The key unit is arranged inside the Velucthe facilities. The first request is
sent from the portable terminal to lock or unlolk& tehicle or the facilities. The locking
and unlocking device is installed in the vehicletbe facilities. The second request
requests the locking or the unlocking of the veshiml the facilities.

[0016] A fourth aspect of the invention provides a keyitunThe key unit
according to the fourth aspect includes a receiuinig configured to receive a first request
from a portable terminal, the first request incleid@st authentication information; a
storage unit configured to store second autherditatinformation; the second
authentication information being associated withehicle or facilities; an authentication
unit configured to perform authentication basedtloa first authentication information
included in the first request when the receivingt ueceives the first request; an access
management unit configured to change the secondeatitation information in the
storage unit from an inaccessible state to an aitdesstate when the authentication by the
authentication unit is successful; and a sendingaamfigured to send a second request to
a locking and unlocking device, the second requesdtding the second authentication
information. The key unit is configured to sen@ tecond request to the locking and

unlocking device in response to the first requedthe key unit is arranged inside the
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vehicle or the facilities. The first request isssérom the portable terminal to lock or
unlock the vehicle or the facilities. The lockiagd unlocking device is installed in the
vehicle or the facilities. The second request estgithe locking or the unlocking of the
vehicle or the facilities.
[0017] In the third or fourth aspect of the inventiong they unit may be
removable from the vehicle or the facilities.
[0018] According to the embodiments described abovs, jitoissible to provide a
locking and unlocking system and a key unit that eaduce vehicle theft or illegal entry

into the associated facilities when a pluralityusers use the same vehicle or facilities in

different time zones while at the same time impmguiser convenience.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Features, advantages, and technical and indussighificance of
exemplary embodiments of the invention will be désd below with reference to the
accompanying drawings, in which like numerals deriée elements, and wherein:

FIG. 1 is a block diagram generally showing anneple of a configuration of a
locking/unlocking system in a first embodiment;

FIG. 2 is a configuration diagram generally shayvam example of a configuration of
a locking/unlocking device and a key unit in thrstfembodiment;

FIG. 3 is a conceptual diagram conceptually shgwen operation of the
locking/unlocking system in the first embodiment;

FIG. 4 is a sequence diagram showing an examplearofoperation of the
locking/unlocking system in the first embodiment;

FIG. 5 is a block diagram generally showing anneple of a configuration of a
locking/unlocking system in a second embodiment;

FIG. 6 is a conceptual diagram conceptually shgwen operation of the
locking/unlocking system in the second embodimant

FIG. 7 is a sequence diagram showing an examplearofoperation of the
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locking/unlocking system in the second embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

[0020] Embodiments for carrying out the invention will described below with
reference to the drawings.

[0021] [First embodiment] First, with reference to FIG. dnd FIG. 2, a
configuration of a locking/unlocking system 1 aating to this embodiment will be
described.

[0022] FIG. 1 is a block diagram generally showing amepig of a configuration
of the locking/unlocking system 1 according to teimbodiment. FIG. 2 is a block
diagram generally showing an example of a configomeof a locking/unlocking device 11
and a key unit 12 included in a vehicle 10.

[0023] The locking/unlocking system 1 includes the vehidlO, a portable
terminal 20, a center server 30, and a reservatimmagement server 40.

[0024] The vehicle 10 is a target for which locking/uimg (locking and
unlocking) is performed in the locking/unlockingsggm 1. The vehicle 10 includes the
locking/unlocking device 11 and the key unit 12.

[0025] The vehicle 10 in this embodiment is assumed ta behicle that can be
used by a plurality of users in different time zeneuch as a rental car, a shared car
(provided by either a business operator or an iddal), or a company car in an
organization.

[0026] The locking/unlocking device 11 locks and unlotkes door of the vehicle
10 in response to the lock signal and the unloghkadi (both of which are an example of
the second request) sent from the key unit 12 @dis m@aves in the Radio Frequency (RF:
high frequency) band (for example, 300 MHz to 3 Glftzereinafter called “RF radio
waves”). The locking/unlocking device 11 includedow Frequency (LF) radio wave
transmitter 111, an RF radio wave receiver 112 e#figation Electronic Control Unit

(ECU) 113, a body ECU 114, and a door locking mafds.
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[0027] The locking/unlocking device 11 operates on eieg@ower supplied from
an auxiliary battery (not shown) mounted on theiclernLO.

[0028] The LF radio wave transmitter 111, incorporatedeicample in the center
console in the vehicle interior or in the door Hendends radio waves in the LF band (for
example, 30 Hz to 300 kHz) (hereinafter referrededLF radio waves") under the control
of the verification ECU 113 (LF sending processimit 1131 that will be described later).

[0029] The RF radio wave receiver 112, provided for exenmp the trim of the
cargo room of the vehicle 10, receives RF radioasawnder the control of the verification
ECU 113 ( RF reception processing unit 1132 théthei described later).

[0030] The verification ECU 113 is an electronic contulit that controls the
locking and unlocking of the door of the vehicleifGresponse to the lock signal and the
unlock signal received from the key unit 12. Thaification ECU 113, which is for
example configured mainly by a microcomputer, exesyprograms, stored in the ROM,
on the CPU for implementing various control proaegs The verification ECU 113
includes an LF sending processing unit 1131, anréteption processing unit 1132, an
authentication processing unit 1133, and a lockimigicking control unit 1134 each as a
functional unit implemented by executing one or enprograms on the CPU. In addition,
the verification ECU 113 includes a storage unB83Limplemented as a storage area in the
internal memory.

[0031] The LF sending processing unit 1131 sends LF radiees to the vehicle
interior and the vehicle exterior through the LBicawave transmitter 111.

[0032] The RF reception processing unit 1132 (an exangflehe second
receiving unit) receives RF radio waves through Riteradio wave receiver 112. More
specifically, the RF reception processing unit 1i8&ives the lock signal and the unlock
signal sent from the key unit as the RF radio wave.

[0033] When the RF reception processing unit 1132 reseilie lock signal or
the unlock signal, the authentication processing Wh33 (an example of the second
authentication unit) performs authentication basedhe key information (key information

1245b that will be described later) included in kbek signal or the unlock signal. More
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specifically, the authentication processing uni83Hetermines that the authentication is
successful if key information 1135a, registereddwance in the storage unit 1135, and the
key information, included in the lock signal or thelock signal, match, and determines
that the authentication is not successful if theyndt match.

[0034] If the authentication processing unit 1133 sucseadhe authentication,
the locking/unlocking control unit 1134 (an exampfethe locking/unlocking unit) sends
the lock command (when the RF reception processitig1132 receives the lock signal)
or the unlock command (when the RF reception psingsunit 1132 receives the unlock
signal) to the body ECU 114 through an in-vehiobtwork such as the Controller Area
Network (CAN).

[0035] The body ECU 114 is an electronic control unit &antrols the operation
of the door locking motor 115 communicably conndct¢hrough one-to-one
communication lines. The body ECU 114 outputscitvetrol command, which causes the
door locking motor 115 to perform the locking ogera, in response to the lock command
from the verification ECU 113. In addition, thedyoECU 114 outputs the control
command, which causes the door locking motor 1l&etéorm the unlocking operation, in
response to the unlock command from the verificeaBC€U 113.

[0036] The door locking motor 115 is a known electricuator for locking and
unlocking the door (including the trunk lid, theckadoor, etc.) of the vehicle 10 in
response to the control command from the body ECAU 1

[0037] The key unit 12, arranged inside the vehicle Hhisle interior), sends the
lock signal and the unlock signal to the lockinddaking device 11 as RF radio waves in
response to each of the lock request and the unmkeqkest (both are an example of the
first request) sent from the portable terminal 2Uhe key unit 12 includes an LF radio
wave receiver 121, an RF radio wave transmitter, A&2€mmunication device 123, and a
key ECU 124.

[0038] The key unit 12 may be arranged at a position ithaiot visible from a
user seated on each seat of the vehicle 10 (fongebeg inside the glove box or the center

console box). In addition, the key unit 12 maynmay not be fixed in the vehicle 10.
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Furthermore, the key unit 12 may be operated orbthie-in button cell batteries or may
be operated on electric power supplied from anli@anyibattery mounted on the vehicle
10.

[0039] The LF radio wave receiver 121 receives LF radives under the control
of the key ECU 124 (LF reception processing uné#Ilthat will be described later).

[0040] The RF radio wave transmitter 122 sends RF radiwes under the
control of the key ECU 124 (RF sending processimitj 1242 that will be described later).

[0041] The communication device 123 is arbitrary devig tommunicates with
the portable terminal 20 at a relatively short atise (a distance short enough for
communication between the vehicle interior andvibleicle exterior) in conformity with a
predetermined communication standard under theraoof the key ECU 124. For
example, the communication device 123 may be at8il (registered trademark) Low
Energy (BLE) communication module that communicaték the portable terminal 20 in
conformity with the BLE communication standard. eTHescription will be continued
below on the premise that the communication stah@daopted in the communication
device 123 conforms to the BLE communication.

[0042] The communication device 123 may also be a comeration device
conforming to a short-range communication stand@ior example, Near Field
Communication (NFC) standard) having a very sharhmunicable distance. In this
case, the communication device 123 may be bui#t position close to the body surface
outside the vehicle interior of the vehicle 10 (xample, inside the door handle). This
allows the key unit 12 (the key ECU 124) to comneate with the portable terminal 20 in
the vehicle exterior even when the communicabléadee of the communication device
123 is very short.

[0043] The key ECU 124 is an electronic control unit thaintrols the
transmission of the lock signal and the unlock aign the locking/unlocking device 11
according to each of the lock request and the kntequest received from the portable
terminal 20. The key ECU 124, which is for exammenfigured mainly by a

microcomputer, executes various programs, storedthen ROM, on the CPU for
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implementing various control processing. The keé§UE124 includes an LF reception
processing unit 1241, an RF sending processing184P, a communication processing
unit 1243, and an authentication processing unit4l2ach as a functional unit
implemented by executing one or more programs.adhtition, the key ECU 124 includes
a storage unit 1245 (an example of the first s®nagit) implemented, for example, as a
storage area of the internal memory.

[0044] The LF reception processing unit 1241 receivesadio waves through
the LF radio wave receiver 121. For example, tlreréception processing unit 1241
receives LF radio waves sent from the locking/ukilog device 11.

[0045] The RF sending processing unit 1242 (an exampteeokecond sending
unit) sends RF radio waves through the RF radioewmansmitter 122. For example,
when the authentication processing unit 1244 suisceée the authentication, the RF
sending processing unit 1242 sends the lock sifymaén the communication processing
unit 1243 receives the lock request) or the unlstnal (when the communication
processing unit 1243 receives the unlock requeath eof which includes the key
information 1245b that will be described later.

[0046] The communication processing unit 1243 (an examglethe first
receiving unit) communicates with the portable tewah20 through the communication
device 123. For example, the communication proesgsanit 1243 receives the lock
request and the unlock request from the portabhaital 20 through the communication
device 123. In addition, when the lock signaldats§rom the RF sending processing unit
1242 to the locking/unlocking device 11 in respotséhe lock request from the portable
terminal 20, the communication processing unit 1ZEhds the notification (lock
notification), which indicates that the vehicle A&s been locked, to the portable terminal
20 in response to the request from the authentitagirocessing unit 1244. This
notification allows the portable terminal 20 to knthat the vehicle 10 has been locked.

[0047] When the communication processing unit 1243 reseihe lock request
or the unlock request from the portable terminal (@ authentication processing unit

1244 (an example of the first authentication up#)yforms authentication based on the
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BLE authentication information (an example of thstfauthentication information) that is
included in the lock request or the unlock reqaest is uniquely set for the key unit 12 in
advance (that is, associated with the key unit 1RJore specifically, the authentication
processing unit 1244 determines that the authdmicais successful if the BLE
authentication information 1245a, registered inaambe in the storage unit 1245, and the
BLE authentication information, included in the kaequest or the unlock request, match,
and determines that the authentication is not ssfakif they do not match.

[0048] In addition, if the authentication correspondirg the unlock request
received by the communication processing unit 1&3uccessful, the authentication
processing unit 1244 turns on the power of thelsiy 12. After that, the authentication
processing unit 1244 sends the sending requeket®F sending processing unit 1242 to
send the unlock signal to the locking/unlockingidewil.

[0049] In addition, if the authentication corresponding the lock request
received by the communication processing unit 1&43uccessful, the authentication
processing unit 1244 sends the sending requebet®F sending processing unit 1242 to
send the lock signal to the locking/unlocking devitl and, after that, sends the sending
request to the communication processing unit 1243eind the lock notification to the
portable terminal 20. After that, authenticationgessing unit 1244 turns off the power
of the key unit 12.

[0050] Even when the power of the key unit 12 is OFF,fthrestions of the units
that consume a very small amount of power, sucth@sommunication processing unit
1243 and the authentication processing unit 124 stll available for use. When the
power of the key unit 12 is switched from OFF to ,GNe units that consume a large
amount of power, such as the LF radio wave recebi2t and the RF radio wave
transmitter 122, become available for use.

[0051] In addition, if the authentication is successftihe authentication
processing unit 1244 (an example of the decryptioih and the access management unit)
restores the key information 1245b, stored in togage unit 1245, to the usable state.

For example, the key information 1245b, which isha inaccessible state or the encrypted
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state, is stored in the state not usable for tiieemtication by the locking/unlocking device
11. Therefore, if the authentication is successhd authentication processing unit 1244
changes the access right for accessing the stamasigel245 so that the key information
1245b becomes accessible or decrypts the encrietedhformation 1245b based on the
BLE authentication information. This processintpwabk the RF sending processing unit
1242 to access the key information 1245b, whichosusually accessible, and send the
lock signal and the unlock signal, each of whiatiudes the key information 1245b, to the
locking/unlocking device 11, or to send the locgnsil and the unlock signal, each of
which includes the decrypted key information 124bthe locking/unlocking device 11.
Therefore, the locking/unlocking device 11 (moreedfically, the authentication
processing unit 1133) can perform authenticatiopregriately based on the key
information 1245b included in the lock signal andogk signal. In addition, even if a
malicious third party illegally obtains the key tudR, the theft of the vehicle 10 can be
prevented because the key information 1245b inkt#he unit 12 is not accessible or is
encrypted.

[0052] The portable terminal 20 is, for example, a snteote, a tablet terminal,
or the like. The portable terminal 20 can bi-dil@tally communicate with the center
server 30 and the reservation management serverthd®ugh a predetermined
communication network (for example, a mobile phaeéwvork with many base stations as
its terminals, the Internet, etc.). The portabéeminal 20 includes communication
devices 21 and 22, a processing device 23, andch tpanel display (hereinafter simply
referred to as a display) 24.

[0053] The communication device 21 is an arbitrary devttt& communicates
with the key unit 12 according to the same commatioo standard as that of the
communication device 123. For example, the compatiin device 21 is a BLE
communication module.

[0054] The communication device 22 is an arbitrary devlta communicates
with the center server 30 and the reservation nmemagt server 40 through a

predetermined communication network.
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[0055] The processing device 23, which includes a CPUaaxiliary storage
device, and the like, includes a first communigatiprocessing unit 231, a second
communication processing unit 232, a locking/uningk request unit 233, a use
reservation unit 234, and an authentication infdioma erasing unit 235 each as a
functional unit implemented by executing one or enprograms on the CPU. In addition,
the processing device 23 includes a storage uliti@plemented as a storage area in the
auxiliary storage device.

[0056] The first communication processing unit 231 udes ¢ommunication
device 21 to wirelessly communicate with the keyt U2 for sending and receiving
various signals. For example, the first commuieaprocessing unit 231 sends the lock
signal and the unlock signal to the key unit 12r@sponse to a request from the
locking/unlocking request unit 233.

[0057] The second communication processing unit 232 tlee£ommunication
device 22 to wirelessly communicate with a basgostdor sending and receiving various
signals such as data signals and control signdls. this embodiment, the second
communication processing unit 232 sends and resemgous signals to and from the
center server 30 and the reservation managemewersédf through a predetermined
communication network including a mobile phone rwkvwith base stations as its
terminals and the Internet. For example, the s@ammunication processing unit 232
receives the signal that includes the BLE authatita information and that is sent from
the center server 30 to the portable terminal 2Zlhe BLE authentication information
received by the second communication processing23ai is stored in the storage unit 236
(an example of the third storage unit). In additiin response to a request from the
locking/unlocking request unit 233, the second caemication processing unit 232 sends
the signal that requests permission to use thechehD to the center server 30 and, at the
same time, receives the signal (use permissioraBigmat permits the use of the vehicle 10
from the center server 30. The "use of vehicle ib@8tudes an operation to unlock the
vehicle 10, to get on the vehicle 10, to turn amitnition switch of the vehicle 10, and to

drive the vehicle 10 for traveling. In additiom fesponse to a request from the use
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reservation unit 234, the second communicationgssing unit 232 sends the signal that
requests the disclosure of schedule informationtlmn vehicle 10 to the reservation
management server 40 and, at the same time, rececledule information (reference
data) on the vehicle 10 from the reservation mamage¢ server 40. In addition, in
response to a request from the use reservation 284t the second communication
processing unit 232 sends the signal that reqtiestgpdate of the schedule information on
the vehicle 10 and, at the same time, receiveply, i@dicating that schedule information
on the vehicle 10 has been updated, from the raservmanagement server.

[0058] The locking/unlocking request unit 233 causesdisplay 24 to display
the Graphical User Interface (GUI) as an operatsoneen. The locking/unlocking
request unit 233 sends the lock request that ieslude BLE authentication information,
or the unlock request that includes BLE authenteoainformation, to the key unit 12 via
the first communication processing unit 231 in e to a predetermined operation on
the GUI. For example, the Lock button for requestihe locking of the vehicle 10 and
the Unlock button for requesting the unlocking lo¢ tvehicle 10 are drawn on the GUIL.
On this GUI, the lock request is sent by touchimg ltock button and the unlock request is
sent by touching the Unlock button.

[0059] The operation for sending the lock request andutiieck request to the
key unit 12 may be an operation on the operatiah afnthe hardware provided in the
portable terminal 20, instead of the touch openatio the display 24. In addition, if the
BLE authentication information is not stored in titerage unit 236 (that is, if the BLE
authentication information is not yet received frone center server 30, or if the BLE
authentication information is already erased byahthentication information erasing unit
235), the BLE authentication information is notluded in the lock signal and unlock
signal. Therefore, even if the lock signal and timock signal not including the BLE
information are sent to the key unit 12, the dobthe vehicle 10 cannot be locked and
unlocked. In addition, if the BLE authenticatiorfdrmation is not stored in the storage
unit 236, it is also possible not to send the Isigkal and the unlock signal.

[0060] In addition, at the start of using the vehicle (b&fore unlocking the
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vehicle 10 for the first time), the locking/unlooki request unit 233 sends the signal that
includes the position information on the portal@ertinal 20 and requests permission to
use the vehicle 10, to the center server 30 vissdm®nd communication processing unit
232 in response to a predetermined operation byusiee on the GUI. This allows a
vehicle use management unit 322 of the center s80/&0 receive the signal and, based on
the position information on the portable termin@li@cluded in the signal, to confirm that
the user has arrived at the parking position ofuigicle 10. After that, the vehicle use
management unit 322 confirms that the current datetime is immediately before the use
start date and time of the vehicle 10 or within tise reservation date and time and, then,
sends the use permission signal to the portabignat 20.

[0061] If it is determined that the user has arrivedhat parking position of the
vehicle 10 and that the current date and time mediately before the use start date and
time of the vehicle 10 or within the use reservatiate and time, the locking/unlocking
request unit 233 may automatically send the siginai requests use permission for the
vehicle 10 to the center server 30. In additidve, portable terminal 20, which has the
GPS positioning function and the base station jpositg function both of which are
known, can acquire the position information on thertable terminal 20 using the
positioning function.

[0062] The use reservation unit 234 causes the displap 2isplay the GUI as
an operation screen and reserves the use of theleselD in response to a user’s
predetermined operation on the GUI of the displdy 2For example, via the second
communication processing unit 232, the use reservainit 234 requests the reservation
management server 40 to send the schedule infemath the vehicle 10 (current
reservation status). At this time, the use resmmainit 234 sends a request that includes
the identification information and the passwordgue to the vehicle 10, to the reservation
management server 40. The schedule informationthenvehicle 10, stored in the
reservation management server 40 (more specifiaalbgchedule information DB 423 that
will be described later), includes the reservaiitiormation on the vehicle 10 (date and

time, use time, identification information on theeu who will use the vehicle, etc. of each
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use reservation). In addition, the use reservatioh234 causes the display 24 to display
the schedule information on the vehicle 10 (curreservation status), received from the
reservation management server 40, via the secomunoaication processing unit 232.
This display allows the user to confirm unoccuptede slots based on the schedule
information displayed on the display and to sefattunoccupied time slot (non-reserved
time slot) of the vehicle 10 for reservation. Idddion, when the user has made a
reservation for a specific date and time, the ussemvation unit 234 requests the
reservation management server 40 via the secondnooroation processing unit 232 to
update the schedule information to the scheduleorimition that includes the
newly-entered reservation information (use res@wmatate and time, use time, user
identification information, etc.). As a resultethew use reservation entered by the user
of the portable terminal 20 is reflected in theestifie information on the vehicle 10 stored
in the schedule information DB 423.

[0063] The use reservation for the vehicle 10 may be nfiaohe a terminal other
than the portable terminal 20 (for example, a PQneatable to the reservation
management server 40 through a predetermined coroatiom network).

[0064] The authentication information erasing unit 23% éaample of the erasing
unit) erases the BLE authentication informatiorereed from the center server 30 via the
second communication processing unit 232, from dtwage unit 236. For example,
when the use end date and time of the vehicle 19 dlapsed, the authentication
information erasing unit 235 erases the BLE autbatibn information. This prevents
the user of the portable terminal 20 from beingabluse the vehicle 10 on a date/time
other than the use reservation date/time.

[0065] The authentication information erasing unit 235 canfirm the use end
date and time of the vehicle 10 based on the uteatal time expiration information that
is sent with the BLE authentication informationrfrdhe center server 30. In addition,
the authentication information erasing unit 235 mdajain the reservation information on
the use reservation for the vehicle 10, enterethéyser of the portable terminal 20, from

the reservation management server 40 via the ssevadion unit 234 for confirming the
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use end date and time of the vehicle 10.

[0066] The center server 30 manages the use status eétide 10. The center
server 30 includes a communication device 31 amdi@agement device 32.

[0067] The communication device 31 is an arbitrary devtlt& communicates
with the portable terminal 20 and the reservatioanagement server 40 through a
predetermined communication network.

[0068] The management device 32, configured mainly byaymaore computers,
includes a communication processing unit 321, #t@ole use management unit 322, and a
schedule information acquisition unit 323 each a$urctional unit implemented by
executing one or more programs on the CPU. Intiatgdithe management device 32
includes a user information DB 324 and an authatitin information DB 325 both of
which are stored in the internal auxiliary storageice.

[0069] The communication processing unit 321 uses thenoamication device
31 to send and receive various signals to and ftioen portable terminal 20 and the
reservation management server 40. For examplesaimenunication processing unit 321
sends the signal that includes the BLE authentinatiformation to the portable terminal
20 in response to a request from the vehicle useagement unit 322. In addition, the
communication processing unit 321 receives theasitrat requests permission to use the
vehicle 10 from the portable terminal 20 and, ispanse to a request from the vehicle use
management unit 322 corresponding to that sigeaids the use permission signal of the
vehicle 10 to the portable terminal 20. In additioan response to a request from the
schedule information acquisition unit 323, the camination processing unit 321 sends
the signal that requests the disclosure of thedsdbanformation on the vehicle 10 to the
reservation management server 40 and, at the saragreceives the schedule information
on vehicle 10 from the reservation management sde

[007Q] The vehicle use management unit 322 sends the BlfBentication
information to the portable terminal 20 of the ys@no has made a use reservation, via the
communication processing unit 321 based on thedst@enformation on the vehicle 10

acquired by the schedule information acquisitioit B83. For example, the vehicle use
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management unit 322 compares the user identifitatidormation, included in the
reservation information on each use reservatiott) wie user identification information,
included in the user information DB 324, to ideptifie user and the portable terminal 20
of the user. In addition, the vehicle use managemeit 322 extracts the BLE
authentication information, corresponding to thg keit 12 mounted on the vehicle 10,
from the authentication information DB 325 in whitte BLE authentication information
is stored in such a way that it is associated thighidentification information unique to the
key unit 12. In addition, the vehicle use managenumit 322 extracts the use end date
and time based on the reservation information. eAfhat, the vehicle use management
unit 322 sends the signal that includes the BLBentication information and the use date
and time expiration information on the BLE autheation information (use end date and
time of the vehicle 10) to the portable terminal 80 the identified user via the
communication processing unit 321.

[0071] The schedule information acquisition unit 323 péically connects to the
reservation management server 40 to acquire thedstd information on the vehicle 10.
For example, at predetermined time intervals, ttleedule information acquisition unit
323 sends the signal that requests the discloguhe @chedule information on the vehicle
10 via the communication processing unit commuiocaprocessing unit 321. As a
result, the schedule information acquisition urd8 an acquire the schedule information
(reference data) on the vehicle 10 from the resienvananagement server 40 (schedule
information DB 423) via the communication procegsimit 321.

[0072] The user information DB 324 stores the identifmainformation on each
pre-registered user, who will use the vehicle 1@, the corresponding password.

[0073] The authentication information DB 325 stores thieEBauthentication
information associated with the identification infation unique to the key unit 12.

[0074] The reservation management server 40 manages dhedudes of
pre-registered objects (persons, objects includetdcles, facilities). In this embodiment,
the reservation management server 40 is a generpbge schedule management server.

For example, the reservation management serveto@sscloud application programs not
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shown. The user executes a cloud application progon the portable terminal 20 or
another terminal via a predetermined communicatietwork, such as a mobile phone
network or the Internet, to create and update theedule information using the cloud
application.

[0075] The reservation management server 40 may be madneigeer by an
organization (user’s own organization) that prosidee programs for implementing the
locking/unlocking request unit 233 and managesctder server 30 or by an organization
other than the user’s own organization (third partyln addition, the reservation
management server 40 may be a dedicated schedulegaraent server for managing the
schedule of the vehicle 10. Furthermore, the sdleedf an object, which include a
vehicle, and facilities represents the use plaa (aservation) of the object and facilities.

[0076] The reservation management server 40 includesrmemcmication device
41 and a schedule management device 42.

[0077] The communication device 41 is an arbitrary devlt® communicates
with the portable terminal 20 and the center ser86r through a predetermined
communication network.

[0078] The schedule management device 42, configuredlynlynone or more
computers, includes a communication processing4fiitand a schedule management unit
422 each as a functional unit implemented by exeguine or more programs on the CPU.
In addition, the schedule management device 42ided a schedule information DB 423
stored in the internal auxiliary storage deviced d@he schedule information DB 423
includes the schedule information on the vehicle 10

[0079] The communication processing unit 421 uses thenoamication device
41 to send and receive various signals to and frerportable terminal 20 and the center
server 30. For example, the communication prongsshit 421 receives the signal that
requests the disclosure of the schedule informatiorthe vehicle 10 from the portable
terminal 20 and, in response to a request from stieedule management unit 422
corresponding to that signal, returns the schedhfiermation (reference data) on the

vehicle 10 to the portable terminal 20. In addifithe communication processing unit
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421 receives the signal that requests the updatieofschedule information from the
portable terminal 20 and, in response to a requast the schedule management unit 422
corresponding to that signal, returns the signal thdicates the completion of the update
to the portable terminal 20. In addition, the commiation processing unit 421 receives
the signal that requests the disclosure of thedsdbenformation on the vehicle 10 from
the center server 30 and, in response to a refjoestthe schedule management unit 422
corresponding to that signal, returns the scheuhfitemation (reference data) on vehicle
10 to the center server 30.

[0080] The schedule management unit 422 manages the wehed each
pre-registered object (persons, objects includiabicles, facilities, etc.) in response to
various inputs by the user using the above-destribud applications. In this
embodiment, the vehicle 10 is pre-registered asnheagement target of the schedule
management unit 422, and the schedule managemén#2@ manages the schedule
information on the vehicle 10 stored in the scheduaformation DB 423. When the
communication processing unit 421 receives theadigrat requests the disclosure of the
schedule information on the vehicle 10 from thetgdade terminal 20 (or from another
terminal when the use reservation for the vehi€leislmade by the other terminal), the
schedule management unit 422 first determines wenekie access is an authorized access
based on the identification information and thespasd included in the signal. If it is
determined that the access is an authorized acttessschedule management unit 422
obtains the schedule information on the vehicldrath the schedule information DB 423
and sends the obtained schedule information toptiveable terminal 20 (or to another
terminal) via the communication processing unit .421In addition, when the
communication processing unit 421 receives theasiirat includes a request to update the
schedule information on the vehicle 10 from thetgdade terminal 20 (or from another
terminal), the schedule management unit 422 updaiesschedule information on the
vehicle 10 in the schedule information DB 423 adoay to the content of the request (that
is, the update contents including the added reservanformation). In addition, when

the communication processing unit 421 receivesstpeal that requests the disclosure of



10

15

20

25

TSN201603037
TFN160269
22

the schedule information on the vehicle 10 from tsmter server 30, the schedule
management unit 422 determines whether the acsess authorized access based on the
identification information and the password incldda the signal in the same manner as
when a request is received from the portable teah20. If the access is an authorized
access, the schedule management unit 422 obtarsckiedule information on the vehicle
10 from the schedule information DB 423 and sehédsobtained schedule information to
the center server 30 via the communication prongssnit 421.

[0081] Next, with reference to FIG. 3, an outline of thlwperation of
locking/unlocking system 1 in this embodiment Ve described.

[0082] FIG. 3 is a conceptual diagram that conceptudiipyws the operation of
the locking/unlocking system 1 in this embodimehe(flow from the use reservation for
the vehicle 10 to the locking and unlocking of tlw®r of the vehicle 10).

[0083] In FIG. 3, in order to conceptually describe tRetmnge of signals among
the main components, the hardware (communicationcee 21, 22, 31, and 41) and the
software (first communication processing unit 28dcond communication processing unit
232, communication processing units 321 and 42d)niplementing the communication
function are omitted.

[0084] First, in step S301, the use reservation unit@3te portable terminal 20
(for example, the schedule application installedhi@ portable terminal 20) makes a use
reservation for the vehicle 10 in response to a aperation on the GUI displayed on the
display 24.

[0085] The use reservation unit 234 uses the above-thescdloud application,
included in the reservation management server @&ehd the signal that requests the
disclosure of the schedule information on the Vehi® to the reservation management
server 40. At this time, the use reservation @84 uses the Application Programming
Interface (API) 424, which calls the schedule mamagnt unit 422, to make a request
according to the procedure/specification of the ARU4. As a result, the schedule
management unit 422 is called from the API 424. e Shhedule management unit 422

retrieves the schedule information on the vehi€ldéram the schedule information DB 423



10

15

20

25

TSN201603037
TFN160269
23
and returns the schedule information (referenca)dan the vehicle 10 to the portable
terminal 20 using the API 424.

[0086] Likewise, when the user makes a new use resenvétiothe vehicle 10
through the GUI on the display 24, the use resemvatinit 234 sends the signal that
requests the update of the schedule of the veh@&k® the reservation management server
40 using the same API 424. As a result, the sdeedanagement unit 422 is called from
the APl 424. The schedule management unit 422tapdhe schedule information on the
vehicle 10, stored in the schedule information OB 4to the contents that includes the
reservation information on the new use reservatod, then, completes the new use
reservation for the vehicle 10 requested by the ofsthe portable terminal 20. After that,
the schedule management unit 422 uses the APlat&turn the signal that indicates the
completion of the update to the portable termirfal 2

[0087] Next, in step S302, the schedule information aitjan unit 323 of the
center server 30 acquires the schedule informatiorthe vehicle 10, which has been
updated by the user of the portable terminal 2@hto contents including the new use
reservation, when periodically connecting to treergation management server 40.

[0088] The schedule information acquisition unit 323 utes APl 424 to send
the signal that requests the disclosure of thedsdbanformation on the vehicle 10 to the
reservation management server 40. As a resultsthedule management unit 422 is
called from the APl 424. The schedule managemeitt 422 retrieves the schedule
information on the vehicle 10 from the schedul®infation DB 423, and the reservation
management server 40 returns the schedule infamétéference data) on the vehicle 10
to the center server 30. At this time, the resBsmamanagement server 40 uses the API
326 that calls the schedule information acquisitimit 323. As a result, the schedule
information acquisition unit 323 is called from tA®I| 326, and the schedule information
acquisition unit 323 can acquire the schedule m#dion (reference data) on the vehicle
10.

[0089] Next, in step S303, the vehicle use management32a@ of the center

server 30 confirms the schedule information onwbkicle 10 acquired by the schedule
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information acquisition unit 323. As a result, ¥hicle use management unit 322 can
know that the schedule information on the vehic idcludes the new reservation
information entered by the user of the portablmbeal 20.

[0090] Next, in step S304, the center server 30 (vehisle management unit
322) sends the BLE authentication information, egponding to the key unit 12 arranged
inside the vehicle 10, to the portable terminal 2@\s described above, the BLE
authentication information received by the portableninal 20 is stored in the storage unit
236 of the portable terminal 20.

[009]1] Next, in step S305, the locking/unlocking request 233 (for example, a
locking/unlocking application installed in the paiste terminal 20) sends the lock request
or the unlock request that includes the BLE autibatibn information to the key unit 12 in
response to the user operation on the GUI displayethe display 24. This causes the
locking/unlocking device 11 to operate via the keyt 12 as described above for locking
or unlocking the vehicle 10.

[0092] Next, with reference to FIG. 4, a specific exampfethe operation of
locking/unlocking system 1 in this embodiment v described.

[0093] FIG. 4 is a sequence diagram showing an examplineofoperation of
locking/unlocking system 1 in this embodiment.

[0094] First, steps S402 to S410 represent a serieseshtipns from the time the
use of the vehicle 10 is reserved to the time thE Buthentication information is sent to
the portable terminal 20.

[0095] In step S402, the use reservation unit 234 of gbeable terminal 20
makes a use reservation for the vehicle 10 in respto an input from the user on the GUI
displayed on the display 24. As a result, the daleeinformation on the vehicle 10,
stored in the schedule information DB 423 of thgergation management server 40, is
updated and, as described above, the new use aésanis added to the schedule
information on the vehicle 10.

[0096] In step S404, the schedule information acquisitiait 323 of the center

server 30 sends the signal that requests the diselof the schedule information on the
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vehicle 10 to the management server 40 via the aamwation processing unit 321 at a
predetermined time after the processing in ste2S40

[0097] In step S406, the schedule management unit 422hefreservation
management server 40 returns the schedule infamétéference data) on the vehicle 10
via the communication processing unit 421.

[0098] In step S408, the vehicle use management unip8#e center server 30
confirms the schedule information on the vehicleatQuired by the schedule information
acquisition unit 323. Then, the vehicle use mamege unit 322 knows that the new use
reservation, corresponding to the process of st Shas been added to the schedule
information on the vehicle 10.

[0099] In step S410, the vehicle use management unioB8#2 center server 30
sends the BLE authentication information, corresiiog to the key unit 12 arranged inside
the vehicle 10, to the portable terminal 20 throtlgdh communication processing unit 321.
As a result, the portable terminal 20 can acqieeBLE authentication information.

[0100] The vehicle use management unit 322 may send Like diithentication
information to the portable terminal 20 immediatdédgfore (for example, 10 minutes
before) the use start date and time of the veHi@le This reduces the possibility that the
user will unlock the vehicle 10 and use the vehidlebefore the use start date and time of
the vehicle 10.

[0101] Next, steps S412 to S422 represent a series ohtipes when the user
starts using the vehicle 10.

[0102] In step S412, the locking/unlocking request urB8 2of the portable
terminal 20 sends the signal that requests peromidsi use the vehicle 10 to the center
server 30 via the second communication processimg 2B2 in response to a user’s
predetermined operation on the GUI displayed ordtbglay 24.

[0103] In step S414, the vehicle use management unip8#e center server 30
sends the use permission signal to the portablminal 20 via the communication
processing unit 321. As a result, the locking/aking request unit 233 of the portable

terminal 20 receives the use permission signathéasecond communication processing
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unit 232.

[0104] Note that the processing flow may be performedunh a way that the
BLE authentication information received by the pbte terminal 20 in the processing of
step S410 is encrypted and that the encrypted BEd&trmation is decrypted using the use
permission signal received by the portable termRlin the processing of step S414.
This processing flows reduces the possibility that user will unlock the vehicle 10 and
use the vehicle 10 before the use start date aneddf the vehicle 10.

[0105] In step S416, the locking/unlocking request urB 2of the portable
terminal 20 sends the unlock request, which indutie BLE authentication information,
to the key unit 12 in response to a user’s predeterd operation on the GUI displayed on
the display 24. As a result, the communicatiorcpssing unit 1243 of the key unit 12
receives the unlock request.

[0106] In step S418, the authentication processing uddi4lof the key unit 12
performs authentication based on the BLE authemitainformation included in the
unlock request and, if the authentication is susfegsturns on the power of the key unit
12.

[0107] In step S420, the authentication processing uzdlof the key unit 12
sends the sending request to the RF sending piogeassit 1242 and, in response to the
sending request, the RF sending processing un $2dds the unlock signal that includes
the restored key information to the locking/unlogkidevice 11. As a result, the RF
reception processing unit 1132 of the locking/ukiog device 11 receives the unlock
signal.

[0108] In step S422, the authentication processing unit331 of the
locking/unlocking device 11 performs authenticatibased on the key information
included in the unlock signal and, if the autheatimn is successful, the locking/unlocking
control unit 1134 drives the door locking motor & the body ECU 114 to unlock the
door of the vehicle 10. As a result, the userhef portable terminal 20 can get on the
vehicle 10 and use the vehicle 10.

[0109] Next, steps S424 to S438 represent a series oatipes when the use of



10

15

20

25

TSN201603037
TFN160269
27
the vehicle 10 is ended.

[0110] In step S424, the locking/unlocking request urBB 2of the portable
terminal 20 sends the lock request, which inclutiesBLE authentication information, to
the key unit 12 in response to a user’s predetathimperation on the GUI displayed on
the display 24. As a result, the communicatiorcpssing unit 1243 of the key unit 12
receives the lock request.

[0111] In step S426, the authentication processing uddi4lof the key unit 12
performs authentication based on the BLE authdititanformation included in the lock
request.

[0112] If the authentication is successful, the authatibo processing unit 1244
of the key unit 12 sends the sending request t&Rfhgending processing unit 1242 in step
S428 and, in response to the sending request, FheeRding processing unit 1242 sends
the lock signal that includes the restored keyrmfation to the locking/unlocking device
11. As aresult, the RF reception processing 182 of the locking/unlocking device 11
receives the lock signal.

[0113] In step S430, the authentication processing unit331 of the
locking/unlocking device 11 performs authenticatibased on the key information
included in the lock signal and, if the authentmatis successful, the locking/unlocking
control unit 1134 drives the door locking motor 44& the body ECU 114 to lock the door
of the vehicle 10.

[0114] On the other hand, after sending the lock signahé locking/unlocking
device 11 via the RF sending processing unit 18#2authentication processing unit 1244
of the key unit 12 sends the sending request tedhemunication processing unit 1243 in
step S432 and, then, the communication processittd 243 sends the lock notification to
the portable terminal 20.

[0115] After sending the lock notification to the portakierminal 20 via the
communication processing unit 1243, the authemtiogprocessing unit 1244 of the key
unit 12 turns off the power of the key unit 12 tasS434.

[0116] In step S436, the authentication information em@sunit 235 of the
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portable terminal 20 erases the BLE authenticatdormation in the storage unit 236
when the use end date and time has elapsed.

[0117] In step S438, the authentication information em@sunit 235 of the
portable terminal 20 sends the sending requegteosécond communication processing
unit 232. In response to the sending requestséitend communication processing unit
232 sends the use end notification to the centees80.

[0118] As described above, in this embodiment, the ptatsdrminal 20 sends
the lock request (or an unlock request), whichudek the BLE authentication information
associated with the key unit 12, to the key uniafranged in the interior of the vehicle 10.
If the authentication based on the BLE authenticainformation included in the received
lock request (or unlock request) is successfulkéheunit 12 sends the lock signal (or the
unlock signal), which includes the key informatiassociated with the vehicle 10, to the
locking/unlocking device 11. If the authenticatioased on the key information included
in the received lock signal (or unlock signal) issessful, the locking/unlocking device 11
locks (or unlocks) the vehicle 10. Therefore, lyquaring the BLE authentication
information in advance, the user can lock or unltdek vehicle 10 using the user’'s own
portable terminal 20. This saves time and effortifanding over the electronic key, thus
improving user convenience.

[0119] In addition, in this embodiment, the key infornoatiassociated with the
vehicle 10 and stored in the key unit 12, thathis, key information unigue to the vehicle
10, is usually encrypted or inaccessible. Theesfaven if a malicious third party
illegally obtains only the key unit 12, it is difilt to use it for locking or unlocking the
vehicle 10, meaning that the possibility of vehittieft is reduced. Furthermore, the BLE
authentication information sent from the portabdentinal 20 to the key unit 12 is
associated with the key unit 12 but not with thaigle 10. Therefore, even if the BLE
authentication information is leaked to the outsiderld from the center server 30, it is
necessary to identify not only the correspondeneenvéen the BLE authentication
information and the key unit 12 but also the cqogslence between the key unit 12 and

the vehicle 10 (which key unit 12 belongs to whieghicle 10), thus reducing the
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possibility of vehicle theft.

[0120] In addition, in this embodiment, the locking/urkoty device 11, one of
the components included in the vehicle 10, hasxasiieg configuration, meaning that the
vehicle 10 can be locked/unlocked from the portabteninal 20 by simply arranging the
key unit 12 in the interior of the vehicle 10. Ths, without modifying the vehicle or
changing the design of the vehicle, the vehiclecaf be locked or unlocked by simply
adding the key unit 12, by using the portable teahR0, which has been authenticated by
the center server 30. This reduces the initiabstment when starting a service such as
car sharing.

[0121] In addition, in this embodiment, the center serd® (vehicle use
management unit 322) sends the BLE authenticatitormation to the portable terminal
20 of the user who has reserved the vehicle, basetthe vehicle schedule information
acquired by the schedule information acquisitioit @23. Therefore, if the use of the
vehicle 10 is reserved, the user does not haveronm the operation to acquire the BLE
authentication information and, thus, user conveseecan be improved.

[0122] In addition, in this embodiment, the schedule limfation acquired by the
center server 30 (the schedule information acgomsitinit 323) is set from the portable
terminal 20 or another terminal using cloud appiae that are executed by the
reservation management server 40 and are avavéblhe web. Therefore, the user of
the portable terminal 20 can automatically acqthee BLE authentication information by
simply writing the vehicle schedule informationritahe portable terminal 20 or another
terminal using a web application and, thus, userenience can be improved.

[0123] In addition, in this embodiment, a general-purpssieedule management
server operated by a third party may be used asetbervation management server 40.
Using such a server eliminates the need for progidi dedicated reservation management
function and therefore reduces the initial investm&hen starting a service such as car
sharing. Furthermore, in some cases, the sched@mployees, equipment, and so on is
managed in a company by a schedule managementcappii (cloud application)

associated with a general-purpose schedule managesaever provided by a third party.
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Therefore, in such a case, providing a systemddiatmanage the schedule information on
the company cars using the same general-purposeldehmanagement server makes it
easier for the company to install the locking/uking system 1 according to this
embodiment.

[0124] [Second Embodiment] Next, a second embodimenthaillescribed.

[0125] A locking/unlocking system 1A according to this msdiment mainly
differs from that in the first embodiment in thhetschedule information on a vehicle 10 is
not managed (the reservation management serves d0tiprovided) and in that a center
server 30A specializes in the provision functionttid BLE authentication information in
response to a request from the portable terminal 20 the description below, the same
reference numerals are given to the same configusaas those in the first embodiment,
and the description will be made with focus on therts different from the first
embodiment.

[0126] FIG. 5 is a block diagram generally showing ameple of a configuration
of the locking/unlocking system 1A in this embodimhe The locking/unlocking system
1A includes a vehicle 10, a portable terminal 28A¢ a center server 30A. In addition,
the locking/unlocking system 1A includes a thirdtpaerver 50A as a component related
to the locking/unlocking system 1A.

[0127] Since the configuration of a locking/unlocking aev1l1 and a key unit 12
included in the vehicle 10 is the same as thahénfirst embodiment and is shown in FIG.
2, the description thereof will be omitted.

[0128] The portable terminal 20A includes communicati@vides 21 and 22, a
processing device 23A and a display 24.

[0129] The processing device 23A, which includes a CPd an auxiliary
storage device, includes a first communication @ssig unit 231, a second
communication processing unit 232A, a locking/uklog request unit 233A, a third party
application unit 234A, and an authentication infatibn erasing unit 235 each as a
functional unit implemented by executing one or enprograms on the CPU. In addition,

the processing device 23A includes a storage @dtidplemented as a storage area in the
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auxiliary storage device.

[0130] The second communication processing unit 232A tltesommunication
device 22 to wirelessly communicate with a bastastdor sending and receiving various
signals such as data signals and control signadls. this embodiment, the second
communication processing unit 232A sends and resewarious signals to and from the
center server 30A and the third party server 508ugh a mobile phone network with
base stations as its terminals and the Internetr ekample, in response to a request from
the locking/unlocking request unit 233A, the secondhmunication processing unit 232A
sends the signal that requests the BLE authemitatformation to the center server 30A
and, at the same time, receives the signal thatdes the BLE authentication information
from the center server 30A. The BLE authenticatrdormation received by the second
communication processing unit 232A is stored in sk@rage unit 236. In addition, in
response to a request from the locking/unlockinguest unit 233A, the second
communication processing unit 232A sends the sigml requests permission to use the
vehicle 10 to the center server 30A and, at theestime, receives the signal that permits
the use of the vehicle 10 from the center servér. 3dn addition, in response to a request
from the third party application unit 234A, the sed communication processing unit
232A sends the signal that requests the disclostithie schedule information on the
vehicle 10 to the third party server 50A and, & #ame time, receives the schedule
information on the vehicle 10 as the reference fiata the third party server 50A. In
addition, in response to a request from the thadypapplication unit 234A, the second
communication processing unit 232A sends the sighal requests the update of the
schedule information on the vehicle 10 and, at shme time, receives a reply, which
indicates that the update of the schedule infolwnatin the vehicle 10 is completed, from
the third party server 50A.

[0131] The locking/unlocking request unit 233A sends aklaequest (first
request) that includes the BLE authentication imf@tion, or an unlock request (first
request) that includes the BLE authentication imi@tion, to the key unit 12 via the first

communication processing unit 231 in response algweemined operation (second
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operation) on the GUI displayed on the display 24he operation screen. For example,
the Locking button for requesting the locking, d@hd Unlocking button for requesting the
unlocking, of the vehicle 10 are drawn on the GUthe display 24. The lock request is
sent by touching the Locking button, and the unloefuest is sent by touching the
Unlocking button.

[0132] In addition, in response to a predetermined oerdfirst operation) on
the GUI, the locking/unlocking request unit 233Ande the signal (authentication
information request signal) that requests the BuEhentication information to the center
server 30A via the second communication processimg232A. For example, the input
fields for entering the user's identification infation, password, and use date and time of
the vehicle 10 for use reservation, and the Setiibare drawn on the GUI of the display
24. The authentication information request sigsasent to the center server 30A by
entering the necessary items and then touchin§eine button.

[0133] The information on the use reservation date ame tof the vehicle 10
may be automatically entered based on the functidhe third party application unit 234A
provided for reserving the vehicle 10.

[0134] In this embodiment, the function of the lockindhgking request unit
233Ais incorporated into the third party appliocatunit 234A, for example, in the form of
a Software Development Kit (SDK) that will be debed later. Therefore, the GUI for
implementing the function of the locking/unlockingguest unit 233A is displayed on the
display 24 by the third party application unit 234AWhen an above-described
predetermined operation (first operation or secgperation) is performed on the GUI, the
locking/unlocking request unit 233A is called frahe third party application unit 234A to
implement each function of the locking/unlockingquest unit 233A described above.
That is, when a user’s predetermined operatiost(tiperation) is performed on the GUI
during the execution of the third party applicationt 234A, the locking/unlocking request
unit 233A is called from the third party applicationit 234A to send an authentication
information request signal to the center server .30An addition, when a user’s

predetermined operation (second operation) is padd on the GUI during the execution
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of the third party application unit 234A, the loegfunlocking request unit 233A is called
from the third party application unit 234A to semébck request or an unlock request to the
key unit 12.

[0135] The third party application unit 234A is a funci@ unit implemented by
executing a predetermined application programdthparty application program) installed
in the portable terminal 20A. The third party apation unit 234A communicates with
the third party server 50A through the second comigation processing unit 232A to
provide a predetermined service different from tbeking/unlocking function of the
vehicle 10 (for example, use reservation service tf@ vehicle 10 in car sharing,
settlement service in car sharing etc.). For exenpe third party application unit 234A
causes the display 24 to display the GUI as theabip@ screen and, in response to a user’s
predetermined operation on the GUI, carries outway communication with the third
party server 50A to make a use reservation fovéécle 10. As a specific method of the
use reservation for the vehicle 10, the method dase the two-way communication
between the use reservation unit 234 and the r@$envmanagement server 40 in the first
embodiment may be used. In addition, in responseuser’s predetermined operation on
the GUI, the third party application unit 234A g¢asrout two-way communication with the
third party server 50A to perform the settlememiceissing for using the vehicle 10.

[0136] The third party application unit 234A may be regld by a similar
functional unit implemented by a program providadt by a third party, that is, a third
party different from the user’'s own organizatiooding the programs for implementing
the locking/unlocking request unit 233A and for ragimg the center server 30A, but by
the user’s own organization. In such a case, lilvd party server 50A is replaced by a
service provision server managed by the user’s awanization.

[0137] The center server 30A manages the use statuseofehicle 10. The
center server 30A includes a communication devicar®l a management device 32A.

[0138] The management device 32A, configured mainly by @r more
computers, includes a communication processing32iiA and a vehicle use management

unit 322A each as a functional unit implementedelgcuting one or more programs on
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the CPU. In addition, the management device 3Rid®s a user information DB 324 and
an authentication information DB 325 stored inititernal auxiliary storage device.

[0139] The communication processing unit 321A uses tmanconication device
31 to send and receive various signals to and ftioen portable terminal 20A. For
example, the communication processing unit 321/leixes the signal (authentication
information request signal) that requests the Blhentication information from the
portable terminal 20A and, in response to a reqgfuest the vehicle use management unit
322 corresponding to that signal, sends the sitdpadlincludes the BLE information to the
portable terminal 20A. In addition, the communigatprocessing unit 321A receives the
signal that requests permission to use the vehizligom the portable terminal 20A and, in
response to a request from the vehicle use managemné 322 corresponding to that
signal, sends the use permission signal of thecleeiD to the portable terminal 20A.

[0140] The vehicle use management unit 322A sends the 8liBentication
information to the portable terminal 20A via thearoounication processing unit 321A in
response to the authentication information requagnhal that the communication
processing unit 321A receives from the portablenbeal 20A. For example, the vehicle
use management unit 322A verifies whether the sisdentification information and
password, included in the authentication informati@quest signal, match the user's
identification information and password registeiiedthe user information DB 324 in
advance. If they match, the vehicle use managem@hB22 determines that user is an
authorized user and retrieves the BLE authentioatitbormation, corresponding to the key
unit 12 mounted on the vehicle 10, from the autication information DB 325. In
addition, the vehicle use management unit 322Aaekdrthe use end date and time based
on the information on the use reservation datetame of the vehicle 10 included in the
authentication information request signal. Thée, vehicle use management unit 322A
sends the signal that includes the BLE authentindgtiformation and the use date and time
expiration information (use end date and time efykhicle 10) of the BLE authentication
information to the portable terminal 20A via thergaunication processing unit 321A.

[0141] Next, an outline of the operation of the lockingacking system 1A in
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this embodiment will be described with referenc&lG. 6.

[0142] In FIG. 6, in order to conceptually describe tlkehange of signals among
the main components, the hardware (communicationcee 21, 22, and 31) and the
software (first communication processing unit 284cond communication processing unit
232A, and communication processing unit 321A) foplementing the communication
function are omitted.

[0143] In step S601, in response to a user’s predetechoperation on the GUI
displayed on the display 24, the third party agian unit 234A carries out two-way
communication with the third party server 50A tok®a use reservation for the vehicle
10.

[0144] In step S602, when a predetermined operatiort fperation) on the GUI
is performed, the third party application unit 23d&ls the locking/unlocking request unit
233A that is installed in the portable terminal 20Ahe form it is incorporated in the third
party application unit 234A as an SDK.

[0145] In step S603, the SDK (the locking/unlocking resjuenit 233A) sends the
signal (authentication information request signalit requests the BLE authentication
information to the vehicle use management unit 328&g an API 327 that calls the
vehicle use management unit 322A. As a resultyéigcle use management unit 322Ais
called. The vehicle use management unit 322A iearifivhether the user’s identification
information and password, included in the authatite information request signal, match
the identification information and password registein advance in the user information
DB 324. If they match, the vehicle use managemant 322A retrieves the BLE
authentication information, corresponding to thg kgit 12 arranged inside the vehicle 10,
from the authentication information DB 325 and setite retrieved BLE authentication
information to the SDK (locking/unlocking requestit?33A) using the APl 327. In this
way, the BLE authentication information is storadhe storage unit 236.

[0146] Note that, even if the locking/unlocking requesit 233A provided as an
SDK is called, the execution of the third party légggion unit 234A is continued on the

portable terminal 20A and the GUI, displayed by th&d party application unit 234,
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remains displayed on the display 24.

[0147] In step S604, when a user’s predetermined operécond operation) is
performed on the GUI, the third party applicationitu234A calls the SDK (the
locking/unlocking request unit 233A).

[0148] In step S605, the SDK (the locking/unlocking resjugnit 233A) sends a
lock request or an unlock request that includesBbhE authentication information to the
key unit 12. As a result, without leaving the Gdidplayed by the third party application
unit 234A, the user can operate the locking/uniogkilevice 11 via the key unit 12 as
described above for locking or unlocking the vehit0.

[0149] Next, a specific example of the operation of theking/unlocking system
1A in this embodiment will be described with refece to FIG. 7.

[0150] FIG. 7 is a sequence diagram showing an exampllkeobperation of the
locking/unlocking system 1A in this embodiment.

[0151] Since steps S710 to S720 and steps S722 to Shafh) vepresent a series
of operations at the start and at the end of uskeeotehicle 10, are similar to steps S412 to
S422 and steps S424 to S438 in FIG. 4, respectitredydescription is omitted.

[0152] Steps S702 to S708 represent a series of opesdtiom the time a use
reservation for the vehicle 10 is made to the tihee BLE authentication information is
sent to the portable terminal 20A.

[0153] In step S702, the third party application unit 234 the portable terminal
20A is started in response to a user’s predetednomeration (for example, a touch
operation on the icon of the third party applicatdisplayed on the display 24).

[0154] In step S704, in response to a predetermined tiperan the GUI
displayed on the display 24, the third party aglan unit 234A of the portable terminal
20A performs two-way communication with the thirdrty server 50A to make a use
reservation for the vehicle 10.

[0155] In step S706, the third party application unit 34 the portable terminal
20A calls the locking/unlocking request unit 233A response to a predetermined

operation (first operation) on the GUI displayed tie display 24. Then, the called
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locking/unlocking request unit 233A sends the digaathentication information request
signal) that requests the BLE authentication inftion to the center server 30A. As a
result, the center server 30A receives the auttetitin information request signal.

[0156] In step S708, the third party application unit 234 the center server 30A
authenticates the user based on the user's idatitiin information and password included
in the authentication information request signall,ahen, sends the BLE authentication
information, corresponding to the key unit 12 ageoh inside the vehicle 10, to the
portable terminal 20A.

[0157] As described above, in this embodiment, the thady application unit
234A communicates with the third party server 58#erent from the center server 30A,
to provide a predetermined service (use reserva@uice of the vehicle 10). When a
predetermined operation (first operation) is peried on the GUI displayed on the display
24 during execution of the third party applicatiomt 234A, the locking/unlocking request
unit 233A is called from the third party applicationit 234A to send the authentication
information request signal to the center server 30& the second communication
processing unit 232A. Similarly, the locking/uritomy request unit 233A is called from
the third party application unit 234A during exaoutof the third party application unit
234A to receive the BLE authentication informatifsom the center server 30 via the
second communication processing unit 232A. In tamldi when a predetermined
operation (second operation) is performed on thé @&played on the display 24 during
execution of the third party application unit 234he locking/unlocking request unit 233A
is called from the third party application unit 28t send the lock request (second signal)
or the unlock request (second signal), which inetuthe BLE authentication information
received from the center server 30A, to the vehible (key unit 12) via the first
communication processing unit 231A. Therefore, dgample, when there is already a
third party that provides services such the uservesion service and the settlement
service used in car sharing, the locking/unloclsggtem in this embodiment can realize
car sharing while specializing in providing the étion for locking and unlocking the

vehicle 10 using the portable terminal 20A, thuslumng the cost and the initial
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investment. In addition, the system in this embuaiit, which can attract a user who uses
a third-party application, makes it easier for tiser to start business quickly, for example,
when the user wants to start the car-sharing bssineln addition, since the portable
terminal 20A is configured to acquire the first laautication information, not from the
third party server 50A, but from the center sef®@A of the user’s own organization, the
first authentication information can be providedth® portable terminal 20A without
disclosing the first authentication information @othird party. Furthermore, in some
cases, it is unnecessary to strictly manage theassvation, for example, when vehicles
are lent and borrowed between users using a conaationi application. Therefore, by
installing the locking/unlocking request unit 238Athe portable terminal 20A in the form
it is incorporated in a communication application that the BLE authentication
information can be acquired from the center seB@®&, the user can lend and borrow
vehicles freely without exchanging electronic keys.

[0158] In this embodiment, the portable terminal 20A King/unlocking request
unit 233A) requests the center server 30A, diffefeom the third party server 50A to
which the third party application unit 234A is cemted, to send the BLE authentication
information in response to a call from the thirdtpaapplication unit 234A that is an
existing application. Then, the portable termir20A (the second communication
processing unit 232A) receives the BLE authenticathformation from the center server
30A. Therefore, since the BLE authentication infation is stored in the center server
30A different from the third party server 50A to iah an existing application connected
and is managed according to a dedicated securiticypdhe leakage of the BLE
authentication information to the outside world daa reduced. In this embodiment,
when the BLE authentication information is senthe portable terminal 20A in response
to the authentication information request signairfrthe portable terminal 20A, the center
server 30A authenticates the user based on théfidation information on the user of the
portable terminal 20A included in the authenticationformation request signal.
Therefore, even when an access is made to thercseteer 30A via a third party

application, security can be maintained.
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[0159] Although the mode for carrying out the presentemion has been
described in detail above, the present inventiorotdimited to such specific embodiments
but various modifications and changes are possible.

[0160] For example, though the subject of locking/unlagkand use reservation
is a vehicle in the above-described embodimenésptiesent invention is not limited to a
vehicle if the subject is available to a pluralitiyusers in different time zones and can be
locked/unlocked. In other words, the vehicle tisahe subject of locking/unlocking and
use reservation in the above-described embodimeratg be replaced with facilities
capable of being locked and unlocked such as aeoemée room, a recreation center, a
gymnasiums, and the like. This makes it possibleeduce the possibility of illegal
invasion into facilities while improving the convence of the users who use the facilities
as in the above-described embodiments.

[016]] In addition, though the reservation managememntese40 is provided
separately from the center server 30 in the abesgeftbed first embodiment, the function

of the reservation management server 40 may bedadlin the center server 30.
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CLAIMS:

1. Alocking and unlocking system (1) charactetibg comprising:

a portable terminal (20);

a key unit (12) arranged inside a vehicle (10fgoilities; and

a locking and unlocking device (11) installed ire tvehicle (10) or the facilities,
wherein

the portable terminal (20) includes a first segdimit configured to send a first
request to the key unit (12), the first requestuding first authentication information
associated with the key unit (12),

the key unit (12) includes:

a first receiving unit configured to receive thrst request from the portable
terminal (20);

a first storage unit configured to store encrgipteecond authentication
information, the second authentication informatiming associated with the vehicle (10)
or the facilities;

a first authentication unit configured to perfoanthentication based on the first
authentication information included in the firstquest when the first receiving unit
receives the first request;

a decryption unit configured to decrypt the secamthentication information
when the authentication by the first authenticatiart is successful; and

a second sending unit configured to send a seoeqakest to the locking and
unlocking device (11), the second request includivegsecond authentication information
decrypted by the decryption unit, and

the locking and unlocking device (11) includes:

a second receiving unit configured to receive gbeond request from the key
unit (12);

a second authentication unit configured to penfauthentication based on the

second authentication information included in thezomd request, when the second
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receiving unit receives the second request; and
a locking and unlocking unit configured to loakumlock the vehicle (10) or the

facilities when the authentication by the secortthentication unit is successful.

2. Allocking and unlocking system (1) charactetibg comprising:

a portable terminal (20);

a key unit (12) arranged inside a vehicle (10fgoilities; and

a locking and unlocking device (11) installed Ire tvehicle (10) or the facilities,
wherein

the portable terminal (20) includes a first segdimit configured to send a first
request to the key unit (12), the first requestuding first authentication information
associated with the key unit (12),

the key unit (12) includes:

a first receiving unit configured to receive thrst request from the portable
terminal (20);

a first storage unit configured to store secomdhentication information
associated with the vehicle (10) or the facilities;

a first authentication unit configured to perfoanthentication based on the first
authentication information included in the firstqoest when the first receiving unit
receives the first request;

an access management unit configured to charmgese¢bond authentication
information in the first storage unit from an inassible state to an accessible state, when
the authentication by the first authentication ismguccessful; and

a second sending unit configured to send a seoequkst to the locking and
unlocking device (11), the second request includireggsecond authentication information,
and

the locking and unlocking device (11) includes:
a second receiving unit configured to receive sbeond request from the key

unit (12);
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a second authentication unit configured to penfauthentication based on the
second authentication information included in trexosid request, when the second
receiving unit receives the second request; and
a locking and unlocking unit configured to loakumlock the vehicle (10) or the

facilities when the authentication by the seconth@ntication unit is successful.

3. The locking and unlocking system (1) accordiiog claim 1 or 2, further
comprising:
a server (30) configured to communicate with thegble terminal (20), wherein
the server (30) includes:
a second storage unit configured to store tlsé dinthentication information;
a schedule information acquisition unit confighréo acquire schedule
information on the vehicle (10) or the facilities)d
a third sending unit configured to send the fnsthentication information to the
portable terminal (20) when the schedule informmatiocludes a use reservation for the

vehicle (10) or the facilities by a user of thetpbte terminal (20).

4. The locking and unlocking system (1) accordiogany one of claims 1 to 3,
wherein
the portable terminal (20) further includes:
a third storage unit configured to store thet nsthentication information; and
an erasing unit configured to erase the firshawtication information stored in

the third storage unit, when a time of a use ofvtdcle (10) or the facilities ends.

5. Akey unit (12) characterized by comprising:

a receiving unit configured to receive a firstuegt from a portable terminal (20), the
first request including first authentication infaation;

a storage unit configured to store encrypted sg@rthentication information, the

second authentication information being associaiéida vehicle (10) or facilities;
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an authentication unit configured to perform auatloation based on the first
authentication information included in the firsguest when the receiving unit receives the
first request;
a decryption unit configured to decrypt the secanthentication information when
the authentication by the authentication unit iscegsful; and
a sending unit configured to send a second reqaestocking and unlocking device
(11), the second request including the second atitiaion information decrypted by the
decryption unit, wherein
the key unit (12) configured to send the secomgigst to the locking and unlocking
device (11) in response to the first request, tbg lnit (12) being arranged inside the
vehicle (10) or the facilities, the first requesirig sent from the portable terminal (20) to
lock or unlock the vehicle (10) or the facilitiethe locking and unlocking device (11)

being installed in the vehicle (10) or the facd#j the second request requesting the

locking or the unlocking of the vehicle (10) or flaeilities.

6. A key unit (12) characterized by comprising:

a receiving unit configured to receive a firstuest from a portable terminal (20), the
first request including first authentication infaation;

a storage unit configured to store second auttetidin information, the second
authentication information being associated witkehicle (10) or facilities;

an authentication unit configured to perform auatloation based on the first
authentication information included in the firsguest when the receiving unit receives the
first request;

an access management unit configured to change s#wend authentication
information in the storage unit from an inaccessiffate to an accessible state when the
authentication by the authentication unit is susfiésand

a sending unit configured to send a second reqoestocking and unlocking device
(11), the second request including the second atitiaion information, wherein

the key unit (12) configured to send the secomgi@st to the locking and unlocking
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device (11) in response to the first request, the Unit (12) being arranged inside the
vehicle (10) or the facilities, the first requesirig sent from the portable terminal (20) to
lock or unlock the vehicle (10) or the facilitiethe locking and unlocking device (11)
being installed in the vehicle (10) or the facd#j the second request requesting the

locking or the unlocking of the vehicle (10) or flaeilities.

7. The key unit (12) according to claim 5 or 6,endin

the key unit (12) is removable from the vehicl@)(ar the facilities.



