WO 01/ 22683 PCTI GB00/ 03684 PACKET NETWORK | NTERFACI NG Thi s i nvention
relates to an interface between a first network operating in accordance
wi-th a first transm ssion protocol and having network addresses in

accor dancewaiog/2683 f i r st addressi ng convention, herein rePETIGBAVIES4s fr st
type 5 addresses, and a second network operating in accordance with a
second transm ssion protocol and having network addresses in accordance
with a second addressing convention, herein referred to as second type

addresses; and to the tunnell ipCKET REPWORK IRTERSACINGE second network from
one such interface to another such interface; and relates particularly,

but not excl usi vel y TPEdNYESHAT HpIRteE | trAN IRtertackeRatWRESS esfirsh nepgsk apetating in

| nt ernet Prot Qﬁ@&rdé!r&fesm 8 firkP\@hsHREBh NSrotRBA LAY BthviNg ndfwdrRt &idi&ises in
Protocol version 4 |PV813" dopain.. Herein, the terns packet and nessage are

used i nterchaﬁﬁ%%[ﬁi"y’eaw havirst [pddressing cRBNARYRT, harein { 1eferres; &9 135t Hrstdtype

domai n is USE@dARssessPERd A CsRBAIPhEWIrk opdtintPliK - adcdrddhckNtWGIHS] second
technol ogy, it had becone apparent . that the initial transport protocol,

| Pv4, needed tGPBRISEAAAeeg0! #id h%‘!"ﬁfbl“PS)"’?’!S qddresgess i AFROTGANSE | WY @ sasandss
space and add a&dﬁébﬁﬁ@r&hv&ﬂbnaﬂgfeﬁﬁ%fﬁﬁédl% Luseseclahe {ys§ UWddredass;! 5%613@ fg

has a si rrpllfled header format conpared w | Pv4, but which uses
addresses as WHISHRE A PRFfSES 9grops fheaﬁﬁfPégé‘é'@N?ﬁé@"? Ang pyeh inperfamedaangther

Wi shing to havgcinn®@Wassi eMd Ghlatli ParBiBMBiv! bl 381 dXcRRREIAT &2 cBin %.cata#e
to access Ilst of | nternet- Drafts, which are workin document s

| nt er net gi ﬁ%qn@sﬁsd@i{emcgge trqt@ppj) Proaqcol version 6 (IPv6) domains separated by

htt p: // ww. | etah Jstediet Prbtedds Vésioh % (IPV4) ORI part icularly rel evant
docunent is "A Qi de to the Introduction of IPv6 in the IPv4 World"

<draft-i et f - ngt r ansBeElYy RATCIMHPAGEE 2RA, Brepsagn are wssd-interahapseably ang havedhe ed
to as 25 "Cuissifie trAednihgl ahtaihei deir Nnterddt dBMMih 31@0ed bb G Q?@c‘fﬁ@texérnmgmf'é)n

relates to tunnelljng. Known tunnelling techniques are of two types
confi gur ed an8eMkmatic. A configured tunnel is created by nmanual

configurati®n of a mumbsthét BEhnIBGE! & e BBEINRER éﬂeﬁ%td@]@hﬂua@@%n?&r{ Pv4
domai n such t hat aII Backets recelved 30 fromtﬁe | Pv6 domain are

encapsul at ed PPPbk4P¥acREAdEd 10 bernbanced, PEncipally; to; ipcreasmithe availableiaddress e

the tunnelli HEpédat &id ade abRbraRPital BEAreRY triQR, Frrémsﬁlh%véselmbewhﬂ)?g@]
domai n containing.the destination |Pv6 host. WO 01/22683 PCT/ GB00 3(?543 2

An automatic simplitied geader format cpmpared sl 4Py tbun ddichhusesal 2& bitfadgrasses am:

compared with 32 bit addresses used in IPv4.

20 Readers wishing to have an overview of this general transitional area might
like to access a list of internet-Drafts, which are working documents of the Internet
Engineering Task Force (IETF), at http:l/Www.ietf.orgM id-abstracts.txt, and a
particularly relevant document is "A Guide to the Introduction of IPv6 in the IPv4
World" <draft-ietf-ngtrans-introduction-to-ipv6-transition-O1.txt>, also referred to as

25 "Guide to IPv6 Transition”.

As mentioned, the present invention relates to tunnelling. Known tunnelling
techniques are of two types: configured and automatic.

A configured tunnel is created by manual configuration of a tunnelling
interface between an IPv6 domain and an IPv4 domain such that all packets received

30 from the IPv6 domain are encapsulated in IPv4 packets addressed to a specific tunnel
end point, i.e. the tunnelling interface between the IPv4 domain and the remote IPv6

domain containing the destination IPv6 host.



the tunnel end points are automatically determ ned. Several automatic
tunnelling mnmechanisns are currently in devel opnment within the | ETF, these
being known in the art as, 6over4, 6to4, Dynam c Tuniglddaglessg’d Tunnel
Br oker. ORMR283r ¢ detail ed information on 6over4 the readﬂr can obtain
fromthe | ETF, the docunent known as REC2829, or any variant thereof,
"Transni ssion of | Pv6 over |Pv4 Domai n€ wi t hout Explicit Tunnels", by B.
Carpenter and C. Jung, March 1999. For nore detailed information on 6to4
the reader can obbmintomatimtumnel pe-tie otherandodqeseiot nreb PNy configuration:
draft-ietf-mpa rto.ﬁ'ﬂt%l’ Qﬁ@éoﬂﬁs la¥d ,auwméBXIIVV%kﬁﬂheJ hSé\%@;I aut&@atn(,o?m%bon of
| Pv6 Domains via | Pv4d ouds wi t hout licit Tunnel s" Car pent er
and K. Nbor @eclylismpare querently Eudqvmoammpw&hmdhe @Waﬁf‘??ﬂ‘?ﬁ%q‘ﬂq%'"tmé
reader can gptgl aovefr:i %Ekﬁydaﬁﬂ: TuﬁMnnﬁOWnekﬂﬁm as
draft-ietf-ngtrans-dti-0 For nore detailed information on Tunnel

Br oker th® readerFQfa?Pfeﬁ?@!'?f’ Infosmatianson fveréthe reader ca9 AbtaiR froRHbRAE LR
draft-ietf-paf §0riept ihn S;Chﬁdiasthesﬁy YeRHtheRdst OMTRd sid it ING‘Sver

nmechani sns use a vari et techniques to enable ‘the tunnel to

aut onat i cal IRv4cB3eraaing !’Hg?}“ Exgliadt E“Wlﬁlsf"l a8+ C"HP%M‘*‘S?IE’C‘F&F”’HQPW"’JUWE%S in

which the top | evel REE SBALS infordthtion loh) 6168 thairékie”Ban B8R frb@Ithb WETH, he
6t 04 tunnelling nechanism and the next |evel aggregator (NLA% cont ai ns

the | Pv4 adthesiocynenthknewnnes dssftriesbgirans 8ot XtTudeny i Yajiapt dheseef Tunnel
Broker wyy bé&%chaplofﬁﬁo@r:%nﬁwné QiR IFvia" Blouds ReEHoue! EXphsit PIAREST, hy\enti on,
there is provided, an 25 interface for use between a first net wor k
operating i fatpentsr aehKeMaPteh a first transm ssion protocol and having

net wor k addr eSSG_SFdrﬂna@Cd&éﬁeaqﬁo%étmnaorf Dyfdmic AURRSIRE B AR blainher ei n
referred to as first tlglmd dresses, and_a second twork operating in
?

accor dance fiofthg IEER shridequmestkaawn as fraf '6% (5'9"3?&1‘“?'1’?9 iy network

addresses in acCOEanG8 dtdild InfoRRAtIvA GHiTifes Bidket @MY RAHEOEan BRtaRI flom 0
referred to as second type addresses, the interface haV| ng both a first

type add?®sghe ERE he decuRentkppwn a8 firaftetnairansikes PR 2 pr ot ocol

converter arrangefhdse kpoWH SutorfatitPRMAGRNd MéLIehising QsdTRivalidty gFa@elinquese Wit h
the first transm ssion protocol, herein r I'seil red to as a first type This

Sheet Has *bRenpbiestheduang kg be autgmatically este

¢ 6overd Multicast
& 6tod Special IPv6 address in which the top level aggregator
20 (TLA) contains an identifier for the 6to4 tunnelling mechanism, and the next

level aggregator (NLA) contains the IPv4 address of the tunnel end point
¢ Dynamic Tunnelling via DNS
¢ Tunnel Broker www based tool
According to a first aspect of the present invention, there is provided, an
25 interface for use between a first netWork operating in accordance with a first
transmission protocol and having network addresses in accordance with a first
addressing convention, herein referred to as first type addresses, and a second
network operating in accordance with a second transmission protocol and having
network addresses in accordance with a second addressing convention, herein
30 referred to as second type addresses, the interface ha_ving both a first type address
and a second type address and comprising:
a protocol converter arranged to convert a message having a format in
accordance with the first transmission protocol, herein referred to as a first type

\
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Vil 11 WO 01/22683 PCT/ GB0O0/ 03684 3 nessage, into a nessage having a
format in accordance with the second transm ssion protocol, herein
referred to as a second type nessage, and vice versa; neans for
encapsul at woglazésanged to respond to recei pt of a secondPCFsBOYERESesS
together with a first type nmessage by encapsul ating that received first
type 5 nessage as the payload of a resultgng encapsul ati ng. second type
nmessage, using that received second type address as the destination

address of thanéfagd,t M8 acheatmel abling &cfoamdt tiiPacehrasiee vatd Hei Bbonli Ne
second type address of the interface as the source address of the

resul ting encdfEgmissiondretecelnhereinsefesied 4098 2 sseKLtyPE MeFsagsn @RP YiFrdersdy a

second type nessage pieans Gér bfoePsilbtingdairariydd to rbSpaHidtcd Redelph EJff #8B8cond type
controller arranged to respond to receipt by the interface of a first type

message from tad87ESH tQQethRI WY R TH§ WRE Metsars %enqregve'ﬁm tha regeiMed Justotype hat
first type BeSHed8gd &€ He\RYIchE OFalriRitddg ehcapsifiting 'skcontrype nys@ébet @sihd Ehat

protocol converter that first type nessage received fromthe first network
if its destindeFRipdac@rens tvRe opddfess raf he cdettbatipmeaddressedf, the seesulting

deriving, diregkchysufding ru@caﬁ@ttwe nfvésQH%é RRd dRkid @ﬁé | s@Borft @yes ad@bsd Ratthe

first type nessage received fromthe Tirst network, a second type address
for use by thdnteERgepstiesoNrRg addrass ofthe repulting:eRGaRaIAtNg SRFQPE SWPegPessage;

resul ting encapsul akieg8s $6CHIEhcagsuls a §BSoTAUGpe MeksSRNE) Rridve H‘Sayload
encapsul ati ng neans the derived second type address together with th

first typemeﬁ‘age received fromthe first network. Preferably, the

controller is arranggGntbfadtLebitfollbNErraRe@nd by mda@dfee&?t b{lith€ Gdtbfad¥ of a
retrieving it froma predeterm ned subaddress field of the destination 25

address. Al t erflisktypempssagrdrom the fyst BetwWoek BY r anged to derive the second

type address dxBfinidCiheYdeslin@fonCsduivédd, of'tﬂaﬁﬁ@@iﬁﬁ%@ssw?é PedehRd st thé@bitsp N
address, a | ook- up table having entries in the form a first type

addr ess associ™t¥efkwi th a second type address, and retrieving the second

type addre3s Gendifig @Btthy piatdcbldcéhviertes that Vet n?‘dé ﬁd&liagssreeaté‘dﬁm& e first
destination address. Preferably, each entry of the address conversion table

conprises a fingbuorkdiits ﬁ?ﬁ‘i‘f‘é’?'?ﬂ frifiress i gbadirstinsedetesmineddiormatyi ng whet her t he
control ler is glga, 9eifngd, Nditecti ovtindiddBy, from the destination address of that first type

message received from the first network, a second type address for use by the

encapsulating means as the destination address of a resulting encapsulating second
20 type message, and

sending to the encapsulating means the derived second type address together with

that first type message received from the first network.

Preferably, the controller is arranged to derive the second type address
directly by retrieving it from a predetermined subaddress field of the destination

25 address.

Alternatively, the controller is arranged to derive the second type address
indirectly by accessing, in accordance with the destination address, a look-up table
having entries in the form of a first type address associated with a second type
address, and retrieving the second type address of an entry having a first type

30 address matching the destination address.
Preferably, each entry of the address conversion table comprises a field for

containing an identifier for identifying whether the controller is to send that first type
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This Sheet Has Been Replaced 11111111111111111 1111fll WO 01/ 22683

PCT/ GB00/ 03684 4 nessage received fromthe first network to the protocol
convert the encapsul ating means. The encapsul S may
conpri SZ‘L’S%%?%‘% ity of different encapsul ators, eachl%ellrll‘g%gsu ator being
arranged to operate in accordance with a respective 5 encapsul ation type,
and the controller being arranged to det¥®er mi ne whet her the destination
address of that first type nessage received fromthe first network is of
one of a redpssagey eecgiyed e@?fﬁnﬂ‘ieng’sﬁl'tﬁ“élpfkt Jo otheppratienct raanmerterf of tat the and,
if so, to QREgshiBAtg fehsL type nmessage received fromthe first network to
t he encapsul ating_ nmeans corresponding to that one predeterm ned format. 10
Preferably, each BifnFaesulating mesas sy copmiies 3ipbiielityof difierns eneapsulators.el d
for contai ghg eaeaasde&trl bEiRg dridh edﬂqat b.&éfm@gua ac¥tartle HHH2RS Hsp L&(}R@

whet her the control s to sengi first type nessage receive rom
the firstS néﬂ‘&ﬂﬂ?’&'a?@ ttYRé* At H’EoF°"tE98PFvBF'E‘Bra'@"9P‘6 tohieternming whegheritheneans:
Accor di ng t Qedtinaf&PB4dr@SPBCthaP first h?pé)ﬁﬁ§§a‘§5 rb BRI 1r6 thb BR&tendtworidi i ded,

a 15 method of operating an interface between a first network operating in
accordance ©°f ©h aa’eﬁﬁchYe eorEeseRndiag Blyrains Pb ptadetamingd Vrimatacanto iksaddr esses
i N accor danggndMaak fitst {ylpa Thes3aY RR8IVED HORN VRNl hetWSik SloNtne SRS ithihg . aS
first type addresses, and a second network operating in accordance With a
second t r an81PRBS FYFESPPRAINE 1 thahererredsigrminwt MRt addr esses in accordance

with a sggond addsersdbid aBh SRHH of the Q&Hrsssncor&@rsi&f ﬁbre%nw.saéa%%wm type
addresses, the nethod conprising the steps of: exam ni ng he destination

ethet thergentralias | f

the desti natd RNsemddings $.r§ifty§é1ates§a§e%mded‘ fromt tHeY 8t ABSVAE 0 Ithe PlotBedi! I St
predet er mi ned for mat rotocol converting that received first type nessage;

25 el se, enE%m@[FPh?"ltﬁgtﬁ?ﬁa‘fapﬂé'é"éﬂwﬂa'?srrst type nmessage in accordance with

the second transmc'asd.@tcpa%&malaspa&ﬂMhe%?esehe.rd,@ﬁﬁdm%érens aﬂﬂf&as of a
resul ti n%g% encapsul ati ng second type nessage, a second t dress
i

F@quyoforpefrm ?'é&ttrfgﬂacef%‘ﬂf%é sk petwork opers m &gcwdwat

recei ved fi th 4 firBEtrapsisiich prﬁﬁéerﬂidﬂﬁvm ridtbik dPEPech seborblfelNigs Nt
i nvention, there |sw§40w ded rpet hod of _operati r&g an i nterface

bet ween a f fitsE@ddrassing gonygaPOR: |'Wbe"P FererEesh et Fest tyie ppdlessps.and & $8F9RF ssi on
protocol anfdethavk BPeratihg\an lecstadres SWith iansand tEkmBamsitht frofocol bAd thaving

addr eSSl NG O darbesas i adcardunce With' 8 htond 'addresiibg convention Heram o o
second g convention, herein -
.20 referred to as second type addresses, the method comprising the steps of:

.examining the destination address of a first type message received from the
first network; and

if the destination address of that received first type message is of a first
predetermined format, protocol converting that received first type message;

25 else, encapsulating that received first type message in accordance with the
second transmission protocol, using, as the destination address of a resulting
encapsulating second type message, a second type address derived, directly or
indirectly, from the destination address of that received first type message.

According to a third aspeet of the present invention, there is provided, a

30 method of operating an interface between a first network operating in accordance

with a first transmission protocol and having network addresses in accordance with a

first addressing convention, herein referred to as first type addresses, and a second

network operating in accordance with a second transmission protocol and having
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networ k operating in accordance with a second transm ssion protocol and
having This Sheet Has Been Replaced 11111111 111111 WD 01122683

PCTI GB00/ 03684 5 network addresses in accordance with aréﬁ%gﬁ&%%dresm ng
convent i onWORLEEY  referred to as second type addresses od
conprising the steps of: exam ning the destination address of a first type
message received fromthe first network; &d 5 if the destination address
of that received first type nessage is of a first predeterm ned format,
protocol convenativatk @Hdressescini weeprdancet withpe seeewhgddressidgi ¢orviation, herein

destination aqgfesy 18fhs sOind G5 hddrdss %& "thé nhetRSu Soicitiy ‘lt hg stlpsPrSecond

predeterm ned fornmat, encapsulating receive ype ‘nessage in
accordance with t thst@mgthrCGnmlseladdreps of edisst, typs imegsagrsrecéieed from the
destination acdiﬂgpﬁesc fk:and0 resulting encapsul ating second type nessage, a
second type address el’l ved, directly or indirectly, fromthe destination
address of Bhat recéi thedddstingtiont messesfsﬁg@ recelfredf Bnstiltype meksagecis arfda first

det ' d ' tifyi
Encapsul at 1 on Aroainned ¥offids, bRELUIRS ARG RAL ldeefba t1S1300 kil
predet ermi ned porti dfrthe destivasion as!deent tmgjerﬂdzel\faddmt m messege isdoff a s&dontiy pe
Message as Su'ﬁr@tﬁl‘c@rﬁi d R);rﬂgto %ﬂéapsﬁ%ﬁ“? that Y d\]_&efufst 'iyg:;[ rgs%ete ell'l; ?chq% ance

format may al so 1 nc ermne
constitutes th@ltlsetb@nsbcpw)ermdusgm pextecohs using, desﬂ’llendestloatlorad!ddﬂ-;ss aff aa

I d
i ess 1 QeSS AR ROl SR Mol HB"aNL) P
subaddr ess fi edrdndifecthhdrage the dgstlngnpnaaﬂdrmyf titaéeaivdd first tybe neesaageni ng st ep
conprises the subst gpgeQfy ! :a]ie; %%:\6 rg&?emgr?é%lt E%Léso%r%ganec usdﬁfs rag‘?gtfatiff% o

received first type ness a
wi th the retr iidengifiyiogkan eneﬂpsdntiadmpess 25 Mor e preferably in methods for

use when the | ook-u e [ of .a fir e
address associ at ed \?ﬁh% qp%alt 'ceég%%d'h psd fSHﬁd% ﬁ.ﬁg 'hél%%‘lr]leéef}a 6? et?rﬂ"é" gZB 'é'[?
type addred§ ofhase conteny iientifiey thafsreﬁ:ewsd flrwtp'epaddessage s tstitablg fbh@rotocol
destination aq@pessiogonstitutes indirectly deriving the second type address
“fromthe destination address of that received first type nessage. 30 for
use when t he | ook- uphe fisstepredeteiraived fotmatemay falsos includend iskcard predetérmined

bcem:;)?l)?l)(r:]gl ag ﬁ\b&?&h&%ﬁéodtgﬁr@éééﬁu% NCIRATETe {ﬂ%tadfdlrersgtusgx RS A€ RS %’alor? to
address of a resulting encapsulating second type message.

20 Preferably, the second type address is derived directly by retrieving it from a
predetermined subaddress field of the destination address.

Preferably, the examining step comprises the substeps of retrieving the
destination address from the received first type message, and accessing a look-up
table. in accordance with the retrieved destination address.

25 More preferably, in methods for use when the look-up table comprises entries
in the form of a first type address associated with a second type address, retrieval of
the second type address of an entry having its first type address matching the
destination address constitutes indirectly deriving the second type address from the
destination address of that received first type message.

30 for use when the look-up table entries include a first identifier field containing an
identifier identifying whether that first type message is to be protocol converted or

encapsulated, there may be included the steps of retrieving the identifier from the

first identifier field of the entry having its first type address matching the destination

—_—
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encapsul ated, there may be included the steps of retrieving the identifier
fromthe first identifier field of the entry having its first type address
mat chi ng the destination This Sheet Has Been Replaced [ 1111111 [1ITITIT °
1111111 WOR12268301122683 PCT/ GB0O/ 03684 6 address, andP RPN t hat t he
retrieved identifier is consistent with whichever of protocol conversion
or encapsulation is to be perforned upo® that received first type nessage.
In met hods for use when the took-up table entries include a second

i dentifier afdrbésclafldopetiandiithey the rewievdd fdestifidr de rbhéiyteny with @hich@zulofit i on
type, and when there is a |

_plurality.of encapsul ation types.availlabl e,
Lhere my bECRR GoBaaRLoreBRigoN jEfo FLERRIMER PR bR R e pR
second i denirebsage. field of the entry having its first type address
mat chi ng the destinatjo ddr es nd checki t hat . t retrieved . .
Ment frer i s conRmetbes f ure Wit pleStRs S petrsnele prene  Brifed
upon thats {i@ldrceatiinies ah ideptifieryigentifpiag agcenchpiainal typée narelr twhérs thgre iskaown
for enabli _ng an | Py6 host to send on%sﬁi? es_to ew

| an | Pv4 pgs% V\he%n a

| Pv6 host i BUERSHY (P4 ¥F2PsYIatien| BXPES > There, Mo pe RIS JBG StERM % nown
as Nei ghboufrdueeshg tiecidurifier fisb) theosddond identtifiehtield (g nthie tentryf havingt iss fist t h
whomit can co jcate direcgtly. Jt broagdcasts an, ND.nessage contai ning
15 1 Py MRS B ESSaTaIDL: i fossneoM BBErest o ond SRETNVIEL hat G (IR epi'y
message CoOpfeaiifirng dohsistel alithsthiePtype it emeapsutatidhewsbe Performddnepahotiat n uses
an under | igeggiggé%ggzgort nechani sm say Ethernet using nmedia access control

(MAC) adbif e ¥PeHBE@9%cei ving the ND nessage will retrieve the new
host's | Pv6 net wiritocelddheateraac knbad fohenabliig ardltPvédw®sofo d¢end nmeeadesssd , and

the new host wll retrieve 20 each reply . t he sendin st's

| Pv6 net wor R" r'équ' ‘A’ha“ Ft"fwl\kafgrngag'rsegscé'.vgtféé’vﬁéjvﬁ%’gg?mﬂlgwqceg‘ﬁﬁ% [}E? s an
ND t abl e i nteshhigtie @andin esiNeighbaurhesh DisdeveryWiD) @ fired ginbtheridergity of hostsid
conprises a first rt in the.formof, t it | r .0f that

el Ghbour | ng ot B gan.ebuimfics®h By, Rprdadbatte ot Y oo St BN R0e hOZ' 0
addr ess. 15Thipvenhewioaic eaddmmes,C end ceaoh ahast Ndpat hrecegivest ibcsdnds omwreply empsdage ween

that |Pv6 ~ oMEhMog: AfktA%P06 Habwbic chalRUPEMCYthd aBER DAY %' FiBhyiRg t e

ND nessage
: transport mechanism, say Ethernet using media access control (MAC) addresses,

each host receiving the ND message will retrieve the new host's IPv6 network
address and also the MAC address of the new host; and the new host wili retrieve

20 from each reply message the sending host's IPv6 network address and its MAC
address.

The new host now constructs an ND table in which each entry corresponds
with a neighbouring host and comprises a first part in the form of the 128 bit IPv6
address of that neighbouring host, and a second part in the form of the associated

25 MAC address. ‘

The interface device (containing the protocol converter) between that IPv6
domain and an adjacent IPv4 domain will also have received the ND message and
sent a reply message, and the new host will have made a special Default entry in the
ND table having its first part formed by 128 zeros (in variants, these are all ones) and

30 its second part formed by the MAC address of that interface device.

Thus, when that new host wants to send a message to one of the other

hosts in its domain, it constructs an IPv6 message and accesses its ND table to

retrieve the MAC address associated with the destination address. The message is

[
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sent a reply nessage, and the new host will have nmade a special Default
entry in the ND table having its first part formed by 128 zeros (in
variants, these are all ones) and 30 its second part formed by the MAC
addr ess ofwoleae268nt er f ace devi ce. Thus, when that new ho®CT/B0¢/e3684 send a
message to one of the other hosts in its domain, it constructs an | Pv6
message and accesses its NDtable to retryeve the MAC address associ ated
W th the‘ destinati on address. The nessage is ibis sheet Has Been Repl aced
AR Il lthdd ehcapsliated~within! ad EtterN¥? 9&&2@@5%&%’ rﬁ@ﬁ? ng'@géengva% h(ﬁQ
encapsul ated within an Ethernet packet in known manner and sent Vi

under | yi ng Et Referdiing ERgsnsbiranspertaeshsnistotor the dgstinatinathiesia host. If, on the
other hand, the hosf, GANgHe! BfHeP HARd, weﬁhaasammla&v' R9Pl *m PRI
address in the formof an | Pv4d-conpatible or | Pv4- maal'ppe 6 ?E %Hg s
message i nt end@gitifagien address,in theferm af Phé"véd?mﬁrb'el WEVﬁmmped address, i.e. a
desti nat i ons agdsSsge W‘térldea%r RR POXHbs t]nn HhE a BE LdipGs ddindid! é'd%%hna
the accessing algorithm wll return t 8ress of the’

and the nessa@ddigss wilhaokesfound ipthe N@rtﬂb!?cckl' thip siteation; thd?a(atees:og algonthm
converters CaRyipPdefrmCREWEAE aldtbsd & ! Qolthe! ds
of the headers‘of trr?e | Pv6 gn swﬁﬂﬂﬁe%g%tegﬁ%ﬁé&o& @g%h B?ﬁgr]ﬁh b

of, say, an Pmigcoheen¥giterhas no corresponding field in the header of an

| Pvd message, = or VifookPbaverioRCod bl EveR d(bptlianﬁgteﬁ bt WlodH LorRBondid |1
t he protocol conversion q!{;rocess ment 1 oned above anner ? R 'i"%]ues
are known 19r figldsisf itheyheaders of the B and IPvddnessagasa Méhexenarfipid irt therfmaﬂm
when they areghy) sPPGENERAdd halOfREdves onlu?]né B i IRE neddlf o lf%%wi?‘%'% geyi ce
contains a tunnelling mechani smi nst ead pr ot tocol converter ToR™°r |
be appr eci at e@ Vifgt vases ohe infermatiosy ingthak gl milk betlostbio thisl protdcol comvamsibreat e
both with | Pvdrdagsd.s and with remote I Pv6 hosts, it was necessary for that
| Pv6 host and the domain interface to be dual stack, i .e. having both |Pv4
20 and | Pv6 communi Aatmestiones Abpye.t tunnelfing, feghpigven cate lpewmder enabling tRweK

| ts accessigignhogs 48 cotiliniatt Smbfdst e SiVesBwfidd mahg
Default entry This woul dn be themc addreeSS of t eg %@u?ﬁeg%ﬁa%% mains.

pr ot ocol convlY this case, thecinterfagsr device contains a tunnelling mechanism instead of a

protocol converter. It will be appreciated that before now, for an IPv6 host to be able

5

to communicate both with IPv4 hosts and with remote IPv6 hosts, it was necessary
for that IPv6 host and the domain interface to be dual stack, i.e. having both IPv4
20 and IPv6 communication capability. If an IPv6 host was not dual stack, its accessing
' algorithm would return only a single MAC address for the Default entry This would be
the MAC address of the input port of a protocol converter, if the network
administration had decided that the IPv6 host is to be able to communicate with IPv4
hosts, or it would be the MAC address of the input port of a tunnelling mechanism, if
25 the network administration had decided that the IPv6 host is to be able to
communicate with IPv6 hosts. That Default entry MAC address could not be a
common input address for both the protocol converter and the tunnelling mechanism.
Specific embodiments of the present invention will now be described with
reference to the drawings in which:
30 Figure 1 is a schematic diagram of an IPv4 domain interfaced with two
isolated IPv6 domains; |
Figure 2 is a schematic diagram of a border router;

Figure 3 is a schematic diagram of an IPv6 DNS Response message;



adm ni stration had decided that the IPv6 host is to.be able to conmunicate
with IPv4 hosts, or it would be the MAC address, of the input port of a
tunnelling mechanism if 25 the network adm nistration had decided that the
| Pv6 hosWO0423683 be able to comunicate with | Pv6 hostBCT/GBMO368%¢ ault entry
MAC address could not be a comon input address for both the protocol
converter and the tunnelling nechani sm &pecific enbodi nents of the present
i nvention will now be described with reference to the draw ngs in which:
30 Figure 1 is a Eglrenbisiasahemgtiadiagfamesf arPiP¢4 MNBAResponéembssagd raduitihgt Wo

| sol ated | Py6 domai ns: a schematic di of a border router;
Fi gure 3 IE¥ é’"k%‘ﬂ‘é’ﬁﬁfq" °f&ﬁ53£'g?R%$R5§?°Pﬁ/%‘eﬁﬁg I%IJ?%SFFH%' nessage;

01/-:22683 PCT/ GBOHigxeHlis eBsdhiegpatie didgiat of mlﬂeﬂﬂN&RebpagﬁaﬁméagameduM DNS
Response negsage result | I nversion of t Response
nmessage of Hﬁ?°éwe§'°"l'—‘?fgﬂ? g:tvgq#&§ AT gg‘gﬂﬁg‘f n 1 Pv6 DNS
Response sressage Figwre| 6i 8ga &uslmmaoondiagramlshmhmbhmd HorindONST [SpedislniFe6

nessage of Figure 4 Ur & 6 chemati ¢ di agram show ng t he
format of sf ‘g'e%ﬁes ﬁ%wdtgcsm?ggo té’"ﬁ%' '?S MNM%e 6to4 tunnelling technique.

In Figure 1, an |iRFguenpamiFia dm}aarm eepaaatésasirstll%ddﬁdmf 112, édhstituting.
constitutin ccor ntion a.first, ne
operating | I acRuRacn RERIRE bt viGph £ 3R nebabE ProPlnd i péhmnrie pihg
net wor k addaefsstetmmmnssmcp*rdmnolandmahma retwark aiiﬂreaslzbr:asascﬁrgamwmnarfm from
a second,APv6. domain 14 t|tu th he ent

I nventi o#) ?‘i’{e?s&f‘%‘é?r\'/‘\foep °a| ol o eercgﬁ # rﬁg""?ﬁg’ﬁccor daliC8 'Wﬂf‘ﬂ 'R ﬁ'g r$
transm.ssi owighrthe tpmslenanderitama*@rdeemk alzd chpesatiag in accactanree aithethafficst t he
first addressing.conv ntlon ts i e |.Pv4d domaln Q are | Pv4 only,
and hosts | TARTRRST DRI PIBAS, nathdrk Srgiabeers PO RSP daeB ieh 1) 5
10 consti t ubddressngacoyeoidors dlostst in the dPvydr daaaib 10nare|\?v4omla, amgiclastglinnhiewor K

operating i or.d transm ssion protocol and having
network addre: sag’énaﬁ'"%’ngfég%grtégﬁgeeé\?mgt%ﬁga second addressi ng convention. For

sinmplifylfg the dftenPugslomain | Pednstisates impecodanse, witinthe memnhn\@htmme | Pv6

domai ns 12, gidy 1 QY oSG Ot BRhnbP RS s3fond BIRGHIE Motod] shifer T ed

to later) i 355N 'S connec
dormai n 10 vhavieg betverk addressesr in lacgrdangedwithe mood\@dﬂnésﬂngicmmtndm Ich

Somect e« SrbfulE ARl APls ot RECASIn B el B B ol o1 T
i nterface. 12 and 14 only one IPv6 host (28 and 30, respectively, as referred to later) is shown, :
20 The first IPv6 domain 12 is connected to the IPv4 domain 10 via a border
router 16A, and the second IPv6 domain 14 is connected to the IPv4 domain 10 via a
border router 16B. The border router 16B is identical to the border router 16A, and
each constitutes an interface.
The IPv4 domain 10 contains a complete domain name system (DNS) 20
25 including a plurality of DNS servers 22, of which only two DNS servers 22A and 22B
are shown, and the IPv6 domains 12 and 14 contain respective DNS servers 24 and
26.
Suppose that a host 28 in the first IPv6 domain 12 wishes to send a packet
to a host 30 in the second IPv6 domain 14. Thus, for this transaction, the host 28 is
30 referred to as the source host 28 and the host 30 is referred to as the destination
host 30 .
The source host 28 knows the name of the destination host 30, so it

constructs in known manner an IPv6 DNS Request message (not shown) requesting



The | Pv4 domain 10 contains a conplete domain nane system (DNS) 20 25
including a plurality of DNS servers 22, of which only two DNS servers 22A
and 22B are shown, and the | Pv6 donmins 12 and 14 cont aj 'ﬁg‘%‘i ve DNS
servers 24Wa@42268%5  Suppose that a host 28 in the first kg?/ggglg n 12

w shes to send a packet to a host 30 in the second | Pv6 domain 14. Thus,
for this transaction, the host 28 is 30 r&ferred to as the source host 28
and the host 30 is referred to as the destination host 30 . The source
host 28 knows thé Pubaadsress afhtheddestinationi st [39st TR sourge|host @8nsandsiahis DNS
known manner | Py6 u LN 01/,22683
PCT/ GB0O/ 0368 54‘2’%( h%%%eagd%?é%@g? a’?ﬁéésggét?%g%ndﬁs%tga}fb g"‘%ﬁe'"s Hi¥ ce
host 28 sends etrbodinigRNEis tRe dUNSs server 23a Jhe NSsereer 24 wilk i kaupyvers manoer, send acal

DNS server, ' I ne 4.0 ' i 2 e server
24 will, in ‘Qﬁgﬁ‘% e}rrgfn'%%lr’t?ves@ggﬂgh&ﬁg eesgaggap Efl|1{ge!r é’?\% éggm&ﬂégﬁ’e‘éﬂ%ﬁégﬁﬁm
(not shown) 5t @bolteth®BIS2€erventdd. Firally,calDNS Reqadst messdge (DbiSsismvmerill o.to the
Finally, a DN est sage 0 L 1q.the S server 26
requesting the%%"eé g?%é%e%opg{tﬁeefpéégﬁ% %{nheh(gegf';\%{f"h}fsﬂ & DNS request
passes fromthe firas thPDNS depmsnpdsged fromuthh firdtdPiH daleain T2ounrerghltbé bbatet he

| Pv4 domain 1 Lt £,0C ed b prot ocaol cqonverter (PC) 32 e

i gure ) and oieel 4 o8 WREERF Rtbn Fobl i BRSsscfhNrd bt ehrger P QAN
10 request padseesFiguren)t ared uRdergdesTiivG/IR4 tttanslatidn.t Qerrdspoddingllypas ehe IDNB t O
t he second,pl olml | t.d e r col. ¢ rter 32B.and
under goos. 1By REEEPRS hdn she ek® dBEBET Gikolh Bl TBunel I8 B4 ¥ sedone
conformto a #mBcddmaial4oih iskprooessed by higretocdd caddertes S2ZBradaindeigoes valipes |
Translation (NAlgET), They translate between 15 IPv4 and I Pv6 addresses

and keep state during the tinme of the session, and translation between |IPv4
and | Pv6 DNS RequesThaposangt somaedeBNS2 Rapd @2Beconferss &g @sspecificatiohi kripwn as

translation o %Qﬁ‘ I ' ' i control | .ed by an
application | é'f/e{e‘&)o'gat e\/\é/asé 1?%\%&%% §T'ﬁg€6ﬁ@a§ra %Q;tggﬁ'ngﬁ{ﬁ% ét% e Qrtagflmef ng" DNS
Response nEssifyd asd dPUNSddresesy andsimegestaf) dudng nibeetinlet af Ithel sesdion, makd on

the reader ca |.n t I I ' L Task Far . LI ETF
t he docunent E‘ﬁg%t%é‘s b%{vg%b F,g#f %agtlﬂgénsqh?at% 6?8&65#'? %a?e%ran n§ﬁ§a§‘?s£ﬁf' ¢
t her eof , " Net wessagés.diressling aresslatiororof- IPPhesders| antr AINSI phyload iGfsAhRion' is by

CRiquZis: t rsri'g:s:g%‘@%’?‘ﬁbk%ﬂrﬁE&tiOIq&e%e%%g%ﬁ[Gg (in Etl?es g'%ngns alEeC}ngthee tlt:a)klnsfor a
o DNS Response message is a DNS Answer message.
20 For more detailed information the reader can obtain from the Internet
Engineering Task Force (IETF), the document known as draft-ietf-ngtrans-natpt-
05.txt, or any variant thereof, "Network Address Translation — Protoco! Translation
{NATPT)", by G. Tsirtsis and P. Srishuresh.
The DNS server 26 responds to the DNS Request message for the IPv6
25 address of the destination host 30 with a IPv6 DNS Response message 34 (see
Figure 3) having a conventional format of destination address field 36, source
address field 38, and response address record 40 that contains the IPv6 address of
the destination host 30.
This IPvé DNS Response message 34 travels through the second IPv6
30 domain 14 to the border router 168 where it becomes converted to an |Pv4 DNS
Response message 42 (see Figure 4) comprising destination address field 44, source
address field 46, response address record 48 and, in accordance with the present

invention, additional records 50 and 52, and this message 42 travels through the



25 address of the destination host 30 with a | Pv6. DNS Response nessage 34
(see Figure 3) having a conventional format of destination address field
36, source address field 38, and response address record 40 that contains
the | PvOVQOMI26Bs of the destination host 30. This | PFST{GH80684, 5 se
nmessage 34 travels through the second IPv6 30 domain 14 to the border
router 16B where it becones converted t®an | Pv4 DNS Response nessage 42 -
(see Figure 4) conprising destination address field 44, source address
field 46, riPspciosmiraddriesthe rboaier dout8r 464, where dt becatidesceonweitéd td @anPes ent

I nventi on, iJional records, 5 nd 5 and this nme 42 travel s

t hr ough t heaﬂ%%i?oifgé%esﬁ??ﬁ &Ggwggﬁ%gefﬂaﬁmﬁdﬁg%ﬁﬁg%&tsgurtcﬁé‘d ‘§Per
router 16A fidide and rbgmose addressvrecordBQ, andrsehPuttheSdbGrdedmso28e Theenage 54
conpri sing destinati address field.56, .source address,.fiel and
response ad%ﬁﬁ@ge %é%ﬂp%? rﬁ?\saa%eel’urt' P g’ af'?‘n 1 Esogrﬁ‘?t'ée'h% t45§9§‘?ﬂé§$‘83t’% t hat
t he DNS Resthendmmains 38¢g€el A iand | 145 dependsusn ftiey MINS icofiguBationdih asch bfl)thé akes
in 5 the dopamins 10, .12 and 14 depend the DNS ¢ i ation in each of
the o riomait Bt i FRve, SpsPS R0 PR sfifer oite B8R Y VR AePler P

t he border t@alirethat dfddr.i n t hat order. For convenience, the terns "field"
and "record" are_used synhon uslv. a _nterch eably, in this
description, alt Ii|:8ﬁ§ Vleﬁ'ef'%é/éqg? eré‘sf ﬁgej'fjd aPé beg?lr:dlraar? §/'s da e"r?"Y%’mf)séy NY a
conponent paterchahgerblyeiocthis. desérgmiot hajthiobglp irie dRes flieldse gemarsiyakéditd e

recei ved| y_ the borg Epgﬁ_eecrord}GB via its IPv6 network interface

er
controll 5’? BoBPNEM B3 84 parallel to the protocol converter 32B and to
a control |l er 64BWhendthaliIBet DiSaResposeppessape 3456 Beceetdbycthedordenaayasul at or

90B. The co ol l.er | n e ' L i A trol 15
| nputs of tﬁ%eé ‘6'ra 0 so'c oé“%g{ c‘)'?\tvg?é}g&géfz(%’,"ﬂoﬁ%a%%g{o%ﬁ%%t"{opgrg@% tf%ttrt\'g‘a ?r?\’goc@[) 04
encapsul at ocon9é&riers32B and pi acontpolier 6481 aryl asa el pp epcapsulater &GBhandoé Btode 65A
sel ects the appr | n f@&e ' Ih nal l-grn 64 '
recogni ses ?"r?gé)sq‘far%&e)'r ?‘Z‘%glr“\%ed’ n?r%’gésrage 'lsgt%ﬁh%%’ Vi%eagﬁ(g)ﬁgée' Iﬁwlaass?g‘g% ‘g’rrl‘&iJ °}enabl es
t he protiécdhpwsnvkrther pB2d@;ol (¢anyvertert 1328y ethet lepcapsyidtor2 86Bddnd sthef Bort t he

by part of TieastuliioR6h ¥hi ki idciieRe SFRAYEudrle o ol i) W0 esAaditih | [T
bor der r outthe appBpriate one ofithéspdavigehdr ess of the tunnel term nating endpoint
on the border raylLelyl@fer 59B3S | RbgMSed Wl 1AM redRed! Msdal B Bugart of
its internal nenory é%% (i v? receives fromthe protoco cgnverter 32B t he
convert ed DMSporseRmessage andeanahlge the protpent mosvertrs I2tht @hretdévesitbe JPvE age -
| ocati Orﬁ&%%d?e%s tfnfm ftﬂer ﬁetsponse record 40 and writes this message to a storage location
66B formed by part of its internal memory 68B; (iii} writes the IPv4 address of the
border router 16B, i.e. the IPv4 address of the tunnel terminating endpoint on the
border router 16B, to a storage location 70B also formed by part of its internal
memory 688B; (iv) receives from the protocol converter 32B the converted DNS
25 Response message 42; appends the con.tent of the storage location 70B as the first
additional record 50, and the content of the storage location 68B as the second
additional record 52; and (v) sends the resulting IPv4 DNS Response message 42 to
an IPv4 network interface controller 72B for transmission over the IPv4 domain 10 to
the border router 16A. _
30 In a variant, the received IPv6 DNS Response message 34 is fed only to the
controller 64B, which writes this message to a storage location 748 formed by part
of its internal memory 68B. The controller 64B then (i) retrieves the IPv6 address

from the response record 40 and writes this message to the storage location 66B; (ii)



addi tional record 50, and the content of the storage |ocation 68B as the
second additional record 52; and (v) sends the resulting | Pv4 DNS Response
nessage 42 to an I Pv4 network interface controller 72B for transm ssion
over the | WaP1@¥8Ain 10 to the border router 16A. 30 | n PETGHOPAIEB4 t he
received | Pv6 DNS Response nessage 34 is fed only to the controller 64B,
which wites this nessage to a storage |ocetion 74B fornmed by part of its
i nternal nenory 68B. The controller 64B then (i) retrieves the | Pv6 address
fromthe respawnes tRe W éldhradadombtmﬁdérhbateawaﬁtﬁeoﬁb%e%éﬁtﬁﬁ@d@C(ﬁ.s I on
66B; (ii) WO 01/22683 PCT/ GBQ 684 11 wites the | Pv4 address of
bor der rout er 9PBEalSS 3 Mmed gieﬁr'g‘tfé NScBespgnse mgssage;by) 'e"’éf'é’m%@"aemr‘h? ed
| Pv6 DNS Resmmgmaﬁﬁesbs ah@ lappandintf tHehdor@shtt stthe Qtorh§€ 1ocatioh 268 as th%

e

| ocati on 66B % qc@gendl ngothe content of the storage |ocation 70B a
first additio tona! rseerd 50 apth the seRtent: of fhe strrags ioeatinn FGR as rda.mse@emi as

the second § &ddit’bhémaéord 8005RH m,seawtrﬁé MbdFiea ik el NS R@P&H‘sb Fibskagetohe

Response nessage tq the protocol converter 32B. The ALG of the protocol
converter 32 FYeedseanvetn S35, cThenALEAT the Pralgariceanveren a3 rosesses anlyithe he

DNS Response meaderdhdt £idPise Hespdnsd) fecofd 81 kitd D&slﬁééﬂomSnB@s%se%eprm%%
42, i.e. it allows the additional records to rennln unchan%ed 10 It

be appreci at ed®3¥ENg Fyé PRS dlespense message &2 Ve ‘hﬁ@%"&bé"‘%ﬁﬁ tena) f?@fdﬁéo
protocol convesmsh uhdlangsdd t he sending of an enabling signal on the

control .line 65A to the protocol converter 32B by the controller 64B is
| ogi cal | y éﬁui val enft VY'B%P [FBrreciaied; that e feerding BEWV&‘EP'YP@%EF@@Q? direcily to the

protocol convekdtBEol Zdhveter BB, & ine@eh@ihg @f Bn ehéblﬁqb%.g?thél@tﬁéaédn%m hneaé'?g-\
constitutes sendjng the rressal%ef to the protocol converter

accordance wi th HHEPPEALANVERETFEB S thaprantiofiyr P48 4s WWsaaaws@nmsage
42 is recei vedednyng betrma@kwedr.absse?e td &R Mbﬁ:cbl &mIVEMér 358 WP tite ESHRINEASSR

control l er 72A, to the Frot ocol converter 32A and to

~a control | er B'hﬁ‘e Feye d’Bﬂ?’FoF'?%F”@ﬁ'ﬁPtﬁ? pending fhecbessegente e prosecst gpnverter

converter wAwB%ewm&ncethﬁ!@rm Reefsyase nessage conpri sing
.destination addressY‘; el d 56, source address field 58, response address
record 60, and addi Y¥hgnaihe FRY4JPNS Regponse. MeFIAOG fHR)is recepied \hysthethoeder poer

address from fBR vieaemelosstivoriOmedridc Cohflol? 72, & is B irf Mﬁué: RY hefiidtdeop Of
~the destination host_30, and inserts it into the response address record 60

of that out pGeNveEEs3 A ‘and dp @ sanBplier 844 py 4- conpatible | Pv6 address for the

destination host 25TRDconthiilehedA8i) péﬁi%droﬁ&ﬁ&%&teéol%%ﬁvm S G d@B&‘tﬁ ¢ The
controllerq6] U n.strips off the additional records 50, 52, 'c"i
t he resul t? %ﬁg&pﬁ@gﬁmggge comprising destination address fleld 56 source address

fleld 58, response address record 60, and additional records 50, 52; and (ii) retrieves

the IPv6 address from the second additional record 52, i.e. the true IPv6 address of

the destination host 30, and inserts it into the response address record 60 of that

output message instead of the IPv4-compatible IPv6 address for the destination host

25 30, which the protocol converter 32A had generated. The controller 64A then strips

off the additional records 50, 52, and sends the resulting IPv6é DNS Response

message b4 (see Figure 5) to an IPv6 network interface controller 62A of the border
router 16A for transmission to the source host 28,

Additionally, the controller 64A is arranged to retrieve the IPv4 address of

30 the tunnel terminating endpoint from the first additional record 50, to create a

mapping of the IPv6 address of the destination host 30 to the address of the |Pv4

tunnel terminating endpoint, and to store this mapping, i.e. create an entry, in an



nmessage 54 (see Figure 5) to an I Pv6 network interface controller 62A of
t he border router 16A for transm ssion to the source host 28.

Addi ti on e controller 64A is arranged to retri CElBoidey 4 address °
of 30 tﬁ@#ﬁ#ﬁ; term nating endpoint fromthe first agd‘%tiona record 50,
to create a mapping of the | Pv6 addresg_of the destination host 30 to the
address of the IPv4 tunnel termnati ng‘%ndpoi nt, and to store this -

mappi ng, i.e. create an entré in an WO 01/22683 PCTI GBOO 03684 12
| Pv6/ t unnel IRYAGoRehendraintctablea?§4 famredody pafttof An internal epmary B3Ansf thesA of

the controld@ronbfésRaRd Eatititingtd lBQ{-ﬁ? ki ofUipe tppddleRt ledtitm. Pr esent
a

I nvention. In a variant, the addition records 50, 52 are stri Rped from
the DNS Responsdnnes@dant. ghe dditigngiheecpis; Py B2 afe striped feam dhe PNS n

anot her var ggdonsd %ssaﬁ]aﬁfﬁrttboﬂ%'refr%@élré*sth"eﬁr&lnfbrﬁé L RCARANrOvariliR, TS
Response nessage, this is not as efficient as stripping the additional

records. § na‘édﬂ'@abf%ggﬁt’e'@ﬂ'ﬂcﬁﬁam to the NS Resppnps, megsage; ptsthis is met as

endpoi nt  t abiRiehPAs SRPRAG BRSadditlonbSbcE TR Mis pReleuitddirhéld, 644A ent @
address of a correspondi ng destination host 3 a second_ el ement 80A

conpri si ng theelPrXunnel gndnsint fablentBA saMerisasch T5ta8ieMete ABM SOAPrising dhe of ¢ he
border 10 gt sdidrés@Bof @%oﬁrbgaoﬂdﬂﬁddésquaﬁaa PSB! Sa SRGor ekt don be

described | ater. Upon recei e resul tant | Pv6 DNS Response nessage

54, the soufemprisingstheslv4 éldldf‘-‘é%é% the, dunne|, termingting PRt j ites %dﬂ? deeder ocor d

60 and s{®r gutdri1680 bnd!Bfirdi dhd Fo6rS ElRBheABIERADATKEA A, {obd ddchteslbigat | on host
30. I n known manner, the source host 28 generat es for each of these data

15 packets a head&on reesiptdeh theqresyitant BNaResponie mesiaos Hedbe soiFRN

address fi ehght 23 WtrieVed HHRIPYE Bddress fréi 9@ JdBMBs r6tdrLE6 ahdlstoréd R félamkiinat i on
address field. Upon receipt of each of these data packets at the border

router 1 eAsending dagapackets| terthg destingtion BRESC: he desti nation address, and, in

accordance W th tihenovdl faféd thte 8birbatHost 280gkrRedtes 36C BSHESF thde data
| Pv6/tunnel endpoint table 76A. If there is 20 a match. with the contents of

a first B epasketszheader inpluding @ soufagaddesss figidiasd %qﬁﬁt'"?‘él“r gaciess fielde and

corr espondi RetdsiRué rdtévealIPEecadtresdtiniddhe dodtivatibn bodresd fildsecond el ement 80A
of that entry, and conmands, an encgﬁsul ator 86A to enca apsul at e tgd gacket
HEAd

in an | Pv4 packetUronifgeeirt pleagh ol these dgta packets J-Hgsoartier fsyter into
whi ch it hagoritié’ 6aA rdthevdntHePddstadtcm Saidrass 0 ahtle i Catcomlahte Iviith aR¢l t he
retrieved 25 | Pv4 tunnel termnatlnaﬁl{ﬁ% t addr SSI% ;(fi%nf ti_nation_
field.  In t¥Heved Apietion address @Fﬁﬁ’ig & dforewanel ep ?‘E'étﬁ e HBe® 8qdr ess
for thispgisg mdth Wil thaNddhteritd ®F GOfist @lehRht GA oft o eawhtrﬁ ¢dnvdliardsisess,

and passes it, together with th retrieved | Py4 tunnel termpatin
endpoi nt adtineves g fﬂ?sgm&‘é‘{ JF“'?ZA?GW'@W'"Q endpoint ‘from  the secand

element S80A of that entry, and commands an encapsulator 86A to encapsulate the
packet in an IPv4 packet. Thus, the encapsulator 86A appends an IPv4 header into
which it has inserted its own IPv4 address into the source field, and the retrieved

25 IPv4 tunnel terminating endpoint address into the destination field. In this
embodiment the encapsulator 86A stores its own IPv4 address for this use. In
variants, the controller 64A stores this IPv4 address, and passes it, together with the -
retrieved IPv4 tunnel terminating endpoint address, to the encapsulator 86A when
commanding it to perform encapsulation.

30 In this embodiment, the encapsulator 86A is arranged to receive the packet
directly from the IPv6 network interface controller 62A of the border router 16A, but
it does not perform encapsulation until commanded by the controller 64A. In a

variant, the controller 64A receives the packet directly from the IPv6 network



commanding it to performencapsulation. 30 In this enbodi nent, the

encapsul ator 86A is arranged to receive the packet di rect ly fromthe | Pv6
network interface controller 62A of the border router é mfﬁtnwd does not
per f orm enWQIL382 i on until cormmanded by the control | er GFK vari ant ,
the controller 64A receives the packet directly fromthe | Pv6 network WO
01/22683 PCT/ GB00/ 03684 13 interface cont¥dller 62A and passes it to the
encapsul ator 86A if there is a match. In practice, when the border router
16A recei ves antedateeconttolierc®?A aod besseSMovmeteB&ansulatdrr&&a\ i thererimgendtaedsi on

of its inter n?éﬁgg%ar@Qﬁé bgﬂag FeQ:l {v@g a&%kw 1{he c% ?r%llert t gvterlﬁes it

encapsul at or dres ' rel evan rage oca Ion,
with 5 an i nsimuom:siomgefloq:atlohs:fetwammdl aesnor@ BRA, andabe sentrditer Ssmowmgmss

| : he .b

router 168, " an i ShBlpelerd ¥oaCHRaesd dr i roliionk 3ickide Rbalell HRUESCHIN e
| Pv4 header 5araa nnsztucmlel_vég the leacapaylbtoa @ 64f tot dvaess| ﬂﬁaﬂsqoeagleed:qatnnne

i Thet e packBeh FAph X8 RARGhutd 00 SeCHLORAT iy BB

sends that |1Pv6 pac est t| on
al so creat es anreneppsulptén 88 Dfsthlem&lelr uoutet 163 dpips rmtff malm’\e% F&der aid teltteves Pv6

address of t h%h? 8?”8% QP ?ﬁat%?v@gg I(tepe' 4. %”S{eaﬁéﬂ&' % ﬁe%mg‘glg‘/% &atkeit'f?o'mt he

| Pv4 address or'der
respectively rthe lsomedwdst @8, anticsepdsirtioas Reldrmskets toettda déstinhtiort Rost Beadaé

dth f h
and, e 2046 SoMfg Bhe’ M fels' s ab, (IS KRGS ol P R
retrieves the "ﬂ@saddrmﬂ afrthaddmnss bpst’' 28a6d fioes tun8I' originating teheépoinig t.ei thedPiRepl y
Packel . aCCeS lrebd Br e A MRRG 0o BALRY 1880k ad Blink do@BERIINS L ol shdh O

retrieved destl na I on ad

retrieves thetmstvu!sepemremfuﬂmtb&ﬂl’f@s&mad@e&@r&u&tso&ﬁﬁ)addmﬂ fiethomddPah 20
encapsul ator 6B, +0 encapsul ate the Reply. packet in an |Pv4 packet
addressed to an un-encapsul ator 88A of border router 1 6A using the |Pv4

tunnel ori$¥nati ng Whepdshedestingtiorehestjdsrteturas aleepbrcbafckematcbetreileemstofaﬂB of

he | Pv6/ | 8 Pv Kk
the border rotPFt M 148 Reledstune, cBOWhSRBR bt (IS nort 28E0TEM 46 on
to retrieve tmeeReg|Rephapheket, mvdssehetdolﬁvaﬂunmdLmﬂponmﬁﬁableaeehmnaaeﬂﬁacé he
d R 8
ot oae T onep WhrP 36 Shurefed st cadifle f. HeBOH SRR o 7dd)®

destination h are now i n a session
bet ween t hem veétdevese the ngnstesparstinge dPwvtb | addm belemertn 808 dndr demniaadé esirs

16A and 165, THe RDQ%F sd8YE"dnRSsbullRs BNk BEAE 105, R Al Mard08] 1o Wi ch

is in an
un-encapsulator 88A of border router 16A using the IPv4 tunnel originating endpoint

address just retrieved from the element 80B of the IPv6/tunnel endpoint table 768.
- Upon receipt of this IPv4 packet at the border router 16A, the un-encapsulator 88A
performs un-encapsulation to retrieve the Reply packet, and the border router 16A

25 then sends the retrieved Reply packet to the source host 28.

The source host 28 and the destination host 30 are now in a session in
which IPv6 packets pass between them via the tunnel just established between the
border routers 16A and 16B.

The above described mechanism provides for an IPv6 host, which is in an

30 isolated IPv6 domain, to communicate with another IPv6é host, which is in another
isolated IPv6 domain, via an intermediate IPv4 domain, without any knowledge of
where that other IPv6 host is, and without the source IPv6 host needing to do

anything different from a standard communication procedure with another IPv6 host



30 isolated | Pv6 donmain, to conmunicate wth another |IPv6 host, which is in
another isolated |IPv6 donmain, via an internediate | Pv4 domain, w thout any
know e%lﬁés where that other 1Pv6 host is, and W t bepkrédi8eszour ce | Pv6’
host nee 80 do anything different froma standard comuni cati on
~procedure wi th another |Pv6 host WO 01/,22683 PCT/ GB0O0/ 03684 14 within its
own | Pv6 dormmin. The DNS server |ocal o the source | Pv6 host makes a - -
Request via the | Pv4 domain to the |IPv6 DNS-server that is on the same
networ k aswithia itgoxn [PY6idomains e s ,seré(ﬁ"dmfﬂé"t%?’ gavree IPnGhest akssdt i cal |y

set Up I eRQGE Ui theIPvABOREIAES tAS FYSi DNS Bgvehtat isnditthe-saméiieRbrkaddd t he
| Pv6 address of the IPv6 hosts 5 behind the border routers. In alternative

1N 0
enbodi nenttBe destinatiop IPYR, hast Andsthe pardes opiesy auiomatically e YR resREFYe76A can
be creat ednippirigh CasssbrtiNgStheaiuhNa PAPSANBRE 1 1FVBCadtREss0KtHIPPUGIRELs Thi s —-
I s known as ranual configuration--of a tunnel, and the tunnel is pernmanent

until Enhdiehivd the berderfoutergiat e by the admini strative personnel. 10 As shown

i'n Figure 2, thg HekdRive 'eboBimehts) sahiCofCtBTRRtried Sn ahd IFVS/tubidd Rhdpdie:
encapsul at or 90A (and 6to4 tunnel ||

n%_ un- encapsul i’;\tﬁr 92@% nd can thus --
i nt er wor k taPIe {64 Rsy b £reatag: By thenparpinistratiye,personne! aftha aefwork pREIAYR i n-
vari ants -fhes &nBwh a8 enatitial édtfigurbion 6P a8 Guriel, | dMdGha dehrRE Baserdndng @atilFi gur e
6) used for this technigge have a three-gart format of which -a-__first part

96 havi ng 9hRngediatdigtenfte bydhe administiative PergePNel; el v i dentifying that the

packet 1ps t 0- - bRst sHowa! i Figite t 1€ 1 ®brderinbelel | TEA t N Rbfiipisesa asewand part

98 having thirty two bits is-}h | Py4 ad(ijress of the 6t - tunnel

endpoi nt, Werelingenepspiaton 304 afg(?t?l?g\tﬁf'}%' Ing YppneRRsHiatgT; Z}‘I)sa"ﬂr‘fﬁo\/ﬁ“ﬁs t he
e iﬂt Qﬁtﬁaﬁﬁ&g AR ibG el SoutbrewnRe ii$ hmaﬂ%@xaﬂs&,aﬁtgo@h hgfar;dmstt?mlt i}lonf

ost.-The second part_98 constitutes a predetermn syhaddress field o

the desti fBdY Rfomgigdethe ?ﬂecﬁié’vgfﬂﬁﬁf'&séﬁ gFﬁv@Hfﬁ@rﬁseHF?{ \g!frﬁem?ehaw ng a

di ff er ent Have RSthtdearefRMmBs ot @ihith, a dirdi faHe8© Maving thiewyt tvike bitP isch iprefixs. used -

for the_sanme purpose. . In sor%evari ants _of these, emhodi the controller

S

. . h i Ment s
64A i s VAr raiyely {dgntifvingo that she; PRERRT ds dcke SYIeRY By &9¢ Q’t"% tHPPEMN9e
retrieved J%ﬁidu@ﬂbk@ﬂorﬁ?ﬁdrﬁ%dﬁvir@ thﬂfﬁ/ tvﬁmeiés'é‘sjtmaleke}aﬂdtees e thd emae-f--r om
its second-part 98 the ress e 6to4 tunnel endpoint apd to
comand t HE'E"@! c?&d?‘li?ﬁ'leﬁ'\d% ﬁwgaﬁ%l@{)oba%s%y ﬁ%‘r‘{dﬁ' S t'%ngP'Bca@i QEd packet -
usi ng t he intetadeDedhich gl tiedsibditied MG sddresssdfi the tdestirdktinh \hiosg-Th @esagiond
_type address %dqi)rectl

LYPe A0t e dh Lot AbRERERNT herbie SRS U SRR GRRREB T, 20
second 2pargreddfit iliéntloRv4- - 30 address of the 6to4 tunnel endpoint. ---
Were, as menti %n\?aqia%tbsor\\/ae\/ingt Q %if?ggrgtrt%_lnrlmgﬁngeséréaipéula‘%ﬁaangl‘?‘%retn? r s%%gt?vrem prefix
prefix is used for the same purpose. .
in some variants of these embodiments, the controller 64A is arranged to
recognise the presence of this prefix within the retrieved destination address of a
25 received packet, to retrieve from its seéond‘part 88 the IPv4 address of the 6to4
tunnel endpoint and to command the 6to4 tunnelling encapsulator 90A to handle the
received packet using the retrieved IPv4 address. This constitutes deriving the second
type address directly. Alternatively, the 6to4 tunnelling encapsulator 90A is arranged
to retrieve the special IPv6 address and to extract fiom its second part 98 the IPv4----
30 address of the 6to4 tunnel endpoint. )
Where, as mentioned above, the controller 64A is arranged to perform prefix

recognition, the prefix to be recognised is stored in-a storage location of its internal



recognition, the prefix to be recognised is stored in--a storage |ocation
of its internal WO 01/ 22683 PCT/ GBOQO 03684 15 rrem)ry 68A, and this storage

| ocation can be an entry-or part of an entry of the ndpoi nt
tabl e 76A. W23 encapsul at ors 88B and 92B have respect %tm‘%‘&ddr esses,

whi ch are used by the correspondi ng encapsul ators 86A and 90A in
generating their 5 respective encapsul at d$ packets. In the preferred
arrangenent of border router having a plurality of different

encapsul at or s,memqry @3\, @d, thishstomgatlecstionrcabst aw eptsas pancol &ventryfighe

endpoi nt tablng\16 éﬁnél%nﬁ?&ﬂ{g%ﬂ%%ev‘“h a set of match criteria to cover the

range of possi tuati ons Se are 10 (a) a tunnel has already been
est abl i shed by the dibe va-edeanspiabes SBHSancRewé@ve Umhmlmrﬁ’v&mﬂdaesbﬁrﬁmhlch

destination-s I R nneI d

tabl e 76A (bl)%?a ﬁ‘?mbé’r %e/aé’aﬁ 5 né’/been tg%l %gﬁea']' one oq‘e"?rﬁg iqth
tunnel I'i ng 5t eedmcwsemcammad bﬁhkﬁtsl Pv4d entry exists i n t he | Pv6/tunnel
endpoi nt table 76A e first t 7, a in
the formof a specil' p‘gréfte bacl;:%% T |br?géet?gg'?tﬁ'é?' ?ﬁ\ %es'waﬁé ?fsé'ﬁ%eﬂhe;
(c) network rmne@ematctrs,pe.'s@rﬁneao rthee:ontmllenl64}A @ocdsses it IRVEZtuhoel devdpoint
router 16 to S |f|c 6. destinati gn host psin 6to
“(or 6over4) S %gléﬁgﬁﬁh a%g&%anée t”gﬂt’g?egf V\hmatﬁﬁvc"t%'ta R 5PEET © FBER €16B
or a diff erentsitbaticther Ti¥Beracit er (not shown) associ at ed vvrth a further |Pv6

domai n (notI shown)) I)aanqu; htagracfggftso % estaqpﬁéff nﬁ'at Fg? 0| g%c" g(pllﬁ%]GA

has an entry whose st e nent
| Pv4- mapped) &Edmmstedliquaatandiea;thv&atdremalnoa—tspec(ﬁt) llma/tmnkerrmnagsmamt the

per sonnel hav Al red the border router 16A to define a
tunnel to unsr(?)Pe"@tt‘u eﬁﬁé‘gndtggté nat'i on hosts using 6to4 (or 25 6over4) to
anot her bor der routtbr) a wimneihhas glrdadip doeeh eestablished by wherof BB loowa tlinhélimge nt

Povart unoel e taBARGLE BAS of' bl fhva LAk bk N0 A0 TR AkhabOh tahe 262585 e

| Pv6/ t unnel 0| n has™a havi ng 8Ain
the form ®% twmctﬁttlm!l firstr elgoent BAohes | & ffrstl bameld tt;e féren loPval spdcifie grefint

t hat ot her borgﬁé °Q@ﬁ5?§f'&°8lt%'ﬁ'}%ﬁgﬁ chra uo characters, and in sone veri ant s

t he second eIenen htains null characters, whilst in
yet other variants tchmes\ecuknmaeﬁmt peﬂﬁsﬁmeif havel maenallyy cardigusednshe berdePv 4

whose 1 ?Lt " T ¥ S0 Bl s51e Bl W ot st SPhE 5 B avarhl o
addr ess, i.e. to agothen xirdei rghtey (\tvhbh ndigkt b theztmrde ranter 1168 or a different border
20 router (not shown) associated with a further IPv6 domain {not shown)}, and for this
case the IPv6/tunnel endpoint table 76A has an entry whose first element 78A is the
IPv4-compatible (or IPv4-mapped) address of that destination host;

(d) network management personnel have manually configured the border
router 16A to define a tunnel to unspecified IPv6 destination hosts using 6to4 (or
25 6over4) to another border router (which might be the border router 16B or a different
border router associated with a further IPv6 domain), and for this case the
IPv6/tunnel endpoint table 76A has an entry having its first element 78A in the form
of the 6to4 (or 6overd) prefix followed by the IPv4 address of that other border
router followed by null characters, and in some variants the second element 80A of
30 this entry contains null characters, whilst in yet other variants the second element

80A of this entry contains the IPv4 address of that other border router: and
{e) the table contains an entry whose first element 78A is a generic IPv4-

compatible or IPv4-mapped IPv6 address, i.e. its first eighty bits are all zeros and the



WO 01/ 22683 PCT/ GB00/ 03684 16 final thirty two (or in a variant, forty
eighty) bits are null characters (zeros), the second and fourth el enents
80A and 84A contain null characters, and a third €l enent 82A contains the
i denti fi &0 The control | er 64A uses its 1Pv6/tunn®FTVERIMBMM: tabl e 76A
to determine the 5 appropriate handling of a received packet in the
follow ng manner. |f the controller 64A16i nds an entry having a first

el enent 78A matching the conplete retrieved destination address, then the
content of timal sepndocioenent vaRdAL, foftyt diglityebits yare sull @hbraetees (z%mk) Uﬂﬁ,d as
the 1 Pv4 destinatio d bor der router

t unnel endpc?""f‘l‘fad Aneyife '%hzﬁ?qr?)e"ti %@Acgﬂée%A(f A, iy ‘?haraé’F"éﬁ’eﬁ? fOt'B'EA of
that entry iefentesit B2AVopetairstthe sdenititier '®CCheck that the retrieved | Pv4
destination addr?

dth acke ived by the border router 1 6A are
‘to be processed byﬁ? R mé'ﬁr ‘b’gﬂf%ﬁ %? f%&&ynnfﬁgny%ogﬂttgﬁlf 7% f“n‘getfrﬁ?' 4th8| enent
82A i s ei shappapriatd dvahdlingant af receiestl paeketdp she fullowingtian#@A (e. g. "EN') or an
identifier for th rot oc erter A (e, further check,
the fourth el ement SR tf°%h§¥£§ﬁf’?§"@8ﬁ}’ ﬂ(‘u'ggg "itsef’%fgrr‘l{tbﬁgé?at‘f'm 9 thee
encapsul at i @ompleperetiieved tdestination dsdre‘és)rthantmmqnyenrwf the ﬁg:ohb@lemtmbm e
retrieved de nat i on._addres st . desc i t he encapsul ati on_ type
Gent 111 e thotcEntRastregsd mmd fpde 4. e PRA Byl e hin Pt Pl
used. |f théeomentsunér 188, GHaAtdnnalolmdaanerAdﬂytlonhlb/sehé corséntedfaive third/déméras t he
first b|t matching the fir speci al
6t 04 pre?b tséﬁ‘r‘\flﬂhgﬁ‘e 20°f {a'e‘Fegt rn?eu\?g ¥ na{ gher% glﬁvl*h%er#?%é’ Mthird
and fourth ebdmrenssd 8&/4faaket redeedfbytﬂmatbodet rquterr‘leﬁﬁcbteahe:d ;(r&&kﬂem;dtﬁéGt 04",
respectivel t he, | stin [ rieved fro second
el enent 80A ?aﬁsngforgéﬁé‘f i r?&"%@% W%S‘E"@%Eemﬁgigg Fg%eéla\? '83'!?9'6[ ﬁ’é %Bor der
router 16A tencdmeuiptan(mseaﬂﬁbye ghEEw'r)cmm\uidamufrer QGAtheTbmsocotemtertbuBEA
indirectly retrt

.J n 0] t edet erm 25
subaddr ess {81 gﬁe d’estpﬁa?l 0#‘3 ress F% ?%Ae ?’i &N © ’} aips 80+ i on
addr ess 'ns ddehtiﬁer fd?vuﬂ:ecmcpa&tuld:ioe uwpel Rv4thenpperds, for. en enbrgy patcking the to be

protocol %X%F:Fe?e rétﬂ etﬁﬂgésﬁ\ééﬁ e b4, st ES%En'bEE f éﬁcaﬁ%ﬂl&‘i&ﬁ fb' ts

will be all oW ng si'xt een wpe zer os
if the addnmsfwrsmlllued'&hqséttbbige;fv thatahe ennapsulatbr 864 isitdbeasedi s

| Pvor  annel endpal e caRTaRPEAR. e, G anfr SR s BEmUNE 7Ok hap the s 704
has its fir shirteitylotbitsirhatehiab Ithzémshlﬁhdmmiﬁehe the special 8odqnelibepatiarft 80A
vl vedZd aith sVl aeeihatil aifels, G 6 ikPand GRSkl BRRhs edaor |
be all null th@e@lrﬁggﬁgbpck@d‘ T"ER0 g 368n ", respectively), the IPv4 destination address
is retrieved from the second element 80A of that entry and sent with the packet
received by the border router 16A to be processed by the encapsulator 90A. This
constitutes indirectly retrieving the second type address from a predetermined
25 subaddress field of the destination address.
If the retrieved destination address is either IPv4-compatible or IPv4-mapped,
i.e. the packet is to be protocol converted for an IPv4 destination, then its first eighty
bits will be all zeros, and the following sixteen bits will be either all zeros if the
address is IPv4-compatible, or all ones if the address is IPv4-mapped. Thus the
30 controller 64A checks to see whether its IPv6/tunnel endpoint table 76A contains an
entry whose first element 78A has its first eighty bits all zeros The content of the

second element 80A of such an entry will be all null characters, because no tunnel is

involved, and the content of the fourth element 84A of such an entry will be all null



17 characters, because no encapsulation is involved. The content of the
third element 82A of that entry is retrieved and used as a check that. the
retrieved | Pv4 destination address and the packet received by the border
router 16AwWena22683 be processed by the protocol convert ePCEBER00A3G84 hi s
case, the content of the third elenent 82A is an 5 identifier for the

prot ocol converter 32A (e.g. "PC'). In othgr variants, the controller 64A
is arranged to access the | Pv6/tunnel endpoint table 76A, as before, and

only conmmand tcRgraGiest BedBid hd BRcApBAANSH IsaiQbived)Ofhe BéHtees el tRfd B1dMinE
with an entry, and in this case the controller 64A passes the special |Pv6

address to t h&2 elthet AneY isiratiexertanskysedias a chpgk that ti\e refriewadhifv 4 destnatine
control | er 64Adarss akd ehe ;b'&kéﬂéée:@éiﬂlﬁ@ﬁ\% KirdérBufal 96AtHOBSbe sﬂﬁegeatby #gd

passes it to the 6to4 tunnell P encapsul ator 82A, or yet again
control |l er 64?AP"°E?J0‘FP"H§‘F%’C§?’?\Q "sﬂ%cas%éf‘erf’°“%‘ttrqfe‘b‘8§htf¢1 %ﬂ%ﬁeﬁﬂ/\ $0An of

t he mat chi ng edgn&,ye,fo}'lmesp,g{&gpéunvgﬁé @mi@%nqadnrue | Pv4 address of the 6to4
tunnel endpoint, which was inserted into that elenent 80A by the

control ler (or rranu!ﬂ Pther YRR BEtGoRHOUAT §4fhiS arrangedciqt ageesy ithe Ry 6ibones
enbodi nent, t kadpaiketabldNGG &4/ Béfofed land RSB GBI 0% 68% iu%nérhﬁg eh?}@ul%

server 24, but in alternative enbodi nents it can be one of th servers
22 of ‘the DNSS9% upep dstasting @epatah Withesm 681 eARS in éhlﬁmgﬁhﬁmnneger &4 can

send a DNS R@qs@st L aéur@ésnwgthtehstdﬂﬁn@éﬂ%eaﬁcé&uystb? Q@&t o0
and, by th resent | nvention, establish a tunnel across the

domai nl O ? fe aE Patiyehy the contrgller @A etractsthe IPvA pediess pictha Ssed .Bﬁ‘"éh*mﬂppmact

as a source amfdqebadyl it b the B4 Q&ﬂ{éﬂiﬂb%caﬁdﬂﬂm@ﬂ 82Ar95§e£ bsauh '?Mé‘ cORFBIen 10
to the host 28. For an | Pv6 host to be contactable, i

destination, B HROMHEISEENGFuchAemBtchs Eattievies fas plemgnt ?‘E‘A i°§ t%@é%'mgyefﬁm
the DNS serv@ahisl Mﬂéntt@ﬂ: Béﬂtalhm Ih0$ tadliRsHBf e é&@gﬁ?ﬁ\@ eAGHHRY. wWicH Ws

same | Pv6 25 donmin_as because th Responsé nessage
has to pass t HiS8GgH P HBa"b?J?'BE‘?t q%f’lér”‘%t&?%@'ﬁf for panyally) ypmpecnsetion einthet der
that the tuhnehtrgan be established. In other words, the DNS Request
nessage has to- pass tF h the | Pv4 domain and not stop at an | Pv4 DNS

server acting as th®% mb%"é?‘%r theylocalRNS serventos ghejsairea best A8 is the
host. 30 WO OIAa258S saudr @@Ut%”ﬁl%natm datiiaifentd it AR BeYre! SARE IPVAT sl

bet ween a fi rﬁé\ﬂqetv\ork eratin %gl n accordance with a first transm ssion

protocol and e H@‘t”“ kN sprl ltemative gmbedigentm @lthgighythg host 28 can send a

DNS Request message for obtaining the IPv6 address of the host 30 and, by the
20 present invention, establish a tunnel across the IPv4 domain10, the situation is not
symmetrical in that the host 30 cannot act as a source and establish a corresponding
tunnel across the IPv4 domain10 to the host 28. For an IPv6 host to be contactable,
i.e. act as destination, by the method of the present invention, it is necessary for the
- DNS server local to that IPv6 host to be an IPv6 DNS server on the same IPv6
25 domain as that IPv6 host, because the DNS. Response message has to pass through
the border router adjacent to that IPv6 host in order that the tunnel can be
established. In other words, the DNS Request message has to pass through the IPv4
domain and not stop at an IPv4 DNS server acting as the local DNS server for the
intended destination IPv6 host.
30



5 addressing convention, herein referred to as first type addresses, and a
second network operating in accordance with a second transm ssion prot ocol
and having network addresses in accordance with a second addressing
convent i WROLBSBEin referred to as second type addressEST/CRHE3BHt o f ace
having both a first type address and a second type address and conpri sing:
10 a protocol converter arranged to con¥®rt a nmessage having a format in
accordance with the first transm ssion protocol, herein referred to as a
first type nessage, into a nessage h&WAMMS a format in accordance with the
second transm ssion protocol, herein referred to as a second type nessage,
and vice versa; neans for encapsulating arranged to respond to receipt of a
second typet. 15 aﬁdmcedqemdedvetmemadirstineswowwmratbssagecdwamomipsal ating

h f ;
that recei Ve %t tr'a(‘x ﬂ“&g %ﬁ? gxotggoq Saﬁg%agﬁmgt&?wp {a%?e%sgs in a Fc"énE: hyap ‘grsé d dr. ess

encapsulatlng secon ssage, recel ved secon
as the dest addxessonyg addneesm oferéih erefezesd| tq Ry firgntypesadda¢sses, amt @ansecoyige

message and, ysl, 8Fr%tn§ ?@QQcorsaQ]%ee\ﬂ‘?ﬁ %5§ec%d tt{L%smtsgltoﬁrgrg{:o%og%ném ving | ¢©

address of The Tes enca at1ng seco 895 or
un- encapsul a¢twogk saddessasd int )apeordmayaht ] sesomd @dérelsslag przmlvemb;n teenein an

|t erface conbldeods SLLANGRY I ISIRINE B BIRUME B Wisl BSI RS, O

first type rressage rom exam fing the destina
addr ess of adrhs séaqndnvnermsa@dgempesegved fromthe first 25 netvvork

sending 4 the ProbRGalo CAIVGE hralh bl Echvolt /P SR ARG F iRl fhom the

first network if natlona r ess ermned
format, el sagcottance iwith thil fiest ttrapswissiondirptecoel, yherdin gefetréd td%ta riagti type

addr ess of IHQ%-,PL' rﬁ#o %ypﬁessi%sﬁﬁgﬁgggc%rmg fl %@&Jrﬁ&u | rvé{ha's}ﬁ{a ‘r’]‘chlénda

second type address use encapsul at1 ng
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encapsulating second type message and using the second type address of the

interface as the source address of the resulting encapsulating second type message;
20 | means for un-encapsulating a second type message to retrieve its payload;

and

an interface controller arranged to respond to receipt by the interface of a

first type message from the first network by

examining the destination address of that first type message received from the first
25 network, .

sending to the protocol converter that first type message received from the first

network if its destination address is of a first predetermined format,

else, deriving, directly or indirectly, from the destination address of that first type

message received from the first network, a second type address for use by the
30 encapsulating means as the destination address of a resulting encapsulating second -

type message, and '

sending to the encapsulating means the derived second type address together with

that first type message received from the first network.
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3. An interface as clained in claim1l, wherein the controller is arranged
to derive the second type address indirectly by accessing, in accordance
wi'th the destination address, a | ook=up table having entrj ' he form
of a firstWPPH8Hdress associated with a second type ahé#@gé’%d
retrieving the second type address of an 10 entry having a first type
address matching the destination address. 18 An interface as clained in
claim 3, wherein each entry of the |ook-up table conprises a field for
contai ning an identifier for identifying whether the controller is to send
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converter or to the encapsul ating neans. 5. ‘An interface as clained i n any
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plurality of diddareniioRlitns bahalish o&RGR, encapsulator being arranged to
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first networkqto th Late. . Of [ ' | ffer
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addr essi ng convention, herein referred to as first type addresses, and a
second network opergl kG ddd ACEGIRRANR SiaMht 0 1.S5..9N ocol
and havi ng network add{r?esses in 'accor%aér{l\%e&w\gtt‘%&g %gﬁéﬁﬁﬁn‘?r@gﬁzéé% "f—iéga% een
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dest i nat i otP aekenhversr eiftothe epeapsulgtieg meerwge recei ved fromthe first
network; and 5 if the destination address of that received first type
nmessage is of a first predetermned format, protocol converting that

recei ved firsb-t ypeAmentesdfgee as claimed in any one of claims 1 to 4, wherein the

encapsulating means comprises a plurality of different encapsulators, each
encapsulator being arranged to operate in accordance with a respective encapsulation
20 type, and the controller is arranged to send that first type message received from the
first network to the appropriate one of said plurality of different encapsulators in

dependence upon the format of the destination address of that first type message.

6. An interface as claimed in claim 5, when dependent on either claim 3 or
25 claim 4, wherein each entry of the look-up table comprises a field for containing an

identifier for identifying a type of encapsulation.

7. A method of operating an interface between a first network operating in
accordance with a first transmission protocol and having network addresses in
30 accordance with a first addressing convention, herein referred to as first type
addresses, and a second network operating in accordance with a second

transmission protocol and having network addresses in accordance with a second

1S Sheet Has Been Replaced

o>




el se, encapsulating that received first type nessage in accordance with the
second transm ssion protocol, using, as the destination address of a
resulting encapsul ating second type nmessage, a second_t Re addr ess

deri ved, W@iot y or 10 indirectly, fromthe destinat? ‘B@r"@%s of that
received first type nessage. 8. A nethod of operating an interface between
a first network operating in accordanc8@w th a first transm ssion protocol
and havi ng network addresses in accordance with a first addressing
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used as the stination address of a resulting encapsulating second type
addressing convention, herein referred to as second type addresses, the method

comprising the steps of:
examining the destination address of a first type message received from the
20 first network; and
if the destination address of that received first type message is of a first
predetermined format, protocol converting that received first type message; and
if the destinatioh address of that received first type message is of a second
predetermined format, éncapsulating that received first type message in accordance
25 with the second transmission protocol, using, as the destination address of a
resulting encapsulating second type message, a second type address derived, directly

or indirectly, from the destination address of that received first type message.

S. A method as claimed in claim 8, wherein the second predetermined address

30 format includes an identifier identifying an encapsulation type.
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message. 10 12. A nethod as clained in any one of clains 7 to 11, wherein
the second type address is derived directly by retrieving it froma

predet erm ned subaddress field of the destination address. 13. A nethod as
cl ai med i nWEP228% of clains 7 to 12, wherein the exam niP&d/GBIO3634cp
conprises the substeps of retrieving the destination address fromthe
received first type nessage, and accessimg a | ook-up table in accordance
with the retrieved destination address. 14. A nmethod as clained in claim
13, for use whn tha Inetkodi st abinfedCcNRhY S@e oRQifMLr 7e® BN WheeihOHa ffsta

first type address assocjated with a_second type address, and wherein
retrieval of tqﬁ%fez%'%'?f& {t”{fB%t '5@8?‘?3% figst pé‘?ﬁ"’é‘?ﬁ%‘?’lﬁdt%ﬂ'%w?‘f’%e gontent idgniifies
address mat chhagretdieedifist typetmedsagulsl /p@bleGaSprototot Sorvetigrect | y deriving
the second type address fromthe destination address of that received

first type message. 25 15. A nethod as clained in claim14, for use when

the | ook-upst all.e eAtmétdsd ab RRiméEInIdiln 19, WHeRH tid frst bleBLErRiRBd RrhalHsgn
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identifier fratdtdse used o theaistindtoh ddaedsd & a trb@uifiy bacdpauibiigg biconfii {5t
type address natching the destination address, and checking that the

retrieved i deft9F#¥% s 30 consistent with whichever of protocol conversion
or encapsulation is to be perforned upon that received first type nessage.
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e
encapsul at i on 1 PENINY 9¢HPSt here is a plurality of encapsul ation types
available, and including the steps of retrieving the identifier fromthe

having its_first type address

second identifi,er féel dt of 5 iage gnt rX % | .
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first type message, and accessing a look-up table in accordance with the retrieved

destination address.

14. A method as claimed in claim 13, for use when the look-up table comprises
20 entries in the form of a first type address associated with a second type address, and
wherein retrieval of the second type address of an entry having its first type address
matching the destination address constitutes indirectly deriving the second type

address from the destination address of that received first type message.

25 15. A method as claimed in claim 14, for use when the look-up table entries
include a first identifier field containing an identifier identifying whether that first type
message is to be protocol converted or encapsulated, and including the steps of
retrieving the identifier from the first identifier field of the entry having its first type
address matching the destination address, and checking that the retrieved identifier is

30 consistent with whichever of protocol conversion or encapsulation is to be performed

upon that received first type message.
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performed upon that received first type nessage. 17. An interface for use
between a first network. operating in accordance with a 10 first

‘transm sggtw LREPt ocol and having network addresses in gegesdiaswe With a
first ressing convention and a second networ k operating in accordance

with a second transm ssion protocol 2 havi ng network addresses in
accordance with a second addressing co 3ention the interface being
substantially as herein described with referepnce to the drawi ngs. 15 18. A

met hod of oﬂé‘r at i figneihcd at epimeddn pitherelaim J 49r mﬂét fisiuge Ahenbs ogkiug

accordance Wil eftrfek lifdiude’ a1x8EanUSOMtIfRF Cﬁellﬁ&intﬁﬁﬁg hev idegtifier L idBtifying dhesses
in accordance with a first addre&ggg E‘iﬁéml n and a second network

operating i FNCaRSKIGHem Re. RPd vhen Y oL ieprenRspistion dyresneyatielle ng

net wor k addrag $esuding #é sas,fsoémﬂﬁem\ymb .@enﬁﬁsromdnaddrsemdnaeﬁmmaw&n the
net hod be| n substantlall as SI’EI n dec?| reference to the

dr awi ngs. 5 Sheentry-haying i 'ﬂté(peé drgss mpt 7'“9I"Ee d?ﬂ"ﬂ'?'? padress, pnd checking

~HEEEEE that the retrieved identifier is consistent with the type of encapsulation to be

performed upon that received first type message.

17. An interface for use between a first network operating in accordance with a

10 first transmission protocol and having network addresses in accordance with a first
addressing convention and a second network operating in accordance with a second
transmission protocol and having network addresses in accordance with a second
addressing convention, the interface being substantially as herein described with
reference to the drawings.

15
18. A methaod of operating an interface between a first network operating in

accordance with a first transmission protocol and having network addresses in -

accordance with a first addressing convention and a second network operating in

accordance with a second transmission protocol and having network addresses in
20 accordahce with a second addressing convention, the method being substantially as

herein described with reference to the drawings.
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