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Recovered data stored in a data storage system is acquired
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Fuzzification processing is carried out on a target object in each frame
of image to obtain a corresponding candidate frame of image
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The corresponding candidate frame of image is marked based on the
identification result of each frame of image to obtain target data
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Recovered data stored in a data storage hard disk is acquired

— S210

\ 4

Sensitive information of the recovered data is determined based on a
service attribute of the data generation environment

— S220

A target object in each frame of image is determined based on the
sensitive information

— S230

Mosaic processing is carried out on the target object in each frame of
image to obtain a corresponding candidate frame of image

L— S240

The corresponding candidate frame of image is marked based on the
identification result of each frame of image to obtain target data

— S250
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Recovered data stored in a data storage hard disk is acquired
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A 4

Fuzzification processing is carried out on a target object in each frame
of image to obtain a corresponding candidate frame of image

— S320

A marking request is sent to a remote virtual machine
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A marking response sent by the remote virtual machine is received
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At least one frame of image generated in a data generation
environment and an identification result of the corresponding frame of
image are acquired

— S410

A

The at least one frame of image and the identification result of the
corresponding frame of image are written into a storage hard disk
passing security verification as recovered data

— S420

The recovered data stored in the data storage hard disk is acquired

— S430

Fuzzification processing is carried out on a target object in each frame
of image to obtain a corresponding candidate frame of image

— S440

The corresponding candidate frame of image is marked based on the
identification result of each frame of image to obtain target data
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Attribute information of a data storage hard disk is acquired
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A

The identifier and the manufacturer of the data storage hard disk are
verified to obtain a second verification result

— S520

The recovered data is written into the data storage hard disk under the
condition that the second verification result indicates that the data
storage hard disk is a secure hard disk

— S530

Encrypted characters in a hidden file in the data storage hard disk are
determined

— S540

The encrypted characters are verified to obtain a third verification
result

L— S550

A

The recovered data is written into the data storage hard disk under the
condition that the third verification result indicates that the data
storage hard disk is a secure hard disk
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