1 KSI GNAL- CARRYI NG MEMBER FOR A SECURI TY SYSTEM Thi s i nventi on reIQt es tO

a signal carrying menber for a security systemfor giving warning of
attenpted interference with an object to be protected. The systemis
parti-eul arly applicable to the protection o{ an el ongate core, such as an
el ectyjcal power or data-carrying core, opti cal fibres, or

pi pel ines and tubes carrying air or other fluids. In the case of a
data-carrying core, such as tel eNSIGNALSCARRNGIMEMBER PGS, it i S inportant to
provide security fromwre tapplng OrgEaerty on confidenti al

i nformation carried by the core, and-fu—pmtem lines wused  for
electronic transfer of .noney between. financial institutions. Thus it is
necessary not only to stop information being extracted but also to stop

erroneous information bei ng added or current
invention is also applicable to detecting inmm nent fa| lure of a core which

to the safety or opgeéauoa 8 cma, &_em such as an -
aircraft hydraul ic systemor a mss

i s fundanent al

le fire

trol sys 2
This invention relates to ai

security system for giving

warning of attempted interference with an object to be

protected. The system is particularly aﬁplic'able to the
protection of an elongate core, such as an electrical"
power . or. data-carrying ' core, ~optical fibres, or

pipeli@.es and tubes carrying air or other fluids.

In the case of a data-carrying core, such as telephone

. or computer lines, it is :I.mpo'rtant to provide security

from wire tapping or eavesdropping on confidential
information carried by the core, and to protect data
lines used for electronic transfer of money between .
financial institutions. Thus it is neéessary no_t only
to stop :Ln"format:!_.én being extracted but also to stop
erroneous information being gdded;or current information

Being changed,

The _i.nventio_n,is.- also applicable to detecting imminent
failure of a core which is fundamental to the safety or
operation of a control system such as an aircraft

hydraulic system or a missile fire control system.
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i nformati on bei ng changed, The
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It is known from US Pat ent 26‘91698 to provide a securi ty tel ephone cabl e

around .whi ch are wrapped two Iayers of metal foil spaced from each’ o
gt her by a layer of insulation. |If the outer foil layer is i nterrupt ed *
the cable -is cut through or pierced by an electrically

conductive obj ect, a warning signal can ®e produced. This systen1homeveJ S
liabl'e to be overcome by the use of a non-conductive cutting tool or probe.
Moreover this cable is capable of being X-rayed by a potential intruder

to enable its constructlon e deternined and thereby facilitate

penet r at i on. IEcd&r dnaym ofxom ‘ﬂﬁeg%ﬁ?nFn%ﬂiﬁaﬁ tRePTovider @ igraurity
by moans. | cABAYEERGRe: (CAIEHA ¢ ﬁﬁf‘ié%éhyv@f [ RER) Vel Cvan layers of
capabl e of BEERLm (Eikly FRAGHE EEPR codeh -obhgEc: pSQdPai X8R T S ng
e - conduct ?63@%%#85—3&@%?% ey V§?ral?y§ay[£‘réﬁ’f€ﬁr AteRgupssd, 4"
Ehﬁgfgﬂt [ Eatlhle;;'fl tesr%ﬁﬂea!’%&or e’ﬁ%t rr}(éof': sﬂa#%;%‘?r u8| ng ches'j}I ngyebfn _
Entering 1roiectEThally oddiee RUE oBtee 2%0%‘#‘23@%‘“ Qoheh] €Ct
sem - conduct p¥8duced. This system however is liable to be overcome
by the use of a non-conductive cutting teol' or probe.
Moreover this cable is capable of being X-rayed by a e

potential intruder . to enable 1its construction to be

determined and thereby facilitate penetration.

Accordiné to the present invention ‘there 'i..s_ provided a
signal-carrying -membe_r. for a security -'sys"tem cpmprising
a cere surrounded by means capable of . transmitting an
electrical signal, an elegtricaliy-'insﬁlating' layer
surrounding._' the core and eaid means . capabie -_ of
transmitting a signal, and .a. seﬁi.—condu‘ctive -l_ayer- u
surroundirig t_he insulating layerl, _the semieconductive'
leyer :lﬁcorporating throughout: semi-conductive fibres
which protrude from the layer when the layer is pierced
the 'thickness - of _the insulating layer being
substantially less than the length of such.protru_ding
fibres whereb& piercing of the semi-conductive layer and
the :I.risulating layer by an obje'ct- entering from outside

~ and moving towards the core will cause semi-conductive



3 f-‘ﬂbres from the sem-conductive |ayer to be pushed t hrough t he

i nsul ating.layer and form a conductive path between the seni-conductive
lrayer ~and sai d neans capable of transmitting a signal. The invention will
now be particularly described by way of exanple with reference to the
acconganying drawings in which:- Figure 1 3is a diagrammatic
perspective view of a signal carrying nenber including a core
surrounded by two. s®m -conductive |ayers separated by an insulating

| ayer; Figure 24, art of a circuit diagr of, a si_hple security system

i ncor por ati ng tﬁégﬁg sertt 9Thy _oﬁ;qui'ﬁgﬂ“g‘%tiil‘ﬁeustlﬂé(%s e Peodpushed of
a lamnated tap I S I i | ayer: a sem -cqnducti-ve . -
| ayer; Figure ghgggghasﬂﬁa%?%‘ﬁ?r%ﬁ'@é .iggﬁgs@h’fﬁt ‘GE ot PR uV\FiB i Bt
the |l am nated t fF e 1y gt ey Flgure.5 ig.a diagrammtic
repr eserit at i on ggéggggrrp e esec%é I(g mc"ca)tr%gér al‘?’ﬁ%' tﬁgd_tﬁﬂédofnelgp uf:@pg&:le

Figure 6 is a '8?%&-'&%9&'1:1:&%&"iao'éitgﬁra(iligh part of the’ _

The invention will now be particularly described by way
of example with reference. to the accompanying drawings

in which:-

Figure 1 1is a diagrammatic perspectivé view' of a
.signal carrying member including a core surrounded by two

semi-conductive layers separated by an insulating layer;

Figure 2 is part of a circuit diagram of a simple

security system incorporating the present invention;

Figure 3 illustrates the production of a laminated tape
-comprising an insulating layer and a semi-conductive
layer;

Figure 4 .is a diagrammétic_ '-repr'esentation. of the

wrapping of the laminated tape of Figure 3 around a core;

Figure 5 is a diagrammatic representation of a compleﬁe

cable incorporating the._tape of _Figure 3;



wrapping of a cable incorporating a double wap of.tape.according to Figure
3{ Figure 7 is a longitudinal section through part of the wapping . of a
cabl e incorporating a double wap of a nodified form Figure 8 is a sectior
t hrough a cable in accordance with the present invention; Figure 9 is a-.
circuit diagramof a sinple security syst2p1|ncorporat|ng t he present '

I nvention; Figure 10 is a circuit gram of a nore conplex
security system | ncorporating the present_lnvention; Figure 11 is a
di agrammati.c illustration of the wapping of a cable for use with the

Sl ernative mEdHuFS; O, € 168eitiaiRar AUANE throlgh 'TREs (B e
section thr oygiupianieh NGk SMATENnOSrbSFAEALE ! PRRHIY SR I dE

signal carrying present 1 nvention gure 4 setkfon

t hrough the teg&dgdfﬁ%ug@ pfgarées;rolling, Figure 15 is a section through |
a cable wapped wth three sem - conducti ve Iayers

Figure 7 is a 'longitudinal section through paft of the
wrapping of a cable incorporating a double wrap of a
modified form;

Figure 8 is a section through a cable in accordance with :

the present inven_tion; :

Figure 9 1is a circuit diagram of a simple security

system :Incorporating the present invention,

Figure 10 is a c:_l.rcui.t' d:fa'gram of a more -complex

security system .incorporating _ the present invention;

Figure 11 is a diagrammatic illustration of the wrapping -

of a cable for use with the circuit of Figure 10;

Figure 12 is a diagrammatic illustré_tion' of an

alternative method of wrapping a ééBIe;

Figure 13":is. a longitudinal section through another
embodlment: of laminated tape for use in the signal carrying member

the present invention ;



Figures 16 and 17 are .sections through nodified forns of the wapped cable

segur.ity- system

form ng a signal -

oféFigure 16; and Figure 18 is a circuit diagram of another form of the
ex

In Figure 1, there is shown a sinple formof wapped core
carrying menber which, tegether with a detector, fornms a

secuity systemin accordance with the invention. The core 10, which can be
a flurd-carrying tube but usually will be an electric cable, is wapped
with a first sem - conducti ve | ayer 11, t hen with an

electrically i Figueei 5| dgera 13ectidn heheahgh' the htapée@ndFigure 13

sem -conducti ve

| ayer 13, and  around this an outer protectrve sheath:

14 is formed. alfiterr eplddagt;s a basic formof signal-carrying nmenber 15. |f
however the core were provided with a conductive surface, for exanple a

netal braid, itself form ng a means capabl e of 6 transmtting an ,
el ectrical si gnal , t he I nner sem -conductive |ayer could be
di spensed  wi Fhgureveldhdies@ geetidonb| through neer cabie- cunappede witter

woul d still be retained. In order to forma snooth w apping, the

sem - conduct i véhree semi-conductive layers;

Figures 16 and 17 are sections through modified forms of

the wrépped.cablé;of Figure 16; and

Figure 18 is a circuit diagram of another form of the

security system.

In Figure 1, th_ere'_ is shown a simple form of wrapped
core forming a signal-c&frying member which,' together
with a detector, forms a security system in accordance

with the invention.

The core 10, _which. can be a fluid-carrying tube but
usually will be an electric cable, .:-Ls wrapped with a
first semi-éonductive . layer _.11, then with an
electrically insulating layer 12,.and thereaftey with a
second éemi-éonductive "layer 13, and around this an
outer protective sheath 14 is formed. This represents a
basic form of signal-carrying member 15. If however the
core were provided with a conductive surface, for

example a metal braid,'itself forming a means capable of




| ayer and the insulation |layer are both forned of tape which is wapped
helically around the core to 0.95 waps, i.e. with a gap of 5%or .
t;hereabouts between turns to prevent overl ap. Al t hough each of the first
t'thr ee Fayers coul d be applied by extrusion, wapping is the preferred -

met hod. - The protective sheath is @nveniently a 0.5mm PVC coati “}L
appl i ed by extrusion. The or each sem -conductive |ayer is made throughout
of a fibrous material- such that when a 'sharp object penetrates the
wrapped | ayers surroundi ng the core t he object wil'l pull fragnments of the -
outer sem - cdimananittinger 1!31threillghtrlieaﬂ.nsulaignglLayertﬁl& t 0 {haeeh,
and so make eI ectrical cont act W th, the = inner sem -conductive
layer 11. 8emizgenductiveavelayeni gh coudishbi lbey dispensednduwtithe

path being _made, @ the insulatin | ayer 12 should be thinner than the
mean | ength dievextheirsat prefe ﬂﬂqﬂﬁptbeu cieney mentlircpmiuaivescilayer

t hr ough t he uctive yer. The I nsul ating | ayer 12
shoul d theref‘ﬁ?‘bls‘gesqﬁfﬁ?%kﬁ tg: -and preferably i.s thinner than, the
sem -conductive layer 13. The pref er red sem-conductive nmaterial 1is
unsi ntered, carbon-I| oaded pol ytetrafluoroethyl ene (PTFE) tape having

In order to form a smooth wrappitié, the semi-conductive
. layer and the_‘in'slulat'ion, layer are both formed of tape.
which is wrapped helically around the .corel to 0.95
wrapsl., i.e. '.with a -gap' of 52 or thereabouts between
turns to prevent overlap. -Aithough each of the first
three layers could be applied by extrusion, 'w'rapping is.'
the 'prefefreld method. ' The protective sheath is

‘conveniently a 0.5mm PVC coating applied by extrusion.

The or each semi-conductive iayer is made throughou-t of |
a fibrous material such that when a sharp object

penetrates the wrapped layers surrounding the core the

object will pull fragments of the outer semi-conductive o/

layer 13 through the insulating layer 12 to touch, and
so make - electrical contact with the inner
‘semi-conductive layer '11. In order to have., a high
probability 'o'f a conductive path being made , the
insulating layer 12 should be thinner than the mean
length of the conductive fibres produced by pushing an

object through the semi-conductive layer. The
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a volune

i ns lating .material is polyester filmo0.001 inch (.0025 cm maxi
tthiftkness coated with .0005 inch (.0013 cn) polyester adhesi

i nsul ating | ayer

t he Wwapped construction through an oven aF-[err]. By making the

above,

two resistive tracks are forned having a | oop resistance of

resrstrvrty of 1.0 ohmcm or |ower. The preferred

nmum
ve. The

is wapped to 1.1 waps and subsequently seal ed by passing

ayers as

approxi mat el y

7k ohms per nmetre run. By terninating the | ayers at the far

end with a resiss JLephe resi say 10k
ohns, the total %§%§g¥a ﬁ% sBé“ign%pSFE °5§ QNéhii o ethan,

Bri dge-type of
a penetration

hﬁem%ﬁ 4" il e a”"e L

(0] ayers rreasurerre

Wil | indicateﬂ: gigg ance along the core to the fault A sinple circuit

for the signa

rrier of Figure 1 is 8 shown in Figure 2 where the

el ongat e resistors 11',13' fornmed by the inner and outer seni-conductive
| ayers 11,13 are i nt er connected at one end.by a resistor 16. At their

opposite end t

The' epreferred csepfireondickive material 1is  unsintered,
carbon-loaded polytetrafluoroethylene (PTFE) tape having
a volume resistivity of 1.0 ohm-cm or lower. The
preferred insulating material is polyester film 0.001
inch ( 0025 cm) maximum thickness coated with .0005
inch ( 0013 cm) polyester. adhesive. The insulating

“layer is wrapped to 1.1 wraps and subSequehtly sealed by

passing the wrapped construction through an oven. at

200°c.

By making the layers as above, fwo resistive tracks are
formed having a loop fesisfance of approximately 7k ohms
per metre run. B&'terﬁinating the layers at the far end
with a resistor of ﬁalue g:éater than 1 metre 1loop

resistance, say 10k ohms, the total loop resistance may

be monitored using a Wheatstone _Bridgé-type of device.

Changes in the loop resistance will | indicate a
penetration of the layers, and measurement of this new
loop resistance will indicate the distance along the

core to the fault.

A simple circuit-for the signallcarrier of Figure 1 is



flying lead 17 to an electronic nonitor 18, This nonitor is capable
of detecting a change in the total resistance of the resistors 11',13', 16
rﬁsulting fromshorting across between the ' sem -conductive |ayers, T
1M, 13. ‘'The flying lead 17 is preferably a screened wire which filters hj@h
frequency signals. The nmonitor 18 is desg@ibed in detail below Thus a’

sinpl e detection system has been fornmed which will indicate penetration of
the core wappi ng by an object and hence potential failure of, or
interference with, the core. Alternatively it can be used as a

' di stance-t o-shown ' in iFigiure 02, whereorthe exdopgate rFeyistskes g1o0ng3!
cabl es. Although the enbodi nent of Figure 1 woul.d protect against _
acci dental pefrxmed | &y ithecolhvebe andr cutehysemiccondoeitivel 1apdest
skill who was aware of its construction. To provide a nore secure
system an i nkkrldaaze wingexrconnecteddatTheneoesdr thy i an fésigtor hi6.a
sem -conductiyve . i | ayer 11 applied over the core 10 as.in Figure 1. A
| aminate of iMsuFBelrgoppasite sthe. xesdshonse aveccopnected dpvwa in

Figure 3, 'ts‘lyfnge_n lea()cirmfj? ton atn~e electronic monitor 18. This

monitor is capable of de‘tecting a chahge in the total
resistance of the resistors 11',13', 16 resulting from

shorting across between the semi-conductive layers _

11,13 .. The flying lead 17 is preferably a screened wire ~
which filters high fr_equency_ signals. The monitor 18 is.
described in detail below. | |

Thus a simple detection syétem has been formed which
will indicate penetration of ‘-the core wrapping by an
object and hénce potehtial failure of, of interference
with, the core. Aiternatiyely it can be used as a
'distance-to-fault' indicator, for 'éxamplé for
underground cables. _ : W

Although the embodiment of Figure 1 would protect
against accidental penetration, it could be overcome by
a criminal of modest skill who was aware of its

construction.

To provide a more secure system, an interleaved wrap can

be used. The construction 'firstly has a semi-conductive



| am nate, the sem -conductive tape 13 extends over slightly less than the
half W dth of the insulating tape to one side of the centre line of the

in ulatlng tape 12, and is secured to the insulating tape by hot nelt

adhesi ve. The | aminate is then wr apped helically with overlap as shown
dlagtgnnatlcally in Figure 4. The wi ®h of the I nsulating tape is
chosen'to give a nomnal 2-wap construction using the known theory of tape
wrappi ng. The sem -conductive tape width is (0.5W-2mm x Wwhere Wis the
width in mlli ters f the ape.

frack ' i's w aphRiera thntPPaLalc eklene are 10 s tapnef”ilﬁc"”dfc“ve
e ConSict, el Sifcks M AVERLETVARR T g0 i B haguthita" rébRoen

above and be I'n one ‘opera n prac I'Ce,

each turn in Flggreag gl%wt?a OfFE.édféS” ?’ustr fiefi Ofcf’f’mgar‘;itgfril the

adj ust ment of t wrappl ng angl e gure es a conp W apped.

core using theihathaeked ihae %femfﬂ-qs&fau%twé g IeTINSLiRLAs Nver

preferabl e nmethod of wwapplng the outer sem -conddctive | ayer
opposite direglightlyolekliee thdiethe ial £0wilachi € tR¥CAndhlatingl tape

he'.

to one side of the centre line of the insulating tape.

12, and is secured to the insulating tape by hot melt -

adhesive. The-laﬁinate is thenIWrApped helically'with
\_ overlap as -shown diagrammatically' in Figure 4. The
width of the insulating tape.is chosen to give a‘nominal
2-wrap constructiqn using the kﬁown theory of tapé
wrappiﬁg. The semi-cbnductivé_tapé width is (O.SW)-me
x W where W is the width in millimeters of the
insulating tape. Thus -g semi-conductive track is
wrapped around a core such that each turn of
semi~-conductive tape is insulated from the next turn and
is insulated above and below in one operation. 1In
practice, the gap shown between each-turn in Figure 4,
for ease of illustr#tion;'is closed by.fine adjustment

of the wrapping angle.

- Figure 5 illustrates a completely wrapped core using the
laminated tapé of Figure 3. "It alsb demonstrates the
preferable method of wrapping the outer semi-conductive
layer 13 in the opposite direction to the inner

semi-conductive layer 11.



The preferred material would be 0.001 inch (.0025 cm thick polyester film
coated-with 0.0005 inch (.0013 cm) hot nelt adhesive (polyester) for the
(nsulation, and 0.003 inch (.0076 cn) thick sem -conductive PTFE tape, of
the sanme el ectrical and nechani cal propﬁrtles as used in Figure 1, for_the
sem -conductive layer. The outer sheat y be made of any convenlent;ez
thernopl astic material and preferably PVC or pol yur et hane. The interleaved

| ayer i ncreases the difficulty of intentional interception corrpar ed - -
the Fi gur_e n t y Y¢C

paired aWay n. %%ﬁ%és‘g aéﬂ%@or‘ggu%\n&t %E)etsjtauéP%er C&Et |(ngb?f?r o% the
outer |ayer g i KLY AROPEMIE | EBdted Wi

t oget her. Eecco:#%t ?ﬁéct I on of Fi gureES mayt ?Pr? e:rm?:glnp :U(?altjezé/%{/

adhering t hephbgyehélt OGEIHMEivY qaanyeatbleq Cﬁss ivhean1adheatyenhel e the
first layer is applied, after the first layer, and after the secdnd | ayer

(interleavedp,008s imekhqn00F6l Yem)eehicky s+ condy@tivé O PTFEOI thpd e
possibility of lifting the waps and gaining access with a fine pro%

Al ternativel pf the hsdme séleerricsbcand meehiandeadugiriopedtdey $s:a|iséx!& .

wr apped using the laninated tape of Figure 3. This further conplicates the

act of interdaptFigyre 1, for the semi-conductive layer. The outer
sheath may be made of any convenient thermoplastic

material and.preferably PVC or p_olyurethane.-

The interleaved layer _increases- ‘the difficulty of
intentional 'interception compared to the Figure 1
construction,_ since the layers must be very carefully
paired away to gain acces_s to the core, without either
cutting through the _outer layer and causing an. open
circult or shorting the . two la'yers together. The
construction of Figure 5 may be further complicated by
adhering the. layers together by coating the core in an
adhesive before _the first layer is applied, after the \J
first layer, and after the second layer (interleaved)
thus mechanicaily securing 'eaoh layer to avoid the
possibility of lifting_ the wraps and gaining access with

a fine probe.

'Alternatively,: both first and 'secor_ld semi-conductive
layers can be wrapped using the laminated tape of Figure

3. This further complicates the act of interception,



particularly if adhesive is applied between the |ayers. The sem -conductive
| ayer 'in Fi.gure 4 will be thicker than that of Figure 1 because of the
ex¥ra insulation thickness and woul d preferably be 0.005 inch (.013 cm
thick. Figure 6 illustrates wapping .94 the core with the |am nated
tape raving the sem -conductive layer on the outside of the tape for both

I nner and outer waps. This provides a double [ayer of insulating tape

bet ween the sem -conductive | ayers. In Figures 7 and 8, the second wap

is wound with {:H?ti@(ﬂaem?dlﬂﬁ | ddhesieé 28 ldppliind deBbeéfcthaPaybhss
provides a single layer of insulating tape between the sem -conductive. :
| ayers. The noTheorsebfl 4conddctslivent tdyer AmuFEglrehishwilawsbé hehderesct or
20 of the flying |lead connected to a termnal [err] at +V and the other
conduct or 21 othahe tHat ngfl Bigurenbedearhuse oafh thes agxtba e insulatdion??
of value Rx to aterminal T at -V valts. - Conparator integrated
circuits |1ClL atbitkgease anghrieoutd prefenabliyerbenf.805eritictand.Pdr lem)and
with the resistor 22 and the line resistor, formed by the series connected
resistors 11',¥Bicke and having resistance R, in a bridge circuit coupled
at node A between resistors 13" and 22 and at B to an output device which
may i nclude rel ays. If R is '

Figure 6 illustrates wrapping of the core with the
laminated tape having the semi-t:onducti\}e layer- on the
\_ outside of the tape for bo’th inner and outer wraps.
This provides a double layé: of insulating tape between
the semi-conductive layers. In Figures 7 and 8, the
second wrap 1is wou_nd ~with the semi-conductive layer on
the inside of the tape. This provides a single layer of

insulating tape between the semi-conductive layers.

The monitor 18 is illustrated in Figure 9 which shows
the conductor 20 of the flying lead connected to a
terminal T, at .-l_-V and the other conductor 21 of the
flying leﬁd connnected through a variable resistor 22 of
value Rx to a. terminal T, at -V volts. Comparator
integrated circuits ICl and IC2 are connected with the
terminals T; and T, and with the i‘_esisto.r 22 and the
line resistor, formed by the series connected resistors
.11',1'3',16 and 'having resistance R; in a bridge circuit
coupled at node A between fesistors 13' and 22 and at B

to an output device which may inclu&e- relays. If Rx is



12 set to the sane resistance value R as the total |oop.resistance of the
detection layers, and [err] and [err] are of equal and opposite very snall
vgal ues, such as +/- 20 nmv, then node 'A" is at zero volts, and the cirgcuit '
wor ks as a w ndow conparator. Any snmall change to the |l oop resistance -R

will result in either ICL or IC2 swi tghing to give an output voltagéﬁat
B. Thiks in turn can be used to operate a relay or other |atching device
which can initiate an alarm Tenperature fluctuations will affect the | oep

resistance of the detection |layer, this being a well-known feature of

sem - conduct i skt pitest the, same f pesbstaheet vl e YRl ggwathgasd@ay\oqgofpor
long periods in large fluctuating tenperatures it is necessary to

i ncor por at e scesidvancef ofonttensdetegtdonclidyerdpr andanpleV drd &g\ ¢t or
22(Rx) in Figure 9 is replaced with a.resistive elenent of the same
materi al as tdme defeegued laagcopposiite arexyscamdll tveleey | r saehnasof/t-he
detection layer, then the 'l oop resistance of the detection |layer and Rx .
will conpensa?@ my¥, &hen rede 3AY Hedeat Azewp| voldssi rarat the ocircudt
Alternatively, a circuit such as that of Figure 10 can be used. In this
system two HOEKS a8h HWindew ocemParaLeTr orAnYcsnadls ahiangendtet the

layers, and alégéurzpesistanée R will result in either ICL or IC2

_switching to give an output voltage at B. This in turn
can be used to operate a relay or other latching device

which can initiate an alarm.

,Temperatﬁre fluctuations will éffe_ct the loop resistance
of the detection layer, this beihg_ a well-known feature
of semi-conductive plasfics,_and for a detection layer
that has to _\{ork for..long periods in large fluctuating
temperatures it is necessary to incorporate some form of
compensating circuit. For. exam'ple,_'if res:f.stor 22 (Rx)
in Figure 9 is: replaced with a resistive element of the
same material -as the detection layer and is exposed to | \J
fhe environment of the detection lay_er » then the 1loop
résist;ance of the detection layer and Rx will coﬁpensate

~ for each other and Node 'A' will remain at zero volts.

Alternatively, é circuit such as that of Figure 10 can
be used. In this system, two arms of the bridge are
formed from the two semi-conductive' layers, and a return

23 is taken from the far end at C to Node D at the input



23 is taken fromthe far end at C to Node D at the input 13 to IC1L and
|C2. "If-the two |ayers are nomnally of the same resistance and Rb is
eqqal to the value of resistor 16 (Rc) then Node Dis zero volts. In
practice this return is a very fine insulated copper wire, preferably 32AWG
or s@ﬁller and is laid under the first |dyd&r as shown in Figure 11. This
basic principle can be used with any of the preceding exanples. A further
option to increase the detection |layers resistance to attack is to

Wre 23 is reptadl g 168 XF e %&%iy%‘ée%%g&%% 1557 ehe ™"
g;)z(szleder:bl yt h:anhanctg%ﬁ the dg%‘i%;ékgnﬁ-ﬁysﬂ“l’ﬂt &ntl I nt erc, pt i 0 stor :
t t h th ff hi |
o desi gn uncertar KR Fhien, ﬁ%ﬁée?eg’@%fz%ﬂﬁsfts%& 1 cﬁ%ﬁsﬁs eorenfyc
detection |ayg, Yedy, £ihe 1ndR1dOUCLBlper Fire rr;;ﬂ;tdéfémfy
By

of sem - COndUCtIVG eman%(s cour se I Nng norwe

| ayers and 'nccsrm@twgsaam&he A ATEETIESH SHEds haneaﬂrw 93 als

I nterceptor does
shown in Figure 11. This basic principle can be used

with any of the préceding examples.

- . A further option .to increase the detection layers
resistance to attack is to apply a third semi-conductive
layer as in Figure 12 where the copper return wire 23 is
replaced by a - semi-conductive layer 24. This
considerably enhances the detection of intentional
interception since a third semi-conductive 1layer
introduces a number of variaoions utilising all the
designs shown and thus offers a high level of design

uncertainty to any interceptor.

Further modifications of the detection 1layer are
provided by introducing - a .oultiplicity of
semi-conductive elements. This may, of course, be done
by adding more layers. and incorporating a further
randomness such that any intentional interceptor does

not know the exact design of the layers.

Another way of incorporating a multiplicity of



not- know t he exact design of the |ayers. Another way . of i ncor por ati ng

a mltjiplicity of ~ 14 sem -conductive . elenents S to.
sggnent the sem -conductive tape into separate parallel spaced
ekenents. The elenents are laid as shown in Figure 13, and conpressed -

between plain rollers to produce a tape §g in Figure 14. |If a naliablezi;

‘material is used such as unsintered PTFE for both the sem -conductive

el enents and the insulating tape, the new tape is honbgeneous. in appearance
and is easily handled as ‘a single tape. Wien this tape is applied as an

i nt er nedi ary segykrcomduttiveup aslementbgureis5, eohi ghlgeomer®! €X the
detection layer is produced. . The |ayers are applied as foFIoms: First
layer 30 Sesemiveonductivéaptape into95separateSecparal WE' spaced

| nsul ating tape 0.95 waps, Third | ayer 33 Hybrid tape

0.95 wraps, Flenéntsyer The ellememtst iaxethptd as shown iM. Pigurepi3,Fifth
| ayer 35 Sem -conductive tape - 0. 95 wraps, Sixth |ayer 36

Ther nopl ast i cBrR&t conpyested hetweendphalor ixol¥ers atb tprodumessai saPeFE
and the insul ating tapes ar2 preferably 0.0025 inch (.006 e¢n) thick and
seni - conduct i&% iBpEigureod4i.-ncAf aymedishle material is used such as

unsintered 'PTFE ‘for both the 'sémi-conductive elements
and the insulating fape, the new tape is homogeneoué in

appearance and is easily handled as a single tape.

o/
When this tape is'applied as an intermediary layer and
laid up as in Figure 15,. a highly éomplex- detection
layer is produced. . The layers are applied as follows:
First layér- 30 Semi-cohductiveftape 10.95 wraps,
Sgcond layer 32 ‘Insylating tape | 0.95 wraps,
Third layer 33 Hybrid tape . 0.95 wraps,
Fourth layer 34 Insulatiﬁg tape 0.95 wraps,
Fifth layer- 35 Semi-gonductiVe.tape 0.95 wréps, U

Sixth layer 36 'Thermoplastic extrusiqn

The preferred material for all the tapes is PTFE and the
insulating tapes are preferably 0.0025 inch (.006 cm)
thick and semi-conductive tapes 0.005 inch (.0013 cm)
thick. |



t hi ck. 15 If a further insulating layer 37 is added foll owed by one nore
sem -conducting elenent 38 as in Figure 16, a very effective "trip wire
sygtem can be incorporated. This elenment nmay be of narrow di nension (less
than~1 nmm) and attenpts-to renove a section of the outer jacket, would
causgﬁa hi gh probability of cutting this tPenent. To increase this
probability, adhesive is applied to the outer surface of this el enment such
that it is bonded to the inner surface of the thernoplastic extruded

bver -ihe éﬁ{ 5t EL#’%E%%R ADERLERS Aa 3° s”%ﬁssgﬁyt%@iiv?%éﬁg%
t t Qqt t.

e shaced W | nofld selit SRRy OROGH;| 38! U6 KA ISR pVnen

Lo remove a Sqpds ”e‘fffeglﬂ?.vleac‘@ﬂﬁvﬁirhf' Qﬁé}fe*ne%e% QBc???ﬁgﬁﬁgng. I S-

avai l able. In order to denonstrate the el ectrical operation o I's design,

reference is ”Rﬂﬁaté‘lEthﬂfeﬁa%7béntl%a:‘nbvi.*ﬁfédﬁ&ﬁ Ofedd Othén 18, mhlr ee
resistive arms XX, YY' and ZZ' are connected together at one end, XX "and

YY' being inteddnatteapts a6 removieora 4geetival usf ReheYbuttd¥ jacket,

would cause a high probability of cutting this element.
To increase this probability, adhesive is applied to the
outer surface of this element such that it is bonded to

w the inner surface of the thermoplastic extruded jacket.

Alternatively, two semi-conductive eiements may be
applied over -the outer insulating layer as in Figure
17. These two elements are spaced apart and are
preferably bonded to the extrﬁded'jacket. When the two
elements have different potential, it becomes virtually
impossible.'to remove a section. of the jacket even 1if

prior knowledge of the design is available.

In order to demonstrate the electrical operation of this
design, reference is made to Figures 17 and 18. 1In the
circuit of Figufe 18, thfee'resistive arms XX', YY' and
ZZ' are connected togther at one end, XX' and fY' being
interconnected via a resistor 40 of value Rc. YY' and-
ZZ' are directiy interconnected at node C. The opposite
end of XX' is connected Qia iead'41 to terminal T, at

+V volts. The opposite end of YY'.is connected via lead



ZZ'" are directly interconnected at node C. The opposite.end of XX is
connected via lead 41 to termnal [err] at +V volts. The opposite end o
i's connected via | ead 16 42 at node Dto IClL and 1 C2 and the

opposite end

terminal T at -V volts. The null posiléon is set close to zero;

of ZZ' is connected via | ead 43 and resi stor 44 of val ue Fb;to

volts and preferably not exactly zero but of the order of + or - 100
In order to achieve this, balance arnms XX and-ZZ' are approximtely equal
and Rc is equal to Rb.. Rb is %ﬂ%fStabLe to finely tune the circuit.

Therefore, ndte &tjBodeod: ta

since the input inpedance of, the co ratQr circuits is very high

Referring to gﬁggni?f:eghé'isae&e‘%%ﬁcﬂP§erGFéﬁ§ﬂﬁs‘lé'f- afievelmerRb to

conductive | gyer 31}i ingiceted b% [err], the elenents of the hybrid
g} T, athe t

third | ayer

oV eVRLE

[err] are connected to formarm YY' of Fi gure 18, el enent s [err

and
el enent s

Th@renﬁ‘ﬂ”ecﬁgg‘lt{& Pl lgle 'Q1ded M 8" M2&ko 201ts

and preferably not exactly zéro but of the order of +
or - 100 mV. In order to achieve-fhis, balance arms XX'
and ZZ' are approximately equal and Rc is equal to kb.
Rb is adjustable to finely tune the circuit. Therefore,
node C is close to ze#o volt.s and node-lD is close to
zero volts sin¢e the input impedance of the comparator

circuits is very high.

Referring to Figure 17, the semi-conductive elements of

_the inner qonductive-' layer- 31 is indicated by El’ the

elements of the hybrid third layer 33 by E2-E7, the
element of the fifth 1layer 35 by Eg and the two

outermqst elements by Eg and'Eio. )

If elements Ei and E8. are connected fo form arm.—YY'
of Figure 18; elements EZ’E3’E6 and - E,o are
connected in parallel to form arm XX' and elements
E4,E5,E7 and Eé are - connectgd iq parallel to
form arm 22°', ;he circuit will be in balance. If any
one or more elements is oﬁén circuit"or..if any two

elements from different arms are’shorted together, then

f

%

0and| €2, andhthe mpposivecend oér Z2/0l t s

of .the fifth layer 35 by [err]
and the two outernost elenents by [err] and [err]. If elenents [err] and

]

L



[err] and [err] "~ Lare connect ed I n par al | el to formarm 22",

the circuit. will be in balance. If any one or nore ‘elenents is open
eirﬁuit,qr if any two elenments fromdifferent arns -are shorted together
theh ~ 17 the circuit will inmbalance and the alarmw |l sound. By

i.ncorporation of a switching circuit 45 1?) vary the connections, a
pre-selected programme may be used which wll confront any interceptor with
a random pattern of terminations. If the elenments in the hybrid |ayer are
made very narrow (less than 1nm w de) a great nunmber of pernutations can be

pre-set into theheleetetudd waldr imbalidive aidiriRcaXdrd NwE1BYs66AULS BHat
a situation may occur whereby an alarmis sounded due to a very small

incision in thelneteperavion ayel aandwitbhingffettediteldSreticc vary bRe

switched out, |eaving the rest of the detection |ayer operational and thus

continuing to peennections; anipre-selentied cprogramhé cmaydbe udéd which
will confront any interceptor with a random pattern of

terminations.

If the elements -:f.n the hybrid layer are made very narrow
(less than 1lmm wide) a great number of permutations can
be pre-set into the ‘detection layer. Another advantage
of this system is that a situation may occur whereby an
alarm is séunded due to a very small incision in the
detection layer and the affected elements may be |
switched out, leaving the. rest of the detection layer
operational and thus continuing to provide cover until a

repair can be effected.



CLAIMS 1. A signal -carrying nmenber for a security systen1conpr|5|ng

core surrounded by nmeans capable of transmitting an .
eLectricaI si gnal , an electrically-insulating | ayer surrounding @
the core and—sard—neans—tapéb1e of transmtting a signal, and a

seni-conduc ndlng the inggl ating |ayer, the Py
sem - conduc !lm Iilmll “]m rporating throughout sem -conductive fi br es
whi ch protruee r0n1m ayer when the layer is pierced, the thickness of
the insulating |layer being substantially less than the length of such -
protrudi ng fibres whereby piercing of ChARIM®M -conductive |layer and the

i nsul ating | ayer by an object entering from outside and noving towards the
core wll cause -sem - conducti ve fibres from t he

sem - conducti ve | ayer to be pushed through the insulating | ayer
and form a cdnductive Hpashghelneenryhogsmenbemdfiori we sécyrity asgsteni d
means capable of transmtting a signal. 2. A signal -carrier nenber
accordi ng t o comprigingiersi n conjed nsurvounded| cbyf mearsni t¢capabbe of
electrical signal is an inner sem -conductive |ayer surroundlng the core
and separ at edHenasRttELng r st nefRi oned ©l@ %Frtéhi condueignal,ayer bgnsaid

' nsulating lE@&ectrically-insulating layer surrounding the core and
said meané capable of tranémirting a signal,. and a
.semirconductive layer surrounding.the insulating layer,
the semi-conductive 1layer incprporating throughout
semi-conductive fibres which prutrude from the layer.
when the layer is pierced, the thickness of the.
insulating layer being gubstantially less than the
'lengrh of such protruding fibres wheréby pilercing of the
semi-conductive layer and the insulating' layer by an
object enteriug from outside and moving tuwardg the core
will cause semi-conductive ~ fibres from the
semi~-conductive layer tu | be pushed through the
insulating layer and form a conductive path between the ‘/
semi-conductive layer and said 'meang 'capable of

transmitting a signal.

2., A signal-carrier member according to claim 1
wherein said means capable of trunsuitting an electrical
signal is an inner semi-conductive layer surrounding the
core and separated from the first uentioned outer

semi-conductive layer by said insulating layer.



19 3: A si gnal'- carrier menber according to claim1 wherei-n: said

i nsul ating. | ayer conprises a helical-wnding of insulat E&M ap

eag’ryi ng a sem -conductive tape over |ess than.n !‘“‘!{ﬂw tﬁe

i nsul ating tape, t he sem - conducti ve t « said

sem -gonductive | ayer. 4. ‘A signal -qayrier nenber according to claim
2 having thereon at Jleast two helical wndings of insulating tape
carrying-sem -conductive tape over less than half the width of the

i nsulating tape, the two wi ndings of the sem -conductive tape form ng said
inner and outeB.sen - coAdugigneltageriers member Actopdingatoi eclatiabel
according to claim2 or claim4 to which a resistance-bridge-type detector
i s connected, whemedani -saddiucingulatjog fdayery xtomprisepar @ othelkiral m
of the resistance bridge_6. A signal -carrier nenber according to
claim 5 wherei WiBA1REs &t dnswlating ctapen carnying| castsemde-cgndyntive

wi ndi ngs and is connected_to the outer ends_of the sem -conductive |ayers

and to a terni h8P€oiOYSE J&SscEhany half the width ef rthe dmmdating

according to claim5b whgflei n a -fiied rgsi stor is connected in,series with
one tape, e seml-conductive tape orming said

semi-conductive layer.

4. - A signal-carrier member according to claim 2
having thereon at least two helical windings -of
insulating tape carrying semi-conductive tape over less
than half the width of the insulating tape, the two
windings of the semchonductive tape £prming said inner

and outer semi-conductive layers.

5. A signal-carrier member according to claim 2 or
claim 4 to which a resistancé-bridge-t}*pe detector 1is
connected, each semi-conductive layer forming at least

\_ part of one arm of the resistance bridge .

6. A - signal-carrier member according to claim 5
wherein an insulated wire extends within at least one of
the windings and is connected to the outer ends of the

semi-conductive layers and to a ternﬂ.nal of the detector.

7. A signal-carrier inember according to claim 5

wherein a fixed resi.stor. is connected in series with one



20" seni - COQQEELLMQ__LB¥EL——&HG variable resistor -is connected in .
series*wth the other sentB“ﬁnductlve | ayer. 8. A signal -carrier

nber accor aving one or nore further wappi ngs of
- conduct ﬂmﬂmﬂu“‘ m

vari ous sem -conductive tapes bei ng

|nterconnected forntnDre than t arnms of equal resistance and
" connected tO the detector 9. A signal -carrier nmenber according f%
claim8 wherein t he sem - conducti ve t apes whi ch are F

L eonneet St AR SRkfe T poo A TR
claim4 wher gl Bnre'&‘i:e‘&' 1%3“%:11@'»&‘&{‘%&3%%%9% 'éo:’M’ é‘giw;é Of4§lr.

i nsul ating tape carry tWo of nore para space
sem - conducti ve tapes 11 A signal -carrier nenber according to claim
5 having a switching device electrically connected between the

sem - conduct gve | ayer g agdghlt-earedle®” aeﬂbeferééu&@{%gw Ido 1 @142y she
el ectrical connections betwWween the said layers and the tector.
having one or more further wrappings of semi-conducttve
tape, the 'various semi-conductive tapes being
interconnected to form more than two arms of equal

resistance end connected to the detector.

9. A signal-carrier member according to claim 8
wherein: the semi-conductive. tapes' which are
interconnected to form one of said arms are selected

from different wrapping layers.

10. A signal-carrier member according to claim 3 or
claim 4 wherein the or each inenlating tape winding is
wound from an insulating'tape'carrying thereon two or

more parailel spaced semi-conductive tapes.

11. A signal-carrier 'menber according to claim 5
'having a switching device electrically connected between
| the semi-conductive layers and the detector and operable
at will to vary the electrical connections between the

said layers and the detector.



12. +. A signal-cérrier menber substantially in accordance with any
one or nore of the enbodi nents descri bed herein and ifTTustrated in ' the

S o A
. 21 oL s

—

C o
™

12, A signal-cérrier' member substantially in
accordance with any one or more of the embodiments

described herein and illustrated in the accompanying .

drawings.




